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Resilient Event-Triggered Control of Connected
Automated Vehicles Under Cyber Attacks

Ning Zhao, Xudong Zhao, Ning Xu, and Liang Zhang

Dear Editor,

This letter contributes to designing a resilient event-triggered con-
troller for connected automated vehicles under cyber attacks, includ-
ing denial-of-service (DoS) and deception attacks. To characterize
the effect of DoS attacks, the effective intervals of the attack are redi-
vided based on the sampling period. Then, a resilient distributed
event-triggering mechanism is proposed to compensate for the sabo-
tage of DoS attacks and reduce the amount of transmitted data. Since
the communication channel transmits the data only at the trigger
instant, deception attacks may occur at this instant and be transmit-
ted to each vehicle in superposition with the normal signal. There-
fore, we construct stochastic models satisfying Bernoulli distribution
to describe the false information injected by the attackers. Based on
the above framework, an attack-resilient control strategy is proposed
to resist the impact of cyber attacks. Then, sufficient conditions are
established to achieve stability of vehicular platoons, and a co-design
strategy regarding the control gain and triggering parameter matrices
is given. Finally, the simulation results are provided to substantiate
the effectiveness of the proposed method.

In recent decades, the widespread use of vehicles has put heavy
pressure on transportation infrastructure, which in turn has led to a
series of congestion problems and safety issues [1]. Vehicular pla-
toon control allows autonomous vehicles to travel at a relatively safe
distance and speed, which can alleviate traffic pressure and improve
the carrying capacity of vehicles on the road. Since this technology
can solve the traffic problems faced by modern society, the stability
and the tracking performance of vehicular platoons have achieved
some remarkable results [2], [3]. Guo and Yue [2] addressed sam-
pled-based cooperative control issue of connected and automated
vehicles with sensor failures. Reference [3] designed an adaptive
sliding mode controller to solve platoon parametric uncertainties.

Communication between vehicles depends on network media,
which makes it vulnerable to network channel congestion and cyber
attacks. Since vehicle formations require large amounts of data trans-
mission, traditional time-triggered mechanism can easily lead to net-
work congestion. To achieve practical needs, a new trigger mecha-
nism, namely the event-triggered mechanism, is proposed to deregu-
late the necessary data transmission. By designing a distributed adap-
tive event-triggered mechanism, an observer-based discrete-time con-
troller was proposed to achieve all vehicles to maintain the desired
asymptotic tracking performance [4]. Two typical types of cyber
attacks are DoS attacks and deception attacks. In order to resist the
effects of these two attacks, some existing works have designed secu-
rity controllers to maintain the desired distance between autonomous
vehicles. In [5], a distributed cooperative secure platooning con-
troller was designed to ensure the platoon stability and scalability
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requirements for connected automated vehicles in the presence of
DoS attacks. Not limited to one attack mode, [6] addressed the event-
triggered security platoon control problem for second-order con-
nected vehicle systems subject to DoS and deception attacks. How-
ever, few results solve attack-resilient sampled-data event-triggered
platoon control problem. Its difficulty is that it fails to provide a uni-
fied framework for dividing the whole timeline by sampling period
or attack intervals. To avoid this problem, the existing result [7]
assumed that the attack start and end instants are integer multiples of
the sampling period, which obviously limits the nature of the attack
occurring at any one time. Solving this problem is the first research
motivation of this letter. How to design control algorithms to save
communication resources and resist the negative effects of multiple
attacks is another research motivation.

Based on the above discussions, this letter studies the resilient
event-triggered secure platoon control problem for connected auto-
mated vehicles under cyber attacks. The main contributions can be
covered as: 1) Unlike the existing results [8] and [9], an attack-
resilient sampled-data event-triggering control strategy is designed to
resist the impact of cyber attacks and reduce the network bandwidth
pressure; 2) By employing the Lyapunov functional approach and the
linear matrix inequality technique, the stability conditions of the pla-
toon error system are given, and then the controller gain and the trig-
ger parameter matrices are presented simultaneously.

Notation: For a given matrix £, £ >0 (> 0) and £ <0 (< 0) indi-
cate that P is (semi-)positive definite and (semi-)negative definite.
||-]| denotes Euclidean norm for vectors.

Problem statement: Consider N+ 1 automated vehicles contain-
ing 1 leader marked 0 and N followers marked i. Let g;(¢), vi(¢) and
ai(t) denote the position, velocity and acceleration of vehicle
i(€ (N)). The dynamics of each vehicle can be uniformly modeled as

Xi(t) = Ax;(t) + Bu;(t) M
where x;(t) = [qi(?),vi(?),a;(t)] € R3 is state vector, u;(f) €R is input

01 0 0

vector and up(t)=0,A=| 0 0 1 | B=| O | with T being
1 1
0 0 -7 T

the inertial delay.

The goal of this letter is to design a resilient event-triggered con-
troller for connected automated vehicles under DoS and deception
attacks such that the safe distance d; ; remains between vehicles i and
J» and all following vehicles maintain the same speed and accelera-
tion with the leading vehicle, namely, pi() — p;(®) +d; j, vi(t) —
vo(1), and a;(t) — ao(t).

In this letter, the communication topology of the N following vehi-
cles can be characterized by a undirected and connected graph
G ={V,E}, where V ={1,2,...,N} represents the set of vehicles, and
ECVxV means the set of edges. Let A= [a;j]nxy be the adja-
cency matrix with a;; € {0,1}, where a;; = 1(0) implies (i, j) € (§)E.
The set of neighbor vehicles communicating with vehicle 7 is repre-
sented as N; = {j € Vl]a;; = 1}. The degree of vehicle i is indicated as
D = diag{d;,d>,...,dy} with d; = 2 jey, @ij- Then the Laplacian ma-
trix L is expressed as L =D-A. B= diag{b;,b,....,by} is the
straight-through leader matrix, where b; € {0, 1} with b; = 1 denoting
the following vehicle i communicating with the lead vehicle; b; =0
otherwise.

Since the vehicle-to-vehicle (V2V) communication relies on the
open network, the data transmission is vulnerable to cyber attacks. A
detection device based on the acknowledgment signal is used to asso-
ciate event generator and controller to identify the occurrence of the
valid DoS attacks. DoS attacks considered here are modeled in the
following form:

_J1, te[Hy, H,+ Hy)

so={y Tl 2

where [H,,H,+H,) is the attack interval with H, denoting DoS

on/off instant and [H,+ H,,H,1) is the attack-free interval with

H, + H, denoting DoS off/on instant. Considering the power-con-

strained property of DoS attack, two assumptions need to be met in

terms of the frequency N(¢1,1;) and duration S(#1,#,) of the attack for
the interval (¢1,%,):

Assumption 1: There exist scalars Dy >0, D> >0, 77 >0, and
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T> = 1, such that N(zq, )< T+

In vehlcle platoon, the Vehlcle i sends its own status 1nfzormat10n to
the neighbor vehicle via wireless V2V communication. This faces the
problems of network bandwidth limitation and cyber attacks. To
solve these two problems, inspired by [7], the resilient event-trig-
gered mechanism is applied to mitigate the network bandwidth pres-
sure and remove the adverse effects of the attacks. Given that the
communication network can only transmit discrete signals, we
assume that the sampling period is /4. In the absence of DoS attacks,
the event-triggering instants can be decided by

el (thh+vQie(tih +vh) > o %] (DQ%(1) 3)
where tih denotes event-triggered instant of ith vehicle, o is a prede-
fined threshold, e;(#h+Vv'h) = xi(tih) — x(tbh +v'h), vV €N, Q>0 is
a weighting matrix to be determined, and X;(f) = Z?]: 1Gi j(x,-(t]’;h)—
xj(t] ;1) + Dy j) + bi(xi(th) = xo(tih +V'h) + Dig), Dij = [d;;,0,01"
with d; j denoting the safe distance for the vehicles i and ;.

Unlike the existing result [7], the beginning and end moments of
DoS attacks are not necessarily integer multiples of the sampling

period. In order to characterize the real attack effective region, based
on model (2), the new attack effective model can be described as

. 1, te[H,, A, +H )
NOE

2, t€ [H +HmHn+l)
vyhere A, = (Hn/h]+ Dh and H,,+H,, =((H,+H,)/h]+Dh. Let
S(t1,1) be expressed as the duration ofAthe effective attack. Then,
based on Assumption 1, we can obtain |S(¢1,%)| < [S(#1,t2)| + AN(¢1,
17), which means |S(11,12)| < (T1 + D1)+(75 + o)t = 11).

Under the effect of DoS attacks, the resilient event-triggered mech-

anism is designed as follows:

th, e (i satisfying (3) | £, € [Ho, Hy + H)VU{H,)  (4)

where t,’c\ h denotes the periodic sampling instant.

In the absence of attacks, the distributed controller for vehicle i is
constructed as

a;(n)=-K Z [ai,'(xj'(t',i,h) - xz'(l};h) -D;j)
i€(N)
+bi(xo(th+V'h) = xi(t ) = Dig)] ()

where K = [Kp,Kv,Ka] is the gain to be determined, t]j(, = max{t|t €
{t], ke N}, t <t +vih}. Let q(t) = [q1 (0,720, ...qn (D] with (1) =
x,(z) xo(t) — d, 0, T(t) =t—"Ch, t € [Ch,(+1)h), £ € N. Under decep-
tion attacks, the input of the actuator is u;(f) = it;(¢) + 6; (t’ h) fi(£ 1),
where f; (t’ h) is defined as the deception attack and satisfies || f, (t’ h)llla
|G x,(tkh)ll with G; being a known constant matrix, and 6; (t’ h)€{0,1}
satisfies the Bernoulli distribution, prob{6; (tkh) 0} = 9,,prob {6; (tkh) =
1} =1-6;. Under DoS attacks, the control input is zero, namely,
u,(z)h—tO Based on the effect of cyber attacks, we obtain from (1) and
(5) tha

(n ®A)Tl(t) (H®BK)n(r—1(
—(H®BK)e(t - T(t)) + (®(t)®B)F 0
te(Hy By +Hy) (6)
Un ®A)7](l‘), te [H +Hn,Hn+l)
where H = L+8, (1) € [0,h), #(t) = 1 at ¢ ¢h, ©(r) = diaglé(t} /),
01, 1.0ty WY, and F(0) = [fi(y W), o, ... v (e W)L
Main results: This section provides sufficient conditions to guar-
antee exponential stability of the resulting system (6).
Theorem 1: Given scalars v > 0, o; € (0,1), 6, € [0,1], h, D,, T, .,
K, satisfying
In(k1x2)/(2y1 +2y2) 1 71
+ (— + —) 7
Dy T, Dy vyi+y
and matrices G;, K, system (6) under cyber attacks is exponentially
stable if there exist P, >0, Q, >0, R, >0, and S, such that the fol-
lowing inequalities hold:

Py <kpPp,Py < K162(71+72)h1)2 ®)
0 <x3-,03-,R < k3, R3_, 9

0 =

2301
[RL S‘]>o (10)
* '
1 2 T
I!= [1; 2;]<0,F2=[r* _Tlgz]<o (11)

= [[halsxs: T2 = [Tra]303
rll =IN®(2y1P1+PIA+ATP))+ Q) —e 2R,
I, =—(H®P|BK)+e "R, +8), T3 =-e "5,
I,=-(H®PBK), T|s=0&P B
I, =R +8 1 +ST) + s HT QH
H=H®l, Ty =e""R +5), T}, =QOH
I}y =—e2"Q +R)), Ty =H QH-Q
T35 = =vlny, A =[]}, 7], 7]
A = diag{-R1, Ry, —Ln}, T11 = hR [(Iy ® A), —(H®
BK),0,n,—(H® BK),(©® B)),0 = diag{d,,0,, ...
Y12 = 7R [0, 0nn, 0nn, Oy, (O @ B)]
113 = [Onn, WGT,OnN,OnN,O(nN,mN)]
G = diag{GT,G3,....GL)
O = diag{f,0,,...,05}, 0; =8;(1-6))
T2 = hR2[(In ®A),Opn, Onn]
o =max{o,07,...,0n}, Q=diag{Q,Qy,...,
2, = Iy®(=2y2P2+ P2A+ATP))+ 02 - Ry
[T, =Ry +52), T13==55, I3, =R +S2+S53)
I3, =(Ry+52), T3, =~(Q2+Ry).

Proof: The proof can be finished by [7], the details are omitted. W

Next, based on Theorem 1, the co-design scheme including the
controller gain and the weighted matrices is stated as follows.

Theorem 2: Given scalars v >0, o, € (0,1), 6, € [0,1], 4, D,, T, Ve
K, satisfying (7), and matrices G;, system (6) under cyber attacks is
exponentially stable if there exist P, >0, O, >0, R, >0, S, K such
that the following inequalities hold:

,On}

Qn}

A _Kiﬁz _ﬁ’gl ]SO, [ —Klff’l —i}iz ]SO (12)
[ —#3—L*Q(3—L) 2 Q)f(S 2!20[ X ]SO (13)
: —#3_;1?(3—0 lelgf(j—zt;/[& ]So (14)
i Ri[ }% ]>0 (15)
Rl Ee
where é_EZ(Wer)h X\ =Iy®Py, Xo=Iy®P), A= [T1T1’T1T2’

13] Y11 = hlUy ®AP1) (H®BK) 0,v,—(H®BK),®®B)], T12 =
h[0nNs OnNs Onn,Onn, (O B)], ‘T13 = [0an, VVX1G)T, Opn,Onn,
O,y Ay —dlag{ﬁ Rl 2B1X1.83R, - 2[31X1,— nN} T2 = h[(IN®
AP5),0,n,0,n1, T and 12 are obtalned from I'! and 2 , by replacing
P, PA, O, R, P|BK, S, P\B, Q with P, AP, O, RL, BK, S, B,
Q. Moreover the controller gain and the weighting matrices are

obtained by K = KP;'and Q = Xl‘léXl‘l.
Proof Let =P, O=x,0xXT, 0,=X.0XT, R =XRXT,
=X,S, X K= KP], J1 =diag{l4 ® X1, Im,12®R } and J, = 3®
X2 Then, pre-multiplying and post-multiplying T, in (11) with J, and
JI', and employing Schur complement lemma and —X,R7'X! <
BLZIA?[ —2pB,X, with B, >0, the condition (11) is guaranteed by (16).
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Next, it can be deduced that (12)—(15) ensure that (8)—(10) hold. 1

Numerical example: This section provides a simulation study with
1 leading vehicle and 3 following vehicles to substantiate the effec-
tiveness of the proposed approach. We assume that the Laplacian

1 -1 0
matrix and the pinning matrix are L=| -1 1 0 |, D= diag{0,
0o 0 0

1,1}, and the desired distance between the vehicles is 20 m, namely,
d,‘y,'_l =20m.

Chose parameters k1 =k =1.05, ¢1 =2 =10, y; =y, =1 =
Br=0.1, ocy=02=03=0.1, 6 =0.1, 6, =0.15, 63 =0.1, v=0.1,
h=0.05, 2y; =04, 2y, =0.5, 7> =2.5, D, =4, then we can obtain
that (7) holds. Based on the above parameters, by solving conditions
in Theorem 2, the controller gain and event-triggered weighting
matrices are obtained. Let initial conditions be x¢(0) = [90, 20,5]T,
x1(0) =[62,0,017, x2(0) =[35,0,0]7, and x3(0) =[0,0,0]”, decep-
tion attacks be f1(r) =0.2sin(Gx(¥)) with G| =[1,0,0], fo(r)=
0.25sin(2Gox(1)) with G =[0,1,0], f3(f) = 0.3G3x3(f) cos(G3x3(1))
with G3 =[0,0, 1]. Based on the above data, the designed event-trig-
gered control strategy is applied to the vehicle platoon system, and
the simulation results are shown in Figs. 1—4. The deception and DoS
attacks sequences are provided in Figs. 1 and 2 (or Figs. 3 and 4)
from which we know that S. = {[0.7,0.9],[1.9,2],[2.6,3.1],[3.8,4.1],
[4.9,5.3],[6.4,6.8],[8.5,8.95], [10,10.4], [12,12.45], [14.5, 16.3],
[18,18.9]}. The event-triggered instants are recorded in Fig. 2, from
which we can see that the data is released at the end of DoS attacks,
which means that the controller can immediately update to timely
compensate for the impact of DoS attacks, and the amount of data
sent is less than the amount of sampled data, which means that the
proposed mechanism can save more communication resources. The
displacement, speed and acceleration error trajectories of all follow-
ing vehicles and the leading vehicle are shown in Fig. 3, from which
we can see that all variables eventually converge to zeros. The dis-
placement, speed and acceleration curves of all vehicles are depicted
in Fig. 4, from which we can see that the desired distance between
vehicles, and the speed and acceleration of all vehicles remain con-
sistent. Therefore, the proposed resilient event-triggered control strat-
egy can resist the impact of cyber attacks while realizing platoon
control.

Conclusion: This letter has investigated the problem of resilient
sampled-based event-triggering platoon control for automated vehi-
cles under cyber attacks. By using a piecewise Lyapunov functional
method, stability conditions for vehicular platoon systems have been
formulated. Then, an efficient co-design scheme is presented regard-
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Fig. 4. Curves of system (1).

ing the controller gain and the event-triggering parameter matrices,
which enables maintaining the desired distance and the common
speed and acceleration between the vehicles.
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