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Abstract—Nonorthogonal multiple access (NOMA) assisted
semi-grant-free transmission admits grant-free users to access
the channels otherwise solely occupied by grant-based users,
and has been recently attracting considerable attention in terms
of accommodating massive connectivity and reducing access
delay in Internet of Things (IoT). In this work, we investi-
gate the security of semi-grant-free NOMA transmission in the
presence of passive and active eavesdropping attacks. In partic-
ular, for the scenario-I with strong grant-based user and weak
grant-free users, the scenario-I-based maximal user scheduling
(IbMUS) and scenario-I-based optimal user scheduling (IbOUS)
schemes are proposed to combat the passive and active eaves-
dropping, respectively. For the scenario-II with weak grant-based
user and strong grant-free users, two parallel schemes, namely,
the scenario-II-based maximal user scheduling (IIbMUS) and
scenario-II-based optimal user scheduling (IIbOUS) schemes,
are proposed to combat the passive and active eavesdropping,
respectively. These proposed schemes enhance the security by
scheduling a grant-free user with maximal main channel capac-
ity/maximal secrecy capacity to access the NOMA channel on
the premise of ensuring the grant-based user’s Quality of Service.
Based on these proposed schemes, the exact secrecy outage prob-
ability (SOP) are analyzed to evaluate the system performance.
The simulation results validates the theoretic analysis and the
superiority of the proposed schemes. The IbOUS and IIbOUS
schemes can achieve better performance than the IbMUS and
IIbMUS schemes owing to the use of active eavesdropper’s chan-
nel state information (CSI). The SOP achieved by theproposed
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schemes can be further improved with the increasing number
of grant-free users and decreasing target rate (or target secrecy
rate).

Index Terms—Nonorthogonal multiple access (NOMA),
physical-layer security, secrecy outage probability (SOP), semi-
grant-free transmission, user scheduling.

I. INTRODUCTION

HE NEXT generation of Internet of Things (IoT) is
Tenvisioned to provide a support for all kinds of impor-
tant applications, such as wireless health-care, smart home,
environment monitoring, intelligent transportation, etc. The
key step to achieve the next generation IoT is to guaran-
tee the connection of a massive number of IoT devices in
the specific spectral resource [1]. However, it is challenging
for conventional orthogonal multiple access (OMA) to sup-
port massive connectivity due to the scarceness of available
bandwidth resources for wireless communications. Recently,
non-OMA (NOMA), encouraging spectrum sharing among
wireless devices, has emerged as a spectrally efficient solution
to implement the massive connectivity for the IoT [2].

In typical IoT scenarios with uplink OMA transmission,
each device is allocated with a dedicated orthogonal resource
block for the transmission of signal, which causes a low spec-
tral efficiency. Unlike OMA, NOMA utilizes the successive
interference cancelation (SIC) at the access point to enable
multiple devices to be served simultaneously in the same spec-
tral resource blocks [3]-[12]. It is worth pointing out that many
research works on NOMA [3]-[12] are based on traditional
grant-based transmission with uplink scheduling requests and
dynamic scheduling grants, i.e., multiple grant-based users are
admitted with NOMA to access the joint resource blocks con-
sisting of the granted resource block of each user, as shown in
Fig. 1. Very recently, the uplink NOMA assisted semi-grant-
free transmission scheme was proposed in [13]-[18] to further
enhance the spectral efficiency and reduce the access delay for
supporting a massive number of IoT users, each of which has
a small amount of data to send only. Specifically, the delay-
sensitive user in the system is allowed to occupy a specific
bandwidth resource block as the grant-based user, while the
delay-tolerant user is regraded as the grant-free user without
scheduling grants of base station (BS) and opportunistically
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Fig. 1. Schematic diagram of different transmission schemes.

access the resource block, that is, solely occupied by the grant-
based user in OMA, by using uplink NOMA. A crucial task
is to ensure the grant-based user’s Quality of Service (QoS)
experience when the grant-free user is admitted to access the
same resource block. As a further advance, Ding et al. [18]
proposed a new semi-grant-free NOMA transmission scheme
to ensure that the grant-free users can be transparent to the
grant-based user, and the grant-based user’s QoS is the same
as when it solely occupies the resource block.

On the other hand, owing to various applications of the
communication technology and the openness of wireless chan-
nels, the information security of wireless transmission is facing
great challenges. Physical-layer security is an efficient solution
to enhance the information security by exploiting the inher-
ent characteristics of the wireless channel, such as fading,
interference, and noise, to ensure that a malicious eavesdropper
can not acquire any confidential information about the trans-
mitted legitimate signals from the physical layer [19]-[24].
Recently, physical-layer security for NOMA transmission has
been attracting considerable attention from the research com-
munity [25]-[41]. Particularly, Zhang et al. [25] studied a
single-input single-output system with NOMA and proposed
an optimal power allocation strategy to maximize the sum
secrecy rate of the users. In [26], an NOMA transmission
strategy to maximize the minimum confidential information
was designed under the constraints of transmission power
and secrecy outage probability (SOP). In order to achieve a
secrecy massive NOMA, the interuser interference was used
in [27] to confuse the malicious eavesdroppers. Liu et al. [28]
considered a practical large-scale NOMA network with ran-
domly deployed legitimate users and malicious eavesdroppers,
and presented an artificial noise (AN) aided secrecy beam-
forming scheme to protect the transmission of the useful
information for legitimate users. Further, Lv et al. [29]
proposed a new security beamforming strategy with AN to
strengthen the information security of the multiantenna down-
link NOMA systems, and indicated the significant superiority
of the proposed scheme compared to [28] in terms of com-
bating the eavesdropping attack. Unlike [29], Feng et al. [30]
presented a joint power allocation and AN aided beamforming
scheme, which can achieve a tradeoff of the strength between
the transmitted signal and interference to gain an enhancement
of the secrecy in the downlink NOMA systems. In particular,
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the information security of a dual-user system was studied
in [31] where the strong user acts as a friendly relay for
weak user given the inherent cooperative feature of NOMA,
and the exact closed-from expression of SOP for the system
were obtained. Lei et al. [32] studied the secrecy performance
for a multiple relays aided NOMA system in the presence
of an external eavesdropping attack under the condition of
Nakagami-m fading channels. In [33], a new jamming and
relaying strategy with the NOMA principle was proposed to
improve the secrecy for the untrusted relay system. Different
from the above works, we investigated the physical-layer secu-
rity of uplink NOMA systems with the help of friendly jammer
in [34], according to the type of eavesdropping attack, and
proposed the random jammer scheduling aided uplink NOMA
transmission scheme and optimal jammer scheduling aided
uplink NOMA transmission scheme to, respectively, combat
the passive and active eavesdroppers for improving the security
of the system. With the proposed two schemes, we analyzed
the secrecy performance of the system to verify the effective-
ness of the proposal. Furthermore, in [35], given the power
constraints and selfishness of nodes in practical networks,
we further studied the uplink NOMA with energy harvest-
ing (EH) jammers, and correspondingly proposed the random
EH jammer scheduling scheme without the requirement of
any channel state information (CSI), the maximal EH jam-
mer scheduling scheme with the CSI between BS and each
EH receivers, and the optimal EH jammer scheduling scheme
where both the CSIs from BS to EH receivers and from EH
receivers to the eavesdropper need to be known. Owing to the
distinctive merits, NOMA has been utilized in unmanned aerial
vehicle (UAV)-enabled IoT to enhance the communication of
terrestrial nodes. In particular, in [36], a UAV-aided NOMA
network with simultaneous wireless information and power
transfer (SWIPT) was proposed to guarantee the secure trans-
mission for ground passive receivers, which can implement a
practical nonlinear EH scheme and secure massive connectiv-
ity for future IoT. Moreover, Zhao er al. [37] proposed two
schemes to enhance the security of NOMA-UAV networks
with one security-required user and multiple security-required
users, respectively, and analyzed the effectiveness of the
proposed two schemes in terms of guaranteeing the secure
transmission.

As mentioned above, physical-layer security of NOMA has
been recently investigated in various scenarios. However, there
is still a lack of research contributions on the security issue
of semi-grant-free NOMA transmission in the presence of
eavesdropping attack in the literature, and the corresponding
security transmission criteria and the secrecy performance are
still far from being understood, which motivates this work.
In this work, we focus our attention on studying the secure
communications of two semi-grant-free NOMA scenarios, i.e.,
scenario-I with strong grant-based user and weak grant-free
users and scenario-II with strong grant-free users and weak
grant-based user. Particularly, following the same protocol of
semi-grant-free transmission in [13]-[18], the grant-free users
utilize the NOMA to access the channel that is occupied
by the grant-based user for uplink transmission. The main
contributions of this work can be summarized as follows.
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1) In view of two types of the eavesdropping attacks, we
propose the scenario-I-based maximal user scheduling
(IbMUS) and scenario-I-based optimal user scheduling
(IbOUS) schemes to enhance the security of scenario-I
in the presence of the passive and active eavesdropping,
respectively. Also, we propose the scenario-II-based
maximal user scheduling (IIbMUS) and scenario-II-
based optimal user scheduling (ITbOUS) schemes for the
scenario-II to combat the passive and active eavesdrop-
ping, respectively. Compared with the user scheduling
schemes used in traditional grant-based NOMA, such
as [24], [32], [34], and [35], the proposed schemes
can guarantee the QoS of a grant-based user to be
the same as for OMA and simultaneously enhance the
security of grant-free user by scheduling one user with
maximal main channel capacity/maximal secrecy capac-
ity to access the NOMA channel, which is preferable
for semi-grant-free NOMA where the grant-free users
access resource blocks of the grant-based users and
hence interfere with the grant-based users.

2) We analyze the system performance achieved by the
IbMUS, IbOUS, IIbMUS, and IIbOUS schemes, respec-
tively, and derive exact closed-form expressions of SOP
to quantify the impact of the proposed schemes. These
new expressions would provide an efficient approach to
evaluate the total performance of the considered systems
without carrying out extensive Monte Carlo calculation.

3) Fruitful insights are obtained from analytical and numer-
ical results: a) in terms of the performance of the semi-
grant-free NOMA, the proposed schemes outperform the
user scheduling schemes used in traditional grant-based
NOMA; b) the IbOUS and IIbOUS schemes can ful-
fill better performance than the IbMUS and IIbMUS
schemes owing to the use of active eavesdropper’s CSI;
c) the SOP achieved by the proposed schemes can be
further improved with the increasing number of grant-
free users and decreasing target rate (or secrecy rate);
and d) an increase of transmission power at the grant-
based user is beneficial to the performance of scenario-I
but deteriorates the performance of scenario-II.

The remainder of this article is organized as follows. In
Section II, the system model is presented and corresponding
schemes are proposed. In Section III, the secrecy perfor-
mances of the scenario-I with the proposed IbMUS and IbOUS
schemes are analyzed, and the exact closed-form expressions
for SOP are derived, respectively. In Section IV, the secrecy
performances of the scenario-II with the proposed IIbMUS
and IIbOUS schemes are analyzed, and the exact closed-form
expressions for SOP are given. Then, numerical results are
shown to demonstrate our theoretical analysis in Section V.
This article is concluded in Section VI.

II. SYSTEM MODEL AND PROPOSED SCHEMES

As shown in Fig. 2, we consider an IoT uplink communi-
cation system with semi-grant-free transmission consisting of
a BS, a malicious eavesdropper (E), (N + 1) users denoted by
{Uop, ..., Un}. Assume that Uy is a delay-sensitive user and
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Fig. 2. System model. (a) Scenario-I. (b) Scenario-II.

allowed to solely occupy a resource block in OMA, i.e., a
grant-based user.! The grant-free users {Uy,|n = 1,2, ..., N}
compete with each other and one of them is granted to access
the resource block of Uy by NOMA for improving the spectral
efficiency twofold. It is detailed later that which user is granted
access. It is noteworthy that massive connectivity can be still
supported even though a single grant-free user is scheduled
at each time. Assume that Uy is scheduled for 7 time slot.
During each 7//m time slot, one grant-free user is served and
then can be removed from the competing user set due to the
short packet transmission feature of IoT, which means that m
grant-free users can be served without consuming any extra
bandwidth resources.

Considering the spatial distributions of the users, two
scenarios are investigated, i.e., scenario-I in Fig. 2(a) and
scenario-1I in Fig. 2(b). In particular, Uy is a strong user with
the better channel condition than U, in the scenario-I, while Uy
is a weak user with the worse channel condition than U, in the
scenario-1I. In the two scenarios, each node is equipped with
a single antenna, and all the channels are subject to the inde-
pendent quasi-static Rayleigh fading, where 7y, ~ CN(0, Ayy)
is denoted as the channel coefficient between node x and
node y.

Following the principle of uplink NOMA, the BS first
decodes the signal of the strong user with the interference
of the weak user, and then decodes the signal of the weak
user with the aid of SIC. Hence, in the scenario-I, the instan-
taneous signal-to-noise ratios (SNRs) to decode the signals of
Up and U, at BS can be, respectively, given by

2
1 p0|hu0b|
Vb = — 5 (L
1P ol + 1
yu[,,b = pslhunb|2 (2)

where pg = (Po/No) and p; = (Ps/Np) are the transmission
SNRs of Uy and U,, Py and P are the transmission pow-
ers of Uy and U,, respectively, and Ny is the variance of the
additive white Gaussian noise. In the scenario-1I, the instan-
taneous SNRs to decode the signals of U, and Uy at BS can

IFor the scenario with multiple grant-based users, these grant-based users
would be divided into different orthogonal resource block in OMA, which is
the same as the conventional OMA scenario.
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be, respectively, given by

2
)ik Ps|hu,,b|
yal, = ———— 3)
b oo gy |2 + 1
Vi, = polhugs . )

Note that y;nb in (2) and )/Lf(l) , in (4) are obtained just under
the condition of the successful SIC.

On the other hand, owing to the broadcast nature of wire-
less communication, the malicious eavesdropper in the system
attempts to intercept the confidential information between the
NOMA users and BS. Similar to [29], [34], and [39], this work
focuses on a worst-case eavesdropping scenario for the legit-
imate users, where the eavesdropper has powerful multiuser
detection capacity (e.g., parallel interference cancelation) such
that the received data stream is distinguished and the individ-
ual signal can be detected by the eavesdropper. This worst-case
eavesdropping scenario may overestimate the malicious eaves-
dropper’s detection capability, but it makes the analysis and
design in this work robust for the practical scenario, which
is meaningful and desirable from the perspective of security.
Accordingly, the instantaneous SNRs to decode the signals of
Up and U, at the malicious eavesdropper can be, respectively,
given by

Yuge = p0|huoe|2 &)
Yue = ps|hune|2~ (6)

In view of two types of the eavesdropping attacks, four
transmission schemes are proposed to ensure the QoS of Uy
to be the same as for OMA, and simultaneously enhance
the security of U, in two scenarios, which are, respectively,
introduced as follows.

A. Scenario-1

In this section, we present the IbMUS and IbOUS schemes
to combat the passive and active eavesdroppers, respectively,
for achieving the reliable and secure transmission in the
scenario-1.

1) IbMUS Scheme for Passive Eavesdropping: Passive
eavesdropper is also named as external eavesdropper, which
only overhears but does not transmit. In general, the CSI of
the eavesdropper is not known by the system. In this case,
the IbMUS scheme is proposed to ensure the QoS of Uy and
simultaneously enhance the security of U,.> Specifically, prior
to transmission, the BS broadcasts a threshold denoted by 7,
that needs to meet

l00|huob|2
1 l1+— ) >R 7
ng( + 1) =Ho (7N

where Ro is the target rate of Up. As a result, T can be
expressed as follows:

®)

h 2
T =max{O,M— 1}.
2R0 — 1

2t is guaranteed by using the proposed schemes that the grant-free user is
completely transparent to the grant-based user and the experience of the grant-
based user is the same as with conventional OMA. Hence, the security of the
grant-based user can be improved by using some conventional methods in the
OMA system. This work primarily focuses on the security of the grant-free
user.
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Based on the above threshold, each grant-free user would
individually compares its channel condition with the thresh-
old, i.e., pslhu,,b|2 < 7. In the scenario-I, there may exist
multiple grant-free users whose channel conditions are below
the threshold owing to the weak channel conditions of the
grant-free users. It is assumed that the grant-free users whose
channel conditions are below the threshold are expressed as the
set S,. In order to enhance the secrecy performance, one grant-
free user with maximal main channel capacity is scheduled
from S, to access the resource block of Uy to perform uplink
NOMA transmission. Mathematically, the IbMUS scheme can
be given by

Ul s = argn;ax{logz(l + ps|hu,.;,|2) } 9)
Ui€dy

It is worth pointing out that a pure grant-free protocol can
not guarantee the QoS of the grant-based user in NOMA.
Hence, in the proposed schemes, a low-overhead distributed
contention protocol [17] is used for the semi-grant-free pro-
cedure to guarantee the QoS of the grant-based user and
simultaneously enhance the security of the grant-free user.’
Specifically, prior to transmission, the BS broadcasts the chan-
nel threshold in (8). Once the contention time window starts,
each grant-free user whose channel condition is below the
threshold would choose a backoff time #;, which is a strictly
decreasing function of the user’s channel condition. A user
immediately transmits a beacon to the BS after #; expires. As
such, one user with maximal channel condition/capacity waits
for the shortest time and hence transmits to the BS first. As a
result, the proposed scheme is implemented.

According to the definition of secrecy capacity and the-
ory of Wyner’s wiretap code [19], the secrecy capacity of the
grant-free user is enhanced as its main channel capacity is
maximized by using the IbMUS scheme. It is noteworthy that
the AN [34], [35] can be exploited on the basis of the proposed
user scheduling schemes to further enhance the secrecy capac-
ity of the system, but it increases the complexity of the system
design and performance analysis, which is set aside for our
future work.

2) IbOUS Scheme for Active Eavesdropping: Active eaves-
dropper is a transceiver operating with known proto-
cols in the system but having a low-security clearance,
which is also known as internal eavesdropper or untrusted
node [20], [33], [42]-[44].* The CSI of an active eavesdropper
can be computed and acquired by monitoring the eavesdrop-
per’s communication or exploiting some channel estimation
approaches.

For the active eavesdropping, the IbOUS scheme is
proposed to ensure the QoS of Up and simultaneously

3The low-overhead distributed contention protocol is not a conventional
connection handshaking protocol with BS in grant-based transmission, and
the selected grant-free user does not perform any connection handshaking
protocol compared to the grant-based user with at least a pair of connection
handshakes.

4In fact, the active eavesdropper has two types in the literature. One is a
powerful adversary that can not only eavesdrop but also jam the legitimate
communication. Differently, the other one does not transmit the malicious
jamming and can be regarded as an untrusted communication node in the
considered system. This article mainly focuses on the latter, and the former
is beyond the scope of this article.
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maximize the security of U,. Similar to the IbMUS scheme,
the BS broadcasts a threshold t in (8) prior to transmis-
sion, and the grant-free users whose channel conditions are
below the threshold are expressed as the set S,. By using
the active eavesdropper’s CSI, one grant-free user with max-
imal secrecy capacity can be scheduled from S, to perform
uplink NOMA transmission with Uy for achieving an optimal
secrecy performance. Mathematically, the IbOUS scheme can
be given by

1 oo |2
Uous = argmax{log2<M)}'

(10)
u,-eSu 1 + 10X|hu,'(3|2

Similar to the IbMUS scheme, the proposed IbOUS scheme
can be implemented with the aid of distributed contention
protocols [17].

B. Scenario-I11

In this section, we present the IIbMUS and [IbOUS schemes
to combat the passive and active eavesdroppers for the
scenario-1I, respectively.

1) IIbMUS Scheme for Passive Eavesdropping: In the
scenario-1I, the BS first decodes the signal of U, with the
interference of Uy, and then decodes the signal of Uy by using
the SIC. In the [IbMUS scheme, the practical transmission rate
of data at U, is set as logy(1 + ([ps/u,b*1/[polhues|* + 11)).
In this case, the successful SIC can be ensured and hence U,
does not cause any performance degradation to Up. Due to the
fact that the passive eavesdropper’s CSI is unknown, the grant-
free user with maximal main channel capacity is scheduled to
perform the uplink NOMA transmission with Uy. Accordingly,
the IIbMUS scheme can be written as follows:

)
Uzlt{IUs = argm;x{logz(l + %)} an
ue ugp

where U = {Uj, U, ..., Uy} denotes the set of all grant-
free users. Based on the proposed IIbMUS scheme, the
maximization of the main channel capacity enhances the
secrecy capacity of the grant-free user.

2) IIbOUS Scheme for Active Eavesdropping: Similar to
the IIbMUS scheme, the practical transmission rate of data
at U, is set as its channel capacity to ensure the successful
SIC. In particular, by using the active eavesdropper’s CSI, one
grant-free user with maximal secrecy capacity is scheduled to
achieve an optimal secrecy performance for the uplink NOMA.
Mathematically, the IIbOUS scheme can be given by

pslhugp |
11 Po‘hu0b|2+1
U = argmax\ lo _ (12)
ous ug,EU &2 1+ ps|hu,-e|2

It is worth pointing out that from the perspective of an
eavesdropper’s CSI, the implementations of the proposed
IbMUS and IIbMUS schemes do not need the CSI of the
eavesdropper, while the proposed IbOUS and IIbOUS schemes
exploit the CSI of the eavesdropper to achieve an optimal
secrecy performance.
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III. PERFORMANCE ANALYSIS FOR SCENARIO-I

In this section, we analyze the performance achieved by the
IbMUS and IbOUS schemes for the scenario-I, and derive the
exact closed-form expressions of SOP to quantify the impact
of the proposed schemes. It is observed from the above section
that the proposed schemes can guarantee that the grant-free
user U, is completely transparent to the grant-based user
Up, and the experience of Up is the same as with OMA.
In this sense, the SOP of Uy can be obtained from existing
OMA works. Therefore, this work mainly focuses on the SOP
analysis of U,.

A. SOP of IbMUS Scheme

The SOP is the probability of event that secrecy capacity is
smaller than target secrecy rate. In particular, for the semi-
grant-free NOMA transmission, the SOP also includes the
probability of the event that any grant-free user can not guaran-
tee the QoS of a grant-based user. Accordingly, the following
lemma can be obtained.

Lemma 1: The SOP of U, in the scenario-I can be written
as follows:

Psop = Pr(|Sy| = 0) + Pr(Cs < Ry, [Su| > 0)  (13)
where |S,| denotes the cardinality of the set S,, Pr(|S,| =
0) denotes the probability of the event that any of the
grant-free users U, can not guarantee the QoS of Uy, and
R; denotes the target secrecy rate of U,. Moreover, C;
denotes the secrecy capacity given by Cy; = log,(1 +
psmax,es, {|hup)* 1) —10g, (14 ps| hy,e|?) in the ILMUS scheme
or Cs = maxy,es, {1022 (1 4 pslhupl*) — 1085 (1 + pslhyel*)} in
the IbOUS scheme, where U, denotes the scheduled user from
the set S,.

To proceed forward, we first derive Pr(|S,] = 0) in
Lemma 1. As the channels in the system are subject to the
Rayleigh fading (i.e., the statistic of channel gain is subject to
an exponential distribution), the probability of the event that
no grant-free users can guarantee the QoS of a grant-based
user Uy is given by

:00|hu0b |2

Pr(]S,|=0) = Pr| log, | 1+ -
! ? psmin{ gy} + 1

< Rop

h 2
— Pr ool u0b| <&

in{|hyp|? 1
ps;?;%}“ ubl?} +
< min{|huib|2}>
u;elU

N
— &
[m(M < |hu,.b|2>] dx
E0Ps

X

e )‘uob dx

hupl? — ¢
_ Pr(ﬂol uob| 0
€0 s

oo _ X
= ! e }L”O

() )Vuob

P0

+/Z‘3 1
0 Augh

0 _N(po¥=e0) _ _x

— e AupbPsEQ )‘uob dx
0 Aygh

P0
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0]

+ / P L
0 Augb

€0

A N "~ P0Pugh
—1— ugh!V P0€ (14)
)\uoprO + )"unspsso

where gg = 280 — 1.

Then, we derive the probability Pr(Cs < Ry, |Sy| > 0) in
Lemma 1. The key idea of the derivation is the transition of
|Sy] > 0. Recall the definition of the set S,, any user in the
set S, can ensure the QoS of Uy (i.e., the channel capacity of
Uy is above the target rate Rp under the interference of the
strongest user in S,), while any user in the set U \ S, can not
meet the QoS of Uy (i.e., the channel capacity of Uy drops
below the target rate Ry under the interference of the weakest
user in U\ S,). Furthermore, the permutation and combination
of selecting / from N can be given by (7 ) Based on the above
analysis, we have

Pr(Cy < Ry, |Sul > 0)
N

=Y Pr(Cs < Ry, ISu| = 1)
=1

1
= Z Z < ) Pr(ScheduledUser = U,)

=1 v=1
1+pxmaX{lhu,bI }

ui €Sy p0|hu0h|2
x Pr 5 5 . 5
L+ ps|hugel 14 pos min {|hu,~b| }
u;ieU\S,
h 2
< & 100| u0b| > & (15)

"1+ pymax{ |y |?}
u; €S,

where &, = 28 Pr(ScheduledUser = U,) denotes the proba-
bility of the event that U, is scheduled from S,, and U \ S,
denotes the set difference between U and S,. By substituting
(14) and (15) into Lemma 1, the SOP of the IbMUS scheme
can be derived as follows.
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b = (ugpPo(N — ) + Ai,b€005) | Puybrugh€ops)), and
03 = ((Augbpo(N +k — ) + X4, 5€005) / AupbAugh€00s))-

Proof: See Appendix A. |

The new closed-form expression in (16) gives an effi-

cient way for system designers to compute the performance

achieved by the proposed scheme, without implementing

extensive computer simulations.

B. SOP of IbOUS Scheme

For the IbOUS scheme, Pr(|S,| = 0) is equal to the result
in (14). Similar to the analysis of the IbMUS scheme in (15),
Pr(Cs < Ry, |Sy| > 0) of the IbOUS scheme can be expressed
as follows:
Pr(Cs < Ry, [Sul > 0)

N
= ZPr(C <R, |Su =D

N
Z( ) ( {1+Ps|hu,-b|2}
= Pr — 1 <&,
=1 u,eS 1+ ps|hu;e|
£0lhugb]?
5 s, min, (o]

o £0lhugb]?
"1+ psmax { ||}
uieSy

> &0

a7

By substituting (14) and (17) into Lemma 1, the SOP achieved
by the IbOUS scheme can be derived as follows.

Theorem 2: The SOP of U, achieved by the IbOUS
scheme is given by (18), shown at the bottom of the
page, where n1 = ([kpo(Au,b + Aue€s)]/[Aueru,b€0Es0s]) +
(Loo(N = D1/ Au,pe0ps) + (1/Aup) and m2 = (kpo/ru,b8005) +
(LoN — D)/ Au,pE0ps) + (1/Augp)-

Proof: See Appendix B. |

Remark 1: 1t is observed from Theorems 1 and 2 that the
SOPs are related to the target rate of a grant-based user Ry.

Theorem 1: The SOP of U, in the IbMUS This means that the SOPs achieved by the proposed schemes
scheme is given by (16), shown at the bottom of characterize both the security and reliability of the system,
the page, where 61 = ((kesAu,e + Auyp)/(Aubru,e)), and the security of grant-free users can be enhanced with

A bN,ooe_p"i?‘O” N LN (1 .
Promus = 1 — — + ( )( >(—1)
)”uobN)OO + AupsPs€0 ; ; l k
80(1\;*1) _k(s:y—l)_€0€s92 N-Kk—l _g0es83
e50Ps upb  Pshupb £ 1 £ne e Ps*unb _ % e "
8 (_ 3 0€s5Ps )+ P (16)
AuyerughO1 O pobh + eoespsth Augh®3 PO + €0Eshu,ePs03
N proe—ipOi?,ob N 1
Prous = 1 — —= + ( )()( be
)"uohNIOO + )\u,,spsgo ZI: ;

eg—1
p\‘)\-
_ )"M”be unb

Esh upe + ku,,b

1 < Eshuye )k
X
)\u()bnl gs)w,,e + Au,,b

e Pshy,brune )

N+k—1

e Psh b _
+ e
Augb M2

k(hupe ) Hrune W=D egesn

) __E0&sm
n —e M0 (18)
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the decrease of the target rate Ry or increase of the channel
condition Aygp.

Remark 2: The IbMUS and IbOUS schemes can not only
improve the security of grant-free user U, but also guarantee
the QoS of a grant-based user Uy, which are preferable for
semi-grant-free NOMA where the grant-free user access the
resource block of the grant-based user and hence interfere with
the grant-based user.

IV. PERFORMANCE ANALYSIS FOR SCENARIO-II

In this section, we analyze the secrecy performance achieved
by the IIbMUS and IIbOUS schemes for the scenario-II, and
derive the exact closed-form expressions of SOP to quantify
the impact of the proposed schemes.

A. SOP of IIbMUS Scheme

The SOP of U, achieved by the IIbMUS scheme can be
expressed as follows:

N
Pipmus = ZPr(SCheduledUser =U,)
v=1
psmax{|fp |}
xPr{log| 1 + ————0>
I+ :00|hu0b|

- l()g2(1 + ps|huve|2) < Rs)-

To proceed forward, we first derive the cumulative distribution
function (CDF) of X = ((psmax e {lus/}) /(1 + polhuol?))
in (19). As the channels are subject to the Rayleigh fading,
the CDF of X is given by

19)

pomax{[hyp 2}

;€
Fx(x) =Pr e A—
1+ p0|hu0b|2

= Pr(psmax{|huib|2} < poxlhugp|* + x)
uielU

e} e_ }‘L;Ob 5 N
= / (Pr(pslhu,bl < poxy+x>> dy
0

uob
y

o e_ )‘uob _poxy+x N
/ <1 —e Altn’?’“) dy
0 Augh

kx

ﬁ: N (—l)k :Os)\u,,be_m
k

=0 pr)”uobx + )Os)\u,,b

(20)

where the last step of derivation is with the aid of the binomial
theorem (a + b)N = Ziv:() (IZ)aN —kpk,

On the basis of (20), the SOP achieved by the IIbMUS
scheme is shown as follows.

Theorem 3: The SOP of U, in the IIbMUS scheme can be
given by

~ N
Pipmus = 14 ) (=D <k>
k=1

_ k(es=1)
xe"’ " B Bi(—pup)

)Lunb
kgsPO)\une)‘uob

2L
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where = ((kgs)\u,,e + )\unb)/()‘unb)"u,,e))s B =
([kpo)huob(gs -+ ps)hu,,b]/kgspops)huob)a and Ei() is
the exponential integral function [45, eq. (8.21)].

Proof: See Appendix C. u

B. SOP of IIbOUS Scheme

The SOP of U, with the IIbOUS scheme can be written as
follows:

rhu' 2
|4 Lol
Pusous = Pr| max{ log, | ——F2” 1L _ k| (22
1IbOUS ey ] 082 1+ pglhuel? )

Then, the following theorem can be given.
Theorem 4: The SOP of U, achieved by the IIbOUS scheme
can be expressed as follows:

Au,bN
)Luob)\u,,egspo

af— 5

b Bi(—af)

Prvous = 1+

—k(es—1)

N k }‘unbpf
—i—Z(_l)k <N> Aunbek kK
k=2 k )"uoh)" 8‘ 10()

upecs

® (23

where ® = (1/(k— 1) Zj]:ll(j — DI =p)*187 —
(=) "1/ = D1eMPDE(—p1B1), @ = ([porugb (&5 —
D+ ps)\unb]/ps)‘uob)”unb), B = ((8s)"u,,e + )‘«u,,b)/)‘unesspO)»
and p1 = ([kporugh(es — 1) + Oshu,bl/ Oshughrub)-
Proof: See Appendix D. |
Remark 3: Different from the SOPs of scenario-I that are
dependent on the target rate Ry and reduced with the increase
of the channel condition A,y,, the SOPs of scenario-II are
independent from Ry and reduced with the decrease of A,p.
Remark 4: It is concluded from (15), (17), (19), and (22)
that the IbOUS and IIbOUS schemes can achieve better
performance than the IbMUS and IIbMUS schemes due to
the use of active eavesdropper’s CSI.

V. SIMULATION RESULTS AND DISCUSSION

This section shows numerical results about the IbMUS,
IbOUS, IIbMUS, and IIbOUS schemes to validate the theoret-
ical analysis. In order to better demonstrate the performance
enhancement of the proposed schemes, the traditional ran-
dom user scheduling (TRUS) scheme [34] is used into the
semi-grant-free NOMA transmission as a benchmark. For the
scenario-1, the traditional maximal user scheduling (TMUS)
and traditional optimal user scheduling (TOUS) schemes used
in grant-based NOMA [32], [34] are also considered for the
semi-grant-free NOMA transmission, where a grant-free user
with maximal main channel capacity or maximal secrecy
capacity is directly scheduled from all the grant-free users
to access the NOMA channel without considering the QoS
of the grant-based user. It is noteworthy that due to different
configuration of key parameters, e.g., different locations of
the grant-based user and grant-free users, the considered two
scenarios are verified separately. Moreover, as one of grant-
free users U, is granted to access the resource block of Uy
by NOMA, the spectral efficiency of the system is enhanced
twofold compared to the traditional grant-based NOMA using
joint resource blocks consisting of Up and U,. This is not
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Fig. 3. SOP versus transmission power P in the scenario-I with different
transmission schemes, where d,, ), = 10 m, dy,,, = duye =20 m, Ry = 0.8
BPCU, and Ry = 0.5 BPCU.

shown in the simulation results due to its obviousness. Without
loss of generality, the average channel conditions are expressed
as Ayy = dx_v‘s, where dy, denotes the distance between node
x and node y, and § denotes path loss exponent. We set that
§ =27, No = =28 dBm, Pp = Py = P, and p = P/Np.
Moreover, some related parameters would be stated in (below)
the figures. The simulated performance is obtained by per-
forming Monte Carlo simulations over 10° different channel
realizations.

Fig. 3 shows the SOP versus transmission power P in
the scenario-I based on different transmission schemes. It is
observed from the figure that the theoretical analysis for SOP
of the IbMUS and IbOUS schemes accurately matches the
simulation results throughout the whole power region, which
verifies the correctness of the derived exact expressions. In
particular, both the IbMUS and IbOUS schemes can signif-
icantly decrease the SOP compared with the TRUS, TMUS,
and TOUS schemes, indicating the superiority of the proposed
schemes. The mechanism behind the superiority is that the
TRUS, TMUS, and TOUS schemes can not guarantee a suc-
cessful SIC, but the proposed schemes can achieve a perfect
SIC. Moreover, although the successful SIC can be guarantee
with the proposed schemes, the performance still converges
to the floors. This is because that the channel of eavesdrop-
per is also enhanced with the increase of transmission power
at users. Furthermore, owing to the use of eavesdropper’s
CSI, the IbOUS scheme outperforms the IbMUS scheme. The
increasing number of users N is beneficial to the improvement
in performance of the proposed schemes, but has no effect on
the TRUS scheme.

Fig. 4 shows the impact of distance from U, to the eaves-
dropper d,,,. on SOP in the scenario-I. It is observed from the
figure that when the eavesdropper is close to Uy, the increase
of transmission power P can not improve the performance.
When the eavesdropper is far away from U, the performance
is improved with the increase of P. This is because that the

IEEE INTERNET OF THINGS JOURNAL, VOL. 9, NO. 24, 15 DECEMBER 2022

1 00 ~

\ =-=IbMUS
—IbOUS

H
<

_
<
|38

P =20,40 dBm

Secrecy Outage Probability

20 40 60 80 100
d (m)
ne

_
o
w
=

120

Fig. 4. Impact of distance from U, to the eavesdropper dy,. on the SOP in
the scenario-I, where N = 16, d), ), = 10 m, d;,,,, =20 m, and Ry = Ry = 0.5
BPCU.
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Fig. 5. Impact of distance from Uy to BS d,,,; on the SOP in the scenario-I,
where N = 16, dugb = 10m, dy,e = 30m, Ry = 0.5 BPCU, and P = 20 dBm.

increase of P is beneficial to the eavesdropper with a small
dy,e, while the increasing P can enhance the QoS of Uy that
has a dominant impact on the performance compared to eaves-
dropping in the case of a large d, .. In particular, when the
eavesdropper is far away from U,, the IbMUS and IbOUS
schemes achieve the same performance.

Fig. 5 shows the impact of distance from U, to BS d,,, on
SOP in the scenario-I. It is obtained from the figure that as
dy,» increases, the SOP is first decreased and then increased.
This is because that a strong channel condition of U, is not
beneficial to the implementation of successful SIC, but a weak
channel condition of U, deteriorates the secrecy performance.
Moreover, the reduction of Ry will improve the performance.

Fig. 6 shows the impact of distance from Uy to BS dy
on SOP in the scenario-I. It is concluded from the figure that
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Fig. 6. Impact of distance from Up to BS dy, on the SOP in the scenario-I,
where N = 16, du,,b =20 m, dy,e =30 m, Ry =1 BPCU, and P = 20 dBm.
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Fig. 7. SOP versus transmission power Py in the scenario-II with different
transmission schemes, where N = 16, duob = dype = 20 m, du,,b = 10 m,
Ry = 0.5 BPCU, and Py = 10 dBm.

the SOP is a monotonically increasing function of d,,, and
reduced with the decrease of R;.

Fig. 7 shows the SOP versus transmission power Py in the
scenario-1I based on different transmission schemes. The cor-
rectness of our theoretic analysis is validated in the figure. In
particular, both the proposed IIbMUS and IIbOUS schemes
observably outperform the TRUS scheme, while the IIbOUS
scheme can achieve better performance than the IIbMUS
scheme. Moreover, the SOP is reduced with the decrease of
the target secrecy rate R;. This indicates that the eavesdropper
would be more difficult to wiretap the confidential information
as the secrecy rate increases.

Fig. 8 shows the SOP versus transmission power Py in
the scenario-II based on different transmission schemes. It is
observed from the figure that the secrecy performance can be
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Fig. 8. SOP versus transmission power P in the scenario-II with different
transmission schemes, where dy,, = 10 m, dyjp = dype = 20 m, Ry = 0.5
BPCU, and Py = 40 dBm.

significantly improved with the decrease of Py, which is differ-
ent from the scenario-1I. In addition, similar to the scenario-I,
the increasing N can enhance the performance of the proposed
schemes, but has no impact on the TRUS scheme.

VI. CONCLUSION

In this article, we studied the security of semi-grant-free
NOMA transmission for IoT. Particularly, the IbMUS and
IbOUS schemes were proposed to combat the passive and
active eavesdropping attacks for the scenario-I with a strong
grant-based user and weak grant-free users, while the [IbMUS
and IIbOUS schemes were proposed to enhance the secrecy
under the passive and active eavesdropping attacks for the
scenario-1I with weak grant-based user and strong grant-free
users. Then, the exact closed-form expressions of SOP were
obtained to evaluate the performance for the system with the
proposed schemes. Theoretical and simulation results indi-
cate that the proposed schemes outperform the traditional user
scheduling schemes used in grant-based NOMA in terms of the
performance enhancement of semi-grant-free NOMA trans-
mission, while the IbOUS and IIbOUS schemes can achieve
better performance than the IbMUS and IIbMUS schemes
owing to the use of active eavesdropper’s CSI. The SOP
achieved by the proposed schemes can be further improved
with the increased number of grant-free users and decreasing
target rate (or target secrecy rate).

APPENDIX A
PROOF OF THEOREM 1

Since the fading coefficients £, are identically and inde-
pendently distributed, we have Pr(ScheduledUser = U,) =
1/1. With the identically and independently distributed fading
coefficients Ay, Pr(Cs < Ry, |Sy| > 0) in (15) can be further
expressed as (24), shown at the bottom of the next page.
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In (24), the first probability term P; can be derived as
follows:
POX—EQEs

£0EsPs EgPs +8_1
/ / Pr max{|hmb|2} < A
5055 u; €Sy Ps
POX — &0 .
xPr(— < min {|hub| })—
£00s u;eU\S, AupeMugh
y X
xe *mee uob dydx
0 f’gg;;gjs espsytes—IN ! (pgr—e0) (N—D)
— f / ’ (1 —e )‘unbl’f ) e 'Au,,bfol’s
e0es
PO 0
v _ X
— i s
e A“nee ugb
X —————dydx. (25)
)‘une)\uob

By using binomial theorem and after some mathematical
manipulations, Py in (25) can be further calculated as follows:

/ gg(N=1) _k(es—1) egesth
l € Mupb€0Ps  PupbPs PO
Pr=Y(, )JD
k )»u,,e)\uob‘gl

k=0

% (i _ E0EsPs )
02 poth + cogsps02
where 01 = ((keshuyye + Auyp)/Auppru,e) and 6 =

([AugpLo(N = D) + A, 580051/ AutybAugh €0 Ps)-
In (24), the second probability term P, can be given by

(26)
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. x
e )‘uob e_)‘”ne

X ————dydx
)\uob)\u,,e
; i\/+k—l __£0¢s93
l e tunbPs _ 2083 e P0
=Z< >(_1)k T
k Augb93 00 + £0Eshue 0503

27

where 63 = ([AugprPo(N + k — 1) + Au,5€0051/ Ay rugh€00s)-

By substituting (26) and (27) into (24), the solution of
Pr(Cs; < Ry, |Sy| > 0) can be obtained. Combining with the
result in (14), the theorem is proved.

APPENDIX B
PROOF OF THEOREM 2
The probability Pr(C; < Rs,|S,| > 0) in (17) can be
calculated as (28), shown at the bottom of the next page.
In (28), the first integral term /7 can be derived as follows:

1 k
I 1 A
11 = E <k)(_l)k)\. ( Eutine )
=0 uph11 gs)tu,,e + )Lunb

_ es—1 I—k
)\’ »e )Lunbps k()‘lln(’+)‘tt,lb)+)“M)1¢’(N_/) __ €8s
X l — Un e kunblunel)s I£0)
Ss)\u,,e + )\unb
(29)

spespsxteges pov—eo N\ (poy—eq)N—D where 7 = (koo (Auyb + Auye€s)l/ Auyeru,bE08s0s) +
P, — / / 0 <1 B e—kunbgopx) ¢ unb0Ps ([po(N — D1/[Au,pe0p05]) + (1/Ayyp). In (28), the second
2 integral term I can be given by
Pr(Cs < R, |Sul > 0)
N 1 + pymax i |hyp 2
_ Z (N) Pr psu;e u{| " | } P0|hu0b|2 0 p0|hu0b|2 > 8()
_— 2 S . ’
—\1 1+ pslhue 1+ p; min {1 |?} 1+ psgleaﬁ{lhu,-hP}

< min

I
Mz

l

p0lhugh)? — €0
£0Ps

N
_ Z <N> Pr(p0|huob|2 — &
=1 l €0

> max{ |hu,-b|2}
u; €S,

85;05|hunc| + & — 1 p()lhuob|
maxl|hub| } )
- u; €Sy Ps

2 2
> Sxps|hune| +e—1, |hu0b| > ,0_’
0

i l|hu,b|2]7
€005 ui €U\Sy

€0

Py

gspslhunelz +e&—1 p0|huob|2 — &0

< min

maX{IhubI }

u; €S

Ps

u;eU\S, u{|hu’b| }>

E0Ps

4 Pr polhugs|* — €0
&0

2
< Ssps|hune| + &5 —

:00|hu0h|2 — &0

€0
Ll > 22, max{ P} <
1Y €005

0 ui €Sy

p0|hu0b|2 — &0
€0Ps
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u;eU\S, u{ rusp| }>

P
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(24)
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12=Z(>( ) (e‘ ) (30)

(kpo/rupe0ps) + ([o(N — D1/Au,p€0p5) +

€02
P — e

__f08sm2
X0}

Augb n2

where 1>
(1/hagh)-

By substituting (29) and (30) into (28), the solution of
Pr(Cs; < Ry, |Sy| > 0) can be obtained. Combining with the
result in (14), the theorem is proved.

APPENDIX C
PROOF OF THEOREM 3

Similar to the proof of Theorem 1, Pypyys in (19) can be
rewritten as follows:

psg_lgg{ o)}
Puvyus = Pr| 14 — < espslhu,el” + & | B1)

1+ polhugs|?

With the helps of (20) and [45, eq. (3.352.4)], Pmpmus is
further derived as follows:

A
hupe

o0 e
Prpmus = f Fx(espsy +e5—1) dy
0

:Hé(;j)

upe
k(Fr— D

)k ku;zbe Funb?s

k)\uob)\u,,egspo
00 (keshupethu,p)y 1
X / e ublme ——(y
0 y+8
al N A
=14 (=i ( >—“"
=1 k kes)”unexuobpo

k(es—1)
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Hence, the proof is completed.

APPENDIX D
PROOF OF THEOREM 4

The SOP Pipnous in (22) can be derived as follows:
1+ 5t
max 1+pox

o0
Pnbous=/ Pr
0 ui el 1+ps|hue|
00 00 _
(-
0 0
y N _
)Luned e
o B
N
N
:Z(k)(_l)kk
k=0

- )
« / v
k
B )
With the aid of [45, eq. (3.353.2)], Pipous in (33) can be
further calculated as follows:
AuppN
)Luob)\u,,egsp()

En ()

X
Auob

Pslhy, bI?
e
dx

< &
)Luob

(es—D(pgx+1)+esps (pox+1)y
My bPs

X

e_ )‘uob

)\u”e

X dx

ugb

k

—1
unb _ k(es=1)
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Mob)‘une s 100
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My bPs

1
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dx.
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Es)\une‘f‘)tunh
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_ _&s—l
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uob

b , where © = (I/(k—DHYAIG — DI —p)k187
xe" i Bi(—up) (32) A A 1
(=)™ /(k = DHEMPIEI(=p1B1), o = ([Aygppoles — 1)
where = ((kgs)”u,,e + ALtnb)/A'unb)\une)s B = +)"u,,bps]/)¥u0b)\'u,,bps)’ B = ((Ss)ku,,e + )\unb)/)mnegsp()), and
([k)"uobIOO(Ss - D+ )‘unbps]/kes)\uobpops)» and Ei(-) is pu = ([k)\uobp()(gs -1+ )\u,,bps]/)\uob)\u,,bps)-
the exponential integral function [45, eq. (8.21)]. Therefore, the proof is completed.
Pr(Cs < Ry, |Sul > 0)
N
3 (N> [00 { 1+ psl | } pox
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