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Abstract—Sensor installation on water infrastructure is chal-
lenging due to requirements for service interruption, specialized
personnel, regulations and reliability as well as the resultant
high costs. Here, a minimally invasive installation method is
introduced based on hot-tapping and immersion of a sensor
probe. A modular architecture is developed that enables the use
of interchangeable multisensor probes, nonspecialist installation
and servicing, low-power operation and configurable sensing and
connectivity. A prototype implementation with a temperature,
pressure, conductivity and flow multisensor probe is presented
and tested on an evaluation rig. This article demonstrates simple
installation, reliable and accurate sensing capability as well as
remote data acquisition. The demonstrated minimally invasive
multisensor probes provide an opportunity for the deploy-
ment of water quality sensors that typically require immersion,
such as pH and spectroscopic composition analysis. This design
allows dynamic deployment on existing water infrastructure with
expandable sensing capability and minimal interruption, which
can be key to addressing important sensing parameters, such as
optimal sensor network density and topology.

Index Terms—Hot-tapping, installation, multisensor, quality,
sensor, water.

I. INTRODUCTION

THE OBJECTIVE of monitoring water infrastructure is to
facilitate a safe, sustainable, reliable and cost-effective

service. Water distribution wireless sensor networks typically
employ sensors measuring various quantities, including level,
temperature, pressure, flow, turbidity, pH, chlorine concentra-
tion, as well as other chemical properties [1]–[3]. They provide
low-level knowledge, such as availability, usage, leakage,
backflow events, quality, and contamination. This information
can be transformed into higher level knowledge, such as
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Fig. 1. From sensor to service: a hierarchical overview of water sensing
technology.

reservoir availability, environmental impact, network utility,
condition of network infrastructure, distribution performance,
reliability, sustainability, safety and security, and quality of
service. Such system knowledge can underpin services, includ-
ing network surveillance and active management, operational
optimization, economic forecasting, asset and risk manage-
ment, scheduled maintenance, and service billing, and may be
extended to irrigation scheduling in precision agriculture and
management of decentralized systems like gray water reuse
networks [4]. A schematic overview of this hierarchy for water
sensing technology is shown in Fig. 1.

Wireless sensing technologies have been rapidly advanc-
ing in the last decade, offering multiple sensors, powerful
data processing and fast remote communication capabilities
to water networks. In addition, abstractive data analysis soft-
ware enables new opportunities for node and network level
intelligence. At a sensor node level, various integrated water
quality systems have emerged recently. For example, in [5],
a single-substrate pH, chlorine and temperature electrochemi-
cal multisensor is demonstrated as an in-situ analysis system,
in integration with a commercial microcontroller and commu-
nication platform or a field programmable gate array (FPGA)
microchip [6]. An ultraviolet–visible spectrophotometry ana-
lyzer has also been developed for chemical oxygen demand
and ammonia-nitrogen determinations [7].
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Unresolved challenges in the state-of-the-art solutions of
this type include efficient energy provision and management
at the sensor node level, and installation requirements which
are often not compatible with existing water distribution
infrastructure. This challenge is especially important because
existing, predominantly old infrastructure is more prone to
leakage, quality issues and malfunction and is therefore a pri-
ority for monitoring. Typically, commercial water monitoring
systems require the insertion of a separate pipe assembly con-
taining the measurement devices into the pipeline [8]–[10].
This necessitates major interruptive installation works, involv-
ing valve-to-valve underground access, specialized personnel,
and the installation of pipe assemblies with different mate-
rials and technologies. These are key limiting factors for the
large-scale deployment of sensor networks in water infrastruc-
ture. Noninvasive, acoustic technologies for pipeline corrosion
monitoring have been used successfully, mainly as portable
diagnostic tools, and such methods for sensing other quanti-
ties, including liquid flow, have been commercialized in recent
years [11], [12]. However, these acoustic methods still face
a number of challenges around their installation and opera-
tion. On the other hand, water quality metrics, such as pH,
conductivity, and spectroscopic analysis require direct contact
with the water sample of interest.

In this article, a minimally invasive method for installing
sensor nodes on existing water distribution infrastructure is
presented. It is based on a small-scale hot-tapping method
and the insertion of a small diameter sensing probe with
a multisensing head. A prototype system has been developed,
including a tapping and sealing mechanical design adaptable to
pipe diameters in the 25–300-mm range with interchangeable
multisensor probes, integrated with data acquisition, process-
ing, transmission and cloud reception capabilities. Device tests
demonstrate successful installation and acquisition of cali-
brated data with adequate accuracy for water temperature,
flow, pressure and conductivity, as well as for external temper-
ature, pressure and vibration sensing. Some of the ideas and
findings reported in this article are being protected.

This article is organized as follows. The minimally invasive
hot-tapping method is introduced in Section II. The design
and fabrication of the mechanical and electronic components
of the prototype sensor system are presented in Sections III
and IV, respectively. A water flow test rig developed and used
as an evaluation setup is presented in Section V. In Section VI,
experimental sensor test results are presented and discussed.
This article concludes in Sections VII and VIII by discussing
the benefits and opportunities arising from minimally invasive
multisensors for water networks.

II. MINIMALLY INVASIVE MULTISENSOR

A. Sensor Overview

Our aim in this work was to demonstrate a compact and
rapidly deployable multiparameter wireless sensor node that
could monitor at least three of the following quantities at
a single location within the water distribution network: pres-
sure, temperature, flow, conductivity, pH and turbidity. The

Fig. 2. Minimally invasive sensor node comprising saddle flange, sensor
port (isolation valve on baseplate), probe adaptor, sensor probe, electronics
module, and battery.

inclusion of conductivity, pH and turbidity in this list pre-
cluded an entirely noninvasive approach, and consequently the
device reported here is invasive, requiring a small access hole
in the pipe wall. However, by exploiting state-of-the-art sen-
sor technology we have been able to limit the diameter of this
access hole to just 6.3 mm. At this size the hole has negligible
effect on the mechanical integrity of the pipe, and as such we
describe the sensor as minimally invasive.

Fig. 2 shows a sketch of a prototype sensor node mounted
on a DN 100 (114.8-mm diameter) pipe. At the core of the
device is a 6.0-mm diameter sensor probe which protrudes
into the flow and carries the sensing elements, in this case
a combined pressure/temperature sensor, a conductivity sen-
sor and a differential pressure sensor which is used to measure
the flow speed. The probe passes through an isolation valve
which allows the access hole to be closed off during installa-
tion and replacement of the probe. A commercial ball valve
has been used in the prototype; however, in future we expect
to replace this by a customized gate valve as this will allow
a reduction in the overall size of the sensor node. The isolation
valve is mounted on a baseplate which interfaces to the pipe
via a saddle flange. The isolation valve and baseplate together
are referred to as the sensor port.

The sensor outputs are fed to an electronics module which
consists of a sensor-specific frontend submodule and a generic
main submodule. The frontend submodule contains the sensor
readout circuits and a low-power microcontroller unit (MCU)
for managing the sensors and digitizing the sensor readings.
The main submodule contains a wireless MCU with Bluetooth
capability, a narrowband IoT (NB-IoT) MCU, an secure dig-
ital (SD) card for data logging and additional environmental
sensors for temperature, humidity and acceleration/vibration.
Communication between the submodules is via a 2-wire serial
link. Power for the sensors and electronics is provided by
a 4800-mAh lithium-polymer battery.

The sensor node is enclosed in a stainless-steel housing
which is sealed to IP68. An SMA connector in the housing
wall allows a whip antenna to be mounted directly on the
device; alternatively, a cable can be run to a remote antenna,
for example when the sensor node is deployed underground.
The housing is 75-mm long (axial direction) and 50-mm wide,
and the height from the bottom of the baseplate is 95 mm. The
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Fig. 3. Picture of the complete enclosed system as installed on a water flow
test rig. A picture of the multisensor probe is shown in the inset.

complete sensor node installed on a sensor test rig is shown
in Fig. 3. The multisensor probe is shown in the inset.

B. Sensor Installation

A key requirement for the minimally invasive sensor node
was that it should be possible to install the device by hot
tapping, i.e., without interrupting the flow of water in the pipe.
A custom hot-tapping tool was designed for this purpose. This
Section outlines the hot-tapping procedure which takes around
30 min for a metal-walled pipe.

The first step is to mount the saddle flange, securing it to
the pipe with steel straps and/or adhesive. A water-tight seal is
formed between the flange and the pipe wall either by an O-
ring or a gasket. The sensor port is then mounted on the saddle
flange, and hot-tapping is carried out as outlined in Fig. 4. The
hot-tapping tool consists essentially of a drive shaft that sits
between a standard electric drill and the drill bit. The drive
shaft moves inside a cylinder which acts as a drill guide and
also forms a seal that prevents escape of the water that leaks
from the pipe once the pipe wall has been breached. The drive
shaft is hollow, allowing cutting fluid to be fed to the drilling
zone if a suitable “oil-feed” drill bit with coolant channels is
deployed.

The hot-tapping tool is screwed into the valve port, and
the valve is opened to allow access to the pipe wall. Drilling
then proceeds with a suitable water-based cutting fluid being
applied through the drill bit. As in any machining operation,
the cutting fluid provides cooling and lubrication, and also
carries swarf away from the drilling zone. The cutting fluid is
replaced by water before the pipe wall is breached, and once
drilling is complete the water leaking from the pipe is used to
flush the valve [Fig. 4(b)]. To complete the process the drill
is withdrawn, the valve is closed [Fig. 4(c)] and the tool is
removed from the valve port [Fig. 4(d)].

To complete the sensor node installation, the sensor probe
is inserted (see Section III), the electronics module and battery
are fitted, and a basic functional test is carried out. Finally, the
housing is screwed into place. These steps take approximately
10 min, so the overall installation time for the sensor node,
including hot-tapping, is around 40 min.

Fig. 4. Hot tapping procedure showing: (a) initial drilling phase with through-
tool delivery of cutting fluid; (b) end of second drilling phase, with flushing
of valve bore by process water; (c) after withdrawal of cutter and closure of
isolation valve; and (d) after removal of hot-tapping tool.

TABLE I
SENSOR CHIPS IN PROTOTYPE PROBE

III. MULTISENSOR PROBE DESIGN

A. Probe Structure

Table I shows the sensor elements included in the prototype
multisensor probe reported here. The static water pressure is
monitored by a silicon absolute pressure sensor with piezore-
sistive readout (Merit Sensor type H1T-0170-L2 [13]). This
device also incorporates a p-n diode for temperature compen-
sation, which is also used to monitor the water temperature.
The sensor is 2.1 × 2.1 × 1.4 mm3 in bare die format, mak-
ing it small enough to be accommodated in the end of the
6 mm-diameter probe tip.

The local flow velocity is measured using the differential
pressure technique [14]. Here, the flow speed is inferred from
the pressure difference that naturally arises between points fore
and aft on a bluff body (in this case the probe tube) placed in
the flow. This approach is well known in larger scale systems
and in this work we have adapted it and demonstrated its
efficacy at small scale.

As it was not possible to source a differential pressure
sensor small enough to fit within the probe tube, the sensor
chip (Analog Microelectronics GmbH type AMS 5195-0200-
D-B, [15]) is housed in the probe head, and the fore and aft
pressures at the probe tip are conveyed to the chip via 1.0 mm
internal diameter stainless-steel capillaries. Currently these
capillaries are open and filled with air when the probe is
installed.

The fourth sensor in the prototype probe is a con-
ductivity sensor (Innovative Sensor Technology AG type
LFS1305, [16]) comprising an array of parallel electrodes on
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Fig. 5. Minimally invasive sensor probe incorporating pressure, temperature,
flow, and conductivity sensors.

Fig. 6. Procedures for “hot” insertion (a)→(b) and extraction (b)→(a) of
minimally invasive sensor probe.

a ceramic substrate, accommodated as shown in Fig. 5. This
device works by making a 4-point measurement where the
outer electrodes are driven with an AC excitation voltage and
the conductivity is estimated from the ratio of the excitation
current to the voltage measured between the inner electrodes.

Fig. 5 shows the overall layout of the prototype multisen-
sor probe and a cut-away detail of the probe tip showing how
the p/T and conductivity sensors are positioned and how their
electrical connections are routed to the probe head. The com-
ponents in the probe tip are potted in a water-resistant epoxy
that is expected to allow continuous submersion in cold water
for several years.

B. Probe Installation and Replacement

The inclusion of an isolation valve on the sensor port makes
it possible to “hot-swap” the multisensor probe, i.e., replace
it without interrupting the flow in the pipe. Fig. 6 outlines
the procedures for inserting and removing the probe. Before
installing the probe, a probe adaptor is screwed into the valve
port. This part incorporates a seal that can be tightened down
onto the probe tube by means of a locking ring.

To insert a new probe, the probe is inserted into the adaptor
so that it stops just short of the isolation valve, as shown in
Fig. 6(a). The valve is then opened and the probe is inserted
into the flow. Finally the locking ring is tightened to improve

Fig. 7. System diagram of the sensor node electronics, with frontend
submodule and main submodule as indicated.

TABLE II
ENVIRONMENTAL SENSOR CHIPS

the integrity of the seal [Fig. 6(b)]. To remove the probe the
above sequence is simply reversed: the seal is loosened, the
probe is partially withdrawn, and the valve is closed. The probe
can then be completely withdrawn without any water escap-
ing. The entire hot-swapping process, including disconnection
and reconnection of the probes, can be completed in several
minutes. Ease of replacement is an important consideration for
probes incorporating chemical sensors as these generally have
lifetimes measured in months rather than years.

IV. SENSOR NODE ELECTRONICS

A. Sensor Node Electronics

Fig. 7 shows the system diagram of the sensor node elec-
tronics being divided into two submodules. The frontend
module consists of readout circuits that connects to the sensor
chips in the prototype probe via flexible flat cables (FFCs)
and flexible printed circuit (FPC) connectors. The Texas
Instruments CC2650 chip is a low-power MCU employed to
support the readout circuit for the prototype sensor probe.

A DC/DC converter is used to provide 5 V for the pres-
sure and conductivity sensors [17]. The outputs of the pressure
sensor and the temperature diode are amplified using instru-
mentation amplifiers to take advantage of the full scale of the
MCU’s ADC channels. The differential pressure sensor only
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Fig. 8. Frontend and main circuit boards. From left to right: Back view of
the frontend board, front view of the frontend board (in compartment), front
view of main board (in compartment), and back view of main board.

requires 3.3 V as power supply so it can be powered up by the
GPIO pins of the MCU, and its data is obtained using I2C.

The conductivity sensor requires an AC excitation signal to
prevent electrolysis so that the concentration of ions in the
solution remains constant. Therefore, a switching regulator is
used to produce ±5 V supply rails and using PWM from the
MCU, an AC voltage signal of 5 kHz is produced for the
sensor. The AC signal is fed into an amplifying drive circuit
comprising an inverting amplifier with switchable gain so that
the sensor gives two measurement ranges—0–100 μS/cm and
0–10 mS/cm. The resulting signal is then converted back to
DC and read by an ADC channel of the MCU.

Once the frontend sensor data is obtained, it is compiled
and sent to the main submodule via UART. The main MCU
in the module is the nRF52840, a multiprotocol System on
Chip (SoC) with Bluetooth low energy (BLE) capability [18].
It offers low energy consumption through an adaptive power
management system, and library support for external SD
storage through a serial peripheral interface (SPI), which is
important for local data storage during offline operation. The
nRF52840 communicates with a second MCU, the SARA-
N2 [19] power-optimized NB-IoT module, to provide cellular
connectivity and large geographic area coverage. Additional
environmental sensors (Si7021-A20 [20] and LIS3DH [21])
are also connected to the nRF52840 using I2C. The environ-
mental sensor details are shown in Table II.

Fig. 8 shows a photograph of the frontend submodule (left)
and the main submodule (right). The main submodule has two
boards stacked together for confinement within the sensor port
housing. The smaller board contains the SD card circuit and
power-on indicator LED whereas the rest of the circuits are
implemented on the larger board.

B. Connectivity/Acquisition

The system comprises three communication interfaces. The
first interface is a local USB interface. It offers initial

Fig. 9. LP735977JH battery discharge test at different temperatures.

programming, testing and servicing through the Joint Test
Action Group (JTAG) interfaces of the MCUs and their respec-
tive development boards, using a computer and a simple
network terminal interface, such as PuTTY [22]. This interface
also makes the electronic architecture expandable to provide
local display and external digital connectivity during normal
operation.

Further to the local communication interface available
for both submodules, the main board provides a BLE and
an NB-IoT interface for local and cellular data transfer.
The nRF52840 uses Bluetooth 5 Low Energy, which allows
communications at distances over 240 m, which is about
4 times the range of Bluetooth 4.2 and has a higher
bit rate of 2 Mb/s [23]. The nRF52840 also communi-
cates with the SARA-N2 to establish Internet connection
using NB-IoT. NB-IoT is a standards-based low-power wide
area network (LPWAN) technology that has low-power con-
sumption and wide area coverage [24]. It uses a narrower
bandwidth compared to LTE-M which allows for better
indoor/underground penetration [24]. An survey of IoT and
upcoming 5G connectivity solutions can be found in [25].

C. Power Supply and Energy Management

The battery used for the prototype is the 3.7 V, 4800 mAh
lithium polymer LP735977JH by Jauch Quartz GmbH [26].
A discharge test was done to verify the performance of the
battery at different temperatures, using a 2 W (8�) load, which
is 67% of the 0.2◦C (3 W) load at which the nominal capacity
is specified. The resulting discharge curves and battery capac-
ities calculated by discrete integration are shown in Fig. 9.
The battery cuts off at around 10–11 h, demonstrating ade-
quate operation as expected by nominal specifications, for all
temperatures. In the −11◦C test, a varying voltage drop is
observed, which is attributed to a reduction of Li ion mobility
in the polymer electrolyte.

An additional test at a lower, 0.6 W (26�) load was
performed, which corresponds to the expected maximum
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TABLE III
NOMINAL CURRENT CONSUMPTION OF DIFFERENT COMPONENTS AND

PERIPHERALS

system power consumption. The results, shown in the inset
of Fig. 9 demonstrated a capacity of 20.2 Wh, which is again
within the nominal battery specification tolerance range.

The duration of power autonomy offered by the battery
depends on system usage. For example, if it is assumed that
the battery should power the device for at least a year, the aver-
age current consumption should be lower than 0.55 mA. The
MCUs provide various sleep and low-power operation modes
which can be employed by duty cycling in accordance with
a given sensing scenario, to obtain the desired balance between
power autonomy duration and average current consumption,
i.e., sensing intensity.

Table III shows the nominal current consumption for each
system component. Significant current is consumed by the con-
ductivity sensor circuit and during SARA-N2 transmission,
which is set at −3 dBm. It is apparent that continuous high
sampling rates would result in unacceptably high power con-
sumption. Therefore, different sensors and their required MCU
peripherals need to be duty cycled. For example, sampling the
conductivity sensors for 2 s every 15 min and the other sen-
sors for 2 s every 5 min yields an average current consumption
below 0.3 mA.

Duty cycling can also be used in operating the internal and
wireless communication modules of the system. The main-
submodule has the option to either use BLE or NB-IoT
depending on the application. The nRF52840 uses a UART to
receive data from the frontend module To prevent it from con-
suming a constant 0.6 mA as shown in Table III, the UART
can be turned on only for a brief period of time, e.g., for
15 s when the frontend board is ready to send data. Wireless
data transmission can be performed at a very low duty cycle
(e.g., 0.2% or 180 s per day) to reduce the power used by

TABLE IV
CURRENT CONSUMPTION TABLE FOR FRONTEND AND MAIN BOARDS.

AVERAGE SUPPLY VOLTAGE = 3.6 V

BLE or NB-IoT. Sensor data is stored locally in an external
SD card before the bulk of data is transmitted.

An example duty cycling operation scenario that allows
a 1-year power autonomy with the selected battery is sum-
marized in Table IV, for the cases of BLE and NB-
IoT. The data transmission time accounted for NB-IoT is
significantly longer as it requires time to connect to a sup-
ported base station and establish an Internet connection, but
it may still allow several communication sessions within
a 24-h period.

Adding both current consumption for the frontend submod-
ule and main submodule gives a resultant current consumption
of 0.34 mA (BLE) and 0.5 mA (NB-IoT) as shown in Table IV.
More changes can be made to reduce the current consumption
further, for example by reducing the sampling rate of the envi-
ronmental sensors, increasing the advertising and connection
interval for BLE, or reducing the transmission power of the
BLE/NB-IoT signal.

V. EVALUATION SETUP

To examine the performance of the prototype, we built
a flow rig and a static pressure test rig to conduct experi-
mental evaluation tests. ISO 5167 [27] states that a specific
minimum length of upstream and downstream pipe should
be installed before and after pressure differential devices.
Considering the availability and dimension of the test facility,
a flow rig with 1-inch and 2-inch test sections was built, which
is shown in Fig. 10. Water is pumped from the water tank
using the CRESTPUMP AM-50 water pump into the test sec-
tions controlled by a Parker AC10 motor controller. An ABB
FEP611 electromagnetic flow meter was used as the reference
volumetric flow meter with an accuracy of 0.4%.

The water distribution system commonly uses 4-inch and
6-inch pipes , therefore we built another 4-inch static pressure
test rig, which is displayed in Fig. 11, to evaluate the sealing
and the pressure sensor. The reference value of pressure was
given by WIKA DG-10 pressure gauge with an accuracy of
0.5%, and a pressure relief valve was installed for protection
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Fig. 10. Water flow test rig layout.

Fig. 11. Static pressure test rig.

in case of excess pressure. The pressure range of the static
test rig was 0-10 bar.

VI. SYSTEM CHARACTERIZATION

The test rigs described above were used to evaluate the
performance of the pressure, temperature, conductivity and
flow sensors in the prototype multisensor node.

Pressure sensor testing was carried out on the static test rig
of Fig. 11. In total 5 runs were launched in the range of 0 to
8 bar. The results are shown in Fig. 12. A correlation between
sensor output and reference pressure value was established
according to the data of 4 runs

P = 4.2103 · Vp − 1.0863 (1)

where P denotes gauge pressure (bar) and Vp denotes voltage
output (V) of the pressure sensor. The fifth test run as shown
in the inset of Fig. 12 was used to evaluate (1) and the relative
errors ranged from −0.69% to 0.19%.

The temperature sensor was tested in a Spark Holland
Mistral temperature control device. The temperature accuracy
and stability of this device were found to be better than 0.1◦C.
The reference temperature meter was Rotronic HP32/HC2,
which has a nominal 0.1◦C accuracy itself. The temperature

Fig. 12. Performance of the pressure sensor.

Fig. 13. Performance of the temperature sensor.

was varied from 5 to 50◦C (see Fig. 13), and a correla-
tion was established (2) between sensor output and reference
temperature

T = −18.8251 · V2
t + 138.4403 · Vt − 178.6271 (2)

where T denotes temperature (◦C) and Vt denotes voltage out-
put (V) of temperature sensor. Equation (2) was applied to
predict temperatures of the test run and the results are shown
inset in Fig. 13. The absolute errors of (2) range from −0.29
to 0.19 ◦C.

The assessment of the conductivity sensor was performed
using sodium chloride solutions with different concentrations.
Sensor outputs were then compared with the readings from
a HI-98304 pocket conductivity meter. The resolution and the
accuracy of the reference meter are 0.01 mS/cm and 2% F.S.,
respectively. Two sets of tests were carried out with different
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Fig. 14. Performance of the conductivity sensor. Upper: 0–10 mS/cm. Lower:
0–100 mS/cm.

conductivity ranges: 0 to 100μS/cm and 0 to 10 mS/cm, by
switching the gain of the inverting amplifier in the readout
circuit. According to the data in Fig. 13, the following fitting
equation was established for the conductivity sensor:

C = 2.9888 · Vc + 0.0023. (3)

Here, C denotes conductivity (mS/cm) and Vc denotes the
voltage output (V) of the conductivity sensor. Fig. 13 shows
the accuracy of (3) in predicting conductivities. The relative
errors range from −2.06% to 0.77%. Another test was done
for the conductivity sensor with a lower measurement range of
0–100 μS/cm by switching the gain of the inverting amplifier
in the readout circuit, and the results are shown in Fig. 14.

Flow sensor testing was performed in both the 1-inch and
2-inch test sections of the flow rig. The water flow was set
between 20 L/min and 80 L/min by the pump controller. As

the reference meter was installed in the 1-inch test section, the
pump motor speed was adopted as reference of the tests on
the 2-inch section. The test results are plotted in Fig. 15 and
the following correlations were established by data fitting:

1 − inch test: Q = 1.0425 · √
� P + 2.0128

2 − inch test: ω = 0.1664 · √
� P + 0.2372.

Here, Q denotes water flow rate (L/min), �P is the differential
pressure (Pa), and ω is the motor speed (krpm). To assess these
equations, another two sets of experiment were conducted and
the relative errors of (4) and (5) were from −3.00% to 4.70%,
and −5.05% to 3.43%, respectively.

It is noted that the sensing translation (1)–(4) are presented
here with full parametric accuracy (i.e., number of sig-
nificant digits), for consistency with the reported accuracy
values. These calibration values are programmable and can be
adjusted by calibration during installation or dynamically dur-
ing operation in a self-calibration scheme, if adequate feedback
references are provided.

For data transmission using BLE, a laptop was used as the
central BLE device. A LabVIEW user interface together with
a USB BLE dongle was used to visualize sensor data; the
same set-up could potentially allow more user control for sen-
sor sampling rates, battery information, etc. Acquired sensor
results are available in a Git repository [28]. The nRF52840 –
SARA-N2 interface functionally was confirmed by AT com-
mand communication tests. The NB-IoT connectivity was not
demonstrated as the corresponding network level service is
currently only offered in pilot laboratories operating in cer-
tain regions, such as the Vodafone OpenLab in Newbury,
U.K. [29].

VII. OPPORTUNITIES

The multisensor architecture introduced in this article
includes a simple and effective electronic design, adequate
sensing accuracy and repeatability, and a multistage parametric
duty-cycling protocol for power consumption minimization. It
also includes a modular and expandable design, with inter-
changeable sensing probes, adaptation to different pipeline
diameters and a methodical, hot-tapping installation method.
It integrates external environment sensors that can provide
complementary data and expand the sensing services range.
Finally, the system demonstrates adequate sealing and state-
of-the-art Industrial Internet-of-Things connectivity.

These features are validated experimentally, and they offer
a complete sensor node deployment solution. The introduc-
tion of small scale hot-tapping for sensing in particular, in
combination with the modular architecture, offers a minimal
required installation and configuration expertise, minimal dis-
ruption, retrofitting capability of a high-end sensing solution.
The installation solution offered is demonstrated in integra-
tion with sensing and connectivity operation. It opens the way
forward for development and testing of a range of highly desir-
able water monitoring features and capabilities, some of which
are summarized in the remainder of this Section.

Leakage detection continues to be a central priority of
WSNs in the water supply chain, mainly due to the extended
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Fig. 15. Performance of flow sensor. Upper: 1-inch test section. Lower:
2-inch test section.

scale at which it occurs [30]. Apart from its economic impact,
it is often discussed as a priority for preserving water as a valu-
able commodity and to ensure sustainable use for the near
and long term future, but also for regions with limited water
access [3]. On the other hand, monitoring and control of qual-
ity is very diverse and includes chemical analysis as well as
the detection of events and operational parameters that affect
quality, such as turbidity, flow, and backflow [2], [31]–[44]. It
also includes reservoir stations, such as stormwater retentions
ponds [45]. In the particular case of contamination, early and
localized detection [46], [47] is critical to safety, and there-
fore, the density of sensors, along with installation topology
strategy, is decisive for the effective application of data anal-
ysis and detection algorithms and subsequently for control,
alarming, infiltration and various response methods [48].

The sensor architecture introduced in this article is applica-
ble to both leakage and quality monitoring through its modular,

minimally invasive multisensor node approach. Additional sen-
sors, such as pH, turbidity, and particle concentration meters
can be added straightforwardly, as corresponding commercial
components suit the probe immersion approach and fit onto
the Ø 6 mm probe size used.

The density of sensor deployment required in a water
network is key to achieving a sufficient monitoring service at
reasonable cost. It is a very important parameter and is closely
related to the value and use of monitoring data at network
level. The water network topology in combination with general
rules and exceptions about locations and moments of special
interest is required to identify a suitable number of sensors.
This information is not readily available and in practice is very
difficult to know in advance. Therefore, a gradual deployment
strategy may often be preferable, in which a sparse initial grid
is installed initially, and points of interests for more detailed
sensing are subsequently identified. In this direction, the mini-
mally invasive and portable architecture proposed in this article
offers the possibility of selectable, configurable, multistage or
dynamic deployment and activation.

Apart from the aforementioned direct water leakage and
quality benefits, another important case of interest for water
monitoring, which is also linked to its increasing value as
a commodity for demographic and climate change reasons, is
its monitoring for blocking potential security threats, including
malicious attacks by deliberate water network contamination.
Such a threat has been determined as one of the most dif-
ficult to address. Therefore, the installation of an effective
water contamination monitoring system is of strategic impor-
tance both for counteracting malicious events as well as for
discouraging threats and increasing the sense of safety and
security among the global population. Again, adequate sensor
density and optimized topology are critical for the efficiency
of such monitoring systems. In [49], a comparison of different
WSN solutions, coined the battle of the water sensor networks,
was presented, employing common figures of merit for the
efficiency of 15 different WSN approaches.

The security of sensors and sensing data is in turn also
critical. Data integrity and protection from tampering and
theft can be enhanced by sensor location tracking and soft-
ware activity logging. Including authenticated security logs
in data package network traffic could offer a measurable
level of confidence for the validity and protection of gathered
data. Hardware implemented location tracking and authenti-
cation could offer a significant advantage for infrastructure
sensor deployment in this direction, especially for sensitive
data applications [50]–[52].

Finally, infrastructure surveillance also benefits from
the deployment of WSNs, including availability, utility,
optimization of operations, and real-time meters at reser-
voirs, distribution points and consumer locations. Potential
advantages that have been identified include measurement
accuracy, fault and theft detection, remote control, exploita-
tion of real-time data for efficient and environmentally friendly
consumption, usage balancing, and enforcement of restrictions
during drought periods. The introduced sensor node archi-
tecture offers the necessary data to the network for further
analysis and exploitation.
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This article describes the performance and measurements
available for a single multisensor node. The expected benefits
to an operator are at the higher system level in terms of insights
and actionable information related to the specific challenges
faced (productivity, water quality, network performance, pipe
burst, etc). The normal approach to instrumenting a network
will depend on the WSNs specific requirements and areas of
focus. Today’s instruments typically measure a single measur-
and; therefore the operator will rarely be able to instrument
a system to an ideal or desired level. The multisensor design
presented here can be configured with specific measurands rel-
evant to the challenges faced by a WSN and in many cases
retrofitted. Using wireless communication, the data from an
array of multisensor nodes and existing instruments can be
aggregated and data analytics applied to deliver a system
level overview with specific insights into a particular chal-
lenge. A shift toward overall sensing solutions which consider
the process at a macrolevel can deliver targeted benefits to
operators.

VIII. CONCLUSION

Water sensor networks can improve usage efficiency
by leakage reduction, quality assurance and operations
optimization, with important economic, life quality and envi-
ronmental benefits. As the sensor node and network technolo-
gies have progressed rapidly and reached adequate maturity
in the last decade, integration and installation methods are
becoming key elements to their adoption by the infrastructure
industry. This is especially important for water quality sensors,
which typically require immersion. In addition, a quantified
estimation of sensing cost and benefit is often not straight-
forward, and important questions on required data scale,
topography and frequency as well as on data exploitation and
value are pending.

In this article, an integrated multisensor architecture for
water infrastructure monitoring is presented. A minimally
invasive hot-tapping installation method is introduced that
offers a practical, cost-effective and scalable option for immer-
sion sensors. A modular design approach allows interchange-
able, serviceable, and upgradeable multisensor probes to be
developed and used. A prototype offering water pipeline pres-
sure, temperature, flow and conductivity sensing, as well as
complementary external environmental sensing of pressure,
temperature, and vibration, is presented, in integration with
internal storage, processing and wireless communication capa-
bilities, including BLE and NB-IoT. Operation at adequate
sensing resolution is demonstrated, including static pressure
tests which also demonstrate a successful sealed installation
for pressures over 8.5 bar.

An overview of opportunities arising from the proposed
multisensor architecture and installation method reveals that
a scalable, multistage deployment approach may be benefi-
cial in terms of reduced initial investment cost, identification
of locations and measurands of priority interest, quantifica-
tion of sensing benefit, and a gradual development accord-
ing to requirements and limitations of water infrastructure.
Priorities identified by potential technology users include

leakage detection, quality, security and threat management,
data transparency and operational optimization.

Overall, the system level demonstration of a minimally inva-
sive, modular, multisensor has been presented, comprising
state-of-the-art sensing, processing and networking subsys-
tems, which contributes a key and likely pivotal missing
element toward the implementation of leakage and quality
sensor networks.
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