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Guest Editorial
Special Issue on Privacy and Security in Distributed

Edge Computing and Evolving IoT

RECENT advances in artificial intelligence, edge com-
puting, and big data have enabled extensive reasoning

capabilities at the edge of the network. Edge servers are now
capable of extracting meaningful intelligence from IoT nodes,
which can benefit a very diverse set of IoT applications,
including smart carrier and distribution networks (power, peo-
ple, water, and food), smart agriculture and manufacturing,
and healthcare and maintenance. Unfortunately, as the infras-
tructures become more intelligent, they also become more
vulnerable to disruption due to cyberattacks and information
leakage. Furthermore, the rich data gathering and analytics
involved in driving the intelligent management substantially
raise the stakes in terms of privacy violation of the people
and organizations that it serves.

Data mining on genuine data could be harmful to data
privacy. For example, data mining on time-series data taken
from motion sensors, microphones, and GPS sensors could
reveal users’ activities, demographics, health conditions, rela-
tionships, attitudes, preferences, biases, etc., that they may
not be willing to share otherwise. This could potentially lead
to security and privacy concerns in many participatory and
opportunistic crowdsensing applications, where a large group
of individuals having mobile devices capable of sensing and
computing collectively share data and extract information to
measure, map, analyze, estimate, or infer any processes of
common interest. Invariably, privacy preservation is not con-
sidered as an area of primary concern in data collection and
analytics. This provides a fertile ground for malicious adver-
saries who are willing and often are incentivized to the game
and exploit edge processing vulnerabilities.

This special issue was organized to provide a multiaspect
up-to-date reference for solutions that leverage techniques and
insights from the domains of artificial intelligence, edge com-
puting, and big data to address privacy and security challenges
in distributed edge computing and evolving IoT applications.
We received in total 64 original submissions from various
institutions all over the world. After a rigorous review process,
19 articles were accepted and are presented for inclusion in this
special issue of the IEEE INTERNET OF THINGS JOURNAL.
In the following, we introduce these articles and highlight their
main contribution.

The special issue starts with the article titled “PAAL:
A framework based on authentication, aggregation, and
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local differential privacy for Internet of Multimedia Things.”
This work adopts a three-layer privacy-preserving frame-
work based on a multilevel edge computing architecture
for IoT multimedia applications. The article shows that the
proposed framework outperforms the existing frameworks in
terms of node management, privacy preservation of sensitive
information, and protection of the underlying network.

The article titled “Dynamic edge access system in IoT
environment” addresses the existing problems in protocol
library management, compilation services for access programs,
and heterogeneous device node reconfigurations by making
use of a novel dynamic edge access system. It shows that
the proposed method has less redundancy and significantly
reduced hardware costs compared to conventional systems.

An IoT architecture for smart homes is outlined in the arti-
cle titled “Security and privacy of smart home systems based
on the Internet of Things and stereo matching algorithms.”
The authors evaluate the data communication in smart home
systems from both hardware and software point of view using
a stereo matching algorithm. To enhance the security and pri-
vacy of users, the overall structure of a smart home is revised.
The author’s design has a low cost and high accuracy. It not
only optimizes the performance of smart home systems but
also improves the safety factor.

The article titled “Secure brain-to-brain communication
with edge computing for assisting post-stroke paralyzed
patients” investigates the security and privacy issues in the
brain-to-brain communications and highlights the limitations
of the existing systems. The authors suggest the use of a
lightweight symmetric encryption algorithm to secure the
transmission of the patient’s brainwave information to the care-
giver. The proposed method is computationally inexpensive.

To solve the security and privacy problem posed by the
evolving mobile IoT applications, a real-time detection system
for Android malware interacting with the native library is
adopted in the article titled “SoProtector: Safeguard privacy
for native SO files in evolving mobile IoT applications.” The
authors claim that compared to most tools of static analysis
and most applications, the adopted system is able to detect
more Android malware threats.

The problem of encrypted data retrieval in Industrial
Internet of Things (IIoT) is addressed in the article titled
“Privacy-preserving and pairing-free multirecipient certificate-
less encryption with keyword search for cloud-assisted IIoT.”
The authors propose a scheme for maintaining the privacy
of the multirecipient keyword search function. They formally
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prove that their scheme achieves the indistinguishable security
against keyword guessing attacks in the random oracle model.
The authors claim that compared to the current literature, their
scheme is more efficient in terms of computation efficiency.

The article titled “CB-CAS: Certificate-based efficient sig-
nature scheme with compact aggregation for Industrial Internet
of Things environment” addresses the source authentication
and message integrity issues in IIoT environments by making
use of digital signature schemes. The authors use a com-
pact aggregation to create a fixed-length compressed signature.
Thus, an increase in the number of signatures does not affect
the length of the compressed final signature. The article shows
that the proposed scheme is computationally less expensive
than other competitive schemes.

The article titled “IoT sensor numerical data trust model
using temporal correlation” deploys a trust assessment model
for numerical data of IoT sensors considering the temporal
variation and correlation among data. The model uses a deep
neural network with two different DCT-based feature sets
and calculates the trust scores by fusing the classification
decision and decision uncertainty using the Dempster–Shefar
theory. The authors claim that their model outperforms a
contemporary correlation-based approach and can accurately
and consistently estimate trust scores for numerical data from
IoT sensors.

The article titled “Highly anonymous mobility-tolerant
location-based onion routing for VANETs” adopts a novel
onion-based anonymous routing protocol for vehicular ad hoc
networks. It works based on vehicle-to-vehicle communica-
tions and satisfies source, destination, and route anonymity.
The proposed protocol introduces the concept of location-
based dynamic relay groups. In this concept, vehicles dynam-
ically form groups around specific locations to act as onion
relays. The algorithm outperforms the classic onion-based
solutions in terms of delivery ratio, delay, and the number
of retransmissions.

The article titled “REVAMP2T: Real-time edge video
analytics for multicamera privacy-aware pedestrian tracking”
adopts an integrated end-to-end IoT system to enable decen-
tralized edge cognitive intelligence for situational awareness.
The authors’ experimental results show that the method
outperforms the current state of the art in terms of accuracy
and efficiency.

A new development for a recent reversible data hiding
method for video synthetic aperture radar (ViSAR) sensors
is presented in the article titled “Reliable data aggregation in
Internet of ViSAR Vehicles using chained dual-phase adap-
tive interpolation and data embedding.” The method makes
data communications in ViSAR aerial networks more efficient,
reliable, and faster.

The article titled “TGM: A generative mechanism for
publishing trajectories with differential privacy” attempts
to provide privacy guarantee for location-based services.
Experiments show that the method is highly efficient particu-
larly when the data cover a large metropolitan area.

The article titled “Joint optimization of offloading utility
and privacy for edge computing enabled IoT” addresses the
offloading problem by reducing the resource utilization of edge

computing units and the time cost for task execution. This
work describes a two-phase offloading strategy to obtain a
tradeoff between utility and privacy.

The next article, titled “On the integration of blockchain to
the Internet of Things for enabling access right delegation”
addresses the issue of access right delegation for large-scale
IoT systems using the blockchain technology. The proof of
the concept prototype is tested using Ethereum blockchain.
The evaluation results show the practical feasibility of the
models for transferring of access rights in a secure and
fine-grained level.

The article titled “Differentially private high-dimensional
data publication in Internet of Things” presents a compressed
sensing mechanism to address the challenges in differen-
tially private high-dimensional data publication. This mech-
anism can minimize the overall error of query results under
ε-differential privacy by injecting the minimum amount of
noise into the compressed data. The authors claim that their
proposed compressed sensing mechanism significantly outper-
forms the state-of-the-art differentially private mechanisms for
high-dimensional data publication.

The article titled “Enabling efficient privacy-assured out-
lier detection over encrypted incremental data sets” presents
a privacy-preserving outlier detection protocol targeting the
encrypted incremental data set. The protocol leverages
advanced cryptographic primitives to build several secure
and efficient modules. In addition, it adopts a sliding win-
dow technique to ensure a practical performance during the
update phase with new arrival data points. The authors pro-
vide a performance evaluation based on a real-world data
set and demonstrate the accuracy and efficiency of their
protocol.

The article titled “Lightweight privacy-preserving training
and evaluation for discretized neural networks” explores a
lightweight privacy-preserving training and evaluation scheme
for discretized neural networks. In this scheme, the authors
utilize a single key fully homomorphic data encapsulation
mechanism, through which a series of atomic operations are
devised as a building block. The formal security proof and
performance evaluation confirm the efficiency and accuracy
of the method.

The article titled “Preserving balance between privacy and
data integrity in edge-assisted Internet of Things” addresses
the balance between the data security tasks and computational
efforts for performing security tasks by fulfilling three require-
ments of the IoT network, that is, preserving the privacy of
the device users, the data integrity, and the low cost of com-
putation in the edge-assisted IoT networks. The method is
based on an extraction method and a biometric elliptic curve
cryptography-based authentication algorithm.

The article titled “Decentralized self-enforcing trust man-
agement system for social Internet of Things” evaluates the
trustworthiness of IoT devices as well as the users to prevent
malicious entities from disseminating malicious content or
causing network disruption. The proposed system adopts
a homomorphic encryption system with the properties of
decentralization, self-enforcement, and privacy preservation.
The proposed system assures correct computation, privacy,
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and security of users even in the presence of malicious parties
and colluding users.

While these 19 accepted articles made a significant con-
tribution to various topics related to privacy and security
in distributed edge computing and evolving IoT, numerous
challenges remain, given the evolving nature of these top-
ics that need to be addressed. As guest editors, we would
like to convey our heartiest gratitude to all the authors who
have submitted their knowledgeable contributions and to the
highly qualified anonymous reviewers. We would also like
to thank Prof. H. Wang, the Editor-in-Chief (EiC) of the
IEEE INTERNET OF THINGS JOURNAL, and the former EiC
Prof. S. Shen for giving us the opportunity to organize this
special issue and for all the encouragement, help, and support
given throughout the process.
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