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Guest Editorial
Special Issue on Trust, Security, and
Privacy in Crowdsourcing

HE RECENT proliferation of mobile devices such as

smartphones and wearable devices has given rise to
crowdsourcing Internet of Things (IoT) applications, such as
urban mobility monitoring, virtual/augmented reality, smart
city management, and indoor floor plan reconstruction and
mapping. Various data collected by mobile devices with small
or big volumes can be further processed, analyzed, and
mined in order to support multifarious promising services with
intelligence.

As we become increasingly reliant on intelligent, inter-
connected devices in every aspect of our lives, critical trust,
security, and privacy concerns are raised as well. First, the
sensing data provided by individual participants is not always
reliable. It may be noisy or even faked due to various reasons,
such as poor sensor quality, lack of sensor calibration, back-
ground noise, context impact, mobility, incomplete view of
observations, or malicious attacks. The crowdsourcing applica-
tions should be able to evaluate the trustworthiness of collected
data in order to filter out the noisy and fake data that may
disturb or intrude a crowdsourcing system. Second, providing
data (e.g., photographs taken with personal mobile devices)
or using IoT applications may compromise data providers’
personal data privacy (e.g., location, trajectory, and activity
privacy) and identity privacy. Therefore, it becomes essential to
assess the trust of the data while preserving the data providers’
privacy. Third, data analytics and mining in crowdsourcing
may disclose the privacy of data providers or related entities
to unauthorized parities, which lowers the willingness of par-
ticipants to contribute to the crowdsourcing system, impacts
system acceptance, and greatly impedes its further develop-
ment. Fourth, the identities of data providers could be forged
by malicious attackers to intrude the whole crowdsourcing sys-
tem. In this context, trust, security, and privacy start to attract
a special attention in order to achieve high quality of service
in each step of crowdsourcing with regard to data collection,
transmission, selection, processing, analysis and mining, as
well as utilization.

Trust, security, and privacy in crowdsourcing receives
increasing attention. Many methods have been proposed to
protect privacy in the process of data collection and process-
ing. For example, data perturbation can be adopted to hide the
real data values during data collection. When preprocessing
the collected data, data anonymization (e.g., k-anonymization)
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and fusion can be applied to break the links between the data
and their sources/providers. In application layer, anonymity is
used to mask the real identities of data sources/providers. To
enable privacy-preserving data mining, secure multiparty com-
putation (SMC) and homomorphic encryption provide options
for protecting raw data when multiple parties jointly run
a data mining algorithm. Through cryptographic techniques,
no party knows anything else than its own input and expected
results. For data truth discovery, applicable solutions include
correlation-based data quality analysis and trust evaluation of
data sources.

But current solutions are still imperfect, incomprehensive,
and inefficient. Data perturbation could lower the accuracy
of data mining. Anonymity or anonymization makes it hard
to detect malicious data sources, especially when anonymous
identifiers change frequently. This technique could negatively
influence the quality of trust evaluation on data sources and
data mining. SMC and homomorphic encryption-based solu-
tions suffer from high computational overhead, thus are not
suitable for big data processing and are hard to be deployed
in practice. In addition, it is very challenging to verify the
correctness of data processing and mining results in SMC or
when the data are processed in an encrypted form. It is diffi-
cult to ensure the trustworthiness of multiparty computation.
Another issue is that SMC or homomorphic encryption-based
solutions are normally not generic. They are only applicable in
certain application scenarios. This fact greatly affects the wide
adoption and deployment of this kind of schemes. In addition,
privacy preservation conflicts with trust management, which
brings additional challenges to trust management in crowd-
sourcing, especially in detecting distrusted data sources and
untrustworthy data. Emerging technologies boost novel solu-
tions for trust, security, and privacy in crowdsourcing. But at
the same time, many challenges are yet to be overcome.

This Special Issue aims to bring together researchers and
practitioners to discuss various aspects of trust, security, and
privacy in crowdsourcing, explore key theories, investigate
technology enablers, and innovate solutions for overcoming
major challenges in this research field. We selected 11 research
papers from more than 30 submissions after rigorous peer-
reviews. Next, we categorize these 11 accepted papers into
three categories and briefly introduce each paper and highlight
its main contributions.

Crowdsourcing Trust: With the popularity of sensor-rich
mobile devices, mobile crowdsourcing (MCS) has emerged
as an effective method for data collection and processing.
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MCS holds many advantages, such as mobility, scalability,
cost-efficiency, and collective intelligence. However, MCS still
faces many challenges with regard to security, privacy, and
trust. The paper entitled “A Survey on Security, Privacy, and
Trust in Mobile Crowdsourcing” provides a thorough survey
on the current advances of the research in MCS trust, secu-
rity, and privacy. The authors of this paper analyzed the
characteristics of MCS, identified its security threats, and pro-
posed essential requirements of a secure, privacy-preserving,
and trustworthy MCS system. They reviewed and commented
existing solutions based on these requirements and compared
their pros and cons. Open issues were also pointed out with
a number of future research directions proposed.

In the paper entitled “Dynamic Trust Relationships Aware
Data Privacy Protection in Mobile Crowd-Sensing,” Wu et al.
proposed a dynamic trust relationships aware data privacy pro-
tection mechanism for mobile crowd-sensing. It combines key
distribution with trust management. The trust value of a pub-
lic key is evaluated according to the number of supporters
and the trust degree of the public key, as well as the accuracy
of the public key provided by the encountering nodes. The
authors also applied trust to decide the path of data relay in
crowd-sensing.

Crowdsourcing Security: Remote user authentication is
highly essential for a hazard-free use of crowdsourc-
ing IoT services. In the paper entitled “Chaotic Map-
Based Anonymous User Authentication Scheme With User
Biometrics and Fuzzy Extractor for Crowdsourcing Internet of
Things,” Roy et al. proposed a secure remote user authenti-
cation protocol based on extended chaotic maps in order to
avoid computationally expensive elliptic curve point multi-
plication or modular exponentiation operation. The protocol
adopts three factors for authentication: 1) smart card; 2) pass-
word; and 3) personal biometrics. Formal security analysis
based on ProVerif 1.93, real-or-random model and Burrows—
Abadi-Needham logic shows its security.

For identifying missing key tags in anonymous RFID sys-
tems, Chen et al. proposed a vector-based missing key tag
identification protocol (VEKI) and an improved protocol called
iVEKI in the paper entitled “Efficiently and Completely
Identifying Missing Key Tags for Anonymous RFID Systems.”
iVEKI consists of two phases: 1) ordinary tag deactivation and
2) missing key tag identification. The parameters of the pro-
posed VEKI and iVEKI protocols were theoretically optimized
to maximize time efficiency.

In order to improve the quality of existing protocols in
terms of vulnerability and computation complexity, in the
paper entitled “Dynamic Authentication Protocol Using Self-
Powered Timers for Passive Internet of Things,” Afifi et al.
presented variants of a novel authentication protocol that
can overcome the security flaws of previous protocols while
being well suited to the computational capability of the tags.
They applied self-powered timing devices for robust time-
keeping and synchronization without the need for any external
powering.

Crowdsourcing Privacy: In the paper entitled “Analyzing
and Evaluating Efficient Privacy-Preserving Localization for
Pervasive Computing,” Wang et al. proposed an adjacent
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subtraction-based localization (ASL) model to achieve
privacy-preserving localization in crowdsourcing in order to
overcome high computational and communication overheads
in the solutions based on homomorphic encryption techniques.
They developed an efficient privacy-preserving localiza-
tion (EPPL) algorithm under ASL without using any homo-
morphic encryption technique. Through analysis, proof, and
simulations, the performance of EPPL regarding the correct-
ness, privacy, and efficiency was evaluated.

In order to enable mobile users to issue search queries
and achieve fine-grained access control over ciphertexts in
a privacy-preserving manner in cloud-based MCS, Miao et al.
studied multikeyword search in the context of MCS in
the paper entitled “Practical Attribute-Based Multi-Keyword
Search Scheme in Mobile Crowdsourcing.” They devised
a practical cryptographic primitive called attribute-based mul-
tikeyword search scheme to support comparable attributes by
utilizing 0-encoding and 1-encoding. This scheme is selec-
tively secure against chosen-keyword attack in generic bilinear
group model with improved computational and storage costs.

Signcryption is the significant cryptographic primitive that
meets the requirements of authenticity and confidentiality of
crowdsourced data among users/industries. In the paper enti-
tled “Provably Secure Identity-Based Signcryption Scheme for
Crowdsourced Industrial Internet of Things Environments,”
Karati er al. presented a new identity-based signcryption
(IBSC) scheme using bilinear pairing for Industrial IoT
deployment. They studied two hard problems: 1) modified
bilinear Diffie—Hellman inversion assumption and 2) modified
bilinear strong Diffie—Hellman assumption. Rigorous secu-
rity analysis and performance comparison demonstrate that
the IBSC scheme is appropriate for industrial IoT crowd-
sourcing environments and is applicable for low-bandwidth
communications.

In the paper entitled “Privacy-Preserving Double-Projection
Deep Computation Model With Crowdsourcing on Cloud for
Big Data Feature Learning,” Zhang et al. proposed a double-
projection deep computation model (DPDCM) for big data fea-
ture learning. It can project raw input data into two separate
subspaces in hidden layers to learn interacted features of big
data by replacing the hidden layers of the conventional deep
computation model with double-projection layers. A learning
algorithm was also devised to train the DPDCM. To protect
data privacy, a privacy-preserving DPDCM (PPDPDCM) was
further proposed based on the BGV encryption scheme with
expected efficiency.

In the paper entitled “Efficient and Privacy-Preserving
Proximity Detection Scheme for Social Applications,”
Zhu et al. proposed two efficient and privacy-preserving prox-
imity detection schemes, named AGRQ-P and AGRQ-C, for
location-based social applications, including crowdsourcing.
The proposed schemes can preserve user location query infor-
mation and accurate location information since users’ query
and location information is blurred into chipertext, thus no
one but the user knows her/his own sensitive information.

In the paper entitled “A Privacy-Aware Architecture at
the Edge for Autonomous Real-Time Identity Reidentification
in Crowds,” Miraftabzadeh er al. proposed an embedding
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algorithm pipeline to extract and administrate the crowd-
sourced facial image. The proposed facial embedding is
a privacy-aware parameterized function, which maps facial
images to high-dimensional vectors in order to facilitate the
identification and tracking of individuals.

Editing this Special Issue has been an invaluable experience
for us. We would like to express our appreciation to all authors
for their contributions and the reviewers for their valuable
review comments. We also sincerely thank the Editor-in-Chief
and the Editorial Board of this JOURNAL for approving this
Special Issue and their continuous support on its final publica-
tion. We hope this Special Issue will provide a useful reference
to its readers and contribute to advances in crowdsourcing
trust, security, and privacy, as well as stimulate additional
innovation in this promising field.

ACKNOWLEDGMENT

This work was supported in part by the NSFC under Grant
61672410 and Grant U1536202, in part by the National Key
Research and Development Program of China under Grant
2016 YFB0800704, in part by the Project Supported by the
Natural Science Basic Research Plan in Shaanxi Province
of China under Grant 2016ZDJC-06, in part by 111 Project
under Grant B16037 and Grant BO8038, and in part by the
Academy of Finland under Grant 308087. The work of T. Hou
was supported by the U.S. National Science Foundation
under Grant CNS-1443889, Grant CNS-1446478, and Grant
CNS-1405747.

IEEE INTERNET OF THINGS JOURNAL, VOL. 5, NO. 4, AUGUST 2018

ZHENG YAN, Guest Editor

School of Cyber Engineering

Xidian University

Xi’an 710071, China

and

Department of Communications and Networking
Aalto University

02150 Espoo, Finland

KAI ZENG, Guest Editor

Department of Electrical and Computer Engineering
George Mason University

Fairfax, VA 22030 USA

YU X1A0, Guest Editor

Department of Communications and Networking
Aalto University

02150 Espoo, Finland

THOMAS HOU, Guest Editor

Bradley Department of Electrical and Computer Engineering
Virginia Polytechnic Institute and State University
Blacksburg, VA 24061 USA

PIERANGELA SAMARATI, Guest Editor
Department of Computer Science
Universita degli Studi di Milano

26013 Crema, Italy

Zheng Yan (M’06-SM’14) received the Doctor of Science degree in technology from the Helsinki
University of Technology, Espoo, Finland.

She is currently a Professor with Xidian University, Xi’an, China, and a Visiting Professor and a
Finnish Academy Research Fellow with Aalto University, Espoo. She has authored or co-authored
about 200 peer-reviewed papers, 8 conference proceedings, and solely authored 2 books about trust
management. She holds over 60 granted patents and PCT patents, all of them adopted by industry.
Some of her granted patents are applied in international standards. Her current research interests
include trust, security, and privacy, blockchain, data mining, mobile applications and services,
social networking, and cloud computing.

Prof. Yan was a recipient of number of Outstanding Leadership Awards of IEEE conference
organization, the 2017 IEEE ComSoc TCBD Best Journal Paper Award, the Outstanding Associate

Editor of 2017 for IEEE ACCESS, the Best Individual of Shaanxi Province from Abroad in 2014,

“100 Expert Plan” Winner of Shaanxi Province, China, in 2011, and the Sisu Award of Nokia Research Center in 2010.
She serves as an Organizational and Technical Committee member for over 80 international conferences and workshops.
She is an Associate Editor of the IEEE INTERNET OF THINGS JOURNAL, Information Fusion, Information Sciences, IEEE
ACCESS, the Journal of Network and Computer Applications, Soft Computing, IEEE Blockchain Newsletter, and Security and
Communication Networks and as a special issue leading Guest Editor of the ACM Transactions on Multimedia Computing,
Communications, and Applications, IEEE SYSTEMS JOURNAL, Future Generation Computer Systems, Computers & Security,
the International Journal of Computer Systems, and Mobile Networks and Applications. She is a Founder Steering Committee
Co-Chair of the IEEE Blockchain Conference. She is organizing/has organized over 10 conferences, such as IEEE Blockchain
2018, NSS/ICA3PP/IEEE CIT2017, IEEE TrustCom/BigDataSE/ISPA-2015, and IEEE CIT2014. She has given 20 keynotes
and invited talks at international conferences and universities.



IEEE INTERNET OF THINGS JOURNAL, VOL. 5, NO. 4, AUGUST 2018 2883

Kai Zeng received the Ph.D. degree in electrical and computer engineering from the Worcester
Polytechnic Institute (WPI), Worcester, MA, USA, in 2008.

He is currently an Associate Professor with the Department of Electrical and Computer
Engineering, the Department of Computer Science, and the Center for Secure Information Systems,
George Mason University, Fairfax, VA, USA. From 2008 to 2011, he was a Post-Doctoral Scholar
with the Department of Computer Science, University of California at Davis (UCD), Davis, CA,
USA. From 2011 to 2014, he was an Assistant Professor with the Department of Computer and
Information Science, University of Michigan—Dearborn, Dearborn, MI, USA. His current research
interests include wireless security, cyber-physical system/IoT security and privacy, and cognitive
radio networks.

Dr. Zeng was a recipient of the Sigma Xi Outstanding Ph.D. Dissertation Award from WPI in
2008, the Excellence in Post-Doctoral Research Award from UCD in 2011, and the U.S. National
Science Foundation Faculty Early Career Development (CAREER) Award in 2012. He currently serves as an Editor for the
IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS.

r —re = ;  Yu Xiao received the bachelor’s and master’s degrees from the Beijing University of Posts and
F= ; Telecommunications, Beijing, China, in 2004 and 2007, respectively, and the doctoral degree (with
Distinction) from Aalto University, Espoo, Finland, in 2012.

She is an Assistant Professor with the Department of Communications and Networking, Aalto
University. Her current research interests have spanned from energy-efficient mobile computing,
to edge computing, to crowdsensing, and to wearable cognitive computing.

Dr. Xiao was a recipient of the Young Researcher Award of the Finnish Foundation for
Technology Promotion in 2017.

Thomas Hou received the Ph.D. degree from the New York University Tandon School of
Engineering, New York, NY, USA, in 1998.

He is a Bradley Distinguished Professor of Electrical and Computer Engineering with the
Virginia Polytechnic Institute and State University, Blacksburg, VA, USA. From 1997 to 2002, he
was a Researcher with the Fujitsu Laboratories of America, Sunnyvale, CA, USA. He authored
two textbooks entitled Cognitive Radio Communications and Networks: Principles and Practices
(Academic/Elsevier, 2009) and Applied Optimization Methods for Wireless Networks (Cambridge
Univ. Press, 2014). The first book has been selected as one of the Best Readings on Cognitive
Radio by the IEEE Communications Society. He holds five U.S. patents. His current research
interests include develop innovative solutions to complex cross-layer optimization problems in
wireless networks. He is particularly interested in exploring new performance limits at the net-
work layer by exploiting advances at the physical layer.

Prof. Hou was a recipient of five Best Paper Awards from the IEEE and two paper awards from the ACM for his research. He
is the Steering Committee Chair of IEEE INFOCOM. He is a member of the Board of Governors and a Distinguished Lecturer
of the IEEE Communications Society.

Pierangela Samarati (F’12) is a Professor with the Department of Computer Science, Universita
degli Studi di Milano, Milan, Italy. She has been a Computer Scientist with the Computer Science
Laboratory, SRI, Menlo Park, CA, USA. She has been a Visiting Researcher with the Computer
Science Department, Stanford University, Stanford, CA, USA, and with the Center for Secure
Information Systems, George Mason University, Fairfax, VA, USA. She has authored or co-
authored over 260 peer-reviewed papers in international journals, conference proceedings, and
book chapters. Her current research interests include data and applications security and privacy,
especially in emerging scenarios. She has participated in several projects involving different aspects
of information protection.

Ms. Samarati was a recipient of the IEEE Computer Society Technical Achievement Award
in 2016, the IFIP TC11 Kristian Beckman Award in 2008, and the IFIP WG 11.3 Outstanding
Research Contributions Award in 2012. She is the Chair of the IEEE Systems Council Technical
Committee on Security and Privacy in Complex Information Systems, the ERCIM Security and Trust Management Working
Group, and the ACM Workshop on Privacy in the Electronic Society. She is a member of several Steering Committees. She
was an ACM Distinguished Scientist in 2009. She has served as the General Chair, Program Chair, and Program Committee
member for several international conferences and workshops (http://www.di.unimi.it/samarati).

-



	Biographies
	Zheng Yan
	Kai Zeng
	Yu Xiao
	Thomas Hou
	Pierangela Samarati



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZapfChancery-MediumItalic
    /ZapfDingBats
    /ZapfDingbatsITCbyBT-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


