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Abstract—We have witnessed significant technological
advancement over the past few years, including the Internet of
Things (IoT). The IoT’s ability to connect consumer appliances
to the Internet has changed the way we live. As a result of the
significant benefits that IoT has brought to household usage,
it has become a topic of discussion for research departments,
leading to its expansion into industrial sectors, commonly known
as the Industrial IoT (IIoT). IIoT enables automation and the
use of intelligent machines to improve product manufacturing
processes and enhance our lives as customers. However, as
IIoT-enabling technology and applications continue to grow,
security issues and privacy protection challenges become harder
to manage, which frequently results in data breaches and
sensitive information disclosures. This article first explains what
the reader needs to know about the IIoT system architecture
in Industry 4.0 to make it easier for them to understand.
Second, a hacking scenario is utilized as a methodology to
conduct an in-depth analysis of various security issues, as well
as their impacts and countermeasures, for each level of the
IIoT architecture. Additionally, our hacking scenarios present a
variety of targets from which malicious actors can launch their
assaults. Third, we provide a thorough review of the various
blockchain solutions currently being employed to protect IIoT
systems. Finally, this article draws to a close by outlining
certain gaps and potential solutions that could be investigated in
subsequent studies to strengthen security and enhance privacy
for IIoT systems.

Index Terms—Blockchain, cybersecurity, hacking scenarios,
Industrial Internet of Things (IIoT), security and privacy.

I. INTRODUCTION

THE INDUSTRIAL Internet of Things (IIoT) has become
more prevalent in industrial sectors as a result of the

rapid development of cloud computing, artificial intelligence
(AI), big data analytics, the Internet of Things (IoT), and
other emerging technologies, along with digital transforma-
tion mechanisms, have fundamentally altered how the industry
responds to societal needs [1], [2], [3].

The IIoT [4] starts with networked instruments, sensors, and
several other devices spread across the factory’s production
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Fig. 1. IIoT in smart manufacturing.

unit [5], [6], [7]. They interact with computer-driven indus-
trial applications and are networked together. IIoT systems can
assist in the real-time monitoring of conveyor belt production
flow [8]. All of the sensor-collected data is transmitted to the
cloud for analysis and the development of predictive models
that assist engineers in implementing condition-based mainte-
nance alerts to reduce machine downtime and boost production
by anticipating failure. Additionally, it can remotely con-
trol equipment and modify other settings to save energy and
reduce costs. The research and development (R&D) divisions
of businesses can get insights from the equipment failures and
usage patterns of customers, allowing businesses to re-engineer
goods to improve quality. Employees within the company
can use IIoT dashboards to access data and uncover valu-
able intelligence. Smart manufacturing is made possible by the
IIoT, which combines sensors with data analytics, cloud-based
infrastructure, and visualization [9]. Also referred to as IT/OT
convergence, IIoT is the fusion of informational and opera-
tional technology. Fig. 1 illustrates how IIoT enables smart
manufacturers to enhance efficiency, boost productivity, and
reduce costs throughout the supply chain.

In the traditional cyber-ecosystem, businesses rely on hard-
ware, software, and systems to access information. When IT
interacts with OT environments, forming a “cyber-physical
system” (CPS) in sectors like manufacturing, it exposes IIoT
architecture to cyber-physical threats at every layer [10], [11].
With the increasing adoption of IIoT technologies, security
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and privacy concerns escalate, leading to information leakage,
sensitive data disclosure, and data theft [12], [13].

In industrial engineering projects, budgets are crucial,
leading businesses to avoid investing in costly machinery
like industrial machines, human–machine interfaces (HMIs),
or programmable logic controllers (PLCs) to save money.
However, relying on outdated central processing units (CPUs)
and inadequate technology may compromise security against
cyber threats like ransomware, malware, data breaches, or
server takeovers due to insufficient processing power [14].

The fact that industrial edge devices might be purchased
from various manufacturers, thus creating a mixed vendor
environment, is another problem. Because different devices
may have varying levels of protection, this complicates efforts
to enforce security standards. Lack of patch management
is one of the main causes of inherent IIoT security vul-
nerabilities [15]. Even though practically all devices receive
security updates regularly, some users and companies might
postpone installing patches. This delay increases the risk of
security threats and data breaches, potentially exposing sensi-
tive personal information. This was perfectly illustrated by the
WannaCry ransomware attack [16], where despite the fact that
Microsoft published a patch to fix the vulnerability, several
companies in the machine and industrial networking indus-
tries did not successfully install it. Over 200 000 computing
devices have been affected, with billions of dollars in collateral
damage.

Industrial commercials frequently encounter the issue of
insecure network services due to the use of less secure network
protocols. Neglecting to change default user IDs and pass-
words or enabling full-scale encryption (HTTPS/SSL) on
devices can lead to cyber threats, allowing hackers to decrypt
traffic and gain access to authentication information.

Another concern is the lack of privacy protection in indus-
trial companies. They collect vast amounts of sensitive data
from devices, sensors, and machinery, sending it to third-party
cloud services for analysis. This data can cause serious harm if
released. Therefore, ensuring the protection of consumers’ pri-
vacy when publishing or sharing their information has become
a top priority for many IIoT companies to maintain the smooth
and efficient operation of their businesses.

The issues raised above clearly demonstrate the need for
proactive defensive mechanisms and policies to be established
to increase the security of the IIoT system while assuring
the protection of workers’ and consumers’ privacy. Several
research projects and solutions have already been put forth to
strengthen the security and privacy protection of IIoT systems
at the edge of devices, networks, applications, and the cloud.
However, most of these investigations do not enfold all feasible
security and privacy vulnerabilities, threats, and countermea-
sures at each layer of the IIoT architecture, which is the main
reason that motivates us to write this review. To properly com-
prehend why security and privacy concerns continue to be a
substantial barrier to IIoT adoption, this article provides a com-
prehensive overview of the literature on security and privacy
issues in the IIoT. The main contributions of this work are
listed below.

1) We first provide the reader with the essential background
he needs to understand IIoT in Industry 4.0, as well as

TABLE I
LIST OF ACRONYMS AND ABBREVIATIONS

some basic definitions, before developing a taxonomy to
organize the entire layered modular architecture of IIoT,
including the perception layer, network layer, processing
layer, and application layer.

2) Second, we carry out an extensive analysis of potential
privacy and security threats for each level of the IIoT
framework. A hacking scenario is used as a methodol-
ogy to fully describe and illustrate the entire process of
how an adversary gathers knowledge about system flaws
and launches attack vectors. The targets from which the
hacker can launch his attacks are also provided in our
hacking scenarios. The hypothetical hacking scenario
considers all potential outcomes, impacts, and defenses
against cyberattacks.

3) Third, we offer a thorough analysis of current
blockchain-based IIoT privacy solutions. The study
comes to a close by discussing gaps and alternative solu-
tions that future research should consider in order to
improve the security and privacy of IIoT systems.

The remainder of this article is organized as follows.
Section II describes the principal concepts of IIoT. Section III
includes a layer-based hacking scenario for investigating IIoT
vulnerabilities, security risks, and defenses. Section IV dis-
cusses various blockchain-based privacy protection strategies
for IIoT systems. A discussion and an analogy with recent
surveys are presented in Section V. Then, in Section VI,
we outline open issues and suggest innovative strategies
and approaches for research direction. Finally, Section VII
concludes this article.

II. PRIOR KNOWLEDGE

We first present a unified alphabetical list of the acronyms
and abbreviations used in this article (see Table I) to help
readers and make the material easier to understand. This list
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Fig. 2. General representation of the layered architecture of the IIoT system.

makes it easy for readers to search for unfamiliar acronyms
and abbreviations.

A. IIoT System Architecture in General

Building a typical IIoT infrastructure aims to enable rapid
and reliable data access for businesses. As IIoT is new, there
are no fixed guidelines for its architecture. It varies based on
company demands. IIoT has four primary layers: 1) percep-
tion; 2) network; 3) processing; and 4) application. Fig. 2
shows these levels. A detailed explanation of each layer
follows.

1) Perception Layer: At the bottom of the IIoT architectural
hierarchy is the perception layer. It integrates sensors,
actuators, intelligent machines, and network connec-
tivity in the industrial unit. Sensors collect data from
the physical world and send it to the cloud for anal-
ysis. Predictive models are used to control actuators,
influencing industrial mechanisms.

2) Network Layer: The network layer is the primary
information conductor throughout the IIoT system. It
acts as a bridge between the perception layer, the
processing layer, and the application layer. As a result, it
ensures all data and control flows throughout the organi-
zation via digital sensor networks, Ethernet, or wireless
technologies, such as Wi-Fi, wireless sensor networks
(WSNs), WLANs, RFID, ZigBee, Bluetooth, 3G, 4G,
and so on.

3) Processing Layer: The processing layer in cloud-based
IIoT receives and analyzes data from sensors and
devices. It utilizes cloud computing, including AI,
machine learning (ML), and deep learning, to generate

insights, facilitate predictive analysis, and improve
efficiency, production, and cost in manufacturing.

4) Application Layer: The business applications needed
for industrial organizations’ growth and modernization
exist in this layer. It interacts with end-node devices
based on the processed data, aiding in monitoring, opti-
mizing energy usage, setting alarms, improving uptime,
controlling actuators remotely, etc.

B. Unified Namespace for IIoT Infrastructure

Before discussing why the unified namespace (UNS) is
essential to properly use IIoT and Industry 4.0 principles
and digitally transform a business, we first outline in more
detail the functionality of the many fundamental components
required to construct a typical IIoT infrastructure.

1) PLC: “PLC” stands for programmable logic controller,
which allows industrial employees to interact with and
monitor tools and processes. HMIs can be tablets, inte-
grated screens, or computer monitors, helping users
manage operations, identify issues, and understand
industrial processes.

2) HMI: “HMI” stands for human–machine interface,
enabling factory employees to interact with and moni-
tor tools, processes, or technology. HMIs can be tablets,
integrated screens, or computer monitors, essential
for controlling operations and understanding industrial
processes.

3) SCADA: A SCADA system is software that manages,
tracks, and evaluates industrial processes. It communi-
cates with field controllers, gathers real-time data, and
displays it to operators via an HMI, enabling them to
monitor and control the process efficiently.
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Fig. 3. Typical architecture for IIoT systems. (a) IIoT systems with multiple discrete connections between nodes that do not use a UNS. (b) IIoT systems
that make use of a UNS.

4) MES: MES are electronic programs that improve
industrial productivity and reduce paper usage. They
capture real-time data to accelerate production cycles.
The core capabilities include work orders, scheduling,
manufacturing productivity measurement, and downtime
monitoring.

5) ERP: ERP is used by organizations to manage various
tasks, such as ordering, finances, HR, and operations.
It centralizes data, providing end-to-end connectivity,
improving customer service, and empowering employees
with real-time data for enhanced productivity.

6) Warehouse Management System (WMS): A WMS is a
piece of software that manages all of the operations in
a warehouse. WMS gives visibility and regulates crucial
processes like inventory management, location manage-
ment, receiving and put-away, picking, packing, and
sorting. WMS removes reliance on warehouse staff for
operational and inventory-related decisions.

In the vast majority of businesses today, data would either
be sent from PLC to SCADA or from PLC to HMI, which
would subsequently be passed to the SCADA system. There
is no direct communication between the ERP system and
the SCADA system, so if a business ever wanted to get
information from its ERP system into the SCADA system,
it would have to do two things: first, connect the ERP system
to the MES system to obtain any new data the SCADA
system requested, and second, map it from the MES system
to the SCADA system. As a result, as corporations expand,
their systems wind up having thousands of connections

between different nodes. Fig. 3(a) depicts the different discrete
connections that exist between the various nodes of the
organization’s IIoT platform.

To harness IIoT and Industry 4.0 concepts for digital trans-
formation, we need to connect all applications seamlessly
using a UNS (UNS). Each component in the plant becomes a
system node. UNS acts as the information source for SCADA
systems and HMIs, while PLC, MES, ERP, WMS, and other
applications publish and retrieve data from it. The IIoT archi-
tecture with a UNS is depicted in Fig. 3(b). This architecture
empowers real-time monitoring, analysis, and predictions,
enhancing industrial efficiency and decision making. However,
many businesses struggle with ML and AI projects due to the
absence of a shared UNS, hindering progress and optimization
across the organization’s digital infrastructure.

C. Analysis of MQTT for IIoT Systems

1) Components and Structure of MQTT: The MQTT [17]
is an efficient messaging protocol tailored for the IIoT ecosys-
tem, offering scalability and wide-ranging application support.
MQTT’s architecture revolves around the concept of publish-
ers and subscribers, ensuring low latency, reduced bandwidth
consumption, and power efficiency. The protocol dynamically
employs three levels of Quality of Service (QoS) for mes-
sage delivery, allowing flexible reliability options. Its structure
comprises publishers, brokers, and subscribers. Publishers act
as senders, connecting to an MQTT broker over TCP for
message transmission. The broker serves as an intermediary,
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handling both subscribing and publishing tasks, receiving
messages from publishers and disseminating them to rel-
evant subscribers. Communication within MQTT revolves
around topics, serving as paths for message transmission.
This structure enables a streamlined, efficient data exchange
mechanism.

2) MQTT in IIoT Systems: Fig. 3(b) illustrates an exam-
ple of IIoT using MQTT at its core. The MQTT protocol
enables seamless communication and data exchange between
the SCADA, ERP, and EMS systems, allowing them to col-
lect and access real-time information about the state of our
business. Through MQTT, these systems can efficiently share
data and insights, ensuring a synchronized flow of information
across the entire IIoT ecosystem. By utilizing a UNS, the data
collected from these systems is stored in a standardized and
organized manner, facilitating easy retrieval and analysis. This
unified approach ensures that the SCADA, ERP, and EMS
systems can collaborate effectively, providing a comprehen-
sive view of our business operations and empowering informed
decision making based on the up-to-date and accurate data.

On contrary, Fig. 3(a) illustrates an example of IIoT not uti-
lizing MQTT at its core. Any IIoT architecture employing the
model depicted in Fig. 3(a) is bound to face significant chal-
lenges and may ultimately fail to meet the necessary criteria
for successful deployment. For instance, without the MQTT
protocol, the SCADA, ERP, and EMS systems would face sig-
nificant communication challenges, hindering their ability to
collect and access real-time information about the state of our
business. Without MQTT, the systems would lack a standard-
ized and efficient means of transferring data, resulting in a
disjointed and fragmented information flow. Consequently, the
absence of MQTT would impede the creation of a UNS for
storing data, making it difficult to organize and retrieve rel-
evant information efficiently. As a result, the SCADA, ERP,
and EMS systems would operate in isolation, leading to sub-
optimal decision making based on outdated and incomplete
data, ultimately hindering our business’s ability to thrive in a
competitive and dynamic industrial landscape.

D. Real-World Scenarios Demonstrating the Benefits and
Security Challenges of IIoT in Industrial Settings

IIoT technologies offer numerous benefits, as we observe an
increasing number of companies aiming to incorporate them
into their strategies. However, despite these benefits, several
problems occur, particularly security and privacy issues.

1) Real-World Illustrations Showing the Advantages of IIoT
Implementation: The IIoT offers various noteworthy benefits
across industrial settings. The ability to increase produc-
tion and efficiency through intelligent and remote supervision
is one of the main factors driving its adoption by many
industry Sectors. By utilizing real-time data and insights,
IIoT helps prevent downtime due to equipment failures and
other performance issues, which improves productivity in the
workplace.

A well-known Japanese company in the automated indus-
try, the Hirotec Group, is a prime example of the advantages
of IIoT. They decreased downtime and increased production

efficiency by adopting an IIoT platform. The IIoT platform
provided real-time monitoring, optimized production, and
guaranteed better working conditions for staff by utilizing a
wide range of data sources, including robots, cameras, and
sensors. At Hirotec, automated predictive maintenance shows
how IIoT improves industrial operations by further increasing
safety and efficiency [18], [19], [20].

Another example of the benefits offered by IIoT can be
seen in smart warehousing in logistics. DHL and Alibaba, two
top players in the logistics and e-commerce industries, have
improved their warehouse and logistics operations by utiliz-
ing IIoT systems. DHL has embraced several technologies,
including sensors in mailboxes to notify drivers of effective
product pickups and IIoT installation in their facilities for
better shipment tracking and storage. Aiming to use robotics
in material handling, warehouses, and last-mile deliveries,
they also investigate robotics and autonomous aerial vehi-
cles to alleviate potential labor shortages in the future. In
a similar vein, Alibaba automates the storage to packaging
operations in smart warehouses using robotic devices outfitted
with Wi-Fi signals and laser sensors, significantly lowering
the need for labor and boosting productivity. These IIoT
installations have led to higher process throughput, reduced
labor reliance, and increased operational efficiency for both
companies. These businesses have established themselves as
market leaders in logistics and e-commerce by embracing IIoT
technical breakthroughs and Industry 4.0 ideas [21].

2) Instances of Real-World Attacks Directed Against IIoT
Systems: To substantiate our argument that IIoT systems are
vulnerable to various security concerns, we evaluated some
of the most relevant real-world attack scenarios that have
occurred in diverse industrial sectors.

1) Bombardier Cybersecurity Breach: Bombardier, a
Canadian manufacturer of business jets, experienced
unauthorized access and data extraction by exploiting
a vulnerability in a third-party file-transfer application.
This application was running on purpose-built servers,
isolated from the main Bombardier IT network. The
company promptly responded to the incident by initiat-
ing its cybersecurity protocols and seeking the expertise
of cybersecurity and forensic professionals to assess
the extent of the breach. Forensic analysis revealed
that personal and confidential information of employees,
customers, and suppliers was compromised, affecting
around 130 employees in Costa Rica [22].

2) WannaCry Ransomware Attacks: The NHS faced a
global cyberattack on 12 May 2017, involving the
WannaCry ransomware. The attack also affected other
organizations, such as Telefnica, Renault, and FedEx.
Although the NHS was not a direct target, its com-
plex environment, including computing, medical, and
political factors, contributed to its vulnerability. Legacy
systems, such as Windows XP, were not the main
cause, as WannaCry crashed computers before encryp-
tion. A Microsoft patch released two months earlier
could have prevented the attack, but organizational
challenges hindered its implementation across all NHS
environments [23].
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3) TRITON Malware Attack: The Triton attack on petro-
chemical facilities in the Middle East in 2017 raised
serious concerns about ICS malware threats. Designed
to target safety instrumented systems (SISs), the
Triton malware aimed to disrupt or damage industrial
processes, posing potential risks to human life. The
sophisticated malware-embedded PowerPC shellcode
and the proprietary communication protocol TriStation,
granting attackers complete control over the target
system. While the attack did not fully succeed, inves-
tigators warned of the catastrophic consequences had
the final payload been delivered. The Triton attack
represented a significant shift in ICS targeting, empha-
sizing the need for robust security measures to safeguard
the critical infrastructure from potential cyber–physical
risks [24], [25].

E. Empirical Investigations of Companies Implementing the
Industrial Internet of Things in Their Operational
Frameworks

As was already said, there have been significant improve-
ments in using IIoT systems to enhance performance and
efficiency in industries. Various technology-driven sectors like
manufacturing, IT industries, automotive, healthcare, agricul-
ture, and retail have started adopting IIoT technology to
transform their businesses digitally [26]. This adoption allows
them to make decisions faster and improve their operations.
In the following, we will explore real-life examples of compa-
nies that have successfully included IIoT in their operational
processes.

1) Case Study 1—The Dutch SME 247 TailorSteel:
247TailorSteel, an SME, effectively implements IIoT in its
fully automated factory [27]. With 125 employees, a 30 mil-
lion euro turnover in 2014, and 25%–30% annual growth, it
exemplifies Industry 4.0. Their proprietary software, SOPHIA,
automates production, logistics, and online orders, reducing
costs and ensuring faster operations. Robotic vehicles oversee
production, ensuring efficiency. The customer-centric approach
allows small-batch orders without cost variations. Expansion
plans include establishing additional European factories to
enhance accessibility and customer satisfaction.

2) Case Study 2—Siemens: Siemens is a remarkable exam-
ple of a business embracing IIoT, with its platform brand,
MindSphere, introduced in 2016 as a commercial IIoT ser-
vice catering not only to manufacturing customers but also
extending its reach beyond, forming the core of the com-
pany’s IIoT strategy [28]. MindSphere offers various features,
such as machine connectivity and front-end IIoT apps. Initially
relying on SAP’s infrastructure services, Siemens later estab-
lished robust partnerships with leading cloud service providers
like Amazon and Microsoft to solidify its position within
the complex IIoT landscape. Leveraging its technological
expertise in industrial networks and controllers at the con-
nectivity layer, Siemens gains a critical advantage in the
IIoT ecosystem, as emphasized by multiple interviewees.
Customers who have implemented Siemens’ factory automa-
tion systems often opt for MindSphere as their preferred

platform solution. Additionally, MindSphere integrates diverse
new connectivity solutions, including open standards, facili-
tating seamless connections with various industrial devices.
Siemens has successfully cultivated a portfolio of applica-
tions connected with MindSphere, significantly enhancing the
commercial appeal of IIoT systems. Many of these appli-
cations were developed and introduced by Siemens or its
affiliated companies. Siemens also actively encourages third-
party development, exemplified by its 2018 acquisition of
Mendix, an American software manufacturer specializing in
user-friendly “low-code programming” solutions for appli-
cation developers, a strategic initiative reinforcing Siemens’
commitment to a thriving IIoT ecosystem.

F. Limitations of IIoT System Architecture

Despite the advantages, the IIoT system architecture has
limitations that require attention to fully leverage its capabil-
ities in industrial ecosystems. Below, we critically examine
these limitations across the four primary layers, considering
their impacts on reliability, scalability, interoperability, and
security.

1) The heterogeneity of IoT devices presents reliability
challenges with limitations in hardware and software
components, affecting parameters like throughput and
data accuracy [29], [30]. Sensors and actuators in remote
IIoT habitats face environmental factors, such as extreme
temperatures and mechanical wear, leading to hard-
ware failures and malfunctions [31]. An example of
such challenges is the Boeing 787 Dreamliner, which
experiencing unexpected shutdowns due to a software
glitch in its IIoT-enabled electrical system, resulting in
performance issues [32].

2) Moreover, the reliance on devices with limited computa-
tional capabilities, memory storage, and battery power in
IIoT systems introduces additional challenges to reliabil-
ity. These constraints can result in energy consumption
and time delay issues during computation offloading,
further exacerbating reliability concerns [33].

3) Moreover, the reliance on devices with limited computa-
tional capabilities, memory storage, and battery power in
IIoT systems introduces additional challenges to reliabil-
ity. These constraints can result in energy consumption
and time delay issues during computation offloading,
further exacerbating reliability concerns [33].

4) Stable network connectivity and resilient communica-
tion methods are crucial for IIoT system reliability.
However, the architecture itself poses difficulties in
terms of communication protocol inefficiencies, network
congestion, and latency problems [34], [35], [36]. With
more devices connected, network congestion can hap-
pen, which can cause packet loss, increased latency,
and delays in data transmission [34]. When mobile-edge
computing (MEC) is used, it makes network congestion
worse, especially for tasks requiring a lot of data bits,
which could result in task failure and a long queue [35].
The present methods for time-slotted packet scheduling,
which are frequently used in IIoT systems to achieve
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the appropriate QoS, are hampered by network overhead
and scalability issues [36]. Furthermore, using heteroge-
neous communication protocols for data transfer creates
communication gaps between devices in the field and the
cloud, increasing latency and decreasing reliability [37].

5) Within the processing layer of IIoT systems, data loss
or inconsistent data is a reliability risk. Intermittent or
unreliable network connections can cause data packets
to be lost or delayed. The heterogeneity of devices and
data formats conveyed via IIoT networks raises the pos-
sibility of data parsing mistakes in the processing layer,
which could result in inaccurate processing results [38].
The increased volume of data could overwhelm the pro-
cessing layer, causing bottlenecks that hinder real-time
analysis and response and lower system reliability [39].
Insufficient error-handling mechanisms within the pro-
cessing layer may compromise reliability since errors
during data processing may not be effectively captured
or recovered.

6) The application layer of IIoT systems, while not subject
to the same constraints as the network or device layers,
relies on the reliability of the lower layers. Inadequate
data from the lower layers, such as inconsistencies,
anomalies, or a lack of integrity, can compromise the
reliability of the application layer. Application failures
triggered by inadequate input validation or inefficient
resource management within the application layer can
render the entire application unreliable, impacting over-
all system reliability. Insufficient anomaly detection
techniques and data integrity checks further exacerbate
reliability concerns [38].

7) The IIoT system architecture faces difficulties with scal-
ability in several areas. Scalability problems are due to
the IIoT systems’ exponential device expansion, diver-
sity of networks, heterogeneity, and enormous volume of
generated data. Scalability problems include managing
large amounts of data transfer, addressing and recogniz-
ing devices, and supplying networking capabilities. IIoT
systems face additional difficulties in terms of scalabil-
ity due to energy consumption and the need to replenish
depleted batteries [40].

8) Security is a critical concern in IIoT systems, given
the value of the generated data and the resource-
constrained nature of the communication network.
Traditional security mechanisms are often insufficient
to protect the complexity of IIoT systems, necessi-
tating lightweight cryptography and privacy assurance.
Interoperability challenges arise from the high hetero-
geneity of devices, technologies, and standards, requir-
ing solutions to ensure seamless communication and
integration. Data format incompatibility and the han-
dling of big data introduce additional challenges to
interoperability [37], [41].

III. SECURITY IN IIOT SYSTEMS

This section examines in-depth several security issues relat-
ing to IIoT systems. A hacking scenario is used as a strategy at

each tier of the IIoT architecture to first classify the different
types of vulnerabilities that can be exploited. Then, depend-
ing on these flaws, we present which assaults the hacker can
use to compromise the security on the related layer, and ulti-
mately, we analyze all of the consequences, direct impacts,
and corresponding countermeasures that follow such security
attacks.

A. Hacking Scenario on Perception Layer

As previously stated, the perception layer is a physical layer
that houses IIoT devices responsible for detecting and col-
lecting data about their immediate surroundings while also
managing critical infrastructure to improve industrial machin-
ery and production. This layer’s vulnerabilities can pose a
significant threat to industrial organizations, leading to cyber-
security risks. IIoT devices are more susceptible to attacks
due to their exposure to the outside world. Understanding the
potential vulnerabilities in this layer helps us identify vari-
ous types of attacks that could target it. To demonstrate this,
let’s consider a hypothetical automobile manufacturing plant
called ’‘Prime MotorX” that produces cars, trucks, and other
motor vehicles as a case study. In our hacking scenario, we
explore the weaknesses in the IIoT devices and sensors used in
the Prime MotorX. We discuss how adversaries exploit these
vulnerabilities to perform their attacks and describe potential
attacks and their effects. Moreover, we provide security mea-
sures to prevent such attacks from spreading within Premier
MotorX’s system, as shown in Fig. 4.

1) Security Concerns in Prime MotorX’s Perception Layer:
We will explore the potential vulnerabilities in the Prime
MotorX perception layer that a malicious attacker could
exploit to attack a specific target within Prime MotorX. The
term “target” refers to the entity, system, device, or resource
that the adversary aims to compromise or gain unauthorized
access. These targets include but are not limited to IIoT
devices, user credentials, servers, software, network infrastruc-
ture, critical infrastructure, or even the entire organization.

Scenario−1: Prime MotorX is equipped with hydraulic
presses used for molding and shaping various vehicle com-
ponents. The company utilizes a PLC to regulate the pressure
and timing of the presses, ensuring precise and consistent for-
mation of parts according to required specifications. However,
there is a vulnerability risk as the PLC is widely exposed in the
field with inadequate oversight and unlimited access, making
it easily accessible to unauthorized individuals. The poor hard-
ening of the PLC makes it possible for malicious attackers to
gain access to the PLC, thus allowing them to physically dam-
age or tamper with it. The effects of damaging the PLC can
disrupt manufacturing. The presses may malfunction, leading
to faulty vehicle parts and production stoppage until repaired,
costing Prime MotorX valuable time and money. The effects of
tampering with the PLC can have different outcomes. Wrong
adjustments may lead to poorly formed vehicle parts, impact-
ing product quality. Severe tampering can cause the presses to
malfunction, causing production delays and equipment dam-
age. Unauthorized access can also pose security risks, with
control over critical processes leading to safety hazards or data
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Fig. 4. Hacking scenario on the IIoT perception layer is utilized here to demonstrate the frequent vulnerabilities encountered in this layer, possible attacks
arising from these flaws, and countermeasures to be put in place against these attacks.

breaches. In this scenario, the exploited vulnerability is Poor
Hardening and the launched attacks are Physical Damage [42]
and Tampering [43], with the target being the PLC.

Scenario−2: Prime MotorX is equipped with thermocou-
ples to maintain precise and consistent temperature conditions
during various stages of its manufacturing process. These
thermocouples ensure that critical components and materi-
als operate within the required temperature ranges, which
is crucial for producing high-quality vehicles. The thermo-
couples have firmware software that enables them to carry
out particular tasks, like precisely sensing temperature and
sending data to other devices or systems inside the produc-
tion facility. However, the firmware software has not been
updated with the latest security patches since last month, and
as a result, it is unable to address known vulnerabilities or
weaknesses. Moreover, Prime MotorX has neglected to enable
authentication checks mechanisms on the firmware software of
all its thermocouples. By not implementing these authentica-
tion measures, the thermocouples cannot verify the legitimacy
of any updates or commands they receive and, thus, cannot
prevent unauthorized access to the firmware. A malicious actor
may exploit these vulnerabilities to launch a ransomware and
malware attack on the thermocouples’ firmware (for example,
by sending malware or harmful software when the firmware
requests an update from the server). The effects of such an
attack on the outdated firmware can disrupt the proper func-
tioning and operations of the thermocouples, compromise data
integrity, disrupt operations, and potentially lead to a complete
shutdown of Prime MotorX’s industrial system. Similarly,
launching malware on the weak authenticated firmware can
cause the device to malfunction, infect other devices, lead
to critical data loss, and put the company’s business at

risk. In this scenario, the exploited vulnerabilities are Patch
Management Failure and Weak Authentication. The launched
attacks include Ransomware [44], [45], and Malware [46],
with the target being the Firmware.

Scenario−3: Prime MotorX is equipped with resistance
temperature detectors (RTDs) that have similar capabilities to
thermocouples in monitoring temperature. RTDs are highly
accurate and reliable, providing precise temperature readings
in a wide range of temperatures. These RTDs are connected
to PLCs with firmware software that interprets and utilizes
the temperature data for various operational purposes. The
firmware requires authentication checks, such as passwords,
for logging in. However, some employees continue to use the
default preconfigured password provided by the RTDs’ sup-
plier, while others use weak passwords. A malicious actor
could exploit these vulnerabilities to launch default passwords
and brute force attacks on user credentials. For those using
the standard password, the attacker could search for press
releases revealing the default administrator password, gain
unauthorized access to private information, damage devices,
and launch Denial-of-Service (DoS) attacks. For users with
weak passwords, the attacker could use code to guess probable
combinations to obtain the real password and seize con-
trol of the RTDs, potentially compromising production data
and other devices. In this scenario, the exploited vulnera-
bilities are weak Authentication and Misconfiguration. The
launched attacks include default password attack [47], [48],
DoS attack [49], [50], and Brute force attack [51], [52], with
the target being the user credentials.

Scenario−4: A wireless sensor is built into Prime MotorX
to help the manufacturing assembly robot. The sensor is prone
to manipulation because it is an older model with inadequate



EYELEKO AND FENG: CRITICAL OVERVIEW OF INDUSTRIAL INTERNET OF THINGS SECURITY AND PRIVACY ISSUES 21925

processing power. A ransomware assault could be launched
on the sensor by an attacker, with serious repercussions. The
obsolete sensor might not have the necessary security updates,
leaving it open to ransomware infection and data encryption.
As a result, the sensor’s performance might be compromised,
which could result in the loss of crucial data and have an effect
on the entire production process. Production delays, financial
losses, and significant hazards to the integrity and safety of
the manufacturing plant could all result from this attack.In
this scenario, the exploited vulnerability is Design, and the
launched attack is a Ransomware [53], [54] on the Legacy
Sensor.

2) Countermeasures for Security Issues in the Perception
Layer: Based on the analysis of the different vulnerabilities
and security attacks in the perception layer previously listed
in scenarios 1, 2, 3, and 4, we discuss for each case study the
various security measures that must be put in place to ensure
the protection and security of IIoT devices.

Countermeasures for Scenario−1: We have discussed the
occurrence of Physical Damage and Tampering attacks target-
ing the perception layer of the IIoT in our hacking scenario-1.
In this section, we will explore and examine diverse coun-
termeasures that can be effectively employed to mitigate the
impact of these attacks.

Physical Damage Attacks−Countermeasures: Strong fences
can be installed around critical equipment and infrastructure
to prevent unauthorized physical access. Additionally, the use
of anti-theft and tracking devices can deter potential attackers
and facilitate the recovery of stolen assets. Furthermore, the
deployment of motion detection cameras and alarm systems
can enhance security measures, providing real-time alerts in
case of suspicious activities. Regular inspection and assess-
ment of equipment can also help in identifying any signs
of tampering or damage at an early stage, enabling prompt
corrective actions. In addition to the above measures, the adop-
tion of anti-tampering and anti-counterfeiting technologies can
further safeguard the integrity of the perception layer. These
technologies can help detect any attempts to tamper with or
counterfeit components and equipment, ensuring the authen-
ticity and reliability of the IIoT devices. By employing these
comprehensive countermeasures, organizations can effectively
defend against Physical Damage attacks and enhance the over-
all security posture of their IIoT infrastructure [55], [56], [57].

Tampering Attacks−Countermeasures: The adoption of
anti-tampering and anti-counterfeiting technologies can fur-
ther safeguard the integrity of the perception layer. These
technologies can help detect any attempts to tamper with or
counterfeit components and equipment, ensuring the authen-
ticity and reliability of the IIoT devices.Implement secure
boot and code signing to prevent unauthorised code change,
use cryptographic techniques to preserve data integrity, mak-
ing it harder for attackers to modify data during transit
or storage. By employing these comprehensive countermea-
sures, organizations can effectively defend against Tampering
attacks and enhance the overall security posture of their IIoT
infrastructure [57].

Countermeasures for Scenario−2: We have discussed the
occurrence of Physical Ransomware and Malware attacks

targeting the perception layer of the IIoT in our hacking
scenario-2. In this section, we will explore and examine
diverse countermeasures that can be effectively employed to
mitigate the impact of these attacks.

Ransomware Attacks−Countermeasures: To defend against
ransomware attacks in the IIoT perception layer, implementing
cyber threat hunting (CTH) helps proactively identify and mit-
igate potential threats before they escalate. Regular firmware
and device patches address known vulnerabilities, minimizing
the attack surface for ransomware. Furthermore, introducing
more robust and secure endpoints enhances device security,
reducing the likelihood of successful ransomware infiltrations.
By adopting these countermeasures, the IIoT perception layer
can bolster its resilience against ransomware attacks and safe-
guard critical industrial operations and data from potential
harm [58], [59], [60].

Malware−Countermeasures: To defend against malware
attacks in the IIoT perception layer, the implementation
of sophisticated cybersecurity frameworks offers comprehen-
sive protection and threat detection capabilities. Employing
dependable authentication methods, like multifactor authen-
tication (MFA), during updates ensures that only authorized
personnel can access and modify critical components, reduc-
ing the risk of malware infiltration. Additionally, leveraging
the interplanetary file system (IPFS) for data storage and
retrieval enhances data integrity and availability, mitigating
the impact of potential malware-induced data loss. Creating
regular backups of data on devices adds an extra layer of
defense, safeguarding against data loss or corruption in the
event of a malware attack. These countermeasures fortify the
IIoT perception layer, bolstering its resilience against mal-
ware and safeguarding the integrity and availability of essential
industrial processes and data [61], [62], [63], [64].

Countermeasures for Scenario−3: We have discussed the
occurrence of Default Password attacks and Brute Force
attacks targeting the perception layer of the IIoT in our hack-
ing scenario-3. In this section, we will explore and examine
diverse countermeasures that can be effectively employed to
mitigate the impact of these attacks.

Default Password−Countermeasures: Countermeasures
against Default Password Attacks in the IIoT perception
layer involve eliminating the use of default passwords and
encouraging the implementation of strong, unique passwords
for all devices and accounts. Manufacturers and users should
ensure that default credentials are changed upon initial setup
to prevent unauthorized access. Implementing a one time
password (OTP) system adds an extra layer of security,
generating time-limited and unique passwords for each login
attempt. Password managers can help users maintain complex
and diverse passwords without the risk of forgetting or
reusing them. Additionally, employing MFA reinforces the
defense against default password attacks, requiring users to
provide multiple forms of identification for access, making it
significantly harder for malicious actors to gain unauthorized
entry. Moreover, ensuring secure endpoints with up-to-date
firmware and robust security measures can prevent the
exploitation of devices with default passwords, bolstering the
overall resilience of the IIoT perception layer [65], [66], [67].
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Fig. 5. Common vulnerabilities found in this layer, the attacks arising from these vulnerabilities, and the countermeasures to be implemented against these
assaults are all described, accordingly, using a hacking scenario on the network layer of IIoT.

Brute Force−Countermeasures: Countermeasures against
Brute Force Attacks in the IIoT perception layer include set-
ting account lockout policies that temporarily lock accounts
after a specified number of failed login attempts, hindering
brute force attackers from making repeated guesses. Utilizing
strong passwords, as mentioned previously, further strengthens
defense by increasing the complexity of potential combina-
tions, rendering brute-force attacks less feasible. Enforcement
of laws and regulations on device management can also
mandate secure authentication practices, discouraging manu-
facturers and users from employing weak password policies.
Continuous monitoring of login attempts and suspicious activ-
ities can help detect and prevent brute force attacks in real
time, allowing for timely response and mitigation. Combining
these countermeasures reinforces the security posture of the
IIoT perception layer, safeguarding against brute force attacks
and ensuring the protection of critical industrial processes and
data [66], [67].

Countermeasures for Scenario−4: We have discussed the
occurrence of Physical Ransomware attacks targeting the
old legacy wireless sensor devices on The IIoT percep-
tion layer in our hacking scenario-4. In this section, we
will explore and examine diverse countermeasures that can
be effectively employed to mitigate the impact of these
attacks.

Ransomware on Old Devices−Countermeasures: To defend
against Ransomware attacks targeting old legacy wireless
sensor devices in the IIoT perception layer, one effective coun-
termeasure is to address design vulnerabilities by replacing
these outdated devices with more secure and modern alter-
natives. Upgrading to newer wireless sensor devices ensures
that they are equipped with the latest security features, making
them less susceptible to Ransomware attacks. Legacy devices
may lack robust security mechanisms, making them easy tar-
gets for malicious actors. By eliminating these old legacy
devices and adopting newer ones with enhanced security
protocols, organizations can better protect their IIoT infras-
tructure from Ransomware threats and mitigate potential risks
associated with outdated technology [68].

B. Hacking Scenario on Network Layer

To map the vulnerabilities, security threats that exploit those
flaws, and different measures to take against these attacks (see
Fig. 5), we use the same analogy as in the previous hacking
scenario.

1) Security Concerns in Prime MotorX’s Network Layer:
We will explore the potential vulnerabilities in the Prime
MotorX network layer that a malicious attacker could exploit
to attack a specific target within Prime MotorX.
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Scenario−5: In this situation, a malicious actor knows cer-
tain sensors at Prime MotorX that send data to the cloud for
analysis through radio communication, but these sensors lack
encryption for their data. This vulnerability allows the attacker
to perform an eavesdropping attack, intercepting the unen-
crypted data and accessing critical information about Prime
MotorX. To address this issue, Prime MotorX’s IT security
team decided to encrypt the sensor data before sending it to
the cloud, making it unreadable to the attacker. However, the
attacker can still capture the encrypted data and carry out a
Traffic Analysis attack using tools like Wireshark to monitor
the connection between the sensor and the cloud and access
the data based on their observations. Additionally, the attacker
may employ a replay attack, repeatedly sending the captured
data to the cloud server to cause confusion and unauthorized
effects. In this scenario, when the data is unencrypted, the
attacker exploits insufficient data and transport encryption as
a vulnerability and launches an Eavesdropping [69], [70], with
the target being Unencrypted Data. On the other hand, when
the data is encrypted, the attacker launches a Traffic Analysis
attack [71], utilizing Wireshark [72], and a Replay attack [73],
with the target being the encrypted data. Eavesdropping and
Traffic Analysis are passive attacks, whereas the Replay attack
is an active attack.

Scenario−6: In this case, a malicious actor aims to launch
a series of attacks on Prime MotorX’s network. Since direct
access to the network is not possible, the adversary decides
to explore security vulnerabilities in the IIoT end devices
and system programs of Prime MotorX. These vulnerabili-
ties include misconfigured authentication mechanisms, default
configuration, outdated software, weak encryption, and firewall
issues. By exploiting these weaknesses, the adversary seeks to
obtain user credentials or bypass authentication to take con-
trol of the nodes. This would allow him to gain access to
the network and carry out malicious activities. The target of
the attacks is two nodes of Prime MotorX’s WSN. The mali-
cious actor can choose to launch various attacks, including the
Wormhole attack without prior knowledge of the network. This
attack involves using a compromised nodeX close to a legiti-
mate node in the network to capture packets from nodeX and
tunnel them to another compromised nodeY at the other end of
the network. The packets are then forwarded to the legitimate
receiving node and its neighboring nodes, causing delays and
disruption in the routing algorithm. Another potential attack is
the Blackhole attack, where the compromised nodeX deceives
the source code into believing it has the shortest path to the
destination node. However, nodeX drops all packets sent to
nodeB, resulting in data loss and potential financial conse-
quences for the company Prime MotorX. The attacker may
also consider the Sybil attack by assigning multiple fake iden-
tities or solids to malicious nodes. These fake identities could
be used to gain unauthorized access to the network and manip-
ulate the transmission flow of data packets, compromising
data integrity and network stability. The Sinkhole attack is
another option, where the malicious actor tricks neighboring
nodes into believing that nodes have the shortest path to a
base station (BS) serving as a communication link between
sensor network nodes. This allows him to direct all traffic

from neighboring nodes to itself, enabling various attacks on
the security and integrity of Prime MotorX. The attacker can
employ the Routing Table Poisoning attack using the infected
nodes to corrupt the routing tables of other legitimate nodes
in the network. This leads to routing loops, inefficient rout-
ing, and bandwidth bottlenecks, significantly damaging the
network’s performance. Two types of DoS attacks can also be
launched by the attacker. The first is the traditional DoS attack,
where the adversary overloads a server of Prime MotorX
with multiple TCP connection requests, preventing legitimate
users from accessing it and causing production slowdowns
and financial losses. The other type is the Distributed DoS
(DDoS) attack, which involves using multiple computers and
network connectivity (botnet) to launch a coordinated attack
on the target. This amplifies the impact, causing severe dis-
ruptions, loss of revenue, and data breaches. These potential
attacks demonstrate the critical need for Prime MotorX to
address the identified vulnerabilities promptly and implement
robust security measures to safeguard its IIoT infrastruc-
ture and prevent potential attacks from malicious actors.In
this scenario, the exploited vulnerabilities encompass Weak
Authentication and Misconfiguration. The launched attacks
consist of the Wormhole attack [74], Blackhole [58], [75],
the Sybil attack [60], the Sinkhole attack [76], the Routing
Table Poisoning attack [77], DoS attack [78], [79], the DDoS
attack [79], [80], with the target being the WSN Nodes of
Prime MotorX.

2) Countermeasures for Security Issues in the Network
Layer: In this section, we emphasize the available defenses
against the numerous security threats to the IIoT network layer
that were previously described in scenarios 5 and 6.

Countermeasures for Scenario−5: We have discussed the
occurrence of Eavesdropping, Traffic Analysis, and Replay
attacks targeting the network layer of the IIoT in our hack-
ing scenario 5. In this section, we will explore and examine
diverse countermeasures that can be effectively employed to
mitigate the impact of these attacks.

Eavesdropping−Countermeasures: To defend against eaves-
dropping attacks on the IIoT network layer, implementing
robust preventative measures is essential. Strengthening wire-
less connections through enhanced authentication and autho-
rization processes, such as adopting WPA3, can significantly
reduce the risk of unauthorized access. Installing firewalls
and regularly updating software helps to fortify the network’s
defenses against potential vulnerabilities. Additionally, using
a virtual private network (VPN) when connecting to public
Wi-Fi can further secure data transmission and prevent poten-
tial eavesdroppers from intercepting sensitive information.
By proactively incorporating these countermeasures, organi-
zations can bolster the security of their IIoT network layer
and safeguard against eavesdropping threats [81], [82], [83].

Traffic Analysis Attacks−Countermeasures: To defend
against traffic analysis attacks on the IIoT network layer, sev-
eral countermeasures can be implemented. Employing strong
encryption algorithms to encrypt both internal and external
traffic enhances data security and confidentiality, making it
difficult for attackers to decipher the information being trans-
mitted. Utilizing network address translation (NAT) to redirect
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traffic on IIoT devices adds an additional layer of complex-
ity, making it challenging for attackers to discern the nature
of the communication. Controlling the timing of packet trans-
mission and adopting differential privacy techniques further
obfuscates traffic patterns, preventing potential attackers from
extracting meaningful insights. Implementing real-time traf-
fic flow analysis and detection mechanisms helps identify and
thwart malicious activities, enhancing the overall security of
the IIoT network layer. By combining these countermeasures,
organizations can effectively safeguard against traffic analysis
attacks and protect the integrity and privacy of their data and
communications [84], [85], [86].

Replay Attacks−Countermeasures: For security counter-
measures against replay attacks on the IIoT network layer,
several measures can be implemented. First, ensuring the
encryption of the communication channel between nodes and
the client-server using a secure protocol like TLS or SSL
adds a layer of protection against intercepted and replayed
data. Additionally, applying timestamps and sequence num-
bers on each transmitted data packet helps to prevent replay
attacks by enabling the detection of duplicate or outdated
packets. Alternatively, employing a session key during transac-
tions between communicated nodes ensures that the generated
key can only be used for a specific session and becomes
invalid for subsequent transactions, thereby thwarting replay
attempts. By incorporating these countermeasures, organiza-
tions can enhance the security of their IIoT network layer and
defend against replay attacks effectively [87], [88], [89], [90].

Countermeasures for Scenario−6: We have discussed the
occurrence of Wormhole, Blackhole, Sybil,Sinkhole, Routing
Table Poisoning, and DoS/DDoS attacks targeting the network
layer of the IIoT in our hacking scenario-6. In this section, we
will explore and examine diverse countermeasures that can be
effectively employed to mitigate the impact of these attacks.

Wormhole Attacks−Countermeasures: To counter wormhole
attacks in the IIoT network layer, a multifaceted approach
can be employed. Implementing detection measures, such
as AODV, intrusion detection system (IDS), IPS algorithms,
RPL, time-based mechanisms, location validation, geographi-
cal packet leashes method, and distance metrics like distance
consistency aids in identifying and mitigating potential worm-
hole threats. Additionally, deploying secure route selection
and mutual authentication mechanisms, along with the use
of the secure neighbor discovery (SEND) protocol, helps
in preventing and stopping wormhole attacks. By tracking
the path of data packets and employing modulation packet
techniques on wireless communication after experiencing an
attack on the nodes, the impact of wormholes can be min-
imized, enhancing the overall security and resilience of the
IIoT network layer against such attacks [91], [92], [93], [94],
[95], [96].

Blackhole Attacks−Countermeasures: To defend against
blackhole attacks in the IIoT network layer, robust security
measures can be implemented. Deploying a strong secure rout-
ing protocol like Ad-hoc on-demand distance vector (AODV),
SET (secure efficient ad hoc distance vector routing), or
position-based directed routing (PDR) enables the selec-
tion of optimal paths, effectively countering malicious routes

offered by attackers. Additionally, empowering nodes with
the ability to self-evaluate the proportion of packets deliv-
ered by surrounding nodes and utilizing digital signatures
to secure the AODV routing protocol further enhances the
network’s resilience against blackhole attacks. These coun-
termeasures help ensure reliable and secure data transmission
within the IIoT network, safeguarding against potential disrup-
tions and protecting critical infrastructure and communication
channels [91], [92].

Sybil/Sinkhole/Routing Attacks−Countermeasures: To
defend against Sybil attacks on the IIoT network layer, a
multifaceted approach can be employed. Utilizing strong
cryptography is crucial to protect against Sybil, sinkhole,
and routing table poisoning attacks. Incorporating times-
tamps in data helps ensure data integrity and authenticity.
Social graph-based, PDR, behavior classification, and mobile
detection techniques can aid in identifying and mitigating
Sybil attacks. Monitoring users’ actual mobility and utilizing
received signal strength indicator (RSSI) as an indicator
are effective methods to detect potential Sybil attackers.
Implementing Proofs-of-Work approach can prevent spam
and thwart Sybil attacks. Additionally, deploying IDSs,
rule-based technologies, and geo-routing protocols further
fortify the network’s defense against Sybil attacks, ensuring
the IIoT network remains secure and resilient to potential
threats [97], [98], [99].

DoS/DDoS−Countermeasures: To defend against DoS and
DDoS attacks on the IIoT network layer, a comprehensive
set of security measures can be implemented. Employing ML
techniques, TCP intercept, ingress and egress filtering, and
monitoring with alarms for malicious activity aids in detect-
ing and preventing such attacks. Utilizing encryption based
on the TLS protocol and tokens enhances data security. Anti-
spoofing techniques can be employed to block spoofed packets
from entering or exiting the network, and regular checks
should be executed to ensure no DoS and DDoS entities
have infiltrated the network. Increasing bandwidth capacity
enables better handling of traffic spikes caused by DoS and
DDoS attacks. Regular system updates and installation of anti-
virus and anti-malware software further bolster the network’s
resilience against potential threats. By adopting these counter-
measures, the IIoT network layer can effectively mitigate the
impact of DoS and DDoS attacks, ensuring the smooth and
secure operation of the industrial systems [100], [101], [102].

C. Hacking Scenario on Processing Layer

As shown in Fig. 6, a hacking scenario will also be used to
identify the variety of cybersecurity issues found in this layer,
as well as the different attack paths that malicious actors can
employ to exploit these flaws and the various protections and
prevention measures against these attacks.

1) Security Concerns in Prime MotorX’s Processing Layer:
We will explore the potential vulnerabilities in the Prime
MotorX network layer that a malicious attacker could exploit
to attack a specific target within Prime MotorX.

Scenario−7: In this situation, the attacker discovers that
the existing security controls provided by the CSP of Prime
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Fig. 6. Common vulnerabilities found in this layer, the attacks arising from these vulnerabilities, and the countermeasures to be implemented against these
assaults are all described, accordingly, using a hacking scenario on the Processing layer of IIoT.

MotorX have not been correctly implemented, leading to vul-
nerabilities that grant unauthorized access to the processing
layer’s resources. One example is the attacker’s use of a
MITM attack [103] to intercept Web traffic and access sen-
sitive information within Prime MotorX’s processing layer
due to the lack of Web traffic encryption. This attack can
have severe consequences, enabling the attacker to obtain user
credentials and sensitive corporate and customer data, poten-
tially disrupting production or gaining control over Prime
MotorX’s entire IT environment. Additionally, the attacker
may exploit misconfigured cloud-level load balancing, causing
a DDoS attack [104] that renders Prime MotorX resources on
the Web server inaccessible, disrupting production and cus-
tomer experience. Moreover, the attacker may discover poorly
configured identity authorization services, allowing them to
launch a Phishing attack [105] to steal user credentials and
access resources at the processing layer. If Prime MotorX’s
user devices have weak endpoint security management, the
attacker can exploit this vulnerability to launch a Malware
attack [106] and gain unauthorized access to the IIoT devices.
Addressing these vulnerabilities is crucial for Prime MotorX

to ensure the security and integrity of its IT infrastructure and
protect against such potential attacks.

Scenario−8: In this particular case, the attacker has gained
unauthorized access to Prime MotorX’s processing layer and
now aims to directly attack the stored data. To achieve this, the
attacker seeks vulnerabilities in the data to compromise data
privacy or manipulates the data to compromise data integrity.
One approach is to exploit poor data encryption at the data
center system level by employing Brute Force attack [107],
Implementation attack [108], or Statistical attack [109] on
weak cryptographic algorithms to crack the encryption keys
and access sensitive information. The exploited vulnerability
is poor data encryption, and the target is the cryptographic
keys. Once the data is stolen, the attacker may also compro-
mise the personally identifiable information (PII) of Prime
MotorX employees or customers, hijacking their accounts
through Account Hijacking attack [110], [111], and damag-
ing their identity integrity due to the lack of adequate data
sanitization mechanisms by the CSP. The exploited vulner-
ability is the lack of data sanitization, and the target is the
PII of users. Such a data privacy breach can lead to severe
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consequences for both customers and the company, including
financial losses, reputational damage, and decreased trust in
the business. Moreover, the attacker may choose to manipu-
late data through Data Manipulation attack [112] directly at the
data center system level, leading to data integrity degradation
and causing the Prime MotorX system to malfunction.

2) Countermeasures for Security Issues in the Processing
Layer: Subject to the study of the various flaws and assaults
launched on the IIoT processing layer formerly enumerated
in scenarios 7 and 8, we discuss in this section the diverse
precautions to be taken against security concerns in this layer.

Countermeasures for Scenario−7: We have discussed the
occurrence of MITM, DDoS, Phishing, and Malware attacks
targeting the processing layer of the IIoT in our hacking
scenario-7. In this section, we will explore and examine
diverse countermeasures that can be effectively employed to
mitigate the impact of these attacks.

MITM Attacks−Countermeasures: To bolster the defense
against MITM attacks on the IIoT processing layer, imple-
menting robust access control mechanisms and stringent
policies is crucial to thwart unauthorized access to system
resources. By carefully regulating user permissions and priv-
ileges, malicious actors can be prevented from gaining unau-
thorized access. Additionally, employing strong encryption
methods, such as VPNs, for all Internet access at the network
level ensures that sensitive information remains secure and
inaccessible to potential eavesdroppers. Alongside encryption,
deploying sufficient authentication security measures safe-
guards against unauthorized users attempting to infiltrate the
processing layer. By implementing these countermeasures, the
IIoT processing layer can establish a robust line of defense,
safeguarding against potential man-in-the-middle attacks and
preserving the integrity of critical resources and data [113].

DoS Attacks−Countermeasures: The most effective counter-
measures against DDoS on the IIoT processing layer involve
the proper implementation and optimization of load bal-
ancers. By employing supervised learning classifiers, load
balancers can intelligently distribute incoming traffic and iden-
tify and mitigate malicious traffic patterns associated with
DDoS attacks. Additionally, integrated network monitoring
tools provide real-time visibility into network traffic and
behavior, enabling prompt detection and response to poten-
tial attacks. Through these measures, the processing layer of
the IIoT can proactively defend against DDoS attacks, ensur-
ing the uninterrupted and secure operation of critical systems
and services [114], [115].

Phishing Attacks−Countermeasures: To bolster defenses
against phishing attacks on the IIoT processing layer, sev-
eral countermeasures can be employed. Digital certificates,
U2F authentication, and OTPs can be implemented to enhance
the security of user authentication. By utilizing stronger
phishing-resistant security keys, the risk of stolen creden-
tials from phishing attempts can be significantly reduced.
These measures help to ensure that only authorized users with
legitimate credentials can access critical resources, mitigat-
ing the potential impact of phishing attacks on the processing
layer of the IIoT and safeguarding sensitive information and
operations [116], [117], [118].

Malware Attacks−Countermeasures: To counter the threat
of malware attacks on the IIoT processing layer and pro-
tect against unauthorized access to critical resources, robust
security measures must be implemented. Strengthening the
security of IIoT devices can be achieved through the adop-
tion of end-point security management solutions tailored for
Industry 4.0 companies. By utilizing malware visualization
tools in combination with sophisticated classification meth-
ods like Nearest Neighbor, Decision Tree, and Random Forest
algorithms, potential malware threats can be identified and
preemptively mitigated. Additionally, deploying antimalware
software enhances the overall defense against malware, ensur-
ing the integrity and security of the IIoT processing layer
and safeguarding the smooth operation of essential industrial
processes [119], [120], [121].

Countermeasures for Scenario−8: We have discussed the
occurrence of Bruteforce attack, Implementation, Statistical,
Account hijacking, and Data manipulation attacks targeting the
processing layer of the IIoT in our hacking scenario-8. In this
section, we will explore and examine diverse countermeasures
that can be effectively employed to mitigate the impact of these
attacks.

Brute Force Attacks, Implementation Attacks, and Statistical
Attacks−Countermeasures: To fortify the IIoT processing
layer against brute force attacks, implementation attacks, and
statistical attacks, ensuring data protection and confidentiality
even after unauthorized access, robust encryption techniques
must be implemented for both stored and transmitted data.
Utilizing strong encryption methods like AES, RSA, and
Triple DES renders stolen data unreadable even if malicious
actors gain access. Additionally, employing secure hashing
algorithms further enhances data protection. Real-time moni-
toring is essential to detect any suspicious activities promptly,
allowing for swift response and mitigation of potential threats.
By combining these countermeasures, the IIoT processing
layer can establish a formidable defense against various types
of attacks, safeguarding critical data and maintaining a secure
and reliable industrial infrastructure [52], [122], [123].

Account Hijacking Attacks−Countermeasures: To bolster
the security of the IIoT processing layer and thwart account
hijacking attacks that jeopardize identity integrity and lead
to personal information theft, robust countermeasures can
be employed. Implementing proper data sanitization tech-
niques and data de-identification methods ensure that all PII is
removed from the data before transmission and storage on the
platform, reducing the risk of exposure. Alternatively, adopting
privacy-preserving techniques directly protects sensitive per-
sonal information, preventing unauthorized access and misuse.
By incorporating these preventive measures, the IIoT process-
ing layer can safeguard user accounts, maintain data privacy,
and uphold the integrity of identity information, enhancing
overall cybersecurity resilience [124], [125].

Data Manipulation Attacks−Countermeasures: To bolster
the defense against data manipulation attacks that seek to com-
promise data integrity within the IIoT processing layer, several
countermeasures can be implemented. Ensuring complete vis-
ibility on endpoints and utilizing deep reinforcement learning
techniques allow for real-time anomaly detection and rapid
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Fig. 7. Common vulnerabilities found in this layer, the attacks arising from these vulnerabilities, and the countermeasures to be implemented against these
assaults are all described, accordingly, using a hacking scenario on the application layer of IIoT.

response to potential threats. Continuous monitoring of the
entire system and network platform ensures proactive iden-
tification of suspicious activities. Additionally, data integrity
verification tools can be employed to detect and prevent unau-
thorized data alterations. In instances where data has already
been tampered with, file integrity monitoring (FIM) can be
employed to restore data integrity and rectify any changes
made by malicious actors. These proactive measures collec-
tively fortify the IIoT processing layer, safeguarding data
integrity and maintaining the reliability of critical processes
within the industrial environment [126], [127], [128].

D. Hacking Scenario on Application Layer

As shown in Fig. 7, this section also uses a hacking scenario
on this layer to first highlight the various vulnerabilities that
hackers can exploit, then to present the potential attack threats
brought on by these vulnerabilities, and finally to discuss the
various responses to these cybersecurity incidents.

1) Security Concerns in Prime MotorX’s Application Layer:
We will explore the potential vulnerabilities in the Prime
MotorX network layer that a malicious attacker could exploit
to attack a specific target within Prime MotorX.

Scenario−9: The malicious actor may search for injec-
tion flaws in Prime MotorX applications using scanners and
fuzzers. Upon discovering that some of Prime MotorX’s

applications allow the transfer of unreliable data to various
interpreters, the attacker exploits the lack of proper validation
of input and output data to execute a malicious code injection
attack. By inserting suspicious code as input into vulnerable
applications and modifying the program’s execution behavior,
the attacker gains unauthorized access, leading to potential
malfunctions, disclosure of business information, compro-
mised data integrity, and susceptibility to various cyberat-
tacks, including malware attacks like trojan horses, worms,
backdoors, viruses, spyware, and scareware. Specifically, the
attacker exploits Web applications vulnerable to SQL Injection
attack [129] to gain unauthorized access to the database,
compromising sensitive information and system security.
Additionally, the attacker launches other code injection attacks,
such as LDAP Injection attack [130], [131], DLL Injection
attack [132], XML Injection attack [133], [134], [135], and
cross-site scripting (XSS) attack [136], [137], [138], to insert
malicious code and manipulate user input, further jeopardiz-
ing the system’s integrity and user credentials. Such code
injection attacks pose severe risks to industrial IIoT enterprise
applications, potentially leading to data breaches, disclosure
of sensitive information, and loss of business profits, which
may result in significant financial harm.

Scenario−10: Through forensic analysis of the Prime
MotorX applications’ memory, the attacker discovers a crit-
ical flaw in the ERP application software. The ERP consumes
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the entire RAM during memory allocation and fails to release
the allocated memory even after completing its execution
process. Armed with this crucial information, the attacker
exploits this vulnerability to launch a Memory-Based Leak
attack [139], [140]. By manipulating the memory leak, the
attacker can force the ERP application to stop or execute
a DoS attack, preventing legitimate users from accessing
the application. The vulnerability targeted is the memory
leak, focusing on Prime MotorX’s ERP application software.
Furthermore, the attacker exploits the lack of memory protec-
tion on the ERP to gain control over the computer’s memory,
where the ERP is running. This allows the attacker to cor-
rupt the memory and carry out a Null Pointer Dereference
attack [141], another form of memory-based attack that can
crash the ERP and facilitate a successful DoS attack. The vul-
nerability exploited here is the lack of memory protection.
Additionally, the attacker can manipulate memory by exploit-
ing program bugs, such as the arithmetic overflow error. By
repeatedly attempting multiple overflow attacks, the attacker
compromises the ERP application with an Integer Overflow
attack [142], [143], another common type of memory-based
attack. The vulnerability exploited in this case is arithmetic
overflow errors.

Scenario−11: Another potential hacking scenario that a
malicious actor may consider involves launching an HTTP
flood attack on Prime MotorX’s ERP. Assuming the attacker
has already gained unauthorized access to multiple devices
within Prime MotorX, they exploit a vulnerability related
to the improper configuration of content delivery network
(CDN) services. The CDN’s redirection process, where HTTP
requests are sent directly to the Web server without using
the CDN cache server, becomes a target for the attacker. By
randomly creating multiple new parameters in HTTP GET
requests, the attacker bypasses the CDN and overwhelms the
Web server with a large number of requests, resulting in a
denial of service for legitimate users. Subsequently, the IT
administrator attempts to prevent such attacks by implement-
ing signature-based IDS software. However, the attacker finds
that, the IDS software is outdated due to improper security
patch updates. Taking advantage of this weakness, the attacker
evades the IDS and launches a hypertext transfer protocol
POST attack on the Web server, overloading it with continuous
POST requests and data from HTML forms. The exploited vul-
nerability is poor patch management. HTTP flood attacks, both
HTTP GET and HTTP POST [144], [145], [146], [147], pose
serious threats to IIoT businesses, leading to financial losses,
reputational damage, revenue loss, and decreased consumer
trust.

2) Countermeasures for Security Issues in the Application
Layer: According to the examination of the various weak-
nesses and assaults concerning the application layer as for-
merly detailed in scenarios 9–11, we discuss in this section the
relevant countermeasures that must be put in place to secure
the application layer of the IIoT.

Countermeasures for Scenario−9: We have discussed the
occurrence of lack of input validation, SQL Injection, LDAP
Injection, DLL Injection, XML Injection, and XSS attacks
which are all classified as malicious code injection attacks

targeting the application layer of the IIoT in our hacking
scenario9. In this section, we will explore and examine diverse
countermeasures that can be effectively employed to mitigate
the impact of these attacks.

Malicious Code Injection Attacks−Countermeasures: To
mitigate the risk of various malicious code injection attacks,
such as SQL injection, LDAP injection, DLL injection, XML
injection, and XSS attacks, which target the IIoT appli-
cation layer, robust countermeasures must be implemented.
Institutions can establish comprehensive security policies and
procedures during application development to enforce strict
input validation practices. This includes employing pattern
matching and cryptographic measures to ensure the integrity
of data inputs. Utilizing AI and ML techniques can aid in
identifying and thwarting injection attacks, while continuous
monitoring helps detect and change attack payload patterns.
Access to application source code should be restricted to
authorized personnel only, and inherently dangerous functions
in the codebase should be avoided. Employing static code anal-
ysis (SCA) tools allows for the identification and removal of
potential malicious code from the application source code.
Enhancing application and API security through Web appli-
cation firewalls (WAFs), IDSs, VPNs, and proxies strengthens
the overall protection against these attacks. By implementing
these comprehensive measures, IIoT applications can be safe-
guarded against the threat of code injection attacks, preserving
the integrity and security of critical industrial systems [148],
[149], [150], [151], [152], [153], [154].

Countermeasures for Scenario−10: We have discussed the
occurrence of Memory-Based Leak, Null Pointer Dereference,
and Integer Overflow attacks targeting the application layer
of the IIoT in our hacking scenario 10. In this section, we
will explore and examine diverse countermeasures that can be
effectively employed to mitigate the impact of these attacks

Memory-Based Leak Attacks−Countermeasures: Defending
against memory-based leak attacks on the IIoT application
layer requires a multifaceted approach. First and foremost,
developers must focus on writing robust and bug-free code
during the application development process. This involves a
comprehensive understanding of memory management fea-
tures and the use of reference objects. Utilizing tools like Swift
Lint, VisualVM, or memory leak detectors enables develop-
ers to identify and rectify early memory leaks and flaws in
the application code. Additionally, continuous monitoring of
running applications using performance and resource moni-
tors, such as memory profilers, aids in the timely detection
and elimination of potential memory leaks. Keeping applica-
tions updated with the latest patches and security fixes further
strengthens their resilience against memory-based leak attacks.
By implementing these countermeasures, the IIoT applica-
tion layer can be better safeguarded against memory-based
leak attacks, ensuring the integrity and reliability of critical
industrial systems [155], [156], [157], [158], [159].

Null Pointer Dereference Attacks−Countermeasures: To
defend against NULL pointer dereference attacks on the IIoT
application layer, certain countermeasures are essential dur-
ing development and implementation. Developers should avoid
using NULL pointers in the code, opting for programming
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Fig. 8. Example of a typical IIoT blockchain architecture.

languages that minimize NULL pointer dereference flaws.
Proper initialization of variables and data objects should be
ensured to nonnull values. Managing reference objects care-
fully to avoid pointing to memory address 0 is crucial.
Rigorous input validation can prevent malicious input from
exploiting NULL pointer vulnerabilities. Utilizing static analy-
sis tools helps detect and address null pointers before and after
memory deallocation, reducing risks. Strengthening memory
security through access control measures, such as segmen-
tation, guard key, and capability-based addressing enhances
memory protection against NULL pointer dereference attacks,
ensuring the reliability of IIoT applications [160].

Integer Overflow Attacks−Countermeasures: Defending
against integer overflow attacks at the IIoT application layer
involves proactive measures in the code development process
and implementing detection mechanisms. Developers should
meticulously craft their code to avoid arithmetic overflow
errors, leveraging appropriate programming language features
with dynamic variable typing to prevent or mitigate integer
overflow vulnerabilities. By ensuring thorough input validation
on all integer inputs, potential risks of integer overflow can
be minimized. Additionally, incorporating static analysis tools
within the application development process aids in detect-
ing and addressing integer overflow vulnerabilities promptly.
By employing these countermeasures, the IIoT application
layer can enhance its resilience against integer overflow
attacks, safeguarding the integrity and stability of the system
[61], [155], [157], [160].

Countermeasures for Scenario−11: We have discussed the
occurrence of HTTP GET, and HTTP POST attacks which are
all classified as HTTP flooding attacks, targeting the appli-
cation layer of the IIoT in our hacking scenario 11. In this
section, we will explore and examine diverse countermeasures
that can be effectively employed to mitigate the impact of these
attacks.

HTTP Flooding Attacks−Countermeasures: To defend
against HTTP flooding attacks, which include HTTP GET

and POST attacks that aim to overwhelm services and hin-
der legitimate user access, comprehensive preventive and
protective security measures must be implemented through-
out the IIoT application layer. Combining a CDN with a WAF
can effectively detect and block suspicious HTTP requests,
ensuring server-side applications are inaccessible to malicious
requests. Utilizing network traffic analysis and an IP reputation
database (IP RepDB) enables continuous monitoring of mali-
cious Web traffic, facilitating timely detection and analysis.
Additionally, employing encryption, such as SSL certificates,
for sensitive PII sent via HTML forms adds an extra layer
of protection. Regular WAF updates, driven by automatic
software updates from vendors, enhance defense against HTTP
flood attacks. Adopting API gateways like Auth0 enforces
security checks, requiring user validation and authentication
before accessing applications, further mitigating the risk of
HTTP flooding attacks. These countermeasures collectively
bolster the IIoT application layer’s resilience against HTTP
flooding attacks, ensuring robust and secure service availability
for legitimate users [161], [162], [163], [164], [165].

IV. PRIVACY FOR IIOT SYSTEMS BASED ON BLOCKCHAIN

We previously covered various defenses to prevent, detect,
and eliminate potential threats that might jeopardize security
at every level of the IIoT architecture. The countermeasures
addressed in Section III are further extended in this section to
other existing IIoT privacy solutions, including but not limited
to the blockchain.

Blockchain can overcome privacy concerns when combined
with encryption, consensus methods, and distributed data stor-
age in the IIoT [166]. Fig. 8 shows a representation of a typical
blockchain architecture for the IIoT. Blockchain enables iden-
tity protection in IIoT environments like industrial Edge com-
puting or cloud computing [167]. Public keys (PKIs) within the
blockchain grant access to users, and encrypted transactions
using the receiver’s PKI protect sensitive information. ECC
ensures data security in the IIoT ecosystem [168].
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Wang et al. [169] proposed a blockchain-based privacy-
sharing scheme in IIoT to protect keys, ensure data con-
sistency, and incentivize communication. Chen et al. [170]
used Hyperledger Fabric to protect sensitive data during
enterprise data sharing. Feng et al. [171] utilized zero-
knowledge proof to maintain data privacy in IIoT data sharing.
Wang et al. [172] applied identity-based signatures and homo-
morphic encryption for privacy protection in energy trading.
Bao et al. [173] developed an identity management strat-
egy to preserve user privacy. Rahulamathavan et al. [174]
proposed an end-to-end privacy-preserving IoT blockchain
architecture. Jiang et al. [175] enhanced search performance
with privacy using Bloom filters. Feng et al. [176] utilized
blockchain and homomorphic encryption for secure IIoT data
communication.

Zhao et al. [177] explored the integration of blockchain and
IIoT, addressing applications and challenges. Zhao et al. [178]
proposed a dynamic reputation management system in
blockchain-based crowdsensing. Ernest and Shiguang [168]
addressed security challenges using ECC in blockchain for
IIoT with edge computing.

V. DISCUSSION AND ANALOGY WITH RECENT SURVEYS

More businesses are implementing IIoT technology to
increase automation and workflow efficiency and lower opera-
tional risk to maximize industrial productivity. However, many
industrial organizations have encountered security issues in the
IIoT, which has exposed them to various cyberattacks. Thus,
extensive studies have been conducted on how to secure the
IIoT against any potential attacks.

This article draws inspiration from existing studies on secu-
rity and privacy protection in IIoT systems, unlike other
surveys that simply provide a comprehensive overview of the
many security threats, weaknesses, and responses for each
level of the IIoT architecture. Our research study, on the
other hand, establishes a set of concrete hacking scenarios
on different layers of the IIoT to accurately describe and
comprehend the entire process of how an adversary gathers
information about system flaws and initiates attack vectors
to achieve his goals, which are theft, vandalism, and sabo-
tage. The first phase in our layer-based hacking scenario is
to identify potential vulnerabilities. Furthermore, our hack-
ing scenarios provide a variety of targets from which the
hacker can launch his attacks. Once the target has been deter-
mined, the opponent can commence its attack. The suggested
hacking scenario examines all of the outcomes, immediate
effects, and associated countermeasures that follow such secu-
rity attacks. As shown in Figs. 4–7, our layer-based hacking
scenarios list the security vulnerabilities, estimated targets,
potential threats, consequences of these attacks, and possi-
ble solutions in an IIoT architecture. The entire summary is
provided in Table II. Given the necessity of protecting users’
privacy when their credentials and PII are transferred to the
application layer or managed by a third party such as service
providers, our research includes existing privacy preserva-
tion methods based on the blockchain in IIoT to address this
issue.

VI. OPEN ISSUES AND FUTURE RESEARCH PERSPECTIVES

As mentioned earlier, we reviewed several existing security
and privacy solutions in the IIoT with a particular focus
on blockchain-based IIoT systems. However, these methods
present some limitations, as most of them are still in the
experimental stage and potentially open to security and pri-
vacy issues. The main problems with traditional blockchain
and privacy techniques in the IIoT are outlined in this sec-
tion. Then, to address these challenges, the report develops
new approaches and strategies that can be employed in future
research to strengthen security and enhance privacy protection
in the IIoT to address these challenges.

A. Formulation of Problems

When data is transferred directly to the cloud, technology
such as blockchain can effectively solve privacy issues of edge
and cloud computing-enabled IIoT in a sense where businesses
can still use third-party cloud services without compromising
the privacy of their data.

1) Problem−1 (Pattern Recognition Among PKIs):
Traditional Blockchain based on PKI random gener-
ation (PKRG), which uses secret keys and random
nonces to generate randomly new PKIs, can indeed
ensure user anonymity and untraceability in IIoT
systems [168]. However, a malicious actor who already
belongs to the blockchain may be able to examine the
history of previous PKIs to distinguish patterns and
find some known knowledge if the random distribution
among keys is closed, then make connections between
addresses and eventually disclose the identity of users.
Suppose P1 and P2 are both participant members in a
blockchain BC and let divP1 and divP2 be the respective
IIoT devices of P1 and P2. Each (divP1 , divP2) ∈ BC
is identified by its PKI PKP1 and PKP2 , where every
transaction information is public. By examining the
data, an interested group G might be able to distinguish
patterns and make connections between addresses and
eventually disclose the identities of P1 and P2.

2) Problem−2 (Insecure Against User and Server
Impersonation Attacks): The second problem is that
the previous blockchain methods earlier mentioned
in Section IV do not take into account the seman-
tics of low-frequency keywords and can be insecure
against known session-specific temporary information
attacks, 51% attacks, and user and server impersonation
attacks [179], [180], [181].

Differential privacy, which is a privacy-preserving tech-
nique, can be integrated with the blockchain to ensure the
privacy of individuals in cases where data gathered and pro-
cessed in the cloud can be published from the cloud to the
public for commercial purposes.

1) Problem−3 (Optimization): Existing differential privacy
methods, such as methods [182], [183], can set a pri-
vacy probability threshold to select the best privacy
parameter based on the Laplace distribution and Privacy
Fault Tolerance and, thus, achieve privacy protection
while ensuring data utility. However, the algorithm often
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TABLE II
SUMMARY OF THE HACKING SCENARIO ON ATTACKS, VULNERABILITIES, EFFECTS, AND COUNTERMEASURES ON THE IIOT ARCHITECTURE SYSTEM

suffers from optimization problems in finding the best
privacy parameter ε.

2) Problem−4 (The Integration of IIoT Systems): Most
organizations struggle to integrate IIoT security and pri-
vacy solutions into their overall system since there is
no equipped and adapted design model to utilize as a
unique framework to provide security and privacy for
both industrial edge and cloud computing.

It is debatable whether conventional cyber defenses can
keep up with contemporary cyber threats. Unfortunately, for
two reasons in particular variety and space, this is not the
case.

1) Problem−5 (The Variety): Due to the variety and rapid
development of new IIoT technologies, cloud environ-
ments, API, evolving digital transformation mechanisms,
loads of digital infrastructure to monitor, etc., businesses
are finding it more and more challenging to have com-
plete visibility over their operations and protect them
from cyber-attacks.

2) Problem−6 (The Pace): Due to the rapid pace at which
digital estates are expanding, as well as the rapidity
and dynamism with which industrial machines, devices,
and end users are networked and communicating, as
a result, the IoT infrastructure develops vulnerabilities
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that frequently result in brand-new ways to compromise
security that conventional security solutions are unable
to prevent.

B. Proposed Solutions

This part covers the various approaches and strategies that
have been proposed to overcome the open security and privacy
challenges outlined above.

1) A robust IIoT security framework relies on minimizing
pattern recognition among PKIs and strengthening pro-
tection against session-specific attacks, user imperson-
ation, and server impersonation. To safeguard user iden-
tities, organizations should employ secure encryption by
generating stronger PKIs. For instance, regulating the
random distribution of PKIs within blockchain transac-
tions using the elliptic curve digital signature algorithm
(ECDSA) ensures the creation of new keys consider-
ing previous distributions. By designing a blockchain
security approach controlling the randomness between
previous and newly generated PKIs, IIoT devices can
utilize updated keys for each transaction, enhancing
pattern complexity and deterring intruders from easily
guessing keys, thus improving the security of existing
blockchain-based IIoT.

2) We can even combine the suggested ECDSA, which
the blockchain utilizes to generate new PKIs, with the
enhanced ECC-based three-factor multiserver authenti-
cation approach proposed by Wu et al. [184] to give an
even stronger and better security mechanism for IIoT
systems.

3) To address the problem of optimization in determining
the best privacy parameter ε for Blockchain technol-
ogy that incorporates differential privacy mechanisms,
we suggest that researchers develop new methods for
blockchain to achieve security based on optimization
algorithms and differential privacy when industrial data
is publicly published. We can, for example, utilize an
optimization approach like stochastic gradient descent
(SGD) [185], which may aid in determining the ideal
privacy parameter ε by executing parameter changes
for each training sample while ensuring data useful-
ness. Additionally, businesses might consider developing
and designing solutions that will assist in the integration
and adaptation of this new type of security and privacy
mechanisms in IIoT industries.

4) We also urge the scientific community to play a bigger
role in the creation and application of a more adaptable
unified IoT security architecture, which will serve as the
central point of security and privacy for all IIoT layers
and enable any industry 4.0 company using IIoT tech-
nology to predict, identify, and eliminate cybersecurity
issues or threats from the edge to end users in real-time.

5) Researchers and organizations need to come up with
innovative approaches to protect IIoT companies against
modern cybersecurity threats brought on by the pace
and variety of IIoT. We can leverage AI and develop
solutions integrated with blockchain to not only provide

proportionate responses and smart decisions to act
against new threats as they arise but also to be able
to instantly and globally guarantee the security of the
entire business.

VII. CONCLUSION

Industry 4.0 technologies, including IIoT, enable smart pro-
duction by empowering enterprises to prioritize long-term
business goals above minimal risks. The IIoT represents a sig-
nificant paradigm shift in how various businesses operate. It
employs integrated sensors to keep track of every stage of
business activity as it occurs. This expedites dataflow and
analysis, resulting in quick insight, which improves decision
making, corrective action, and enables predictive maintenance.
With all of this in place, industrial companies such as smart
factories may increase production, improve quality, and cut
costs. However, as IIoT-enabling technologies and applica-
tions become more prevalent, security concerns and privacy
protection issues become more difficult to manage, leading to
cyber-physical risks. The usage of legacy equipment, the com-
plexity of interconnected heterogeneous smart devices, and
improper and insecure IoT implementations in ICS are all
security challenges that render IIoT more vulnerable to cyber
threats.

The primary factors that inspired us to write this review are
to understand and identify how and when these security and
privacy vulnerabilities emerge, as well as what responses to
take against them. In this article, we give a comprehensive
overview of the literature on security and privacy concerns,
vulnerabilities, threats, and corresponding responses in the
IIoT. To help the reader understand, we first introduce what
the reader needs to know about IIoT in Industry 4.0. We cre-
ated a taxonomy that categorizes the complete layered modular
architecture of IIoT. Then, this study looks closely at a variety
of security issues involving IIoT systems. On different tiers
of the IIoT, a hacking scenario is employed as a methodol-
ogy to accurately explain and comprehend the full process of
how an adversary acquires information about system defects
and launches attack vectors. Identifying potential vulnerabil-
ities is the first step in our layer-based hacking scenario.
Additionally, our hacking scenarios offer a choice of targets
from which the hacker can launch his attacks. The hypotheti-
cal hacking scenario looks at all of the outcomes, immediate
repercussions, and related countermeasures that follow such
security attacks. The next step is to provide a full analysis of
various IIoT privacy solutions built on blockchain. This arti-
cle also outlines the several significant issues that traditional
blockchains and privacy-protection strategies face. Finally, we
propose novel ideas and methodologies that may enhance secu-
rity and privacy protection in the IIoT system in the hopes of
inspiring other scholars to make significant contributions to
the advancement of securing the IIoT.
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