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Study on Remote Digital Early Cardiac
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Abstract—Cyber–physical systems (CPS) and Internet of
Things (IoT) systems are mainly in charge of sensing, acting,
computing, communicating, managing, and evolving the software
integrated in devices. The wide variety of technologies and devices
that support IoT systems and the decentralization of services
through infrastructures, such as fog or edge computing, has led
companies to complex business models. These complex business
models require decentralized and business-aware architectures
driven by the business process management systems (BPMSs)
that define the tasks involved in IoT workflows. Well-defined
and established IoT business process management (BPM) are
required for companies to remain competitive. However, there
are still challenges that must be addressed to smoothly integrate
IoT BPM and their architectures into a digitally native company’s
daily workflow. In this article, we present an IoT architecture to
support a smart IoT BPM that focuses on addressing the chal-
lenges of scheduling, resource allocation, and state management
of Smart IoT systems. In particular, the IDOVEN company’s
adoption of this Smart IoT BMP in an IoT system for remote
digital early cardiac arrhythmia detection and diagnosis is illus-
trated which has been validated with 2188 patients across the
seven continents.
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I. INTRODUCTION

IN THIS era of high technology, the disruption of Internet of
Things (IoT) technologies has had a strong impact in people’s

lives making them easier and more comfortable. IoT systems
are composed by interconnected “things” in a distributed envi-
ronment that makes feasible the data collection from anywhere
at any time, analyzing it and acting accordingly in real-time
thanks to the use of artificial intelligence (AI) techniques. In
addition, IoT systems are supported by robust architectures that
provide key capabilities, such as scalability, flexibility, avail-
ability, interoperability, remote, and real-time demands. There
are many fields where IoT solutions require being applied to,
such as healthcare, smart homes, smart energy/water grids,
smart logistics, or smart cities [1], [2]. This widely extended
IoT adoption requires the orchestration of these systems through
complex business processes (BPs) to maximize the company
benefits and user experience by digitizing a procedure.

Studies predict a significant growth of the IoT and its busi-
ness value in the coming years. There will be more than 41
billion IoT devices by 2027, with an annual market growth of
more than 2.4 trillion dollars [3]. In this scenario, a high num-
ber of business executives are interested in integrating the IoT
devices into their BPs, known as IoT-aware BP. This com-
bination gives the opportunity to these professionals to take
advantage of the IoT technology in their processes obtaining
an enrichment of the business performance and an achieve-
ment of the business competitiveness [4]. Thus, there has been
continuous research to identify approaches and methods to
integrate the IoT technology within the BP paradigm [4].

Schulte et al. [5] set the open challenges that business pro-
cess management (BPM) should address. These challenges
are scheduling, resource allocation, process monitoring and
data collection, decentralized coordination for process enact-
ment, and state management. In addition, it is important to
consider that the common solutions of the IoT systems are
mainly focused on the exploitation of the data generated by
IoT devices through software platforms. However, the construc-
tion or acquisition of IoT devices is also important to guarantee
their supply and maintenance, and by extension the correct exe-
cution of the system. This issue is especially critical because
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the device operation is degraded with the time and even, they
break on and must be substituted. Therefore, it is necessary to
provide solutions in which the acquisition, status evaluation,
and renewal of IoT devices are part of the IoT systems through
the automation of IoT devices’ tracking services.

To deal with these challenges, this work presents the design
of a complete BPM of IoT systems, addressing not only the
development of the IoT system, but also the tracking and man-
agement of IoT devices. This BMP design is conceptualized by
an architecture, called domain and platform independent IoT
BPM architecture (DOMINIoT), and applied to a real indus-
try case study, an e-Health IoT System for Remote Digital
Early Cardiac Arrhythmia Detection and Diagnosis, allowing
a Device as a Point of Care (PoC) strategy. This article illus-
trates the real-world adoption of the architecture to this IoT
system and the obtained results from its deployment in the
IDOVEN company.

This article is structured as follows. Section II introduces the
background about BPM and e-Health, Section III details the
related work about processes, architectures, and solutions of
IoT BPM, Section IV describes the Smart-IoT BPM defined
in this work, Section V illustrates the adoption of the IoT
BPM to a e-Health IoT System for Remote Digital Cardiac
Arrhythmia Detection and Diagnosis, and finally, conclusions
are presented in Section VI.

II. BACKGROUND

A. BMP

Processes are defined as a set of tasks performed in a
determined order within or across companies or organiza-
tions [7]. BPM consists of defining a process and the set of
tools and methods that allows to manage and analyze data
and services to improve a company process [8]. The pro-
cess of a company is constituted not only by the processes
that conform the manufacturing of products or services, but
also by those complementary processes that allow the devel-
opment of the main manufacturing processes of the company,
processes, such as acquisition, delivery, or manual tasks. The
BPM lifecycle usually consists of four phases: 1) design
and analysis; 2) configuration; 3) enactment; and 4) evalu-
ation [9]. This work is focused on the design and analysis
phase.

BPM is formally defined through models for monitoring,
compliance validation, information storage, and improvement.
Once a BPM model has been defined it can be instanti-
ated to different specific models for the same company or
different ones. A BMP model is composed by manual or
automatic tasks executed by agents. These agents can be
humans or devices [9], and the automation of task are called
workflows [10].

But BMP models must change to deal with current soci-
ety needs, since citizens and businesses require a wide range
of smart applications and services for different purposes and
domains [1], [2]. These applications and services must be
properly orchestrated through a process to conform cyber–
physical systems (CPS) that are in charge of sensing, actuating,
computing, communicating, among others, software integrated

in physical objects, through IoT [11] and cloud infrastruc-
tures [12], [13], [14].

B. E-Health

IoT plays a critical role in e-Health allowing remote and
continuous care by integrating IoT devices in our lives. These
new solutions where devices are becoming a PoC reach-
ing the patient outside the walls of the hospital benefit not
only patients, who obtain a more acute, fast and personalized
healthcare service, but also the professionals, who count on a
complete data gathered infrastructure to support their diagno-
sis procedure. With the goal to provide continuous monitoring,
wearables represent the proper means to measure patients dur-
ing their daily activities in a seamless way, complementing
traditional stress tests, which only measure a specific interval
of time in their lives, with real-life data. E-Health IoT systems
manage these IoT devices and wearables, that are continu-
ously monitoring data in quasi-real-time and allow extracting
knowledge that may help with remote and digital early disease
detection.

Cardiovascular diseases (CVDs) are the main cause of death
in the world [15]. An arrhythmia is a CVD that encompasses
an abnormality in the rhythm of the heart and if it is left
untreated, it can put in danger the life of people [16]. However,
an arrhythmia may not cause obvious symptoms, such as anx-
iety, blurred vision, chest pain, or fatigue among others, and
they may have an intermittent nature, which leads to ignoring
them.

Arrhythmias are usually detected through traditional tests,
such as rest electrocardiograms (ECG), stress tests, or 24-h
Holter monitors. However, in those tests, few heartbeats are
monitored (around 2000 heartbeats in a stress test) and this
quantity does not offer as much information as desired for
a deep heart analysis. Additionally, patients must wait for
an appointment with a health professional, go to the hospi-
tal and then, wait more time to get the results of the tests
(∼1–4 months in Spain). As it can be denoted, these tradi-
tional practices demand to be face-to-face in a doctor’s office
and time to get a diagnosis, which may have an impact on
the patient’s health as the probability of an early detection
decreases. From this scenario, IoT is a candidate solution
to deal with the need of shooting down the distance and
time factors to anticipate the arrhythmia diagnosis. Nowadays,
wearable medical devices allow the remote, or even continu-
ous, heart monitoring in a noninvasive way. Some of these
devices vary in size, electrodes placement, number of leads,
monitoring period, battery duration, user experience, need of
healthcare staff to set up the device, open SDK for integration
with third parties, or the quality of signal. These wearables are
often provisioned with Bluetooth communication protocol to
connect to a mobile application acting as gateways and to out-
source the collected data so it can be consumed in real-time
by other services such as a cloud-based platform for health
professionals. These gateways can be used to receive alerts
regarding the heart status, not constituting in any case the
substitution of a doctor diagnosis. Therefore, in this work we
define a BMP considering both, the IoT needs, and the support
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of the medicine professionals’ tasks that must deliver a final
diagnosis.

III. RELATED WORK

The integration of BPM and IoT is advantageous, as
Maamar et al. [17] mention. There are different perspectives to
address the integration needs of BPM and IoT: BPs modeling
languages [18], [19], ontologies, architectures, algorithms, and
technologies [4]. This work is focused on the architecture
and technology issues. Regarding these issues, the work of
Maamar et al. [17] identifies the integration needs and presents
a generic framework to establish the required kind of modules
for orchestrating the physical and cyber world. This framework
defines the modules and communications to support a BP in
IoT. In addition, the work of Fleisch et al. [20] refines the anal-
ysis of components defining six kinds of components that an
IoT BPM should have, and the work of Pourmirza et al. [21]
presents the reference architecture BPM system (BPMS)-RA
by defining the main functions that BPM systems must imple-
ment from the literature analysis. Schulte et al. [5] took a
step forward addressing both, the architectural and technolog-
ical needs of this integration. They consider the value that the
Cloud Computing provides to IoT BPM architectures [22]. As
a result, the work of Schulte et al. [5] states the need of sup-
porting BPM processes through elastic cloud structures to deal
with the flexibility of the IoT infrastructures and the BPs. They
define a high-level architecture to support the BPM system.
They deploy the BMP system in a virtual machine (VM),
where the process model is located, and which considers both
manual and automated tasks. The process is supported by
services located in servers that can be deployed for a specific
system and configuration to be auto scalable. This architec-
ture is presented as a metamodel for constructing a BPM
that requires this elasticity. This architecture prescribes the
components: workflow manager, scheduler, load balancer, and
reasoner. The proposed architecture, presented in this work,
to support the BPM process is based on this metamodel and
components to address the pending challenges pointed out by
Shutle et al., i.e., work scheduling, resource allocation, process
monitoring, data collection, decentralized coordination for pro-
cess enactment, and state management. In addition, the work
of Schladofsky et al. [23] presents the required communica-
tion between the different BPM’s stakeholders to enhance it
and increase its value. This work has been considered in our
proposal avoiding a silos communication among systems to
maximize the BP value and including the BPM through the
architectural components.

Different research works present architectures to support
IoT BPM. The architecture LAURA integrates IoT and BPM
by creating different layers [24]. As a result, IoT and BMP lay-
ers are in silos, and the generic BMP layer and its stakeholders
are consumers of the lower layers of the IoT architecture. Our
proposal takes a step forward providing a complete integration
of BPM and IoT by identifying the common and required tasks
of IoT BPM and prescribe them as modules of an architectural
pattern to support the process. The proposal of Mass et al. [25]
presents a workflow-based fog system architecture by hosting

workflow managers on the edge devices. In this way, it is
feasible the decentralized process execution avoiding the con-
nectivity and efficiency problems that may present centralized
BPMS architectures. These workflow managers are composed
by the components: tasks, managers, schedulers, and execu-
tors. However, these architectures do not implement an IoT
device state-aware process where the tracking and provisioning
of devices are managed. The IoT-based business model spe-
cialized in vegetable greenhouses presented by Ruan et al. [26]
identifies the business tasks of ordering, picking, packing, and
delivering. However, as a difference from our work, they are
presented from the final product perspective, i.e., the vegeta-
bles, instead of from the IoT devices, and they are not included
as part of the IoT architecture, the architecture is defined from
the physical viewpoint. Also, the work of Muhić et al. [29]
presents the technical physical solution of the architectural
model to support the business model for the Centre for dig-
ital communications with customers by considering Web and
mobile application for customer’s interaction. On the other
hand, the work of Cheng et al. [30] states an execution
environment based on the highly distribution that fog nodes
provide and the easy integration that application programming
interfaces (APIs) facilitate. Finally, it is important to empha-
size the work of Serhani et al. [31], since it proposes an ECG
monitoring architecture, as the case study of the present work.
Serhani et.al illustrate the key layers of an ECG monitoring
system, whose input is the raw data collected from ECG sen-
sors and whose output is the visualization of the knowledge
obtained after this raw data has gone through all the system
layers, but it does not address the BPM.

From the related work of IoT BPM is possible to con-
clude that it is still necessary more research work. Specifically,
it is required to provide traceability from the process to
the IoT-BPM architecture considering all the stages of the
value industry chain of the IoT-based business model, i.e.,
from the IoT devices manufacturing to the exploitation, anal-
ysis, and enactment of the IoT business system. In addition,
there are no IoT BPM architectures that integrate these com-
plete BP tasks as part of the solution through a software
architecture configuration that can be used as a pattern for
being specialized into different domains and technologies.
Our proposal deals with these challenges being applied to
an IoT system for Remote Digital Early Cardiac Arrhythmia
Detection and Diagnosis during four years in the IDOVEN
company.

The main contributions of our research work regarding the
state-of-the-art are the following.

1) Providing a BMP defining the scheduling, resource allo-
cation, and state management of Smart IoT systems as
mandatory activities, which are pending challenges in
the area.

2) Providing a complete integration of BPM and IoT with-
out being in silos to avoid this problem. They are
smoothly integrated in modules that represent the com-
mon and required tasks of IoT BPM. This integration
into modules allows to address the IoT and the BPM
activities by easily using them as an architectural pattern
to support the process.
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Fig. 1. DOMINIoT BPM architecture.

3) Providing an IoT BPM pattern with different levels of
reusability by avoiding focusing on only one kind of
solution as the presented related works; i.e., technology-
agnostic, technology-dependent, or domain-dependent
solutions. This work provides patterns to be reused and
extended in different domains and technologies, as well
as in the Google cloud platform (GCP) and the specific
domain of Remote Digital Early Cardiac Arrhythmia
Detection and Diagnosis.

IV. SMART-IOT BUSINESS PROCESS MANAGEMENT

IoT technologies have had a strong impact in people’s lives,
and this has implied that IoT systems are not limited to the
deployment of IoT devices in a controlled physical setting
of an industry or institution. Currently, individual users may
be part of IoT systems providing and acquiring data, and/or
services from them. As a result, IoT systems are highly dis-
tributed and dynamic, and the maintenance of IoT devices is
extremely complex. Therefore, the IoT BPM requires to con-
trol the IoT device lifecycle, from its order of manufacturing
to its tracking analysis to know where it is, and how is it work-
ing for determining repairing or renewal tasks. As a result, in
this work, the challenges of scheduling, resource allocation,
and state management [5] are faced up to an IoT BPM archi-
tecture where the IoT devices are tracked by its architectural
components and functionalities. This IoT BPM architecture
implements a distributed workflow that is device state-aware
and deals with the complete value chain of the e-business, from
the service order to the service return of investment (ROI) (see
Fig. 1). All these functionalities are aided by a continuous and
decentralized process monitoring and data collection that are
supported by AI techniques in order to improve the enactment
of the BPM, the ROI, and the value chain [5], [26]. The IoT
BPM architecture, called DOMINIoT, is defined as a generic
architecture to be reused for any domain and technology.

Next sections detail how the architecture deals with:
1) the three main perspectives of the identified Information
Technology-Influenced Business Model Patterns based on
IoT of the study of Fleisch et al. [20], i.e., integration of
users and customers, service orientation, and core compe-
tence analytics and 2) the Industry Chain of the IoT-based
e-business model [26] in terms of information, capital, and
logistics (see Fig. 1).

A. Users

Users are part of the value-creation chain of the IoT BP. The
defined domain and platform independent IoT BPM involves
three kind of users that interact in the required manual and
automated tasks: 1) customers; 2) IoT BPM company staff; and
3) domain specialists (see A, Fig. 1). Customers are those that
pay for an IoT solution to obtain an ROI from this payment.
They can vary from a single user to a company or institution.
The IoT BPM company staff comprises users that belong to
the company whose main purpose is to deploy and/or manage
the IoT system, each of them with different administrative
roles. Thus, with different privileges depending on their tasks
in the IoT system. This kind of user can be divided into two
different ones when the company that deploys and maintain
the IoT physical infrastructure is different to the company that
manage the software IoT system. Finally, the domain special-
ists provide the knowledge to the BPM system, playing the
decision making and analysis role, focused on the result and
the final ROI to the customer.

B. Services

The defined DOMINIoT is characterized by the services that
address the challenges of scheduling, supply chain, resource
allocation, process monitoring and data collection, decentral-
ized coordination for process enactment, and state manage-
ment. These services are prescribed by the BPM service and
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the architectural components to guarantee the accomplishment
of these challenges. In addition, the services are defined con-
sidering the value chain by explicitly, including the service
request, and the information and logistics flows (see the leg-
end box and arrows, Fig. 1). Next, the services are explained
in detail.

1) Service Request: This service consists in offering the
mean through which the customer can request the service
itself, e.g., an online platform. The acquisition of the service
is the key event that triggers the business model execution
launching the BPM service (see the relationship with the BPM
service, Fig. 1), and, as a result, the customer will receive
the IoT devices to be deployed (see the relationship with the
IoT device shipping service, Fig. 1), and the data results once
they are being executed (see the relationship with the Data
acquisition and delivery service, Fig. 1).

2) BPM Service: It represents the BPM and is composed of
several subprocesses that are executed to deliver the service
to the customer (see B.2, Fig. 1). These subprocesses range
from noticing that there are new orders, preparing the IoT
devices and other infrastructures that make possible providing
the service, having an up-to-date inventory, and checking the
IoT device status. To that end, these subprocesses require to
be implemented through the following services.

a) Extract-transform-load service: It is intended to
retrieve the submitted orders details from the online platform,
to transform the information whether it is required, and to load
them in the desired destination (see the relationship between
the BPM service and the Customer, Fig. 1).

b) Storing service: It has the goal to store all the raw
orders of IoT devices and deployments as well as the data that
is generated along with its processing. This service specifically
supports the storage of the gathered data from the BPM ser-
vice, i.e., the data of the BPM and the IoT device state. As a
result, the data of the deployment and BPM is not mixed with
the data collected from IoT devices that provides the service
to the customer.

c) State management service: It is used to track the
IoT devices’ lifecycle along their existence. To that end, we
define two kinds of statuses, and each kind can take different
states. Therefore, the system must tag the IoT device with the
following statuses.

1) A Processing Status Indicating the States: The IoT
device is free (free), or it is already in use (busy).

2) A Maintenance Status to Indicate the States: The device
is correctly working (working), or the device has to be
retired (damaged).

d) Decentralized coordination and BP monitoring
services: With the mission to notify the IoT BPM company
staff about new service requests, processing them for their
shipment, and for managing their status. Therefore, the service
has to implement different functionalities: 1) viewing incom-
ing request; 2) editing any of the existing services details,
allowing changes as required by customers; 3) associating IoT
devices and infrastructures with pending services; 4) com-
municating with the logistics company for the shipment;
5) controlling and reconciling inventory, allowing increas-
ing of the stock and deducting it as orders are shipped;

and 6) managing the operating and reception status of the
IoT devices. This orchestrator of the decentralized coordi-
nator BP is necessary due to the distributed nature of the
system and their functionalities and the services implemen-
tation. This orchestrator also allows the interaction between
the state management and the storing services.

e) Data collection service: The management process and
the tracking and monitoring of the IoT devices also demands
collecting data for their storage. This data collection can be
performed from the result of the execution of operations or
automatic algorithms, and sometimes it is introduced man-
ually, for example, updating the statuses of devices can be a
task carried out by the staff of the IoT BMP company (see the
relationship between the BPM service and the staff, Fig. 1).

f) Scheduling and resource allocation services: The
system’s computational resources must scale on-demand,
releasing or acquiring new ones as needed. Also, a smart
planning of inventory stock must be scheduled by the IoT
BPM company staff in case demand pikes are expected during
specific periods of the year.

3) IoT Device Shipping Service: To deploy the IoT devices
and infrastructures of an IoT system, it is necessary to deliver
them to the customer (see B.3, Fig. 1), requiring therefore
the services of a logistics company. In those IoT systems that
demand a complex deployment, this service will consist of not
only the logistics support, but also the physical installation.

C. Core Competence Analytics Service

Core competence analytics is required because of the col-
lection of data (see B.2, Fig. 1) from IoT devices with the
aim to analyze them to provide valuable knowledge to the cus-
tomer of the service, and a ROI from the provided services. To
properly address these valuable data analytics, the IoT BPM
architecture prescribes four services.

1) Data Acquisition and Delivery Service: The data acqui-
sition is carried out by the IoT device which contains sensors
to measure variables (see C.1, Fig. 1). Depending on the
goal of the service, the IoT device can include sensors to
measure temperature, humidity, pressure, proximity, acceler-
ation, motion detection, or human body’s variables such as
vital signs. Also, sometimes correlating different sensors’ data
offers an understanding of the context that is being measured.

Data gathered by IoT devices must be outsourced through
a communications protocol, typically a wireless one, such as
WiFi, Bluetooth, ZigBee, LoRa, or NB-IoT. This communica-
tion allows the continuous monitoring of the variables stated
previously and it can be continuous or discontinuous (event-
based), depending on the requirements of the IoT system. As
a result, this feature demands IoT devices to be connected to
the power, include a charger or even replaceable batteries, as
the energy of the device will drain along the duration of the
service.

2) Data Transmission, Distribution, and Alerts Delivery
Service: To transmit the data gathered by the monitoring
device and send it to the data analysis services, there must be
an intermediary between the device and the analysis platform,
in a bidirectional way, and also, an intermediary between the
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different data services to distribute the data and deliver the
knowledge to the customer (see the data transmission ser-
vice and the data distribution and alerts delivery service, C.2,
Fig. 1). The first intermediary is a gateway, which must meet
several requirements to be integrated with the rest of the
components of the architecture.

1) Allow continuous recording, especially in those IoT
systems where IoT devices can be in movement.

2) Support the IoT communication protocols as well as be
connected to the Internet;

3) Minimize resources, such as the battery usage and bytes
consumption as much as possible.

4) Coexist with the IoT devices and its environment in a
nonintrusive and seamless way.

5) Process the raw data coming from the device and trans-
form it into an appropriate or aggregated data format to
be ingested by cloud services.

6) In those IoT systems where customers are involved,
notify them when the device is transmitting data and
when there is new information to check.

3) Data Storage Service: The acquired data from IoT
devices for data analytics must be stored in a specific and
dedicated storage for its deep analysis (see C.3, Fig. 1). As a
result, device data can rest there and be outsourced whenever
a more in-depth and cold analysis is required.

4) Data Analysis and Decision-Making Procedure Services:
To analyze the incoming data from the gateway in real-time
for a fast and smart reasoning, it is necessary to implement
an AI-based analysis procedure and if required, trigger an
action (see C.4, Fig. 1). This analysis supports domain special-
ists’ decision-making approaches, and this reasoning usually
involves manual tasks performed by the specialist, who ensures
the correctness and quality of the service and determines the
best AI algorithms to apply depending on the task, moment,
and IoT system. At the same time, not only the customer takes
advantage of the service, but also domain specialists since the
data analysis service provides a substantial amount of data and
processing results that increase their knowledge.

D. Industry Chain of the IoT-Based e-Business Model

The architecture must include the flows that make feasible
the value chain for the IoT BPM company and guarantee the
ROI for the customer. These flows are the information and
service flow, capital, and logistics (see legend box and arrows,
Fig. 1) [26]. The information and service flows are the assets
that the customer requires through the service request, which
implies a payment. This payment is the capital gain of the IoT
BPM company which oversees the process in terms of logistics
and service. This service is supported by the information flow
and communications, whereas the logistics plays a critical role
to guarantee the delivery and deployment of IoT devices and
infrastructures, as well as their tracking.

V. CASE STUDY: REMOTE DIGITAL EARLY CARDIAC

ARRHYTHMIA DETECTION AND DIAGNOSIS

This section presents how the DOMINIoT architecture is
positioned as a solution for constructing a specific domain and

technology solution. Since the main purpose of this work is to
illustrate in depth how to adopt the IoT BPM in order to be
replicated and reused by the research community, this work
has used the case study technique, whose goal is to search
for evidence, gain understanding, or test theories by primarily
using qualitative analysis [27]. As Clarke et al. state [28], to
gain comprehension and illustrate a methodology or a process
in detail is necessary to demonstrate one specific case in depth.
As a result, to illustrate the advantages and completeness of
the DOMINIoT architecture, this work has used an industrial
case study that is being applied in real-world to be used as
an exemplar case study for professional practice. Specifically,
this IoT BPM has been adopted by the healthcare domain.
In addition, to present this healthcare IoT BPM architecture
and its results, this section describes in depth the traceability
from the DOMINIoT domain and platform-independent IoT
BPM architecture to its adoption to a specific domain and tech-
nological platform-dependent architecture, to illustrate how it
can be reused is adoption to other domains and technological
solutions.

A. Research Objective

The main goal of this case study is to illustrate the feasibility
of deriving the GCP Solution of a Remote Digital Early
Cardiac Arrhythmia Detection and Diagnosis IoT-BMP archi-
tecture of an industrial IoT system from the DOMINIoT archi-
tecture. This main goal is decomposed into two objectives.

OBJ.1: To derive the required components of a Remote
Digital Early Cardiac Arrhythmia Detection and Diagnosis
IoT-BMP architecture from the DOMINIoT IoT BPM
architecture.

OBJ.2: To derive the required GCP components for imple-
menting an industrial solution for a Remote Digital Early
Cardiac Arrhythmia Detection and Diagnosis IoT-BMP, from
its technology-independent pattern.

B. Analysis and Methodology

In this case study, both quantitative and qualitative analysis
were used to examine the case study. Qualitative analysis is
performed by applying the defined methodology to conduct
the case study. It consisted of applying the traceability of the
elements and connections between models for illustrating in
depth their specialization or refinement to allow the reusability
of the adoption. On the other hand, quantitative analysis was
performed by executing experiments to prove the correct exe-
cution of the resulting IoT-BMP system in a real setting. The
results of the experiments are provided in terms of: 1) metrics
related to the monitoring of the status of the IoT devices and
2) time metrics from the moment the service is requested until
the patient receives a final report as well as their comparison
with conventional diagnostic procedures in order to evidence
the time reduction.

Finally, to evaluate the impact of this IoT BMP in our
society, and specifically, in the healthcare domain, an approx-
imation of the saved costs and time by the Spanish Health
System has been calculated as well as the number of early
diagnoses when using this service.



16750 IEEE INTERNET OF THINGS JOURNAL, VOL. 10, NO. 19, 1 OCTOBER 2023

Fig. 2. Platform-independent IoT BPM architecture for remote digital early cardiac arrhythmia detection and diagnosis following a device as a PoC strategy.

C. Case Study Description

The healthcare field is one of the multiple domains that
can benefit from IoT solutions. The case study of this
research work is framed in this domain, and specifically in the
remote digital early cardiac arrhythmia detection and diagno-
sis domain following a Device as a PoC strategy. This case
study has been carried out in collaboration with the IDOVEN
company.

IDOVEN is a European HealthTech startup company-based
in Madrid leading a promising initiative that seeks to detect
heart problems early to prevent diseases, such as myocardial
infarction and sudden death. To do this, they are redefining
the way cardiac arrhythmias are diagnosed by creating a plat-
form that combines AI algorithms with wearable IoT medical
devices and the expertise of cardiology professionals.

This case study is focused on the IDOVEN BP of Devices
as a PoC business market, which provides a service that con-
sists of recording the patient’s heart for days or weeks using
a wearable noninvasive IoT medical device for ECG monitor-
ing, for instance, ECG event recorders, Holter monitors and
ECG patches from different manufacturers, and analyzing this
data with the IDOVEN’s AI platform. In addition, the recorded
heart activity signals during the monitoring days are analysed
by the IDOVEN cardiologist team who, with the help of its
AI algorithms, converts the millions of heartbeats patterns into
clinically relevant medical information depicted in a medical
report with the anomalies detected and customized recommen-
dations. Specifically, this work is a proof of concept to test the
feasibility of a service where patients can send continuously
their electrical heart activity through a mobile application and
receive alerts in real time in case an abnormal pattern is
detected. These alerts do not constitute a medical diagnosis,
just a notification to be assisted by a health professional. This
case study fulfils the needs to adopt the DOMINIoT archi-
tecture, since it requires a scalable, real-time, and complex
IoT architecture that guarantees the availability, feasibility,

and correct execution of this IoT solution in a business
context.

D. Case Study Execution

To address this case study, the DOMINIoT architecture
was specialized in two steps: 1) the domain specialization
(OBJ.1) and 2) the technology specialization (OBJ.2). The
first step consisted in deriving a Remote Digital Early Cardiac
Arrhythmia Detection and Diagnosis IoT BPM architecture
from the DOMINIoT architecture without considering tech-
nological solutions (see Fig. 1). As a result, this Remote
Digital Early Cardiac Arrhythmia Detection and Diagnosis
DOMINIoT architecture can be used to be implemented with
different technological solutions (see Fig. 2). And as a second
step, the Remote Digital Early Cardiac Arrhythmia Detection
and Diagnosis DOMINIoT architecture was specialized for
a specific technological solution, i.e., GCP (see Fig. 3). The
results of these two steps are the following.

1) Domain-Dependent Architecture: Remote digital early
cardiac arrhythmia detection and diagnosis IoT BPM
architecture

a) Users: The users of the system are: 1) the customers
that want a runtime monitoring of their hearts in their day-
to-day having not only a diagnosis by a cardiologist, but
also runtime alerts if there is any sign of cardiac arrhythmia;
2) the IDOVEN company employees as the IoT BPM staff;
and 3) cardiologists as domain specialists.

b) Service request: It consists in requesting IDOVEN’s
service which includes the monitoring kit composed of the
ECG monitor IoT medical device or Holter monitor for con-
tinuous and remote heart monitoring to detect early cardiac
arrhythmias through a shopping channel, for instance an
e-commerce shop.

c) Extract-transform-load (ETL) service: It retrieves the
submitted orders from the shopping channel and stores them
in a desired destination.



GÓMEZ-VALIENTE et al.: SMART-IoT BUSINESS PROCESS MANAGEMENT 16751

Fig. 3. Google Cloud IoT BPM architecture for remote digital early cardiac arrhythmia detection and diagnosis following a Device as a PoC strategy.

d) Storing service: It stores all the raw orders data as
well as the data that is generated along with their processing.

e) State management service: It tracks the processing sta-
tus by determining whether Holter monitors are free or busy.
In addition, devices have the maintenance status indicating if
they are enabled or damaged.

f) Decentralized coordination and BP monitoring
services: They manage the orders and its assignment to
Holter monitors, as well as controlling the status of the
devices at any moment.

g) Data collection service: It collects data from the
statuses of Holter monitors.

h) Scheduling and resource allocation services: They
provide the required computational resources to scale on-
demand as well as releasing or acquiring new Holter monitors,
therefore this service could be supported by a cloud provider’s
services.

i) IoT monitoring kit shipping service: It oversees the
delivery of the monitoring kit to the patient as part of the
purchased service, and it is performed by a logistics com-
pany. Holter monitors are lent to patients so they can receive
the service and should be returned to IDOVEN’s facility also
through the logistics company. In this case, this implies the
famous “last mile” problem of home-delivery services because
it includes logistics to deliver the IoT medical device at the
client/patient/citizen home and reverse logistics to pick up the
IoT medical device again.

j) Data acquisition and delivery service: It is carried out
by the Holter monitor device that will record the patient’s heart
activity. This data is outsourced through the communication
protocol the device supports. As the device will be continu-
ously working, the patient must charge the device in case its
battery drains.

k) Data transmission, distribution, and alerts deliv-
ery services: They follow the architecture DOMINIoT:
1) preserving the mobility of the patient and allowing the

data recording and transmission in a nonintrusive and seamless
way; 2) notifying patients if the Holter monitor is con-
nected and if they are recording the heart activity signal; and
3) receiving alerts.

l) Data storage service: It stores the electrical heart
activity.

m) Data analysis and diagnosis procedure services: They
implement AI algorithms and use AI tools for detecting the
presence or not of a heart arrhythmia using the gateway
incoming data, and, if necessary, send alarms to patients. For
the final patient’s diagnosis report, these preliminary find-
ings are presented as a clinical decision support system for
the IDOVEN cardiology team. Thus, they also constitute
consumers of the service as the Holter monitor has been
continuously recording the patients’ heart activity for a fair
duration of time which allows to understand better the heart
behavior as well as they can benefit from the findings of the
AI techniques to accelerate and improve the accuracy of the
diagnosis. In this way, this platform also acts as a decision
support system.

2) Technology and Domain-Dependent Architecture:
Google cloud platform remote digital early cardiac arrhythmia
detection and diagnosis IoT BPM architecture

a) Users: The users do not vary from the same of the
Domain-Dependent Architecture since they do not imply a
technological change (see Section V-D1a).

b) Service request: The service request is served by an e-
commerce shop built in Shopify platform which is connected
to the ETL service. Fig. 4 shows the results of implemen-
tation of the e-commerce Web platform in Shopify to allow
customers request IDOVEN’s service.

c) ETL service: It is implemented with an ETL service
and is connected to the e-commerce shop.

d) Storing service: It is implemented with the Google
Cloud SQL storage.
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Fig. 4. Catalogue of products for home monitoring.

Fig. 5. Web application tracking IoT devices statuses.

e) State management service: A Web application hosted
in the Google application engine (GAE) helps IDOVEN staff
to manage the state of the service and devices. This Web allows
visualizing and updating the information stored in the database
which supports the storing service, and uses as a backend a
REST API (see Fig. 5), deployed also in the GAE service that
exposes endpoints to be consumed by the application through
HTTPS requests. This REST API allows the tracking and man-
agement of the IoT devices and is also integrated with the
logistics company’s API.

f) Decentralized coordination and BP monitoring
services: The Web application, its API, and the SQL database
help to carry out the management of the service request and
connect with the logistics company’s API.

g) Data collection service: A service provided through
the Web application hosted in GAE allows IDOVEN staff to
manually introduce the state of the Holter devices.

h) Scheduling and resource allocation services: The scal-
ability and scheduling are achieved by using the GCP services.

i) IoT monitoring kit shipping service: The shipping of
Holter monitors management and state control is performed
by using the logistics company’s API.

j) Data acquisition and delivery service: The Holter
monitor, and the Android application play the sensor and
gateway roles in the system, respectively. Holter monitors

Fig. 6. IDOVEN mobile application.

make possible the data acquisition and its transmission to the
gateway via Bluetooth.

k) Data transmission, distribution, and alerts delivery
services: The Android application provides patients with the
runtime information about the monitoring process and trans-
mits the data via MQTT to the GCP (see Fig. 6), specifically
to the data broker in Cloud IoT Core. The Cloud IoT Core ser-
vice distributes data to the Cloud Function service through the
Cloud Pub/Sub service. The Cloud Function service processes
the telemetry data and serves its to the rest of cloud services.
They are responsible for: 1) creating a storage bucket for each
patient in order to store the telemetry data and AI results;
2) making a request to the Compute Engine about the AI
analysis; and 3) publishing the result of the AI analysis to
the device’s alerts Pub/Sub topic to which it’s subscribed
to and which triggers the execution of the Firebase Cloud
Function. Firebase is used to send messages from the GCP
to the Android application in the form of “push notifications”
when notifying a heart arrhythmia (see Fig. 6). Cloud Pub/Sub
is a shared service between these two platforms, so it acts as
a bridge between them.

l) Data storage service: The Cloud Storage stores the
telemetry data.

m) Data analysis and diagnosis procedure services: The
Compute Engine service to analyze the data through AI
models.

E. Discussion and Results

The results of case study development have demonstrated
the feasibility of deriving from the DOMINIoT architecture,
the Remote Digital Early Cardiac Arrhythmia Detection and
Diagnosis domain-specific architecture (OBJ.1) and its GCP
implementation (OBJ.2) (see Figs. 5 and 6). Specifically, this
research work has created an IoT architecture to support IoT
BPM, whose results address existing challenges in the area
(see Section III). These results are enumerated as follows.

R1: An IoT-BMP architecture that integrates the BMP and
IoT services in modules, such as IoT Shipping Device or BPM,
with a decentralized orchestration and without being in silos
(see Sections IV-B2d, V-D1a, and V-D2f).
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TABLE I
DOMINIOT ARCHITECTURE APPLIED TO DIFFERENT DOMAINS

TABLE II
PLATFORM-INDEPENDENT IOT-BPM ARCHITECTURE FOR REMOTE DIGITAL EARLY CARDIAC ARRHYTHMIA DETECTION

AND DIAGNOSIS FOLLOWING A DEVICE AS POC STRATEGY IMPLEMENTED WITH DIFFERENT CLOUD SERVICES

R2: An IoT-BMP architecture that explicitly includes not
only the service request flow, but also the information and
logistics flows (see Section IV-D, Figs. 1 and 2).

R3: An IoT-BMP architecture that explicitly prescribes
services for scheduling, resource allocation, and state man-
agement of Smart IoT systems as part of the BPM service,
making mandatory the management of these services in any
IoT system (see Sections IV-B2 and V-D).

In addition, the main goal of this research work is to demon-
strate the feasibility of deploying this IoT-BMP architecture in
a real setting and to illustrate how to adopt it at different levels
of abstraction to promote its reusability in other domains and
technological frameworks. This goal has been also achieved
by the following results.

R4: A platform-independent IoT BPM architecture for
remote digital early cardiac arrhythmia detection and diagnosis
following a Device as a PoC strategy to be used as a pattern
by those IoT companies that work in the same domain, and
they want to deal with the challenges overcome by the results
R1-R3 without changing their technological framework.

R5: A DOMINIoT to be used as a pattern to fulfil in the
construction of any IoT system for dealing with the challenges
overcome by the results R1-R3, the DOMINIoT architecture.
At the same time, its abstraction provides the benefits of easily
being specialized into the needs of a specific domain.

Table I has been defined to illustrate how to use the
DOMINIoT architecture as a pattern at different domains:
the domain used in this work to illustrate in depth the
architecture remote digital early cardiac arrhythmia detec-
tion and diagnosis following a Device as a PoC strategy,
the domain of smart buildings [extracted from SIoTCom
(PID2020-118969RB-I00) and CROWDSAVING (TIN2016-
79726-C2-1-R) projects of the Spanish Ministry of Economy
and Competitiveness (MINECO)] and the healthcare domain,
but within the respiratory disease detection and diagnosis.

R6: A Google Cloud IoT BPM architecture for remote digi-
tal early cardiac arrhythmia detection and diagnosis following
a Device as a PoC strategy to be reused as it is described in
terms of components and connections with the endorsement of
its deployment in a real setting (see Table II). Table II has been
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TABLE III
DATA FEED FROM THE HOLTER

TABLE IV
DATA SENT TO THE CLOUD WITH DIFFERENT MONITORING SERVICES

created to illustrate how to adopt the platform independent IoT
BPM architecture for remote digital early cardiac arrhythmia
detection and diagnosis following a Device as a PoC strategy
as a pattern to different technologies: the GCP used in this
work to describe its implementation in detail, Microsoft Azure
and Amazon Web Services (AWSs).

In addition to the presented qualitative results from the
conduction of the case study, it is important to generate quan-
titative results. To that end, a set of experiments and analysis
were conducted (see Section V-B).

One of the most important issues of the developed IoT solu-
tion for remote digital early cardiac arrhythmia detection and
diagnosis following a Device as a PoC strategy, specifically,
the heart arrhythmias, is to guarantee a continuous data feed
from the smartphone to the cloud to execute an early anal-
ysis of the data received. To that end, an experiment was
conducted which consisted of checking the number of bytes
that the smartphone of a patient would have to send to the
cloud during the service. The experiment consisted in running
the Holter for 24 min. The metrics obtained are illustrated in
Table III.

In addition, we measured the average number of Megabytes
sent to the Cloud depending on the service purchased by the
patient, i.e., being monitored for 24 h, 7 days, or 21 days. The
obtained results are described in Table IV. From these data, it
is possible to derive the following result.

R7: The data feed and the services worked as expected.
Therefore, the good results imply that the presented Google
Cloud Remote Digital Early Cardiac Arrhythmia Detection
and Diagnosis IoT BPM architecture is deployed to support
the IDOVEN services.

The development of this study depicts the IoT infrastructure
built following a lean design methodology [32] for four years
to create a new clinical workflow that allows cardiologists to
diagnose patients remotely outside the hospital while being
able to guarantee a medical grade quality. This platform and
workflow have been validated in the last two years with 2188
patients from 338 different zip codes in 31 different countries
(see Fig. 7) across the seven continents and diagnosed over 80
different cardiac conditions to this date, deriving the result.

Fig. 7. Map with the locations where IDOVEN has monitored patients.

TABLE V
METRICS RESULTED FROM THE CONTINUOUS

TRACKING OF THE STATUS OF IOT DEVICES

R8: The deployment of the DOMINIoT architecture using
GCP in a real IoT System as the Remote Digital Early
Cardiac Arrhythmia Detection and Diagnosis IoT system of
the IDOVEN company which has been validated with 2188
patients across the seven continents.

In addition, the decrease in time to diagnosis was ana-
lyzed. Fig. 8 depicts time metrics from the moment the patient
requests the 7-day service until it receives a final report. These
times were calculated as the median for each monitoring order,
and they included weekends, bank holidays, and the additional
courtesy days added to make sure the patient completes prop-
erly the monitoring period and to adjust with the logistics
workflow. Results showed the successful execution of the BPM
as: 1) it takes 2.2 days to receive the monitoring kit at home
from the moment it is requested, in comparison with the
1–4 months it takes in Spain to get a first appointment with
a cardiologist which means a time reduction up to 98.2% and
2) it takes 4.6 days to receive the report from the moment
IDOVEN gets the Holter device back, in comparison to the
two weeks to up to eight months that a current patient would
have to wait for results from a traditional Holter monitoring,
meaning a time reduction up to 98.1%. These reductions of
time give the patient peace of mind and help professionals to
act early, increasing the quality of patient’s life in the long
term.

R9: The implementation of the BPM shows a time reduction
of up to 98.2% for a patient to get recorded with a Holter
monitor and a time reduction of up to 98.1% to receive the
results of the monitoring.

Regarding the analysis performed about the tracking of the
status of each Holter IoT device with the Web application, the
results depicted that only 3.4% of devices were damaged and
therefore, substituted, and the remaining 96.6% continued to
be available for giving service (see Table V). This helped to
maintain the quality and to acquire more stock if necessary.
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Fig. 8. Time metrics of the IDOVEN’s remote digital early cardiac arrhythmia detection and diagnosis following a device as a PoC strategy service.

R9: Metrics related to the tracking of IoT devices and their
status to ensure a correct performance throughout the BPM
execution that showed that 96.6% of devices maintained their
operating quality and 3.4% resulted damaged.

Finally, to show how our contribution can speed-up the diag-
nostic process while saving costs for public health systems, an
approximation of the avoided cost was calculated in terms of
avoided appointments and medical tests performed at primary
care centers and hospitals in Spain when IDOVEN’s Google
Cloud IoT BPM architecture for remote digital early cardiac
arrhythmia detection and diagnosis following a Device as a
PoC strategy services were used.

Typically, when patients suffer symptoms, they must go to
the primary care center and get recorded an ECG that sug-
gests the patient needs a more in-depth review at the hospital.
There, the cardiologist prescribes the Holter monitor, and then,
the cardiologist and nursery team analyze their heart signal and
either make a final diagnosis or require more complementary
tests. With the presented solution, a healthy patient, who does
not have to go through complementary tests, does not need
these appointments and tests and thus, it incurs zero costs
for the Spanish Health System. However, if the results given
by IDOVEN indicates that it is necessary to perform comple-
mentary tests, the patient only needs to get an appointment at
the primary care center and get another appointment with the
cardiologist at the hospital where the professional could take
IDOVEN’s report as an appropriate starting point for the final
diagnosis.

Particularly, in a sample of 846 patients analyzed by
IDOVEN with 24-h, 7-day, and 21-day monitorings, 102
patients were recommended to go to the hospital for com-
plementary tests due to minor and major findings in their
ECGs. For this case, the solution helped the Spanish
Health System to save C375 518.01 per 846 patients (see
Table VI). This was calculated using the available data of the
appointments and medical tests published by several Spain’s
regions [32], [33], [34], [35], [36].

In addition, not only the costs are avoided due to the number
of appointments and medical tests. There are important savings
in number of hours that health professionals invest during these
processes and more importantly, in the heart signal analysis
itself. Moreover, the detailed review of the ECGs is a highly
tedious and repetitive task which induces fatigue and lack of
productivity, increasing the probability of making mistakes and
consequently, worsening the diagnosis. So, this architectural
pattern solves this through its decision support system based
on AI.

TABLE VI
COST AND TIME OF CONVENTIONAL APPOINTMENTS AND MEDICAL

TESTS AT THE HOSPITAL IN COMPARISON TO USING IDOVEN’S

SERVICES AND AI PLATFORM AND THE AVOIDED COST

AND HOURS FOR THE SPANISH HEALTH SYSTEM

With IDOVEN’s analysis and remote patient monitoring
service and its AI platform, the Spanish Health System
saved 2238.92 h per 846 patients (see Table VI), helping to
significantly reduce the waiting lists.

In addition, it is important to emphasize that out of the
102 patients that had to get complementary tests, 89 patients
did not know they had any heart condition, and 13 patients
had an existing heart condition that they were already aware
of. In this way, it is evident that the solution contributes to
the early detection of heart diseases, which in the long-term
decreases the possibility of having a more severe disease which
may incur in hospitalizations and other costs that were not
considered in this study.

R10: The study of a sample of 846 patients demonstrat-
ing that the execution of this BPM: 1) saved the Spanish
Healthcare System C375 518.01 and 2238.92 h in terms of
time invested by health professionals and 2) helped to detect
in 102 patients major and minor findings.

F. Limitations

The results of this case study developed has demonstrated
the expected results by adopting the DOMINIoT architecture
from the domain and technology perspectives in an industrial
setting. It is reusable due its independence of domain and
technology, and it can be extended or specialized to differ-
ent domains and technologies to guarantee the fulfillment of
a decentralized communication and the scheduling, resource
allocation, and state management of IoT devices. However,
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it cannot be defined as a reference IoT-BPM architecture
with all the required components and optional components
of any IoT BPM system. To that end, it is required to adopt
DOMINIoT to other domains, case studies, and technologies
to ensure that other domains or technologies would not need
optional components specifically tailored for them. Therefore,
in this work, DOMINIoT is presented as a first step to this
reference architecture with its core components and it is pro-
vided as a pattern to be reused, extended and/or tailored by
other IoT BPM fields. In addition, some presented services
still require human intervention and for automating them, it
would be necessary to gather enough experience to design
the best solutions, and to perform a study to demonstrate that
the prescribed interconnections can be automated via technol-
ogy. On the other hand, the experiments are dependent of the
Google technology, the providers and the Holter’s manufac-
tures, more experiments with other technologies and hardware
should be performed to consolidate the quantitative results.

VI. CONCLUSION

This article presents the DOMINIoT architecture, which
supports a smart-IoT BPM that address the challenges of
scheduling, resource allocation, and state management of
Smart IoT systems. In addition, it has the advantages of being
domain and platform independent. This article illustrates how
this architecture can be derived to a domain and technology
dependent architecture preserving the traceability of services,
users, and IoT devices. As a result, it is presented as a pat-
tern that can be reused by different domains and technological
platforms providing a guidance with two tables for its adop-
tion and replication in other domains and technologies. This
article presents the results of the successful adoption by the
IDOVEN company in an IoT system for remote digital early
cardiac arrhythmia detection and diagnosis following a Device
as a PoC strategy, which has been implemented using GCP
services.

As future work, it is planned to implement the automation
of some manual services, the adoption of other domains and
technologies, and to include patterns to other quality attributes
as security and sustainability.

REFERENCES

[1] European Commission. “Cyber-Physical Systems: Uplifting Europe’s
Innovation Capacity.” 2013. [Online]. Available: https://ec.europa.eu/
newsroom/dae/document.cfm?doc_id=3948

[2] E. A. Lee, “Cyber physical systems: Design challenges,” in Proc. 11th
IEEE Int. Symp. Object Orient. Real-Time Distrib. Comput., 2008,
pp. 363–366.

[3] P. Newman. “The Internet of Things Report.” Mar. 2020. [Online].
Available: https://www.businessinsider.com/internet-of-things-report?
IR=T

[4] N. Fattouch, I. B. Lahmar, and K. Boukadi, “IoT-aware business pro-
cess: Comprehensive survey, discussion and challenges,” in Proc. IEEE
29th Int. Conf. Enabling Technol. Infrastruct. Collaborative Enterprises
(WETICE), 2020, pp. 100–105.

[5] S. Schulte, C. Janiesch, S. Venugopal, I. Weber, and P. Hoenisch, “Elastic
business process management: State of the art and open challenges for
BPM in the cloud,” Future Gener. Comput. Syst., vol. 46, May 2015,
pp. 36–50.

[6] “IDOVEN.” Accessed: May 2, 2023. [Online]. Available: https://
idoven.ai/

[7] Object Management Group. “Business Process Model and Notation
(BPMN) Version 1.2.” 2009. [Online]. Available: https://www.omg.org/
spec/BPMN/1.2/PDF

[8] M. zur Muehlen and M. Indulska, “Modeling languages for business
processes and business rules: A representational analysis,” Inf. Syst.,
vol. 35, no. 4, pp. 379–390, 2010.

[9] M. Weske, Business Process Management: Concepts, Languages,
Architectures, 2nd ed. Berlin, Germany: Springer-Verlag, May 2012.

[10] B. Ludäscher, M. Weske, T. M. McPhillips, and S. Bowers, “Scientific
workflows: Business as usual?” in Proc. 7th Int. Conf. Bus. Process
Manag. (BPM), vol. 5701, 2009, pp. 31–47.

[11] D. Miorandi, S. Sicari, F. De Pellegrini, and I. Chlamtac, “Internet of
Things: Vision, applications and research challenges,” Ad Hoc Netw.,
vol. 10, no. 7, pp. 1497–1516, 2012.

[12] NESSI White Paper. “Cyber Physical Systems Opportunities and
Challenges for Software, Services, Cloud and Data.” 2015. [Online].
Available: http://nessi.eu/wpcontent/uploads/2020/09/NESSI_CPS_
White_Paper_issue_1.pdf

[13] A. Botta, W. De Donato, V. Persico, and A. Pescapé, “Integration of
cloud computing and Internet of Things: A survey,” Future Gener.
Comput. Syst., vol. 56, pp. 684–700, Mar. 2016.

[14] E. Cavalcante et al., “On the interplay of Internet of Things and
Cloud Computing: A systematic mapping study,” Comput. Commun.,
vols. 89–90, pp. 17–33, Sep. 2016.

[15] World Health Organization. “Cardiovascular Diseases (CVDs).”
Accessed: May 2, 2023. [Online]. Available: https://www.who.int/news-
room/fact-sheets/detail/cardiovascular-diseases-(cvds)

[16] American Heart Association. “Arrhythmia.” Accessed: May 2, 2023.
[Online]. Available: https://www.heart.org/en/health-topics/arrhythmia/
about-arrhythmia

[17] Z. Maamar, E. Kajan, I. Guidara, L. Moctar-M’Baba, and M. Sellami,
“Bridging the gap between business processes and IoT,” in Proc. 24th
Symp. Int. Database Eng. Appl. (IDEAS), Seoul, South Korea, 2020
pp. 585–590.

[18] V. Torres, E. Serral, P. Valderas, V. Pelechano, and P. Grefen, “Modeling
of IoT devices in business processes: Systematic mapping study,” inProc.
IEEE 22nd Conf. Bus. Informat. (CBI), 2020, pp. 221–230.

[19] I. Compagnucci, F. Corradini, F. Fornari, A. Polini, B. Re, and
F. Tiezzi, “Modelling notations for IoT-aware business processes:
A systematic literature review,” in Proc. Bus. Process Manag.
Workshops, 2020, pp. 108–121.

[20] E. Fleisch, M. Weinberger, and F. Wortmann, “Business models and the
Internet of Things (extended abstract),” in Interoperability and Open-
Source Solutions for the Internet of Things. Cham, Swizterland: Springer
Int., 2015, pp. 6–10.

[21] S. Pourmirza, S. Peters, R. Dijkman, and P. Grefen, “BPMS-RA: A
novel reference architecture for business process management systems,”
ACM Trans. Internet Technol., vol. 19, no. 1, p. 23, Feb. 2019.

[22] L. J. M. Nieuwenhuis, M. L. Ehrenhard, and L. Prause, “The shift to
Cloud Computing: The impact of disruptive technology on the enterprise
software business ecosystem,” Technol. Forecast. Soc. Change, vol. 129,
pp. 308–313, Apr. 2018.

[23] W. Schladofsky et al., “Business models for interoperable IoT ecosys-
tems,” in Proc. Int. Workshop Interoperability Open-Source Solutions,
2016, pp. 91–106.

[24] S. Teixeira et al., “LAURA architecture: Towards a simpler way of build-
ing situation-aware and business-aware IoT applications,” J. Syst. Softw.,
vol. 161, Mar. 2020, Art. no. 110494.

[25] J. Mass, C. Chang, and S. N. Srirama, “Edge process management: A
case study on adaptive task scheduling in mobile IoT,” Internet Things,
vol. 6, Jun. 2019, Art. no. 100051.

[26] J. Ruan et al., “An IoT-based E-business model of intelligent vegetable
greenhouses and its key operations management issues,” Neural Comput.
Appl., vol. 32, pp. 5341–15356, Mar. 2020.

[27] P. Runeson, M. Höst, A. Rainer, and B. Regnell, Case Study Research in
Software Engineering: Guidelines and Examples. Hoboken, NJ, USA:
Wiley, 2012.

[28] P. Darke, G. Shanks, and M. Broadben, “Successfully completing case
study research: combining rigour, relevance and pragmatism,” Inf. Syst.
J., vol. 8, no. 4, pp. 273–289, 1998.
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