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Abstract—The Internet of Things (IoT) is vulnerable to leak-
age of private information during data sharing. To avoid this
problem, access control and secure data sharing have been
introduced in IoT; however, many challenges are faced because
of centralized access control and single delegator selection.
Additionally, blockchain is integrated into IoT to enhance the
security of the environment. For that purpose, this research
proposes dynamic secure access control using the blockchain
(DSA-Block) model, which performs secure access control and
data sharing. Initially, the IoT device attributes and user
attributes are registered at a local domain authority (LDA) for
generating private and public keys using the hyperelliptic curve
cryptography (HECC) algorithm, which ensures the legitimacy
of the users and devices. Then, the IoT devices send a request
message to the edge nodes (ENs) via a gateway, which performs
request filtration by validating the user’s authenticity. The filtered
requests are sent to the edge server to perform access delegation
using rock hyraxes swarm optimization (RHSO), which selects
a set of delegator nodes. The access control decision is made
by using the Trusted practical Byzantine fault tolerance (PBFT)
consensus algorithm. The IoT data are stored in the cloud server
for secure storage, in which the data are secured using a dif-
ferential privacy mechanism. Finally, dual revocations, such as
user attribute revocation and user revocation, are used to main-
tain security. The performance of DSA-Block is evaluated and the
results demonstrate that the proposed DSA-Block model achieves
superior performance compared to previous works.

Index Terms—Access delegation, blockchain, edge computing,
Internet of Things (IoT), practical Byzantine fault tolerance
(PBFT) consensus, revocation, secure data sharing.

I. INTRODUCTION

THE EMERGENCE of the Internet of Things (IoT) tech-
nology in recent times has provided connectivity between
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several devices to facilitate various applications, such as smart
homes, smart manufacturing, and smart transportation [1], [2].
The privacy and security issues associated with this develop-
ment necessitate a mechanism for controlling these devices [3].
Access control is found to be the most significant mecha-
nism to control the interventions of illegitimate and unau-
thorized users [4], [5]. Several access control schemes have
been proposed to control the access to resources, but these
approaches rely on a centralized entity, which results in a
single point of failure [6]. The adversaries in the network com-
promise the centralized server to redefine the access policies in
their favor. Moreover, the data stored in the compromised cen-
tralized entity represent serious privacy threats, as the personal
information of the IoT users, such as location and surveillance
data are exposed to the malicious adversary [7].

The decentralized access control in the IoT network is
provided by the blockchain technology which mitigates the
limitations of centralized architectures and provides services
for large-scale scenarios [8], [9]. Multiauthority-based access
control is applied in several existing works to improve secure
data sharing, however, it leads to significant privacy issues
[10], [11], [12]. Several existing approaches integrate the
blockchain to provide decentralized access controls by storing
the access policies in the blockchain node and making deci-
sions based on the access policies [13]. In these approaches,
the blockchain node acts as a delegator and is used to process
the overall resource requirements of the IoT entities [14]. The
selection of a single blockchain node to provide access con-
trol to devices in the IoT network represents various threats,
as follows.

1) Security Threats: The single blockchain node that is
responsible for validation of all user requests is vul-
nerable to various Distributed Denial-of-Service (DDoS)
attacks such as when the malicious adversary produces
a large volume of access requests in a periodical manner
to waste the resources of the blockchain node.

2) Privacy Threats: The access control is carried out by the
single public blockchain node by verifying the access
policies and attributes stored in the blockchain, which
poses privacy issues for the attribute owners [15], [16].

The privacy issues of the public blockchain have been
overcome by the deployment of Hyperledger Fabric, which
is an open-source platform that possesses several signif-
icant advantages, such as an effective consensus mecha-
nism, decentralized ledgers to protect privacy, and increased
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throughput [17]. Edge-based blockchain is implemented to
perform access control with low latency and computational
complexity using Hyperledger Fabric [18]. However, the
proper usage of Hyperledger Fabric for effective access con-
trol has not yet been efficiently performed [19]. The revocation
process is implemented to revoke malicious users or attributes,
to increase security efficiency. However, this can lead to vari-
ous attacks due to a lack of time-based revocation [20]. In this
article, secure access control-based sharing of data is carried
out in a decentralized manner.

A. Motivation and Objectives

The major aim of this research work is to perform dynamic
access control and data sharing in a decentralized manner.
The trust-based selection of delegator nodes is performed to
achieve effective consensus. The delegation and revocation
of access rights are executed in a periodic way to maintain
security. Various issues in previous works have motivated this
research and are addressed within it, as follows.

1) Inefficient Access Management: The existing approaches
have integrated the access control with the blockchain
technology to give it a decentralized nature, but the
selection of a single delegator (e.g., cloud) increases the
vulnerability of users and risks of leakage of private
data.

2) Single Point of Failure: Blockchain-based access control
has been utilized to provide decentralized computa-
tion, but several existing approaches have used gateway
(GW)-based access control, which results in a single
point of failure when the number of requests or users
in the network increases.

3) Complex Cryptography: The existing approaches have
ensured the security of IoT nodes by utilizing cryp-
tographic algorithms such as elliptic curve cryptog-
raphy (ECC), which possess increased message size
and computational complexity that are not suitable for
resource-constrained IoT devices.

The major objective of this approach is to ensure security
and privacy in the IoT network. This objective is achieved by
satisfying a set of subobjectives, as follows.

1) To minimize the effect of adversarial access requests
in overloading the entity by performing authentication-
based request filtration.

2) To maximize the scalability and performance of
blockchain by achieving increased transactional through-
put and reduced block validation time.

3) To maximize the reputation of the consensus by consid-
ering the trust value in selecting the consensus node.

4) To maximize the security by performing revocation of
the attributes and users based on time and behavior.

B. Research Contributions

The proposed dynamic secure access control using the
blockchain (DSA-Block) model focuses on secure access con-
trol and secure data sharing using blockchain. The major
contributions of this research are listed as follows.

1) Authentication of nodes and users is carried out via
hyperelliptic curve cryptography (HECC) and the enti-
ties are stored in the private local ledger (LL) to enhance
the security, which helps to mitigate external attacks.

2) Authentication-based request filtering is performed
through a GW by verifying the legitimacy with a times-
tamp and freshness of the requests, which increases
throughput and reduces latency.

3) Access delegation is achieved through the edge server
using rock hyraxes swarm optimization (RHSO) by
considering trust, energy, load, and resource availabil-
ity (RA), in which the trust value is evaluated using
blockchain, which reduces the block validation time,
response time, and consensus time.

4) The data are shared securely manner by uploading the
data to the cloud server with the help of a differential
privacy mechanism, which increases the attack detection
rate.

5) Finally, revocation is performed for both user attributes
and users to enhance security. The user attribute revo-
cation is performed by considering expiry time and
attributes updating, and user revocation is performed
based on the trust value, which also increases the attack
detection rate.

The performance of the proposed work is evaluated in
terms of consensus time, throughput, block validation time,
transaction time, latency, response time, and attack detection
accuracy.

C. Article Organization

This section outlines the structure of this article that follows.
Section II summarizes the literature review of previous works.
Section III explains the preliminaries of this research which
is followed by the major problem statement in Section IV.
Section V presents the system model of the proposed DSA-
Block approach and its experimental results are described in
Section VI. Finally, Section VII concludes the research and
recommends future work.

II. LITERATURE SURVEY

This section summarizes the literature review on the existing
methods, where different approaches have been used to per-
form secure access control based on attributes. It also outlines
the key research gaps in these works.

A. Access Control Schemes

The decentralized authorization of IoT devices was
proposed by [21]. The necessity of updating policies was
addressed by implementing a collaborative-based access con-
trol approach in which the new access policy collaborated with
the old one using a collaborative node. The system model is
comprised of entities, such as authority nodes, IoT nodes, and
blockchain nodes. Initially, the IoT devices were authenticated
by the hash ID using the ECC algorithm. The authorization
of nodes was carried out using the access tree, in which the
construction and reconstruction of a collaborative node were
carried out by verifying the blockchain ledger. The generation
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of private and public keys was carried out based on the ECC
algorithm, which provided increased security due to its asym-
metric nature. However, the increased size of the encryption
key affects the complexity of these approaches. The privacy
of IoT data stored in the cloud was ensured by proposing
attribute-based encryption (ABE) in [22]. The vulnerabilities
inherent to data being kept in cloud storage, such as privacy
leakage, data tampering, and illegal access were considered,
and an effective approach was introduced. The centralized
server utilized in the conventional approaches was replaced
with the decentralized blockchain approach. The identity of
the users in the IoT network was preserved by using the asym-
metric encryption algorithm and the keys were generated by
the consensus nodes. Revocation of users in the network was
carried out periodically and the key updating of the revoked
users was executed. When the user requests data kept in the
cloud, the cloud performs predecryption by retrieving the keys
from the blockchain, which reduces the computational cost of
the users. The consensus nodes were responsible for genera-
tion of keys and revocation of users in the network, but the
selection of consensus nodes in the blockchain is carried out
without considering the reputation of the nodes, which affects
the credibility of the approach. Symmetric key encryption was
used to ensure the authenticity of the IoT users, but the usage
of a single key by the IoT nodes makes it vulnerable to being
compromised.

A flexible access control mechanism using ABE was
proposed in [23]. The limitations of existing nonrevocable
access control approaches were addressed by introducing a
blockchain-based revocable approach. This system model was
comprised of entities, such as trusted authority (TA), publisher,
user, and miners. Initially, the registration of users along with
their attributes was performed, after which the chameleon hash
algorithm was used to generate the hash function for verifi-
cation. The revocation of attributes was performed by the TA
if the user attributes were found to be changed. Based on the
new set of attributes, the access control for the respective user
was performed. The authors stated that the decentralization
of the approach can be achieved by deploying multiple Tas,
but the matching of users to a respective TA was not per-
formed, which increases the overload of a particular TA in
the network. The authors performed multifactor-based access
control of IoT users in [24]. The limitations of existing single-
factor access control mechanisms were overcome by utilizing
three factors: 1) user password; 2) biometrics; and 3) the keys
provided by the TA for access control. Initially, the key gen-
eration for TA was computed based on the elliptical curve
discrete logarithm, and the registration and enrolment of users
and GW nodes were carried out to perform access control.
The data sharing was performed after the establishment and
verification of the session key through mutual authentica-
tion of the GW node and IoT users. Finally, the updating
of security parameters was performed in the user’s favor.
The generation of private and public keys was carried out
based on the ECC algorithm, which provided increased secu-
rity due to its asymmetric nature. However, the increased
size of the encryption key increases the complexity of this
approach.

A simplified access control approach for an IoT environment
was presented in [25]. The limitations of traditional centralized
access control approaches, such as single point of failure and
data tampering, were overcome by a distributed approach. In
this approach, the consortium blockchain was utilized in which
the identity of the user is denoted as the address. The gener-
ation of public and private keys was carried out via the ECC
algorithm. The practical Byzantine fault tolerance (PBFT) con-
sensus was utilized for the verification of access requests and
revocation of users was carried out to ensure the security of
the approach.

Fog computing-based distributed management of keys was
carried out in [26]. The limitations of cloud-based access con-
trol, such as unreliability, were overcome by this approach.
The system model is comprised of hierarchical deployment
of entities, such as IoT devices, edge nodes (ENs), a security
access manager (SAM), and cloud-based blockchain nodes,
respectively. The initialization of the users was performed
based on several parameters. The accessed query and access
response was performed by the SAM presented in the fog
layer. To ensure the security of the IoT environment, peri-
odic updating of keys, and revocation of users was carried
out. The generation of blocks was achieved by using proof
of work consensus; however, the time required for generation
of blocks and reduced throughput provided by this approach
restricts the usage of this consensus.

Zhang et al. [27] proposed the key-policy ABE (KP-ABE)
scheme using the decisional learning with error (DLWE)
problem and combined the KP-ABE with blockchain for
secure access management. In KP-ABE, the researchers used
probabilistic polynomial time (PPT) algorithms, including
setup, keygen, encryption, and decryption. Through the com-
bination of blockchain and KP-ABE scheme, access manage-
ment was facilitated between the owner and their device and
then the user. In the access management scheme, first ini-
tialization takes place for the registration process and then
the transaction process occurs when a transaction request is
received. By using miners, the transaction is verified by a
PoS consensus mechanism before the block is added to the
blockchain. The blockchain gives access permission to users.
Finally, the DLWA method was used to prove the secure access
management using the KP-ABE scheme. Here, the authors
proposed a KP-ABE scheme for secure access management
by using blockchain. The efficiency of the access manage-
ment was considered, but not the security issues in the ABE
scheme, which reduces the degree of security for IoT.

Ali et al. [28] proposed an ABE scheme with a lightweight
revoke method. By using a central authority (CA), domain
authorities (DAs), cloud service provider (CSP), data owner
(DO), and data user (DU), five processes were implemented
with PPT algorithms. First, using a cryptographical back-
ground, the authors initialized the CA and DAs. In the key
delegation process, key generation for the DO and DU was
achieved using the access tree. In the data outsourcing pro-
cess, the partially encrypted data from the DO was encrypted
in CSP. Then, the encrypted data was partially decrypted in
CSP and fully decrypted in DU during the decryption process.
In the user revocation process, the DAs updated the parameters
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and the re-encrypted secret key was updated for the users to
allow or revoke access. Finally, for the proofing process, the
Decisional Bilinear Diffe–Hellman problem was used, with the
hardness assumption. Here, the authors proposed a hierarchical
ABE scheme for secure access control for IoT. However, there
is a probability of data tampering due to low data integrity and
user privacy.

B. Blockchain-Based Security Schemes

The secure sharing of data in the IoT environment using
identity-based encryption was proposed in [29]. The limi-
tation of an ABE process, such as high time consumption,
was addressed by implementing a proxy-based re-encryption
approach in which the EN acts as a proxy server to perform
re-encryption of the data. The DO is responsible for the gen-
eration of keys for each user based on their identity. The users
submit their keys along with a request, based on which the user
verification was performed by the blockchain-assisted TA. The
PBFT consensus was utilized to achieve consensus for block
generation in order to reduce the time required for the encryp-
tion and decryption processes. However, the generation of keys
for each user in the network becomes complex when the num-
ber of users in the network increases. The PBFT consensus
was utilized in this approach to achieve a consensus about the
final decision, but the proposed consensus model was found
to have scalability issues and increased block validation time.
Kumar et al. [30] proposed a secure machine learning-based
framework for ensuring trustworthiness in an IoT environment.
The smart city application was adopted, in which three mod-
ules, namely trustworthiness, privacy, and intrusion detection,
were presented. In the first module, the computation of a repu-
tation score for the IoT devices was carried out and, based on
that, the nodes were categorized into three clusters. The rep-
utation score and transaction of the nodes were further stored
in a blockchain. The off-chain storage of raw data was carried
out in an interplanetary file system (IPFS), in which the pri-
vacy of the data was ensured by storing its hash values in the
blockchain. The blocks were generated using enhanced proof of
work consensus. Finally, intrusion detection was performed by
utilizing the XGBoost algorithm. The generation of blocks was
carried out using enhanced proof of work consensus, but the
time required for block generation and the reduced throughput
provided by this approach restricts the usage of this consensus.

A trust-based provision of access to IoT services was
presented in [31]. The limitations of combining blockchain
technology and trust management were overcome through this
approach. The trust values were computed based on processes
such as service testing, service monitoring, and service rat-
ing. The trust computation was carried out between the IoT
users for provision of services. This is facilitated by the trust
consensus protocol, in which the trust metric is computed for
processes, such as leader selection, block generation, and val-
idation of blocks. The trust computation was based on the
service testing, service monitoring, and service rating param-
eters, but the individual nodal trust of the IoT devices was not
considered, which limits the effectiveness of the trust-based
consensus protocol.

Ali et al. [32] proposed an approach named xDBAuth for
permission delegation and access control in a cross-domain
context, by using four operations. Four transactions, such as
T.register, T.access, T.delegate, and T.revoke, were used for
the following operations. The first operation was domain reg-
istration in a global smart contract. In these various domains,
the admin sent registration requests to the blockchain man-
ager through the T.register transaction, followed by user or
IoT device registration in a local smart contract in the same
T.register transaction. In this operation, they assumed that
the user had installed TPM and registered the user or IoT
device in a local smart contract through the transaction. The
third process was to publish the delegation policy through the
T.delegate transaction. The last operation was resource access,
which was done through the T.access transaction, where the
cross-domain authentication was performed by a PoAI mecha-
nism. Here, the authors proposed a PoAI mechanism approach
for cross-domain authentication and performing the hash func-
tion using a sha-256 algorithm. However, when using this
algorithm for hash generation, there is a difficult to find value,
which was computed as the liable hash value. Local and global
smart contracts were used for blockchain to carry out the trans-
actions, but the delegate policies were stored in the off-chain
due to storage limitations in the blockchain. This reduces the
storage complexity, but leads to privacy issues and there is a
probability of changing or rewriting the delegate policies.

Qashlan et al. [33] proposed an approach to preserve privacy
by using blockchain. Register contract and access contract
were used in a smart contract. Initially, the end-user sends
an access request to the edge server; the server then redirects
the user to the smart contract and the user calls the smart
contract to check its validity. If valid, the user policies are
then checked using ERC20 for attributes and the generating
token if its attributes satisfy the policy. By using the token,
the user sends the access request to the smart contract via the
edge server and gets access to the IoT devices. Finally, the
authors used a differential privacy enhancement mechanism
with stochastic gradient descent to ensure safety of the data
by adding noise samples without considering privacy. Here, the
authors used the PoW mechanism in blockchain for consensus;
however, this leads to a Sybil attack and other attacks.

Wang et al. [34] proposed a Proof of X-Repute (PoXR)
mechanism for the consensus process in blockchain for IoT.
For rapid and safe consensus, they used two methods: 1) repute
rewards and 2) repute punishments. Initially, the block produc-
tion method was used to create a new block by considering the
initial reputes, miner ID, and other related parameters. Then,
the generated block undergoes a verification process by using
the fork selection method and reputation module with param-
eter characteristics of the consensus algorithm. Finally, using
the incentive method, reputation status was identified by giv-
ing the respective parameters to improve the consensus process
in the blockchain. In this work, the PoXR mechanism was
used to select the node for consensus to update the blockchain
ledger. However, in PoXR, if more nodes are able to perform
consensus, this leads to a computational overhead.

Putra et al. [35] proposed an authorization approach for IoT
in blockchain by using trust scores and reputation values. Here,
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TABLE I
SUMMARY OF THE RELATED WORK

two blockchains were used, public and private blockchains.
Initially, service providers (SPs) and service consumers (SC)
were registered in an attribute authority (AA) based on their
attributes and received key pairs by using an asymmetric cryp-
tography mechanism. In the public blockchain, the trust score
was found by considering the previous interactions between
the SP and SC, and the reputation value was found by using
the trust score. Whenever an access request arrived from SC,
the request was validated in the public blockchain based on the
trust value and its corresponding reputation. If the request was
valid, the attributes were retrieved from the private blockchain
a token was created for SC, and the data storage system val-
idated the token and allowed access to the data. Here, the
authors proposed an authorization in blockchain approach for
IoT using a trust score to achieve privacy. However, at the
time of registering, the SC and SP gave the attributes to the
AA in an off-chain scenario, which leads to a lack of privacy.

Table I provides a summary of the related works indicating
the algorithms/methods used, advantages and disadvantages.

III. PRELIMINARIES

This section describes the preliminaries of this research,
which consist of the blockchain technology, Hyperledger
Fabric, and PBFT consensus.

A. Blockchain Technology

The security of IoT entities is provided by the decentralized
nature of the blockchain technology. The data stored within
the blockchain are stored in a hashed manner, as blocks. The
communications between each block are stored as transactions.
The blockchain integrity is ensured by running consensus for
block creation, with the help of miners. The miners validate
the transactions and create the block. Once a new block has
been created, it is broadcast to other blocks. The generated
block contains a header and a body. The header contains ver-
sions of the block, the hashed value of the transaction using the
Merkle hash root tree, the new block threshold value, nonce,
and previous block information. The body of the block con-
tains a transaction counter. The transaction size limits the size
of the block. Some of the features of the blockchain are listed
as follows.

1) Faster execution.
2) Immutability.
3) Consensus.
4) Distributed ledgers.
5) Decentralized.
6) Highly secure.
Based on the size of the user data, they can be stored either

in the blockchain or the off-chain. The nontransactional data
are stored in the off-chain, being too large to store in the
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blockchain. Off-chain storage is lower cost, and ensures better
privacy than the blockchain. The off-chain distributed system
for storing off-chain data is IPFS.

B. Hyperledger Fabric

Hyperledger Fabric is the prefabricated architecture in
blockchain that permits the IoT nodes to run consensus
based on a plug-play mechanism for preserving privacy. The
Hyperledger Fabric compromises the following components:
chain code, peer node, channel, membership SP, devoted
assembling service, and ledger. The three main components
of Hyperledger Fabric are the devoted ordering service, mem-
bership SP, and peer nodes.

1) Devoted Assembling Service: The assembler in the
network is responsible for effective communication
which periodically checks the state of the ledger. Any
of the consensuses in the Hyperledger Fabric are proven
by the assembler to sustain the order of transactions.

2) Membership Service Provider: Membership SPs are
responsible for ensuring the authenticity of the autho-
rized blockchain network, which also generates private
channels for communication among blockchain nodes.

3) Peer Nodes: Peer nodes are responsible for upholding
the ledgers. Generally, the Hyperledger Fabric contains
broadcaster peer nodes and supporter peer nodes. The
broadcaster peers are distributed in the network and
broadcast the block to other peers, whereas supporter
peers are used to validate user requests.

The Hyperledger Fabric contains policies to maintain the
nodes in a decentralized manner to reduce the scalability
and mitigate security threats. Two types of policies, namely,
implicit meta-policy and signature policy, provide effective
access control via consortium.

C. Practical Byzantine Fault Tolerance Consensus

The PBFT is a consensus algorithm based on a voting proce-
dure; it can allow unauthorized nodes, i.e., mischievous nodes
to take part in the consensus algorithm. The PBFT consen-
sus maintains safeness and liveliness among the blockchain
nodes. Safeness refers to the case where, if any of the services
are repeated by some nodes, it must satisfy the correctness
condition, and liveliness refers to nodes’ behavior based on
the request. Every node in the PBFT network communicates
through cryptographic methods to prove its integrity, and also
to reach the state of consensus. The steps involved in PBFT
consensus are listed as follows.

1) Demand.
2) Preprepare.
3) Prepare.
4) Obligate.
5) Block formation.
Table II presents a comparison of conventional consensus

and PBFT consensus. Fig. 1 presents the block formation in
the blockchain-based on the PBFT consensus mechanisms in
which information in the workings of the PBFT consensus is
also provided.

TABLE II
COMPARISON OF EXISTING CONSENSUS VERSUS PBFT

IV. PROBLEM STATEMENT

The security and privacy of the IoT users are a major con-
cern, and several existing approaches have executed various
schemes to achieve the requirements. However, they possess
several limitations that affect the achievement of security and
privacy in the IoT environment. The major problems with these
approaches are described as follows.

The scalable access control mechanism based on blockchain
for a resource-constraint IoT environment was proposed
in [36]. The limitations in the selection of a single delegation
node for access delegation were addressed by implementing
a lightweight blockchain scheme in several IoT nodes. The
major problems with this research are defined as follows.

1) The identity-based authentication of devices, users, and
ENs was carried out, but the parameters considered for
authentication possess a low degree of security, which
affects the secure authentication of nodes and users.

2) The selection of policy decision points was performed
based only on the parameters such as task execution and
use of resources, but the lack of consideration of trust-
based parameters affects the integrity of the final access
decision.

The management of access control in an IoT environment
based on Hyperledger Fabric was presented in this article [37].
The limitations of the centralized access control mechanisms
were addressed by this approach. The hierarchical structure
of access control in the IoT environment was proposed in
this article [38]. The limitations of traditional access con-
trol mechanisms in providing flexible access to IoT resources
were addressed by utilizing an ABE mechanism. The major
problems with these researches are explained as follows.

1) The Hyperledger Fabric utilized Kafka consensus for
block generation due to its performance, but the Kafka
consensus does not provide resistance against the mali-
cious nodes present in the network.

2) In the Fabric-IoT approach, the access policy of the
resources was delegated by the devices, but the revo-
cation and updating of users were not performed, which
affects the adoption of this approach.

3) The data consumer sends the access requests directly to
the centralized blockchain node, but the increased num-
ber of access requests generated by the malicious users
will cause an overload of the blockchain, which affects
the proper provision of access.
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Fig. 1. Blockchain-based PBFT consensus.

The GW-based architecture for providing access control in
the IoT environment was proposed in this article [39]. The
limitations of the traditional access control approaches were
analyzed and a decentralized approach named BorderChain for
management of access to the IoT domains was proposed. The
major problems with this research are listed as follows.

1) The proposed GW-based architecture performed well in
ensuring the security of the IoT users and devices within
a domain, due to the trust provided by vendors and ISPs,
but the single point of failure occurring in these entities
affects the usefulness of this approach.

2) In addition, the IoT GW was utilized as the blockchain
node, but the presence of malicious users in the network
creates an increased number of access requests, which
wastes the resources of the blockchain nodes.

The blockchain-based delegation of access for the IoT users
was carried out in this article [40]. The major problems with
this research are defined as follows.

1) The delegator node, which is considered the broker, was
responsible for delegation of access to the users, but this
node possesses a high risk of a single point of failure,
as attackers in the network use it to affect the proper
delegation of access.

2) The provision of access based on user attributes was
carried out in this approach, but the changing nature
of user attributes was not considered which affects the
access provision process.

3) Access provision was performed based on the smart con-
tract, but the process involved in access provision and

consensus of both the public and private blockchain was
not mentioned.

A. Research Solutions

The aforementioned problems are addressed by providing
the following solutions.

1) The authentication of devices, users, GWs, and ENs was
carried out based on several significant user attributes
and devices attributes that increase the degree of secu-
rity of the nodes and users. Private and public keys are
generated by using the HECC algorithm, which enables
reduced key size without any compromise on security.
This algorithm is suitable for resource-constraint IoT
environments.

2) The hierarchical architecture-based approach is imple-
mented, in which the decentralized management of
authorization is performed by using both a global domain
authority (GDA) and a local domain authority (LDA).

3) The delegator nodes are selected by using the RHSO
algorithm for the trust value, energy level, traffic load,
and RA; this contributes to the effective selection of nodes.

4) Access control is executed by the consensus operation
using the selected delegator nodes, which increases the
network scalability. The burden of the GW is reduced
by initially filtering the requests.

5) The Trusted PBFT is utilized, in which trusted nodes are
selected for consensus. The number of nodes participat-
ing in the consensus is restricted to a particular value
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based on the number of nodes. This provides resistance
to malicious nodes and also reduces the block validation
time.

6) The dual revocation is executed, in which the revocation
of attributes is carried out based on the attribute expiry
time, and the revocation of users is performed based on
the trust threshold value.

7) The overloading and resource wastage of blockchain
nodes is mitigated by filtrating incoming requests. The
authenticity and timestamps of the requests are validated
to ignore the malicious requests.

V. SYSTEM MODEL

This article focuses on providing security and privacy of the
data and devices in the IoT environment. The proposed DSA-
Block model comprises the following entities: cloud node
(CN), EN, GWs, IoT users (UI), and IoT devices (DI). The
Hyperledger Fabric is utilized in this approach due to its pri-
vate and permissioned nature. Blockchain is used to select the
multiple IoT delegator nodes by running the PBFT consensus
mechanism.

The IoT nodes are categorized into domains and each
domain possesses an individual LL. The LDA is placed in
each domain and the GDA is placed in the cloud. The entities
are used in the DSA-Block model are summarized as follows.

1) IoT Devices (DI): The DI are the DOs, in which they are
classified into LDA or GDA. The LDA is used for pro-
viding authenticity to the IoT device and IoT users. The
GDA is for storing the LDA transactions and providing
delegation or revocation to the IoT users.

2) IoT Users (UI): All the UI are data customers, they
are requesting access to DI . Based on their respective
requests, access is provided to UI .

3) Gateway: GWs are located between UI, DI , and ENs,
which ensure the legitimacy of the UI by storing the UI

and DI attributes in the LDA thereby mitigating DDoS
attacks.

4) Edge Nodes: The ENs provide access delegation and
revocation to the UI by running PBFT consensus based
on trust; they also manage the network.

5) Cloud Node: The CNs are used for storing the data of
DI , which contains GDA for managing the DI data.

Fig. 2 presents the architecture of the proposed DSA-Block
model, which shows all the processes of the proposed work
in a detailed manner.

A. System Initialization

The entities in the IoT network are initialized to perform
secure data sharing. There are several entities in the network,
including IoT users (UI), IoT devices (DI), GW nodes, and
ENs inside the domains, which are initialized by submit-
ting their parameters to the LDA. The user attributes (UIa)

include user ID (UID), position (pos), role (role), etc. The
device attributes (DIa) include Device ID (DID), MAC address
(MAC), IMEI number (IMEI), etc., GW nodes, and ENs are
submitted to the respective LDA.

Algorithm 1 Pseudocode of the System Initialization
Begin

Initialize UI
i, Di

i, GWi, ENi, LL, LDA Where i = 1, 2,

3 . . . n
Initialize (UIa = {UID, pos,role }, DIa = {DID, MAC, IMEI}
For all UI

i, Di
i, GWi, ENi do

Register Attributes to LDA ();
Store Attributes in LL;
// Key Generation
Select and υ′ // prime and divisor
IR ∈ S;
KS ← [IR]υ′;
Return IR and κ //private and public key
Generate attribute code using IR and κ

End For
End

The LDA stores these attributes in the private LL and gener-
ates the public and private keys for the users and devices using
HECC. Initially, consider Ĝ as the field and Ģ as algebraic clo-
sure for Ĝ with genus υ, and it is ≥ 1 for the hyperelliptic
curve. The polynomial k(m) ∈ Ĝ[m] of a degree greater than
or equal to υ, and monic polynomial f (m) ∈ Ĝ[m] of degree
2υ + 1. The hyperelliptic curve (∂) is formulated as follows:

∂ : �2 + k(m)� = f (m). (1)

Solution set generation (b, d) ∈ Ģ ∗ Ģ is performed using
the curve points ∂ known as Jacobian with the quotient λ = ´υ
/�, where ´υ denotes the divisor. It consists of a summation
of points Þ∈ ∂ . The curve is nonsingular if it does not have
many pairs of (b, d) ∈ Ģ ∗ Ģ. In addition, it satisfies the
curve equation with a Partial Differential Equation, which is
expressed as follows:

2�+ k(m) = 0 (2)

k′(m)�− f ′(m) = 0. (3)

The LDA further generates the attribute code for the
attributes along with the expiry time for respective users based
on the private and public keys of the users. The system ini-
tialization is briefly explained by the pseudocode, which is
described in Pseudocode 1.

B. Authentication-Based Request Filtration

Users requesting real-time access to the IoT devices send
their request message to the EN through the GW. The GW per-
forms the request filtration process to mitigate DDoS attacks
caused by illegitimate user requests. Initially, the GW verifies
the authenticity of the users by which the requests have been
generated using filters. At first, the filter starts with an empty
array with m bits. It returns false when the element is veri-
fied for membership in the filter. To add the element to the
filter, the element is first accepted through the hash function.
Here, the SHA-256 algorithm is used to perform hashing. The
hash function result is used to take a position in the array of
the filter. The position of the bit is assigned to one. To verify
the element in the filter, the hash functions are used to create
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Fig. 2. Architecture of the proposed DSA-block model.

the positions in the filter. If the entire position in the array is
one, the filter shows that the request is legitimate, otherwise,
it is illegitimate. Hence, the hash function is used to verify
the entries in the array. In addition, it is also used to ensure
the legitimacy of the request. For huge values of m, the false
positive rate (μ) of the filter is defined as follows:

μ = (
1− e−pq/m)p

(4)

where q represents the number of elements in the filter, m and
p represent the false positive rate, m represents the nearest
value of power 2, and p is rounded to the nearest integer value.
Based on the filter, we filter only legitimate requests. If the

user is found to be an authenticated user, the timestamp and
freshness of the incoming packets are verified. By doing so,
the illegitimate access requests causing DDoS attacks will be
filtered and ignored. Only the legitimate access requests are
processed, which reduces the burden on access delegation.

C. Trust-Based Access Delegation

The filtered legitimate requests are forwarded to the edge
server, which is responsible for access delegation. The disad-
vantage of a single delegator node is overcome by selecting the
multiple delegators using blockchain to ensure security. The
selection of delegator nodes is carried out by using the RHSO
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algorithm based on the parameters, such as trust value (T),
energy level (E), load (L), and RA. The trust value of a node
is provided by other nodes in the domain. First, the popula-
tion is initialized for leaders and members. Hence, the leader
selects the best place for observing the remainder of the group.
Here, the best nodes among all nodes are known as the leader,
which is used to select the optimal delegator. Then, the leader
updates the current location based on its previous location,
which is defined as follows:

loc = R1 ∗ lpp(lcp, j) (5)

where R1 represents a random value between [0, 1], lpp repre-
sents the leader’s previous position, lcp represents the current
position of the leader, and j represents the reduction. After
updating the position of the leader, all the members update
their current position based on their previous position. The
fitness value of the new position is calculated as follows:

F = w(T, E, L, RA) (6)

where F represents the fitness function and w represents the
weight values of the parameters. If the new position is bet-
ter than the leader, then the member changes and updates its
position

lpp(i, j) = (x(i, j)− Cir ∗ lpp(i, j)+ loc) (7)

where Cir represents the motion that imitates the circle system,
which is defined as follows:

ε1 = R2 ∗ cos(ϑ) (8)

ε2 = R2 ∗ sin(ϑ) (9)

Cir = SQRT
(
ε2

1 + ε2
2

))
(10)

where R2 represents the radius and it is a random value
between [0, 1], ϑ is also a random value between [0, 360] and
it represents the movement angle, which is updated in every
iteration. The updating of the angle is based on the upper
bound (ub) and lower bound (lb) of the variables, which are
defined as follows:

Dalta = Random[lb, ub) (11)

ϑ = ϑ + Dalta. (12)

After completed the updating process, they continue search-
ing the food in the locality, otherwise, the current new position
is discarded. In this way, optimal delegators are selected by
ENs. The energy levels of the IoT nodes are considered to
address its energy-constraint nature. The number of selected
delegator nodes is restricted to a limited number based on
the total number of nodes in the domain. The Trusted PBFT
consensus is utilized to achieve consensus between the nodes
to provide the final access decision. The selection of more
trusted nodes from the set of trusted nodes reduces the block
validation time, which is an advantage of Trusted PBFT. The
access decision is carried out based on user attributes, resource
attributes, permission attributes, and environmental attributes.
If the user requests resource in another domain, then the
request along with the respective user attributes are shared
to the EN in the respective domain via a secure channel from
which the delegation of access will be performed.

Fig. 3. Trust-based access delegation mechanism using RHSO and PBFT.

1) Trust Value (T): It is calculated for every delegator to
increase security. Here, trust values are given by neigh-
boring nodes in the network. The calculation of the trust
value is defined as follows:

T =
n∑

i=1

Fn (13)

where Fn represents the feedback of the delegator, which
is provided by the neighbor nodes.

2) Energy Level (E): It is used to determine the current
energy level of the delegators. A high-energy level del-
egator is selected as the optimal delegator to perform
access delegation. The calculation of energy level is
defined as follows:

E = ξ − £ (14)

where ξ represents the total energy of the node and £
represents the utilized energy of the node.

3) Load (L): It used to evaluate the load of the node. If
the node has a lower load, then it is selected as the
optimal delegator for performing access delegation. The
evaluation of load is defined as follows:

L =
n∑

i=1

wn (15)

where wn represents the amount of work performed by
the delegator node. If the node has less work then it also
has a lower load level.

4) Resource Availability: It is used to calculate the available
resources of the node. If the node has high RA, then it is
selected as the optimal delegator for access delegation.
The calculation of RA is defined as follows:

RA = η − ζ (16)

where η represents the total resources of the node and
ζ represents the resources utilized by the node.

Fig. 3 represents the trust-based access delegation mecha-
nism using RHSO and PBFT.

D. Privacy-Aware Data Sharing

The IoT devices upload their data to the cloud server for
secure storage. In this scenario, the IoT devices act as DOs,
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Fig. 4. Privacy data sharing using differential privacy mechanism.

and the users requesting access to the data are considered data
customers. The DOs upload their data to the cloud storage
by providing a random key, its public key, and the access
attributes. The privacy of the data is further improved by
implementing the differential privacy mechanism, in which
the noisy data is encoded with the original data by the DOs.
The Laplace method is used in this work for adding noisy
data to the original data shared by the DOs. The data shared
by the DI = (DI1, DI2, . . . , DIn) contains privacy information
DI

pv = (D1
pv, D2

pv, . . . , Dn
pv, the Laplace function with mean

and variance is given as follows:
{

Variance,
�DI

pv
∃

Mean, 0.
(17)

The probability distribution function is expressed as follows:

PDF(z ∀) = 1

2∀ exp

(
−|z|∀

)
(18)

where z denotes the explicit variable and ∀ = ([�DI1]/[∃]),
respectively. If the data DI1 is proportional to the
exp(([∃∀(DI

pv, CN)]/[2�∀]), (DI
pv, CN) denotes the privacy

data exported from DI to the CN, the ∃ indicating that differ-
ential privacy protection is applied, which can be formulated
as follows:

B
(

DI
pv ∀

)
=

⎧
⎨

⎩
CN : PDF

(
DI ∈ CN

) ∝ exp

⎛

⎝
∃∀

(
DI

pv, CN
)

2�∀

⎞

⎠+ Lap(∂(∃1))

⎫
⎬

⎭

(19)

where Lap(∂(∃1)) denotes the noise by the Laplace function.
The above equation is the differential scoring function, in
which a higher score provides greater privacy. Any adversary
who tries to compromise the message, will not be able to do so.

The uploaded data are stored off-chain and their respective
hash values are stored in the blockchain. The access of data
by the users is performed by submitting a request to the cloud
server through the EN. The CN requests access delegation to
the respective EN, which provides access decisions through
a consensus mechanism. Once the cloud receives the access
decision, it provides the access accordingly. Fig. 4 presents the
differential privacy mechanism-based data sharing from DOs
to cloud.

E. Dual Revocation

The dynamic access control is provided by timely revoca-
tion of the user attributes and on-demand revocation of users.
The user attributes are revoked based on the expiry time and
the updating of attributes is carried out. The revoked users
cannot upload the data to the cloud server. If the attributes are

TABLE III
SYSTEM SPECIFICATIONS

revoked, then a request message is sent to the private LL to get
a new key based on attributes for further processes. The ledger
verifies the attributes using blockchain for new key genera-
tion, if it is correct, then it generates a new key, otherwise the
request is rejected. This type of revocation process increases
security.

The revocation of users is used to maintain the security of
the domain. The trust values of the IoT users vary depending
on the behavior of the users. At the time of attribute revocation,
the malicious users have an opportunity to compromise the
users. If a user is compromised by a malicious user its trust
value will be reduced. Once the trust value is reduced below
the threshold value the revocation of users from the domain
is carried out. Here, the threshold value is generated based on
the Shannon entropy, which is defined as follows:

H(T) = −
n∑

i=1

P(Ti) log P(Ti) (20)

where H represents the threshold and T represents the trust
value of the user. If the threshold is less than 0.5 then
user revocation is performed, otherwise, revocation is not
performed.

VI. EXPERIMENTAL RESULTS

This section describes the experimentation carried out with
the proposed DSA-Block method to analyze its performance.
The experimental results show that the proposed DSA-Block
method achieves high security and privacy based on the effi-
cient access control method. This section consists of four
subsections, such as the simulation setup, application scenario,
comparative analysis, research summary, and security analysis.

A. Simulation Setup

This section illustrates the simulation of the proposed DSA-
Block method. The performance analysis of the proposed
DSA-Block method was simulated by using the Network
Simulator version 3.26 (NS-3) simulation tool. The specifi-
cations of the NS-3 tool are closely relevant to the proposed
DSA-Block method. The proposed DSA-Block method was
simulated in an 1000 m × 1000 m environment. The
system specifications for performing simulation are repre-
sented in Table III and the simulation parameters are denoted
in Table IV.

The simulation environment of the proposed DSA-Block
method is illustrated in Fig. 5. It consists of numerous IoT
devices with several GWs, ENs, and LDA. In addition, the
GDA, cloud layer, and blockchain are also included. The IoT
devices gather data from the environment and transmit it to
the LDA through GW and ENs. All the LDAs transfer the
aggregated data to the GDA for further access. The ENs act as
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TABLE IV
SIMULATION PARAMETERS

Fig. 5. Simulation environment.

mediators for the IoT users and the cloud layer. Data security
is ensured by hashing the data and storing it in the blockchain.

B. Application Scenario

Recently, IoT has been used for numerous real-time appli-
cations, such as smart homes, smart hospitals, smart schools,
etc., with rapidly emerging technologies, especially in smart
hospitals (i.e., health care). Fig. 6 provides a diagrammatic
representation of the smart hospital application flow. The per-
sonal details of the patients, such as name, age, sex, previous
medical records, emergency details, such as contact details,
allergies, blood group, etc., are maintained in a secure man-
ner for further purposes and access is provided to authorized
persons (i.e., doctors and healthcare workers). After consult-
ing the doctor, the private notes (i.e., personal reports) of the
patients are managed securely without any duplication.

Entry access to the restricted area and to visit resident
patients is provided only for managers, doctors, and health-
care workers. The medication reports of the patients are given
high privacy and access is provided for doctors and pharma-
cies only. Access is provided to visitors only during visiting
hours, otherwise, access is restricted. Resident patients should

Fig. 6. Use case (smart hospital).

Fig. 7. Time consumption versus number of selected delegated nodes.

not have any access to the personal information of other res-
idents. Similarly, based on the identity of the doctors, some
access is restricted for certain actions. The doctors’ post-visits
(i.e., when doctors attend patients homes to treat them) are
recorded and stored on the server securely. The doctors have
access that enables them to retrieve the emergency details of
the resident patients for further treatments and medications. If
any unauthorized persons try to perform a specific operation
for which they do not have permission, this is referred to the
managers for further actions. Fig. 6 represents the use case of
the proposed work in a smart hospital scenario.

C. Comparative Analysis

In this section, the proposed DSA-Block framework is
compared with existing works, such as TLC-Block [36],
Fabric-IoT [37], and Borderchain [39] in terms of the con-
sensus time consumption, throughput, block validation time,
transaction time, latency, response time, and attack detection
rate.

1) Consensus Time Consumption Comparison: The con-
sensus algorithm ensures the integrity of the node. The time
consumption for consensus is defined as the amount of time
consumed to ensure the integrity of the node by running the
consensus algorithm. Fig. 7 shows the comparison of con-
sensus time against the number of selected delegator nodes
for the proposed DSA-Block with existing works. From the
figure, when the number of delegator nodes increases, the
time consumption for the consensus also increases, though
our proposed DSA-Block achieves less time consumption for
the consensus algorithm due to the utilization of the PBFT
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Fig. 8. Throughput versus number of illegitimate requests.

consensus algorithm, in which a limited number of nodes are
running consensus, which reduces the time consumption for a
consensus algorithm. The existing work Fabric-IoT framework
performs access delegation in a GW and Kafka consensus is
utilized, which leads to a single point of failure and security
threats, respectively.

In the proposed work, consensus takes 73-min when the
number of delegator nodes is 15 while the existing works
TLC-Block, Fabric-IoT, and Borderchain require more time
for consensus as 78, 88, and 98 min, respectively. The average
time consumption for consensus when the number of delega-
tor nodes increases to 15 is 69 min, whereas in the existing
works, it takes 74, 84, and 94 min, respectively.

2) Throughput Comparison: Throughput (Tp) is defined as
the amount of data or number of requests by the users to the
size of the data or request by the nodes and users, respectively,
which can be formulated as follows:

Tp = Amount of data

Size of data
. (21)

Fig. 8 represents the comparison of throughput versus the
number of illegitimate requests for the proposed DSA-Block
and existing works. From the figure, when the number of
illegitimate requests increases, throughput also increases. The
proposed DSA-Block achieves high throughput. This is due to
the authentication-based request filtration process and privacy-
aware data-sharing process. In authentication-based request
filtration, the legitimate user request is filtered out by filters
in the GW for further processes, and in the privacy-aware
data-sharing process, the data of the trusted nodes are sent
to the cloud via the differential privacy mechanism method.
In addition, the initialization and trust-based access delegation
process also increases throughput, thereby improving the over-
all system performance. The existing works Fabric-IoT and
Borderchain are limited with scalability issues, which lead to
a single point of failure, thereby reducing throughput.

The proposed work achieves a throughput of 90 kb/s when
the number of legitimate user requests is 5, while the existing
works TLC-Block, Fabric-IoT, and Borderchain achieve lower
throughputs of 80, 75, and 70 kb/s, respectively. The average
throughput when the number of legitimate user requests is 5

Fig. 9. Block validation time versus number of attributes.

is 80 kb/s, whereas in the existing works it is 71, 65, and
60.4 kb/s, respectively.

3) Block Validation Time Comparison: The amount of time
taken to validate a block (deciding whether to accept or
revoke the block) is known as the block validation time. Fig. 9
presents a comparison of block validation versus the number
of attributes for the proposed DSA-Block and existing works.
From the figure, when the number of attributes increases, block
validation time also increases. The proposed DSA-Block, how-
ever, achieves a low block validation time. This is due to
the trust-based access delegation process, in which the trusted
delegator nodes are selected based on several metrics using
the RHSO algorithm through, which a set of trusted nodes is
obtained. From the obtained set of trusted nodes, the PBFT
consensus is utilized for access delegation, which reduces the
block validation time, whereas in existing works TLC-Block,
Fabric-IoT, and Borderchain, this is limited to a single dele-
gator node section, which means block validation takes more
time.

The proposed work achieves a block validation time of 3.5-s
when the number of attributes is 50, while the existing works
TLC-Block, Fabric-IoT, and Borderchain have higher block
validation times of 4.5, 5.5, and 6.5 s, respectively. The aver-
age block validation time of the proposed work is 2.5-s when
the number of attributes is 50, whereas the existing works
have average block validation times of 3.5, 4.5, and 5.5 s,
respectively.

4) Transaction Time Comparison: The time taken to com-
plete the verification of transaction time through the consensus
algorithm is known as the transaction time. Fig. 10 presents a
comparison of the transaction time of the proposed DSA-Block
with existing works in which, as the number of transactions
increases, transaction time also increases. The proposed work
achieves a shorter transaction time due to faster verification
of node transactions by using the PBFT consensus algorithm,
which takes less time for verification thereby increasing the
block creation speed and reducing the transaction time. In
addition, the RHSO algorithm also contributes to reducing
the transaction time by optimally selecting delegator nodes,
whereas Fabric-IoT utilizes the Kafka consensus algorithm,
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Fig. 10. Transaction time versus number of transactions.

Fig. 11. Latency versus number of requests.

which takes more time for verification and leads to increased
block creation and transaction time.

The proposed work achieves a transaction time of 1500-ms
when the number of transactions increases to 100, while
the existing works TLC-Block, Fabric-IoT, and Borderchain
have high transaction times of 2500, 3500, and 4200 ms,
respectively. The average transaction time achieved by the
proposed DSA-Block when the number of transactions
increases to 100 is 920 ms, whereas the existing works show
high average transaction times of 1760, 2760, and 3700 ms,
respectively.

5) Latency Comparison: Latency (Lat) is defined as the
amount of time taken to access the user request from the total
time, which can be formulated as follows:

Lat = totT − RA (22)

where totT denotes the total time and RA denotes the accessed
request, respectively. Figs. 11 and 12 present the latency
comparison of the proposed DSA-Block work with existing
works in terms of number of requests and transaction rate,
respectively.

From Fig. 11, when the number of user requests increases,
latency also increases, and our proposed work achieves lower
latency due to the authentication-based request filtration. In the

Fig. 12. Latency versus transaction rate.

authentication-based filtration process, the authenticated users
are further filtered out based on the time stamp and freshness
of the data, which allows only filtered trusted requests for
trust-based delegation thereby reducing latency. By contrast,
the existing works TLC-Block, Fabric-IoT, and Borderchain
perform access delegation for all requests, which leads to
increased security threats and increased latency. The proposed
work achieves a latency of 18-s when the number of requests
increases to 150, while the existing works have higher laten-
cies of 30, 40, and 50 s, respectively. The average latency
achieved by the proposed work, when the number of requests
is increased to 150 was 15 s, whereas for the existing works,
this was 20, 30, and 40, respectively.

Fig. 12 shows that low latency was achieved when the
rate of transaction increased, due to the authentication-
based request filtration and trust-based access delegation.
The authentication-based request filtration process filters the
legitimate users based on the time stamp and freshness of
data and the trust-based access delegation process utilizes
the RHSO algorithm to perform access delegation based on
trust, energy level, and load. The PBFT consensus is used to
reduce the block validation time and check the integrity of
the requests. This process reduces latency by providing the
access delegation to only legitimate filtered users even though
the transaction rate is high. The proposed work achieves
latency of 20-s when the transaction rate increases to 100,
while the existing works achieve high latencies of 35, 45,
and 55 s, respectively. The average latency achieved by the
proposed work when the transaction rate increased to 100 was
15.4 s, whereas for existing works this was 25, 35, and 45 s,
respectively.

6) Response Time Comparison: The amount of time taken
to transmit a user request, process the request, and return a
response is known as the response time rp, which can be
formulated as follows:

rp = ER − SR (23)

where SR and ER denote the start and end of user requests,
respectively. Fig. 13 presents a comparison of the response
time of the proposed DSA-Block with existing works, in which
when the number of user request increases, response time also
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Fig. 13. Response time versus number of requests.

increases. Our proposed work achieves a low response time
due to system initialization, authentication-based filtration, and
trust-based access delegation. The system initialization pro-
cess utilizes the HECC algorithm to ensure the legitimacy of
the user request, authentication-based request filtration further
filters the legitimate user requests to reduce the latency of
the network, and the trust-based access delegation process uti-
lizes the RHSO algorithm to provide access delegation to only
requests with high trust, a high energy level, and low load,
respectively. The PBFT is used to reduce the block validation
time and ensure the integrity of the user, thereby reducing the
response time of the user request. By comparison, the exist-
ing works TLC-Block, Fabric-IoT, and Borderchain allow the
entire request and also user-centralized methods, which leads
to a high response time thereby affecting the performance of
the system.

The proposed work achieves response time of 50-ms when
the number of requests increases to 150, while the exist-
ing works achieve high response times of 100, 150, and
180 ms, respectively. The average response time achieved by
the proposed work when user requests increased to 150 was
40 ms, whereas the average response times in existing works
were 90, 140, and 171 ms, respectively.

7) Attack Detection Accuracy Comparison: The measure
of attack detection as the number of IoT nodes increases
is known as the attack detection rate, (Da

r ) which can be
formulated as follows:

Da
r =

detected attacks

IoT nodes
. (24)

Fig. 14 presents a comparison of the attack detection accu-
racy for the proposed DSA-Block with existing works. From
the figure, it is shown that when the number of nodes
increases, the attack detection rate also increases. From that,
our proposed work achieves a high attack detection rate due
to authentication-based request filtration, privacy-aware data
sharing, and the dual revocation process. In authentication-
based request filtration, the DDoS attacks are mitigated by
filtering the legitimate node/user requests based on the time
stamp and freshness, the privacy-aware data-sharing method
utilizes the differential privacy mechanism, which reduces
the man-in-the-middle attacks, and dual revocation uses the

Fig. 14. Attack detection accuracy versus number of nodes.

Fig. 15. Computation overhead versus delegator nodes.

Shannon entropy method based on trust, which further ensures
the security through the revocation mechanism. The existing
work TLC-Block performs authentication without consider-
ing proper authentication metrics, which leads to an increased
attack detection rate.

The proposed work achieves a high attack detection rate
98% when the number of nodes increases to 150, while the
existing works achieve 80%, 75%, and 70%, respectively. The
average attack detection rate achieved by the proposed work
when nodes are increased to 150 is 94%, whereas for existing
works this is 78%, 73%, and 68%, respectively.

8) Computation Overhead Comparison: The amount of
time taken by the entity to complete a process of input data
is known as the computation overhead (Comp

oh ), which can be
formulated as follows:

Comp
oh =

receiving time

processing time
. (25)

Fig. 15 presents the computation overhead comparison for
the proposed and existing works, in which computation over-
head increases as the number of delegator nodes increases. The
proposed work achieves a lower computation overhead than
the existing works. This is due to the adoption of the RHSO
algorithm for delegator selection. The RHSO-based trusted
delegator is selected based on the increased energy level, the
less load, and the high trust. The adoption of an optimization
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TABLE V
NUMERICAL RESULTS

algorithm for the delegator selection reduces the time pro-
cessing time of the request, thereby reducing the computation
overhead. By contrast, the existing works TLC-Block, Fabric-
IoT, and Borderchain lack the intelligent packet processing
methods.

Fig. 15 shows that when the number of delegator node
increases to 25, the proposed work achieves a lower com-
putation overhead of 79%, whereas the existing works Fabric
IoT, Borderchain, and TLC-Block achieve high computation
overhead of 96%, 90%, and 88%, respectively.

D. Research Summary

The proposed DSA-Block was evaluated using several
performance metrics, which are consensus time consump-
tion (69 min), throughput (80 kb/s), block validation time
(2.5 sec), transaction time (920 ms), latency (15 s for the num-
ber of requests) and (15.4 s for transaction rate), response time
(40 ms), and attack detection accuracy (94%), these results
are shown in Figs. 7–14. Initially, the proposed DSA-Block
system stores both user and device attributes to the LDA
for key generation, which increases the security of the
environment and results in high throughput and low latency
during attack detection. Authentication-based request filtra-
tion is used to increase attack detection accuracy. Trust-based
access delegation increases the security and throughput, and
reduces response time due to considering only filtered requests.
Privacy-aware data sharing also increases the throughput and
reduces latency by introducing a differential privacy mecha-
nism for data sharing, which increases data security. Dual revo-
cation increases the security of the environment by performing
both attribute and user revocation. Here, the blockchain used
the PBFT consensus, which reduces block validation time,
transaction time, and consensus time. Table V presents the
results of the proposed and existing works in terms of com-
parison metrics. The highlights of the proposed DSA-Block
results are defined as follows.

1) The authentication of the entities in the network is carried
out by utilizing the HECC algorithm, which has reduced
key size and increased security, thereby mitigating the
complexity of conventional cryptographic algorithms.

2) The authentication-based filtration of requests mitigates
the DDoS attacks and reduces the burden of the IoT
GW. The timestamp and freshness of the requests are
also validated.

3) The selection of delegator nodes in the domain is per-
formed by using RHSO based on several significant

parameters, through which consensus on access dele-
gation is achieved through Trusted PBFT.

4) Privacy-aware data sharing is performed, in which the
encrypted data to be uploaded to the cloud server is
encoded with noise via the differential privacy mecha-
nism, which ensures data privacy.

5) The dual revocation of attributes and users is executed to
ensure the security of the network, in which the attribute
revocation is performed based on expiry time and user
revocation is performed.

E. Security Analysis

The security analysis of the proposed DSA-Block method
is described in this section. Providing access control and data
sharing in the IoT environment addresses critical security and
privacy threats represented by various forms of attacks, hence,
we proposed the DSA-Block method to improve the security
of the IoT environment. In doing so, we mitigate four types
of attacks, which are listed as follows.

1) DDoS Attacks: This attack sends out duplicate requests
to create high Internet traffic for the server, which
increases the risk of a single point of failure. In the
proposed DSA-Block method, this is mitigated by per-
forming authentication based on request filtration to
mitigate this attack, which reduces the risk of the single
point of failure.

2) Sybil Attacks: This type of attack, reduces the reputation
value of the IoT nodes by generating a huge number of
fake identities. This attack is mitigated by performing
the PBFT consensus based on user, resource, permission,
and environment attributes in the proposed DSA-Block
method.

3) MITM Attacks: A man-in-the-middle attack occurs
between the IoT device and cloud storage during
data sharing by deleting or modifying the data, which
increases both security and privacy threats. To over-
come these threats, a differential privacy mechanism was
implemented in this research prior to data sharing, which
mitigates this kind of attack.

4) Phishing Attacks: This type of attack appears as reputed
nodes that send fake requests to perform malicious
actions, which reduces the security. In this research, this
kind of attack is mitigated by performing dual revo-
cation based on the expiry time and behavior of the
users.
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VII. CONCLUSION

Dynamic secure access and data sharing are achieved in
the proposed DSA-Block model, which improves the secu-
rity and privacy of the IoT environment. All the user and
device attributes are registered in the LDA for key generation,
which increases the legitimacy of both users and devices. The
IoT devices and users send an access request message to the
edge server using a GW that only allows legitimate requests
for access delegation. Here, access delegation is performed
by the edge server by selecting a set of access delegators
using RHSO, which optimally selects access delegators. This
increases the security of the environment, which also increases
the throughput and attack detection rate. Then, legitimate data
are stored in the cloud server using blockchain via a dif-
ferential privacy mechanism, which encodes the noise to the
original data to increase privacy. The legitimate data are stored
in the off-chain to enhance security; the hash values of the
off-chain data are stored in the blockchain. The blockchain
uses the PBFT consensus algorithm to create and add new
blocks, which reduces transaction time, block validation time,
and consensus time. Finally, revocation is performed for both
user attributes and users in order to maintain the security of the
environment. The simulation results showed that the proposed
DSA-Block model achieves superior performance compared
to other state-of-the-art works. In future, we plan to mitigate
various types of attacks by using a modified blockchain that
increases security and processing speed and reduces energy
consumption during data sharing. In addition, the deduction of
data availability for data customers via a differential privacy
mechanism will be further investigated.
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