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Abstract—Covert communications, or covert channels, are
commonly exploited to establish a data exfiltration channel from
an insider on a trusted network to a malicious receiver outside the
network without using normal communication of the network.
It is because the malicious receiver is an unauthorized user of
the communication network and so he cannot communicate with
any entity in the network. In this study, we construct a new
covert wireless unidirectional communication mechanism in an
IEEE 802.11 environment. Our covert communication is based
on a covert timing channel exploiting the beacon interval of a
given commercial-like AP. Because the wireless covert channel we
proposed can be implemented only with firmware modification to
the WLAN MAC protocol, it is very suitable for application in a
real public AP environment. In order to dramatically reduce the
chance of covert signals being detected by others, a new and sim-
ple covert data encoding scheme, called ping-pong covert timing
channel (PPCTC), is proposed, and we show that the covertness
of the PPCTC is excellent compared to the previous timing-based
covert channels. Although this wireless covert communication is
unidirectional communication, since PPCTC has recovery char-
acteristics against consecutive 2-bit errors, stable communication
is guaranteed. Furthermore, a covert frame structure is presented
for providing the confidentiality and integrity of the information
transmitted via our covert channel. To the best of our knowledge,
this is the first attempt.

Index Terms—Covert AP, covert frame structure, covert tim-
ing channel (CTC), interpacket delay (IPD) CTC, packet loss
recovery.

I. INTRODUCTION

A. Background

COVERT communication is a type of attack to cre-
ate an abnormal communication channel to transfer

information to a malicious entity that is not supposed to be
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authorized to communicate. The covert channel was defined
as a hidden communication method that guarantees that peo-
ple can communicate without being noticed by others in
legitimate communication [1]. The covert channels are catego-
rized as network covert channels and wireless covert channels
(WCCs). A network covert channel is one that is built into
the network layer (or upper protocol layer) [2], [3], [4],
[5], [6], [7], [8], [9], [10], whereas a WCC is one that
primarily exploits the MAC/physical-layer characteristics of
wireless communication [11], [12], [13], [14], [15], [16], [17],
[18], [19], [20], [21], [22], [23], [24], [25], [26], [27], [28],
[29], [30], [31], [32], [33], [34], [35], [36], [37]. Network
covert channels are also divided into storage and time aspects
depending on the type of resource shared in the legitimate
channel [38].

1) Covert Storage Channel (CSC): It is a technique that
utilizes a reserved or empty position in the field of a
legitimate packet. The covert data of the CSC method
still remains in the transmitted packet, and hence, the
covert channel based on the CSC can be easily detected
if the transmitted packets are carefully investigated.

2) Covert Timing Channel (CTC): It exploits the time dif-
ference between time intervals to transmit, such as inter-
packet delay (IPD) or packet retransmissions. However,
since CTC may violate the specification of the proto-
col, legitimate user communication may be interrupted,
and by analyzing the distribution of the time difference
between overt and covert time intervals statistically, the
covert channel may be detected.

3) WCC: It is mainly designed by hiding the data in the
modulation process on the physical layer or embedding
the data into the redundant fields of the MAC layer pro-
tocol of wireless communication. It is very difficult that
the modulation modification method be applied to the
commercial wireless device environment, since it is nec-
essary to modify the modulation/demodulation processes
of the transmitter/receiver, respectively. However, in the
case of the MAC layer protocol modification method,
there is a possibility that it can be applied to commercial
equipment through firmware modification.

Traditionally, network covert channels have been actively stud-
ied as wired network layer targets. However, research on the
covert channel has recently been extended to a wireless envi-
ronment, such as a WLAN and mobile phone, and various
WCC methods suitable for the wireless environment have been
proposed [6], [15], [16], [18], [19], [20], [21], [22], [23].

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.
For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/

https://orcid.org/0000-0002-1232-5158
https://orcid.org/0000-0001-8915-3270
https://orcid.org/0000-0002-5712-8625
https://orcid.org/0000-0003-2081-5891
https://orcid.org/0000-0001-5625-4067


1500 IEEE INTERNET OF THINGS JOURNAL, VOL. 10, NO. 2, 15 JANUARY 2023

Fig. 1. Application scenario of covert unidirectional communication.

AP broadcast packet is a packet that informs the AP
information periodically so that it helps a mobile device
access the AP and anyone receive this broadcast packet
without any connection. Therefore, this allows the covert
channel receiver to receive and decode covert data sent by
the AP without accessing the AP if it is possible to con-
struct a wireless CTC exploiting this broadcasting packet.
Conventional proposed covert channels also use the broad-
cast transmission characteristics of 802.11 WLAN. The most
popular method in the 802.11 WLAN CTC is the IPD method
[17], [18], [19].

In the case of the existing IPD-based CTCs, a covert chan-
nel is implemented at the application level, and the values
used for packet delay are tens of milliseconds (ms). Since
the packet delay of several tens of ms has a considerable
large broadcast packet transmission interval difference, this
unusual time interval difference of the broadcast packet of
the CTCs might be detected by the legitimate receivers eas-
ily. To overcome this problem, several WCC methods based
on subtle distortions of the physical level wireless signal have
been proposed in [20], [21], and [34]. However, these WCCs
require a transmitter and receiver equipped with special wire-
less communication hardware that is different from a general
commercial wireless AP.

B. Motivations

An AP in the open wireless communication environment can
covertly transfer some information to unauthorized receiver(s)
if a covert wireless communication mechanism can be imple-
mented by firmware modification of a commercial AP. And, it
is quite reasonable that a covert wireless unidirectional com-
munication should meet the following properties. The similar
metrics were presented in [29]

1) Covertness: It should be highly difficult for anyone to
notice these covert signals except for a receiver of the
covert communication. That is, covertness means the
undetectability for the covert signals in the legitimate
signals. To verify the covertness, several studies [9], [10]
used the distribution similarity between legitimate and
covert signals.

2) Concealment: Even if anyone recognizes the covert sig-
nal, it should be impossible to decode the information
over the covert channel.

3) Transparency: The covert communication should not
interfere with existing legitimate user communications.
If there is a small change, slowness, or abnormal-
ity in legitimate user communication during the covert

communication works, it can be evidence of the presence
of a covert communication signal.

4) Robustness: Covert unidirectional communication has to
have an adequate error recovery capability since it is
impossible that the receiver requests retransmission to
the transmitter.

The purpose of this study is to design and implement a
covert wireless unidirectional communication satisfying the
above four properties in an actual WLAN environment. Fig. 1
shows a conceptual application scenario of covert unidirec-
tional communication in the public WLAN environment. In
fact, the user in the covert communication area of Fig. 1
might be an attacker who wants to obtain some information
from the entities in the legitimate WiFi area. The AP with the
covert communication mechanism provides Internet service to
legitimate users, while at the same time acting as a covert
communication transmitter (a covert AP).

C. Our Contributions

As we described, there are four ways to construct a covert
channel, that is, CSC, CTC, and WCC in the physical layer,
and WCC in the link layer. And each method has the following
technological drawbacks.

1) Covertness of CSC is weak, since it can be eas-
ily detected if the network packets are carefully
investigated.

2) In the case of CTC, a large time difference (e.g., tens
of ms) between normal and covert signals can break its
covertness and the specification of its network protocol.

3) In the case of WCC in the physical layer, its covertness is
very high. However, since a special transmitter/receiver
is required, it is impossible to apply the commercial AP
in public wireless communication.

4) For WCC in the link layer, a method hiding covert
messages in the redundant field of MAC protocol of
wireless communication might be detected easily since
it is similar to the CSC method.

Therefore, a CTC exploiting tiny variations in the time
interval of the broadcast packet of an AP could be a good
candidate to build a covert wireless unidirectional communi-
cation in the public WLAN environment. In this work, we
attempt to construct a covert wireless unidirectional commu-
nication satisfying the covertness, concealment, transparency,
and robustness. More precisely, the main contribution of this
study can be addressed as follows.

1) Implementation to Strengthen the Covertness of Covert
Signals: In IPD-based CTC, the time difference of time
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interval of broadcast packets is the main key for trans-
mitting covert signals, but it might be easy that covert
signals are detected by others if this time difference is
large. Therefore, an attempt to reduce this time differ-
ence is directly related to strengthening the covertness
of a given CTC. We implement a covert AP that pro-
vides legitimate service to legitimate users and transmit
covert signals to a covert recipient at the same time. In
our implementation, we can control the precise time dif-
ference within tens of microseconds (μs). Note that the
time difference of the previous works [20], [21] is tens
of ms.

2) Adequate Encoding Scheme for Increasing the
Covertness and Robustness: We propose a data encod-
ing scheme that is called ping-pong CTC (PPCTC).
The PPCTC basically has a complementary and
iterative characteristic in time differences of covert time
intervals, and the characteristic that the occurrence of
“1” among all transmitted bits is very dominant. These
characteristics and μs-level time difference control
induce a huge improvement in covertness compared
to other CTCs. We prove it by checking the Jaccard
index, ε-similarity, and KL-divergence. Furthermore,
our PPCTC has the capability to be able to recover
consecutive 2-bits errors. This error recovery property
is directly related to robustness.

3) Frame Structure to Prevent Data Exposure: We design
a message frame structure with a simple data encrypt-
ing mechanism using SHA-1 hash function and XOR-ing
(called a covert frame). This does not cause a decrease
in communication latency when adding our covert frame
over the PPCTC, since it does not require heavy com-
putation costs for computing SHA-1 and XOR-ing, and
hence, it can be a practical solution to satisfy the
concealment property.

It is emphasized that the PPCTC, which is a new encod-
ing scheme for our wireless CTC on WLAN, plays a central
role to support to strengthen the covertness and robustness
properties compared to other CTCs on WLAN. Therefore, the
PPCTC design itself is the main novelty of our work, which
is described in this article. It is also noted that our PPCTC
does not interrupt synchronization for normal wireless com-
munication between legitimate users and the AP, although the
PPCTC distorts the beacon packet intervals of the AP.

Furthermore, the covert frame, which provides message
structure and concealment, is the first attempt among this kind
of WCCs on the WLAN environment.

D. Organizations

The remainder of this article is organized as follows: In
Section III, we discuss components required for making the
CTCs using AP, such as the WLAN beacon packet, which is
related to a periodic signal for using CTC, and a commonly
used component of the frame structure, which is related to our
proposed frame structure. In Section II, we discuss the related
works including the existing CTC methods. In Section IV,
we construct our covert wireless unidirectional communication

mechanism exploiting the beacon interval (BI) of a public AP
in detail. The experimental results and analysis are provided
in Section V to prove that our mechanism is a good candidate
satisfying the covertness, transparency, robustness, and con-
cealment. Finally, the discussion and conclusions are drawn
in Sections VI and VII, respectively.

II. RELATED WORKS

In this section, we review conventional covert communica-
tion according to the method and medium for delivering covert
data. As we mentioned, we categorized covert communication
as CSC, CTC, and WCC. The CSC and CTC are commonly
performed at the upper layer, including the network layer. On
the other hand, the WCC represents covert communication
using wireless characteristics and is performed at the lower
layer, such as the MAC layer and physical layer.

CSC: Szary et al. [2], Mazurczyk et al. [3], [4], and
Saenger et al. [5] represented the upper layer of CSCs.
Szary et al. [2] and Mazurczyk [3] applied the concept
of reversible data hiding to storage network covert chan-
nels. Szary et al. [2] proposed an HTTP header CSC for
an efficient and robust covert data injection mechanism.
Mazurczyk et al. [3] implemented using IPv4 flows and they
exploited the covert CSC using reversed fully or partially for
the transmission data. Mazurczyk et al. [4] proposed six dif-
ferent data hiding techniques for the IPv6 environment. The
IPv6 protocol has a bigger header size compared with the IPv4
protocol and the author proposed hiding mechanisms using a
larger size of the IPv6 header field. Most CSCs were proposed
by the methods using the header field. Saenger et al. [5]
proposed HTTP header CSC for the efficient and robust covert
data injection mechanism. Szary et al. [2], Mazurczyk [3], [4],
and Saenger et al. [5] modified some specific bits or changed
the order of bits. Therefore, this kind of method is easy to
implement covert communication. However, since all hiding
data remains in the packet field, there is a risk of being
detected by others.

CTC: The CTC represents the network layer CTCs [6], [7],
[8], [9], [10]. Tian et al. [6] proposed CTC VoIP streams using
bit rate switching, and they designed a new carrier encoding
scheme to improve security. Hovhannisyan et al. [7] proposed
a new framework for IP-timing where the main idea is to use
the routes to carry information. The IP-timing-based covert
channels are based on TCP and UDP.

Rezaei et al. [8] proposed a delayed packet one indicator
(DPOI) that increases capacity and reduces bit errors. The
DPOI method removes the rest timing, which means the bit
value “0,” in on–off covert timing channel (on–offCTC), and
uses the covert timing interval to inform the bit value “0.”
Here, the covert timing interval means delayed packet trans-
mission, but the covert timing itself does not mean a bit value
of “0,” and serves as an indicator to inform that the follow-
ing overt timing interval is a bit value “0.” For example, in
the DPOI method, when the covert transmitter sends packets
at overt time intervals, it means a bit value of “1.” On the
other hand, when the covert transmitter sends a packet with a
covert time interval and then sends a packet with an overt time
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TABLE I
GENERAL PROS AND CONS FOR THE COVERT CHANNELS

interval, it means a bit value of “0.” Since the DPOI method
is CTC for a wired network environment that does not con-
sider packet loss or wireless characteristics, it is not suitable
for application to wireless CTC.

Cabuk et al. [9], [10] proposed an on–offCTC using network
layer IP packets as a CTC in the network layer. On–offCTC
is a method for transmitting covert data by transmission or
rest. If the transmitter sends a packet, it means bit “1” of
the covert data, and if it does not send a packet, it means
bit 0.

WCC: The WCC refers to the covert channels in the wireless
environment. It can be categorized into two types. One is a
type to exploit the upper layer, including MAC layer protocol,
such as in mobile network [11], [12], [13], [14], [15], [16], in
IEEE 802.11 WLAN [17], [18], [19], [20], [21], [22], in IoT
covert channel [24], [25], [26], [27], [28]. And, the other type
is based on the physical layer which is commonly used in radio
frequency (RF) signal characteristics. The study of physical
covert channels are focused on countermeasure schemes as
well as hiding schemes [23], [29], [30], [31], [32], [33], [34],
[35], [36], [37].

The most of all the mobile environment CTCs are
based on Voice over Long-Term Evolution (VoLTE) pack-
ets. Zheng et al. [11], Liang et al. [12], Li et al. [13],
and Zhang et al. [14], [15], [16] proposed various CTC
algorithms called ZM-CTC, MSC-CTC, RPDCRC, VRCTC,
NoP-GCTC, and SPCC. To communicate covertly in LTE,
they used packet drop, silence period, interleaving ordering,
and rearrangement for the VoLTE packets. Also, they showed
their performance in terms of communication according to the
code word or modulation. Especially, Liang et al. [12] which
called MSV-CTC focused on reliable communication in active
packet loss and its interference environment. Their perspec-
tive of reliable communication is similar to our study, which
uses Hash and XOR calculation for the multistage verifica-
tion and error correction. However, MSV-CTC is targeted at
the LTE environment and focused on modulation using code
words. Despite these differences in communication environ-
ment and performance, in Section V, their performance met-
rics, such as BER or throughput are compared with our CTC
informatively.

The WLAN covert channels are studied in terms of
CSC [21], [22], CTC [17], [18], [19], [20]. To make CSC
in 802.11, the covert channel sender injects covert data into
a less used field, such as an empty field or reserved bit
of a packet [21], [22]. However, The CSC method has a

possibility of detection that possibility always exists regard-
less of wired or wireless because covert data is left in the
packet field. Sawicki et al. [17], Walker and Fairbanks [18],
Holloway and Beyah [19], and Radhakrishnan et al. [20]
proposed WLAN CTC using back off time, modified schedule
of control packets which is periodic packets of AP.

Walker and Fairbanks [18] proposed CTC in a WLAN
environment using interarrival time of packets which are
beacon and probe request packets. Through USP wireless
adapters with Scapy and python script that allowed to set
the packet intervals in software levels. They can control
ms unit in terms of interarrival times of beacon packet. In
this article, we proposed CTC which has μs unit delayed
through implementation adjusting the timing at the firmware
level.

Sawicki et al. [17] proposed a CTC called StegoFrameOrder
(SFO). The SFO is slightly different for convention WLAN
CTCs. They used multiple stations which can be sending
802.11 packets to construct covert channel. In other words,
the SFO can not be constructed by one covert data sender.
The sending order of each station represents the covert data.
Thus, the throughput depends on the number of stations. In
Section V, we compare the BER and throughput of SFO with
our proposed CTC informatively.

Recently, the covert channel are studied in terms of physical
layer [29], [30], [31] and IoT environment [24], [25], [26],
[27], [28]. However, the physical layer covert channel which
modified RF signals is not the scope of in this study. As we
mentioned in Section I, in a public WLAN environment with
commercial APs, it seems difficult to apply a physical-layer
WCC, since it is required a special transmitter/receiver for
covert communications.

We summarize common pros and cons for each kind of
covert channels in Table I. In this article, to establish a prac-
tical WCC in the public WLAN environment, we exploit
two kinds of covert communications, such as CTC and
WCC(MAC). To overcome the cons of CTC and WCC(MAC),
We exploit μs timing differences to communicate covertly
through implementation and propose an encoding algorithm
that can provide synchronization and self-recovery when a
covert bit is lost.

III. PRELIMINARY

This section describes the beacon packet of IEEE 802.11,
frame structure, and encoding technique, which are important
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Fig. 2. WLAN 802.11 beacon frame.

components of the proposed PPCTC and covert frame, and
deals with the contents applied to PPCTC. These three
components are used to satisfy the requirements of covert
communication.

A. IEEE 802.11 WLAN Beacon Frame

The IEEE 802.1 MAC layer generates a beacon packet and
performs a scheduling function to always transmit the bea-
con at the same interval. To practically implement PPCTC,
the interval of the beacon packet, which is a periodic packet
of IEEE 802.11 AP, is used, and Fig. 2 shows the MAC bea-
con frame of IEEE 802.11. In covert communication, using the
periodic packet can satisfy the requirements, which are covert-
ness and satisfaction. First, in terms of covertness, through
using periodic signals, we do not have to make additional
signals. In other words, the timestamp field indicates the bea-
con generation time and is recorded based on the AP timer
time. The value of the BI field indicates the interval of peri-
odically transmitted beacon packets. Devices connected to the
AP check the time in the BI field to synchronize with the AP.
Therefore, when creating a CTC using a beacon in a WLAN
environment, it is necessary to minimize the change in the time
interval of the beacon so that the effect on legitimate users is
minimal.

We implement the practical IEEE 802.11 CTC by sending
packets a little earlier or slower than the time interval spec-
ified in the BI field, while the BI field value is not changed
and the initial set value is maintained. At this time, the actual
generation time of the beacon packet is automatically written
in the timestamp field. Thus, the covert receiver can calcu-
late the correct BI by subtracting the time of the previously
received timestamp of the beacon packet from the timestamp
of the currently received beacon packet. In this way, the covert
receiver knows whether the bit value of the covert data is 0
or 1 through the calculated BI.

B. Communication Frame Structure

Most communication systems have an appropriate frame
structure for better communication. The frame structure is con-
tinuously upgraded to apply the latest communication method,
and many studies are being conducted, such as erasing existing
fields or adding new fields [39], [40], [41], [42]. Nevertheless,
there are fields that are necessarily included among the numer-
ous frame structures. This section deals with fields that are
essential in the communication frame structure. Examples of
such fields are preamble, start frame delimiter (SFD), header,
payload (data), and frame check sequence (FCS). Fig. 3 shows

Fig. 3. Common components of frame structure.

Fig. 4. Complement line coding scheme.

the fields that are essential for communication, regardless of
whether it is wired or wireless.

The role of each field is as follows. First, the pream-
ble field serves to synchronize the transceivers. The SFD
field serves to inform the start of a packet after synchro-
nization. When Rx receives the SFD, it recognizes the rest
of the packet as meaningful data and starts decoding it. The
header field contains information about the packet, such as
packet type, source address, destination address, data length,
and sequence number. Through the header field, the receiver
can know the destination of the packet and can know the
transmission order of the packet. The payload field con-
tains the message sent by the sender. Finally, the FCS field
serves to check whether there is an error in the data of the
received packet. In some cases, the receiver requests retrans-
mission from the sender through the step of checking the FCS
field.

The proposed covert frame includes the five fields men-
tioned above, but some components of the header field are
excluded. In particular, the reason for excluding the address
part of the header field is that PPCTC is a communication
method using broadcast packets and is a covert channel for
communication between promised people. The covert frame
is described in detail in Section IV-C.

C. Complement Line Code

There are two types of digital line coding methods: 1) alter-
nating mark inversion (AMI) and 2) pseudo-ternary code [43].
The two-line coding schemes are characterized by their own
complementarity. Here, complementarity means that the aver-
age of all amplitudes is zero. Fig. 4 shows binary bipolar-AMI
and pseudo-ternary digital line coding methods according to
data. In the AMI code method, the amplitude is changed when
the data is 1, and in the pseudo-ternary code method, the
amplitude is changed when the data is 0. Our designed PPCTC
is similar to the pseudo-ternary code in that when the bit value
is 0, the BI increases and decreases alternately. However, the
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Fig. 5. Communication flow of the proposed covert unidirectional communication.

TABLE II
NOMENCLATURE

method for encoding bit values in PPCTC is completely dif-
ferent from that of pseudo-ternary code. This is described in
Section IV-B in detail.

IV. CONSTRUCTING NEW COVERT WIRELESS

UNIDIRECTIONAL COMMUNICATION

In this section, we propose a new covert unidirectional com-
munication mechanism that exploits the BI of the public AP.
We provide three aspects for our mechanism. First, we imple-
ment a covert AP with normal AP functionality to control the
time of the BI within tens of microseconds (μs). Second, we
propose a CTC, which is called the PPCTC, based on a small
distortion of BIs. When transmitting data using the covert AP
in a WLAN environment, PPCTC applies an encoding method
to strengthen the covertness of transmitted covert data as much
as possible, and the proposed encoding method provides 2-
bit error recovery functionality. Finally, we describe a covert
frame over the PPCTC to be able to provide the encryption and
integrity of the covert data, and so it prevents data exposure
to unauthorized users.

Fig. 5 demonstrates the overall communication flow of the
proposed covert unidirectional communication in a practical

environment. Each step of Fig. 5 is briefly described as
follows.

1) A message is prepared to be transmitted.
2) To make bit stream, the covert AP constructs the covert

frame according to the covert massages.
3) The encoding process controls the BIs according to the

bit stream of the covert frame.
4) The covert AP transmits the beacon packets at each

modified BIs according to the transmitted covert bits.
5) Covert messages through time differences of beacon

packets are sent to a covert receiver.
6) Covert receiver receives beacon packets from covert AP.
7) The covert receiver calculates the BIs for series of

beacon packets.
8) The calculated BIs are decoded to the bit value.
9) Covert messages are obtained by parsing the covert

frame.
10) Covert receiver gets the covert messages.

In the covert communication flow, the modified BIs have no
affect on legitimate users being provided the Internet services
from the AP acting as the covert AP.

Before explaining our proposed covert scheme in detail, we
provide Table II that is provided all symbols and notations
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TABLE III
COVERT AP ENVIRONMENT SETTING

Fig. 6. Zynq board setting as AP and Rx.

used in this section. First of all, we describe the process of
implementation for the covert AP to control the sophisticated
timing in the following section.

A. Implementation Covert AP

A covert AP is an off-the-shelf-like AP with an addi-
tional capability of generating covert signals. Therefore,
implementing the covert AP is essential for constructing covert
communication. In this section, we introduce how to imple-
ment this covert AP. Through our implementation, we can
control the sophisticated timing of the BIs. In addition, sophis-
ticated delay can reduce the negative effect to the legitimate
uses and increase their covertness. To implement the covert
AP, we start with an AP that provides public Internet ser-
vice using Openwifi [44], an open source that follows 802.11
a/b/n standards, and Xilinx Zynq board, which is an embedded
board.

We modified the AP’s driver timer to precisely control the
BI in microseconds. The existing AP timer uses a Linux kernel
timer based on jiffies, and the AP operates in ms. However,
we changed the Linux kernel timer to high-resolution kernel
timer (hrtimer) [45] to enable control the BI in microseconds.
Through the modification of the timer, the covertness of our
covert communication is increased and on the other hand, the
negative effect on the legitimate users is decreased at the same
time. The covert AP uses 802.11a channel 40 of 5-GHz band
(center frequency: 5220 MHz, frequency range: 20 MHz).

Table III lists the H/W and S/W specifications used to
implement the covert AP. Fig. 6 shows the covert AP test envi-
ronment using two Zynq boards. The left board is the covert
AP, and the right board is the covert receiver.

Typically, the BI of the AP is initially set to 102.4 ms, and
the distribution of BIs is as shown in Fig. 7. In Fig. 7, the total

Fig. 7. BI distribution of AP.

Fig. 8. Complementarity of covert BI. (α = 30 μ).

number of received beacon packets is 100 000, but the number
of BIs of exactly 102.4 ms is less than 70 000 due to subtle
deviations in the timing of AP generating beacon packets.

In this distribution, it is investigated that 102.4 ms–15 μs
< BIo < 102.4 ms + 15 μs, and therefore, α is set as 30 μs
for BIc to avoid any overlap with the BIo in consideration of
the distribution range of the BIo. It is possible because any BI
can be controlled in microseconds in our implementation.

In WLAN, beacon packets have a lower priority than data
packets as described in Section III-A. This means that if a
legitimate user is currently using the Internet and requests
data from the AP, the AP may cancel or delay beacon pack-
ets for data packets transmission. Ultimately, the low priority
of the beacon packet helps adjust the BI to generate BIc. In
our implementation of covert AP, if the BIc is set to BIo + α

(BIo− α, resp.), then the next BIc is set to BIo− α (BIo + α,
resp.) as shown in Fig. 8. As a result, the average of two
consecutive BIcs always equals BIo.

Therefore, though the covert AP produces BIos and BIcs, the
average of the overall BIs is always the same as that of BIo.
Fig. 9 shows the distribution of covert AP’s BIs. As shown
in Fig. 9, it is checked that this covert AP’s BI distribution
is highly similar to that of legitimate AP in Fig 7, and the
distribution of BIcs appears symmetrically to the left and right
of BIo.

A legitimate user of an AP synchronizes its beacon packet
receiving time by the BI field of the beacon packet. Hence,
if the BI is different from the value written in the BI field,
it may affect not only time synchronization but also Internet
use. However, in our implementation, the negative effect of
time synchronization on legitimate AP users can be minimized,
because BIcs are the same as BIo on average.
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Fig. 9. BI distribution of the covert AP.

B. PPCTC: Ping-Pong Covert Timing Channel

In this section, we describe in detail the proposed PPCTC
encoding method and recovery process. Our PPCTC is basi-
cally a CTC that uses both BIo and BIc, and also a WCC
exploiting tiny distortion to the MAC layer protocol of WLAN
wireless communication.

First, a receiver can recognize the transmitted covert bits as
follows.

1) If a beacon packet is received after BIo, the receiver
regard as transmitted bit is “1.”

2) If a beacon packet is received after BIc, the receiver
regard as transmitted bit is “0.”

As shown in Fig. 9, since α of BIc is selected to be larger
than the range of distribution of BIos, the receiver can recog-
nize the transmitted covert bit without any confusion. Now, a
transmitted bit “0” meaning BIc, and the transmitted bit “1”
meaning BIo, are encoded as information bits as follows. The
number of repeated transmitted bit “1” means the information
bit to be really transmitted, and the transmitted bit “0” is used
as a delimiter to divide the number of transmitted bits “1.” In
this study, we denote the transmitted bit as 1/0 and information
bit as 1̂/0̂. Our PPCTC encoding rules can be summarized as
follows.

1) “01111” is transmitted if information bit is 1̂.
2) “01” is transmitted if information bit is 0̂.

The overall process of PPCTC is detailed in Algorithm 1.
After encoding, a transmitted bit “0” cannot appear con-

secutively, and a transmitted bit “1” must always exist before
and after a transmitted bit “0.” If there are four transmitted
bits “1” between transmitted bit “0,” it means information bit
“1̂,” and if there is one transmitted bits “1” between transmit-
ted bit “0,” it means information bit “0̂.” The reason why the
number of transmitted bits “1” is encoded as four or one to
indicate the information bit is related to the recovery of bea-
con packet loss. Fig. 10 shows the transmitted BI according
to the PPCTC algorithm when the information bitstream is
“0 × AAAA.”

Compared with the information bit, the transmitted bit of
the PPCTC algorithm has five times more bit value “1.” It
means BIo is more transmitted compared with BIc. The BI
distributions related to covertness are analyzed in Section V.

Algorithm 1 Proposed Encoding Scheme: PPCTC

# Notation
1: D = {d1, · · · .dN}: information data set
2: 1̂/0̂: information bit
3: BIr: calculated BI for the received beacon packet
4: p1,p2,p3 : positions of transmitted bit ’0’ around bit loss

# PPCTC encoding (Covert AP)
5: arbitrarily select random delay larger than α, j = 1
6: for i = 1:N do
7: if j = 1 then
8: BI = BIc−
9: j = 2

10: else if j = 2 then
11: BI = BIc+
12: j = 1
13: end if
14: if di = 1̂ then
15: repeat
16: BI = BIo
17: until # of BIo = 4
18: else if di = 0̂ then
19: BI = BIo
20: end if
21: end for

# PPCTC Decoding (Covert Receiver)
22: while beacon packet received do
23: BI calculate as BIr
24: if BIr = BIo up to margin time then
25: decode as transmitted bit ’1’
26: store the 1 at the Buffer
27: else if BIr > BIo ×1.5 then
28: regard as beacon packet loss occurs
29: find p1,p2,p3 (positions of transmitted bit ’0’)
30: call the recovery process
31: decode the including repaired bits (LU)
32: refers to Algorithm 2
33: else if BIr = BIc up to margin time then
34: consider as transmitted bit ’0’
35: store the 0 at the Buffer
36: count # of 1 between bit 0 and bit 0
37: if Buffer stored ’011110’ then
38: information bit = 1̂
39: else if Buffer stored ’010’ then
40: information bit = 0̂
41: end if
42: end if
43: end while

This repeated BIo occurrence guarantees the recovery of bit
errors by beacon packet loss, though it lowers the data rate.

A good channel in a wireless communication environment
means that there is no packet loss, and the receiver does
not need to consider recovery. However, in a real environ-
ment, noise or packet loss cannot be avoided because various
wireless devices and APs exist nearby.

The receiver of the covert AP cannot send acknowledge
(ACK)/negative ACK (NAK) or a retransmission request to
the covert AP for the lost packet by the unidirectional prop-
erty of the PPCTC. Thus, error recovery capacity is required
for the receiver to overcome the loss of beacon packets and
successfully receive covert data in a wireless unidirectional
communication environment.
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Fig. 10. Practical BIs of the PPCTC for the information “0 × AAAA” in
terms of time flow.

As mentioned above, beacon packet loss leads to the loss of
two transmitted covert bits. To know the value of the transmit-
ted covert bit, PPCTC calculates BI, which is the time interval
between the currently received beacon packet and the immedi-
ately preceding beacon packet. However, if the current beacon
packet is lost, the receiver cannot check the time interval
between previous and current packet (and current and next
packet, respectively), and so two consecutive BIs are lost. We
use L and U to indicate these lost consecutive bits correspond-
ing to the lost BIs. The following notations are introduced for
our recovery process.

1) L: It means a lost bit value by lost current BI.
2) U: is an unknown bit value corresponding to the next

BI which cannot calculate due to the lost current BI. L
and U always exist in pairs like “LU.”

3) (p1, p2, p3): p1 and p2 are the positions of the first and
second 0-bit from the left among the 4 bits before L,
respectively. And, p3 is the position of the first 0-bit
from the left among the 4 bits after U. For example, for
a given · · · 1101LU10, · · · , (p1, p2, p3) = (3, 0, 2). It is
evident that (p1, p2) = (0, 0) if p1 = 0, and (p1, p2) �=
(x, y) for 1 ≤ x ≤ 4, 1 ≤ y ≤ x. Since consecutive zeros
do not occur in our encoding rules, (p1, p2) cannot be
(x, x+ 1) for 1 ≤ x ≤ 3.

We assume that beacon packet loss occurs during the
reception. Now, the recovery procedure is as follows.

1) Case 1: (p1, p2) = (0, 0). Then, the received bits
are · · · 1111LU · · · Therefore, LU must be 01 by our
encoding rules.

2) Case 2: (p1, p2) = (1, 0). It means that the received
bits are · · · 0111LU · · · Hence, LU must be 10 by our
encoding rules.

3) Case 3: (p1, p2) = (2, 0). Then, the received bits are
· · · 1011LU · · · , so LU must be 11.

4) Case 4: p1 or p2 is equal to 3. Then, the received bits are
· · · 01LU · · · In this case, the possibility of p3 is 2 or 4,
by our encoding rules. If p3 = 2, then LU is determined
by 11, since the received bits are · · · 01LU10 · · · When
p3 = 4, it is evident that LU is 01, since the received
bits are · · · 01LU1110 · · ·

Algorithm 2 Recovery Process of the PPCTC

Input ← (p1, p2, p3)
Output ← LU

1: while input date received do
2: if (p1, p2) is (0, 0) then
3: LU is 01
4: break
5: else if (p1, p2) is (1, 0) then
6: LU is 10
7: break
8: else if (p1, p2) is (2, 0) then
9: LU is 11

10: break
11: else if p1 or p2 is 3 then
12: if p3 is 2 then
13: LU is 11
14: break
15: else if p3 is 4 then
16: LU is 01
17: break
18: end if
19: else if p1 or p2 is 4 then
20: if p3 is 2 then
21: LU is 10
22: break
23: else if p3 is 3 then
24: LU is 11
25: break
26: end if
27: end if
28: end while

5) Case 5: p1 or p2 is equal to 4. It means that there is
a zero just before L and so L = 1. According to our
encoding rules, p3 must be 2 or 3. If p3 = 2, then U must
be 0 since the received bits are · · · 01U10 · · · , and when
p3 = 3, the received bits are · · · 01U110 · · · Therefore,
U should be 1.

The detailed algorithm for this recovery process is described
in Algorithm 2.

In addition, when two beacon packet losses occur consecu-
tively, if the receiver knows a bit value of a sufficient length
before and after the beacon packet loss, then the receiver can
recover the loss of three transmitted bits according to the
encoding rule. Here, a bit value of sufficient length means
more than 3 bits before and after BI loss each. However, in
this study, we do not cover the three-bit recovery processes.

C. Covert Frame

In this section, we present the covert frame, consider-
ing the confidentiality and integrity aspects of the PPCTC.
The PPCTC was designed with a focus on complementar-
ity and recovery. However, all WCC methods as well as the
PPCTC always have a problem of exposing data to unin-
tended receivers or attackers. There is a possibility that the
confidentiality of the covert channel is broken immediately
upon exposure and the data can be decoded. To overcome this
problem, we propose a covert frame applicable to the PPCTC.
The purpose of the covert frame is to prevent data leakage to
an attacker by encrypting the data, and to provide integrity so
that only the promised covert channel receiver can decode the



1508 IEEE INTERNET OF THINGS JOURNAL, VOL. 10, NO. 2, 15 JANUARY 2023

covert data without error. We describe the way of constructing
the covert frame that provides confidentiality and integrity.

1) Hash-Based XOR Cipher: Even using the covert chan-
nel, sending data in a plain text has a risk of data leakage. In
this study, XOR cipher is used for transmitted data to prevent
data exposure. The XOR cipher is a simple encryption tech-
nique that exploits exclusive OR calculation for the key and
data. The XOR cipher was used to minimize the delay that
occurs during cryptographic operations in a delay-sensitive
CTC environment, and the hash value of SHA-1 was used
as a key to compensate for the weakness of the XOR cipher.

We designed the XOR cipher key to have three charac-
teristics. First, because the reuse of the key increases the
probability of exposing the key, and the entire data can be
leaked, the hash value is dynamically changed whenever a
covert frame is created. Second, since a preshared key (PSK)
is used as a part of the SHA-1 input values; attackers cannot
create the same XOR key even if they know the key gen-
eration algorithm. Finally, the XOR key was used to verify
the integrity of the covert frame as well as the encryption.
Therefore, a part of the hash value, which is the key of XOR,
is used as the integrity check field of the covert frame. The
next section describes how to calculate the SHA-1 hash value
and the process of applying the SHA-1 hash value as an XOR

encryption key.
2) SHA-1 Hash Value for Integrity Verification and XOR

Cipher Key: This section describes the components of input
data for SHA-1 and how the hash value of SHA-1 is used
as an XOR cipher key. The input data of SHA-1 is composed
of the SFD field, the nonce field of the covert frame, and the
PSK promised in advance by the PPCTC transceiver. The SFD
field and PSK are fixed values, and the nonce field is a value
that varies for each frame generation. Because of the nonce
field, the hash value is different each time a frame is created.
Furthermore, the PSK is shared differently depending on the
receiver group, so that the covert AP can select the receiver
group to which the data is sent. More details of the covert
frame field will be covered in the next session. The output of
SHA-1 always has a length of 20-bytes hash values regardless
of the length of the input. Of the 20-byte hash value, the upper
2 bytes are used for integrity, and the remaining 18 bytes are
used for the XOR cipher.

In 802.11 WLAN, AES is usually used for encryption, but
AES requires larger computing power compared to SHA-1,
and the hardware performance of the AP causes an additional
delay in the frame creation process. Because the PPCTC
is designed as a practical CTC that uses only a delay of
several tens of μs, it is necessary to minimize the delay that
occurs during the encryption process. For this reason, SHA-1
and XOR cipher, which require relatively small computational
power, are used to provide integrity and confidentiality.

3) Covert Frame Structure: Since PPCTC is unidirectional
communication, the receiver cannot send ACK/NACK to the
sender. Thus, it is important to send data to the receiver as reli-
ably and robustly as possible. As mentioned in Section III-B,
we designed the covert frame structure to be similar to the
existing communication frame structure. A frame is largely
composed of three parts: 1) synchronization; 2) integrity;

Fig. 11. Covert frame.

and 3) encrypted data. It has reliability even in broadcast
transmission without ACK/NACK protocol. As shown in
Fig. 11, the covert frame consists of eight fields. In Fig. 11,
the function of the field is divided into three types with
different colors. A gray field (Preamble) indicates synchroniza-
tion, a yellow field (SFD, Nonce, and covert SFD) indicates
integrity, and a black field [header, payload, and cyclic
redundancy check (CRC)] indicates confidentiality using
encryption.

The details of the covert frame field are listed as follows:
1) Preamble: The preamble field does not contain data and

only repeatedly transmits the BIo. In this study, we set
to repeat 16 times the BIo (transmitted bit “1”) into the
preamble field. When the receiver starts receiving in the
middle of a transmission, it waits only for the preamble
until the preamble is completely received.

2) SFD: The SFD field indicates that a frame starts. In this
study, we set it as 0xA5. SFD is also used as input data
for SHA-1 hash and the length of the SFD is 1 byte.

3) Nonce: The nonce field is used as the input data of the
SHA-1 hash and is 2-bytes long.

4) Covert SFD: The Covert SFD field is the integrity check
field of a covert frame. Covert SFD uses the upper
2-bytes of the SHA-1 hash.

5) Header: The header field contains a sequence number
and data length information and is encrypted. The upper
3 bits are used as bits for the sequence number and indi-
cate the number of repetitions. The sequence number
indicates the number of repeated transmissions of the
frame and is decremented by 1 for each transmission.
When it becomes 0, it resets to the first set sequence
number and sends the next frame. The lower 5 bits
indicate the length of data including payload and CRC.
The length of the header field is 1 byte.

6) Payload: The payload field contains information and is
encrypted. The length of the payload is 1 to 16 bytes and
the maximum amount of transmission per covert frame
is 16 bytes.

7) CRC: The CRC field confirms the errors for the received
data, and was encrypted. The length of CTC is 1 byte.

8) End of Frame (EOF): The EOF field indicates the end
of a frame. In this study, it was set to 0x5A.

Fig. 12 specifically shows how the hash value is used in
the covert frame for integrity and encryption. The Covert
SFD field uses the upper 2 bytes of the hash value of
SHA-1 for integrity. Here, the input data of SHA-1 is
SFD||NONCE||PSK. The lower 18 bytes of the hash value for
encryption are sequentially XORed with the header, payload,
and CRC fields. Here, the maximum payload size is 16 bytes.

At the receiver end, if the received value matches the pream-
ble, they store the SFD and NONCE. Subsequently, they take
the form of SFD||NONCE||PSK as input data. The SHA1
results are then calculated using the input data.
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Fig. 12. SHA-1 hash used covert SFD and XOR cipher KEY.

TABLE IV
ACHIEVING REQUIREMENT OF COVERT COMMUNICATION

V. EXPERIMENTAL EVALUATIONS

In this section, we describe the experimental results and
verify whether our proposed scheme is achieved or not for the
four types of requirements through comparison to other covert
communication schemes. In Table IV, we summarized whether
the requirements are satisfied according to each CTC scheme.
First, we analyze the covertness of the PPCTC with respect to
its three aspects: 1) BI distribution; 2) the relative difference
between the delay sizes of covert bits; and 3) the difference
in distribution between legitimate BI and PPCTC. Second,
robustness represents how we can have reliable communica-
tion in wireless covert unidirectional communication. Third,
transparency means how little the effect is on legitimate users
when covert data is transmitted. Finally, concealment indicates
the difficulty in decoding the covert data, even if the covert
signal is detected. In the case of concealment, it is considered
only our proposed schemes. This is because we designed it for
a practical covert communication environment. To achieve the
concealment of our covert communication, we proposed the
covert frame, which encrypts the data using SHA-1 and XOR

cipher. Even though a simple encryption method, the covert
data can be protected from the adversary warden.

Before performing the verification for the requirements in
more detail, we compare the BI distribution and delay size of
the PPCTC and conventional CTC algorithms in the practical
IEE 802.11 environment using covert AP. This is because, in
the CTC, the distribution of time intervals and the size of delay
are closely related to covertness. Here, covertness indicates
the similarity between the signal of the covert channel and the
legitimate signal. That is, high covertness means it is difficult
to distinguish between a covert signal and a legitimate signal.

Fig. 13. PPCTC test environment.

If periodic signals lose periodicity or legitimate signals
appear in a specific pattern, the adversary warden may sus-
pect a covert channel. In addition, if the delay of a legitimate
signal becomes large enough to affect the general user’s com-
munication, there is also a risk that the covert channel will be
caught. The size of delay is related to covertness as well as
transparency.

A. Experimental Testbed

Fig. 13 shows the PPCTC testbed for evaluation. The Zynq
boards are used as covert AP and covert receiver and a
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laptop that has a wireless LAN card is a covert receiver in
this experimental environment. One laptop and one smart-
phone are prepared as legitimate users to evaluate the practical
environment.

We applied several CTC algorithms as a benchmark to the
covert AP environment and analyzed in terms of delay applied
to BIo. In general, since BIo is set to 102.4 ms, we set it to
102.4 ms in our experiment. The benchmark schemes which
are to compared with our PPCTC are as follows.

On–OffCTC [9]: On–offCTC sends covert data by skipping
sending BIo. When this method is applied to our experiment,
BIo represents the information bit value “1̂” and skipped BIo

represents the information bit value “0̂.” Thus, the BIc is dou-
ble the BIo and the information bit value “0̂.” In terms of
beacon packets, covert data is transmitted while intentionally
causing packet loss.

Binary [18]: Walker and Fairbanks proposed a CTC with a
delay time of 5-ms unit in BIo. To compare with our PPCTC,
we modified the delay size to 50 μs and called it Binary. This
is because we used the fixed delay to divide information bit
value “1̂” and “0̂.”

DPOI [8]: The DPOI was modified on the On–offCTC to
have smaller BIc instead of BIo skip. As same as On–offCTC,
BIo of DPOI represents the information bit “1̂”. However, the
difference is that the information bit “0̂” is represented as an
BIo following BIc.

Through the implementation of covert AP, we can be con-
trolled by the tens of μs units for the IPD. As a result, we
changed the delay size to tens of μs units for each compari-
son between CTC schemes, and we performed the comparison.
Fig. 14 illustrates the BI distribution of CTCs. We set the same
size of delay as 40 μs for the binary and DPOI. On–offCTC is
set to 204.8 ms for BIc, and BIc of our PPCTC is 35 to 45 μs.
Each CTC sends information bit “0 × AAAA” repeatedly, and
the total number of transmitted beacon packets is 6000. We
can see from Fig. 14 that our PPCTC has the most obvious
BI, which is what we wanted. Furthermore, our PPCTC has
the smallest covet BI bar.

Unlike other CTC methods, our PPCTC can control the peak
value of each BIc bar by adjusting the range of the BIc. Fig. 15
shows the change of the BIc peak value according to the covert
range. Fig. 15 shows the histogram of the PPCTC BI distri-
bution according to the BIc range. First, the BIc range has
no effect on BIo. However, a narrower range of the BIc leads
to a higher BIc bar, which indicates a higher probability of
detecting the BIc. Thus, it shows the importance of properly
controlling the scope of BIc.

B. Analysis Results

1) Covertness: In this section, we analyze the covertness
for various CTCs focused on the WLAN environment. First,
Table V lists the ratio of BIo in covert communication for each
CTC on the WLAN environment.

Table V shows our PPCTC guarantees the BIo of at least
50%, and the maximum ratio is 80%. However, other schemes
are shown to have 50% and 80% each for the Min and Max
ratios. The reason for the Max ratio of PPCTC being lower

Fig. 14. BI distribution for multiple CTCs in a WLAN environment.

Fig. 15. PPCTC: overall BI distribution according to the BIc range.

TABLE V
BIo RATIO OF CTC

than others in our proposed encoding schemes include a rep-
etition mechanism. The percentage of BIo for the PPCTC
depends on the information bit. If the number of information
bit value “1̂” increases, the ratio of BIo will increase. However,
it is very difficult to maintain a 100% BIo ratio because there
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TABLE VI
JACCARD SIMILARITY

TABLE VII
ε-SIMILARITY COMPARED WITH CONVENTION SCHEME

are a few cases where only information bit value “1̂” is sent.
Consequently, the average BIo represents the general BIo ratio
in covert communication, and our PPCTC has the highest BIo

ratio on average compared to the other algorithms. To evaluate
the covertness, we calculate the similarity using the average
ratio of BIo in Table V.

To analyze the covertness of our PPCTC, we measure the
following three metrics.

1) Jaccard similarity [46].
2) ε-similarity [9].
3) Kullback–Leibler divergence (K–L divergence) [47].
Jaccard Similarity: The Jaccard similarity shows how much

BIo is occupied in covert communication. In other words, it
shows the similarity in terms of the BI distribution. If the
BIo ratio is 100% in the covert communication, the Jaccard
similarity value is 1. The equation of the Jaccard index is as
follows:

(BIo, BIc) =
(

BIo ∩ BIc

BIo ∪ BIC

)
(1)

where BIo denotes the distribution of legitimate AP’s BI (BIo)

and BIc represents BI distribution of covert AP.
Here, we used the average ratio value in Table VI for calcu-

lating the Jaccard index, and Table VI represents the Jaccard
similarity for the CTCs on WLAN. Our PPCTC has a 0.5549
Jaccard index which shows the highest index among the com-
paratives. Consequently, in terms of BIo distributions, our
PPCTC has the best covertness.

ε-Similarity: ε-similarity is the ratio of covert bit signals
in which the different values with the size of the previous
signal are less than ε for a given ε, when the given covert
bit signals are arranged in the order of the size of the BI
interval. Therefore, if for a given small ε, ε-similarity is close
to 100%, then we can conclude that it is difficult to detect these
covert signals. Table VII shows the percentage of ε-similarity
for different ε values. As shown in Table VII, our PPCTC
has a 97.07% for every ε unlike On–offCTC. In other words,
Table VII shows that through implementation, we can control
the sophisticated timing for the BIs, Consequently, our PPCTC
achieves the higher covertness.

Table VIII shows the ε-similarity according to our PPCTC
delay size. To compute ε-similarity, we received 6000 bea-
con packets for each delay size. ε-similarity of our PPCTC
remains high at 97.07 for ε is 0.001 and delay size, 35 μs.

TABLE VIII
ε-SIMILARITY OF THE PPCTC ACCORDING TO THE DELAY SIZE

Fig. 16. K–L divergence for PPCTC.

Even when ε is extremely small at 0.0001, it can be seen that
the ε-similarity is maintained somewhat high at 69.4. However,
for ε = 0.1, the ε-similarity of 100% is not achieved. This
means that 2.03% packet loss still occurs. Nevertheless, the
results of Table VIII show the capability, which can control
a smaller delay size in tens of microseconds, leads to high
ε-similarity for the smaller ε.

K–L Divergence: We calculate K–L divergence [47] for
the PPCTC to evaluate the undetectability according to the
delay size. A number of wireless CTCs have recently been
using K–L divergence to verify the undetectability of their
CTC [11], [12], [14], [15], [16]. The K–L divergence is a
method for quantitatively measuring the difference between
two probability distributions that are legitimate AP’s BI and
Covert AP’s BI. If K–L divergence has a low value, then the
cross-entropy of the distribution Covert AP’s BI based on that
of legitimate AP’s BI is almost the same as the information
entropy of the distribution of legitimate AP’s BI. Therefore, it
is difficult to distinguish the distributions of legitimate AP’s
BI and Covert AP’s BI. Fig. 16 shows the result of the K–
L divergence according to the different delay sizes of BIc.
When the BIc range is smaller than 0.01 ms, the K–L diver-
gence is 0 which means if the 35 μs of BIc, the detection
rate is 0. Consequently, the delay size is deeply related to the
undetectability of the CTC method.

2) Robustness: Through practical experiments, we show
the robustness of our proposed covert communication.
Robustness in this context refers to “how much reliable
communication is possible when bit error occurs in covert
unidirectional communication.” Thus, we regard the decod-
ing success rate as robustness in the covert recipient aspect.
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TABLE IX
DECODING RATE

The results of practical experiments for our entire covert com-
munication scheme, which is PPCTC with the covert frame,
show the reliability depends on with or without the recovery
process. In other words, the decoding success rate is deeply
related to the recovery process. To compare the robustness
of our proposed scheme, we composed the two cases in the
real environment. Case 1 is that the beacon packets are rarely
skipped. Case 2 is a more realistic case where the beacon
packets loss occurs frequently. Table IX shows the results of
the covert recipient decoding success rate for the covert data
in the two cases.

1) Case 1: When the covert AP is idle.
2) Case 2: When devices connected to the covert AP

actively use the Internet streaming services.
To build case 1, the covert AP only transmits the covert data
using a beacon packet without any Internet service provided.
In other words, the state of covert AP is idle. To experiment
with case 2, we used one smartphone and one laptop as legit-
imate users. Two devices are connected to the covert AP, and
they were watched by a live video streaming service to make
the covert AP busy. At the same time, the covert recipient
received covert data from the covert AP through BI. Table IX
represents the results of the covert recipient decoding suc-
cess rate for the proposed covert unidirectional communication
environment from the two cases.

The covert AP transmits 195 covert frames. Here, one trans-
mitted covert frame is about 25-bytes long, which means that
the covert AP has to transmit approximately 700 BIs per 1
covert frame. Thus, to successfully receive the covert data
without error, the channel must be very good or the recov-
ery process is needed in the unidirectional communication
environment. Once, case 1 has a lower error rate than case
2 due to good channel conditions (covert AP state is idle).
Thus, the recovery ratio is only 8.2% and the recipient can
decode about 81% of the entire covert frame in case 1. But,
in case 2, the error rate is over 76% for the entire covert
frame. This means if covert AP is busy, the beacon pack-
ets are skipped frequently and the recipient finds it difficult
to receive the covert frame successfully. However, Table IX
shows a 56.92% success rate for case 2. This numerical value
represents our PPCTC recovery process increasing the suc-
cess rate twice compared to the absence of recovery. Thus, the
results show that the worse the channel environment in unidi-
rectional communication is, the more important our recovery
process is for reliable communication.

Table X shows the BER of PPCTC according to the vari-
ous BIc ranges. Here, the bit represents the transmission bit
and the transmit bit rate is approximately 9.7 bps. The maxi-
mum BER is about 0.76% at 50 ms. In other words, the covert
AP maintains a low BER regardless of the BIc range. Further,
through the recovery process, the BER decreased by about

TABLE X
BER OF PPCTC ACCORDING TO THE BIc RANGE

Fig. 17. Timing gap for synchronization according to the accumulated delay.

50% from the original BER. This is because the recovery pro-
cess is activated immediately when the transmission bits are
received.

3) Transparency: When using BI as the covert communica-
tion medium, to reduce the effect of the covert communication
on legitimate users, BIc has to follow the legitimate BI contin-
uously. In other words, BIc always has to follow the average
and accumulated time of BIo. In Fig. 17, we plot the accu-
mulated delay for the DPOI algorithm and our PPCTC. In
terms of BIo distribution, the DPIO has the most BIos among
comparative schemes. The accumulated plot represents how
different from the timeline of legitimate AP’s accumulated BIs
it is in terms of synchronization. As we mentioned previously
in Section III, the role of the beacon packet is to provide syn-
chronization to legitimate users for smooth communication.
Thus, if the additional covert delay does not have com-
plementary features, then accumulated delay times lead to
a disconnect between legitimate users and the AP. This is
because covert communication starts generation beacon pack-
ets at the same time, but the gap of accumulated time is
increasingly far from the legitimate AP’s BI timeline. For this
reason, the accumulated BIcs have to follow the BIos. We com-
pared the cumulative reception time of 5500 beacon packets
for dpoi and PPCTC algorithms when the delay size is 5%,
10%, and 15% of BIo.

DPOI shows that the graph of BIo gradually spreads in pro-
portion to the size of the delay. Thus, the beacon packet of the
last received DPOI differs from the beacon of the legitimate
AP by more than 10 ms. This is because the BIc of the DPOI
has no complementarity and accumulates delays according to
transmission bits. In contrast, our PPCTC method follows the
reception time of the BIo regardless of the delay size because
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TABLE XI
THROUGHPUT COMPARISON FOR THE PPCTC AND WIRELESS CTCS

the BIc has complementarity. Therefore, it is shown that the
CTC algorithm should be designed considering functions such
as synchronization for the covert AP to transmit with minimal
impact to legitimate users.

Another aspect of transparency is maintaining the connec-
tion between covert AP and legitimate users. Through the
experiment of Section V-B2, we could show transparency in
terms of legitimate users. While the covert recipient received
195 covert frames, two legitimate devices (one smartphone
and one laptop) were never disconnected and provided video
streaming services from covert AP. Our PPCTC has a comple-
mentary feature and does not disturb legitimate users’ Internet
services.

4) Transmission Performance: In this section, we compares
the throughput with other WCC schemes on 802.11 WLAN,
and LTE environment, such as SFO [17], SPCC [16], NoP-
GCTC [15], RPDCTC [13], VRCTC [14], MSVCTC [12], and
ZMCTC [11]. The throughput represents the data transmission
of a given CTC.

Typically, the large throughput represents better transmis-
sion efficiency in terms of data transmission. The throughput
of the PPCTC is calculated as follows:

throughput = capacity ∗ 9.77bps (2)

where 9.77 is the transmission rate when using a beacon packet
as the transmission media. Since the capacity of our PPCTC is
0.286 (see Appendix in detail), the throughput of our PPCTC is
2.79 bps with 0.07% in terms of BER at 35 μs. Table XI shows
the throughput for our PPCTC and wireless CTCs regardless
of the communication environment. The throughput of PPCTC
is fixed regardless of the BIc range if beacon packets are used
as the transmission media. This is because the capacity of
PPCTC is 0.286 and the transmission rate is always 9.77 bps
by IEEE 802.11 specification.

We address the throughput and BER for various WCCs
including our PPCTC in Table XI. Though most WCCs of
Table XI are LTE-based CTCs, all throughput results except
for three show that WCC schemes have similar performance
compared to our PPCTC. This is because, in an LTE envi-
ronment, the changeable parameters are strongly limited to
constructing covert channels, and the covert channels have to
achieve covertness, robustness, and transmission performance
at the same time.

The throughput of SFO is much higher than ours, since
SFO is used, as covert signals, sending orders for the multiple
senders between beacon packets. For a fair comparison, in
Table XI, we compared the throughput with our PPCTC when

assuming the capacity of SFO is 1, that is, two stations are
involved to send covert signals.

NoP-GCTC also shows higher performance than our
PPCTC. This is because they used the number of packets
(NOPs) between RTCP packets, here the NoP is hundreds
of packets. Through modulation which is a variable length
of code length, they can get a higher throughput than ours.
And furthermore, unlike other CTCs, VRCTC shows the high-
est throughput. The reason is that VRCTC used data packets
for CTC construction which is advantageous in transmission
speed.

VI. DISCUSSION

When we designed the PPCTC, we considered two sit-
uations that occur during constructing CTC and sending
covert data through 802.11 AP. One is that covert messages
should be preserved in confidential status even though the
covertness is broken, and the other is how to handle the
packet loss in unidirectional communication. Therefore, we
proposed and implemented our PPCTC with the following
design approaches.

1) We focused on the method for concealment in terms
of covert data even though the covertness of the covert
channel is broken. To overcome broken covertness, we
proposed a covert frame to protect the covert data. The
cover frame prevents data exposure through key sharing.

2) In unidirectional communication, the receiver can not
send the ACK/NACK. Thus, when we design an encod-
ing scheme we consider the self-recovery method with-
out ACK/NACK.

However, our PPCTC has the potential threat that the covert-
ness might be broken by some pattern of time intervals, and
even though the covert frame provides confidentiality for the
covert data, our PPCTC cannot permit long messages as the
payload field of the covert frame, and therefore the high
transmission performance cannot be achieved.

To improve in terms of the above constraints, the time
interval patterns have to be more complicated to make it
hard to detect, and the covert frame structure has to be more
improved focusing on the payload field to achieve better
transmission performances.

The covert communication is an offensive technology.
Therefore, mechanisms to detect and prevent the presence
of the covert communication channel are the main counter-
measures, which may be open challenges for our PPCTC as
well.

VII. CONCLUSION

In this study, we establish a covert wireless unidirectional
communication mechanism. Our mechanism is composed of
three parts. First, we implement a covert AP that can gener-
ate covert signals based on time interval differences. Second,
the PPCTC, which is a CTC encoding scheme, is proposed.
Finally, we present the covert frame to provide confidentiality
and integrity in terms of covert data. In terms of covert-
ness, our PPCTC shows the highest Jaccard similarity 0.55
which is related to the BI distribution. Further, ε-similarity
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of the PPCTC, which is related to intentional delay size, pre-
serves more than 97% for 0.001 ≤ ε ≤ 0.1. In addition, we
proved that it is difficult to distinguish between the proba-
bility distributions of BI for our covert AP and legitimate
AP by measuring K–L divergence. In terms of robustness,
when covert AP is busy such as it provides Internet service
to legitimate devices, our PPCTC recovered 33.85% for the
total frame. In the transparency aspect, our PPCTC encod-
ing always follows the BIo. Finally, using SHA-1 and XOR

cipher, we achieved the concealment for the information trans-
mitted through the PPCTC. Furthermore, when the BIc is set
as 35 μs, our PPCTC exhibits 2.79 bps and 0.07% in terms
of throughput and bit error rate, respectively.

For further study, we will try to design a covert channel
using periodic signals such as the PPCTC in various communi-
cation environments and implement it in the real environment.
Furthermore, finding and designing some detection systems
of covert channels including the PPCTC system, can be a
good research subject. It is because the covert channel can
be exploited by a malicious user.

APPENDIX

CAPACITY OF PPCTC

We calculate the capacity of our PPCTC as two parts, one
is code rate another is throughput in terms of communication.

Code Rate: The PPCTC algorithm has different transmitted
bit lengths according to information bits. For example, the
information bit value of “1̂” is encoded as five transmitted bits
(“01111”), and the information bit value of “0̂” is encoded as
two transmitted bits (“01”). The coding rate of the PPCTC
according to the information bit lengths, for example one bit,
two bits, and three bits, is calculated as follows:

one− bit = 1

2

(
1

5
+ 1

2

)
= 0.35

two− bit = 1

4

(
2

10
+ 2

7
+ 2

7
+ 2

4

)
= 0.318

three− bit = 1

8

(
9

15
+ 3

12
+ 3

12
+ 3

12
+ 3

12
+ 3

9
+ 3

9
+ 3

6

)

= 0.306.

The coding rate of the PPCTC algorithm according to the
information bit length follows in (3).

Consequently

lim
n→∞

1

2n

(
n∑

k=0

(n
k

)× n

5k + 2(n− k)

)
(3)

where n denotes the length of the actual data bit, and k is the
number of 1 bit in the n.

Throughput: The throughput is calculated as the code rate
multiplied by the transmission rate. Here, the transmission rate
means the number of transmitted bits per second, and the trans-
mission rate of the BI is calculated as 1/BI. In this study,
the overt BI is set to 102.4 ms. Thus, the transmission rate
is almost 9.766 bps. That is, when the coding rate is 1, the
data rate of BI is 9.766 bps. However, the code rate of our
PPCTC is less than 0.3 and the average throughput of PPCTC

TABLE XII
THROUGHPUT ACCORDING TO THE ENCODING SCHEME

is calculated as follows:

1

BIo
× lim

n→∞
1

2n

(
n∑

k=0

(n
k

)× n

5k + 2(n− k)

)
bps (4)

where BIo denoted the overt BI.
Because transmit seven bits contain two information bits

“10,” the arithmetic code rate of our PPCTC is 0.286. In this
way, the arithmetic code rates of other CTCs are 1(Binary),
0.67(On–offCTC, DPOI).

The throughput depends on the encoding scheme. Table XII
compares the throughput of PPCTC with those of the binary
encoding schemes. The binary encoding throughput is always
9.77 bps. The covert rate of binary encoding is 1. However,
the throughput of the PPCTC affects the content of actual data
because the PPCTC has a different encoding length to bit “1”
and “0.” The average throughput of PPCTC is approximately
2.79 bps owing to the effect of repeated transmission. The
PPCTC seems to have low throughput. However, the PPCTC
scheme is perfectly capable of recovering the one packet loss
without discarding any received data. This indicates that the
encoding scheme complements the low throughput.
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