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Abstract—The COVID-19 pandemic has caused serious
consequences in the last few months and trying to control it has
been the most important objective. With effective prevention and
control methods, the epidemic has been gradually under control in
some countries and it is essential to ensure safe work resumption
in the future. Although some approaches are proposed to measure
people’s healthy conditions, such as filling health information
forms or evaluating people’s travel records, they cannot provide a
fine-grained assessment of the epidemic risk. In this paper, we
propose a novel epidemic risk assessment method based on the
granular data collected by the communication stations. We first
compute the epidemic risk of these stations in different intervals
by combining the number of infected persons and the way they
pass through the station. Then, we calculate the personnel risk in
different intervals according to the station trajectory of the
queried person. This method could assess people’s epidemic risk
accurately and efficiently. We also conduct extensive simulations
and the results verify the effectiveness of the proposedmethod.

Index Terms—COVID-19, communication station risk, epidemic
risk assessment, personnel risk .

I. INTRODUCTION

THE outbreak of the coronavirus (COVID-19) pandemic

has caused very serious consequences in the last few

months. According to the statistics, as of July 21 of 2020, the

COVID-19 pandemic has spread to 215 counties around

the world and a total of 15 million people have been infected.

The epidemic has caused nearly 610 000 deaths and caused

huge economical losses in almost every country. According to

the research report [27], the COVID-19 pandemic has caused

3.8 trillion economic losses and 147 million people lost their

jobs. Due to the strong infectious nature of the virus, many

cultural activities and sport events have been suspended or

cancelled, which has greatly affected people’s daily life. The

COVID-19 pandemic has become a very serious problem in

every country, and the most important and crucial thing is to

fight the epidemic.

Many governments have issued policies to fight the epi-

demic, such as quarantine, isolation guidelines, social dis-

tancing, and suspending many large gathering activities.

Meanwhile, many scientific researchers have denoted them-

selves to the prevention and control of the epidemic. Medical

experts are studying the characteristics and the spreading

ways of the virus, and are committed to develop vaccines

against this virus. For example, the clinical characteristics of

COVID-19 patients are studied in [39] and it provided reliable

medical evidence for the treatment and prevention of COVID-

19. In [37], it verifies that the strict prevention and control

methods in China are effective in protecting people from the

virus. With the fast development of information technolo-

gies [14], [16], [43], [44], many scientific researchers from the

computer science field have proposed efficient methods to

assist the prevention of the epidemic. For example, a knowl-

edge graph of the COVID-19 is introduced in [7], which dis-

cusses the basis knowledge of the epidemic. A mathematical

model of predicting the spread of the COVID-19 pandemic is

proposed in [20], which helps understand the spreading range

and impact of the epidemic. To acquire the public’s perception

of the COVID-19 epidemic, an intelligent model is introduced

in [26] by analyzing twitter data.

Due to the effective prevention and control methods, the

epidemic has gradually been under control in some countries,

such as in China. Currently, it is an important issue to resume

the work and production safely under this situation. How to

assess the personnel’s epidemic risk is an essential and impor-

tant problem in assisting resuming work safely? There are

mainly two approaches taken by the government and enter-

prises. The first one is to ask people to report his/her daily

health information, such as filling health information forms.

However, some people might report the information incor-

rectly intentionally or accidentally, which would cause serious

consequences if some infected people are allowed to work

with other colleagues. The second approach is adopting appli-

cations that show the epidemic risk according to people’s

travel records (such as flights, trains, etc) and the cities he/she

has been in the last half a month. However, many applications
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compute the epidemic risk by judging whether the person has

been to a city where infected cases exist or not; it is inaccurate

such as a healthy person drives through the city. In addition, a

city or a district contains a large number of people, computing

the epidemic risk in a more refined way is needed in assisting

resuming work safely.

In this paper, we propose a novel communication station

based method to assess the people’s epidemic risk. Since

almost everyone is using mobile phones for communication, it

is sufficient to judge a person’s trajectory according to the

mobile phone’s trajectory. A mobile phone would exchange

information with the nearest communication station timely,

and a communication station covers a relative small range,

such as a few hundred meters in residential areas and a few

kilometers in open areas such as a highway. The station

records the time interval that a mobile phone passes through

its communication range, and it provides more accurate infor-

mation for assessing the epidemic risk. Compared with the tra-

ditional two above discussed approaches, the communication

station based epidemic risk assessment method could utilize

more fine-grained data to provide more accurate assessment.

There are three challenges in handling the epidemic risk

assessment by the communication station information. First of

all, people’s trajectory data (collected by the communication

stations) has significant temporal and spatial characteristics,

such as the time interval of passing through the communica-

tion station is the temporal characteristic while the physical

locations of the station is the spatial characteristic. It is diffi-

cult and inefficient to utilize such data directly. Second, there

are many different ways that a person passes through or stays

within a station, such as driving a car, walking, staying at

home, or staying in the office, it is necessary to consider dif-

ferent situations in assessing a person’s epidemic risk. Third,

some people may move together with some infected persons,

it is needed to find out the person with high epidemic risk

according to the station’s information.

In this paper, our proposed epidemic risk assessment

method addressed all these challenges. As depicted in Fig. 1,

there are two stages in assessing a person’s epidemic risk. We

first evaluate the epidemic risk of each communication station

in different time intervals according to the trajectories of the

infected people. Then, we evaluate a person’s epidemic risk

according to the stations that he/she passes through. By calcu-

lating the epidemic risk of each station in each time interval,

we could efficiently utilize people’s trajectory data, which

addresses the first challenge. In the first stage of our method,

we propose a passing mode classification method where five

passing modes (drive, walk, stop, live, and work) reflect how

the person passes through a communication station. By assign-

ing different risk weights to these models, such as driving

through the station has less risk weight than walking, we can

compute the epidemic risk of each station in each time interval

and it addresses the second challenge. In the second stage of

our method, we introduce a companion judgement method

which automatically decides whether two people move

together. After that, we compute the epidemic risk of a person

according to the epidemic risks of the passed communication

stations, which addresses the third challenge.

In order to verify the efficiency of the proposed method, we

also conduct extensive simulations. We generate a large num-

ber of communication stations and the trajectories of some

infected persons according to the released information by the

Centers for Disease Control (CDC). We generate different

types of people’s trajectory and our method could compute

each person’s epidemic risk accurately, which verifies the

effectiveness of the proposed method. We summarize the con-

tributions of this work as follows:

1) We propose a novel epidemic risk assessment method

on the basis of the communication station’s informa-

tion, which provides a fine-grained assessment in assist-

ing resuming work safely;

2) We first compute the epidemic risks of each station in

different time intervals, and then a person’s epidemic

risk is calculated by combining the passed communica-

tion stations. This two-stage method could help com-

pute a person’s epidemic risk accurately and efficiently;

3) We conduct extensive simulations to evaluate our

method and the results confirm its effectiveness.

The rest of the paper is organized as follows. The next sec-

tion highlights the related work about the COVID-19 epi-

demic. Then, we introduce the preliminaries in Section III.

We introduce the first stage of computing the epidemic risk of

each station in Section IV and present the second stage of cal-

culating a person’s epidemic risk in Section V. We describe

the simulation results in Section VI and we conclude the paper

in Section VII.

II. RELATED WORK

During the outbreak of COVID-19 epidemic, there have

been a large number of research attempts analyzing the epi-

demic’s characteristics, providing prevention and control

applications, and proposing epidemic risk assessment algo-

rithms. In this section, we introduce these related attempts in

three categories. First, we introduce research on the character-

istics of the epidemic in Section II-A, then we provide an

overview of various methods and applications to prevent and

Fig. 1. The epidemic risk assessment method has two stages: the first stage
computes the risk of each communication station while the second stage com-
putes the risk of the queried person.
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control the epidemic in Section II-B. Finally, we discuss some

methods in assessing the epidemic risk in Section II-C.

A. Characteristics of the COVID-19 Epidemic

In December of 2019, the first released case of the unknown

pneumonia appeared in Wuhan [18]. Though high-throughput

sequencing, it revealed a novel coronavirus that is named

COVID-19 officially [25]. The new virus resembled severe

acute respiratory syndrome coronavirus (SARS-CoV) [50].

The COVID-19 coronavirus spreads rapidly from person to

person, with a median incubation period of three days and a

relatively low fatality rate. By studying some infected

patients, some preliminary studies immediately concluded

that older males and those with comorbid conditions are more

likely to become severe cases. Considering the spreading

routes, the virus spreads mainly through direct contact and

droplets, and it is likely to be transmitted even in a brief con-

tact with an infected person, such as chatting and/or eating.

Until now, there is no directly effective vaccine against the

virus and the treatments are mainly symptomatic support ther-

apy, as many antibiotics and antiviral drugs were confirmed

ineffective. Even though the COVID-19 virus is highly conta-

gious, according to the latest research, some control methods

have proven to be very effective, particularly wearing masks,

which could prevent most infections [3], [11], [13], [21], [28],

[29], [35], [36], [47].

Some works characterized the temporal and spatial dynam-

ics of the COVID-19 epidemic. The spatial and temporal scan

statistics are adopted to quantify the trends of the COVID-19

according to the weekly released infected cases in [46], and it

is suggested that the temporal and spatial trends during the

spread of the COVID-19 epidemic should be taken into con-

sideration when people are prepared to return to their normal

routines.

B. Applications of Epidemic Prevention and Control

With the fast development of information technologies [2],

[8]–[10], [15], [42], many methods have been proposed for

the epidemic prevention and control.

The Internet of Things (IoT) have been adopted in medicine

and it is referred to as the medical IoT (MIoT) [4], [40]. MIoT

aims to establish a decision-oriented big data analysis model

that is supported by many latest information technologies such

as communication technologies, electronics, biology, and

medicine. A point of view is proposed in [33] that human

were ill-prepared to deal with the challenges the COVID-19

epidemic has posed. Future research should attempt to address

the uses and implications of IoT technologies for mapping the

spread of infection.

In China, nCapp (COVID-19 Intelligent Diagnosis and

Treatment Assistant Program) [1] is proposed for early

COVID-19 diagnose and enhance treatment. According to the

available data, questionnaire and examination results, the pro-

gram can automatically classify a case to different diagnostic

results such as confirmed case, suspected case, or normal

cases. The application also updates a real-time database of the

COVID-19 epidemic, and updates the diagnostic model timely

on the basis of the latest confirmed case to improve the diag-

nostic accuracy. In addition, nCapp can guide physicians, spe-

cialists, and managers in counseling and prevention of the

epidemic. The ultimate goal of the application is to raise the

level of COVID-19 diagnosis and to improve the treatment of

different doctors in different hospitals to a high level (such as

national and international levels) through the assistance of the

system. 5 G wireless transmission technology is also intro-

duced in the field of medical care for faster video transmission

in [6], and it is suggested that more cutting-edge technologies

such as IoT, big data, and artificial intelligence could largely

improve the medical services [38].

Some works also analyze the spreading of the epidemic.

The susceptible exposed infectious recovered (SEIR) model is

introduced in [19] to analyze the effectiveness of the quaran-

tine approaches of Wuhan, and the result shows that by reduc-

ing the contacts with infected cases or potentially infected

cases, many interventions could reduce the number of infected

cases and help prevent the spread of the virus efficiently by

these quarantine and isolation methods. A disease spreading

model based on SEIR is proposed in [5] to simulate the

spreading of the disease and it uses several parameters to

quantify different ways to control the disease spreading. A

probabilistic model that describes the worldwide spread of the

infectious diseases is proposed in [17] and it demonstrates that

a forecast of the geographical spread of the epidemic is indeed

possible.

C. Assessment of the Epidemic Risk

The outbreak and spread of the COVID-19 epidemic is a

complex system constituted by etiology, host, and environ-

ment. It is not only related to the spread method between peo-

ple, but also related to the crowd of social relations and daily

behaviors [30]. Particularly, in a large-scale mobile popula-

tion, close contact with each other would directly accelerate

the spread of the virus [32], [45]. To assess the epidemic risk

of a specific district of a specific person accurately is impor-

tant for timely epidemic control, but is also very challenging.

It is examined in [31] that several key factors are important

in forecasting the epidemic risk. It is assumed that several fac-

tors such as the geographical scale and the temporal duration

are identified as important components in predicting the epi-

demic risk accurately. A similar assessment system has been

developed in [41] to forecast the probabilities of anomalously

high and low malaria incidence, with a dynamical, seasonal-

timescale, multi-model ensemble prediction model of the cli-

mate. This forecast system has been successfully applied to

the prediction of malaria risk in Botswana, where links

between malaria and climate variability are well established,

and it has a comparably high level of prediction accuracy. A

risk assessment method of the infectious disease is presented

in [12], which calculates the risk based on the spatiotemporal

trajectory data. This method uses the spatial density and the

average speed of the users to determine the risk of infectious

disease, and it is assumed that it can be utilized to evaluate the

336 IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL. 9, NO. 1, JANUARY/FEBRUARY 2022



high-risk areas according to different data sources. A new

approach of the epidemic risk assessment is proposed in [34],

which constructs a novel data-driven framework for assessing

the epidemic risk of a geographical area and identifying high-

risk areas within a country. The risk value is evaluated as a

function of three different components: the hazard of the dis-

ease, the exposure of the area and the vulnerability of its

inhabitants.

In this paper, we utilize people’s trajectory to assess the epi-

demic risk. Some works utilize WiFI sensing technology or

crowdsensed data to track human mobility [22]–[24], [48],

[49]. Different from these works, we utilize the trajectory data

that are collected by the communication stations. On the basis

of that data, we can calculate the epidemic risk of the stations

and the epidemic risk of each person using a more integrated

approach.

III. PRELIMINARIES

In this section, we first introduce the system model, includ-

ing the commonly adopted notations in the paper. Then, we

present formal definitions of the epidemic risk assessment

problem, including communication station risk assessment

and personnel risk assessment.

A. System Model

For the convenience of description, we denote the commu-

nication stations as set S ¼ fS1; S2; S3; . . .; SNg where Si rep-

resents a specific and unique station. Each communication

station has its position coordinates and we denote the coordi-

nates of station Si as ðxi; yiÞ, which represent the longitude

and latitude of the communication station respectively. Denote

a set ofM different persons as fU1; U2; U3; . . . ; UMg (we omit

the situation that a person carries multiple mobile phones).

For each person Ui who moves among the communication sta-

tions, each station Sj would record the time when the person

enters and leaves the communication range and we denote the

time interval as ½tj1 ; tj2Þ where tj1 < tj2 .
In practical scenarios, different communication stations have

different sensing ranges and a person’s mobile phone might be

connected to multiple stations. In addition, when a person

enters indoor or goes underground, the stations might not detect

the person correctly. To simplify the problem, we assume a per-

son’s mobile phone is only connected to the nearest station at

any time; if a person is not detected by any station, we assume

he/she is connected to the previous station. Hence, we can

denote the communication station trajectory of person Ui as a

sequence QðUiÞ ¼ fðSk; ½tk1 ; tk2 �Þ; ðSj; ½tj1 ; tj2 �Þ; � � �g, where

Sk; Sj; � � � are the communication stations that the person

passed.

In order to count the number of persons passing through a

specific communication station in different time intervals, we

first divide the time period of everyone passing through the

station according to a certain time granularity D, which

implies the time is slotted with length D. Therefore, denoting
the outbreak time of the epidemic as the initial time slot 0, we

denote the other time segments as t0 ¼ ½0;DÞ, t1 ¼ ½D; 2DÞ,
� � � ; ti ¼ ½iD; ðiþ 1ÞDÞ; � � � . In order to compute the epidemic

risk in a more fine-grained way, we set D ¼ 600 s in our simu-

lation and each time segment contains 10 minutes. Actually, D
can be set as other values according to the system require-

ments. All these notation are listed in Table I.

For example, seven communication stations and five per-

sons are depicted in Fig. 2, where different stations have dif-

ferent communication ranges as the circles. Considering the

trajectory of person U1 who passes through stations

S1; S2; S3; S4; S6; S7, denote the trajectory as QðU1Þ ¼
fðS1; ½0; 3DÞÞ; ðS2; ½4D; 6DÞÞ; ðS3; ½6D; 9DÞÞ; ðS4; ½9D; 11DÞÞ;
ðS6; ½15D; 18DÞÞ; ðS7; ½18D; 25DÞÞg, which represents the

enter and leave time of each communication station. Simi-

larly, suppose person U3 passes through stations S3; S5; S7

sequentially and we denote the trajectory as QðU3Þ ¼ fðS3;
½8D; 12DÞÞ; ðS5; ½12D; 16DÞÞ; ðS7; ½16D; 23DÞg. With this met-

hod, we can efficiently represent each person’s trajectory by

the communication stations’ information.

B. Problem Definition

In this paper, we assess the epidemic risk of both the com-

munication stations and a specific person. As we divided time

into different slots, we denote the communication station

risk as RðSi; ½nD;mDÞÞ, which implies the epidemic risk

value of the communication station Si during the time period

½nD;mDÞ; n < m. When m ¼ nþ 1, RðSi; tnÞ represents the
epidemic risk value of Si during time segment tn ¼
½nD; ðnþ 1ÞDÞ. Similarly, we denote the personnel risk as

Fig. 2. An illustration example with seven communication stations and five
persons.

TABLE I
NOTATIONS FOR THE EPIDEMIC RISK ASSESSMENT PROBLEMS
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RðUi; ½nD;mDÞÞ, which implies the epidemic risk value of

person Ui during the time period ½nD;mDÞ; n < m. Notice

that, RðUi; tnÞ represents the epidemic risk value during time

segment tn.
Assuming the current time segment is tcur, we formulate the

problem of computing the communication station risk as:

Problem 1: Given a set of infected and suspected persons

P ¼ fP1; P2; . . . ; PKg, denote the trajectories of them as

fQðP1Þ; QðP2Þ; . . . ; QðPKÞg, compute the communication

station risk RðSi; tnÞ for each station Si in each time segment

t0 � tn � tcur.
Taking Fig. 2 as the example, supposing U1; U3 are patients

(red line), it is easy to check that RðS3; ½8D; 9DÞÞ is high since

both U1 and U3 pass through the station during the time seg-

ment. We need to compute the epidemic risk of all these sta-

tions and then to calculate the other persons’ epidemic risk

values.

Computing the communication station risk plays a funda-

mental role in calculating the personnel risk. We formulate

the problem of calculating the personnel risk as:

Problem 2: Given a person Ui and the trajectory QðUiÞ ¼
fðSk; ½tk1 ; tk2 �Þ; ðSj; ½tj1 ; tj2 �Þ; � � �g, calculate the personnel

risk RðUi; tnÞ for the person in each segment t0 � tn � tcur.
Normally, it is more important to assess the personnel risk

of a specific person during a long period, for example many

places need to compute the risk within the last 14 days. Hence,

we define the personnel risk during time period ½nD;mDÞ as

RðUi; ½nD;mDÞÞ ¼
X

n�j<m

RðUi; tjÞ:

Considering the work resumption and production, many gov-

ernments and enterprises require a person’s risk to be relatively

low (even 0) within the past 14 days. Hence, we can calculate

the personnel risk and grant the admission if the risk is 0.

IV. COMMUNICATION STATION RISK ASSESSMENT

In this section, we introduce the epidemic risk computation

method of the communication stations. According to the sta-

tion trajectories of the patients fP1; P2; . . . ; Png, the goal is to
calculate the risk value of each station Si in any time interval

tn as RðSi; tnÞ. There are many different ways that a person

passes through a communication station, such as driving a car

or walking. We first propose a passing mode classification

method in Section IV-A, which introduces five different pass-

ing modes. Then, we present a statistic method counting the

persons of different passing modes in Section IV-B and we

compute the communication station risk in Section IV-C com-

bining these modes.

A. Passing Mode Classification

People could pass through a communication station in dif-

ferent ways, which would affect the station risk computation.

For example, patients driving in a car have less effect than

patients who are walking during the station range, hence it is

necessary to classify a person’s station trajectory into different

passing modes. In this paper, we consider five different pass-

ing modes which are described as follows:

1) Driving mode: a person passes through the communica-

tion station in a car or bus (denote the mode as drive for

short);

2) Walking mode: a person walks within the communica-

tion station’s range (denote the mode as walk for short);

3) Stop mode: a person stays in a communication station

for a long time, for example, he is in a restaurant or a

market (denote the mode as stop for short);

4) Living mode: a person lives at home which is within the

communication range (denote the mode as live for

short);

5) Working mode: a person works in a building which is

within the communication range (denote the mode as

work for short).

Different modes should be assigned with different risk

weights in computing the communication station’s risk. For

example, patients of walk mode have larger risk weight than

patients of drive mode, work mode has lager risk than live

mode since it is more likely to contact more people in the

working mode. We introduce the details in classifying the

passing modes. Considering the station trajectory of a patient

QðPiÞ ¼ fðSk; ½tk1 ; tk2ÞÞ; ðSj; ½tj1 ; tj2ÞÞ; � � �g, the passing

mode classification method aims at classifying the trajectory

segment in each communication station ðSk; ½tk1 ; tk2ÞÞ to the

five passing modes. Since the presented five modes have sig-

nificant patterns, we design some features and rules for classi-

fying the passing modes.

1) Driving Mode: Commonly speaking, a person would

pass a communication station in a short time by driving a car

or taking a bus, hence an important feature of the driving

mode is that the time period passing through the station is

quite short. We formulate the first classifying rule as

tk2 � tk1 � TSk;drive; (1)

where TSk;drive is a parameter that reflects the time threshold of

driving through station Sk. Suppose the station range is rk, for
example rk ¼ 500 meters in the resident areas or rk ¼ 2000
meters in the open areas, we can set TSk;drive as 0.1 h and

0.4 h respectively, assuming the driving speed is no less than

10 km=h. If the trajectory segment ðSk; ½tk1 ; tk2ÞÞ satisfies

Eqn. (1), we call it a potential driving segment.

Notice that, a person may be very close to the edge of the

station range, when the person walks outside the range, the

station trajectory may be classified to the driving mode.

Hence, we introduce a new feature which requires at least dd
continuous potential driving segments. For example, the seg-

ment ðSk; ½tk1 ; tk2ÞÞ satisfies Eqn. (1), we need to check

whether the following d� 1 segments also satisfy the equa-

tion. The feature could help better classify the person’s station

trajectory.

In this paper, we only adopt these two features and they could

achieve good result in classifying the driving mode. Obviously,

more features could achieve better results and it is an important

work to addmore features during the classification.
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2) Walking Mode: Similarly, we assume the time period

passing through the communication station is relatively larger

than the driving mode. Hence, we formulate the basic classify-

ing rule as:

TSk;drive < tk2 � tk1 � TSk;walk; (2)

where TSk;walk is a parameter that reflects the time threshold of

walking through station Sk. We can assume the slowest walk

speed as 2 km=h and the threshold can be correspondingly

calculated. For example, TSk;walk ¼ 0.5 h when rk ¼ 500 m
and TSk;walk ¼ 2 h when rk ¼ 2000 m. These parameters can

be designed by different situations. If the trajectory segment

ðSk; ½tk1 ; tk2ÞÞ satisfies Eqn. (1), we call it a potential walking

segment.

Since there might also exist some counterexamples, we also

add another feature which requires the following dw segments

should also be classified as potential ones.

3) Stop Mode: Suppose a person is in a restaurant or a

market, he/she would stay within the communication range

for a long time. Hence, we formulate the basic classifying

rule as:

tk2 � tk1 > TSk;walk: (3)

More features can be extracted and we only use the simple one

in classifying the stop mode in this paper. In order to better

assist work resumption, we introduce two more modes: living

mode and working mode. These two modes share the same

classifying rule as the stop mode, and we introduce how to dis-

tinguish them as follows.

4) Living Mode: Living mode has some special features

other than the stop mode. First, the station range is normally

small since the many people are communicating through the

station. Second, the time interval belongs to a person’s rest

time, such as in the evening. Third, the living mode segments

of a person’s trajectory follow a quite similar schedule, since

a normal person go back home regularly.

Hence, we can first adopt the feature: the station range rk �
RL where RL is a range parameter such as 500 m. Then, we

describe the second feature as ½tk1 ; tk2Þ � TRest which implies

the time interval belongs to the person’s rest time, such as

TRest ¼ ½21 : 00; 24 : 00� S ½0 : 00; 8 : 00�. The third feature

is extracted by checking the patterns in several days. With

these additional features, we can classify a trajectory segment

from the stop mode to the living mode in a more refined way.

5) Working Mode: Similar as the living mode, we can

extract more features other than the stop mode. First, the sta-

tion range is normally small and it can formulated as rk � RW

where RW is a range parameter such as 500 m. Second, the

time interval belongs to a person’s working time and we for-

mulate it as ½tk1 ; tk2Þ � TWork, where TWork represents a per-

son’s working time such as TWork ¼ ½9 : 00� 17 : 00�. Third,
the working mode segments of a person’s trajectory also fol-

low a quite similar schedule, and we can extract the feature by

checking the segments in several days or weeks.

There might exist many methods to classify the passing

mode according to the station trajectory. In this section, we

only present a simple method which works on some predefined

detection rules. However, this classification method might

make incorrect results. For example, on some crowded roads,

walking might be faster than driving; the method would not

classify the passing mode correctly. Deep neural networks

based methods could improve the accuracy and this would be

an important and interesting work in the future.

After classifying a person’s station trajectory into different

passing modes as drive, walk, stop, live, or work, we can rep-

resent the trajectory as QðPiÞ ¼ fðSk; ½tk1 ; tk2Þ;modeÞ;
ðSj; ½tj1 ; tj2Þ;modeÞ; � � �g. Since the proposed features are not

definitely correct, we need to correct some abnormal results of

these segments. For example, the segments of the living mode

are usually continuous, and we need to modify some incorrect

modes; the segments of the driving mode would be continuous

for a sufficient time, and it is incorrect when some scattered

living or working segments are located within a long driving

segments. Hence, with these modification principles, we can

correct some abnormal modes and the method could achieve

better classification results.

B. Statistics on Different Passing Modes

In order to compute the epidemic risk of each communica-

tion station, we need to find out how many patients have

passed through the station and how do they pass through it.

Hence, we introduce the method to computing the number of

different passing patients.

Since the station’s trajectory has temporal and spatial char-

acteristics, we need to reduce the problem from different

dimensions. After dividing the time into slots of equal length

D, we can find out the statistical features in each time segment.

Denote RðSk; tnÞ as the station’s risk in time segment tn ¼
½nD; ðnþ 1ÞDÞ, we need to compute the number of patients

who are in different passing modes for each tn. Denote

NdriveðSk; tnÞ as the number of patients who are in the driving

mode when passing Sk during tn. Similarly, denote

NwalkðSk; tnÞ; NstopðSk; tnÞ; NliveðSk; tnÞ; NworkðSk; tnÞ as the

number of patients who are in the walking, stop, living, work-

ing modes correspondingly.

To account the number, we first convert a person’s station

trajectory to a detailed time-segment representation. For each

trajectory segment ðSk; ½tk1 ; tk2Þ;modeÞ where the passing

mode is one of the five introduced modes, find out 0 � i � j
such that iD � tk1 < ðiþ 1ÞD and jD � tk2 < ðjþ 1ÞD, we
convert the segment to time-segment representation as:

fðSk; ti;modeÞ; ðSk; tiþ1;modeÞ; . . . ; ðSk; tj;modeÞg:

Then, the number of patients in the related time segments

(from ti to tj�1) can be updated. For example, if the mode is

drive, NdriveðSk; tiÞ; NdriveðSk; tiþ1Þ; . . . ; NdriveðSk; tjÞ could

be updated by adding this instance.

Supposing time length D ¼ 10 and the trajectory segment is

ðSk; ½22; 96�; driveÞ as depicted in Fig. 3, we convert the seg-

ment to ðSk; t2; driveÞ; ðSk; t3; driveÞ; . . . ; ðSk; t9; driveÞ as the
upper part of the figure. Then, NdriveðSk; tiÞ ¼ NdriveðSk; tiÞ þ
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1; 8i 2 ½2; 9�. This step could convert non-aligned time seg-

ments to aligned ones for computation.

After converting all patients’ trajectories, we can compute

the number of patients passing through these communication

stations in each time segment.

C. The Computation of the Communication Station Risk

As stated above, we assign different risk weights to different

passing modes. Denote mdrive;mwalk;mstop;mlive;mwork as the

risk weights of the driving mode, walking mode, stopmode, liv-

ing mode and working mode respectively. According to the epi-

demic features of these modes, the living mode has the highest

risk since people living together or in the same building would

be infected easily as people rarely take precautions at home.

After that, the working mode also has large risk since many

people are working together and only a few of them may take

precautions. The risk of the stop mode is larger than the walking

and driving mode, since people staying in a restaurant, market,

or a hospital has larger probability being infected. The walking

mode has small risk since most people would take precautions

such as wearing masks, while the driving mode has the smallest

risk value since patients in a car affect little to the station.

Hence, these risk weights satisfy the following inequality:

mlive > mwork > mstop > mwalk > mdrive:

Then, we can compute the epidemic risk of the communica-

tion station by combining the risks of each passing modes. We

formulate the computation process of RðSk; tnÞ as the follow-
ing equation:

RðSk; tnÞ ¼
X

mode

NðSk; tn;modeÞ � mmode; (4)

wheremode 2 fdrive; walk; stop; live; workg.
Putting it together, we describe the method of computing the

communication station risk as Alg. 1. The first two lines ini-

tialize the related parameters. The passing mode classification

is applied as Lines 4-7 and abnormal modes are corrected on

Line 8. Then the statistics on different passing modes are com-

puted as Lines 10-15, and we finally generate the epidemic

risk of each communication station as Lines 16-18. After the

assessment, the risks are normalized to [0,1] to represent the

communication station’s risk value.

V. PERSONNEL RISK ASSESSMENT

In this section, we introduce the method of calculating per-

sonnel risk on the basis of the communication station epidemic.

For any personUi who is to be enquired, for example a person is

going to enter a building for work, denote the trajectory as

QðUiÞ ¼ fðSk; ½tk1 ; tk2ÞÞ; ðSj; ½tj1 ; tj2ÞÞ; � � � ðSi; ½ti1 ; ti2ÞÞg
where ti2 is the current time tcur and tk1 is the start time of the

querying (such as 14 days before the current time), the goal is

to calculate his personnel risk RðUi; tnÞ in each time segment

tn. Commonly speaking, the officer would check the current

personnel risk to decide whether the person can return to work.

Before invoking the communication stations’ risk, we first

introduce a companion judgement model which decides

whether the queried person has been with any patient together

in Section V-A. Then, we propose the personnel risk calcula-

tion method according to communication stations the person

passed through in Section V-B.

A. Companion Judgement Method

Traditional companion judgement can be fulfilled by check-

ing whether the person has travelled with a infected person

simultaneously. For example, the flight information contains

each person’s detailed data (such as the date of the flight, the

seat number of the person, etc). Such travel information could

be utilized to judge whether they are in the same plane or in

the same train. However, when two persons drive or walk

together, such travel information is useless in the judgement.

So we introduce a companion judgement method based on the

communication stations’ information.

Considering the station trajectory of the queried person

QðUiÞ ¼ fðSk; ½tk1 ; tk2ÞÞ; ðSj; ½tj1 ; tj2ÞÞ; � � � ðSi; ½ti1 ; tcurÞÞg,
we first adopt the passing mode classification method in

Section IV-A and each trajectory segment ðSk; ½tk1 ; tk2ÞÞ can
be classified to a specific passing mode.

Algorithm 1: Communication Station Risk Assessment.

1: List the station trajectories fQðP1Þ; QðP2Þ; . . . ; QðPKÞg of the

patients;

2: Initialize NðSk; tn;modeÞ ¼ 0 for each station Sk, each time

tn � 0, and each passing mode;

3: for each trajectory QðPiÞ do
4: for each segment ðSk; ½tk1 ; tk2ÞÞ in QðPiÞ do
5: Classify the segment to a specific passing mode

mode 2 fdrive; walk; stop; live; workg;
6: Update the segment as ðSk; ½tk1 ; tk2Þ;modeÞ;
7: end for

8: Modify the passing mode of each segment by correcting abnor-

mal modes;

9: end for

10: for each trajectory QðPiÞ do
11: for each segment ðSk; ½tk1 ; tk2Þ;modeÞ of QðPiÞ do
12: Find out 0 � i � j such that iD � tk1 < ðiþ 1ÞD and

jD � tk2 < ðjþ 1ÞD;
13: NmodeðSk; tgÞ ¼ NmodeðSk; tgÞ þ 1; 8i � g � j;
14: end for

15: end for

16: for each station Sk and each time segment tn do
17: RðSk; tnÞ ¼

P
mode NðSk; tn;modeÞ � mmode.

18: end for

Fig. 3. An illustration example of converting a trajectory segment to a
detailed time-segment representation.
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Since the communication station risk computation method

in Section IV has already classified each infected person’s tra-

jectory with different passing modes, and these information

are stored in memory. Then, we need to judge whether person

Ui has been together with any infected person Pj. We describe

the method as Alg. 2.

The first two lines describe the passing mode classification

results of the queried person. For the station trajectory of each

infected person Pj, we find the set of common segments CS ¼
fðSk; ½t1; t2Þ;modeÞ; . . .g such that both people are passing

through the station Sk during the time period ½t1; t2Þ simulta-

neously with the same passing mode (as Line 4). For each

common segment ðSk; ½t1; t2Þ;modeÞ 2 CS, two people sat-

isfy the companion judgement requirement if they share the

passing mode in the next t2 þ Tmode time, where Tmode is

defined according to different passing modes. For example,

the living mode has larger Tlive as persons are likely to stay at

home for a long time (such as more than 10 hours), while the

driving mode or the walking mode have smaller Tdrive; Twalk.

This judgement is described as Lines 6-8. Finally, if the que-

ried person’s trajectory does not match the companion require-

ment with any infected person, the algorithm outputs no

companion is detected.

Notice that, if the queried person once moved together with

any infected person, we set the risk as RðUi; tnÞ ¼ 1; other-
wise we need to calculate the personnel risk based on the com-

munication stations’ risk.

B. Personal Risk Assessment Based on the Communication

Station Risk

If the queried person does not satisfy the companion judge-

ment with any infected person, we need to calculate the per-

son’s risk value. For the station trajectory QðUiÞ ¼ fðSk; ½tk1 ;
tk2ÞÞ; ðSj; ½tj1 ; tj2ÞÞ; � � � ðSi; ½ti1 ; tcurÞÞg and the passing mode

of each segment ðSk; ½tk1 ; tk2 ;modeÞ, we also convert the

trajectory segment to a time-segment representation

fðSk; ti;modeÞ; ðSk; tiþ1;modeÞ; . . . ; ðSk; tj;modeÞg where

iD � tk1 < ðiþ 1ÞD and jD � tk2 < ðjþ 1ÞD.

We design infection weights for each passing modes as

gdrive; gwalk; gstop; g live; gwork, where gmode (mode 2 fdrive;
walk; stop; live; workg) implies the probability that a per-

son might be infected by the passing mode. Hence, we can

calculate the personnel risk when the person passes through

station Sk in time tn as

RðUi; tnÞ ¼ gmode � RðSk; tnÞ: (5)

Normally, it is useless to merely compute the personnel

risk in a time segment tn. For example, many places require

that the queried person should be at low risk for the past 14

days, thus we need to compute the personnel risk in the past

Tperiod time. We formulate the personnel risk calculation

method as

RðUi; ½tn � Tperiod; tnÞÞ ¼
X

tj2½tn�Tperiod;tn�
rðUi; tjÞ: (6)

Combining these steps, the whole process the personnel risk

assessment is described as Alg. 3.

The first two lines of Alg. 3 invokes the companion judge-

ment method and the personnel risk is set as high as 1 if com-

panion with any infected person is detected. Otherwise, the

personnel risk in each time segment tn is computed as Lines

3-6. Finally, we set the querying period and compute the per-

sonnel risk on Line 8. When the risk RðUi; tcurÞ is very small,

we can regard the queried person as healthy.

VI. SIMULATIONS

In this section, we generate some station trajectory data

for both infected persons and queried persons since the real

data might cause privacy leakage. We first introduce the

settings in our simulations, including the generation of the

communication stations and the method of generating the

station trajectory of each person. Then, we show the simula-

tion results of the proposed epidemic risk assessment

method. Finally, we introduce the implemented system for

querying a person’s epidemic risk, which could help assist

safe work resumption.

Algorithm 2: Companion Judgement Method.

1: Denote person Ui’s station trajectory asQðUiÞ ¼ fðSk; ½tk1 ; tk2ÞÞ;
ðSj; ½tj1 ; tj2ÞÞ; � � � ðSi; ½ti1 ; tcurÞÞg;

2: Invoke the passing mode classification method to each segment

as ðSk; ½tk1 ; tk2 ;modeÞ;
3: for each infected person’s trajectory QðPjÞ do
4: Find segments CS ¼ fðSk; ½t1; t2Þ;modeÞ; . . .g such that they

are passing through Sk during time period ½t1; t2Þ with the

same passing mode;

5: for each segment ðSk; ½t1; t2Þ;modeÞ 2 CS do

6: if they share the same passing mode in the same station

within next t2 þ Tmode time then

7: Return the companion infected person Pj;

8: end if

9: end for

10: end for

11: Return the judgement that no companion exists.

Algorithm 3: Personal Risk Assessment.

1: For a queried person Ui and the trajectory QðUiÞ;
2: Invoke the Companion Judgement Method (Alg. 2) to the queried

person, if it detects companion, return the personnel risk as high

as 1;

3: for each trajectory segment ðSk; ½tk1 ; tk2Þ;modeÞ do
4: Find out 0 � i � j such that iD � tk1 < ðiþ 1ÞD and

jD � tk2 < ðjþ 1ÞD;
5: Compute RðUi; tnÞ ¼ RðUi; tnÞ þ gmode �RðSk; tnÞ where

i � n � j;
6: end for

7: Set Tperiod as the risk querying time;

8: Compute RðUi; ½tn � Tperiod; tnÞÞ as Eqn. (6).
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A. Simulation Settings

We introduce the settings for evaluating the assessment

method. First, we introduce the generation of the communica-

tion stations that are deployed in a certain area. Then, we gen-

erate the station trajectories of users (including infected

persons and the person to be queried).

1) Generation of the Communication Stations: Assume all

communication stations are deployed in a certain geographic

range and we divide the area into 13 sub-areas (districts) of

different types for more realistic simulation. As shown in

Table II, the second column describes the main type of the

area such as remote suburb, industrial area, urban area, etc.

The third column describes the radius range of the deployed

stations in each sub-area, and the fourth column is the num-

ber of the stations. Generally speaking, the station’s range in

the remote suburb is larger than that in the urban area or

industrial area. The generated sub-areas are illustrated in

Fig. 4.

We divide the type of communication stations into 8 differ-

ent categories according to the covered places: residence (Re),

supermarket (Sp), restaurant (Rt), workplace (Wp), hotel

(Ho), shopping mall (M), park (P), and hospital (Hp). We

introduce the characteristics of these types in Table III, where

the second column shows the enter time range, the third col-

umn lists the normally passing modes, and the fourth column

shows the time period a person may stay within the station.

Different sub-areas may contain different types of stations,

and we introduce the distribution of these stations in each sub-

area as Table IV.

2) Generation the Station Trajectory of the Users: We

show the method to generate the station trajectory of the users.

We first simulate 10 000 users with distinct name and identi-

fiers, and we suppose 2000 persons are infected. Hence, the

other 8000 users can be utilized for the querying test.

In order to simulate the trajectories of the patients, we col-

lect some released news from the Centers for Disease Control

(CDC) and simulate the trajectories of some infected persons

according to the released locations the person passed by, such

as in some hospital or stay in some market. The generated tra-

jectories can reflect some characteristics of the infected

persons.

To evaluate the risk assessment method, we generate four

different types of station trajectories for the queried persons.

� Non-overlapping trajectory implies the queried person

has no overlapping trajectory segments with any

infected persons;

� Overlapping trajectory implies the queried person has

some overlapping trajectory segments with some infected

person, and different passing modes are simulated;

� Companion trajectory implies the queried person has

once moved together with an infected person;

� Home/work trajectory simulates a periodical pattern

that the queried person goes to work or stays at home.

TABLE III
CHARACTERISTICS OF DIFFERENT TYPES OF COMMUNICATION STATIONS

TABLE IV
THE DISTRIBUTION OF DIFFERENT STATIONS IN THE SUB-AREAS

Fig. 4. The area is divided into 13 sub-area of different types.

TABLE II
STATION CHARACTERISTICS OF DIFFERENT SUB-AREAS

342 IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL. 9, NO. 1, JANUARY/FEBRUARY 2022



Notice that, the enter time range of the home/work tra-

jectory satisfies the characteristics in Table III.

We generate these types of trajectories with distribution

f0:5; 0:2; 0:1; 0:2g which means half of the queried persons

have non-overlapping with the infected person, while 20%

people has overlapping trajectory segments but some of them

might be at low risk by the driving or walking passing mode.

Notice that, we can obtain some real information of the

communication stations through some public data, such as

https://opencellid.org/. However, the trajectory of each person

is sensitive and such information is unobtained in real experi-

ment. In order to protect person’s privacy, we generate the

communication stations and people’s trajectory to show the

performance of the proposed method.

B. Communication Station Risk Assessment

We implement the assessment method in Section IV and we

can compute the epidemic risk values of each station in each

time segment. To show some intuitive results, we fix any time

segment and the risk values of these communication station is

depicted with different colors. We depict an example in Fig. 5

when we choose a specific time segment, and the figure shows

the epidemic risk of the communication stations in the 1-th

sub-area. Green means the station has no risk while the degree

of the blue color means the risk level. The communication sta-

tion with larger risk value is depicted with darker blue in the

figure. Notice that, the blue arrows imply the station trajecto-

ries of the infected persons, while the green arrows imply the

station trajectory of the queried person. From the figure, with

more infected persons passing through, the communication

station has larger risk value.

C. Personnel Risk Assessment

We first show the distribution of the personnel risks of dif-

ferent types of trajectories. As shown in Table V, if a queried

person has no overlapping trajectory segments with any

infected person, the person is assessed with no risk (4000 such

persons have low risk within [0,0.1). For the 800 companion

trajectories, the proposed algorithm could detect the compan-

ion person and the risk is set as high as 1; hence all these tra-

jectories have high risk value within ½0:5; 1�. Considering the

overlapping trajectories, many persons are in the driving or

the walking mode, and they are not affected too much. In addi-

tion, only a small portion of the queried persons have high risk

value for this type of trajectory. Similarly, most of the home/

work trajectories have low risk value, and only a few of them

have high risk value.

To better illustrate different situations of the queried person,

we introduce and evaluate the following special cases.

1) The User Has Been to a Certain Sub-Area, but he/she

Has Not Contacted Any Infected Person in the Same Time:

When our algorithm calculates the user’s personnel risk, it

would find out the stations he/she has passed through. Since

no infected persons pass through the station simultaneously,

the communication station risk is low when the user passes

through the station. Hence, the personnel risk is low and the

simulation results also corroborate our analyses.

2) The User Drives Through Some Communication Stations

With High Risk, but he/she Has Not Contacted Any Infected

Person: This is a classic overlapping trajectory where the

user passes through some communication stations with high

risk values, but the personnel risk is low since the driving

mode is not affected by the station. By setting a very small

gdrive value (Section V-B), the simulation results verify that

the user has low epidemic risk.

3) The User Drives in a Sub-Area With an Infected Person:

For example, the user has a good relationship with an infected

person and they have driven together in some area. Though

the driving mode has low infection weight, the companion

judgement method could detect the companion trajectory and

assess the user’s epidemic risk value as high as 1. The simula-

tion results of the companion trajectories corroborate the

analyses.

D. The Epidemic Risk Assessment System

On the basis of the proposed method, we implemented the

epidemic risk assessment system as Fig. 6. The left side of the

system shows the distribution of the communication stations in

a specific area. The middle part shows the characteristics of the

communication stations, including the number of persons who

pass through the station and the distribution of the station risk.

The right side is utilized to query and search the personnel risk.

By inputting the personnel information, the system would out-

put the calculated risk value. This system can help assist safe

work resumption by verifying the personnel risk.

TABLE V
THE PERSONNEL RISK OF THE QUERIED PERSONS

Fig. 5. An example of the communication station risk in the sub-area 1.
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VII. CONCLUSION

In this paper, we propose a novel epidemic risk assessment

method on the basis of the granular data collected by the com-

munication stations. This method is composed of two stages:

computing the communication station risk and calculating the

personnel risk. The first stage aims at evaluating the stations’

risk values in different time intervals, while the second stage

calculates a fine-grained personnel risk value according to the

station trajectory of the specific person. In order to compute

the communication station risk more accurately, we define

five different passing modes which reflect different ways of

passing through the station and these modes are assigned with

different risk weights. The risk values of the stations are com-

puted according to the number of infected persons and the

passing mode of each person. To calculate the personnel risk,

we propose a companion judgement method which could auto-

matically decide whether two people have moved together. If

no companion trajectory is detected, we then calculate a per-

son’s epidemic risk according to the risks of stations he/she

has passed through. This two-stage assessment method could

better calculate people’s epidemic risk, which plays an impor-

tant role in assisting safe work resumption.

In the future, we would like to extend and apply the proposed

method in practice by collecting real data from the telecommu-

nications operators. Furthermore, there exist many important

and interesting problems to handle, such as improving the pass-

ing mode classification accuracy by more advanced methods.
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