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Abstract—Studying the mechanism of information dissemina-
tion in Social Internet of Things (SIoT) has practical significance for
real-time information control and scientific management decision-
making in real world. Aiming at the problem of how to realize
the information interaction between people, people and things,
and things and things in SIoT, we propose a cloud-edge collabo-
rative dynamic information dissemination model (CCDIDM) for
SIoT. Firstly, considering the interactive influence of information
dissemination between individual users, between IoT devices, and
between users and devices, the coupling relationship between nodes
is established. Based on the theory of dissemination dynamics, the
information propagation process between coupled nodes of SIoT is
analyzed, and the efficient interactive dissemination of information
is simulated. Theoretical analysis of the model is carried out, and
the information dissemination threshold and the stability of the
equilibrium point are deduced. Simulation results are consistent
with the theoretical analysis, demonstrating that CCDIDM can
describe information dissemination. Simultaneously, it was found
that, stronger the perception awareness of individual users, smaller
the scale of information dissemination. In addition, the influence
of various parameters on the scale of information dissemination
is verified. Adjusting the size of such parameters can promote or
inhibit the dissemination of information.

Index Terms—Cloud-edge computing, information dissemina-
tion, information interaction, social Internet of Things.

I. INTRODUCTION

THE advancement of internet technology in recent years
has promoted the rapid development of Social Internet

of Things (SIoT) [1], [2], [3], [4], [5], [6], which is a concept
proposed through the combination of social networks [7], [8],
[9] and Internet of Things (IoT) [10], [11], [12]. The attributes of
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social networks are introduced into the IoT to establish relation-
ships between things–things, things–people, and people–people,
so as to realize the connection, service, and application of the
IoT. Examples of this include establishing a social network
between vehicles to achieve information sharing between them
[13], [14], [15] and establishing a social network between
mobile phones, computers, smart home appliances, and other
devices to realize information release between devices [16], [17].
The communication between things–things, things–people, and
people–people in the SIoT generates a variety of information.
Effective information interaction can improve the efficiency of
information dissemination, enable people and things to obtain
information in a timely manner, and further improve the quality
of life. Eom et al. used the SIoT in the factory management
system and proposed an autonomous demand-side management
system architecture to solve the management problem of smart
grid [18]. Marche et al. proposed an intelligent HVAC system
based on the architecture of SIoT, which significantly reduced
system energy consumption and realized the trade-off between
energy cost and thermal comfort of users [19]. Therefore, the
study of information dissemination on the SIoT is of great
significance for comprehensively exploring the nature and laws
of information dissemination and effectively controlling and
predicting the dissemination of information.

At present, there are many reported studies on the information
transmission of SIoT, and most scholars simulate and analyze
the information transmission process of social networks and IoT,
mainly based on the epidemic model [18], [19]. Wu et al. [20] es-
tablished a social network SIR information dissemination model
based on implicit links and social influence, by mining the im-
plicit relationship between individual users and considering their
influence, and analyzed the model’s performance using mean
field theory. The research results demonstrated that implicit links
play an important role in driving user behavior, and the model
can well explain the process of information dissemination. Ran
et al. [21] further considered that the dissemination of informa-
tion on social networks will be affected by the interference of ex-
ternal factors, and proposed the positive and negatively suscep-
tible to exposed ignorant removal (PaNSEIR) model. Through
analysis, it was concluded that external interference information
greatly promotes the spread of information. Feng et al. [22] simu-
lated the process of virus information dissemination on wireless
sensor networks based on the SIRS model, theoretically ana-
lyzed the stability of information dissemination, and predicted
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the dissemination scale of virus information. In addition, Ning
et al. [23] proposed a social awareness-based information diffu-
sion model for NB-IoT. By stimulating effective cooperation be-
tween user equipment, a multi-hop communication scheme for
socially-aware terminals was introduced to improve the connec-
tivity of links, thereby improving the efficiency of information
dissemination. The above studies all focus on the dissemination
process of information on a single-layer network, in which
the dissemination mechanism is simple. However, real-world
systems are not independent, and multiple networks interact.

To solve the problems regarding low accuracy of the single-
layer propagation model and simple propagation mechanism,
researchers have studied information propagation in multilayer
networks. Yagan et al. [24] analyzed the information trans-
mission between social networks and physical networks based
on the SIR model, and deduced the scale and critical thresh-
old of information transmission. Experiments showed that the
combination of physical and social networks could affect the
speed and scale of information transmission. Yao et al. [25]
established the relationship between people and things in the
SIoT based on the hypergraph, and improved the accuracy of
information recommendation service in the SIoT by using the
communication model of the social network. Qian et al. [26]
analyzed the diffusion process of emergency information within
social networks and the IoT, considering the contact strength
and degree of interest between devices. They proposed a low-
complexity emergency information diffusion strategy based on
many-to-many matching, and demonstrated that this strategy
can improve the speed and efficiency of emergency information
dissemination. Information propagation in multilayer networks
was analyzed in the above-mentioned studies. However, these
studies failed to fully consider the impact of human-to-human
social relationships on information dissemination between IoT
devices, resulting in low information dissemination efficiency.
Therefore, realizing the information interaction between people
and people, people and things, and things and things in the
SIoT, such that information can be effectively disseminated, is
an urgent problem to be solved.

In order to solve the above problems, this paper proposes a
cloud edge collaborative dynamics information dissemination
model for SIoT to predict and control information dissemina-
tion in SIoT, so as to better realize the information interaction
between people, people and things, and things and things in
SIoT. The main contributions of this paper are as follows:

1) in SIoT network architecture, considering the interaction
between individual users and interaction of information
transmission between Internet equipment, and divide the
user individual and state of smart device, the user individ-
ual node coupling with iot devices, coupling relationship
of information transmission between nodes, to describe
the process of information transmission in the IoT.

2) According to the characteristics of real-time processing
and feedback of cloud edge, the relationship of communi-
cation mechanism is established, and a cloud edge collabo-
rative dynamic information dissemination model for SIoT
is proposed to achieve efficient information interaction and
dissemination.

Fig. 1. Network architecture of Social Internet of Things.

3) The dynamic characteristics of the cloud edge cooperative
dynamics information dissemination model are theoreti-
cally analyzed, including deriving the equilibrium point
and information dissemination threshold, and the stabil-
ity of the cloud edge cooperative dynamics information
dissemination model at the equilibrium point is proved.

4) Verify the effectiveness of the information dissemina-
tion model of cloud edge collaborative dynamics through
simulation experiments, analyze the influence of the dis-
semination mechanism on information dissemination, and
conduct a detailed analysis of the experimental results.

II. SYSTEM MODEL

In this section, the components of the SIoT are introduced in
detail and are subsequently abstracted into a multilayer infor-
mation dissemination model.

A. Social Internet of Things Description

The SIoT network architecture shown in Fig. 1 shows that
SIoT consists of the social layer and the IoT layer.

The social layer is composed of different individual users, and
there are corresponding interactions among them to enable the
spread of information. The IoT layer consists of different smart
devices (mobile phones, tablets, computers, etc.) and cloud
servers. Smart devices have a certain computing power and can
communicate information with each other. The cloud server is
equipped with relatively powerful computing power, which can
process the computing tasks of the smart devices held by individ-
ual users. When the smart device cannot handle the computing
task, the task can be transferred to the cloud server through the
wireless network. Since there is a one-to-one correspondence
between individual users of social networks and smart devices



ZHANG et al.: CLOUD-EDGE COLLABORATION DYNAMICS INFORMATION DISSEMINATION MODEL FOR SOCIAL 1907

TABLE I
STATUS CLASSIFICATION OF INDIVIDUAL USERS IN THE SOCIAL LAYER OF

SIOT

of the IoT, when a smart device receives information from
a neighboring smart device, the individual user will acquire
the information. Simultaneously, depending on the behavior
of individual users regarding information dissemination, this
may lead to information dissemination and interactions between
individual users, and frequent interactions between individual
users will ultimately affect the dissemination of information on
smart devices.

In the social layer, the status of individual users is divided into
three categories, according to the dissemination of information
by the individual users: Unknown (U), Exposed (E) and Known
(K). The specific meaning of each status of the individual user is
given in Table I. The individual user follows the state transition
rule of U → E → K → U , U → E → U and U → K → U at
the social layer.

The attributes of the social network are introduced into the
IoT layer, and the status of the smart devices corresponding to
individual users are divided into three categories: Susceptible
(S), Infected (I), and Recovered (R). The specific meaning of
each status of the smart device is given in Table II. The device
follows the state transition rule of S → I → R → S at the IoT
layer. The topology structure of each node in the IoT layer can

TABLE II
STATUS CLASSIFICATION OF SMART DEVICES IN THE IOT LAYER OF SIOT

be point-to-point or centralized, and its topology structure may
change with the change of communication requirements, but any
topology structure will not affect the node status.

In the SIoT, coupled nodes are used to represent individ-
ual users within the social layer and smart devices within the
IoT layer. According to the combination principle, from the
divided social layer user individual status and the IoT layer
smart device status, the coupling node has nine combined states,
namely US (unknown-susceptible), UI (unknown-infected), UR
(unknown-recovered), ES (exposed-susceptible), EI (exposed-
infected), ER (exposed-recovered), KS (known-susceptible), KI
(known-infected), and KR (known-recovered). However, in real
life, UI and UR states do not exist, because if a US node receives
information from smart devices from neighboring nodes, the
devices will automatically transfer into the infected state, and
individual users corresponding to the propagated devices will
simultaneously be in the known or susceptible state, meaning
that the UI state does not exist. Accordingly, the UR state does
not exist either.

B. Cloud-edge Collaborative Dynamics Information
Dissemination Model

According to the interaction mechanism of information dis-
semination between individual users in the social layer and smart
devices in the IoT layer, a CCDIDM for SIoT is proposed, as
shown in Fig. 2. The information dissemination process in the
SIoT is described using this model. The transition probabilities
shown between the coupling nodes within Fig. 2 are defined in
Table III.

In Table III, when the node changes from US state to EI state
or KI state, it can be considered that the state change in the
IoT layer is from S state to I state in these two transformation
processes. Since the Internet of Things layer enters the I state
from the S state, then the state of the social layer will change
from U state to E state or K state, so the transition probability of
US → EI and US → KI is the same. In this paper, we set the
probability of transition between US → EI and US → KI as
β. Similarly, the transformation of ES → EI and KS → KI
is only the state transformation in the IoT layer, and they are
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Fig. 2. Cloud-edge collaborative dynamics information dissemination model.

TABLE III
TRANSITION PROBABILITY BETWEEN COUPLED NODES IN THE CCDIDM

MODEL

both from S state to I state, so the transformation probability
of ES → EI and KS → KI is the same as φ. In addition, the
same is true for transition probabilities γ and ε.

When the node changes from ES state to KS state or EI state
to KI state, it can be considered that there is only state transition
in the social layer in these two transformation processes, and
both of them change from E state to K state, so the transition

probability of ES → KS and EI → KI is the same as δ. In
addition, the same is true for transition probability λ.

Supposing that the sum number of coupled nodes in the
CCDIDM, N , is constant, the information propagation process
in the CCDIDM model is described as follows:

1) US → ES → US
When the US node receives information from the neighboring

user, it is uncertain about the accuracy of the information and
changes to the ES node with a probability ofα. The ES node will
become the US node with a probability of λ due to the forgetting
behavior of individual users or their disinterest in transmitting
information.

2) US → ES → EI → ER → US
When the US node receives information from the neighboring

user, it becomes the ES node with a probability of α. After the
ES node receives the information from the neighboring smart
device, it becomes the EI state with a probability of φ. When
the EI node judges that the information is inaccurate, it loses
interest in the information, stops disseminating the information,
and transforms into an ER node with a probability of γ. Some
information deleted due to the failure of the smart device and
other reasons, and ER node returns to the initial state with a
probability of ε.

3) US → ES → KS → KI → KR → US
When the US node receives information from the neighboring

user, it becomes the ES node with a probability ofα. When the ES
node receives information from the neighboring nodes several
times, it transforms into the KS node by the probability δ. After
the KS node receives information from the neighboring smart
device, it becomes KI state with a probability of φ. The KI node
can transmit information to neighboring users and smart devices.
When it is judged that the information is negative or useless, it
loses interest in the information and stops dissemination, and
becomes a KR node with a probability of γ. The KR node returns
to the initial state with a probability of ε.

4) US → KS → US
When the US node receives information from the neighboring

user, it determines the accuracy of the information and converts
to the KS node with a probability of ω. Due to the forgetting
behavior or disinterest of the individual user in the disseminated
information, the KS node will become a US node with a proba-
bility of λ.

5) US → KS → KI → KR → US
After the US node receives information from the neighboring

user, it will be converted to the KS node by the probability ω.
When the KS node receives information from the neighboring
smart device, it becomes the KI node with a probability ofφ. The
KI node can transmit information to neighboring users and smart
devices. When it is judged that the information is false or useless,
it loses interest in the information and stops dissemination, and
becomes a KR node with a probability of γ. The KR node then
will become the US node again by the probability ε.

6) US → EI → ER → US
When the US node receives information from neighboring

smart device, it cannot determine the accuracy of the information
and converts to the EI node with a probability of β. The EI
node then will convert to the ER node with a probability of γ.
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The ER node finally becomes the US node again by the
probability ε.

7) US → EI → KI → KR → US
After the US node receives information from the neighboring

smart device, it becomes the EI node with a probability of β.
When the EI node receives information from the neighboring
nodes several times, it converts to the KI node with a probability
of δ. The KI node then converts to the KR node with a probability
of γ. The KR node finally becomes the US node again by the
probability ε.

8) US → KI → KR → US
When the US node receives information from the neighboring

smart device, it determines the accuracy of the information and
converts to the KI node with a probability of β. The KI node
then converts to the KR node with a probability of γ. The KR
node finally becomes the US node again by the probability ε.

The state changes of nodes at each layer need to follow
the network architecture of the SIoT. Smart devices follow
the state transition rules of S → I → R → S at the IoT layer,
and individual users follow the state transition rules of U →
E → K → U , U → E → U and U → K → U at the social
layer. Combined with the practical significance of each state,
it can be seen that each state must strictly abide by the rules
of state transition, and cross-state transformation and reverse
transformation cannot be allowed. For example, in the I → S
process of the IoT layer, it needs to go through the I → R
and R → S process respectively, because the smart device in
the spreading state needs to go through the process of losing
interest in the current information before it can be transformed
into the sensitive state without information in the smart device.
In addition, the coupled two-layer network still follows the rules
of state transition of the IoT layer and the social layer.

Based on the above node conversion relationships, the dy-
namic differential form of the CCDIDM for the SIoT is shown
in (1), shown at the bottom of the page, where,

US (t) + ES (t) + EI (t) + ER (t) +KS (t)

+KI (t) +KR (t) = 1 (2)

The initial conditions of each type of node in the network at
the start of information dissemination are: 0 < US(0) ≤ 1, 0 ≤
ES(0) < 1, 0 ≤ EI(0) < 1, 0 ≤ ER(0) < 1, 0 ≤ KS(0) <
1, 0 ≤ KI(0) < 1, 0 ≤ KR(0) < 1.Due to the limited com-
puting capacity of smart devices in the IoT layer, local edge
devices or cloud servers can be used for computing processing
when computing tasks are required [27], [28]. When the com-
puting task is processed by the cloud server, there is a delay,

and individual users cannot immediately receive the processed
information. However, if the computing task is processed by the
edge device, the individual user will receive a timely response,
and this will improve the perception of the information.

As shown in Fig. 2, after receiving the information of the
neighboring smart device, the US node is transformed into the
EI and KI nodes with a probability of β, and this is regarded as
the cloud processing the information of the smart device. Simul-
taneously, after receiving the information from the neighboring
smart device, the ES node and KS node are transformed into
the EI and KI nodes with a probability of φ. This is the process
in which the information of the smart device is processed by
the local edge device. As the time of feedback of the result to
the individual user after processing the computing task from
the local edge device is faster than that from the cloud server,
the individual user has a stronger sense of information and is
more likely to know the information transmitted by the smart
device. In addition, the interaction between individual users in
social networks will have an impact on the dissemination of
information between smart devices. Individual users with strong
perception will inhibit the information dissemination of smart
devices, and thus φ < β. Considering the different perceptions
of individual users, we define φ as follows:

φ = (1/z)σβ (3)

where, z is the perceptual awareness of the individual user.
The larger z is, the stronger the individual users’ perception
awareness is, and stronger the inhibition effect of individual
users on the information transmission of smart devices is. σ is
defined as the adjustment parameter of the perceptual awareness
of the individual user.

III. MODEL DYNAMICS ANALYSIS

Investigating the dynamic characteristics of the CCDIDM
for SIoT is of great significance for effectively predicting and
controlling information diffusion. Therefore, in this section, we
analyze the dynamic characteristics of the CCDIDM, including
the equilibrium point, threshold, and its stability.

A. Equilibrium Points and Threshold

As information spreads in the SIoT, US(t), ES(t), EI(t), ER(t),
KS(t), KI(t), and KR(t) change over time. When the proportion-
ality of the nodes in the seven states no longer changes, the
network is known to have reached equilibrium. In order to solve
the equilibrium point of the CCDIDM, let us define the derivative

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

dUS(t)
dt = − (α+ ω + 2β)KI (t)US (t) + εER (t) + εKR (t) + λES (t) + λKS (t)

dES(t)
dt = αKI (t)US (t)− φKI (t)ES (t)− δES (t)− λES (t)

dEI(t)
dt = βKI (t)US (t) + φKI (t)ES (t)− δEI (t)− γEI (t)

dER(t)
dt = −εER (t) + γEI (t)

dKS(t)
dt = ωKI (t)US (t) + δES (t)− φKI (t)KS (t)− λKS (t)

dKI(t)
dt = βKI (t)US (t) + φKI (t)KS (t) + δEI (t)− γKI (t)

dKR(t)
dt = −εKR (t) + γKI (t)

(1)
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of each state with respect to time to be 0, i.e., di
dt= 0, where i =

US(t), ES(t), EI(t), ER(t), KS(t), KI(t), and KR(t). By doing so,
(1) can be written as shown in (4) at the bottom of the page.

Solving (4) obtains two equilibrium points in the CC-
DIDM, i.e., the information-free equilibrium point E0 =
(1, 0, 0, 0, 0, 0, 0) and the information equilibrium point E∗ =
(US∗, ES∗, EI∗, ER∗,KS∗,KI∗,KR∗).

Theorem 1: Assume that R0 is the dissemination threshold
of the CCDIDM. Then, R0 = ρ(FV −1) = δβ+(δ+γ)β

γ(δ+γ) .
Proof: See Appendix A.

B. Stability Analysis of Equilibrium Points

Theorem 2: When R0 < 1, the information-free equilibrium
point E0 is locally asymptotically stable. Where R0 > 1, E0 is
unstable.

Proof: See Appendix B.
Theorem 3: When R0 < 1, the information-free equilibrium

point E0 of the CCDIDM is globally asymptotically stable.
Proof: See Appendix C.
Theorem 3: WhenR0 > 1, the information equilibrium point

E∗ of the CCDIDM is globally asymptotically stable.
Proof: See Appendix D.

IV. SIMULATION RESULTS AND ANALYSIS

In this section, the stability of information dissemination
and the influence of the dissemination mechanism are verified
through numerical simulations. The specific simulation results
and analysis are as follows.

In reality, the behavior of individual users and the resetting
or communication interruption of IoT smart devices will have a
certain impact on information dissemination in SIoT networks.
This section explores the influence of different dissemination
mechanisms on the scale of information dissemination. Due to
the limitation of computing power, most edge devices in the
cloud-edge collaborative SIoT only have a small number of con-
nections, and its topological network structure is scale-free. That
means the degree of nodes follows the power-law distribution,
with most nodes having a small degree and a few nodes having a
large degree. Therefore, this paper constructs a Barabási–Albert
(BA) scale-free network with 1000 nodes to conduct subsequent
simulation experiments.

A. Stability Verification of Information Dissemination

This paper simulates the process of information dissemination
in the CCDIDM by setting different parameters that ensure the
information dissemination thresholds R0 < 1 and R0 > 1 are

Fig. 3. The change in the proportion of various types of nodes in the cloud-edge
collaborative dynamic information dissemination model when R0 < 1.

satisfied. The stability of information dissemination is verified
by analyzing the trend of the proportion of various types of nodes
in the model as a function of time.

1) Case 1: R0 < 1
Set the parameters α = 0.1, ω = 0.2, β = 0.15, ε = 0.1,

λ = 0.1, δ = 0.3, γ = 0.4, z = 2.7, and σ = 0.5, and set the
initial proportion of each type of node in the network to be
US(0) = 0.9,KI(0) = 0.1,ES(0) = 0,KS(0) = 0,EI(0) =
0, ER(0) = 0, and KR(0) = 0. According to Theorem 1, we
achieve R0 ≈ 0.536 < 1. The simulation results of the propor-
tion of each type of node changing with time are shown in Fig. 3.

In Fig. 3, the horizontal axis represents the time of information
dissemination, and the vertical axis represents the proportion of
all types of nodes within the network. The proportional change of
each state are represented by the blue solid line with six-pointed
stars, the orange solid line with circles, the yellow solid line
with asterisks, the purple dotted line, green solid line with
squares, the light blue solid line with diamonds, and the red
solid line with five-pointed stars, respectively. It is clear from
Fig. 3 that the proportions of the seven state nodes in the network
eventually tend to be stable over time. Specifically, proportion
of US nodes gradually approaches 1, while the number of other
nodes gradually approaches 0. At this point, the system reaches
stability. The KI node in the SIoT network disappears, and
the information will not spread, forming an equilibrium point
of no information dissemination, which is consistent with the
theoretical analysis result of Theorem 1.

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎩

− (α+ ω + 2β)KI (t)US (t) + εER (t) + εKR (t) + λES (t) + λKS (t) = 0
αKI (t)US (t)− φKI (t)ES (t)− δES (t)− λES (t) = 0
βKI (t)US (t) + φKI (t)ES (t)− δEI (t)− γEI (t) = 0

−εER (t) + γEI (t) = 0
ωKI (t)US (t) + δES (t)− φKI (t)KS (t)− λKS (t) = 0
βKI (t)US (t) + φKI (t)KS (t) + δEI (t)− γKI (t) = 0

−εKR (t) + γKI (t) = 0

(4)
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Fig. 4. Stability of the information-free equilibrium point at different initial
proportions.

In addition, by randomly setting the initial proportion of each
state node, the CCDIDM can achieve dynamic equilibrium, as
shown in Fig. 4. Here, x-axis represents the proportion of US
nodes, y-axis represents the proportion of EI nodes, and z-axis
represents the proportion of KI nodes. The curves of different
colors in the figure represent the changes in the number of
US, EI, and KI nodes with time under different initial propor-
tions chosen randomly for the different types of nodes. It is
clear from Fig. 4 that the proportional trajectory curves of the
US, EI, and KI nodes eventually converge at the information-
free equilibrium point E0, and the system is therefore
stable.

2) Case 2: R0 > 1
In this case, we set the parameters as α = 0.1, ω = 0.2, β =

0.2, ε = 0.1, λ = 0.1, δ = 0.3, γ = 0.15, z = 2.7, and σ = 0.5,
and the initial proportion of each type of node in the network is
set to be US(0) = 0.9, KI(0) = 0.1, ES(0) = 0, KS(0) = 0,
EI(0) = 0,ER(0) = 0, andKR(0) = 0. According to (14), we
achieveR0 ≈ 2.22 > 1. The simulation results of the proportion
of each type of node changing with time are shown in Fig. 5.
The legend in Fig. 5 is consistent with Fig. 3.

Fig. 5 shows that the proportions of nodes in the seven
states tend to be stable after a period of time. Specifically,
the proportion of each state gradually approached 0.40, 0.01,
0.03, 0.04, 0.14, 0.15, and 0.23, respectively. At this point, the
system reaches a steady state, forming an equilibrium point of
information dissemination, and the information then continues
to be disseminated stably in the SIoT network.

In addition, by randomly setting the initial proportion of each
state node, the CCDIDM can also achieve dynamic equilibrium,
as shown in Fig. 6. The meaning of x, y and z axis in Fig. 6 is
the same as that in Fig. 4. The curves of different colors in the
figure represent the changes of the number of US, EI, and KI
nodes with time under different initial proportions determined
randomly by different types of nodes. It is clear from Fig. 6 that
the proportional trajectory curves of the US, EI, and KI nodes
eventually converge at the information equilibrium pointE∗, and

Fig. 5. The change in the proportion of various types of nodes in the cloud-edge
collaborative dynamic information dissemination model when R0 > 1.

Fig. 6. Stability of the information-free equilibrium point at different initial
proportions.

the system becomes stable. Therefore, this is consistent with the
theoretical analysis results.

B. Analysis of the Influence of Dissemination Mechanism
on Information Dissemination

First, we set the parameters as α = 0.1, ω = 0.2, β = 0.2,
ε = 0.1, λ = 0.1, δ = 0.3, γ = 0.15, and σ = 0.5, Due to the
practical significance of these parameters, their values are all be-
tween [0, 1]. We set the initial proportion of the seven state nodes
is set to be US(0) = 0.9, KI(0) = 0.1, ES(0) = 0, KS(0) =
0, EI(0) = 0, ER(0) = 0, and KR(0) = 0[34], [35], [36]. By
changing the setting of the user’s individual perception aware-
ness z, the influence of perception awareness on information
dissemination can be analyzed. We set the values of z to be 1,
2.7, 4, 6, and 9, and investigated the change of KI nodes with
time. The simulation results are shown in Fig. 7.

Here, the horizontal axis represents the time of information
dissemination, and the vertical axis represents the proportion
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Fig. 7. Influence of user’s individual perception awareness on information
dissemination.

Fig. 8. Influence of parameter γ on information dissemination.

of KI nodes within the network. The solid lines with circles,
asterisks, five-pointed stars, squares, and six-pointed stars are
the simulated values of the proportion of KI nodes in the
network when the perception awareness is 1, 2.7, 4, 6, and 9,
respectively. It is clear from Fig. 7 that when the perceptual
awareness of individual users is different, the change in the
number of KI nodes with time first increases to the peak value,
then decreases, and finally tends toward stability. As z increases,
the number of KI nodes gradually decreases. This shows that the
interaction between individual users under the cloud-edge col-
laboration reduces the possibility of information dissemination.
When individual users have a stronger sense of perception, the
spread of interactive behavior is conducive to the control of the
dissemination of information.

Second, we varied the parameter γ to analyze its influence
on information dissemination. We set the values of γ to be 0.1,
0.15, 0.4, and 0.7, and studied the change in the number of KI
nodes with time. The simulation results are shown in Fig. 8,
where the solid lines with circles, asterisks, five-pointed stars,
and squares represent the simulated values of the proportion of
KI nodes within the network when γ is 0.1, 0.15, 0.4, and 0.7,
respectively.

Fig. 9. Influence of parameter λ on information dissemination.

Fig. 8 shows that when γ is 0.1 and 0.15, the number of KI
nodes first increases and then decreases, and then tends toward
stability. Information will then propagate steadily in the network,
because the network propagation threshold is greater than 1.
When γ is 0.4 and 0.7, the number of KI nodes in the network
decreases with time, reaching a final value of 0. This is because
increasing the value of γ results in the network propagation
threshold being less than 1, and the propagation nodes in the
network eventually disappear. This shows that the parameter γ
affects the scale of information propagation. In addition, it can
also be seen that the larger γ is, the shorter the time required for
the network to reach stability.

Next, we varied the parameter λ to analyze its influence on
information dissemination. We set the values of λ to be 0.1, 0.2,
0.4, and 0.7, and the influences of different values of λ on the
propagation nodes can be seen in Fig. 9.

In Fig. 9, the solid lines with circles, asterisks, five-pointed
stars, and squares represent the simulated values of the propor-
tion of KI nodes in the network when λ is 0.1, 0.2, 0.4, and 0.7,
respectively. Fig. 9 shows that when the value of λ varies, the
proportion of KI nodes in the network first increases and then
decreases with time, and finally tends toward stability. Further-
more, as the parameter λ increases, the number of KI nodes in
the network also increases. This shows that the parameter λ has
an influence on the evolution process of the CCDIDM and will
affect the dissemination scale.

In addition, the influence of parameter ε on information
propagation was also analyzed. We set the values of ε to be
0.1, 0.2, 0.4, and 0.7, and the influence of different values of ε
on the proportion of KI nodes is shown in Fig. 10.

In Fig. 10, the solid lines with circles, asterisks, five-pointed
stars, and squares represent the simulated values of the propor-
tion of KI nodes in the network when ε is 0.1, 0.2, 0.4, and
0.7, respectively. Fig. 10 demonstrates that even when ε takes
different values, the number of KI nodes tends to be stable after
a period of time. As ε increases, the proportion of KI nodes
in the network also increases. This shows that the parameter
ε affects the scale of information dissemination in the SIoT
network.
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Fig. 10. Influence of parameter ε on information dissemination.

Fig. 11. Influence of parameter δ on information dissemination.

We verified the influence of the parameter δ on information
dissemination. Simulation results for different values of δ are
shown in Fig. 11. In Fig. 11, the solid lines with circles, asterisks,
five-pointed stars, and squares represent the simulated values of
the proportion of KI nodes in the network when δ is 0.1, 0.3,
0.5, and 0.8, respectively. Fig. 11 shows that, as δ increases from
0.1 to 0.8, the number of KI nodes tends to a constant value at
a faster rate. Varying the parameter δ also affects the scale of
information dissemination.

Based on the above analysis, we can deduce that when the
dissemination threshold R0 < 1 and R0 > 1, the cloud-edge
cooperative info rmation dissemination system will be stable at
the equilibrium point. In addition, by adjusting the parameters z,
γ, λ, ε and δ, different scales of information dissemination can
be obtained, thereby inhibiting or promoting the dissemination
of information.

Finally, the proportion of each state node of the cloud edge
collaborative dynamics information dissemination model(model
B) for social Internet of Things and the coupled dynamics
information dissemination model(model A) without considering

Fig. 12. Influence of parameter δ on information dissemination.

the cloud edge collaboration SIOT architecture are compared
through experiments to verify the effectiveness of the proposed
model. The parameter α = 0.1, ω = 0.2, β = 0.2, φ = 0.2,
ε = 0.1, λ = 0.1, δ = 0.3, γ = 0.15 of the coupling dynamic
information propagation model A under the cloud edge cooper-
ative SIOT architecture and the initial proportion US(0) = 0.8,
KI(0) = 0.2, ES(0) = 0, KS(0) = 0, EI(0) = 0, ER(0) =
0, KR(0) = 0 of each type of nodes in the network are set. The
simulation results are shown in Fig. 12.

In the Fig. 12, the abscissa is the time of information trans-
mission, and the ordinate is the proportion of various nodes in
the network. As can be seen from Fig. 12, the number of US
nodes, ES nodes and KS nodes in the cloud edge cooperative
information propagation model is more than that in the coupled
dynamics information propagation model under the SIOT archi-
tecture, while the number of EI nodes, KI nodes, ER nodes and
KR nodes is opposite. This is because cloud-edge collaborative
computing can bring feedback to nodes and further improve
their social perception. When there are subjective judgments
and social interactions, nodes will interfere with information
dissemination. Therefore, there are many KI propagation nodes
in the information propagation model of coupling dynamics
under SIOT architecture.

V. CONCLUSION

In this study, we investigated the problem of information
dissemination in the Social Internet of Things (SIoT), and we
proposed CCDIDM for the SIoT. The model first considers
both the interaction between individual users and the interactive
influence of information dissemination between IoT devices,
and subsequently establishes the relationship of information
dissemination between coupled nodes. Subsequently, consider-
ing that both the real-time processing and the result feedback
of cloud-edge computing have different information cognition
awareness for users, a corresponding communication mecha-
nism relationship is established to realize the efficient interac-
tive communication of information. The information dissemi-
nation threshold of the CCDIDM is deduced through theoretical
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analysis, and the stability of the equilibrium point is analyzed
through LaSalle’s invariance and the Lyapunov method. Fi-
nally, we verified the stability of CCDIDM and analyzed the
influence of different dissemination mechanisms on information
dissemination through simulation experiments. The simulation
results showed that the system is stable at the equilibrium point.
The perception awareness of individual users under cloud-edge
collaboration affects the dissemination scale of information.
Stronger the perception awareness of individual users, smaller
the scale of information dissemination. In addition, adjusting the
propagation mechanism parameters such as γ, λ, ε, and δ within
the model will also inhibit or promote the diffusion of infor-
mation and affect the scale of information dissemination. The
model proposed in this paper can provide theoretical guidance
for information dissemination control and prediction in Social
Internet of Things scenarios.

In the future research work, the correlation between different
communication factors and the security mechanism in the IoT
layer will be considered to analyze the information dissemi-
nation in the SIoT. In addition, the delay difference between
edge side processing and cloud side processing will be analyzed
for the proposed network, and then its impact on information
transmission will be studied.

APPENDIX A
PROOF OF THEOREM 1

In order to acquire the dissemination threshold of the CC-
DIDM, the basic reproduction number of (1) can be obtained
using the regeneration matrix method [29], [30], [31], which is
the information dissemination threshold R0.

If we define

χ = (KI(t), EI(t),KS(t), ES(t), US(t),KR(t), ER(t))T

(5)
(1) can be written as

dχ

dt
= F (χ)− V (χ) (6)

where,

V (χ) = V −(χ)− V +(χ) (7)

F (χ) indicates the new rate of infected nodes among the
seven state nodes; V (χ) indicates the transition rate of seven
state nodes; V −(χ) is the rate at which this state node becomes
another node; V +(χ) is the rate at which other node becomes

this state node. Therefore, F (χ) and V (χ) can be expressed as

F (χ) =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎝

βKI(t)US(t) + φKI(t)KS(t)
βKI(t)US(t) + φKI(t)ES(t)

ωKI(t)US(t)
αKI(t)US(t)

0
0
0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎠

(8)

and (9), shown at the bottom of the page.
The Jacobian matrix ofF (χ) andV (χ) at the information-free

equilibrium point E0 can be expressed as

DF (E0) =

(
F 0
0 0

)
, DV (E0) =

(
V 0
J1 J2

)
(10)

where,

F =

[
∂Fi

∂χy
(E0)

]
, V =

[
∂Vi

∂χy
(E0)

]
1 ≤ i, y ≤ 4 (11)

By substituting (8) and (9) into (11), the following can be
obtained ⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

F =

⎡
⎢⎢⎣

β 0 0 0
β 0 0 0
ω 0 0 0
α 0 0 0

⎤
⎥⎥⎦

V =

⎡
⎢⎢⎣

γ −δ 0 0
0 δ + γ 0 0
0 0 λ −δ
0 0 0 δ + λ

⎤
⎥⎥⎦

(12)

According to (12), the regeneration matrix FV −1 can be
obtained as follows

FV −1 =

⎡
⎢⎢⎢⎢⎣

β
γ

δβ
γ(δ+γ) 0 0

β
γ

δβ
γ(δ+γ) 0 0

ω
γ

δω
γ(δ+γ) 0 0

α
γ

δα
γ(δ+γ) 0 0

⎤
⎥⎥⎥⎥⎦ (13)

Therefore, the information dissemination threshold of the
CCDIDM is defined as

R0 = ρ(FV −1) =
δβ + (δ + γ)β

γ(δ + γ)
(14)

APPENDIX B
PROOF OF THEOREM 2

According to (1), the Jacobian matrix of the CCDIDM can be
expressed by (15), shown at the bottom of the next page.

Therefore, the characteristic equation of the Jacobian matrix
J(E0) of the CCDIDM at the information-free equilibrium point

V (χ) =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎝

γKI(t)− δEI(t)
(δ + γ)EI(t)

φKI(t)KS(t)− δES(t) + λKS(t)
φKI(t)ES(t) + δES(t) + λES(t)

(α+ ω + 2β)KI(t)US(t)− εKR(t)− εER(t)− λKS(t)− λES(t)
εKR(t)− γKI(t)
εER(t)− γEI(t)

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎠

(9)
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E0 is expressed as (16), shown at the bottom of this page, where
I7×7 is the 7th order identity matrix.

By solving (16), the characteristic roots can be obtained, as
shown in (17).⎧⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

ρ1 = ρ2 = −ε
ρ3 = −λ

ρ4 = −λ − δ

ρ5 = β
2 − δ

2 − γ − (β2+6βδ+δ2)
1/2

2

ρ6 = β
2 − δ

2 − γ +
(β2+6βδ+δ2)

1/2

2

(17)

When R0 < 1, we acquire β < γ. Therefore,

ρ5 =
β

2
− δ

2
− γ −

(
β2 + 6βδ + δ2

)1/2
2

< 0.

From ρ5 and ρ6, the following can be obtained:

ρ5ρ6 =
4γ(δ + γ)− 4β(2δ + γ)

4
(18)

When R0 < 1, we acquire ρ5ρ6 > 0 and ρ6 < 0.
Therefore, when R0 < 1, all characteristic roots are negative.

By the Hurwitz stability criterion, the system is locally asymp-
totically stable at the information-free equilibrium point.

When R0 > 1, not all of the characteristic roots of the Jacobi
matrix at the information-free equilibrium pointE0 are negative.
The Hurwitz stability criterion demonstrates that the system is
unstable at the information-free equilibrium point E0.

APPENDIX C
PROOF OF THEOREM 3

In order to study the global asymptotic stability of the CC-
DIDM at the information-free equilibrium pointE0, a Lyapunov
function is constructed, as shown in (19).

L(t) = EI(t) + μ1KI(t) (19)

By combining this with (1), the derivative of L(t) can be
obtained, as shown in (20).

dL(t)

dt
=

dEI(t)

dt
+ μ1

dKI(t)

dt

= βKI(t) [1− ES(t)− EI(t)− ER(t)−KI(t)

−KS(t)−KR(t)]

+ φKI(t)ES(t)− δEI(t)− γEI(t)

+ μ1 [βKI(t)(1− ES(t)− EI(t)− ER(t)

−KI(t)−KS(t)−KR(t))

+φKI(t)KS(t) + δEI(t)− γKI(t)]

= (β+μ1β − μ1γ)KI(t)−(β − φ+μ1β)KI(t)ES(t)

− (β+μ1β)KI(t)EI(t)−(β + μ1β)KI(t)ER(t)

− (β+μ1β − μ1φ)KI(t)KS(t)−(β+μ1β)KI2(t)

− (β + μ1β)KI(t)KR(t)− (δ + γ − δμ1)EI(t)
(20)

Taking μ1 = δ+γ
δ , we get:

β + μ1β − μ1γ =
2δ + γ

δ
β − (δ + γ)γ

δ
. (21)

WhenR0 < 1, we acquire (2δ + γ)β < (δ + γ)γ. From this,
it can be seen that β + μ1β − μ1γ < 0.

In addition, from β > φ, we can get β − φ+ μ1β > 0 and
β + μ1β − μ1φ > 0.

Therefore, for ∀μ1 > 0, dL(t)
dt ≤ 0, and dL(t)

dt = 0 if and
only if E0 == (1, 0, 0, 0, 0, 0, 0). According to the LaSalle’s
invariance principle, the information-free equilibrium point of
the CCDIDM is globally asymptotically stable for R0 < 1.

J =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

−(α+ ω + 2β)KI(t) λ 0 ε λ −(α+ ω + 2β)US(t) ε
αKI(t) −φKI(t)− δ − λ 0 0 0 αUS(t)− φES(t) 0
βKI(t) φKI(t) −δ − γ 0 0 βUS(t) + φES(t) 0

0 0 γ −ε 0 0 0
ωKI(t) δ 0 0 −φKI(t)− λ ωUS(t)− φKS(t) 0
βKI(t) 0 δ 0 φKI(t) βUS(t) + φKS(t)− γ 0

0 0 0 0 0 γ −ε

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦

(15)

det(ρI7×7 − J(E0)) =

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

ρ λ 0 ε λ −(α+ ω + 2β) ε
0 ρ+ δ + λ 0 0 0 α 0
0 0 ρ+ δ + γ 0 0 β 0
0 0 γ ρ+ ε 0 0 0
0 δ 0 0 ρ+ λ ω 0
0 0 δ 0 0 ρ− β + γ 0
0 0 0 0 0 γ ρ+ ε

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

= 0 (16)
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APPENDIX D
PROOF OF THEOREM 4

Firstly, the information equilibrium point E∗ satisfies (1).
Therefore, (22) can be obtained, as follows:⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎩

−(α+ω+2β)KI∗US∗+εER∗+εKR∗+λES∗+λKS∗=0
αKI∗US∗ − φKI∗ES∗ − δES∗ − λES∗ = 0
βKI∗US∗ + φKI∗ES∗ − δEI∗ − γEI∗ = 0
−εER∗ + γEI∗ = 0
ωKI∗US∗ + δES∗ − φKI∗KS∗ − λKS∗ = 0
βKI∗US∗ + φKI∗KS∗ + δEI∗ − γKI∗ = 0
−εKR∗ + γKI∗ = 0

(22)
Then, we construct a Lyapunov function, as shown in (23).
By letting x1 = US(t)

US∗ , y1 = ES(t)
ES∗ , y2 = EI(t)

EI∗ , y3 = ER(t)
ER∗ ,

z1 = KS(t)
KS∗ , z2 = KI(t)

KI∗ , and z3 = KR(t)
KR∗ , the derivative ofL(t)

is can be defined as in (24).

L(t) = AUS ∗ g
(
US(t)

US∗
)
+BKI∗g

(
KI(t)

KI∗

)

+ CKR∗g
(
KR(t)

KR∗

)
+ ES ∗ g

(
ES(t)

ES∗
)

+ EI∗g
(
EI(t)

EI∗

)
+ ER∗g

(
ER(t)

ER∗

)

+KS ∗ g
(
KS(t)

KS∗
)

(23)

where g(x) = x− 1− lnx. When x > 0, we get g(x) ≥ 0.
A, B and C are all constants greater than 0.

dL(t)

dt
= A

(
1− 1

x1

)
dUS (t)

dt
+B

(
1− 1

z2

)
dKI (t)

dt

+ C

(
1− 1

z3

)
dKR (t)

dt

+

(
1− 1

y1

)
dES (t)

dt
+

(
1− 1

y2

)
dEI (t)

dt

+

(
1− 1

y3

)
dER (t)

dt
+

(
1− 1

z1

)
dKS (t)

dt
(24)

Combining (1) and (22), we get the following:

dUS (t)

dt
= − (α+ ω + 2β) (KI (t)US (t)−KI∗US∗)

+ ε (ER (t)− ER∗) + ε (KR (t)−KR∗)

+ λ (ES (t)− ES∗) + λ (KS (t)−KS∗)

= − (α+ ω + 2β)KI∗US ∗ (x1z2 − 1)

+ εER∗ (y3 − 1)

+εKR∗ (z3−1)+λES∗ (y1−1)+λKS∗ (z1−1)
(25)

dES (t)

dt
= α (KI (t)US (t)−KI∗US∗)

− φ (KI (t)ES (t)−KI∗ES∗)

− (δ + λ) (ES (t)− ES∗)

= αKI∗US ∗ (x1z2 − 1)− φKI∗ES∗ (y1z2 − 1)

− (δ + λ)ES∗ (y1 − 1) (26)

dEI (t)

dt
= β (KI (t)US (t)−KI∗US∗)

+ φ (KI (t)ES (t)−KI∗ES∗)

− (δ + γ) (EI (t)− EI∗)

= βKI∗US ∗ (x1z2 − 1) + φKI∗ES∗ (y1z2 − 1)

− (δ + γ)EI∗ (y2 − 1) (27)

dER (t)

dt
= − εER (t) + γEI (t)

= − εER∗ (y3 − 1) + γEI∗ (y2 − 1) (28)

dKS (t)

dt
= ω (KI (t)US (t)−KI∗US∗)

+ δ (ES (t)− ES∗)

− φ (KI (t)KS (t)−KI∗KS∗)

− λ (KS (t)−KS∗)

= ωKI∗US ∗ (x1z2 − 1) + δES∗ (y1 − 1)

− φKI∗KS∗ (z1z2 − 1)− λKS∗ (z1 − 1)
(29)

dKI (t)

dt
= β (KI (t)US (t)−KI∗US∗)

+ φ (KI (t)KS (t)−KI∗KS∗)

+ δ (EI (t)− EI∗)

− γ (KI (t)−KI∗)

= βKI∗US ∗ (x1z2 − 1) + φKI∗KS∗ (z1z2 − 1)

+ δEI∗ (y2 − 1)− γKI∗ (z2 − 1) (30)

dKR (t)

dt
= − ε (KR (t)−KR∗) + γ (KI (t)−KI∗)

= −εKR∗ (z3 − 1) + γKI∗ (z2 − 1) (31)

Substituting (25)–(31) into (24), we get the following:

dL(t)

dt
= [A (α+ω+2β)KI∗US∗+ |!φKI∗KS∗+φKI∗ES∗

−BγKI∗ + CγKI∗] g (z2)

+ (A− 1) εER∗g (y3)−AεER∗g
(
y3
x1

)

+A [εER∗+εKR∗+λES∗ + λKS∗

−(α+ ω + 2β)KI∗US∗] g
(

1

x1

)
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+ (A− C) εKR∗g (z3)−AεKR∗g
(
z3
x1

)

+ [A (α+ ω + 2β)

− (α+ ω + β +Bβ)]KI∗US∗g (x1z2)

+ (AλKS∗ − λKS∗ −BφKI∗KS∗) g (z1)

−AλKS∗g
(
z1
x1

)

+ [αKI∗US∗−φKI∗ES∗−(δ+λ)ES∗] g
(

1

y1

)

− αKI∗US∗g
(
x1z2
y1

)
+(A− 1) λES∗g (y1)

−AλES∗g
(
y1
x1

)

+ [βKI∗US∗ + φKI∗ES∗ − (δ + γ)EI∗] g
(

1

y2

)

− βKI∗US∗g
(
x1z2
y2

)
− φKI∗ES∗g

(
y1z2
y2

)

+ (B − 1)EI∗g (y2)

− (εER∗ − γEI∗) g
(

1

y3

)
− γEI∗g

(
y2
y3

)

+ (ωKI∗US∗+δES∗−φKI∗KS∗−λKS∗) g
(

1

z1

)

− ωKI∗US∗g
(
x1z2
z1

)

− δES∗g
(
y1
z1

)
+ (B − 1)φKI∗KS∗g (z1z2)

− βKI∗US∗g (x1)

+B (βKI∗US∗+φKI∗KS∗+δEI∗−γKI∗) g
(
1

z2

)

−BδEI∗g
(
y2
z2

)
− C (εKR∗ − γKI∗) g

(
1

z3

)

− CγKI∗g
(
z2
z3

)
(32)

Next, we let A(α+ ω + 2β)KI∗US∗ + φKI∗KS∗ +
φKI∗ES∗ −BγKI∗ + CγKI∗ = 0, i.e., B =
A(α+ω+2β)US∗+φKS∗+φES∗+Cγ

γ > 0. By choosing ap-
propriate values of A, Band C, i.e., 0 < B < 1 and
0 < A < C < 1, which indicates that A− 1 < 0, A− C < 0,
and B − 1 < 0, AλKS∗ − λKS∗ −BφKI∗KS∗ < 0 and
A(α+ ω + 2β)− (α+ ω + β +Bβ) < 0.

Simultaneously, combining this with (22) results in dL(t)/
dt ≤ 0, and dL(t)/dt = 0 if and only if at the information
equilibrium point E∗ = (US∗, ES∗, EI∗, ER∗,KS∗,KI∗,
KR∗).

Therefore, according to the LaSalle’s invariance principle,
the information equilibrium point of the CCDIDM is globally
asymptotically stable for R0 > 1.
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