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ABSTRACT Research related to vehicular ad hoc networks (VANETs) has received significant attention in
recent years. Despite all the advantages, the security and privacy in VANETs still become the main challenge
that is widely open to discussion. The authentication scheme plays a substantial role to guarantee the
security and privacy of information circulation and verification efficiency in VANETs. In this high-density
environment, a scalability issue would emerge when the number of message-signature pairs received by a
roadside unit (RSU) or vehicles becomes large. This issue happens because those entities cannot sequentially
verify each received signature according to the required time limit. Researchers believe that the symmetric
cryptography-based authentication scheme provides a lightweight verification operation, which leads to low
computation cost. Combined with the batch verification process, this approach can be beneficial. However,
to the best of our knowledge, not many of those related schemes provide a realistic scenario regarding illegal
signatures’ appearance. Could the system identify the forged messages? Is it still efficient enough to do such
an operation? In this paper, we propose a lightweight binary tree-based (BT-based) authentication scheme
with a batch verification mechanism, that could efficiently identify a modest amount of illegal signatures in
the sum of messages. To even improve the operation, we combine our BT-based batch verification scheme
with our vehicle reputation scoring system. By this approach, we can guarantee the best-case scenario (the
most desirable condition) in our BT-based identification appear as much as possible. Hence, the computation
cost can be kept low.

INDEX TERMS Authentication, batch verification, security and privacy, symmetric cryptography, VANETs.

I. INTRODUCTION
Vehicular ad hoc networks (VANETs) have been attracting
many researchers since their emergence in early 2000. Its
capability in providing information dissemination among the
vehicles will become the future of our road transportation
systems. This approach aims to improve driving safety as
its primary goal. Since VANETs are loaded with intelligent
transportation system (ITS) properties, it will make all of
these smart vehicles could communicate with each other via
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vehicle-to-vehicle (V2V) and to the roadside unit (RSU) via
vehicle-to-infrastructure (V2I) communications [1], [2], [3].

As depicted in Figure 1, VANETs are composed of
three major entities, i.e., trusted authority (TA), RSU, and
onboard unit (OBU). TA acts as the trust and security
management center of the entire VANETs entities. Its job,
including registration and parameters generation for RSUs
and OBUs after they join the network. It also revokes
nodes in the case of vehicles broadcasting fraud messages
or performing malicious behavior [4]. Meanwhile, RSUs
are fixed infrastructures located along the road at dedicated
locations, such as intersections or parking lots, which are
fully controlled by TA [5]. They act as a bridge between TA

VOLUME 10, 2022 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ 133869

https://orcid.org/0000-0002-2585-9220
https://orcid.org/0000-0001-5502-8033
https://orcid.org/0000-0002-2906-584X


E. F. Cahyadi, M.-S. Hwang: Lightweight BT-Based Authentication Scheme for Illegal Signatures Identification in VANETs

FIGURE 1. The topology of VANETs.

and vehicles (OBUs). RSUs are connected to TA by wire and
OBUs by a wireless channel.

In this new environment, a vehicle could broadcast a
traffic-related message with hundreds of other vehicles
(V2V) or RSUs (V2I) every 100-300 ms [6]. An OBU
is equipped in every vehicle as a transceiver unit. It will
broadcast information like position, speed, and direction
to improve the road environment, traffic safety, and create
mutual awareness of the vehicles around local traffic
conditions [7].

Despite all its advantages, security and privacy become
significant concerns due to its unique characteristics, e.g.,
open wireless communication, rapid topology shift, and
many message exchange [8]. The most common approach
to protecting the confidentiality of substantial message
exchange in VANETs is by signing each message with
a digital signature. Meanwhile, an efficient anonymous
authentication scheme for VANETs is required to meet the
strict time requirements in VANETs [9].

On the other hand, a scalability issue would emerge when
the number of signatures received by a roadside unit (RSU)
or vehicles becomes large. Therefore, a batch verification
scheme was introduced to reduce the computational over-
head in RSU and OBU in verifying a large number of
signatures [10]. Batch verification is a method for verifying
large amounts of digital signatures at once. This method
can reduce the computational cost compared to one-by-
one schemes [11]. Without batch verification, a sequentially
large number of signatures could take a long time and
undeniably cause a bottleneck at the RSUs and OBUs.
If roughly 180 vehicles are kept within the communication
range of an RSU, and each vehicle is sending a message every
300 ms; this means a verifier (such as an RSU) has to verify
600 messages per second [10].

In this paper, we propose a lightweight symmetric
authentication scheme with a binary tree-based (BT-based)
batch verificationmechanism. Our lightweight authentication
scheme is based on Liu et al.’s [12] SEGKA scheme,

which has been rectified and improved. In this RSU-centric
scheme, RSU has the responsibility to authenticate and
compute/update the group key for vehicles in its area.
Meanwhile, in our BT-based verification scheme, we apply
our reputation scoring mechanism to efficiently reduce the
computation cost, particularly in the case when illegal
signatures appear in the batch. Illegal signatures produced by
adversaries may pose a severe consequence to the recipient.
Meanwhile, detecting it in a group of messages can be
a difficult and time-consuming process [13]. Therefore,
to improve the situation, by implementing our BT-based
authentication scheme, RSU will get a substantial assist to
speed up the verification process.

For a better understanding, the rest of this paper is orga-
nized as follows. In Section II, we review the related work.
Section III introduces preliminaries about the system design,
security and privacy requirements, concepts of bilinear maps,
and a brief explanation about reputation management. Our
proposed scheme is conveyed in Section IV. In Section V,
we discuss the illegal signature identification scheme with
BT-based batch verification. Meanwhile, Section VI dis-
cusses the efficiency of the BT-based scheme with our
vehicle reputation mechanism is presented. The security and
performance analyses of our scheme are in Section VII.
Finally, the conclusion is conveyed in Section VIII.

II. RELATED WORK
In 2016, Vijayakumar et al. [14] proposed symmetric key-
based dual authentication and dual key group management
security protocol to improve security in VANETs. The
scheme intends to avoid a malicious vehicle M using
the secret key of any legitimate number for participat-
ing in VANETs. It relies on the fingerprint and hashes
code (HC) for the authentication process. The authors
claimed that the mechanism could withstand the replaying
attack by appending it with an updated timestamp and
the packet’s transmission. Another notable authentication
scheme based on identity-based cryptography was proposed
by Tzeng et al. [15] in 2017. They improved Lee and
Lai’s [16] scheme by revealing its vulnerability to the identity
privacy-preserving attack, the forgery attack, and the anti-
traceability attack. It has proven that their scheme is survived
against security and privacy requirement issues, such as mes-
sage authentication, identity privacy-preserving, traceability,
non-repudiation, unlinkability, and replay attacks. They also
gave amore effective computation and communications delay
value compared with any equivalent bilinear identity-based
batch verification (IBV) schemes [17].

In 2017, Azees et al. [18] proposed a public key
infrastructure-based (PKI-based) efficient anonymous authen-
tication scheme with conditional privacy-preserving (EAAP)
in VANETs. EAAP provides both V2I and V2V communi-
cations. In EAAP, TA doesn’t require storing the vehicle’s
and RSU’s certificates. Instead, it is self-generated by itself.
EAAP has two authentications processes: in vehicle side and
the RSU side. Vehicle must register themselves to TA before
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TABLE 1. Literature survey.

TABLE 2. Notations of this paper.

getting communicate to another vehicle (V2V). Then vehicles
must authenticate themselves to any RSUs in every area,
in order to obtain particular location-based safety information
(LBSI). The scheme itself was declared secure against
impersonation attacks, bogus message attacks, message
modification attacks, and providing privacy preservation and
anonymity during the authentication of vehicles and RSUs.

However, in 2020, Gu et al. [19] show if Azees et al.’s
EAAP is vulnerable against location tracking attacks, and in
case of dispute, M cannot be traced by the TA. Compared
to Azees et al.’s [18] scheme, Gu et al.’s scheme realizes
a mutual authentication between OBU and RSU, RSU
is authenticated without using a certificate, prevents the
anonymous identity of the vehicles from being monitored and
tracked, and uses a new tracking method forM.

Meanwhile, related to the idea of the BT-based scheme,
in 2009, Jiang et al. [20] proposed an idea of a robust signature

scheme in V2I communication called binary authentication
tree (BAT). The scheme efficiently diminishes the bottleneck
issue in batch verification performance and so significantly
reduced computational overhead. In BAT, the RSUs can
quickly distinguish bogus messages from all the authentic
ones, allowing them to withstand message flooding attacks to
a great extent. However, in 2012, Wang et al. [21] discovered
that Jiang et al.’s BAT cannot resist the forgery attack.
They launch two types of attacks on any message, in which
the adversary can counterfeit the batch verification and the
signatures of the other vehicles. In the first case, any signer
can remove any other user’s components from the batch
verification process. In 2013, Shim [35] also shows that
Jiang et al.’s BAT scheme is insecure against forgery attacks,
replay attacks, and Sybil attacks. All of the related works are
shown in Table 1.

III. PRELIMINARIES
In this section, we introduce the system design, security and
privacy requirements, the concept of a bilinear mapping oper-
ation, and a brief explanation about reputation management.

A. SYSTEM DESIGN
The two-layer concept in VANETs, with TA on the top, while
RSUs and OBUs on the lower layer, have been introduced by
Zhang et al. [10]. The task and function of each entity have
been briefly described in Section I. Referring to [15], in our
VANETs ecosystem, we assume:

1) TA is uncompromised;
2) Only TA that can reveal the real identity of the other

entity;
3) TA - RSU communicate through a secured wireline

networks;
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FIGURE 2. Vehicle and RSU registration - vehicle signing phases.

4) RSU are semi-trusted (trusted but curious, it may reveal
the privacy of the vehicle);

5) TPD is assumed to be credible.

B. SECURITY AND PRIVACY
The following are the description of security and privacy
requirements that must hold in VANETs [14], [15], [22].

1) MESSAGE AUTHENTICATION
The implementation of the message authentication method
is intended to allow the vehicle or RSU, to differentiate
the original message from the bogus message. Furthermore,
message authentication is also applied to resist modification
and impersonation attacks.

2) NON-REPUDIATION
This requirement will give the message receiver a guarantee
about the integrity and authenticity of the information
they receive. The sender of the message cannot deny the
information they have sent.

3) IDENTITY PRIVACY-PRESERVING
A sender of a message should be anonymous within a set
of potential senders. As the user’s real identity will be
converted to an anonymous identity through TPD assistance.
Therefore, without knowing the private master key of the
TPD, an adversary cannot reveal the legitimate user’s real
identity. However, to reach accountability, only conditional
anonymity is possible in VANETs, which is also related to
traceability.

4) TRACEABILITY
The trusted authority (TA) should be able to reveal the real
identities of the anonymous identities of the user in the case
of a dispute. Traceability is also called conditional anonymity.

5) REPLAYING ATTACK RESISTANCE
The networks could endure a passive data capture and subse-
quent retransmission to produce an unauthorized message by
the adversaries.
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FIGURE 3. RSU verification - group key generation phases.

6) UNLINKABILITY
An adversary vehicle (or RSU) should not link two
or more subsequent pseudonym messages of the same
vehicle.

C. BILINEAR MAP
The bilinear map ê could be obtained from the modified
Weil [23] or Tate pairings [24] on elliptic curves. Its security
and complexity lie in the computational Diffie-Hellman
problem (CDHP), which is believed to be hard to solve [25].
Let G1 be a cyclic additive group generated by P, and G2 is
a cyclic multiplicative group with the same prime order q.
Let ê : G1 × G1 → G2 be a bilinear map if it satisfies the
following properties:

1) Bilinear: For all P,Q,R ∈ G1, we have ê(Q,P+ R) =
ê(P,Q + R) = ê(Q,P) · ê(Q,R). For any a, b ∈ Z∗q ,
ê(aQ, bP) = ê(bQ, aP) = ê(Q,P)ab.

2) Non-degenerate: ê(P,Q) 6= 1.
3) Computable: For any P,Q ∈ G1, there is an efficient

algorithm to compute ê(P,Q).

As G1 is a cyclic additive group generated by P, given
P, aP, bP ∈ G1, and a, b ∈ Z∗q are unknown values. The
CDHP is hard, because there is no polynomial time algorithm
that can discover abP ∈ G1.

D. REPUTATION MECHANISM
In this paper, we are applying a reputation scoringmechanism
for minimizing the computation cost of the BT-based verifi-
cation scheme. In general, reputation management schemes
are used for building trust among entities in VANETs. Based
on the reputation values, vehicles may pick trustworthy
messages sent by others that are intended for themselves.

In general, the trust models in VANETs can be classified
into three categories: (i) entity-centric, (ii) data-centric, and
(iii) the combined trust models [26]. Briefly described, entity-
centric and data-centric trust management is focused on
evaluating the trustworthiness of the vehicles and the received
data, respectively. Meanwhile, the combined trust model
integrates the entity-centric and data-centric mechanisms to
establish trust in VANETs. In this work, we concentrate on
the improved entity-based trust management method to aim
for faster computation. It would be easier to arrange the
signatures sequentially from the highest reputable vehicle to
the lowest one by sorting all signature value coming to the
batch.

To emphasize our point about reputation management’s
role in this work, we make assumptions about real-world
applications. The first assumption is in VANETs majority
of the vehicles are considered honest. So, in the following
section, we will work with a small amount number of
forged signatures. Second, we argue that vehicles with
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low-reputation scores tend to be more malicious than the
high-reputation ones. Therefore, to increase the efficiency
of finding illegal signatures in the batch, the BT-based
scheme is used to maximize the opportunity for having
the best scenario more often. A detailed explanation of
the implemented reputation management system will be
discussed in Section VI.

IV. BATCH VERIFICATION FOR TRAFFIC INFORMATION
As mentioned in Section I, our scheme is built based on
Liu et al.’s [12] SEGKA scheme. By modifying its vehicle
signing, RSU verification, group key generation, group
member joining, and group member leaving phases, we made
our improvement. Still adapting the full seven phases of
the SEGKA, our proposed scheme consists of: parameter
initialization, vehicle and RSU registration, vehicle signing,
RSU verification, group key generation, group member
joining, and group member leaving phases. To comprehend
the scheme’s procedure, notations throughout this paper are
presented in Table 2.

A. PARAMETER INITIALIZATION
In this early phase, TA generates initial system parameters
params for vehicles and RSU. First, it selects a cyclic additive
groupG1 generated byP, and a cyclicmultiplicative groupG2
with the same prime order q, to construct a bilinear map ê :
G1 × G1 → G2. Then, TA selects a secret parameter s ∈ Z∗q
as its master key and computes Ppub = sP as its public key.
TA selects a map-to-point hash function H (·) : {0, 1}∗→ G1
and a one-way hash function h(·) : {0, 1}∗ → Z∗q . Finally,
TA broadcasts params = {G1,G2, ê, q,P,Ppub,H (·), h(·)} to
vehicles and RSU in the network.

B. VEHICLE AND RSU REGISTRATION
Vehicle owners will directly go to the TA during the (offline)
registration process. They must provide information such as
name, address, email address, phone number, etc. to the TA.
Then, TA registers both vehicles Vi and RSU for being able
to communicate in VANETs. The ai and bi denote a shared
secret key of TA - Vi and a shared secret key of Vi - RSU,
respectively. TA computes ci = sH (ai ⊕ RIDi) and sends
REGV = RIDi ‖ ai ‖ bi ‖ ci to Vi. Finally, TA computes Vi’s
verification VIDi = ai ⊕ RIDi and sends REGRSU = VIDi ‖
bi to RSU. The process of this phase is shown in Figure 2.

C. VEHICLE SIGNING
In this phase, Vi selects a random nonce ri ∈ Z∗q to generates
its pseudo-identity PIDi = (PIDi,1,PIDi,2), where PIDi,1 =
riP and PIDi,2 = ai⊕TIDi⊕H (biPIDi,1). Then, Vi computes
its signature σi = ci + bicih(Mi), whereMi = PIDi ‖ Ti, and
Ti is the signing time. Finally, Vi sends Xi = ENCPKRSU (ri ‖
PIDi ‖ σi ‖ Ti) to RSU, with PKRSU = SKRSUP is the public
key of RSU. The diference towards [12], they do not encrypt
(ri ‖ PIDi ‖ σi ‖ Ti). The process of this phase is shown in
Figure 2.

D. RSU VERIFICATION
Upon receiving Xi from Vi, RSU decrypts Xi using its secret
key DECSKRSU (ENCPKRSU (ri ‖ PIDi ‖ σi ‖ Ti)) and checks
the freshness of Ti. In the single verification mode, RSU
verifies σi by checking whether (1) holds or not.

ê(σi,P)

= ê(ci + bicih(Mi),P)

= ê(ci,P) · ê(bicih(Mi),P)

= ê(sH (ai ⊕ RIDi),P) · ê(bisH (ai ⊕ RIDi)h(Mi),P)

= ê(H (VIDi), sP) · ê(biH (VIDi)h(Mi), sP)

= ê(H (VIDi),Ppub) · ê(biH (VIDi)h(Mi),Ppub)

= ê(H (VIDi)(1+ bih(Mi)),Ppub) (1)

Meanwhile, in the batch verification mode, RSU verifies
σi by checking whether (2) holds or not.

ê

(
n∑
i=1

viσi,P

)

= ê

(
n∑
i=1

vi(ci + bicih(Mi)),P

)

= ê

(
n∑
i=1

vici,P

)
· ê

(
n∑
i=1

vibicih(Mi),P

)

= ê

(
n∑
i=1

visH (ai ⊕ RIDi),P

)

· ê

(
n∑
i=1

vibisH (ai ⊕ RIDi)h(Mi),P

)

= ê

(
n∑
i=1

viH (VIDi), sP

)

· ê

(
n∑
i=1

vibiH (VIDi)h(Mi), sP

)

= ê

(
n∑
i=1

viH (VIDi),Ppub

)

· ê

(
n∑
i=1

vibiH (VIDi)h(Mi),Ppub

)

= ê

(
n∑
i=1

viH (VIDi)(1+ bih(Mi)),Ppub

)
(2)

When both of (1) and (2) are hold, so the vehicles are
authenticated. The process of this phase is shown in Figure 3.

E. GROUP KEY GENERATION
After σi is authenticated, the RSU will generate the group
key for vehicles in its area. RSU selects a random nonce
dRSU ∈ Z∗q , and computes Di = dRSUPIDi,1 and KRSU =
ê (DG, dRSUP), with DG =

∑n
i=1Di. In this phase, our

modification towards the SEGKA, DG is computed in the
RSU rather than in Vi. Then, RSU computes its signature
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σRSU = SKRSUH (D), where D = DG ‖ D1 ‖ D2 ‖

· · · ‖ Dn, and broadcasts Z = σRSU ‖ D to vehicles
in its area. After receiving Z , Vi verifies σRSU by checking
whether ê(σRSU ,P) = ê(H (D),PKRSU ) holds or not. If yes,
Vi computes the group key Ki = ê

(
DG, r

−1
i Di

)
. The process

of this phase is shown in Figure 3.

F. GROUP MEMBER JOINING
When a new vehicle Va joins the network, it will selects
a random nonce ra ∈ Z∗q to generates its pseudo-identity
PIDa = (PIDa,1,PIDa,2), where PIDa,1 = raP and PIDa,2 =
aa ⊕ RIDa ⊕ H (baPIDa,1). Then, Va calculates its signature
σa = ca + bacah(Ma), where Ma = PIDa ‖ Ta, and
sends Xa = ENCPKRSU (ra ‖ PIDa ‖ σa ‖ Ta) to RSU.
After receiving Xa, RSU decrypts it using its secret key
DECSKRSU (ENCPKRSU (ra ‖ PIDa ‖ σa ‖ Ta)) and check
the freshness of Ta. The RSU verifies whether PIDa,2 =
VIDa ⊕ H (baPIDa,1). If holds, RSU verifies σa by checking
whether ê(σa,P) = ê(H (VIDa)(1+ bah(Ma)),Ppub) holds or
not. If holds, RSU allowsVa for joining the network.WhenVa
joins the network, RSU will update the group key by selects
a random nonce d ′RSU ∈ Z

∗
q , recomputes D′i = d ′RSUPIDi,1,

with (1 ≤ i ≤ n) and Da = d ′RSUPIDa,1. Then, RSU
computes K ′RSU = ê

(
D′G, d

′
RSUP

)
, with D′G =

∑n
i=1D

′
i +

Da, and its new signature σ ′RSU = SKRSUH (D′), where
D′ = D′G ‖ D

′

1 ‖ D
′

2 ‖ · · · ‖ D
′
n ‖ Da. RSU broadcasts

Z ′ = σ ′RSU ‖ D′ to the new group of vehicles. Upon
receiving Z ′, vehicles will check whether ê(σ ′RSU ,P) =
ê(H (D′),PKRSU ) holds or not. If holds, compute the new
group key K ′i = ê

(
D′G, r

−1
i D′i

)
.

G. GROUP MEMBER LEAVING
When Vi leaves the network, RSU updates Ki for the
remaining n − 1 vehicles. RSU selects d ′RSU ∈ Z∗q and
computes D′i = d ′RSUPIDi,1; (1 ≤ i ≤ n − 1). Then, RSU
computes K ′RSU = ê

(
D′G, d

′
RSUP

)
, with D′G =

∑n−1
i=1 D

′
i,

and its new signature σ ′RSU = SKRSUH (D′), where
D′ = D′G ‖ D′1 ‖ D′2 ‖ · · · ‖ D′n−1. RSU broadcasts
Z ′ = σ ′RSU ‖ D

′ to the remaining vehicles. Upon receiving Z ′,
vehicles will check whether ê(σRSU ,P) = ê(H (D),PKRSU )
holds or not. If holds, compute the new group key
K ′i = ê

(
D′G, r

−1
i D′i

)
.

V. ILLEGAL SIGNATURES IDENTIFICATION WITH
BT-BASED BATCH VERIFICATION SCHEME
In 2013, Atanasiu [27] proposed a BT-based batch ver-
ification scheme for identifying illegal signatures. When
the verifier receives the messages 〈M1, σ1〉, 〈M2, σ2〉, · · · ,
〈Mn, σn〉 from the signer, the verifier will re-order these
signatures by a total order relation and perform the following
procedures to verify the illegal signature. The representative
approach of Atanasiu’s work is presented based on work
in [13].

FIGURE 4. An example of an illegal signature σ ′

7.

A. PRINCIPAL OF THE BT-BASED BATCH VERIFICATION
SCHEME
For example, there are eight signatures in the batch,
〈r1,PID1, σ1,T1〉, 〈r2,PID2, σ2,T2〉, · · · ,〈r8,PID8, σ8,T8〉
that come to the RSU. RSU will re-orders these signatures by
a total order relation: 〈r1,PID1, σ1,T1〉 < 〈r2,PID2, σ2,T2〉
< · · · < 〈r8,PID8, σ8,T8〉.

Assume there is one illegal signature σ ′7 appears in the
batch (see Figure 4). The verifier performs one-time batch
verification with all eight signatures in (3).

ê

(
8∑
i=1

viσi,P

)
?
= ê

(
8∑
i=1

viH (VIDi)(1+ bih(Mi)),Ppub

)
(3)

Since there is one illegal signature σ ′7 in the batch,
so (3) is not holds. The verifier divides these eight
signatures into two parts: part 1 (left-side of the tree
in Figure 4): [〈r1,PID1, σ1,T1〉, 〈r2,PID2, σ2,T2〉, · · · ,
〈r4,PID4, σ4,T4〉], and part 2 (right-side of the tree
in Figure 4): [〈r5,PID5, σ5,T5〉, 〈r6,PID6, σ6,T6〉, · · · ,
〈r8,PID8, σ8,T8〉]. The verifier performs one-time batch
verification with all signatures in part 1 and part 2 (see (4)
and (5)), respectively. Since there are no illegal signatures in
part 1, so (4) holds. Meanwhile, because the illegal signature
σ ′7 is located in part 2, so (5) is not holds. Then, the verifier
divides those four signatures in part 2 into two sub-parts:
part 3: [〈r5,PID5, σ5,T5〉, 〈r6,PID6, σ6,T6〉], and part 4:
[〈r7,PID7, σ7,T7〉, 〈r8,PID8, σ8,T8〉].

ê

(
4∑
i=1

viσi,P

)
?
= ê

(
4∑
i=1

viH (VIDi)(1+ bih(Mi)),Ppub

)
(4)

ê

(
8∑
i=5

viσi,P

)
?
= ê

(
8∑
i=5

viH (VIDi)(1+ bih(Mi)),Ppub

)
(5)

The iteration of these steps will continue until the illegal
signatures σ ′7 is detected. Once the verifier performs one-
time batch verification with a signature in (6), it found one
illegal signature σ ′7, therefore (6) is not holds, and the verifier
immediately knows if 〈r ′7,PID

′

7, σ
′

7,T
′

7〉 is illegal.

ê(σ7,P) = ê(H (VID7)(1+ b7h(M7)),Ppub) (6)
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FIGURE 5. The number of calculations for the best-case scenario with two
illegal signatures σ ′

1 and σ ′

2.

FIGURE 6. The number of calculations for the best-case scenario with
four illegal signatures σ ′

5, σ ′

6, σ ′

7, and σ ′

8.

From the above operation (see the red procedure in Figure 4
for {P0,P1,P2,P5,P6, σ ′7, σ8}), we can see if a BT-based
illegal signature identifying scheme can easily be applied to
the batch system.

B. ANALYSIS OF BT-BASED ILLEGAL SIGNATURES
IDENTIFICATION MECHANISM
In this subsection, we analyze the effectiveness of the
BT-based batch verification method in verifying illegal
signatures. We divide the discussion into two scenarios, the
best-case and the worst-case. In the best-case scenario, all
illegal signatures’ locations are located consecutively in the
same tree. Figure 5 and Figure 6 are two examples of the
number of calculations in the best-case scenario with two and
four illegal signatures, respectively.

On the other hand, the worst-case scenario is that all
illegal signatures’ locations are in different trees and scattered
everywhere. Figure 7 and Figure 8 are two examples of the
number of calculations in the worst-case scenario with two
and four illegal signatures, respectively.

1) THE BEST-CASE SCENARIO
If there are b illegal signatures in the n messages, the
number of calculations Tbest in the best-case scenario can be
determined using (7)

Tbest ≤ 2[dlg ne − lg(d
b
2
e2)]+ 2dlg(d

b
2 e2)e+1 − 1 (7)

Since we are using a ceiling function, the number of
calculation Tbest for one and two illegal signatures are the
same. In the best scenario, if we have two illegal signatures
(σ ′1 and σ

′

2) in the eight messages, the number of calculations

FIGURE 7. The number of calculations for the worst-case scenario with
two illegal signatures σ ′

1 and σ ′

8.

FIGURE 8. The number of calculations for the worst-case scenario with
four illegal signatures σ ′

2, σ ′

4, σ ′

6, and σ ′

8.

FIGURE 9. The number of calculations for the best-case scenario with
three illegal signatures σ ′

6, σ ′

7, and σ ′

8.

Tbest is seven exponential operations (see the numbers of red
operation {P0,P1,P2,P3,P4, σ ′1, σ

′

2} in Figure 5 and (8)):

Tbest ≤ 2[dlg 8e − lg(d
2
2
e2)]+ 2dlg(d

2
2 e2)e+1 − 1

≤ 2(3− 1)+ 22 − 1

≤ 7 (8)

If there are three illegal signatures (σ ′6, σ
′

7 and σ ′8)
in the eight messages (see Figure 9 and (9)), the num-
ber of calculations Tbest is nine exponential operations
{P0,P1,P2,P5,P6, σ5, σ ′6, σ

′

7, σ
′

8}. Those number of calcula-
tions is the same as if we have four illegal signatures in eight
messages as seen in Figure 6. We still have to compute σ5
even though it is not illegal.

Tbest ≤ 2[dlg 8e − lg(d
3
2
e2)]+ 2dlg(d

3
2 e2)e+1 − 1

≤ 2(3− 2)+ 23 − 1

≤ 9 (9)
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FIGURE 10. The number of calculations for the worst-case scenario with
two illegal signatures σ ′

1 and σ ′

8.

FIGURE 11. The number of calculations for the worst-case scenario with
four illegal signatures σ ′

2, σ ′

4, σ ′

6, and σ ′

8 in the eight messages.

2) THE WORST-CASE SCENARIO
If there are b illegal signatures in the nmessages, the number
of calculations Tworst in the worst-case is shown in (10).

Tworst ≤ (2dlg be − 1)+ b[1+ 2(dlg ne − dlg be)] (10)

So, let two illegal signatures (σ ′1 and σ
′

8) appear in the eight
messages as depicted in Figure 7, the number of calculations
Tworst is 11 exponential operations (see Figure 10). Even
though it is just σ ′1 and σ ′8 that being illegal, (11) still need
to compute σ2 and σ7, because they are located in the same
tree.

Tworst ≤ (2dlg 2e − 1)+ 2[1+ 2(dlg 8e − dlg 2e)]

≤ (21 − 1)+ 2(1+ 4)

≤ 11 (11)

So, if we have four illegal signatures σ ′2, σ
′

4, σ
′

6, and σ
′

8
that located in the different tree, the number of calculations
become 15 exponential operations (see Figure 11).

Tworst ≤ (2dlg 4e − 1)+ 4[1+ 2(dlg 8e − dlg 4e)]

≤ (22 − 1)+ 4(1+ 2)

≤ 15 (12)

VI. IMPROVING THE EFFICIENCY OF BT-BASED BATCH
VERIFICATION SCHEME
As discussed in Section V, to identify the illegal signatures
that could appear in the batch, we have applied a BT-based
scheme to address the forged signature’s location. However,
by such implementation, we still have a probability of having

a worst-case scenario, in which the forged signatures could
be scattered in the tree. By those conditions, we will suffer
from a high computational cost.

To improve efficiency, we implement a reputation scoring
mechanism for every vehicle in the network. The reputation
algorithm used in this work aims to arrange all vehicles’
reputation value in the table. By giving every vehicle a
reputation score, we can arrange the signatures sequentially
from the highest-reputable vehicle to the lowest. Therefore,
with avowed assumptions in Section III.D, we try to make
the probability of the best scenario appearing in the batch as
frequent as possible. To implement those scenarios, we have
to ensure the signatures from the low-reputation vehicles are
arranged in the same branch of the tree. A message will be
considered a trusted one if transmitted by a high-reputation
vehicle and vice versa.

In [28], Hussain et al. proposed a hybrid (combined) trust
model for vehicular social networks. To calculate trust, each
node j calculates the trust value for its neighbor i based
on two factors: a direct encounter between i and j, and
endorsement by i’s neighbors of message broadcasted by i.
Relatively similar with [28], Dong et al. [29] also propose a
reputation management scheme that involves the neighbors
as the whole determinant of its scoring system. However,
not like [28], Dong et al. propose their idea to work in a
blockchain environment.

Meanwhile, a recent study in the data-centric trust model
was proposed by Su et al. [30]. They offer a centralized
reputation mechanism for detecting malicious information
dissemination among vehicles in 5G networks. It will decide
whether to trust a received message or not according to the
reputation value of the sender. Meanwhile, the validation
process of the collected information would be conducted
later.

From all of those mentioned schemes [28], [29], [30],
they have a similarity in how they use neighbor’s validation
and their trust value as part of the assessments. By slightly
modifying their idea, we consider the neighboring vehicles
as the partial contributor to every user’s reputation value.
We consider the current reputation value rep(t)i is a mixed
between vehicle Vi’s previous reputation score rep(t−1)i
and the current neighbor’s validation value. The scoring
mechanism is done by fellow vehicles in a peer-to-peer
manner, even though our authentication scheme is V2I-based.

rep(t)i =
1
2

[
rep(t−1)i +

(∑n
j=1 p

(t)
ij rep

(t)
j∑n

j=1 rep
(t)
j

)]
, with i 6= j (13)

In above equation, rep(t)i refers to vehicle’s Vi reputation at
time t , while rep(t−1)i is Vi’s previous reputation at time t−1.
On the neighbor’s side, p(t)ij refers to current validation results

of a message sent by Vi to Vj, at time t . Meanwhile, rep(t)j
refers to reputation of vehicle Vj (V2V) at time t . Since we
consider a V2I communication in our approach, p(t)ij refers
to the current validation results of a message sent by Vi to
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TABLE 3. Five-star reputation rating.

FIGURE 12. The vehicle-RSU interaction.

RSU. The operation of
∑n

j=1 p
(t)
ij rep

(t)
j refers to accumulation

of validation from all vehicles toward Vi, with n represents
the total number of vehicles in the system.

By calculating (13), we can see if the current reputation
rep(t)i is composed by the average value of the Vi’s previous
reputation value rep(t−1)i , and added up by neighboring
vehicle’s current validations value

∑n
j=1 p

(t)
ij rep

(t)
j . However,

by considering real-world applications, the majority of
vehicles are honest; we assume if the assessment that comes
from neighboring vehicles is fair.

To make a substantive approach towards how the neighbor
vehicles Vj validate the Vi, we use a five-star rating concept as
the assessment method. This common practice will let users
quickly rate other vehicles’ information based on their real
perception. The five-star reputation rating and its value are
represented in Table 3.
Suppose we are given eight vehicles in the networks
{V1,V2,V3,V4,V5,V6,V7,V8}, with RSU receiving mes-
sages from the entire neighborhood (see Figure 12). Every
reputation score of each vehicle presented in Figure 12 is
stated in time t − 1.

To simplify the implementation of our reputation value
in this context, we are setting several assumptions. First,
we assume if every vehicle broadcasts the same accurate
information that is equally correct to RSU. Second, every
vehicle will give the same valuation p(t)ij to any particular
vehicle. Hence, by implementing (7), we now have,

rep(t)1 =
1
2
[0.87+ ((0.8× 0.78)+(0.8×0.7)+(0.8×0.65)

+ (1× 0.8)+ (1× 0.9)+ (0.8× 0.75)

+ (1× 0.83)+ (1× 0.85))/6.26]

=
1
2

[
0.87+

(
5.684
6.26

)]
= 0.889
...

TABLE 4. The current reputation score at time t .

rep(t)8 =
1
2
[0.83+ ((1× 0.87)+(0.8× 0.78)+ (0.8× 0.7)

+ (0.8× 0.65)+ (1× 0.8)+ (1× 0.9)

+ (0.8× 0.75)+ (1× 0.85))/6.3]

=
1
2

[
0.83+

(
5.724
6.3

)]
= 0.8693

After getting all updated reputation values (rep(t)1 to rep(t)8 )
from each vehicle in the network, vehicle RSU as the receiver
can sort each sender’s reputation score from the highest to the
lowest (see Table 4). Each reputation value rep(t)i represents
its corresponding signature σi. By using a common sort tree
algorithm, we can arrange the signature from the highest
reputation value or vice versa to maximize the best-case
scenario probability.

VII. SECURITY AND PERFORMANCE ANALYSIS
In this section, we analyze the security and performance of
the proposed scheme, which includes non-repudiation, iden-
tity privacy-preserving, message authentication, traceability,
resistance to replay attacks, unlinkability, backward secrecy,
and forward secrecy, as follows.

A. SECURITY ANALYSIS
1) MESSAGE AUTHENTICATION
Message authentication is the most fundamental security
requirement to confirm the legitimacy of a message’s source
and its integrity in any communication [16]. Our proposed
scheme employs a one-way hash function h(·) to protect
message Mi in signature σi. Without knowing the shared
secret value of ai and bi, that lead to ci, it is inaccessible to
forge a valid σi. Moreover, since we believe that the CDHP
in G1 is hard to solve, it is difficult to derive the ci from s, ai,
and RIDi. Therefore, Mi that is sealed by h(·) is unforgeable,
and the message authentication requirement is achieved.

2) NON-REPUDIATION
The vector vi is used to avoid user swap of the Mi and
σi [16]. If the adversary A wants to deny the signatures by
swappingMi and σi, his/her signatures will result in the batch
message verification failing. We perform the small exponent
test that previously conducted in [31] and [32]. Givenly P is a
generator inG1, we have (σ1, y1), (σ2, y2) , · · · , (σn, yn), with

133878 VOLUME 10, 2022



E. F. Cahyadi, M.-S. Hwang: Lightweight BT-Based Authentication Scheme for Illegal Signatures Identification in VANETs

σi ∈ Zp and yi ∈ G1, check if ∀i ∈ {1, 2, · · · , n} : ê(σi,P) =
ê(yi,Q), by doing the following steps:
• Selects random parameters l1, l2, · · · , ln ∈ {0, 1}l

• Compute A =
∑n

i=1 liyi and B =
∑n

i=1 liσi
• If ê(B,P) = ê(A,Q), then accept, otherwise reject.
The batch instance will be (σ1, y1), (σ2, y2),· · · , (σn, yn),

with yi = (H (VIDi)(1 + bih(Mi)),Ppub). The verification of
the signature consists of checking operation that ê(σi,P) =
ê(yi,Q). If A wants to make false multiple digital signatures
σi valid, he/she must make those operation holds. Since A
did not know the values of l that leads to the value of vi, it is
difficult for A to make ê(σi,P) = ê(yi,Q) holds.

3) IDENTITY PRIVACY-PRESERVING
To get a PIDi = {PIDi,1,PIDi,2}, user must input their RID
and PWD, then verified by the TPD. Since PIDi,1 = riP
and PIDi,2 = ai ⊕ RIDi ⊕ H (biPIDi,1), so A can try to
retrieve RIDi by doing RIDi = ai ⊕ VIDi = ai ⊕ PIDi,2 ⊕
H (biPIDi,1). However, since we believe that computational
Diffie-Hellman problem (CDHP) used in the bilinear pairing
operation is hard, hence we argue that A cannot obtain any
vehicle’s Vi real identity RIDi easily [10], [33].

4) TRACEABILITY
Related to the previous elaboration where RIDi = ai ⊕
VIDi = ai ⊕ PIDi,2 ⊕ H (biPIDi,1), since only TA and the
particular vehicle Vi who know the value of ai, so in the
case of dispute, TA can reveal the RIDi of all vehicles in the
network.

5) RESISTANCE TO REPLAYING ATTACK
In the vehicle signing phase, we employ a timestamp Ti in
Xi = ENCPKRSU (ri ‖ PIDi ‖ σi ‖ Ti) to ensure the freshness
of the message. RSUwill decrypt the message and receive the
latest message from vehicles. Meanwhile, A cannot replay
the message since it has been encrypted using RSU’s public
key, and only the RSU can decrypt it using its private key.

6) UNLINKABILITY
During the vehicle signing phase, a pseudo-identity
PIDi = {PIDi,1,PIDi,2} is utilized to generate the signature
σi. To create PIDi,1 = riP, we use a different random number
ri ∈ Z∗q . Meanwhile, to generate σi = ci + bicih(Mi),
we employ a timestamp Ti in Mi = PIDi ‖ Ti. Therefore,
any A attempting to link two or more consecutive signatures
may fail since the message’s contents change each time the
pseudo-identity and timestamp change.

7) BACKWARD SECRECY
Backward secrecy means any newly joining vehicles cannot
obtain the previous group key, even if it has the current one.
As a result, they are unable to read the group’s previous
conversations. When a new vehicle joining the network, RSU
will generate a new random nonce d ′RSU ∈ Z∗q , to compute
D′i = d ′RSUPIDi,1, Da = d ′RSUPIDa,1, D

′
G =

∑n
i=1D

′
i + Da,

and σ ′RSU = SKRSUH (D′), where D′ = D′G ‖ D
′

1 ‖ D
′

2 ‖

· · · ‖ D′n ‖ Da. RSU then broadcasts Z ′ = σ ′RSU ‖ D
′ to

vehicles in its area. After receiving Z ′ and validating σ ′RSU , all
vehicles, including the new one, compute the new group key
K ′i = ê

(
D′G, r

−1
i D′i

)
. Therefore, the newly joining vehicle

don’t have any opportunity to obtains the old group key Ki,
and infiltrate any previous communication.

8) FORWARD SECRECY
Forward secrecy means any leaving vehicles cannot obtain
the future group’s key, even if it has the current one.
As a result, they are unable to read the group’s future
conversations. When a vehicle leaving the network, RSU will
generate a new random nonce d ′RSU ∈ Z

∗
q , to compute D′i =

d ′RSUPIDi,1, D
′
G =

∑n
i=1D

′
i, and σ

′
RSU = SKRSUH (D′),

where D′ = D′G ‖ D′1 ‖ D′2 ‖ · · · ‖ D′n−1. RSU
then broadcasts Z ′ = σ ′RSU ‖ D′ to vehicles in its area.
After receiving Z ′ and validating σ ′RSU , all current vehicles

compute the new group key K ′i = ê
(
D′G, r

−1
i D′i

)
. Therefore,

the leaving vehicle don’t have any opportunity to obtains the
new group key Ki, and infiltrate any future communication.

B. PERFORMANCE ANALYSIS
This subsectionmainly discusses the comparison of computa-
tion complexity between ours and the other related schemes,
as presented in Table 5. Related to the rapid topology shift
in VANETs, verification delay becomes the most critical
process to address because it could affect information value.
Let PC is a pairing operation cost, SC is a scalar

multiplication cost, HC is a map-to-point hash function cost,
and EC is an exponentiation operation cost in G1. We adopt
an experiment in [34], which observes computation overhead
in Python charm cryptographic library, on Intel Core i7-
4765T 2.00 GHz and 8 GB RAM machine. The following
results are obtained: PC is 1.34 ms, SC is 5.13 µs, HC is
0.0065 ms, EC is 2.03 ms. In Table 4, we only focus on
comparing our scheme with the existing schemes proposed
by Liu et al. [12], Tzeng et al. [15], Azees et al. [18],
Gu et al. [19], Jiang et al. [20], Wang et al. [21], and
Shim et al. [35], in batch signatures verification process, with
and without b ≥ 1 fake signatures.
In Table 5, we can see both of Liu et al.’s [12] and our

improved scheme use the same constant 3PC+SC operation
in the batch verification phase. In the n authentic signatures
verification process, the number of pairing operation costs is
stay constant for 3PC + SC (as well as Tzeng et al.’s [15]
scheme for 2PC + SC). Meanwhile, the computation cost
of other schemes will linearly increase with the number
of signatures. In Figure 13, we can see a substantial gap
between Azees et al.’s [18] and Gu et al.’s [19] schemes,
towards the other schemes. This happens because the pairing
cost PC operation is affected by the increasing number
of n received messages. Meanwhile, as seen in Figure 14,
Tzeng et al.’s [15] scheme gives the best result in the n
authentic signatures verification process among all compared
schemes.
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TABLE 5. Performance comparison of the batch signatures verification schemes.

TABLE 6. Performance comparison with four fake signatures in 512 authentic ones.

FIGURE 13. Verification cost of n authentic signatures.

However, as seen in Table 5, Tzeng et al.’s [15] scheme
does not have a mechanism for verifying n signatures with
b ≥ 1 fake signatures appearing in the batch. Therefore, their
scheme is not supposedly suitable to encounter a situation,
that possibly happens in the real world, where the adversary
broadcasts forged messages to the network. At this stage,
when such a condition happens, from the above-compared
schemes, only Jiang et al.’s [20], Wang et al.’s [21], and
our schemes, that have an illegal signatures identification
property. Based on the discussion in Section I, a verifier
(RSU or vehicle) has to verify around 600 messages per
second. To simplify the calculation, we assume there are
512 messages (n) that come to an RSU with four messages
(b) presumably forged. In Jiang et al.’s scheme, it takes
5.30656 ms to verify 512 authentic signatures. Meanwhile,

FIGURE 14. Verification cost of n authentic signatures without [18]
and [19].

when there are four fake signatures appear in 512 messages,
their scheme takes 49PC + 512SC = 68.28656 ms.
For the same case in Wang et al.’s scheme, it takes
10.55968 ms to verify 512 authentic signatures, and 49PC +
4600SC = 89.258 ms for four fake-included signatures
verification. Finally, our scheme only needs 4.02513 ms and
29.48513 ms for without and with four fake signatures from
512, respectively. This result indicates that our proposed
scheme can endure the fake signature attacks and provide
light computation. This thing is guaranteed by our sorting
reputation mechanism that allows our BT-based scheme to be
in the best-case scenario state for most of the time. Compared
to Jiang et al.’s scheme, which is counted in an average
evaluation between best-case and worst-case boundaries. The
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FIGURE 15. Verification cost of n = 512 authentic signatures with
b = 4 illegal signatures.

performance comparison with b = 4 and n = 512, between
Jiang et al.’s, Wang et al.’s, and our schemes are shown in
Table 6 and Figure 15.

To sum up, this paper’s idea is to enhance the features of
our batch verification scheme. Our scheme can efficiently
detect a modest amount of illegal signatures that appear in
the batch. By giving b fraudulent signatures, the number of
pairing operations is becoming high if they are uniformly
distributed throughout the leaf nodes. The number of pairing
procedures is reduced when they are distributed in the
batch. Combined with the proposed reputation manage-
ment, a particular user can batch verifying the received
signature that comes to them. After assessing the sending
vehicles’ trustworthiness, the subsequent sorting operation
can be used to keep the computation low. By such an
improvement, when the receiver has all-legal signatures, then
the message authentication protocol can handle it well by
default. Meanwhile, if the receiver has illegal signatures
in the batch, the proposed BT-based batch verification
scheme with a reputation management method can eminently
complement it.

VIII. CONCLUSION
In this paper, we have proposed a lightweight, robust,
and practical authentication scheme for V2I (that also
could be applied in V2V) communications in VANETs.
The security analysis shows that our scheme could with-
stand non-repudiation, identity privacy-preserving, message
authentication, traceability, resistance to replaying attacks,
unlinkability, and backward-forward secrecy. To significantly
improve the system performance and prevent it from losing
its efficiency, we include an extension in our BT-based
batch verification scheme as our main point. Our reputation
mechanism can guarantee the best-case scenario will appear
asmuch as possible, which keeps the number of computations
in finding the illegal signature low. This mechanism can be

beneficial for applied in VANETs’ environment, particularly
for a modest amount of illegal signatures. Because in the
real world, we argue if there are more honest people than
dishonest ones.
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