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ABSTRACT During the current pandemic, telemedicine applications encourage radiologists to consult
patients remotely. Medical images are typically sent over the internet for easy access when diagnosing a
patient. Intruders can manipulate these images during communication. Therefore, we require a method of
authentication for these images that is capable of authenticating these images before diagnosis. To address
these issues, a watermarking scheme has been developed within the scope of this paper. The foundation
of anticipated watermarking system is Regions of Interest (ROI), using FRT to RONI, and converted into
blocks; afterward, Hessenberg decomposition is applied on blocks selected by means of fuzzy logic. The
binary watermark is quantized into the medical image. It has made the watermarking system non-fragil
and secure.The proposed scheme’s performance is evaluated on various attack situations, including noise
and scale assaults. Watermarked pictures with enhanced PSNR ranging from 56.9902 to 57.2356 have been
produced using the proposed technique. In particular, we achieved high NC values of 0.9801 on applying
image processing attacks. A series of tests are performed on the system to determine its sensitivity, and the
results are compared to protocols. The simulation results demonstrate that the suggested solution offers a
high level of security while being imperceptible and robust to various attacks.

INDEX TERMS FRT, ROI, fuzzy, Hessenberg, watermarking.

I. INTRODUCTION

With the advent of the internet, digital-multi-media (DM)
may be rapidly disseminated around the globe. Media files are
being freely duplicated, shared, and disseminated. This ben-
efit can sometimes lead to accidental violations of copyright
law, which is why copyright protection is essential. Digital
watermarking (DW) is a method of copyright protection [1].
When using this method (DW), information (a watermark)
is permanently included in a multimedia file. If you need
evidence that a DM belongs to you, a digital watermark might
assist. Information may be retrieved from multimedia that has
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been watermarked when necessary [2], [3]. Copyright protec-
tion using DWs is becoming increasingly commonplace in the
telemedicine industry.

X-ray, MRI, CT-scan, and ultrasound images are all exam-
ples of diagnostic procedures that routinely make use of
digital imaging technology. De-noising [4], segmenting [5],
and compressing [6] medical images such that textures [7]
may be extracted. Therefore, these medical images are widely
disseminated [8], [9], [10] both within the hospital intranet
and online. All of the medical images are stored in the
hospital’s database using DICOM criteria [11], [12]. There
is a risk of intentional or unintentional manipulation due
to the widespread dissemination of medical photographs.
Consequences in terms of life-threatening diagnoses might be
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quite serious. Therefore, it is crucial to strongly stress
integrity and authenticity while conveying medical pho-
tographs both inside and outside of the institution. [13], [14].
In order to assert the validity of medical images, digital
watermarking is a better solution. Usually, medical pho-
tographs contain image metadata and patient facts relating
to the patient’s medical report [15]. DICOM standard indi-
cates that the image header comprises the generic metadata
structure [16]. The metadata describes the patient informa-
tion, medical imaging, and acquirement attributes. This infor-
mation is vulnerable to being lost or manipulated, making
the resultant image suspect. DW is a well-known strategy
for handling the problem of unintended changes to medical
images. In literature, integrity, authenticity, imperceptibility,
and reversibility garnered little attention which are the key
characteristics of any watermarking mathod [11], [13].

In conventional watermarking, the watermarks are per-
manently entrenched into the whole of the cover image by
modifying certain data. It is possible to separate a medical
image into a diagnostic region of interest (RIO) and a non-
diagnostic background region of interest (RONI) [17], [18].
It is possible to employ the ROI to permanently embed the
watermark that causes pixel distortion and, ultimately, the
incorrect diagnosis, in medical photos. Since this area is of
little diagnostic value, RONI is employed to firmly plant the
watermark there. Since the perceptual quality might modify
the visual effect of medical diagnosis digital images, they
are rigorously limited to prevent any distortion. In addition
to posing a direct hazard to the patient’s life, the risk of a
misdiagnosis increases when such data is tampered with [13].
Numerous frequency-domain watermarking techniques have
been developed to ensure reliability. Multiresolution repre-
sentation, frequency localisation, and multi-scale analysis are
all available in the frequency-domain, making it a useful tool
for JPEG image standards [19], [20], [21]. However, ROI and
RONI are components of digital medical images. Researchers
have claimed that the region of interest (RONI) in a medical
image should be carefully chosen so that a watermark may
be embedded safely there since it comprises non-essential
information and conveys the least amount of information.
Utilizing the spatial domain ROI, a new method of image
authentication has been presented [22]. Multiple watermark-
ing techniques have been presented in [23] for tamper detec-
tion in medical photographs as a means of regulating patient
privacy. Modulo operation on the block is used in another
suggested effort for tamper detection and recovery [24], [25].

The above study motivated us to propose, a blind water-
marking approach based on image segmentation. The tech-
nique targets medical imaging with a specific area that
requires extra focus. To increase the security of medical
images, the technique makes use of certain characteristics
inside the images themselves. The medical image is sepa-
rated into two separate areas called ROI and RONI. Further,
the color channels of the RONI area have been separated
as RGB. The green channel of RONI is transformed using
FRT to obtain the coefficients and converted into blocks of
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size 4 by 4. In order to entrench the watermark into these
blocks, the blocks are selected using fuzzy logic. Further, the
selected blocks are decomposed by Hessenberg decomposi-
tion, and finally the watermark is quantized into the Q matrix.

This paper follows the structure described below.
Section 2 provides context for our work by providing an
overview of several watermarking systems or strategies. The
proposed research plan for the watermarking embedding and
recovery procedure is outlined in Section 3. In Section 4,
we will discuss a method for watermarking, and in Section 5,
we will discuss the results of implementing this method. The
final broad conclusion is presented in Section 5.

Il. BACKGROUND AND RELATED WORK

Several methods of watermarking medical images have been
published. When it comes to watermarking, many profes-
sionals like using the frequency domain. For JPEG picture
standards, the frequency domain enables multiresolution rep-
resentation, frequency localization, and multi-scale analy-
sis [19], [20]. However, both ROI and RONI can be found in
digitised medical imaging. Many studies concluded that the
region of interest (RONI) should be appropriately selected in
a medical image since it contains non-essential information
and gives the least information, making it a good candidate
for embedding a watermark [21].

The use of chaotic systems and return on investment (ROI)
in watermarking has been increasingly common in recent
years due to their proven reliability. It is possible to imple-
ment the segmentation method to separate medical images
into regions of interest and regions of non-interest. Medical
photos include essential information; consequently, water-
marking technology should be carefully applied to ensure
quality. Utilizing the spatial domain ROI, a new method
of imageauthentication has been presented [22]. Multiple
watermarking techniques have been presented in [23]for
alteration detection in medical photographs as a means of
regulating patient privacy. Modulo operation on the block
is used in another suggested effort for tamper detection and
recovery [24], [26]. To further authentication & safety of
medical photographs, a watermarking technique was devised
that makes use of a differential expansion approach based on
neighbouring pixel values [27], [28], [29]. A bipolar multiple
base conversion approach to disguise various encrypted data
into a single image has been suggested in [30]. Watermarking
has been proposed in [31] and [32] as a means of concealing
sensitive patient data.

For watermark entrenchment in RONI, [33] proposes a
method that segments the image into blocks and usages
the LSB replacement method. An entrenching system for
hybrid watermarks that combines encryption with water-
marking [34]. The dual watermarking approaches presented
in [35] and [36] are a system to identify manipulation
and retrieve information from medical photographs. Using
SHA-256, a blind and vulnerable reversible watermark
entrenching system has been devised. It recalculates the
hash data [27] to verify the health of the image file.
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Similar methods are given in [37] for checking whether or
not a ROI is genuine, finding any tampered blocks inside it,
and restoring the original. Watermarking the medical image
involves computing a hash code with SHA-256 and conceal-
ing it in the image’s boundaries using the region of interest.

In [38], a method of watermarking that may be undone is
presented. This approach uses the ROI’s feature-bit matrix
for contrast enhancement and tamper detection, guaranteeing
the ROI’s reversibility. In [39], a new approach to medical
picture authentication, they combined discrete wavelet trans-
form and particle swarm optimization. Watermarked images
with minimal distortion are generated using the proposed
method of determining appropriate wavelet coefficients fol-
lowed by using PSO to hide the watermark information.
A high-payload, reversible watermarking approach for pro-
tecting medical photographs is presented in [40]. With this
method, the grayscale values are broadened to increase the
ROI’s visibility. In [38], a robust watermark technique for
digital radiography images that distinguishes between the
backdrop and anatomical features. Histogram Shifting (HS)
modulation is utilized in this approach to insidiously intrench
a watermark.

lll. PROPOSED SCHEME

Cover medical images may be separated into ROI and
RONI using the watermarking method given here. This work
is an extension of our previous work [41]. After that is
done, RONI’s colour channels may be broken down further
into RGB. To permanently embed the binary watermark,
we employ the green channel of the ROI. The coefficients
of the FRT applied to ROI's green channel are translated into
4 x 4 blocks. Fuzzy logic is applied to the process of selecting
blocks, as detailed in the following subsection III-A. Fol-
lowing a Hessenberg decomposition of the selected blocks,
the binary watermark picture is quantized into the Q matrix.
For the last step, a watermarked image is generated using
inverse Hessenberg decomposition and inverse fast Fourier
transform.

A. FUZZY BASED BLOCK SELECTION

When it comes to image segmentation for applications
like remote sensing and medical imaging, the most popu-
lar and promising approach is a fuzzy C-Means clustering.
We employ a hybrid approach that relies on the membership
value function of nearby pixels to accomplish our goals.
A generic membership function is represented by Equation 1.
The initial representation of the membership function is f;;.
The pixels of the blocks are represented by Bx). Incorpo-
rating the general membership function with membership
function results in a function as shown in equation 2.

=Y fy (1)
JE€B(pK)

The pixels of cover medical image is partitioned into c
clusters by calculating the membership function f and
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incorporating it into general membership function £}; .

u f;zgll;c
ik = c Ugl 2)
fk Zj:l fik ik (

The pixels of cover medical image is partitioned into c clus-
ters by calculating the membership function f;} and incorpo-
rating it into general membership function & .

B. FINITE RIDGELET TRANSFORM

To compute a finite ridgelet transform (FRIT), one must
first apply a wavelet transform, and then a discrete radon
transform calculation. Two phases calculate the finite radon
transform (FRAT): In the radon projection, the 32 radial
dimensions of an image are processed using an inverse fast
Fourier transform (IFFT) in one dimension and a fast Fourier
transform (FFT) in the other. A one-dimensional wavelet
is applied in the three layers of putrefaction, confined to
radial directions briefly through origin. To implement FRAT,
we first map the photograph space to the projection space
using a set of projections that account for the diverse perspec-
tives from which the images were captured. The computation
is important to process the as well as computer vision and
pattern recognition & reconstruction of DICOM images a
finite grid is constructed on FRAT real function. The radon
projection is determined by designating the set points to build
up a line on the lattice. For every pixel in the row, the original
image’s pixel could be transmitted and the histogram. At last,
histogram information is segmented to enable mean values to
be calculated. After employing the wavelet and radon trans-
forms, the ridgelet transform becomes obvious, as explained
by Alzu’bi in [42]. Each and every radon projection’s output
is wavelet transformed before being multiplied.

C. LOGISTIC MAPPING

The representation of complex equations in polynomial form
of chaotic behaviour of non-linear mathematical equation is
called logistic map [23], [43], as represented in equation. 3.

Xost = pia(l = %) 3)

where x, € [0, 1] corresponds to the proportion of the
standing population to the maximal possible population. The
interval [0, 4] is utilised as the value for the logistic map
attribute value, which falls between 3.57 and 4. Moreover, the
two-dimensional logistic map also allows for the study of the
development of complicated phenomena such as basins and
attractors. The actions of a two-dimensional logistic map are
more intricate than those of a standard logistic map. Discrete
two-dimensional logistic maps are defined mathematically by
the equation 4, where r is the scheme parameter and (x;, y;)
is the pair-wise point at the i” iteration [43].

2D Logistic map X1 = r(3yi + Dxi(l — xi) @
Yit1 = rBxit1 + Dyi(1 — y;)
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D. HESSENBERG DECOMPOSITION

The factorisation of a nonspecific matrix M into the form of
Hessenberg putrefaction is the factorisation of a nonspecific
matrix M into the form of orthogonal similarity transforma-
tions [44] as shown in equation 5.

M = QHO" %)

when i > j+ 1, h;j = 0 since Q is an orthogonal matrix, and
H is an upper Hessenberg matrix, so they cancel each other
out. Commonly, Hessenberg putrefaction is accomplished by
employing a householder matrix. It is possible to classify the
Householder matrix (P) as an orthogonal matrix.

_ I, — 2uu®

pP= (6)

where u in R, is a vector of non-zero and In is an identity
matrix of size nxn. When nxn is the size of A, the total process
has n — 2 steps. As a result, the following is how Hessenberg
decomposition is calculated:

uly

H = (P, P, ..., Pu_3), P(nfz))T
AP, P2, ..., Pu—3), Pu—2))
H = 0TAQ
A = QHQ' ™

In the proposed watermarking approach, both the FRT trans-
form and the Hessenberg putrefaction are utilized. The pro-
posed watermarking approach is imperceptible to human
sight and extremely robust to a broad range of attacks. The
FRT transform twice the original image size, increasing
payload capacity.The watermark can be embedded in the
host image twice as large. According to section III-D, the
Hessenberg putrefaction converts a generic matrix M into
orthogonal similarity transformations. Every colour channel
is represented by a greyscale value between 0 and 255. The
orthogonal matrix has minimal changes if and only if the
pixel block is putrefactive by Hessenberg putrefaction. When
looking at a unitary matrix, you’ll notice that the components
in the next column are quite similar to those of the previous
column. To put it another way, no two components in Q are
exactly same. Changing the next column slightly can increase
the watermark’s invisibility and durability. To achieve both
strong watermarking and a large payload approach, the sug-
gested method combines the usage of FRT with Hessenberg
putrefaction. The watermark must be embedded in such a
way that it can be retrieved from the image despite the exis-
tence of potential assaults on the image processing pipeline.
As a result, frequency-domain transformations are widely
employed in image watermarking. Subsection 3E describes
the process of watermark embedding, while subsection 3F
describes the extraction procedure.

E. WATERMARK EMBEDDING PROCESS

The process of entrenching a watermark is described here.
Figure 1 shows a schematic of the proposed watermark
entrench system. In step one, the cover medical image is
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modified using FRT transform to produce coefficients. In step
two, the collected data is used to make 4 x 4 blocks, which
are then shuffled using a secret key. The shuffling of blocks
guarantees the resilience of the watermarking scheme. In step
three, we use the fuzzy logic equation stated in Eq. 2 to choose
which blocks to use. The watermark bits are then inserted in
an orthogonal matrix Q by performing a Hessenberg putre-
faction on each of the chosen blocks. Since the elements of
columns two of the orthogonal matrix are similar to those of
the Q matrix, the watermark bits may be included there. The
watermark bits are entrenched using the equation stated in
equation 8. In step four, the watermark image gets jumbled up
by use of a logistic map. In step five, the blocks are rearranged
and inverse Hessenberg putrefaction is applied. In step six,
an inverse Fast Fourier Transform is used to produce the
watermarked image.

if wis 1 = Oy;. T
Q = if wis Ovi.a + ®)

if wis 0 = On.cx

Algorithm 1
Input: Host medical image and a watermark image
Output: watermarked image
Step 1: Let the cover medical image (H) and a watermark
image (W).
Step 2: Transform H using FRT to get its coefficients.
Apply logistic chaotic map to W.
Step 3: Convert the coefficients into non-overlapping
blocks of 4 x 4 and shuffle randomly.
Step 4: Use Fuzzy logic to select the block and apply
Hessenberg putrefaction on each block to get Q matrix.
Step 5: The watermark bits are quantized into Q matrix
using equation 8.
Step 6: Apply inverse Hessenberg decomposition and re-
shuffle the blocks.
Step 7: Apply Inverse FRT to obtain the watermarked
image.

Cover Finite
Medical— Ridgelet —y Blockof _)Randum Apply Fuzzy
mage Transform 4x4  Shufiing Logic

Selected
Block
Q Matrix

«——— HessenBerg
Decomposition

Inverse p. ohiming Inverse
Finite HessenBerg

Ridgelet Decomposition
Transform

Q Matrix

Quantization
Logistic
Chaotic
Map

Watermark
Image

Watermarked
Image

FIGURE 1. Watermark embedding process.

F. WATERMARK EXTRACTION PROCESS

In order to recover the watermark, firstly FRT is applied on
the watermarked image. Secondly, the coefficients obtained
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Algorithm 1
Input: Watermarked medical image
Output: Extracted watermark image
Step 1: Let the watermarked medical image (H’).
Step 2: Transform H’ using FRT to get its coefficients.
Step 3: Convert the coefficients into non-overlapping
blocks of 4 x 4 and shuffle randomly.
Step 4: Use Fuzzy logic to select the block and apply
Hessenberg putrefaction on each block to get Q matrix.
Step 5: The watermark bits are dequantized using
equation 9.
Step 6: Extracted watermark

Finite
Watermarked ; Block of _Random Apply Fuzzy
mage ——>» Ridgelet — 3 —>Shuﬁ|ing :
Transform x4 Logle

Selected
Block
Q Matrix

«——— HessenBerg

Decompeosition

Extracted Logistic Watermark
watermark € Chaotic Bits
Image Map

Dequantization

FIGURE 2. Watermark extraction process.

in previous step are used to create the blocks of 4 x 4 & ran-
domly shuffled. Thirdly, Fuzzy logic is applied on each of the
block to select and then selected blocks are decomposed using
Hessenberg putrefaction and Q matrix is obtained. Forthly,
the watermark bits are obtained using equation 9.

1, ifA.Q)>T

W(@) = X
0, otherwise

©))

IV. RESULTS AND DISCUSSION

The anticipated work has been examined in this section, and
the results have been discussed. The effectiveness of the
approach has been assessed using several color ultrasound
picture types and binary watermark images. The chosen cover
medical picture’s dimensions in the expected arrangement are
1024 x 768 pixels and 64 x 64 pixels for the watermark
image. Figure 3 illustrates the test medical images and the
watermark image. The cover image is segmented as ROI and
RONI. The size of blocks used for watermark entrenching
is 4 x 4 pixels. The proposed scheme is inspired by [45]. For
watermark entrenching, the threshold value T = 5 has opted,
and the value of A = 0.03 is set. The of « is set to 0.05. This
section also discusses the effects of different quality measures
and results obtained during our experiment. Table 1 shows
PSNR, NC, NPCR, and UACI of ultrasound medical images
after watermarking process.

Six separate ultrasound images yielded PSNR values
between 56 and 57 dB throughout the experiment. Our
experimental PSNR values imply that our approach effec-
tively hides watermarks from human eyes. Having a high
PSNR indicates a low gain factor. Our experimental results
demonstrates that the suggested system has a eminent fac-
tor and good imperceptibility of the watermarked image,
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(@

FIGURE 3. Ultrasound and watermark used in experiment.

as measured by NC values ranging from 0.97 to 0.98, which
are summarised in Table 1. When viewing watermarked pho-
tos, the PSNR is more than 51 dB, and the NC value might
go as high as 1. (i.e. 1.0). NPCR values calculated between
the original and distorted watermarked photos signify a range
of 0.81 to 0.98. Changes in pixel values as a function of time
during the entrenching process. During the entrenching pro-
cess, dramatic shifts may be seen in the UACI of watermarked
photos. Here, the strength of the shifts is rather minor. The
typical range for UACI is 0.30 to 0.32. In addition, when
measuring the performance in terms of visual and percep-
tual quality, the total quality criteria indicate improvements.
In this way, we may state that the expected technique works
better when embedding bitmap watermark images into host
colour ultrasound images.

TABLE 1. Performance of our scheme.

Image Name PSNR NC NPCR UACI
a 57.2356 09763  0.8909  0.3010
b 56.9863 0.9756 0.9299  0.3020
c 57.0123 09789 0.9032 0.3112
d 57.0311 09801 0.8901  0.3099
e 56.9902 09750 0.9233 0.3123
f 56.9696  0.9801 0.9301 0.3201

A. EVALUATION MATRICES
The quality of the original cover image becomes degraded
when a watermark is entrenched into it or any alteration
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TABLE 2. Multiple attacks against JPEG compression using varying
quality parameters (QF).

QF NC SSIM

90 0.8423  0.8012
80 0.8615  0.8412
70 0.8656  0.8554
60 0.9696  0.8863
50 0.9756  0.8996
40 0.9901  0.9263

is made. As a result, it is essential to understand the cover
image’s caliber [46]. The equation for calculating the peak
signal-to-noise ratio (PSNR) is given in equation 10, and it
can be used to quantify the level of likeness between the
original image and the one that has been watermarked. dB is
the unit that is used to measure the PSNR. The greater PSNR
demonstrates that the original image and the one with the
watermark are more comparable to one another.

2552
PSNR = 10 x log,, <W) (10)

Moreover, the error can also be measured through the mean
squared error (MSE) between the original and watermarked
image. Where C is the unaltered original image and CW is
the altered watermarked version, the MSE may be calculated
using the equation refMSE.

M—-1N-1

MSE = ——— ;0 ygo(coc,y) —CW(,y)* (1D

Evaluating the quality of the retrieved watermark is an
integral aspect of evaluating the effectiveness of the water-
marking system. It is common practise for academics to take
into account both the normalised correlation (NC) and the
structural similarity index measure (SSIM) when assessing
the robustness of a watermarking system [47]. The degree
of similarity between the original and watermarked copies is
evaluated by NC while SSIM analyses the structural similari-
ties between the two images. Equations 12 and 13 can be used
to determine the NC and the SSIM, respectively.

YR Y W) X WX, y)
Zil/[:l Z;VZI Wz(x7 )’)

The recovered watermark image is denoted by iw’, whereas
the original watermarked picture is denoted by w.

Cuwiy + C1)2oyy + C2)
(U2 + 12, + C)(o2 + 02 + Cl)

NC =

(12)

SSIM =

(13)

where u,, corresponds to the mean of the original water-
mark and u,s corresponds to the mean of the recovered
watermark,whereas o,, and o,,’ are the covariance of the
original and extracted watermark, respectively, and C1,C2 are
constants. The imperceptibility and resilience of the proposed
watermarking procedure were put to the test using a variety
of medical ultrasound images.
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(b) QF = 80

(a) QF =90 ,

(d) QF =60

-

(f) QF = 40

() QF =50

FIGURE 4. Watermarked Image and Extracted watermark after JPEG
compression attacks with different quality factors.

B. ROBUSTNESS TEST

The watermarking scheme has been evaluated under vari-
ous image processing attacks such as geometric and non-
geometric. These image processing attacks (i.e., filtering,
compression, noise, etc.) are interpolated on the watermarked
image; afterward, the watermark is recovered. The robustness
test of watermarking scheme is evaluated by calculating the
NC and SSIM values of the recovered watermark. In this
section and subsections, the results obtained after various
image processing attacks have been discussed.

1) JPEG COMPRESSION ATTACK

During the pandemic, the diagnosis of the patients was made
remotely. Therefore, communication channels frequently
transfer medical images from one source to another. In this
process, the medical images were compressed and converted
from one format to another, either intentionally or unin-
tentionally. Converting medical images from one format to
another degrades the quality of the original image. Therefore,
JPEG compression has become a very common and essential
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TABLE 3. Watermarked image and extracted watermark after filtering attacks with different types with different filter masks.
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Attack Name

Filter Mask

Watermarked Image

Median

3x3

7x7

Average

3x3

5x5

Low pass

5x5

7x7

Extracted Watermark
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image processing attack. In figure 4, we can see corrupted and
extracted watermarked images with different quality factors.
Table 2 demonstrates the NC and SSIM values obtained in
our experiment. The outcomes show that the expected method
performed better than expected when subjected to a JPEG
compression attack.

2) FILTERING ATTACK

The medical images are being compressed or converted either
intentionally or unintentionally whenever transmitted over
the communication channels. The signals in the communica-
tion channels distort the image. This distortion or signal pro-
cessing attack is also interpolated on the watermark image.
It is another kind of image processing attack known as a
filter attack. In our experiment, we have also performed a
filtering attack to assess the performance of the anticipated
watermarking scheme. Table 3 represents a degraded water-
marked image by filtering attack and the extracted watermark
image with a different filter mask. Table 3 demonstrates the
NC and SSIM values obtained in our experiment. The results
demonstrate that the anticipated scheme outperformed under
the JPEG compression attack.

TABLE 4. Filtering attacks with different types filter masks.

Attack Name | Filter Mask | NC SSIM
3x3 0.9511 | 0.9798
Median 5x5 0.8013 | 0.9615
7x7 0.7801 | 0.8911
3x3 0.8876 | 0.8703
Average 5x5 0.7413 | 0.8932
Tx7 0.7231 | 0.8933
3x3 0.8214 | 0.8989
Low pass 5x5 0.8001 | 0.8809
Tx7 0.7631 | 0.8725

3) NOISE ADDITION ATTACK

The anticipated scheme has been assessed under noise assault
on the watermarked image. The noise of different intensities
has been added to the watermarked image then the watermark
has been extracted from it. In Table 4, the distorted water-
marked image by adding noise with different intensities to it
and extracted watermark is shown. We have achieved maxi-
mum NC value on low & high noise intensity. Moreover, the
achieved SSIM value of the extracted watermark is 0.9789.
This shows that our scheme is performing much better. The
results obtained from our experiment is shown in table 4.
The results gained from the anticipated watermarking scheme
described the robustness against noise attacks.

TABLE 5. Noise attack with different scaling factors.

Intensity NC SSIM
o =0.001 1 0.9789
c=0.005 |1 0.9678
o =0.02 0.9712 | 0.8803
o =0.01 0.9697 | 0.8789

4) GEOMETRIC ATTACK
Rotation, scaling, cropping, and flipping are known as geo-
metric image processing attacks.These geometric attacks
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TABLE 6. Watermarked image and extracted watermark after Noise
attack with different scalling factors.

Intensity ‘Watermarked Image Extracted Watermark
BHU VARANAS! C5-20Abd Gen“,n‘ e
o =0.001
swvaass ceamacen
o = 0.005
swvaas  ceamsacen
o =0.02
Toos W10
swvaass  ceamsacen
o =001

TABLE 7. Different geometric attack.

Geomatric Attack | NC SSIM

Cropping 0.9223 | 0.8857
Rotation (20°) 0.8894 | 0.7071
Rotation (45°) 0.7845 | 0.6312
Rotation (90°) 0.5012 | 0.5212
Flipping 0.4561 | 0.6123

TABLE 8. Comparison of NC value with some existing work.

Proposed
Attack Name [48] [49] Work

Gaussian (0.01) 0.9727  0.968 0.9697
Median filter (3x3)  0.9570  0.969 0.9511
Average filter (3x3)  0.8945 - 0.8876
Average filter (5x5)  0.7383 - 0.7413
JPEG (Q =40) 1 - 0.9756
JPEG (Q =50) 1 - 0.9901

have a significant impact on the image. In Table 9, the
watermarked image with different geometric attacks and
the extracted watermark images have been shown. Table 5
presents the findings obtained from our experiment following
the use of interpolation to geometric assaults. The effec-
tiveness of the proposed method has significantly increased.
We are considering that both the NC and SSIM values are
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TABLE 9. Different geometric attack.

Geomatric Watermarked Extracted
Attack Image Watermark
Cropping
Rotation (20°)

Rotation (45°)

Rotation (90°)

©E60 ® ©

Flipping

ws [41] == proposedwork

e \/ﬁ
0.75

0.50

0.25

0.00
Gaussian  Median Average Average JPEG (@= JPEG(Q=
-0.01 filter (3x3) filter (3x3)  filter (5x5) 40) 50)

FIGURE 5. Comparison plot of NC value.

pretty high. As a result, we can say that the suggested system
performs better when subjected to geometric attacks.

C. COMPARISON OF PROPOSED SCHEME WITH
EXISTING SCHEMES

We have conducted a series of trials to determine how well the
planned strategy actually works. The results obtained from
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our experiment illustrate high NC and SSIM values. The
performance can also be evaluated by comparing the results
with other similar types of work. Therefore, a comparison
table is shown in table 6. The maximum NC value obtained
in our experiment is 0.9901 whereas the maximum NC value
obtained in [48] and [45] are 1 and 0.969 respectively. The
comparison has been performed between the proposed work
and another similar work in [41], [45], and [48]. We can easily
compare the difference between existing and proposed work
from follwing plot shown in figure 5.

V. CONCLUSION

Using fast random transformation (FRT) and Hessenberg
decomposition, a unique resilient blind image watermarking
technique was developed. The concept behind this system
is called “Region of Interest” (ROI). The proposed method
is completely imperceptible, extremely resilient, and secure.
The RONI of the cover picture is used in the recommended
watermarking approach. The watermark is recovered without
the cover picture being present. The suggested technique has
produced watermarked photos with increased PSNR ranging
from 56.9902 to 57.2356. We also attained high NC values,
specifically 0.9801. The system is put through a series of
tests to see how sensitive it is, and the results are contrasted
with procedures. The watermark can be recovered from the
image even if it has been severely distorted by JPEG com-
pression, additive noise, median filtering, or average filter-
ing. Better perceived quality is obtained by compressing the
watermark image and extracting the watermark. NC values
for the retrieved watermark’s perceptual quality range from
0.9901 to 0.9456. Experimental results show that, in terms
of distortion level, our suggested solution outperforms exist-
ing state-of-the-art schemes. The suggested watermarking
approach is perfect for photos with small ROI, and it deliv-
ers outstanding visual image quality in terms of PSNR,
SSIM, & NC. The present work is limited only to the MRI
medical images. The study is limited to only one image
segmentation technique.

For future study, we suggest better method for the selec-
tion of regions, while operational trials are required prior to
evaluating the watermark scheme in a fully operating PACS
where medical images are preserved and retrieved. In future,
more segmentation techniques will be used for separation of
ROI and RONI also we will try to perform experiments on
various types of DICOM images.
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