
Received 1 December 2022, accepted 15 December 2022, date of publication 16 December 2022,
date of current version 22 December 2022.

Digital Object Identifier 10.1109/ACCESS.2022.3230148

An Uncertainty Trust Assessment Scheme for
Trustworthy Partner Selection in Online Games
P SRIKANTH 1, ADARSH KUMAR 1, AND MUSTAPHA HEDABOU 2
1Systemics Cluster, School of Computer Science, University of Petroleum and Energy Studies, Dehradun 248007, India
2School of Computer Science, Mohammed VI Polytechnic University, Ben Guerir 43150, Morocco

Corresponding authors: Mustapha Hedabou (mustapha.hedabou@um6p.ma) and Adarsh Kumar (adarsh.kumar@ddn.upes.ac.in)

ABSTRACT Purpose: An advances in technology, offline activities are moving toward online by creating
the virtual environment (VE). The VE applications include video conferences, video chats, and massively
multiplayer online games (MMOG) are interact to establish collaboration and resource sharing in VE by
selecting random partners, which trigger various security challenges such as cheating in online games,
uncertain behavior, andmany others. Consequently, if the player acquires untrustworthy information from the
selected partner, that exhausts untrustworthy information processing time as well as consumes the network
bandwidth for transmission. Therefore, before establishing a collaboration with any selected partners, it is
significant to assess the trustworthiness that enables fairness in online games and reduces untrustworthy
information dissemination among the players. Method: the uncertainty trust assessment scheme, such as
improved three valued subjective logic (I-3VSL), is leveraged to assess the trust among any two selected
pairs. Further, the modified trustwalker (M-TW) algorithm is designed to discover the route from the trustor
to the trustee that reduces the computational complexity by avoiding repeated computation once the longest
search path is reached. Results: The experiment is conducted by establishing the arbitrary or bridge network.
After that, the trust is assessed using I-3VSL with M-TW for various network sizes, depths, and iterations.
The trust scores are compared with the assess trust (AT) and Trustwalker (TW) over the M-TW. The results
show that the trust score increased 8− 10% over the AT and 7− 9% over the TW algorithm. Further, the
computational complexity acquired as O

(
n2
)
, which is optimized complexity compared to AT and TW.

Conclusion: In MMOG, trustworthy partner selection is one of the most significant fields for artificial
reasoning that assess uncertainty trust and represents the trust opinion in different forms. Therefore, the
proposed work determines uncertainty trust more effectively compared to existing schemes.

INDEX TERMS Artificial reasoning, improved three valued subjective logic, massively multiplayer online
game, uncertainty trust, virtual environment.

I. INTRODUCTION
Advances in Information and Communication Technology
(ICT) and the immense evolution of online activities have
progressed in Virtual Environment (VE) applications like
Augmented Reality (AR) [1], virtual walkthroughs [2], [3],
Massively Multiplayer Online Games (MMOG) [4], [5], [6]
and many more. In MMOG, the players communicate with
the other players’ basis on content available to the neighbor
players; from that, the opponent has selected randomly, which
possesses the request contention problem, cheating in the
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online games, and uncertainty behavior [7], [8], [9]. There-
fore, selecting a trustworthy partner by leveraging the trust
assessment scheme is critical for the VE applications [10].
However, virtual games are initially devised using client-
server communication. As a result, the partner selection relies
on the server and preserves the trust ratings of the other
peers based on their previous transactions. Besides, client-
server communication is hampered by the service bottle-
neck and other problems. As a result, Peer-to-Peer (P2P)
communication is leveraged in virtual gaming. In P2P, the
peer’s behavior changes over time since there is no central
repository [11]. Besides that, in P2P virtual gaming, the infor-
mation is shared among the players, including the players
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acquiring untrustworthy information from other players. The
untrustworthy information processing and transmission con-
sume the network bandwidth and cause the players’ attention.
Therefore, the proposed study focuses on creating VE that
enables interaction and information sharing with other play-
ers by establishing trusting relationships among the players.
Consequently, the players assess the trustworthiness of the
received information based on the provider’s trust. Addi-
tionally, it reduces untrustworthy information dissemination
among the players.

The existing trust evaluation strategies are credential and
reputation-based schemes. Credential-based schemes verify
the user authentication before establishing the relations to
access the desired content [12]. Reputation-based schemes
assess the trustworthiness of opponents based on their reli-
ability and service providers. Reputation-based schemes are
widely employed in online forums where the participants are
unfamiliar with each other. Hence, the unknown party’s trust-
worthiness is determined based on the trust relationships with
other parties’ opinions and experiences [12], [13]. In other
words, the selected players’ trustworthiness is determined
based on the recommendations of the other players with trust-
ing relationships with trustors. The various reputation-based
trust models are summation and average [14], topology-
based models [3], [15], [16], [17], [18], PageRank [19], [20],
[21], [22], [23], probabilistic [24], [25], [26], [27], [28],
flow-based [29], [30], [31], and fuzzy models [32], [33],
[34] that computes reputation based on the feedback. Con-
versely, the belief-based trust model, such as subjective Logic
(SL), is the most prominent among all reputation models.
The SL model evaluates the trust using direct and indirect
trust interference. Further, this model characterizes inter-
actions as trust, distrust, and uncertainty (neither trust nor
distrust) [35], [36], [37], [38], [39], [40], [41], [42]. The SL
model constantly preserves uncertain trust during the trustee’s
trust evaluation, implying that the uncertainty value never
changes. Therefore, the three-valued subjective logic (3VSL)
is designed to overcome the pitfalls of the SL model [43],
[44], [45], [46], [47]. However, the 3VSL model requires
enhancement in indirect trust assessment operations because
the discount operation is not considering the distrust and
posterior changes [45], [48], and the combining operations
also require improvement. Therefore, the primary objective
is to resolve the pitfalls of uncertainty trust more effectively
and quantify trust between any pair of players based on their
interactions.

The significant challenges in trust assessment
â The existing solutions to all-pair trust assessment

approaches determine the trust among the players
as a single quantity, such as trust or distrust. Never-
theless, it is impossible to judge whether the player
is completely trusting or distrusting [45].

â Without a central repository, each peer must eval-
uate content providers’ trustworthiness based on
reputation systems. Hence, they have high compu-
tational and communication overhead [12].

â Cheating prevention and detection are the biggest
challenge in a P2P environment [12].

â The SL trust assessment model produces inaccurate
results for complex networks such as arbitrary or
bridge networks [47], [48].

â The SL operation, such as the discount operation,
does not support the association and cumulative
rules that produce inaccurate results [41], [42], [43].

â The 3VSL indirect trust assessment operation, such
as discounting, requires improvement since the trust
opinions change over time. However, the discount-
ing operation includes only the trust element and
ignores other factors such as distrust and posterior.
As a result, the changes in distrust and posterior do
not influence the discount operation [48].

â The 3VSL combining operation also requires
improvement because when the players’ prior
uncertainty opinions are equal to zero, the existing
operation fails to derive the selected partner’s trust-
worthiness

â All pair trust assessment schemes, such as assess
trust (AT) and trustwalker (TW) algorithms, require
improvement since they are slow in terms of execu-
tion time [45], [47], [49].

Themain objective is to design the all-pair trust assessment
scheme as the modified TW (M-TW) algorithm over the
AT and TW. The M-TW algorithm significantly reduces the
trust assessment execution time and provides accurate results
for arbitrary networks. Moreover, the players’ opinions are
represented in the form of trust, distrust, and uncertainty. Fur-
ther, the players establish interactions or trust relationships
with other players based on the area of interest (AOI) and
content availability through forming a network. The players’
trust relationships are represented by leveraging the adjacent
matrix. Thus, the adjacent matrix consists of the trust opinion,
defined through the I-3VSL direct trust opinion. The trust
of the selected partner is derived from the I-3VSL indirect
trust assessment includes trust computation operations such
as discounting and combining operations. Further, the trust
computation complexity is optimized with M-TW over the
AT and TW algorithm.

Themain contributions of the proposedwork are as follows

â The trustworthy partner selection is performed for
an arbitrary or bridge network constructed by lever-
aging the Travian dataset.

â Devise the I-3VSL direct trust evaluation algorithm
to determine the trust opinion based on the ratings.

â Devise the I-3VSL indirect trust assessment oper-
ations that determine the selected partners’ trust
opinion by leveraging the other trust partner’s rec-
ommendations. Hence, the trust opinion of the
selected partner is expressed as trust, distrust, pos-
terior and prior trust.

â Develop the modified TW algorithm (M-TW) and
analyze its computational complexity.
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FIGURE 1. Working structure.

â The M-TW algorithm’s performance is evaluated
employing I-3VSL, and comparison results are
demonstrated against AT and TW algorithms.

The article is structured as Section II describes the related
work, and section III is the theoretical framework of the
I-3VSL trust model. Section IV describes the M-TW Algo-
rithm design based on the I-3VSL principles. Section V
demonstrates the trust evaluation and analysis of comparison
results, and Section VI includes a conclusion and futurework.
The working structure of the article is illustrated in Figure 1.

II. RELATED WORK
Trust assessment schemes are essential in computer science
in a wide range of areas such as computer networks, dis-
tributed systems, game theory, and agent systems. Thus,
it has acquired prominence in online-related decision-making
at distinct the trustworthiness of web websites and ser-
vices. Although, as technology advances, offline activities
are migrated to the VE, including video conferences, virtual
chats, and MMOG. These applications depend on interper-
sonal and trustor-trustee interactions virtually. Therefore, the
trustees’ trustworthiness in the virtual world is attracting
the attention of the researchers [50]. The trust assessment
schemes are classified as certainty and uncertainty models.
The certainty trust assessment models express the degree of
trust as a single quantity, such as trust or distrust. However,

this is not possible to judge whether the player is trust or
distrust in real-time applications such as autonomous vehi-
cles and MMOG. Hence, the current study focuses on the
uncertainty trust assessment schemes, and the comprehensive
details are as follows.

The trust assessment scheme computes the trust based on
its own experience and is referred to as direct trust. However,
if the trustor never interacted with the trustee or service
provider previously, then with recommendations or reputa-
tion, the trust is assessed, known as indirect. The direct trust
opinion is private information, and the indirect trust opin-
ion is public information which is second-hand information
obtained from recommendations and reputation. Therefore,
some of the reputation-based trust schemes such as sum-
mation and average [14], Bayesian systems [51], [52], [53],
Discrete trust models [54], [55], Belief models [41], [42],
[43], [45], [47], Fuzzymodels [32], [33], [34], and flow-based
[29], [30], [31].
• The summation form of assessment is the easiest way
to compute the trust score by combining the ratings
(positive and negative ratings). The advantage of the
summation approach is that the logic behind the trust
score computation is easy to understand. However, this
scheme provides a low incentive rating and bias toward
positive ratings. The average assessment scheme com-
putes the average of all the reputations that produce the
average trust score. However, the trust ratings can be
repeated many times, which influences the false reputa-
tion values and has an inaccurate reputation score [56].

• Bayesian systems compute the reputation score based
on the positive or negative input by leveraging the
beta-probability density function (PDF). The PDF calcu-
lates the reputation score by combining the earlier score
with a new rating and represents the score in the form
of probability expected value. However, this approach
cannot performwell inmultiple conflicting beliefs and is
not suitable for dynamic trust but provides better results
theoretically [52], [57].

• Discrete trust models leverage the discrete verbal state-
ments as very trust, trust, distrust, and very distrust. The
trust score of personal experience with ‘‘x’’ is very trust,
but the trust score derived from the referrals depends on
the referring party, which may influence the trust score
upwards or downwards. However, this scheme uses the
heuristic formula for robust computation or look-up
tables. The model is easy to understand and qualitative
still, if theoretically considered, does not gives a con-
crete base [58].

• Fuzzy models express trust and reputation as fuzzy
cognitive entities with similar measure function that
describes how much the entity is honest or dishon-
est. This model uses the set of reasoning rules that
determines the reputation. The reputation of an entity
computed from private information is referred to as indi-
vidual reputation, and reputation is derived from public
information as social reputation [59], [60].
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TABLE 1. Comparison of trust assessment schemes.

• Flow-based models use the transitive rule that computes
the trust by forming the chain from the trustor to the
trustee. The trust or reputation score depends on the
number of incoming and outgoing flows. The number of
incoming flows is high, reputation also increases, and if
the outgoing flow is low, the reputation score decreases
and vice versa [29].

• Belief models use the probability theory, but the sum
of overall probabilities is not necessarily 1, and the
remaining probability is considered uncertainty.

According to these models, the summation and average
model is ineffective in protecting against ballot stuffing or
bad-mouthing attacks. Bayesian systems are widely used, but
they are not considering uncertainty. Discrete trust and flow
models do not provide the relevant mathematical background
to compute trust. The fuzzy models are the combination
of probability theory and predicate logic that allows for
handling uncertainty but not uncertainty reasoning because
they replace the truth values with approximate ones. Thus,
fuzzy methods are not uncertain. The belief model inherently
involves the node uncertainty behavior, which is considered
an uncertainty trust model.

According to Table 1, the belief model supports the uncer-
tainty trust assessment scheme using Dempster-Shafer theory
(DST), subjective logic, and 3VSL. The DST is a mathemat-
ical and philosophical theory of evidence and an extension
of Bayesian probability [61]. The DST works with a set of
hypotheses named frame of discernment (FoD). The elements
of FoD are a set of possible states that are mutually exclusive
atomic events for the reasoning system. Therefore, a basic
belief assignment (BBA) determines the belief in the range of
[0, 1] to one of the subsets of frames. The DST approach uses

a set of individual random variables: belief and plausibility.
For instance, if ‘X is a FoD and y is a BBA over X , then∑

x⊂X m (x) = 1 then no mass is assigned to the empty set
m (∅) = 0. Then, the belief and plausibility are computed for
a subset A of B as

b (A) =
∑
B⊆A

m (B) (1)

d (A) =
∑
B
⋂
A

m (B) (2)

u (A) =
∑

B
⋂
A6=∅

B6⊆A

m (B) (3)

Conversely, the BBA’s have the two states then the observa-
tions are merged. For instance,m1 and m2 are two BBA’s over
the FoD of X is computed as joint mass m12.

m12(A) = (m1 ⊗ m2) =
1

1− K

∑
B∩C=A6=∅

m1 (B)m2 (4)

Here, K represents the number of conflicting beliefs among
the m1 and m2 is represented in Eq. (5)∑

B∩C 6=∅

m1 (B)m2 (C) (5)

According to Zadeh [62], the Dempster rules produce
counter-intuitive results when there is a high conflict between
two mass beliefs. However, Josang A claimed that Dempster
rules represent a method of preference combination while
serving as an approximation for other belief combinations
such as cumulative or average fusion of beliefs. Further,
Pearl [63] claimed that it is misleading to interpret the belief
functions as anything other than the probability proposition
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that is provable from the set of other proposition probabilities.
Therefore, Josang proposed various operators to combine the
beliefs through the SL model [36].

The SL model is an extension of probability theory that
resolves the DST challenges. Moreover, the SL model is
used in various areas that are needed for uncertain reason-
ing, including trust network analysis [36], modeling trust on
mobile ad-hoc networks, and arguing with evidence [64]. The
SL model includes a wealth of operators for working with
all classes of opinions (trust, distrust, uncertainty). The SL
model uses the transitive rule that derives the functional trust
by using the referral trust, performed through discounting
operator. Further, if there exist multiple referral trusts to reach
from playerA to playerB then the consensus operator is used
to combine the opinions. The SLmodel operations are used to
perform the uncertain reasoning, thereby allowing the intelli-
gence analysis, Bayesian network analysis, and other actions
that require reasoning when uncertainty is present. However,
the SL model constantly preserves the uncertain trust during
the trust assessment, implying that the uncertainty value never
changes [35], [36], [37]. Therefore, the primary objective is
to resolve the uncertainty trust more effectively and quantify
trust between any pair of players based on their interactions
by using 3VSL.

The 3VSL model is an enhanced version of the SL model,
which further divides the uncertainty opinion into posterior
and prior. The 3VSL model also uses the discounting and
combining operations as the SL model. However, the SL
model discounting operation does not support the cumulative
and association rule, but combining operation supports both.
In the 3VSL model, the association rule is supported but
not cumulative, and both rules are supported in combining
operations. Therefore, the SL and 3VSL models can be dif-
ferentiated by association and cumulative law. However, the
3VSL discounting operation ignores the distrust and uncer-
tainty opinions while deriving the trust opinion because, over
time, the distrust and uncertainty changes do not influence
the trust assessment. Similarly, the combining operation also
required modification when the prior uncertainty opinions of
two players are equal to zero. Therefore, the 3VSL model
requires improvement in its operations, proposed in this work.
Conversely, reputation is assessed by leveraging the various
trust inference algorithms to establish trust between unknown
users.

The DST approach challenge is cognitive rationally when
the evidence fusion is highly conflicting belief [62]. There-
fore, Smet [65], voorbraak [66], yager [67], Dubois [68], and
Ma [69] methods are focused on handling the belief con-
flict evidence. Still, these methods fail to avoid the counter-
intuitive caused by the original evidence error. Further, the
data preprocessing approaches are employed before fusing
the evidence according to DST. Murphy [70], Yong [71],
Zhang [72], Yuan [73], Xiao [74], and Song [75] are per-
formed the data preprocessing that eliminates the high con-
flict evidence fusion and avoids the problem of modifying the
combination rule. However, DST-based approaches require

optimization methods to provide effective solutions to real-
time applications [76].

Further, Jøsang proposed SL based trust assessment model
as Trust Network Analysis Subjective Logic (TNA-SL). This
model computes the trust based on trust, distrust, neutral, and
base rate opinions. The trust propagation and fusion mech-
anisms measure the final quantified trust value. However,
this model forms the trusted network based on Direct Series
Parallel Graph (DSPG) and expresses it in the canonical form,
resulting in information loss [36], [37]. The TNA-SL model
uses the matrix chain multiplication to compute the transi-
tivity that consumes more time resulting in computational
overhead. West et al. [77] proposed a modified TNA-SL
model by representing the graph using a matrix with the
trust opinions of ‘‘n’’ players. The trust is computed by
applying a discount and combining operations of Kurdi [78]
proposed an InterTrust model using the advantages of the
TNA-SL and optimizes the matrix multiplications resulting
in low computational overhead with more scalability. Gol-
beck et al. [79] proposed the tidal trust model that uses
the transitivity rule to derive the trust opinion. The Tidal
trust model uses a breadth-first search (BFS) fashion search
that finds the shortest path from trustor to trustee. Hence,
it reduces the number of hops interactions resulting the lim-
ited search space. However, the tidal trust fails to produce
accurate results when more cycles and repeated edges are
found in the search path. Massa et al [80] proposed a mole
trust which considers all the routes based on the threshold and
specific length. Themole trust model removes the loops in the
network by transferring them into the directed acyclic graph
(DAG). Then, it finds the path from a trustor to the trustee by
verifying the trust value is more significant than the threshold
value. Finally, it aggregates the selected trust values using the
average weighted approach [81], [82], [83]. Cardoso et al.
[41], [42] proposed a trust scheme for online games using
BFS and a depth-first search (DFS) technique to discover the
path. This model discovers the two paths from the trustor to
trustee using BFS and DFS that provide balanced solutions
for unknown party interactions. However, the BFS and DFS
approaches have their own limitations whenmore cycles exist
that produce inaccurate results and provide computational
overhead. However, the SL model challenges are overcome
with 3VSL, an extension of the SL model.

Liu et al. [45] proposed a multi-hop trust assessment
scheme for arbitrary graphs using 3VSL with AT. The AT
assesses the trustworthiness between any two players and
produces accurate results. However, the AT trust assessment
computational time increases exponentially while the hop-
count increases, which creates the computational overhead.

Liu et al. [49] proposed OpinionWalk and Sohail et al
[47] proposed Trustwalker algorithms to assess the trust
based on depth-limited BFS fashion. Liu [45] and Sohail
[47] algorithms produce accurate results and reduce com-
putational complexity compared to AT algorithm. However,
these approaches suffer computational overhead because, in
the previous level, the longest path is reached. In the current
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level, it also computes the trust value that is the same as the
previous level.

Although the 3VSL model requires improvement in the
discounting operation because this operation only depends
on trust, remaining distrust and uncertain opinions are
ignored in assessing the trust, producing inaccurate results.
Srikanth et al. [48] proposed an I-3VSL trust assessment
scheme based on the TW algorithm, which has accurate
results but suffers computational overhead. Therefore, the
proposed work intends to reduce computational complexity.
Thus, the proposed work focused on developing the I-3VSL
trust assessment scheme by modifying discount and com-
bining. Further, designing the modified TW algorithm that
reduces the computational overhead.

III. THEORETICAL FRAMEWORK
The term ‘‘trust’’ is described by various authors from dif-
ferent perspectives; according to the oxford dictionary, ‘‘the
person who has the belief or confidence in someone or some-
thing [84]’’. In MMOG, the players interact based on content
availability and AOI. Here, the content requestor has faith in
the content provider and vice versa, which provides various
benefits like risk mitigation, strong relationships among the
players, and high productivity. Therefore, trust assessment is
essential inMMOG. The existing trust assessment techniques
are classified as absolute and uncertainty trust models. The
absolute trust assessment model expresses trust in a single
quantity, such as trust or distrust. The uncertainty trust models
represent trust in multiple quantities, including trust, distrust,
and uncertainty (neither trust nor distrust). Further, the uncer-
tainty trust assessment is divided into two categories, such
as direct and indirect assessment, the detailed description is
provided in subsequent sections.

A. TRUST ASSESSMENT BASED ON PRIVATE OPINION OR
DIRECT TRUST ASSESSMENT
In direct trust assessment, the playerx is interacted with
playery based on personal experience (direct interaction)
is denoted as a trust rating. Then, the ratings are trans-
formed into opinions by leveraging the direct trust assess-
ment, as illustrated in Eq. (6).

Bxy =
pxy

pxy + nxy + uxy + 3

Dxy =
nxy

pxy + nxy + uxy + 3

Uxy =
uxy

pxy + nxy + uxy + 3

Exy =
3

pxy + nxy + uxy + 3

(6)

Here, pxy, nxy, uxy and 3 are positive, negative, posterior, and
prior uncertainty. The prior uncertainty opinion is signified as
3 because of all three elements of opinion observation, such
as positive, negative, and uncertain (1 + 1 + 1 = 3). The
interaction trust ratings are transformed into trust opinion that

TABLE 2. Nomenclature.

is represented in Eq. (7)

Pxy =< Bxy,Dxy,Uxy,Exy, axy > (7)

where Bxy,Dxy,Uxy,Exy, axy denotes the trust, distrust, pos-
terior, prior trust opinions and base rate of playerx on playery.
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The axy denotes the base rate of 1/2 = 0.5 because the trust
opinion is normalized to [0, 1], and the complete trust and
distrust are designated as 1 and 0. Hence, according to the
probability theory, the base rate lies at the center. Thus the
sum of the trust opinions is equal to ‘‘1′′, as shown in Eq. (8)

Bxy + Dxy + Uxy + Exy = 1 (8)

For instance, the playerx is interacted with playery then pro-
vides the rating for the interaction. The feedback is collected
in the range 1 to 10. The rating is between 9 to 10 is positive,
0 to 6 is negative, and 7− 8 is uncertain. Therefore, based
on the ratings, the sum of positive, negative, and uncertain
rates are considered for assessing the trust. Let us assume that
the playerx and playery are interacted 10 times previously
out of 4 are positive, 3 are negative, and 3 are uncertain.
However, the prior observations are included as 3 (posi-
tive, negative, and uncertain). As a result, the trust opinion
between playerx toplayery is derived by leveraging Eq. (1),
and the results are shown in Eq. (4).

Bxy =
4

4+ 3+ 3+ 3

Dxy =
3

4+ 3+ 3+ 3

Uxy =
3

4+ 3+ 3+ 3

Exy =
3

3+ 3+ 3+ 3

(9)

According to Eq. (9), playerx trust opinion on playery is
Pxy =< 0.308, 0.231, 0.231, 0.231, 0.5 > and the sum of the
opinions is equal to 1 according to Eq. (8). Thus, the playerx
is having the previous interactions with the playery then the
trust opinions are determined with Eq. (6). In case the playerx
is not having the previous interactions with playery. Then, the
trust opinion of playery is determined through the indirect
trust assessment by considering the trust recommendations
from a friend of a friend.

B. TRUST ASSESSMENT BASED ON PUBLIC OPINION OR
INDIRECT TRUST ASSESSMENT
The indirect trust assessment determines the trust of the
selected partner by leveraging the discounting and combining
operations. The discounting operation propagates trust by
transforming a friend’s trust opinion to another. Let’s assume
the playerx is having the trust opinion on playery and playery
is having the trust opinion on playerz. Then, the playerx is
never interacted with the playerz. In this case, the playerx
establishes the trust relationship with the playerz through the
playery’s a recommendation as illustrated in Figure 2(a). The
combining operation performs the trust fusion by combining
different players’ opinions. the playerx is having the interac-
tion with playery and playerq, these player’s having the inter-
action with playerz. Therefore, the playerx is establishing a
trust relationship with playerz by leveraging the recommen-
dations of playery and playerq as illustrated in Figure 2 (b).

FIGURE 2. Players’ interactions (a) single path (b) multiple paths.

According to Figure 2 (a), the trust relationship among the
playerx to playery and playery to playerz are referral- trust.
According to referral trust, the functional trust is determined
from playerx to playerz. Therefore functional trust is deter-
mined by leveraging the discounting operation. Similarly,
Figure 2 (b) has multiple paths to assess the functional trust
between playerx to playerz. Initially, the discounting oper-
ation is applied between playerx to playerz via playery and
playerx to playerz via playerq. Then, it performs the com-
bining operations that determine the trust opinion between
playerx to playerz. The discount and combining operations
are as follows.

1) DISCOUNTING OPERATION OR TRUST PROPAGATION
The discounting operation is used to transfer the trust opin-
ion between the players that determine the trust opinion
of the selected partner based on the trust recommenda-
tions of the friends. According to Figure 2 (a), let’s assume
the trust opinion between playerx to playery as Pxy =<
Bxy,Dxy,Uxy,Exy > and playery to playerz as Pyz =<
Byz,Dyz,Uyz,Eyz >. Then, the trust opinion from playerx to
playerz is determined using Eq. (10).

Pxz =


Bxz = EB

(
Pxy
)
Byz

Dxz = EB
(
Pxy
)
Dyz

Uxz = 1−
(
EB

(
Pxy
) (
Bxz + Dxz + Eyz

))
Exz = Eyz

(10)

EB
(
Pxy
)
= Bxy + axy ∗ Uxy + Exy ∗ 0.5 (11)

In Eq. (10), EB
(
Pxy
)
denotes the expected belief of the

playerx to playery which is computed by leveraging Eq. (11).
In Eq. (11) the axy denotes the base rate of 1/2 = 0.5 because
complete trust and distrust are designated as 1 and 0. Hence,
according to the probability theory, the base rate lies at the
center.
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2) COMBINING OPERATION OR TRUST FUSION
The combining operation is employed to aggregate the trust
opinion of the multiple players that determines the functional
trust. According to Figure 2 (b), the functional trust between
the playerx to playerz is determined using Eq. (12) and (13).
Let’s assume the trust opinion between the playerx to playerz
via playery is Pxz1 =< Bxz1 ,Dxz1 ,Uxz1 ,Exz1 , axz1 >. Simi-
larly, the trust opinion between playerx to playerz via playerq
is Pxz2 =< Bxz2 ,Dxz2 ,Uxz2 ,Exz2 , axz2 >.
Case I: Exz1 + Exz2 − Exz1Exz2 6= 0

Pxz =



Bxz =
Exz2Bxz1 + Exz1Bxz2

Exz1 + Exz2 − Exz1Exz2

Dxz =
Exz2Dxz1 + Exz1Dxz2
Exz1 + Exz2 − Exz1Exz2

Uxz =
Exz2Uxz1 + Exz1Uxz2
Exz1 + Exz2 − Exz1Exz2

Exz =
Exz1Exz2

Exz1 + Exz2 − Exz1Exz2

(12)

Case II: Exz1+Exz2−Exz1Exz2 = 0, then compute γ = axz2
axz1

Pxz =



Bxz =
γBxz1 + Bxz2
γ + 1

Dxz =
γDxz1 + Dxz2

γ + 1

Uxz =
γUxz1 + Uxz2

γ + 1

Exz = 0

(13)

For instance, playerx opinion about playerz1 is Wxz1 =<

0.99, 0.01, 0, 0 > and playerx to playerz2 is Wxz2 =<

0, 1, 0, 0 >. Then the trustworthiness opinion from
playerx to playerz is determined through Eq. (13) because the
prior trust opinion of both the players (Exz1 and Exz2) is 0.
Accordingly, γ = 0.5

0.5 = 1, the playerx trust opinion about
playerz is expressed through Eq. (14)

Pxz =



Bxz =
1 ∗ 0.99+ 0

1+ 1
= 0.495

Dxz =
1 ∗ 0.01+ 1

1+ 1
= 0.505

Uxz =
1 ∗ 0+ 0
1+ 1

= 0

Exz = 0

(14)

IV. DESIGN OF M- TW ALGORITHM
The trusted network is established based on the players’ inter-
action using the Travian dataset. The constructed network
is digraph G (V, E, W); in this, the vertices ‘V’ represent
the players, their interaction represented with E and the trust
opinion of the interaction represents the ‘‘W.’’ The players
establish trust relationships based on the distance and play-
ers’ trust opinions. The number of hop counts controls the
distance between the players, and trust opinions are generated

Algorithm 1 An Opinion Matrix Generation
Input: Digraph G and set of players P
Output: Adjacent Matrix M
Goal: To compute opinion matrix M
Adjacent_Matrix (G, P)

1. for i← 1 to n do
2. for j← 1to n do
3. if i == j then
4. M [i][j] = I
5. else
6. if edge (i, j) ∈ E
7. M [i] [j] = Wij
8. else
9. M [i] [j] = O
10. end if
11. end if
12. end for loop
13. end for loop

through the I-3VSL trust model. Therefore, the trustwalker
algorithm is designed to optimize the execution time without
compromising performance. The graph G represents the adja-
cent list, which consists of the players’ direct trust opinions.
For instance, the Playerx is having a direct interaction with
playery then it is denoted with Wxy otherwise, it is prior
uncertainty such as <0,0,0,1>, and the player has self the
trust opinion as <1,0,0,0>. The prior uncertain and self-
trust opinions are represented with O, I . Accordingly, the
adjacent list is prepared for ‘‘n’’ players, which is illustrated
in Eq. (15).

I W12 W13 . . . W1n
W21 I W23 . . . W2n
W31 W32 I . . . W3n
...

...
...

...
...

Wn1 Wn2 Wn3 . . . I

 (15)

Therefore, based on the player interactions, the initial adja-
cent matrix is illustrated in algorithm-1 through the G and
players.
Algorithm1 is designed to generate the initial trust opinion

between the players. The total number of players in the
network depends on the input G and player set P. Thus,
each player in the G interacted with ‘‘n’’ other players that
produced the ‘‘n × n’’ matrix. Line 1-2 presents each player
in the G is interacting with all other players in the G and then
verifying whether the player is having the interaction with
itself. Thus, the opinion is completely trusted, as I shown in
Lines 3-4. Line 6-9 verifies whether the player has interaction
with other players, then the trust opinion is denoted with Wij
otherwise, the opinion is prior uncertain as O.
According to Algorithm 1, the direct trust assessment mea-

sures the trust opinions among the players demonstrated in
Algorithm 2.
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Algorithm 2 Generating Direct Trust opinions
Input: Directed Trust G, Set of nodes P
Output: direct Trust opinion between the user ‘‘i’’ to ‘‘j.’’
Goal: Generating trust opinions from player ‘‘i’’ to ‘‘j’’ using
direct trust relationships from G
Direct_ Trust (G, P)

1. initialize the opinion matrix M and individual
opinion vector V with uncertain opinions O

2. for i← 1 to n do
3. for j← 1 to n do
4. if edge(i, j) ∈ E do
5. pj← 0
6. nj← 0
7. uj← 0
8. end if
9. for k ← 1 to n do
10. if edge(j, k) ∈ E do
11. if k ∈ P and k is trust, then
12. pj← pj + 1
13. else
14. if k ∈ P and k is distrust, then
15. nj← nj + 1
16. else
17. uj← uj + 1
18. end if
19. end if
20. end if
21. end for loop

22. Bij←
pj

pj+sj+uj+3

23. Dij←
nj

pj+nj+uj+3

24. Uij←
uj

pj+nj+uj+3

25. Eij← 3
pj+nj+uj+3

26. M [i] [j]←
(
Bij,Dij,Uij,Eij

)
27. V [j]← (Bij,Dij,Uij,Eij)
28. end for loop
29. end for loop
30. return M

Algorithm 2 is planned based on Algorithm 1; Line 1 ini-
tializes the adjacent matrixM and individual players’ opinion
vector‘‘V .’’ initially, the vector ‘‘V’’ consists of the uncertain
opinion ‘‘O.’’ Line 2-8 specifies the interaction among the
player ‘‘i’’ to ‘‘j’’ exists an edge, then their opinions are
classified into positive, negative, and uncertain initialized to
zero (pj = nj = uj = 0). Further, Line 2- 21 presents
how many interactions are established by the player ‘‘j’’ to
‘‘k’’ represents the outer loop, and inner loops indicate their
interactions. After that, each interaction feedback is added to
its classification as positive, negative, and uncertain. Further,
assess the trust opinion between the players using Eq. (6)
illustrated in lines 22-25. Lines 26-27 update the new trust
opinions in the ‘‘M ’’ and ‘‘V .’’

FIGURE 3. An arbitrary network.

A. CASE STUDY
For instance, serval players establish the trusted interaction
based on their interests, illustrated as a trusted arbitrary
network in Figure 3. Then, it applies algorithm1 and algo-
rithm2 through assessing the direct trust assessment that is
demonstrated below.

According to Figure 3, the adjacent matrix ‘‘M’’ is con-
structed using algorithm1, and the illustrated matrix is repre-
sented in Eq. (16).

M =


I Wxy Wxq O
O I Wyq Wyz
O O I Wqz
O O O I

 (16)

Further, algorithm-2 is employed that classifies the interac-
tions as positive, negative, and uncertain based on the total
interactions among the player one to all other players in
the trusted network as shown in Eq. (16). After that, the
interactions ratings are converted into trust opinion as ‘‘M ’’
in Eq. (17) and 18. The individual trust opinion vector is
fabricated as ‘‘V ’’ based on playerx concerning in Eq. (19).

M =



I

 12
1
2

  7
3
3

 O

O I

 1
4
2

  13
5
1


O O I

 1
2
8


O O O I


(17)
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M =




1
0
0
0



0.667
0.056
0.111
0.167



0.438
0.188
0.188
0.188



0
0
0
1



0
0
0
1



1
0
0
0



0.1
0.4
0.2
0.3



0.591
0.227
0.045
0.137



0
0
0
1



0
0
0
1



1
0
0
0



0.071
0.143
0.571
0.215



0
0
0
1



0
0
0
1



0
0
0
1



1
0
0
0




(18)

Vx =
[
I,Wxy,Wxq,O

]
=



1
0
0
0



0.667
0.056
0.111
0.167



0.438
0.188
0.188
0.188



0
0
0
1



(19)

Although, Algorithm 2 assess the trust of known players since
the unknown players’ trust assessment is derived from the
recommendations using an indirect trust assessment scheme.
The indirect trust is evaluated in depth limited breadth-first
search (DL-BFS) fashion, for the Trustwalker (TW) Algo-
rithm is designed [48].

B. TRUSTWALKER (TW) APPROACH
The TW algorithm works based on the depth limitations that
derive the unknown players’ trust in the recommendations
and reputations of their friends. The scheme starts from the
trustor and searches the trustee player in the network accord-
ing to the specific depth. Therefore, the trust computation
is performed according to the discount and combined opera-
tions that are illustrated in Eq. (10), (11), and (12). However,
the TW algorithm updates the trust of each player in every
iteration by re-computing the trust opinion. For instance, the
playerx’s trust opinion of all other players is preserved in the
individual vector opinion Vx based on the depth as illustrated
in Eq. (20).

V d
x =

[
W d
x,1,W

d
x,2,W

d
x,3,W

d
x,4 . . .W

d
x,n

]
(20)

Here ‘‘d’’ represents the depth, x denotes the player andW d
x,1

specifies the trust opinion of the playerx about the player1.
Thus, the playerx searches the trustworthy partner among all
the players in the network at different depths through the TW
algorithm. According to the TW algorithm, the trustor starts
the trust computation from its neighbor players by leveraging
the direct trust that specifies its trustworthy opinion about the
neighbors. However, the neighbor players do not have the
same opinion on the trustor because trust is the individual

opinion about others; in other words, trust is asymmetric.
Thus, the trust is determined using the following Eq. (21).

V d
x = MT

� V d−1
x (21)

Here, M is the adjacent opinion matrix � is an intuitional
operator which performs the matrix multiplication. The stan-
dard matrix multiplication performs the summation and mul-
tiplication but performs the discount and combine opera-
tions here. The V d−1

x is individual vector opinion concerning
playerx at depth d − 1. The individual vector opinion is
represented according to Fig. 3 in Eq. (19) at depth 1, and
M is illustrated in Eq. (17). As TW updates the players’ trust
hop by hop, it reaches the trustee within the specified depth as
the longest path. Thus, the TW algorithm is applied in Fig.3,
and the trust evaluation steps are demonstrated.

For an instant, the trustor is playerx and depth is d = 1,
then the searching trustee. Thus the longest path from trustor
to trustee is playerx → playery. Therefore, the trust opinion
of playerx about playery never changes further in the evalua-
tion because it is the longest path. Similarly, the other longest
path for d = 1 is rx → playerq. When d=2, the search path
from playerx finds the path as rx → playery → playerz,
layerx → playerq → playerz, layerx → playery → playerq.
After that, d=3, then rx → playery → playerq → playerz.
The TW algorithm creates trust computation for various com-
putational overheads at different depths. Hence, the modified
TW (M-TW) algorithm is critical for quick trust evaluation to
avoid computational overhead.

C. MODIFIED TRUSTWALKER (M-TW) APPROACH
TheM-TWalgorithmmitigates the number of updates in each
iteration. As a result, it provides a quick trust assessment.
Initially, the M-TW starts the computation from the trustor,
and its neighbor interactions are represented in the individual
opinion vector as described in Eq. (22).

V 1
x =

[
Wxx ,W xy,Wxq,Wxz

]
= [I ,Wxy,Wxq,O] (22)

Then, it computes the next iteration individual opinion vector
as V 2

x from the previous iteration V 1
x . The computation of

the next iteration is performed by the algorithm through the
discounting (1) and combining (Θ) operations. According
to Fig.3, the individual trust opinion vector is represented in
Eq. (19). The next level computation is derived from Eq. (21)
at d=2. The Eq. (22) consists of the playerx opinion about the
playery which is represented in theV 1

x , now playery to playerz
is derived that consists in V 2

x . However, the V
1
x consist of the

trust opinion ofWxz that isO. The remaining opinions are not
changing, and the opinion from playery to playerz is changing
that, is evaluated in Eq. (23).

W 2
xz = 1

(
W 1
xy,Wyz

)
(23)

Here, theW 1
xy value is obtained from the previous levelV 1

x and
Wyz is accessed from the trust opinion matrix ‘‘M.’’ Similarly,
the trust opinion of Wxq is determined as follows and Wqz is
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exist, the resultant is shown in Eq. (24).

W 2
xq = 1

(
W 1
xx ,Wxq

)
= 1

(
I ,Wxq

)
= Wxq (24)

W 2
xq = 1

(
W 1
xy,Wyq

)
(25)

According to Eq. (24) and (25), the results are combined
through the combining operation as Eq. (26).

W 2
xq = 2

(
Wxq,1

(
W 1
xy,Wyq

))
(26)

Therefore, the V 2
x acquires the trust opinion from the previ-

ous iteration and updates the trust opinions of Wxq and Wxz
remaining interactions will be the same. For that, a boolean
vector is leveraged that preserves the updated information,
as in Eq. (27).

B1 = [0, 0, 1, 1] (27)

Further, the trust assessed playerx to playerz at d=2, then the
trust is assessed using Eq. (23), and Eq.(28) then performs
the combine operation; that is trust opinions are updated in
the boolean vector, which is shown in Eq.(27)

W 2
xz = 1

(
Wxq,Wqz

)
(28) (28)

W 2
xz = 2

(
1
(
Wxy,Wyz

)
,1

(
Wxq,Wqz

))
(29)

Similarly, at d=3, the boolean vector is illustrated in Eq. (30),
and their respective computation is shown in Eq. (31).

B2 = [0, 0, 0, 1] (30)

W 3
xz = 2

(
1
(
Wxy,Wyz

)
,1

(
2
(
Wxq,1

(
Wxy,Wyq

)
,Wqz

)))
(31)

According to Eq. (23) to Eq. (31), the individual trust opinion
matrix for d=3 is defined in Eq. (32) and illustrated in the
boolean vector in Eq. (33).

V 3
x =

[
I,Wxy,W 2

xq,W
3
xz

]
(32)

B3 = [0, 0, 0, 0] (33)

Consequently, the longest path from the trustor to a trustee
is acquired and stops the update process shown in Eq. (33).
Accordingly, the algorithm is designedM-TWasAlgorithm 3

Algorithm 3 is designed to perform the quick trust assess-
ment by minimizing the number of updates. Line 1-2 is used
to initialize the opinion matrix M based on the G and initial
depth at 1. Line 3-6 extracts the individual opinion vector
from the opinion matrixM by concerning trustor x to all other
players in the network at initial depth. Line 7-13 represents
the interaction with all other players in the network, whose
interactions are not the uncertain opinions in the opinion
matrix and individual opinion vector. For them, the boolean
vector value is assigned as ‘‘1’’, which means the trust opin-
ion is derived in the future. Line 14 specifies the maximum
depth limit to find the trustee partner. Line 15- 33 specifies
the trust computation process of the next level based on the
previous level and opinion matrix. The future computation
updates are indicated in the boolean vector. Line 15 specifies

Algorithm 3 Modified Trustwalker (M-TW) for Route Dis-
covery
Input: A directed graph G, trustor x, player set P, and depth
d
Output: performing the trust assessment quickly by reducing
the number of updation
Goal: perform the trust assessment using depth-limited
breadth-first search through M-TW
M-TW ( G,P, x, d)

1. Opinion matrix M = Direct_Trust(G,P)
2. Initial depth d ← 1
3. for all the players trust opinion with x

prespective where x 6= i do
4. V d

x [i]← M [x] [i]
5. B [i]← 0
6. end for
7. for all players ′s′ interaction with x in the network

do
8. if V d

x [s] 6= Othen
9. for all players i where M [s] [i] 6= O do
10. B [i]← 1
11. end for
12. end if
13. end for
14. while d < D
15. V d+1

x ← V d
x

16. for all players i 6= x such that B [i] = 1 do
17. V d+1

x [i]← O
18. for all players s such that V d

x [s] 6= O and
M [s] [i] 6= O do

19. if V d+1
x [s] = O then

20. V d+1
x [i]←1(V d

x [s] ,M [s] [i])
21. else
22. V d+1

x [i]←
2
(
V d+1
x [i] ,1

(
V d
x [s] ,M [s] [i]

))
23. end if
24. end for
25. end for
26. for all players i do
27. B [i]← 0
28. end for
29. for all s 6= xsuchthatV d+1

x [s] 6= V d
x [s] do

30. for all players i such that M [s] [i] 6= O do
31. B [i]← 1
32. end for
33. end for
34. d ← d + 1
35. end while
36. return V d

x

the assignment of prior level trustworthiness concerning x
about all the other players in the network. Line 16 verifies
the playerx like the other player, the boolean vector value
is assigned as 1, then the next level opinion vector value is
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uncertain, as shown in line 17. Line 18-25 specifies the trust
computation process; in the current depth, the playerx to its
neighbor players. Trust is not uncertain and from neighbor
players to its neighbor players are not uncertain in the opinion
matrix. Then it constructs the new opinion based on next-
level depth; if there is no direct path, it derives a new trust
opinion using discounting operation. However, if multiple
routes exist, the combining operation (direct and indirect
path trust opinions applies) applies. Line 26-33 updates the
boolean vector B[i] based on the current and previous level
trust opinion vector. Line 29 verifies whether the trust opin-
ion vector current and prior values differ, demonstrates that
the opinion matrix value is not uncertain, and then updates
the boolean vector. Like that, the process continues until it
reaches the max depth and returns the individual opinion
vector.

Further, the players are categorized into two groups, intra
and inter, based on the players’ identity. The players’ identity
is three types based on the M-TW trust computation algo-
rithm. Accordingly, Algorithm 4 is demonstrated below.

Algorithm 4 describes the classification of players into
the intra and inter-group. Thus, for the players belonging to
the intra-group, the trust opinion never changes in the future
because the searching depth is reached the longest path. Sup-
pose the player belongs to the inter-group; then the player’s
trust will update in the future. Accordingly, algorithm 4 is
designed. Line 1-5 describes the players’ trust opinion vector
values of V d+1

x [s] and V d
x [s] are identical, and the opinion is

uncertain, then the player belongs to G1. Line 6-10, the trust
opinion vector values of V d+1

x [s] and V d
x [s] are identical,

and the opinion is not uncertain, then the player belongs toG3.
Line 11-15, the opinion vector values of V d+1

x [s] and V d
x [s]

are different, and the opinion is not uncertain; the player
belongs to G2. Therefore, G1 players’ opinion is uncertain,
and their trust value is not changing. The boolean vector
consists B[i] ← 0. G2 players’ opinion vector values of
current and previous levels are different and not uncertain.
The trust opinion vector is just updated, and the trust opinion
value will change in the future. The G3 players’ trust opin-
ion value is not yet updated, but the opinion value will be
modified on different levels. According to the players’ groups
G1,G2 and G3 The players are classified as intra and inter-
groups. Line 16- 22, the player belongs to G1 and G2 which
specifies the player is known because their trust opinion value
is updated in the current or previous level, and the player is
not interacting with any other players in the network. Thus,
the player belongs to the intra-group, and the boolean vector
value of these players is B[i]← 0. Line 23-29, theG2 and G3
indicate they are unknown or known players. The trust value
of these players is updated in the future because they interact
with other players in the network. The players belong to the
inter-group, and the boolean vector represents the B[i]← 1.
Therefore, the players belong to the intra-category, reach the
longest path, and the trust value is not changing. In other
words, intra-group players do not interact with inter-group
members.

Algorithm 4 Classification of Players’ Interactions
Input: opinion matrix M and Individual trust opinion vectors
V d+1
x and V d

x .
Output: player’s classification based on the groups
Goal: classifying the players as inter and intra groups
Inter_intra

(
M ,V d+1

x ,V d
x
)

1. for all x 6= s such that V d+1
x [s] = V d

x [s] do
2. for all the players i such that M [s] [i] = O do
3. G1← s
4. end for
5. end for
6. for all x 6= s such that V d+1

x [s] = V d
x [s] do

7. for all the players i such that M [s] [i] 6= O do
8. G3← s
9. end for
10. end for
11. for all x 6= s such that V d+1

x [s] 6= V d
x [s] do

12. for all the players i such that M [s] [i] 6= O do
13. G2← s
14. end for
15. end for
16. for all x 6= s
17. if s ∈ G1||s ∈ G2 then
18. for all the players i such that M [s] [i] = O do
19. Intragroup← s
20. B[i]← 0
21. end for
22. end if
23. if s ∈ G2||s ∈ G3 then
24. for all the players i such that M [s] [i] 6= O do
25. Intergroup← s
26. B [i]← 1
27. end for
28. end if
29. end for
30. return intergroup and intragroup

D. THE TIME COMPLEXITY ANALYSIS
The M-TW algorithm searches the trustee partner based on
the DL-BFS manner. In the network maximum number of
participants, players are ‘n’ among the one is trustor. Hence,
the trustor has the maximum n − 1 neighbor players and
out-degree n− 1 at depth d. Consequently, the mathematical
formula is demonstrated in Eq. (34).

T (n) = d × n ((n− 1)× c1 + c2) (34)

According to Eq. (34), the time complexity is O
(
n2
)
In

Eq. (34), d is the constant depth, n is the number of players
in the network, and (n − 1) is the maximum out-degree
of the trustor. However, if the trustor out-degree is 1, then
the complexity is O(n); otherwise, the complexity is O

(
n2
)
,

which is illustrated in aglorithm3 Line 14-25.
Similarly, the complexity of algorithm4 is O

(
n2
)
because

the maximum number of players is n in the network, one is
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TABLE 3. Simulation setup.

the trustor, and another is the trustee. Hence the mathematical
formula is illustrated in Eq. (35)

T (n) = d × ((n− 1)× (n− 2)) (35)

Here, d is the depth to search the longest path, the interme-
diate players among the trustor and trustee are n − 2, and
the out-degree of the trustor is a maximum n− 1. Hence the
complexity is O

(
n2
)

V. EVALUATION AND RESULT ANALYSIS
The performance of the proposed M-TW algorithm with I-
3VSL is examined by conducting a simulation using python’s
Networkx package [85]. Thus, the Travian real-time dataset
is leveraged to experiment, and the simulation setup is illus-
trated in Table 3. The Travian data set consists of the trustor
and trustee and their trust ratings [6], [86]. The experimental
platform is a laptop with windows 10, core i5-7200U CPU@
2.50GHz 2.71 GHz, 8GB RAM, and 1TB HD.

The trust network formed from the Travian dataset con-
sists of the attributes as the source, target, and time stamps.
From the trusted network, self-loops and isolated nodes are
removed then the alias names are assigned to each player
as ids. Further, the players are moving freely in the trusted
network, and the updated player’s position information is
distributed to all other players in the network. As a result, the
use of network bandwidth is increasing. Hence, the trusted
network is divided into small regions based on the players’
interaction through community detection algorithms to mini-
mize network bandwidth usage. However, many community
detection algorithms require prior information, such as size
and number of communities, but the information is not avail-
able to the players. Hence, the asynchronous label propaga-
tion algorithm (LPA) permits the formation of communities
without prior knowledge and takes a linear amount of time
[87]. The trusted arbitrary community network is designed
based on the players’ interactions within the community; the
trust relationships are 30% and the outside community 2%.
Further, each community consists of the players as 40%, 30%,
and 30% of the total players in the network. The illustrated
arbitrary trust network with the trust relationships is shown
in Figure 3.

FIGURE 4. Sample arbitrary network with 10 players.

FIGURE 5. Player’s trust opinion representation as belief and disbelief.

According to Figure 4, the trust relationships of the play-
ers’ interaction and their trust ratings are converted into the
uncertainty trust opinion using Gaussian probability. The
Gaussian probability works based on the mean and standard
deviation as 0.9 and 0.1. The trust opinion is standardized
between [0, 1], and if the players’ trust relationship value
exceeds 1, then the mean and standard deviation are reas-
signed as 0.3 and 0.0001. However, 10% of malicious players
are inserted into the network according to the size of the
players. Therefore the generated belief and disbelief of the
players are illustrated in Figure 5.

According to Figure 5, the direct trust opinion among
the players is illustrated using algorithm 2. Here the X, Y,
and Z-axis represent the source, target, and belief in Figure
5(a) and Figure 5(b), expressing the source, target, and dis-
belief among the players’ interaction. The performance of
the trust-assessed scheme is examined under network size
10 with searching depth limited to 4 through I-3VSL with the
M-TWalgorithm for various graphmodels over the numerous
rounds, and the obtained results are shown in Figure 6.

The performance of I-3VSL with M-TW is illustrated
in Figure 6. The minimum trust probability of 70.53, the
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FIGURE 6. Trust computation with I-3VSL_M-TW.

FIGURE 7. Trustworthiness of players.

maximum probability of 70.85, and an average probability of
70.85 for 10 to 100 iterations. However, the trust computation
probabilities are linearly increased with y = 0.0002x +
0.7069 andR-square (R2) value as 0.3271.Moreover, the trust
probability opinion is fractionally changed after the 60 iter-
ations. Subsequently, the network size increases gradually to
10, 20, 50,100, and the performance of the M-TW algorithm
is analyzed in Figure 7.

The trustworthiness of players is assessed based on numer-
ous sizes shown in Figure 7. The trustworthiness of the
players is shown as min, max, and average according to the
dimensions. The network sizes with 10, 20, 50 and 100 and
randomly generate various graph representations, then the
minimum, average and maximum trust opinions are com-
puted. From Figure 7, it is examined that when the net-
work size is 10, the min, average, and max trust value is
0.7, 0.73 and, 0.75. The network size is 100, then the min,
average, and max trust values are 0.87, 0.89, and, 0.91.

FIGURE 8. Depth-based trust assessment.

Therefore, when the network size increases, the trust opinions
of the players also increase by 10−15% overall. However, the
network size is 100 the produced min, average, and max trust
opinions provide a slight difference, i.e., ∼= 0.02. The per-
formance of the proposed algorithm is analyzed depth-wise
because the M-TW algorithm works in a DL-BFS fashion,
and the results are shown in Figure 8.

The trust is assessed based on the depth; the plotted
results are illustrated in Figure 8. Initial depth started
from d = 2 produces the trust opinion as 85.27. While
the depth is slowly increased, examine the trust opinion
decreasing slightly. According to Figure 8, when the depth
increases, the trust opinion value decreases because the trust
is assessed based on the recommendations of the other play-
ers’ opinions—the opinion of players changes based on
context. Moreover, the proposed scheme uses the boolean
vector that manages the opinion changes. Once the assess-
ment reaches the longest path, trust opinion is not changed.
Therefore in Figure 8, the trust opinion value for d =
4 and 5 produces approximately the same opinion. Likewise,
the proposed trust assessment scheme, such as I-3VSL with
M-TW, is compared with AT [45]. The TW trustworthiness
computation according to the number of players and itera-
tions results are shown in Figures 9 (a) and (b).

The trust opinion concerning the number of players as
10, 20, 50, and 100 is represented in Figure 9 (a). The trust
assessment with AT produces the trust opinion values signif-
icantly less compared to the TW [47] and M-TW. The M-TW
has a higher trust opinion compared to the TW algorithm.
However, M-TW enhances the trust assessment by 8 − 10%
over the AT trust assessment and 7 − 9% over the TW
algorithm. Similarly, the Figure 9 (b) shows the better trust
assessment results with the M-TW algorithm for numerous
iterations and after 50th iteration, the trust opinion values
are changed slightly, but the AT and TW algorithm are con-
stantly producing. Besides, theM-TW algorithm provides the
enhanced trust opinion over the AT and TW as 10 − 12%
for each iteration. Further, the execution time of M-TW com-
pared with AT [45] and TW [47] and shown in Figure 10.
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FIGURE 9. Comparison of trust assessment.

FIGURE 10. Trust assessment execution time comparison.

According to Figure 10, the trust execution time is
compared with AT [45] and TW [47] algorithms over the
M-TW. The obtained results show that when the depth is in a

FIGURE 11. Comparison of accuracy.

smaller range, the AT produces better results compared to TW
and M-TW. However, the depth and execution time increase
exponentially in AT. Similarly, in the comparison among
the TW and M-TW trust assessment, the trustor to trustee
finds the longest path then there is no change in its trust
opinion value. Hence, M-TW produces quicker results than
TW, as shown in Figure 10. Further, the mean absolute error
(MAE) and accuracy of the AT, TW, and M-TW algorithms
are evaluated using Eq. (36), (37), and (38).

Error = (predicted trust − actualtrust) (36)

MAE =

∑n
i=1 Errori∑n

i=1 actualtrust_i
(37)

Accuracy = (1− Error_rate) (38)

According to Eq. (36), (37), and (38), theMAE and Accuracy
are assessed for various depths using AT [45], TW [47], and
M-TW algorithms. The accuracy of the proposed scheme
is compared with the AT and TW, which is illustrated in
Figure 11.

The accuracy of the proposed scheme is compared with the
existing approaches. The results show that the ATwithM-TW
provides a 10% enhancement, and theM-TWalgorithm offers
a 9% enhancement over the TW approach. Similarly, the TW
improves the 0.07% over the AT algorithm.

VI. SUMMARY AND CONCLUSION
The internet-based applications are increasing, leading to
numerous VE applications, especially MMOG. In MMOG,
the players interact and share resources among the virtual
game players. However, these players’ behavior is uncertain,
and without assessing the trustworthiness of the resource,
it enables various security challenges. Therefore, the pro-
posed work performs the trust assessment by leveraging
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I-3VSL and the route from trustor to trustee through M-TW.
The M-TW algorithm is designed to optimize the computa-
tion complexity over the existing algorithms, and the experi-
ment uses the Travian dataset and establishes the arbitrary or
bridge network. The performance of the proposed approach is
compared with the existing AT, TW. The results demonstrate
that the proposed work improves the trust assessment score
by 8−10% over the AT t and 7−9% over the TW algorithm.
Further, the computation time of the proposed approach is
evaluated for multiple depths that reduce the 2% over the TW
algorithm. Therefore, the proposed method is more efficient
than AT and TW. The future work will improve the I-3VSL
operations by including Monte Carlo principles. Further, the
I-3VSL performance is verified with a complicated topology.
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