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ABSTRACT Technology is changing the way we work more than ever before. Therefore, it is critical to
understand the security threats associated with these advanced tools to protect systems and data. Security is
a combination of people, processes, and technology. Thus, to effectively counter cyber-threats, information
security awareness (ISA) programs are an essential cornerstone of enterprise security. There are many ways
in which information security knowledge can be delivered. In this paper, we have conducted an experiment
to test the impact of multiple intervention strategies on knowledge, attitude, and behavior. The HAIS-Q was
used to evaluate the effectiveness of training methods on the employees. Our study suggests that all methods
raise knowledge equivalently. However, having more than one delivery method to convey the same message
has a greater impact on users’ attitudes. When it comes to behavioral change, however, text-based and
game-based training formats performed better than their counterparts. Additionally, employees’ tendency
to engage in self-education activities and participate in future awareness programs was influenced by the
intervention strategy. These findings have important implications, as ISA programs should be designed in a
way that positively influences the mindset of employees and motivates them to embrace security practices
in their daily activities.

INDEX TERMS Information security awareness, security training, security management, cybersecurity,
cybersecurity assessment.

I. INTRODUCTION

Information technology (IT) surrounds all elements of our
lives. In a very short period, technology has become the
cornerstone for the development of many critical areas such
as health, transportation, business administration and edu-
cation. Both private organizations and government agencies
have embraced technology and connected their key assets
to the internet to improve services and maintain their com-
petitive advantages. In order for government agencies and
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private companies to protect their IT infrastructure and data,
they have increased their focus on technology-based secu-
rity measures, neglecting the fact that effective security is
a combination of people, processes, and technology. Thus,
large organizations which have invested heavily in strong
security technologies have continuously reported security
incidents [33], [35].

Many studies have reported that the human factor is the
weakest link in the security chain [1], [9], [26], [78]. For
instance, [42] reported that 46% of cyber-security cases in the
last year were due careless or uninformed staff. Other security
service providers have reported similar results [31], [77].
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A number of studies have suggested that awareness training
is the most effective approach in preventing these attacks [6],
[8], [12], [63], as users are the final line of defense against
many cyber-threats. For this reason, organizations should not
only be concerned with technological solutions but should
also address human vulnerabilities and invest in raising
cyber-security awareness [11], [67].

One of the important measures to increase the degree
of security is by awareness training. Previous research
reported that only a third of Information Security Aware-
ness (ISA) programs are effective [18]. Unsuccessful cyber-
security training leads to higher anticipation costs without
reducing failure cost [53], [59], driving the total cybersecurity
investment cost up. Therefore, it is important to study how
to conduct an effective training program. To do so, there are
two important factors to be considered [83]: the up-to-date
relevant knowledge and the intervention strategy. The training
program needs to be designed in a way that not only improve
knowledge, but should also motivate employees to build good
habits [8], [10]. Previous studies adopted the Knowledge Atti-
tude Behavior (KAB) model to measure Information Security
Awareness (ISA) programs [44]. The core concept of KAB is
that more knowledge about security procedures and policies
leads to an improvement in attitude towards their importance,
which ultimately enhances security-related behavior.

In this paper, we investigate and compare the impact of
different ISA delivery methods on public sector employees’
knowledge, attitudes, and behaviors. We use in our study
the Human Aspects of Information Security Questionnaire
(HAIS-Q) [55], which is based on the KAB model,
as a measurement instrument for users’ ISA. Furthermore,
we compare users’ feedback on four intervention methods.
Our results show that different training methods are able
to raise employee’s knowledge equally. However, attending
more than one training format significantly improves employ-
ees’ attitudes and behaviors compared to those who attend
only a lecture. Furthermore, results indicate that participants
who find the training program enjoyable and engaging are
less likely to suffer from security fatigue [6], [54]. Also, they
are more likely to take part in self-development activities such
as voluntarily participating in future awareness campaigns.
In fact, a successful training program motivates participants
to engage with other employees regarding the content of the
program, improving peer interaction and knowledge shar-
ing. Finally, participants are more likely to stay commit-
ted during the entire program, leading to a more secure
organization.

The remainder of this paper is structured as follows.
We first introduce the required theoretical background
and related work in section II and III, respectively. Our
methodology is described in section IV. Results and the
threats to validity are in section V and section VI, respec-
tively. Followed by the discussion and implications in
section VII. Finally, in section VIII, we summarize and
present ideas for future work.
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Il. BACKGROUND

There is a wide consensus throughout the literature
concerning the need for organizations to develop SETA pro-
grams on incidents related to the human factor [4], [12].
Existing information security management frameworks and
standards integrate SETA with other key security func-
tions such as security policy, risk management, and incident
management [4], [9], [10].

The literature distinguished the different roles of edu-
cation, training, and awareness. [80] suggest: Education is
where security professionals integrate security skills and
competencies into a common body of knowledge for the
design and implementation of information security; Train-
ing is where relevant employees gain needed security skills
and competency around security to enable them to perform
their job; Awareness involves focusing all other employ-
ees’ attention on security, giving them the ability to avoid
behaviors that would compromise information security. Most
organizations when applying SETA programs only imple-
ment awareness for employees and education, and training
was conducted by external providers for individual personnel
where required. From this point on, we subsequently use the
term information security awareness (ISA) instead of SETA.

The importance of ISA programs in safeguarding infor-
mation assets has compelled many authors to recommend
their use within organizations as part of their overall security
strategy [12], [23], [52]. There exist several guidelines for
organizations developing ISA programs [11], which can be
broken down into three fundamental phases: (1) development,
(2) implementation, and (3) evaluation. The following discus-
sion uses them to review existing approaches and models for
developing ISA programs.

The development phase includes activities used to under-
stand the current organizational situation, obtain management
support, and acquire the resources necessary to develop an
effective program [9], [16]. These activities involve conduct-
ing a needs assessment for an ISA program, which contain
legislated requirements, defining goals and objectives, estab-
lishing the ISA development team, and identifying the target
audience for an ISA program [47]. The literature highlighted
the importance of understanding the needs of an organization
and its culture and the design of ISA programs that meets
these specific needs [81]. For instance, [16] suggest that
security awareness should be professionally prepared and
organized for it to work and needs to be targeted and action-
able. Development phase activities also include developing
materials for ISA consisting of tasks around topic selection
and material creation [23], [86].

The implementation phase focuses on the conduct of the
ISA program using a variety of delivery methods. The litera-
ture on the implementation of ISA programs discussed meth-
ods for effectively delivering ISA messages. These include
the use of a combination thereof such as newsletters, emails,
note-taking tools to aid memory (e.g., pens and notepads),
and posters exposing suspects within the organization
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via security messages on a consistent and ongoing
basis [1], [23].

The final ISA phase is evaluation, where the organiza-
tion reviews and evaluates its ISA initiatives to measure
their effectiveness. This is typically performed by identifying
changes in employee behavior that impact information secu-
rity [68]. Existing approaches focus on an exceedingly
limiting view of gauging the data obtained by the pro-
gram. Also, discussion about the evaluation of ISA programs
largely focus on the outcome, which was raising employees’
awareness [11], [24], [30], but notably overlook assessing
the practices themselves as well as the overall approach to
the development of ISA in organizations. Evaluation should
instead focus on the effect of ISA holds on overall security
due to the changes in employee behavior [68]. One way to
measure the effectiveness of ISA is to compare the incidence
of noncompliance-related security events before and after
implementation of the ISA program.

Best-practice standards such as [40] stress the need for ISA
programs, recommending that “all employees of the organi-
zation should receive appropriate awareness, education, and
training and regular updates in organizational policies and
procedures, as relevant for their job function.” However, the
standards neglect to provide clear and practical guidance
on ISA program implementation and effective methods for
changing employees’ behavior. Standard advice lacks support
from empirical data and pays little consideration to organiza-
tional context [13], [30], [66]. Therefore, there exists a need
to find empirical evidence via experimental research to assist
organizations in finding the proper ISA methods needed to
raise their employees’ awareness and ultimately change their
security behavior.

lIl. RELATED WORK

A. SECURITY AWARENESS METHODS

Regarding the contribution of this paper, there have been
efforts to compare awareness training methods for different
objectives. For instance, [75] investigated user preferences
for and effectiveness of security awareness training method-
ologies in Thailand. In this study, the students were divided
into two groups, and each group received a combination
of instructor-led, video-based, text-based and game-based
training sessions on phishing. The participants received pre-
and post-training questionnaires to collect their opinions and
to study their improvements in awareness. Moreover, the
researchers sent multiple stimuli phishing emails before and
after the training to study the improvement in users’ abili-
ties to distinguish between phishing and legitimate emails.
The authors concluded that the training is successful in
raising user confidence and in decreasing the false-negative
rate, although the false-positive results remained unchanged.
Additionally, the users did not prefer any particular
sequence of training methods over the other, but most of
the participants preferred the traditional classroom-based
training when asked to identify one delivery method of
choice.
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Another example is the work of [72]. In this study,
the authors investigated four aspects of each training deliv-
ery method: effectiveness, user satisfaction, confidence,
and time-efficiency. The experiment mainly focused on
phishing awareness using three delivery formats: text-
based, instructor-based and computer-based training. The
authors chose school students to conduct the experiments,
to make sure that the participants were homogeneous in
terms of sociodemographic factors. They concluded that
instructor-based training was best in terms of user satisfac-
tion, effectiveness and increasing confidence. However, the
value for time was the lowest. In contrast, when time was
the most pressing matter, text-based training was the most
efficient, despite its lower performance in the three other
aspects.

In [1], the author’s objective was to determine which
awareness delivery method is best for increasing cyber-
security awareness levels, and which one is preferred by
users. The study divided participants into six groups. Three
groups took only one awareness session about phishing,
either text-based, video-based, or game-based; the other three
groups took all three sessions in different orders. Although
the participants preferred the video presentation session, the
groups that attended mixed training delivery methods learned
more information about the topic.

[32] performed a pilot study to evaluate the influence
of simulation video games on knowledge transfer regarding
information security concepts such as social engineering,
firewall policies, the use of Secure Shell Protocol (SSH),
and physical security. Sixteen (16) university students from
Thailand were selected and divided into two groups of eight.
One group played the CyberCIEGE video game, while the
other attended a traditional instructor-led training session for
one hour. The results showed that the participants enjoyed the
game and indicated that it is more mentally challenging. Also,
those who completed the game demonstrated a knowledge
increase and an understanding of most of the covered topic.
However, not all participants completed the game since some
claimed that they got bored, faced technical difficulties, or a
language barrier.

Finally, the authors in [65] classified security awareness
into three levels: perception, comprehension, and projection.
Level 1 (perception) is basically the ability to understand
the presence of a threat. When someone reaches the next
level (comprehension), they will be able to integrate and
interpret information from multiple sources properly. Finally,
projection means that users are able to predict potential
security risks, enabling them to handle risks correctly. The
participants in this study were 153 freshmen from a private
university in Taiwan. They were evenly assigned into three
groups, and each group received either hypertext-based secu-
rity awareness training, multimedia-based security awareness
training, or hypermedia-based security awareness training.
The results of this study demonstrated that hypermedia-based
and multimedia-based training are not very effective at intro-
ducing a new subject to users, since it may divert learners’
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attention from the materials. Thus hypertext-based training is
better at raising user perception of security threats. However,
when it comes to stepping up the ladder to comprehension and
projection levels, multimedia-based training outperformed
hypertext-based security awareness training. Moreover, stu-
dents who attended hypermedia-based sessions performed
better than those who attended multimedia-based training on
all three security awareness levels.

To summarize, while prior research has studied different
aspects and characteristics of training methods, they were
conducted in an isolated manner. Furthermore, most of the
work was directed towards students and tackled one partic-
ular component of information security awareness, namely
email management or phishing. In our field study, we used
a holistic ISA, consisting of seven focus areas to analyze
the impact of various intervention techniques on working
employees.

B. SECURITY AWARENESS ASSESSMENT

Most organizations have several cyber resilience goals with
an objective to provide their services under all circum-
stances. An employee unprepared for cyber risks could
expose the organization to numerous cyber-attacks. Thus,
decision-makers are interested in investigating risk causes
and sources to take preventive measures accordingly. Few
commercial organizations publish annual surveys concerning
security breaches [22], [27], [73]. These reports often con-
cern themselves with the impact of these risks as opposed
to the opinions of employees on security-related issues.
In fact, their methodology, questions design, analysis, and
motivation have been criticized by several researchers [36],
[39], [55]. To compensate, a growing number of researchers
developed survey-based methodologies to understand or
assess individual security levels [2]. The main limitation
of these approaches is their focus on one narrow area.
For instance, the authors in [50] and [20] were only con-
cerned about mobile devices security. Other reports focused
on phishing threats [14] or social media-related issues [3],
[76]. References [57] and [56] both attempted to propose
a comprehensive measurement tool of the overall ISA of
employees and to formalize the conceptual development of
the Human Aspects of Information Security Questionnaire
questionnaire (HAIS-Q), its initial reliability, and validity
testing.

HAIS-Q was used and validated in a respectable number
of empirical studies in the ISA field. For example, [56] used
HAIS-Q to examine the link between knowledge about poli-
cies and behavior when using work computers. A study to
test the construct validity of the HAIS-Q was presented in
the reports of [55]. while the authors conducted a lab-based
study, its objective was to only find out whether the question-
naire can predict user’s behavior based on their responses.
A closely related study by [48] investigated whether person-
ality traits (e.g., agreeableness, conscientiousness, emotional
stability, and risk-taking propensity) could be linked with bet-
ter information security policies and procedures. In fact, [58]
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TABLE 1. Participants’ information.

Variables Frequency Percentage
Gender

Male 63 49.22%
Female 65 18.75%
Age Group

18-24 35 27.34%
25-30 24 18.75%
31-40 43 33.59%
41-50 21 16.41%
Above 50 5 391%
Education

Diploma 38 29.69%
Bachelor 50 39.06%
Master 25 19.53%
PhD 15 11.72%
Position

Entry level 52 40.63%
Mid-level 47 36.72%
Higher Management 29 22.66%
Length of Service

(years)

<5 24 18.75%
5-10 29 22.66%
11-15 30 23.44%
16 -20 13 10.16%
21-25 17 13.28%
Above 25 15 11.72%

argued that considering user learning styles in training design
could improve information security awareness. In both stud-
ies, however, participants failed to receive similar training
packages in terms of content and frequency. Moreover, the
studies did not measure the influence of matching styles
directly. They instead reported a connection between learning
styles and ISA. While previous studies sought to examine the
current users’ security awareness levels, our objective is to
empirically test the impact of the different training strategies
on users’ knowledge, attitude, and behavior. Furthermore,
our work is based on a controlled experiment where par-
ticipants were carefully assigned to groups to minimize the
knowledge gap and demographic effect.

IV. METHODOLOGY

We performed a user study and defined four research ques-
tions that address the effectiveness, suitability, and enjoyment
of the training approaches. Every training campaign has an
objective: some simply aim to increase people’s awareness
of an issue, while others require an action. Choosing the
right way to convey the message will help accomplishing the
target goal efficiently. Thus, we investigate the corresponding
effect each delivery method has on knowledge, attitude, and
behavior.

« RQ1: What is the impact of every training method
on knowledge acquisition? The first step in the KAB
model is knowledge. It helps in understanding, familiar-
izing, or being aware of something. There are multiple
ways in which we can inform users about cyber-security
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topics. This question investigates the amount of change
in users’ knowledge caused by the different intervention
strategies.

o RQ2: How are the attitudes of users affected by each
intervention approach? Attitude refers to the state of
mind an individual has about the object of interest [62],
and it is directly linked with their awareness level [15],
[49]. In this research question, we would like to examine
the effect of each training technique on the amount of
attitude change towards security concepts.

« RQ3: Is there a relation between behavioral change
and the way we train employees? The ultimate objec-
tive of Information Security Awareness (ISA) programs
is not only to educate employees about the importance
and implications of security policies, but also to behave
in accordance to these rules and guidelines [44]. The
KAB model suggests that behavior transformation is
gradual, it is the result of knowledge accumulation that
initiates an attitude change over some period of time.
Thus, in this question, we would like to study the influ-
ence each training method has on employees’ behavior.

+ RQ4: How satisfied are employees with each train-
ing experience? Cyber-security threats are complex and
evolve rapidly; thus, most awareness training campaigns
are performed periodically to keep the security poli-
cies fresh in the employees’ minds, which helps keep
both users and systems safe. We would like to acquire
the participants’ feedback on the training process and
see how it correlates with knowledge, behaviors, and
attitudes. Moreover, enjoying a training experience will
reduce the failure cost and may potentially encourage
future self-learning, which will lead to a more secure
organization [59].

A. RECRUITMENT

This study involved 140 voluntary participants representing
12 job areas from four different government bodies in Kuwait
concerning education, health care, services, and infrastruc-
ture. All respondents are working either in a part-time or a
full-time job, and they all reported that they use computers
or mobile devices at work. Each participant completed a
short information questionnaire to obtain general informa-
tion about their age, gender, education, position, languages,
and other factors to reduce potential demographic effects
between the groups. Kuwait National IT Governance Frame-
work (KNIGF) mandates that all new information system
users (including third-party users and contractors) should be
provided with basic security awareness training. Moreover,
specialized role-based training is performed before authoriz-
ing access to IT assets or when major changes emerge in
information systems or operation environment. Thus, all par-
ticipants attended at least one basic security training before
this experiment. Only 128 participants completed the study
until the end, so we excluded those who did not continue from
our analysis. The age of our sample ranges from 18-57. 63 are
males (49.2%) and 65 are females (50.7%). Participants were
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TABLE 2. Groups details.

Group Treatment Participants Male Female
A Lecture + Video 33 15 18
B Lecture + Reading 32 18 14
C Lecture + Game 32 16 16
D Lecture Only 31 14 17
TOTAL 128 63 65

divided into three job levels: executive level (22.6%), mid-
level (36.7%), and entry level (40.6%). The participants’
computer experience ranges from seven to 35 years, and the
average time spent on electronic devices daily is 3.3 hours,
Table 1 shows a summary of the participants’ information.

B. THE HUMAN ASPECTS OF INFORMATION

SECURITY MODEL

HAIS-Qis an instrument based on the KAB model to measure
information security awareness. An overview of HAIS-Q is
shown in Figure 1. There exist seven areas of interest: email
and internet use, password management, social media use,
incident reporting, information handling, and mobile comput-
ing. For every focus area, there are three sub-areas, each of
which has one knowledge statement, one attitude statement,
and one behavior statement. For instance, the following state-
ments are an example of the password management focus
area [55]:

Knowledge: “It’s acceptable to use my social media pass-
words on my work account.”

Attitude: “It’s safe to use the same password for social
media and work accounts.”

Behavior: I use a different password for my social media
and work accounts.”

Participants are required to respond on five-point Likert
scale from ’Strongly Disagree’, to ’Strongly Agree’. The
total number of statements for all the focus areas is 63, and
about half are negatively worded. These statements measure
21 different areas of interest. For the purpose of evaluating
the impact of training methods on knowledge, attitude, and
behavior, we used 36 items that are relevant to our sample
and meet our aims as detailed in the following section.

C. STUDY DESIGN

To answer our research questions, four governmental agen-
cies from diverse fields were visited Thirty-five voluntary
participants were invited from each agency (140 partici-
pants in total). We initially asked participants to fill the
HAIS-Q to set the baseline and record their prior knowledge
and experience in the field. A between-subjects experimen-
tal design [71] was used in this study. The basic design
requires four groups of 35 participants to attend different
combinations of security awareness training sessions before
testing their knowledge, attitude, behavior, and obtaining
their feedback. First, participants were given time to read the
consent form and general guidelines about the study. Then,
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INDIVIDUAL FACTORS

(DEMOGRAPHICS, PSYCHOLOGICAL
FACTORS, SELF-EFFICACY)

ORGANISATIONAL FACTORS

(ORGANISATIONAL AND SECURITY
CULTURE, SUBJECTIVE NORMS,
REWARDS, PUNISHMENTS)

INTERVENTION FACTORS

(EDUCATION, INFORMATION
SECURITY AWARENESS TRAINING,
EXPERIENCE)

[ MOBILE COMPUTING
| INFORMATION HANDLING
[ INCIDENT REPORTING
| PASSWORD MANAGEMENT
[ SOCIAL MEDIA USE
| EMAIL USE

INTERNET USE

KNOWLEDGE OF
POLICY AND
PROCEDURES

Y
ATTITUDE
TOWARDS
POLICY AND
PROCEDURES

h 4 I

SELF-REPORTED -
BEHAVIOUR -

FIGURE 1. The Human Aspects of Information Security Model (adapted from [56]).

they were assigned randomly into four groups as shown in
Table 2. Next, all participants attended a 30-minute lecture
about general computer security topics such as password
management, social engineering attacks, information han-
dling, and physical device security. Once the lecture was
complete, each group was taken to another room to continue
the experiment. Group A participants watched a 30-minute
video covering topics similar to those covered during the
lecture. This video is a summary of multiple episodes of an
information security awareness TV program that can be found
at Kuwait Government Online website [43]. Group B was
given reading material. Group C attended a game-based ses-
sion where employees were instructed to play two web-based
games for 30 minutes: Cyber Awareness Challenge [28] and
Cybersecurity Lab [51]. Finally, Group D was not given any
additional training. The content of all the training formats
was almost identical and covered the same topics, which had
also been introduced to the participants earlier in the lecture.
Three weeks later, participants were invited to take part in
a post-study survey in addition to the HAIS-Q to collect the
required data to answer our research questions.

V. RESULTS

A. RESULTS FOR RQ1

To quantify knowledge improvement, we conducted pre-
and post-tests using the HAIS questionnaire. Participants
were asked to answer twelve Likert-scale type questions
related to general cyber-security topics, as described in
section IV-C, where 5 represents ’Strongly Disagree’, and
1 means ’Strongly Agree’. Table 3 summarizes the knowl-
edge improvement for each group. We compared knowledge
scores before and after the training session for each group.
On average, users performed better after the experiment than
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TABLE 3. Improvement results.

Group Knowledge Attitude Behavior
Group A 3520 % 31.23 % 23.12 %
Group B 38.77 % 30.33 % 26.19 %
Group C 33.62 % 3231 % 29.10 %
Group D 27.37 % 17.52 % 15.36 %

before taking the training. Wilcoxon signed rank sum tests
with a confidence level of 95% (a¢ = 0.05) indicated that
these differences were statistically significant, as detailed in
Table 4 (I). We measured effect size using Cohen’s d statis-
tic [21], the effect size is considered (1) negligible if 0 < d <
0.2, (2)smallif 0.2 < d<0.5, (3) medium if 0.5 < d < 0.8, or
(4) large if d > 0.8. For the knowledge scores, all differences
are considered large except for Group D. We used analysis
of covariance (ANCOVA) to examine groups differences on
post-test knowledge scores with pre-knowledge scores as a
covariate. Results indicated no statistically significant dif-
ference in post-test knowledge score between the groups,
F(3, 123) =2.028, p=0.113.

B. RESULTS FOR RQ2

To answer this question, we followed a similar approach to
the one in the previous question. In particular, we used
twelve statements to obtain participants’ attitudes towards
a range of cyber-security statements. Participants answered
the same questions in the pre- and post-study question-
naires. Attitude improvement results can be found in Table 3.
A Wilcoxon signed rank sum test with a confidence level
of 0.05 (e« = 0.05) shows that there is a statistically signif-
icant difference between each group’s score pre- and post-
training (Table 4 (II)). For attitude scores, the effect size of
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TABLE 4. Results of the Wilcoxon signed rank sum test of the pre- and post-study for the four groups.

Group p-value Median Standard Deviation Cohen’s d statistic Effect Size
Before - After Before - After

I- Knowledge
Group A <0.01 33.0-44.6 11.4-9.17 1.087 Large
Group B <0.01 32.6-45.2 119-11.9 1.060 Large
Group C <0.01 32.5-435 11.5-12.2 0.913 Large
Group D <0.01 33.0-42.0 12.6 - 10.8 0.718 Medium
II- Attitude
Group A <0.01 32.7-429 10.6 - 9.00 1.025 Large
Group B <0.01 32.7-42.6 124-11.1 0.829 Large
Group C <0.01 31.6-41.8 11.2-11.8 0.883 Large
Group D <0.01 32.8-385 11.4-9.83 0.501 Medium
II1- Behavior
Group A <0.01 30.3-37.3 9.89 - 8.14 0.728 Medium
Group B <0.01 30.8-38.8 11.3-104 0.732 Medium
Group C <0.01 29.1-37.6 9.57-9.31 0.895 Large
Group D <0.01 29.8 -34.4 10.9 - 10.0 0.433 Small

Group A, B, and C was large, compared to medium for N

Group D. To further investigate the impact of each training

method on employees’ attitudes after controlling for pre-test "

scores, we ran an ANCOVA test. There was a statistically sig- 61

nificant difference in attitude score between the groups, F(3, 54

123) = 3.861, p = 0.011. Post-hoc analysis was performed § 4

using a Bonferroni correction. The mean post-test attitude = .

score was statistically higher in Group A than in Group D

(t(123) =2.93, p = 0.024). Results also showed that Group B 27

(t(123) = 2.70, p = 0.047) and Group C (t(123) = 2.73, 14

p = 0.043) scores are significantly better than the Group D

score. a1 Q2 Q3 Q4

. Group A . Group B . Group C Group D

C. RESULTS FOR RQ3

For this question, participants rated twelve statements with
regard to a number of general situations related to com-
puter and information security. Table 3 show the results
of behavioral improvement for the groups. Although all
groups’ training methods improved users’ behavior signifi-
cantly (Table 4-11I), a difference in the amount of change and
effect size between the groups was evident. An ANCOVA
with a Bonferroni post-hoc test revealed that post-test atti-
tude scores differed across groups F(3, 123) = 4.000,
p = 0.009. Specifically, a significant difference was found
between Group B when compared to Group D, t(123) =2.99,
p = 0.0033. Similarly, Group C reported significantly higher
scores than Group D, t(123) = 3.02, p = 0.003.

D. RESULTS FOR RQ4
We asked those who completed the entire experiment to rate
four statements from 1 (Lowest) to 10 (Highest) regarding
their training experience:

Q1- Overall, how do you rate the training program?

Q2- Do you feel that you now have a better understanding
of cyber-threats?
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FIGURE 2. Mean scores for satisfaction questions.

Q3- How likely is it that you will voluntarily participate in
future cyber-security awareness training programs?

Q4- How do you rate the length of the training program?

Figure 2 summarizes the results. For the first question,
there were differences in the programs ratings across the
groups: Group A (M = 7.27, SD = 1.40), Group B (M =
6.65,, SD = 2.25), Group C M = 7.43, SD = 1.46),
and Group D M = 7.29,, SD = 1.79). However, a one-
way ANOVA analysis indicated that these differences were
insignificant F(3, 124) = 1.247, p = 0.296.

For the second question (Q2), employees felt that having a
lecture combined with reading session (Group B, M = 7.43,
SD = 1.27) or watching a video (Group A, M = 7.3, SD =
1.40) made them feel better about their understanding of the
topic than playing a game (Group C, M = 6.75, SD = 1.74)
and/or lecture only session (Group D M = 6.61, SD = 2.06).
Inspecting these differences using one-way ANOVA shows
that no statistically significant difference exists between the
four groups F(3, 124) = 1.939, p = 0.127.
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For Q3, participants showed more interest in future training
campaigns similar to (Group D, M = 7.26, SD = 2.00) and
(Group C, M = 7.22, SD = 2.11), followed by (Group A,
M = 6.91, SD = 1.89) and (Group B, M = 6.0, SD = 1.81).
An ANOVA analysis indicated a statistically significant dif-
ference among the groups F(3, 124) = 3.215, p = 0.025.
In fact, a Tukey (HSD) post-hoc test showed that participants
from the self-reading session (Group B) scored significantly
lower than game-based session (Group C, p = 0.044) and
lecture-only session (Group D, p = 0.037). However, no sta-
tistically significant difference was found between Group A
and B (p = 0.209).

Finally, for Q4, respondents indicated that the length of
the training program was reasonable for Group D (M = 7.97,
SD = 1.20) and Group C (M = 7.25, SD = 2.08), compared
to Group A (M = 6.30, SD = 1.53) and Group B (M = 6.09,
SD = 1.65). A one-way ANOVA analysis indicated that these
differences were significant F(3, 124) = 8.817, p < 0.001.
Analysing the results of a Tukey (HSD) post-hoc test shows
that Group D results are considerably higher than Group A
(p = 0.0005) and Group B (p<0.0001). Also, Group C scored
significantly higher than Group B (p = 0.029).

To investigate the correlation between the four questions,
we ran a series of Pearson correlation coefficients. Not sur-
prisingly, a large significant positive correlation was found
between the program’s rating (Q1) and user’s willingness
to participate in future training programs (Q3) (r = 0.622,
p < 0.001). Furthermore, there was a positive correlation
between the overall rating (Q1) and the perceived length of
the program (Q4) (r = 0.517, p < 0.001). Additionally, there
was a correlation between Q3 and Q4 (r = 0.847, p < 0.001).
For the other questions, however, no significant correlation
was observed.

VI. THREATS TO VALIDITY

A. INTERNAL VALIDITY

Internal validity threats are those that might influence the con-
fidence we have in the cause-and-effect relationship. The first
limitation is the fact that all participants are volunteers and
there is no direct consequence of their answers. According
to [60], subjects change their behavior observations under
laboratory conditions, and they may respond differently if
there is an opportunity cost or a negative outcome to their
selections. Moreover, the validity of self-report behavior has
been criticized in the literature [60], [69], as participants may
tend to hide their irresponsible risky activities due to social
desirability bias. Therefore, we implemented a few of the
measures proposed in [29]. For instance, we assured the par-
ticipants’ anonymity and confidentiality. Additionally, we did
not ask them for their name or any other personal information
that might identify them. Although there is no guarantee that
these measures were enough to be certain that all respon-
dents were reporting their actual behavior, a study by [84]
found a correlation between what the participants reported
and what they actually did regarding phishing emails. More-
over, researchers [19], [70] argued that self-report studies are
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considered an important tool for hypotheses testing especially
for empirical research. Finally, all objective measures of
cybersecurity behavior have their own limitations [41], since
incidents often go unreported or undetected [37], [56]. Thus,
self-report is considered suitable for this work.

Survivorship bias is another concern in our study, so we
only included the results for those who completed the exper-
iment to the end. The Hawthorne effect [64] may have
affected the results of Group D. However, we tried to min-
imize this effect by separating the groups into four different
rooms immediately after taking the lecture. Finally, to reduce
recall and carryover effects [7], we waited a sufficient period
between the two tests.

B. EXTERNAL VALIDITY

Our ability to generalize the findings is within the domain
of this threat. Our results are based on employees-in-practice
from various organizations and fields. The participants are
from various age cohorts, educational backgrounds, and eth-
nic groups. However, it cannot be claimed that our results
can be generalized for all people or organizations. Further
empirical research is required across a wider variety of set-
tings to confirm our findings and improve the chance of
generalizability. Another area of concern is the effect of
teacher assignments. According to [74], participants perfor-
mance can be influenced considerably by the instructors.
Therefore, we minimized this effect by gathering all subjects
in a conference room to attend the lecture before assignment
in their groups. Additionally, our results are based on the
cyber-security topics we covered in our study; more research
is needed to validate these results with a broader topics and
domains.

C. CONSTRUCT VALIDITY

Construct validity refers to the relationship between the
theoretical constructs and what we observed. In our study,
most of our results were measured using the Human Aspects
of Information Security Questionnaire (HAIS-Q) which has
been used and validated in a large number of studies and
widely accepted as a good measurement tool for ISA pro-
grams [55]. HAIS-Q is based on the Knowledge-Attitude-
Behavior (KAB) model that is adopted as a standard by
many experts. Moreover, the materials we used to compare
the groups in our study were used and validated in previous
peer-reviewed published research. A possible construct threat
is the lack of similar studies that used the same approach;
thus, we are not able compare our results with other works.
We plan, however, to expand this study in the future to include
general internet users in order to compare the results.

D. CONCLUSION VALIDITY

This threat is concerned with the degree to which the find-
ings and conclusions we draw from statistical analysis of
the data are appropriate and accurate. To test the existence
of a significant difference after the treatments, we used the
Wilcoxon signed rank sum test with a confidence level of
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95% (a = 0.05), since it does not require the data to be nor-
mally distributed. To compare the groups, we used Analysis
of covariance (ANCOVA) to correct for preexisting differ-
ences between groups. Six assumptions underlying the use
of ANCOVA were tested before using it to analyze the data.
Similarly, prior to proceeding with ANOVA analysis of sat-
isfaction results, we confirmed that none of the assumptions
were violated. We may therefore be assured that the statistical
relationships we have found are significant.

VII. DISCUSSIONS

In this section we discuss the implications of our results.
To begin with knowledge findings, we see that all the training
methods increased participants’ knowledge about the topic
between 27.37% (Group D) and 38.77% (Group B). The
improvement in knowledge is expected after a training ses-
sion. First, about 40% of the participants were juniors who
may not have received enough training since joining the
organization. Furthermore, the topic that we need to convey is
complex and continuously evolving, thus employee’s knowl-
edge and skills need to be updated periodically. Moreover, the
post-study was performed three weeks after the experiment,
so the information was fresh in the subjects’ minds while tak-
ing the questionnaire. Therefore, when the main objective of
a training campaign is to raise awareness regarding security
threats, it does not matter which format is chosen. In practice,
however, more often than not ISA training is performed to
increase employee’s compliance with security guidelines and
policies in order to secure organizations against internal and
external threats.

According to the ‘Security, Functionality and Usability
Triangle’ theory [79], strict security measures reduce the
usability and the functionality of a system. Hence, to ask
employees to voluntarily give away some of the freedom
they have in using the systems, a mindset change is needed.
The findings of the second research question illustrate that
knowledge transfer in all formats was somehow successful in
changing respondents’ attitudes, but there was a considerable
gap between those who received the message using multiple
formats and those who attended one session. In other words,
delivering the same message in multiple ways was more effec-
tive in changing employees’ attitudes towards the importance
of security measures than delivering it only once.

According to the KAB model, knowledge and attitude are
vehicles for behavioral change. Despite the improvement in
behavioral scores for all groups, text-based and game-based
groups stood out. Here, we see that giving a lecture only
(Group D) or instructor-led training complemented by multi-
media (Group A) may have improved user’s knowledge, but
that did not reflect in the employees’ actions as strongly as
that in the text-based and game-based sessions. It is worth
mentioning that for Group D, participants received training
for a shorter period (30 minutes) since they did not attend
a follow-up session, as all other three groups did. However,
in Group A (video), despite having the message in two for-
mats, the employees’ attitudes did not differ significantly
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than those who had only one treatment. This might be due
the fact that in both lectures and video training, participants
may choose to remain passive while listening to the instruc-
tor or watch the video without engagement from subjects.
In addition, educating employees and raising their knowl-
edge “does not reflect the idea of prescriptiveness” [67].
In other words, employees may know the security policies and
guidelines, but they may deliberately choose to not comply
with them. To further investigate the 8-point gap between
attitude and behavior scores for Group A, we had a closer
look at participants’ qualitative responses. A considerable
number of respondents indicated that they truly believe in
the importance of many security measures, but they did not
have the time to change their passwords or review privacy
settings. Put another way, video session participants were not
convinced of the urgency of the security guidelines, despite
agreeing with its importance. It is noteworthy that Group C
was the most consistent group in terms of improvement
across the three constructs. In contrast, all the other three
groups dropped more than 10 percentage points between their
knowledge and attitude scores. This may be due the fact
that games provide a simulation of real practical scenarios
where employees can see the consequences of their actions
immediately. Moreover, in some games participants are not
able to proceed to the next level without choosing the correct
decision. In short, text-based and game-based participants
significantly outperformed other employees in behavioral
change.

The final research question intended to obtain employees
feedback about their training method preferences. Overall,
the respondents who took part in the self-reading session
reported that their understanding of the cyber-threats had
increased more than all other groups, yet their training expe-
rience obtained the lowest rating. Although the groups did not
differ significantly in this regard, we see that overwhelming
employees with too much technical information can cause a
negative effect. This was evident in the participants’ response
when they were asked about their enthusiasm towards partici-
pating in future ISA training programs (Q3) and their opinion
about the length of the program (Q4). The aforementioned
result emphasizes on the importance of making the training
engaging and interesting [6], [85], which has multiple impli-
cations. First, when the program is interesting, trainees are
more likely to stay committed to completing the entire train-
ing program. Second, it raises the chance of employees taking
the initiative to effectively participate in future training pro-
grams and drives employees toward more self-development
activities [5], [34], [61]. Third, engagement could increase
among trainees and spread knowledge faster through peer-to-
peer interaction [17], [45], [46]. Additionally, according to
the National Institute of Standards in Technology report [54],
minimizing ‘“‘security fatigue™ is crucial to keep employees
focused on what is important. Many recent security breach
incidents were due to the large amount of false warnings
which make employees and even IT professionals treat them
as a norm [38].
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VIil. CONCLUSION AND FUTURE WORK

Cyber-security awareness is vital in reducing security
breaches, especially those caused by employees’ naive and
accidental behaviors. There are multiple ways in which
organizations can educate their employees. In this paper,
we compared the impact of different intervention strategies
on employees’ knowledge, attitudes, and behaviors towards
security measures. We used HAIS-Q, which is based on the
KAB model, as an instrument for measuring employees’
awareness. Results indicated that all the methods are com-
parable in knowledge improvement; however, there was a
significant gap in employees’ attitude, behavior, and satis-
faction scores between the groups. In particular, employees
who attended two different training methods performed better
in terms of attitude improvement than those who attended a
lecture only. Additionally, text-based and game-based partic-
ipants significantly outperformed other employees in behav-
ioral change. Finally, results showed a correlation between
training program enjoyment and perceived training session’s
length. Furthermore, users’ attitude toward their participa-
tion in future awareness campaigns is highly influenced by
their overall training experience. These results have several
implications, for instance, security stress and fatigue can be
reduced by choosing the appropriate training strategy. This,
as aresult, reduces employees’ feeling of being overwhelmed
and forced to follow guidelines in addition to staying vigilant
for all the alerts and warnings they may face daily. Moreover,
employees will more likely stay committed during the entire
program and will engage more with other trainees leading to
an improved peer-to-peer knowledge-sharing. Finally, it will
improve the chances of self-development initiatives leading
to more secure organizations.

Although the paper examines and compares different ISA
methods and has identified each one’s effectiveness, this work
has several limitations which give rise to a number of future
research lines. One of the limitations is that this study is
based on a self-report instrument, whilst other researchers
have already used and tested the framework in various organi-
zational settings (section VI), we plan to validate our respon-
dents’ answers with their actual behavior by analyzing their
system logs before and after the training. Another dimension
to explore is to further investigate the impact of individual
factors on user perception of the training program. In partic-
ular, we plan to study the relation among sociodemographic
factors and user performance. Additionally, we intend to
study in the future the long-term impact of different interven-
tion strategies on knowledge, attitude, and behavior. Finally,
an open issue for future research is to study the impact of per-
sonalizing training programs to match individual’s learning
style preference and personality profiles.

A. RESEARCH CONTRIBUTIONS

This research has made several contributions to research and
practice. The study offers two main contributions to the wider
information system security field. It addresses the lack of
cross-cultural Information Security research by collecting
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data from Kuwaiti organizations. [25] argued that a major
limitation of Information Security research was that it tended
to be conducted in Western cultures without data from the
rest of the world. Therefore, a study performed in relation
to a Middle Eastern culture (Kuwait) helps raise awareness
to both researchers and practitioners about ISA methods
in a way conducive to influencing employees’ knowledge,
attitude, or behavior. Additionally, the study employs inter-
ventions and field experiments to address a shortcoming of
survey-based research reported in [25]. Relatedly, while most
studies in the field use student subjects to collect the data
due to the difficulties faced in accessing organizations, this
study was conducted with employees; therefore, the findings
are more relevant to organizational settings. Another key
difference is that the study empirically tested the impact of the
different training strategies on users’ knowledge, attitude, and
behavior, taking a holistic approach to the different aspects of
ISA using HAIS-Q rather than focusing on one (e.g., email
management or phishing).

The study has several implications for practice. First, the
findings enable organizations to better utilize their resources
by selecting the ISA methods that fit their objectives. Compa-
nies consequently find their preferred trade-offs between the
desired security degree and the amount of resources needed
to accomplish it. For instance, if the goal of the organiza-
tion were to simply raise awareness, they could chiefly con-
sider factors such as cost, time-efficiency, or user preference
instead of focusing heavily in the program’s format since all
intervention strategies lead to similar results. This not only
conserves time and resources but also reduces the pressure
on the employees, allowing them to maintain focus on their
primary work activities. Conversely, if the objective were
to change employees’ security habits, then the ISA method
should be modified carefully to achieve that goal. Although a
combination of ISA formats was more effective in increasing
awareness about the topics, using the wrong delivery format
could negatively impact an employee’s rating of the program,
and they might view it as “just another obligatory session,”
[82] creating a false sense of security and potentially causing
security fatigue. Therefore, engaging and interesting ISA
programs are especially important in motivating employees
to voluntarily participate in future self-education activities
and in diffusing the messages faster across an organization
through peer-to-peer knowledge sharing.
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