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ABSTRACT To deal with the smart jammer which can sense the legitimate communication and adjust its
jamming policy, an anti-jamming game scheme is proposed in this paper to jointly optimize the transmission
power and frequency hopping period. Considering that both parties in the game can only get the other’s
channel gains in probabilistic form, the interaction between the legitimate transmitter and the jammer is
modeled as Bayesian Stackelberg game, where the legitimate transmitter is set as the leader while the jammer
acts as the follower. The transmitter and the jammer determine their optimal strategies in power domain
and time domain to maximize their own utilities which are formulated based on the spectrum efficiency.
Besides, the imperfect information including observation errors and the bounded rationality of the jammer
is considered when formulating the utility functions. By using backward induction, the optimal solutions
in time-power domain are obtained for the transmitter and the jammer. Simulation results show that the
proposed multi-domain game scheme outperforms the single-domain game schemes and the multi-domain
random scheme. Moreover, the impact of imperfect information is discussed through simulations.

INDEX TERMS Anti-jamming, multi-domain, Stackelberg game, imperfect information.

I. INTRODUCTION
Due to the open nature of the wireless channel, the wireless
communication between the legitimate transmitter-receiver
pair is exposed to the threat of jamming, which seriously
affects the communication quality [1]. To deal with jam-
ming attacks, many anti-jamming techniques in frequency
domain [2] and power domain [3], [4], [5] have been pro-
posed. The main anti-jamming technology in the frequency
domain is spread spectrum technology, such as frequency
hopping, direct sequence spread spectrum, and adaptive
spread spectrum. Another widely used anti-jamming technol-
ogy is applied in the power domain, which is mainly realized
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by changing the transmit power of the transmitter and the
jammer.

Being equipped with spectrum sensing technology, a smart
jammer can actively sense the legitimate communication and
adjust its jamming policy [6]. The smart jammer causes a
great challenge to the current anti-jamming technologies.
Since the smart jammer can adapt itself to its sensing results
including the transmission frequency band and the transmis-
sion power, it is important for the legitimate transmitter to
adjust the transmit frequency band and the transmit power
nimbly. Therefore, to effectively deal with the smart jammer,
there are two fundamental problems to be solved: How to
model the competition between the jammer and the trans-
mitter? How to adaptively adjust the transmission frequency
band and the transmission power?
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For the first problem, game theory is an useful tool to
model the competition between two players [7]. For the sec-
ond problem, it is intuitive that an optimal value exists respec-
tively for the frequency hopping period and the transmission
power. Specifically, if the frequency hopping period is too
long, it will be easier for the jammer to detect the communi-
cation signal and perform effective jamming. If the frequency
hopping period is too short, the effective communication
time will be decreased. Similarly, larger transmission power
brings better communication quality, but it is also easier to be
detected by the jammer. Therefore, it is necessary to jointly
find the optimal values in time domain and power domain for
the frequency hopping period and the transmit power.

A. RELATED WORK
To deal with jamming attacks, many related techniques have
been proposed [6], [8], [9], [10]. When the competition
between the transmitter and the jammer is considered, game
theory [11] is a powerful mathematical tool to analyze the
interaction, especially the Stackelberg game model, which is
usually used to model the hierarchical competition between
the transmitter and the jammer.

A power-domain anti-jamming scheme has been designed
based on Stackelberg game in [4] for cooperative anti-
jamming communications. In [9], a power control Stackel-
berg gamewas proposed to cope with a smart jammer in wire-
less communication systems. Furthermore, the authors in [6]
studied the use of power control methods to resist intelligent
jamming in cognitive radio networks with observation errors,
and derived the Stackelberg Equilibrium between the users
and jammers. In [3], an anti-jamming Bayesian Stackelberg
game with incomplete information was proposed, and the
optimal transmission power based on duality optimization
theory was derived. Stackelberg game was used in [12] to
solve the anti-jamming problem in the UAV communication
network where the drones interfere with each other.

The above workmainly considered the power-domain anti-
jamming technologies based on game theory. In addition to
the power domain, there are also anti-jamming techniques for
wireless communications in other domains, such as frequency
domain and spatial domain. The authors considered jamming
and anti-jamming in interference channels by way of smart
hopping and obtained smart channel hopping sequences for
both the jammer and the target-transmitter in [13]. In [14],
the authors investigated the problem of dynamic spectrum
access for canonical wireless networks with time-varying
channels. They formulated the interactions among the users
in the time-varying environment as a non-cooperative game.
A bimatrix game framework was developed in [15] to model
the interaction process between the transmitter and the jam-
mer in frequency hopping wireless communications, where
each player made its decision on whether to stay on the
current channel or hop to a new one. Authors in [16] adopted
the zero-sum game and a deep Q-network algorithm to solve
the anti-jamming issue in the frequency-spatial domain in
cognitive networks. A multi-domain anti-jamming scheme

was proposed in [17], where a Stackelberg power game
was formulated in the power domain to fight against the
jamming attacks, and a multi-armed bandit-based channel
selection with a channel switching cost and unknown channel
availability state information was formulated in the spectrum
domain. The shortcomings of the separate application of FH
and transmission rate adaptation methods were discussed
in [18], and the idea of joint use of the two technologies was
proposed to prevent interference. It was proved that multi-
domain anti-jamming technology has better performance and
greater flexibility than single-domain anti-jamming technol-
ogy [17], [18]. Authors in [19] proposed a multi-domain anti-
jamming strategy using Stackelberg game for wireless relay
networks with perfect information and demonstrated that the
proposed multi-domain strategy outperformed single-domain
schemes.

B. CONTRIBUTIONS
In this paper, a multi-domain anti-jamming game problem
is solved by jointly optimizing the time-domain and power-
domain strategies. Since there exist observation errors in
practical applications, the jammer may deviate from the opti-
mal strategy but choose sub-optimal strategies, which make
the jammer act with bounded rationality. Besides, it is dif-
ficult for the transmitter and the jammer to obtain perfect
channel information about the other part in the game, imper-
fect channel information is also considered. The imperfect
channel information, the observation errors and the bounded
rationality make the obtained information of the game model
become imperfect. It is necessary to model the imperfect
information and analyze the influence of the imperfect infor-
mation in the considered multi-domain anti-jamming game.

The contributions of this paper can be summarized as
follows:

• The power domain and the time domain parameters are
jointly optimized in the proposed multi-domain anti-
jamming game scheme. As we have analyzed that,
besides the widely considered power domain, the fre-
quency hopping period in time domain is also critical
to the communication and jamming performance. Thus
both the time domain and the power domain parameters
are considered when establishing the utility functions of
the anti-jamming game.

• The imperfect information is considered in the proposed
multi-domain anti-jamming game scheme. Bayesian
Stackelberg game is used to model the competition of
the transmitter and the jammer when imperfect channel
information is considered. The observation errors and
the bounded rationality are modeled and analyzed. Some
discussions and insights are given to reflect the influence
of the imperfect information.

C. ORGANIZATION AND NOTATIONS
The remaining of this paper is organized as follows.
We present the Bayesian Stackelberg game model and give
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the problem formulation in Section II. The proposed multi-
domain anti-jamming game is solved in Section III. Simula-
tion results and discussions are given in Section IV. Finally,
Section V concludes this paper.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. SYSTEM MODEL
We consider that the wireless communication between a
transmitter S and a receiver D is attacked by a smart jammer
J . Let hsd , hsj, hjd denote the channel gains between S and
D, S and J , J and D, respectively. Ps and Pj denote the
transmit power of the transmitter and the jammer. Consid-
ering the maximum power constraint, let Psmax and Pjmax
represent the maximum transmit power of the transmitter and
the jammer, respectively. T represents the frequency hopping
period of the wireless frequency hopping communication
system.

In this paper, we consider a frequency hopping communi-
cation system as shown in Fig. 1. Let F denote the frequency
set that the transmitter can use, F = [f1, f2, f3, . . . , fM ].
The frequency hopping signal hops pseudo-randomly in M
adjacent sub-bands. The frequency hopping period satisfies
T ∈ [0,Tmax], and Tmax is the maximum frequency hopping
period. The transmitter can adaptively adjust the frequency
hopping period within the range of [0,Tmax] according to the
parameters of the smart jammer. Due to the limitations of
devices, there exists an unstable transient process when the
transmitter switches from one frequency band to another, and
the duration of this process is related to the hardware [20].
Denote the duration of the transient process as frequency
switching time T0, the transmitter and the receiver remain
silent during T0.
To perform effective jamming, the smart jammer actively

senses the transmission strategy of the transmitter. The time
required for this sensing process is defined as signal detec-
tion time, which is represented by TE . In this process, the
smart jammer adaptively adjusts its detection time and jam-
ming power according to its sensing results. Similarly, the
transmitter will adjust its transmission power and frequency
hopping period when it finds itself under jamming attack.
In each frequency hopping period, the smart jammer performs
jamming attack as soon as the legitimate transmission is
detected, otherwise the jammer will remain silient.Therefore,
each frequency hopping period can be divided into two parts:
the signal detection time TE and the jamming time TI , and
T = TE+TI . The signal detection probability is related to the
detection time TE and the transmit signal power Ps. Assume
that the energy detection is used at the jammer, the signal
detection probability of the transmitter’s frequency hopping
signal can be written as [21]

pd =
M−1∑
m=0

(−1)m
(M−1

m

) 1
m+ 1

exp
(
−m

4(m+ 1)
SNRjTE

)
≈ 1−

M − 1
M

exp
(
−
1
4
SNRjTE

)
, (1)

FIGURE 1. The structure of the frequency hopping signal.

where
(M−1

m

)
is the number of m-combination of a set with

M − 1 elements, SNRj is the received signal-to-noise-ratio
(SNR) at J , which can be expressed as

SNRj =
hsjPs
δ2J

, (2)

where δ2J is the noise power of the additive white Gaussian
noise (AWGN) at J . We can find out that higher detection
probability can be obtained by the smart jammer if the detec-
tion time or the transmit signal power increases.

When the smart jammer does not detect any communica-
tion signal, it will keep silent, and the received SNR at D can
be expressed as

SNRd =
hsdPs
δ2D

, (3)

where δ2D is the noise power of the AWGN at D. When the
smart jammer detects the communication signal, it will per-
form jamming and the received signal-to-interference-plus-
noise ratio (SINR) at D can be written as

SINRd =
hsdPs

δ2D + hjdPj
. (4)

Considering that in practical applications, the receiver and the
jammer are usually in a similar environment, we can set δ2J =
δ2D = δ

2 without loss of generality.

B. GAME MODEL
1) IMPERFECT CHANNEL INFORMATION
Here we use the path loss model [22] to model the channel
gains. It is difficult for the transmitter to get the perfect
channel gains between the jammer and the receiver in prac-
tice. Therefore, we assume that the transmitter only gets the
probability distribution of the channel gains of the jammer
as in [3] and [5]. The receiver can observe the behavior of
the jammer and obtain the probability distribution of the jam-
mer’s location from the historical information. This probabil-
ity distribution information can be feedback to the transmitter.
Based on the path loss model, the transmitter can obtain the
imperfect channel gains as in Assumption 1.
Assumption 1: For the transmitter, since the channel gain

is modeled by the channel path loss, the channel gains of
the S − J link and J − D link are related to the positions
of J . Assume that the jammer has N possible locations, hsj
and hjd have N possible states denoted by hsj(n) and hjd (n)
(n = 1, 2, . . . ,N ) respectively. The probability for hsj(n) or
hjd (n) is βn and

∑N
n=1 βn = 1.
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Similarly, the jammer can not get the perfect channel gain
between S and D. But the probability distribution of the
channel gains is available at the jammer as in [3] and [5].
Assumption 2: For the smart jammer, the channel gain hsd

has Q possible states which are hsd (q), (q = 1, 2, . . .Q). The
probability of hsd (q) is ηq, and

∑Q
q=1 ηq = 1.

2) OBSERVATION ERROR AND BOUNDED RATIONALITY
During the game, the follower will observe the leader’s trans-
mit power Ps and the frequency hopping period T . Inspired
by [23], the observation error factors for Ps and T can be
expressed as ε1 =

∣∣̃Ps − Ps∣∣ /Ps, ε2 = ∣∣T̃ − T ∣∣ /T , respec-
tively, where P̃s and T̃ represent the observations of the
jammer for the transmitter’s transmit power and frequency
hopping period. ε1 and ε2 are used to describe the inaccurate
observations, and εi ∈ [0, 1], i = 1, 2. If εi = 0, it means that
the jammer can perfectly observe the transmitter’s strategy.

Due to the bounded rationality of the jammer, it may not
strictly choose the optimal strategy. The jammer’s bounded
rationality will influence the transmitter’s decision. In [23]
and [24], the bounded rationality has been modeled for dis-
crete strategies. In our paper, continuous strategies in time
domain and power domain are considered. Take the time
domain as an example. Let T ∗E denote the optimal strategy
that maximize the jammer’s utility. Due to the reasons like
inaccurate observations, the jammer may deviate from T ∗E
and behaves with bounded rationality. Due to the bounded
rationality, the suboptimal strategy adopted by the jammer
can be written as T̂E = T ∗E + TE0, where TE0 illustrates
the degree of deviation, and we use a zero-mean Gaussian
random variable to model this deviation. Smaller variance
of TE0 represents higher rationality degree. If the variance
is zero, it means that the jammer is perfectly rational. The
subsequent simulations show that the proposed modeling of
the bounded rationality is consistent with the conclusions
obtained in [25].

3) BAYESIAN STACKELBERG GAME
In this section, the competition between S and J will be
modeled by using Bayesian Stackelberg game, where S acts
as the leader and J is the follower. Both S and J try to find
the optimal parameters in time domain and power domain
to maximize their own utilities. Mathematically, we denote
the strategy space of the transmitter and the jammer in time
domain and power domain as S and J respectively, specifi-
cally, S = {T ,Ps} and J = {TE ,Pj}. Let µs and µj repre-
sent the utility functions of the transmitter and the jammer,
respectively.

A utility function which can intuitively and accurately
reflect the communication performance is preferred. There-
fore, the spectrum efficiency of the communication system
is used as the performance metric when formulating the
utility function. For S, it tries to maximize the transmission
spectrum efficiency, while J tries to degrade the communi-
cation and minimize the communication spectrum efficiency.

Considering the uncertainties of jamming channel gains hsj,
hjd and the bounded rationality, the utility function of the
transmitter can be formulated based on Bayesian Stackelberg
game as µs =

∑N
n=1 βnµs|n, where µs|n is the conditional

utility given the jamming channel gain hsj(n), hjd (n), n =
1, 2, · · · ,N . The conditional utility can be expressed as

µs|n =
TE

T + T0
× ln(1+

hsdPs
δ2

)

+(1− p̂d |n)×
T − TE
T + T0

× ln(1+
hsdPs
δ2

)

+̂pd |n ×
T − TE
T + T0

× ln(1+
hsdPs

δ2 + hjd (n)Pj
), (5)

where p̂d |n is the estimated detection probability at S when
then jamming channel uncertainty and the bounded ratio-
nality are taken into consideration, the estimated detection
probability at S is

p̂d |n = 1−
M − 1
M

exp
(
−
1
4
hsj(n)Ps
δ2

T̂E

)
. (6)

The conditional utility function in Equ. (5) consists of three
terms. The first term is the effective spectrum efficiency
when the jammer is performing signal detection during the
detection time TE . The second term represents the effective
spectrum efficiency when the jammer detects no signal on
the considered frequency band during the detection time TE .
In the above two cases the jammer keeps silent and the
receiver will not be interfered by the jammer. The third term
represents the case that the jammer detects the communica-
tion signal successfully and carries out jamming with jam-
ming power Pj.

As a leader, the transmitter can determine the optimal
transmit power P∗s and the optimal frequency hopping period
T ∗ from the following optimization problem:

(P∗s ,T
∗) = arg max

06Ps6Psmax ,06T6Tmax
µs(Ps,T ). (7)

As for the jammer, considering the channle uncertainty of
hsd and the observation errors, the jammer’s utility can be
written as µj =

∑Q
q=1 ηqµj|q, where µj|q is the conditional

utility given the communication channel gain hsd (q), q =
1, 2, · · · ,Q. The conditional utility at J is as follows

µj|q = −
( TE
T + T0

× ln(1+
hsd (q)Ps
δ2

)

+(1− p̃d )×
T − TE
T + T0

× ln(1+
hsd (q)Ps
δ2

)

+̃pd ×
T − TE
T + T0

× ln(1+
hsd (q)Ps
δ2 + hjdPj

)
)
, (8)

where p̃d is the detection probability at J when inaccurate
observations are considered, the detection probability at J can
be written as

p̃d = 1−
M − 1
M

exp
(
−
1
4
hsjP̃s
δ2

TE

)
. (9)

Assume that the jammer has sufficient power supply, the
jamming power cost is not considered in the jammer’s utility.
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FIGURE 2. Major processes of both parties in Bayesian Stackelberg game.

Then the jammer will attack the transmitter with the maxi-
mum power of Pjmax . For the jammer, the parameter to be
optimized is the signal detection time TE . As a follower, the
jammer can obtain the optimal signal detection time TE∗ from
the following optimization problem

T ∗E = arg max
06TE<T

µj(TE ). (10)

The major processes at S and J are shown in Fig. 2. The
local derivation at the transmitter in Fig. 2 includes the fol-
lowing steps: (1) the transmitter predicts the jammer’s strat-
egy locally based on the game model and some parameters of
the jammer; (2) the transmitter derives its optimal strategy
based on the predicted jamming strategy to maximize its
utility; (3) the transmitter transmits according to its optimal
strategy. As a follower, the jammer performs sensing to esti-
mate the transmit power and the frequency hopping period of
the transmitter. Based on these estimations and the common
knowledge of the utilities, the jammer will calculate its utility
and find the optimal jamming strategy to maximize its utility.
Finally, the jammer adjusts its attack strategy according to
its solution. The detailed derivation is given in the following
section.

III. THE MULTI-DOMAIN OPTIMIZATION STRATEGY
BASED ON BAYESIAN STACKELBERG GAME
In a Bayesian Stackelberg game, backward induction is an
effective method to obtain the optimal solution [26], [27].
In this section, we first solve the follower sub-game through
mathematical derivation, and then find the optimal strategy
for the leader.

A. FOLLOWER SUB-GAME
In this part, we first solve the follower sub-game, which is to
find the optimal signal detection time T ∗E . For the imperfect
channel information case, the jammer’s utility function µj is
simplified as follows

µj = −

Q∑
q=1

ηq
( TE
T + T0

× Bq + (1− pd )×
T − TE
T + T0

× Bq

+pd ×
T − TE
T + T0

× Aq
)
, (11)

where

Aq = ln(1+
hsd (q)Ps
δ2 + hjdPj

),Bq = ln(1+
hsd (q)Ps
δ2

). (12)

Here we can see that Aq < Bq. For the signal detection
probability, the first-order Taylor expansion of the exponen-
tial function is performed to obtain

pd =
1
M
+

(M − 1)hsjPs
4Mδ2

× TE . (13)

Bring A, B and pd into µj, we can get

µj =

Q∑
q=1

ηq[
(Aq − Bq)(M − 1)hsjPs

4Mδ2(T + T0)
× TE 2

−(Aq − Bq)(
(M − 1)hsjPsT

4Mδ2
−

1
M (T + T0)

)× TE

−
(Aq − Bq)T
M (T + T0)

−
T

(T + T0)
× Bq]. (14)

By observing the above formula, it can be found thatµj is a
quadratic function of TE . Because Aq < Bq, we can know that
(Aq−Bq)(M−1)hsjPs

4Mδ2(T+T0)
is less than 0. According to the properties of

the quadratic function, it can be known that µj has a unique
maximum value. µj takes the maximum value if and only if
TE takes the value of the axis of symmetry. According to the
expression of the symmetry axis of the quadratic function,
we can get

T ∗E =
T
2
−

2δ2

Pshsj(M − 1)
. (15)

It can be seen from Equ. (15) that the optimal detection
time T ∗E we found does not include Aq and Bq. It means that
the uncertainty of hsd does not affect the optimal detection
time T ∗E for the jammer. When the observation errors are
considered, the signal detection time of the jammer becomes

T̃ ∗E =
T̃
2
−

2δ2

P̃shsj(M − 1)
. (16)

B. LEADER SUB-GAME
In this part, we try to optimize the transmitter’s strategy, that
is, to find the transmitter’s optimal transmit power P∗s and the
optimal frequency hopping period T ∗. We first consider the
ideal case that the jammer is fully rational. By substituting
TE with T ∗E in µs, the transmitter’s utility function based on
Bayesian Stackelberg game becomes

µs =

N∑
n=1

βn

[ (An − B)(M − 1)hsj(n)Ps
16Mδ2

×
T 2

T + T0

+(
An − B
2M

+ B)×
T

T + T0

+
(An − B)δ2

M (M − 1)hsj(n)Ps
×

1
T + T0

]
, (17)

where

An = ln(1+
hsdPs

δ2 + hjd (n)Pj
), B = ln(1+

hsdPs
δ2

). (18)
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Here, we first find the optimal frequency hopping period
T ∗. Taking the partial derivative of µs with respect to T ,
we can get:

∂µs

∂T
=

N∑
n=1

βn

[ (An − B)(M − 1)hsj(n)Ps
16Mδ2

×
T 2

(T + T0)2

+2T0 ×
(An − B)(M − 1)hsj(n)Ps

16Mδ2
×

T

(T + T0)2

+((
An − B
2M

+ B)× T0 −
(An − B)δ2

M (M − 1)hsj(n)Ps
)

×
1

(T + T0)2

]
. (19)

Observing the expression for the first-order partial deriva-
tive obtained above, we can see that its graph is similar to
that of a quadratic function with an opening downward. The
image has two intersectionswith theX-axis, so the first partial
derivative has two zeros.We can determine that as T increases
from zero, the trend of µs is to decrease first, then increase
and then decrease. Thuswe can know that themaximumvalue
ofµs is obtained at the right-hand zero point of the first-order
partial derivative. Let ∂µs

∂T = 0 and divide both sides of the
equation by 1

(T+T0)2
to get the following equation:

N∑
n=1

βn

[ (An − B)(M − 1)hsj(n)Ps
16Mδ2

× T 2

+ 2T0 ×
(An − B)(M − 1)hsj(n)Ps

16Mδ2
× T

+ (
An − B
2M

+ B)× T0 −
(An − B)δ2

M (M − 1)hsj(n)Ps

]
= 0.

(20)

The equation obtained above is a typical one-variable
quadratic equation, so we can find the expressions for
the two solutions through the root-finding formula of the
one-variable quadratic equation. Given the jamming channel
gains, we respectively denote the coefficients of the quadratic
term, the coefficient of the first-order term and the constant
term in the above formula as an, bn and cn as follows,

an =
(An − B)(M − 1)hsj(n)Ps

16Mδ2
, (21)

bn = 2T0 ×
(An − B)(M − 1)hsj(n)Ps

16Mδ2
, (22)

cn = (
An − B
2M

+ B)× T0 −
(An − B)δ2

M (M − 1)hsj(n)Ps
. (23)

Through the formula for finding the root of the quadratic
equation, we can get

T =
N∑
n=1

βn(
−bn ±

√
b2n − 4ancn
2an

). (24)

Since a < 0, T ∗ needs to take the zero point on the right. That
is, take the larger one of the two solutions, so

T ∗ =
N∑
n=1

βn(
−bn −

√
b2n − 4ancn
2an

). (25)

It will be found from the simulation results that the optimal
time domain solutions TE∗ in Equ. (15) and T ∗ in Equ. (25)
are always positive for considered simulation settings.

When the bounded rationality of the jammer is considered,
the jammer may adopt the signal detection time T̂ ∗E = T ∗E +
TE0 instead of T ∗E , and the estimated detection probability
at S can be calculated by using Equ.(6). In this case, the
transmitter’s utility function becomes

µ′s =

N∑
n=1

βn

[ (An − B)(M − 1)hsj(n)Ps
16Mδ2

×
T 2

T + T0

+ (
An − B
2M

+ B)×
T

T + T0

+
(An − B)δ2

M (M − 1)hsj(n)Ps
×

1
T + T0

+
(An − B)
T + T0

(
(M − 1)hsj(n)PsT

8Mδ2
+

1
2M

)× TE0
]
. (26)

In this case, the third term of µ′s contains a zero-mean Gaus-
sian random variable, which makes it quite difficult to derive
a closed-form solution for T and Ps. However, after taking
expectation with respect to TE , we can find that the average
value of the optimal frequency hopping period for this case is
the solution given in Equ. (25).

Substituting T ∗ into Equ. (17) or Equ. (26), we get an
expression for µs with respect to Ps when the jammer is
perfect rational or bounded rational. Because the expression
of µs is too complicated, we cannot obtain the analytical
expression of the transmitter’s optimal transmit power Ps∗

through mathematical derivation. There are many algorithms
to find the optimal solution, such as genetic algorithm, ant
colony algorithm, annealing algorithm, etc. Since this paper
focuses on the modeling of the imperfect information and
Bayesian Stackelberg game, genetic algorithm (GA) is used
directly to solve this optimization problem. A brief descrip-
tion about the steps of GA is described as follows.

1) INITIAL POPULATION
First, we randomly create an initial population pop(0) in
the solution space, which includes n individuals, and each
individual is represented by S0i = Ps0i , (i = 1, 2, . . . , n).
For each individual S0i , the corresponding utility value of the
transmitter can be calculated by Equ. (17) or Equ. (26).

2) EVALUATION
Second, we establish a reasonable fitness calculation function
and calculate the fitness corresponding to each individual. For
the calculation of fitness, we use the following formula:

R(Ski ) =
1

fxMMax − fx(S
k
i )
, (27)
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where Ski is the individual of kth generation, R(Ski ) is the
fitness of each individual Ski , fx(·) is the utility function and
fxMMax represents any value greater than the maximum value
of the function. The closer its value is to the maximum value
of the function, the better the convergence of the algorithm
will be.

3) SELECT
Based on the fitness of individuals in the population,
individuals with higher fitness value are selected for direct
inheritance, or to generate new individuals of the next gener-
ation through pairing and crossover. Here we use the roulette
method to construct the selection operator.

We divide individual fitness by the sum of all individual
fitness to get the probability p(Ski ) of individual fitness.

p(Ski ) =
R(Ski )
n∑
i=1

R(Ski )
. (28)

The cumulative probability accp(Ski ) is obtained by adding
the probabilities.

accp(Ski ) =
i∑

j=1

p(Ski ). (29)

Then, find the cumulative probability greater than the ran-
dom number, and inherit the individual at the position where
the first cumulative probability greater than the random
number is.

4) CODING
Here we use binary encoding to encode the selected individ-
uals, so that each individual is expressed as a chromosome
in the genetic space. In this way the genetic algorithm can
deal with the considered problem. We conduct the following
processing for each selected individual:

q(Ski ) = Ski × 106. (30)

Then convert q(Ski ) to binary code, which is represented by
S
′k
i . Here we set the encoding length to L.

5) CROSSOVER
In this step, the selected individuals are crossed to generate
new individuals of the next generation. First, we determine
the parents of the cross, which are represented by S

′k
i and

S∗ki respectively. Then the same cross position r is randomly
determined on the binary code of the parents. We randomly
generate a random number. If the random number is less than
the hybridization rate, let the parents hybridize at the cross
position r . Exchanged the code of the parents after the cross
position r . The formula is as follows:

S
′k
i (L − r) = S∗ki (L − r). (31)

After crossing, the new individuals generated are represented
by S

′′k
i and S∗∗ki . Here we will inherit S

′′k
i as the next gener-

ation. The new individuals of the next generation after cross

generation are represented by Q
′k+1, that is

Q
′k+1
= S

′′k
i , (32)

where Q
′k represents the kid produced by hybridization.

6) MUTATION
In the process of inheritance, mutation occurs by chance.
InQ

′k+1 obtained in the previous step, the mutation position s
is randomly generated. Randomly generate a random number.
If the random number is less than the mutation rate, the muta-
tion occurs. We express the mutation process by changing the
coding value of the mutation position as follows

Q
′k+1(s) = 1

mutation
←→ 0. (33)

7) DECODING
At this point, what we get is the code of each individual in the
new population after a generation of inheritance. We decode
the binary code to restore the parameter values of the popu-
lation.

IV. SIMULATION RESULTS AND DISCUSSION
In the simulation, we assume that the maximum frequency
hopping period Tmax is 50 ms, and the frequency switch-
ing time T0 is 1 ms. The maximum transmit power of the
transmitter is Psmax = 2 W, and the maximum transmit
power of the jammer is Pjmax = 5 W. The noise power
δ2 = −50 dBm. The number of optional channels M is 32.
In the genetic algorithm, the initial population size is 100, the
coding length is 24, the selection rate is 0.5, the hybridization
rate is 0.7, and the mutation rate is 0.001. The simulation
adopts the outdoor scenario, and the simulation scenario is
shown in Fig. 3. The distance between the jammer J and the
receiverD is 6 km. The transmitter S moves on the dashed line
along the direction of the arrow. In the simulation process,
we first consider the scenario where the transmitter is 4 km
away from the jammer and the receiver. Then we compare
the anti-jamming performance of different schemes when the
transmitter S moves.
Inspired by the path-loss model in [22] which has been

widely used in wireless communications, the channel gains
of S-D, S-J and J -D are respectively denoted as hsd =
K (d0/dsd )γ , hsj = K (d0/dsj)γ and hjd = K (d0/djd )γ , where
K is a coefficient that depends on antenna characteristics and
average channel loss, d0 is the reference distance of antenna
far field, γ is the path-loss factor, dsr , dsj and djd denote
the distance of S-D, S-J and J -D respectively. The channel
parameters are set as K = 1, d0 = 0.1 km and γ = 3.

Assume that the transmitter observes two possible chan-
nel states of the channel gains between the jammer and the
receiver. Because the channel gain is represented by the path
loss model, the uncertainty of channel state information is
caused by the uncertainty of the jammer position. Two pos-
sible jammer locations are: Case 1: dsd = 4 km, dsj = 4 km
and djd = 6 km; Case 2: dsd = 4 km, dsj = 3.5 km and
djd = 5.5 km. We got the simulation results for the perfect
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FIGURE 3. The simulation scenario.

FIGURE 4. The convergence of the transmitter’s utility value.

channel information and imperfect channel information. For
the perfect channel information we can regard the probability
distribution of the two possible channel gains is [1, 0]. For
the imperfect channel information, we consider two different
channel uncertainties where the probability distributions of
the two channel states in Case 1 and Case 2 are [0.7, 0.3] and
[0.5, 0.5] in the simulations.

The convergence performance of the transmitter’s utility
is given in Fig. 4. It can be seen that with perfect channel
information, the transmitter’s utility value is basically stable
at around 4.44. When channel uncertainties increase, the
converged value of the transmitter’s utility decreases.

Fig. 5 shows the searched optimal power at S when dif-
ferent degrees of channel uncertainties are considered. It can
be seen that the optimal transmit power of the transmitter is
0.35Wwhen perfect channel information is available, that is,
Ps∗ = 0.35 W. Bringing Ps∗ into the closed-form solutions
of T ∗ and TE∗, we can get T ∗ = 0.0046 s, TE∗ = 0.0022 s.
When imperfect channel information is available, we can see
from Fig. 5 the optimal transmit power of the transmitter
is close to 0.35 W, that is, the uncertainty of channel state
information does not influence the optimal power much.

The effect of the maximum jamming power on the trans-
mitter’s utility value is shown in Fig. 6. It can be seen that
the utility value of the transmitter is not sensitive to the
maximum jamming power, especially when the maximum
jamming power becomes larger. The reason is that if the
jamming power is much larger than the transmit power, the
SINR at D becomes quite small, and larger jamming power
will bring insignificant changes to the SINR at D, which

FIGURE 5. The optimal transmit power under different channel
uncertainties.

FIGURE 6. Influence of the maximum jamming power on the transmitter’s
utility value.

means lager jamming power will bring limited influence on
the transmitter’s utility. If the received SINR is quite small,
the transmitter will choose frequency hopping to deal with
the jamming, instead of blindly increasing its transmit power.
It is obvious in Fig. 6 that even the maximum jamming power
keeps increasing, the transmitter always choose the transmit
power around 0.35 W.

In Fig. 7, the influence of the maximum jamming power
on the transmitter’s frequency hopping period and the jam-
mer’s signal detection time is discussed. In this simulation,
the transmit power is set to be 0.35 W. First, we can see
the transmitter’s frequency hopping period and the jammer’s
signal detection time are always positive. As can be seen
from Fig. 7, as the maximum jamming power increases, the
optimal frequency hopping period decreases, which means
the transmitter will hop to another frequency band more
frequently when the jammer increases the jamming power.

In Fig. 8, the multi-domain random scheme, the
power-domain game scheme and the time-domain game
scheme are compared with the proposed multi-domain
game scheme. Specifically, the comparisons are per-
formed under the perfect and imperfect channel gains in
Fig. 8-a and Fig. 8-b respectively. In the time-domain game
scheme, the transmit power Ps is randomly selected, the
optimal frequency hopping period T is obtained by traversal
search, and the optimal signal detection period TE is selected
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FIGURE 7. Influence of the maximum jamming power on the transmitter’s
frequency hopping period and the jammer’s signal detection time.

FIGURE 8. Performance comparison of the transmitter’s utility for
different schemes.

by the closed-form solution obtained in this paper. In the
power-domain game scheme, the frequency hopping period is
randomly selected, the optimal transmit power Ps is obtained
by traversal search, and the optimal sensing time TE is
derived by using the closed-form solution in this paper. The
multi-domain random scheme is to randomly select the time
domain and the power domain parameters. In the simulation,
we also consider different locations of the transmitter. We let
the transmitter move on the vertical line of the connection
between the jammer and the receiver, starting from the mid-
point of the connection, to a position of 12 km away from the
jammer and the receiver. The performances of the schemes
are compared for different locations of S. By observing
Fig. 8, we can find that the proposed multi-domain scheme
always obtains the largest utility value compared to the
single-domain game schemes and the multi-domain random
scheme no matter the channel information is perfect or not.

The influence of the imperfect information including the
jammer’s bounded rationality and observation errors is inves-
tigated in Fig. 9. In Fig. 9-a, we can see that the bounded ratio-
nality causes fluctuations to the transmitter’s utility curve,
the more irrational the jammer is, the more severe the curve
jitters. But the bounded rationality does not change the trend
of the curve, and the average converged value is always
around 4.4 no matter the degree of the jammer’s rationality.

FIGURE 9. Influence of bounded rationality and observation errors.

This observation is consistent with the result obtained in [25],
which showed that bounded rationality will not have a great
impact on the game model in general. Therefore, the effect of
the jammer’s bounded rationality on the transmitter utility is
negligible when the iteration converges.

As for the curves in Fig. 9-b, the parameter setting in
Fig. 9-b is not related to the parameters in Fig. 8-a. It can
be seen that the larger the observation errors are, the smaller
utility value the jammer can obtain. The reason is that, when
the jammer is solving its optimal strategy, the jammer’s obser-
vation errors of the transmitter’s strategy bring difficulties to
the jammer to find the optimal strategy, which results in the
reduction of the jammer’s utility.

V. CONCLUSION
In this paper, we propose a multi-domain anti-jamming game
scheme to deal with a smart jammer which can sensing
the legitimate communication and adjust its jamming pol-
icy. When channel uncertainties are considered, Bayesian
Stackelberg game is used to model the competition between
the transmitter and the jammer, where the transmitter plays
the role of leader and the jammer acts as a follower. The
imperfect information is modeled when formulating the util-
ity functions. By using backward induction, the optimal
time-power domain strategies for the transmitter and the
jammer are obtained. The simulation results show that the
proposed multi-domain game scheme obtains the largest util-
ity value for the transmitter compared to the single-domain
game schemes and multi-domain random scheme in different
scenarios. The effect of the maximum jamming power is
analyzed, and the influences of the imperfect information
including observation errors, the bounded rationality and the
channel uncertainties are discussed. We can see that the chan-
nel uncertainties can degrade the transmitter’s utility, but the
jammer’s bounded rationality has insignificant impact on the
transmitter’s utility.
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