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ABSTRACT We present a secure transmission method for orthogonal frequency division multiplexing
(OFDM) signaling between legitimate nodes (Alice and Bob) communicating in time-division duplex (TDD)
mode under an active attack. An active eavesdropper carries out pilot contamination attack in pilot phase by
transmitting the pilot signal of the legitimate user and jamming attack in data phase. In the proposed method,
Alice estimates the reciprocal channel between Alice and Bob by employing successive cancellation of the
pilot contamination and interference from an active eavesdropper in pilot and data phases, respectively.
We estimate reciprocal channels of legitimate users and eavesdropper. The precoder design at Alice from
the estimated channels steers information towards Bob and artificial noise towards Eve in order to enhance
the secrecy capacity of channel of the legitimate nodes. The simulation results show that the proposed
method effectively estimates the channels of legitimate users and eavesdropper by removing the impact
of contamination attack. Consequently, legitimate channel achieves higher secrecy capacity.

INDEX TERMS Active eavesdropping, detection, channel reciprocity, OFDM, pilot contamination attack,
secrecy capacity.

I. INTRODUCTION
Security is a critical issue in wireless communication systems
due to the broadcast nature of transmission medium.Wireless
systems are also susceptible to pilot contamination attack
(PCA) from an active eavesdropper [1]. The physical layer’s
(PHY) security has attracted significant attention and is
regarded as an attractive alternative for securing private
messages over wireless channels [2], [3], [4], [5].

Unlike wired communication links, wireless communica-
tion suffers from a risk of being eavesdropped. Recently,
spatial degrees of freedom (DOF) provided by multiple
antennas have also been exploited to considerably enhance
the security at PHY [6], [7], especially in the presence of
passive eavesdropping. One way to enhance secrecy capacity
of the legitimate channel is the transmission of artificial
noise signals in the null space of an estimated legitimate user
channel [8], [9], [10]. Increasing the number of antennas at
the base station, with the aim of exploiting additional DOF,
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ensures secure communication when adversary is passive.
Furthermore, beamforming [11] and secret key generation
techniques have been used to achieve security at PHY [12].

Active eavesdropping for wireless communication is
extensively investigated, particularly, PCA, which degrades
the security of the legitimate nodes and facilitates eavesdrop-
per to steal information in [13], [14], and [15] and references
therein. Most of the works on PHY security focus on the
detection of PCA and little investigation is carried out on
the mitigation of the impact of PCA on legitimate users [13],
[15], [16]. In order to enhance the secrecy capacity of the link
of the legitimate users, a reliable estimate of channel state
information (CSI) of reciprocal channel at the transmitter is
vital [17], [18], [19]. The precoder design for transmission
reduces the information leakage towards the active Eve [1].
The gain of multiple antennas depends highly on accurate
channel estimate of the legitimate node [20]. The secrecy
capacity for cell-free massive multiple-input multiple-output
(MIMO) network is analyzed, when network is under attack
by an active eavesdropper with single antenna [21], [22], [23],
[24], [25]. However, a smart jammer can actively attack the
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pilot phase to induce pilot contamination attack and jamming
attack in the data phase. Consequently, a smart jammer can
induce jamming in the data phase and deteriorate the received
signal-to-interference-and-noise ratio (SINR).

In practice, if an eavesdropper attacks the transmission,
it is essential to quickly detect the presence of eavesdrop-
ping so that countermeasures can be taken in a timely
manner [26], [27], [28], [29]. For example, the secure
transmission schemes in the presence and absence of PCA
are totally different. In the absence of PCA, maximal ratio
transmission (MRT) beamforming maximizes the signal to
noise ratio (SNR) at Bob. However, under PCA, MRT
scheme results in significant information leakage towards
Eve due to contaminated channel estimate [30]. Thus,
to safeguard transmission under PCA, contamination free
channel estimation should be evaluated [31].Motivated by the
above mentioned observations, we propose a PCA detection
method in the pilot phase and jamming detection method in
the data phase.

We focus on the enhancement of the secrecy capacity of the
channel of the legitimate nodes in the presence of an active
eavesdropper for time division duplex (TDD) communication
link. The precoder design to form beam towards legitimate
receiver requires good estimate of the reciprocal legitimate
channel. The PCA contaminates the estimated channel, which
causes information leakage towards the eavesdropper.We use
the observations of the pilot and data phases to successively
remove pilot contamination in pilot phase and interference in
data phase from Eve in order to enhance secrecy capacity of
the channel between the legitimate users.

The secrecy capacity of the forward channel under PCA is
severely compromised [1]. Work in [32] and [33] focuses on
the transmission of artificial noise (AN) and precoder design,
respectively, to enhance the secrecy capacity under passive
eavesdropping. A secure transmission method for TDDmode
under active eavesdropping in [34] proposed an unified
design, which combines the precoding and transmission of
AN in the null space of user. Works in [32], [33], and [34]
assume that transmitter has perfect CSI for precoder design
and Eve is silent in data phase. In practice, acquisition of
channel state information (CSI) for wireless communication
systems in the presence of PCA from an Eve is a challenging
task and Eve can chose to transmit jamming signal in data
phase. Work in [35] assumes unused orthogonal pilots and
Eve transmits jamming signal in pilot phase. The receiver
in [35] exploits unused pilots to reduce the impact of
contamination from the active jammer. The method in [35]
fails to estimate channel when an active Eve launches PCA
in the pilot phase and jamming attack in the data phase.
The work in [36] adopted a proactive eavesdropping scheme,
where the legitimate eavesdropper pretends to launch PCA
in pilot phase. In [36], a proactive jamming scheme is
adopted to improve the performance of eavesdropper during
data transmission phase. The recent work in [13] proposes
three phase uplink training (TPUT) method, which uses an
additional auxiliary node to detect active Eve and estimate
the channels of legitimate users and eavesdropper.

Unlike the previous methods that focus either on pilot
contamination or jamming attacks, we propose a novel
transceiver design to mitigate the impact of PCA in pilot
phase and jamming attack in data phase. The proposed
receiver successively removes pilot contamination in pilot
phase and jamming in data phase without using an auxiliary
node in [13].

A. CONTRIBUTIONS
The proposed transmitter sends short silence in data phase at
a random position, which is helpful for the legitimate receiver
(Alice) to successively alleviate the pilot contamination
and interference for the channel estimation. The precoder
design uses channel estimate after successive removal of pilot
contamination and jamming signal from an active Eve and
achieves higher secrecy capacity. The major contributions of
this work are as follows:

• We propose a transceiver design, in which transmitter
(Bob) transmits silence for short time in data phase to
help receiver (Alice) mitigate the impact of PCA in pilot
phase and jamming attack in data phase using successive
cancellation.

• We also propose a jamming detection scheme, which
detects silence from Bob and jamming attack from an
active eavesdropper in data phase.

• We provide closed form expression of the probability
of detection error for the proposed maximum-likelihood
(ML) silence detector. The sub-space based minimum
descriptor length (MDL) method detects number of
sources for the detection of jamming attack.

• Simulation results reveal that the precoder design from
the proposed scheme can achieve better performance in
terms of secrecy capacity and can effectively combat
multiple transmission strategies of Eve in the data phase.

The rest of the work is organized as follows. In Section II,
we present the system model for PCA. In Section III,
we propose successive pilot contamination and jamming
cancellation method. Section IV presents the precoding
scheme to enhance secrecy capacity. In Section V, we provide
the performance of the proposed method and its comparison
with TPUT based method, while Section VI summarizes the
main result of this work.

NOTATIONS
We represent matrices and vectors by bold-face uppercase
and bold-face lowercase letters, respectively. We use the
superscripts H , † and T , for hermitian, pseudoinverse and
transpose, respectively. We use IN to denote N × N identity
matrix. Note that C is set of complex numbers.

II. SYSTEM MODEL
In the considered model, the legitimate nodes, Alice and Bob,
communicate over amultipathwireless channel in TDDmode
in the presence of an active Eve over frequency selective
channel as shown in Fig. 1. Each node is equipped with
single antenna and extension to multiple antennas is straight
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FIGURE 1. PCA model from an active Eve.

forward. The L-pathwireless reciprocal user channel between
legitimate nodes, Alice and Bob, is hu ∈ CL×1, whereas
the wireless reciprocal channel between Eve and Alice is
he ∈ CL×1. Note that OFDM waveform converts L-path
frequency selective channel into N flat-fading sub-carriers.
Alice intends to transmit private message to Bob over a
wireless channel in the presence of an active Eve. We denote
signal direction from Bob to Alice, up-link direction and
signal from Alice to Bob, down-link (reverse) direction.
Bob transmits training to Alice for channel estimation and
Alice designs precoder using user channel estimate ĥu to
transmit private message to Bob (reverse direction). We
assume that up-link transmission phase comprises of up-link
pilot phase and up-link data transmission phase. The up-link
transmission phase is followed by downlink data transmission
phase. Note that the main objective of eavesdropper is to
eavesdrop the downlink data transmission. Consequently, Eve
launches PCA in the pilot phase. Furthermore, eavesdropper
can either keep silent or transmit jamming signal in the
up-link data transmission phase to further impair the signal.
In the downlink data transmission phase, the eavesdropper is
passive and focuses on receiving the information leakage due
to PCA and jamming in uplink data phase.

In training phase, Eve transmits pilot sequence identical
to the pilot sequence from Bob to Alice with the intention to
steel secure message. In the presence of PCA, Alice estimates
the superposition of the channels hu and he.
Consequently, precoder design using the estimated channel

from contaminated observation by Alice implicitly steers
partial beam towards Eve. Bob transmits data to Alice after
pilot phase as shown in Fig. 2. In the data phase from Bob
to Alice, Eve has freedom to either transmit jamming signal
or become passive (silent). Furthermore, jamming signal of
Eve in data phase can be random noise or M-point quadrature
amplitude modulation (M-QAM) constellation.

The estimate of the channel eigen vector in pilot phase
under PCA is Ĥp

u = Hu + He + 1Hp, where Hu = Fhu ∈
CN×1 and He = Fhe ∈ CN×1, 1Hp

= F1hp ∈ CN×1 and F
is the Fourier transform matrix.

We assume that Eve and Bob transmit pilot signal with unit
energy. Let C and Ce be the capacities of the channel from
Bob to Alice and Eve to Alice, respectively. Then, secrecy
capacity is Cs = max{0,C − Ce}. The secrecy capacity
between Alice and Bob deteriorates in the event of PCA
detection.

FIGURE 2. PCA model and transmission protocol from Bob to Alice in
TDD mode for OFDM modulation.

A. UPLINK PILOT PHASE
The matrix model of the observation at Alice in response to
the pilot sequence sp ∈ Cτ×1 under PCA is

Yp = HusTp +HesTp +W, (1)

where W ∈ CN×τ is the AWGN matrix. The elements of
the noise matrix are independent and identically distributed
(i.i.d.) with zero mean and variance σ 2. The least square (LS)
channel estimate at Alice in pilot phase under PCA is

Ĥp
u = HusTp

s∗p
‖sp‖2

+HesTp
s∗p
‖sp‖2

+W
s∗p
‖sp‖2

= Hu +He +1Hp, (2)

where1Hp is estimation error vector ofHu+He and ‖·‖ is the
`2-norm. Note thatHu andHe are independent and identically
distributed. Next, we propose method to remove contribution
of He from the estimate Ĥp

u in (2). The proposed method
reduces information leakage to Eve in the down-link direction
to improve secrecy capacity of the legitimate channel.

III. PROPOSED METHOD
In order to design unified precoder for secure transmission
from Alice to Bob [34], which transmits signal towards Bob
and AN towards Eve, Alice needs estimate of reciprocal
channel Hu. However, acquisition of CSI for wireless
communication systems under PCA fromEve is a challenging
task. In this section, we present transmission framework at
Bob and successive contamination removal method at Alice
to estimate channel Hu between Alice and Bob.
In our proposed transmission approach, in up-link data

phase, Bob remains silent for a short duration τs at random
position in time known to Alice in order to assist Alice to
estimate Eve’s channel He as shown in Fig. 2. Note that
Alice preserves observations of the pilot phase for successive
contamination cancellation. Once, estimate of Eve’s channel
is known to Alice, we can remove pilot contamination from
Eve in pilot phase and estimate user channel Hu. Estimate
of channel between Bob and Alice is vital for securing
information from Alice to Bob in the down-link direction.
In up-link data phase, Eve may decide to be silent (passive)
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to reduce the probability of detection or to transmit jamming
signals at random positions for effective interference to Alice.
Alice preserves observation in pilot phase and follows the
following steps in up-link data phase to estimate reciprocal
channel between Alice and Bob:

1) Alice detects jamming signal from Eve during Bob’s
silent period τs (silence detection) in up-link data
phase. If Eve transmits jamming signal in silent period
τs of Bob, Alice estimates Eve’s channel He and
performs successive cancellation to estimate channel
Hu between Alice and Bob.

2) If Eve is also silent during the silent period τs of Bob,
Alice searches for the time slot, where Eve is silent and
estimates user channel Ĥu.

3) If Alice fails to find time segment where Bob transmits
data to Alice and Eve is silent, channel estimation fails.

We remove contribution of Eve’s channel from the pilot
phase channel estimate Ĥp

u = Hu + He + 1Hp and decode
up-link data using preserved observations of data phase. Now,
we present binary hypothesis to detect Eve during silent
period of Bob in data.

A. ACTIVE EVE AND SILENT BOB DETECTION
In this section, we present Eve’s detection when Bob is silent
for τs symbols in up-link data phase. Alice assumes prior
knowledge of the location of Bob’s silence for τs symbols.
Since Bob is silent, decision directed channel estimate is
either noise or Eve’s channel He. We use channel estimate
of Eve to construct the binary hypothesisH0 (silent Eve) and
H1 (Eve transmitting jamming signal) from the observation.
The matrix observation Ys ∈ CN×τs at Alice in up-link data
phase, when Bob remains silent for τs symbols is

H0 : Ys = Ws,

H1 : Ys = HesTJ +Ws, (3)

where Ws ∈ CN×τs is the AWGN matrix. The elements of
AWGN matrixWs are i.i.d. with zero mean and variance σ 2.
The estimate of sJ using contaminated channel estimate Ĥp

u
in (2) and observation Ys is

ŝTJ =
(
Ĥp
u
)† Yd

= α

(
He +Hu +

Ws∗p
τ

)H
(
HesTJ +Ws

)
= α‖He‖

2sTJ + w̃s, (4)

where

w̃s = αHH
u HesTJ +

α

τ
sTpW

HHesTJ

+αHH
e Ws + αHH

u Ws +
α

τ
.sTpW

HWs, (5)

and α = ‖ He+Hu+
Ws∗p
τ
‖
−2 and HH

e He = ‖He‖
2
≈ 1 for

large channel order L. Note that, due to central limit theorem,
w̃s ∈ Cτs×1 is AWGN matrix of zero mean and variance σ̃ 2

s .
Furthermore, the jamming signal estimate ŝJ is reliable due
to poor correlation between legitimate channel and Eve’s

channel. Next, we discuss the impact of channel length L on
the performance of up-link data symbols estimate ŝJ .

1) IMPACT OF CHANNEL TAPS L ON JAMMING SIGNAL
ESTIMATE
We provide insight on the impact of channel taps L on the
performance of jamming data decoding in terms of bit error
rate (BER). We evaluate the variance of elements of effective
noise w̃s obtained in (5) as follows:
1) The first term of w̃s depends on the correlation of user

channelHu and Eve’s channel vectorHe. Note that ele-
ments of legitimate channel Hu and Eve’s channel He
are i.i.d with mean zero and variance 1

L . Consequently,

the correlation term HH
u He =

L∑
i

H∗u(i)He(i) is sum

of L random variables. Each element of H∗u(i)He(i) is
zero mean with variance 1

L2
. Note that, due to central

limit theorem, the distribution of channel correlation
term HH

u He converges to normal distribution with zero
mean and variance 1

L . For simplicity, we consider two-
point constellation of data symbols. Thus, only real
part of the correlation term affects the performance
of data decoding errors. The variance of only the
real component of correlation term is R{HH

u He} =
1
2L . Figure 3 presents the comparison of analytical
and simulation results of correlation term. From
Figure 3, we observe that the estimate ŝJ of jamming
symbols is reliable for large channel order L due to
poor correlation between Hu and He. Furthermore,
large correlation between legitimate and eavesdropper
channel for small channel order L results in error floor.

2) The elements ofW are also independent and identically
distributed with mean zero and variance σ 2

L . Next, the
product termWHHe ∈ Cτ×1 is a vector of independent
random variables of zero mean and variance σ 2

L each.
Furthermore, random variable 1

τ
sTpW

HHe is zero mean

and variance σ 2

τL . For two point constellation, the
variance of only real component of R{ 1

τ
sTpW

HHe}

is σ 2

2τL .
3) The distributions of bothHH

u Ws andHH
e Ws converges

to normal distribution with zero mean and variance σ
2

2L ,
due to central limit theorem.

4) Each element of vector of random variables
1
τ
.sTpW

HWs has normal distribution with zero mean

and variance σ 4

2τL .
The variance of each element of the vector of random

variables w̃s is

σ̃ 2
s =

1
2L
+
σ 2

2L
+

σ 2

2τL
+
σ 2

2L
+

σ 4

2τL

=
1
2L

(
1+ 2σ 2

+
σ 2

τ
+
σ 4

τ

)
. (6)

From (6), it is clear that the variance of effective noise
vector w̃s is inversely proportional to the channel taps L.
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FIGURE 3. Variance of HH
u He as a function of channel order L.

In high SNR regime, lim
σ 2→0

σ̃ 2
s →

1
2L

causes BER and NMSE

floor for small L. Furthermore, for large L, either due to
muli-path components or large antennas, ‖Hu‖ → 1 and
HH
u He→ 0.

2) DECISION-DIRECTED DATA ESTIMATE
The jamming signal sJ can be random noise denoted by
noise jamming (NJ) or valid constellation (M-QAM) points
denoted by data jamming (DJ). The estimate of signal used
as a reference for the decision directed estimation of Eve’s
channel in data phase is

xJ =

{
dec(ŝJ ) if sJ from M-QAM (DJ)
ŝJ if sJ is noise signal (NJ)

(7)

Thus, decision directed LS estimate of Eve’s channel He is

H0 : Ĥd
e =

Wsx∗J
τs

.

H1 : Ĥd
e = He +

Wsx∗J
τs

. (8)

where superscript d represents up-link data phase. The
estimate of reciprocal channel He can be improved by
increasing the silence time τs of Bob. The distributions of Ĥd

e

under hypothesisH0 andH1 are Ĥd
e |H0 ∼ CN

(
0, ( σ

2

Nτs
)IN
)

and Ĥd
e |H1 ∼ CN

(
0, ( 1N +

σ 2

Nτs
)IN
)
, respectively. Further-

more, the time domain channel estimate of Eve is ĥde =
FH Ĥd

e , where FH is the inverse FFT (IFFT). Thus, the
distributions of ĥde under hypothesisH0 andH1 are ĥde |H0 ∼

CN
(
0, ( σ

2

Lτs
)IL
)

and ĥde |H1 ∼ CN
(
0, ( 1L +

σ 2

Lτs
)IL
)
,

respectively. For simplicity and without loss of generality, let
σ 2
0 and σ 2

1 be the variances under hypotheses H0 and H1,
respectively. For the proposed silence detector,

σ 2
0 =

σ 2

Lτs
and σ 2

1 =
1
L
+
σ 2

Lτs
. (9)

The maximum likelihood (ML) energy detector com-
pares the norm of channel estimate ĥde with the detection

threshold η [37] as follows:

E
H1

R
H0

η = L
(
σ 2
0 σ

2
1

σ 2
1 − σ

2
0

)
ln
(
σ 2
1

σ 2
0

)
. (10)

The detection threshold of the proposed detector by putting
σ 2
0 and σ 2

1 from (9) in (10) is

η =

(
σ 2

τs

)(
1+

σ 2

τs

)
ln
(1+ σ 2

τs

σ 2

τs

)
. (11)

Note that the detection threshold of (11) minimizes the
probability of detection error

PE =
1
2
(PF + PM ) =

1
2
exp

(
−
η

σ 2
0

)
L−1∑
k=0

1
k!

(
η

σ 2
0

)k

+
1
2
−

1
2
exp

(
−
η

σ 2
1

)
L−1∑
k=0

1
k!

(
η

σ 2
1

)k
, (12)

under the binary hypothesesH1 andH0.

If hypothesis H1 is true, we have estimate Ĥd
e in (8)

and proceed to estimate the legitimate channel Ĥp
u in pilot

phase for secure transmission. First, we estimate pilot
phase contamination of Eve using Ĥd

e and remove the
contamination of Eve in pilot phase in (1). The estimate of
pilot contamination fromEve and residue signal in pilot phase
are

Ŷpe = Ĥd
e s
T
p = HesTp +

WsxJ sTp
τs

and (13)

Ŷpu = Yp − Ŷpe = HusTp +W−
WsxJ sTp
τs

, (14)

respectively. The LS estimate of the channel from Bob to
Alice using residue observation Ŷpu is

Ĥu = Ŷpu
s∗p
‖sp‖2

= Hu +
Ws∗p
τ
−

WsxJ
τs

. (15)

If hypothesis H1 is false, we search for the segments in data
phase where Eve is silent in the next sub-section.

B. SILENT EVE DETECTION
If Eve remains silent during the silent period τs of Bob in data
phase, Alice searches for the segment in data phasewhere Eve
is silent to obtain decision directed estimate of the legitimate
channel Ĥu using contaminated channel estimate of pilot
phase in (2). The binary hypothesis H0 (silent Eve) and H1
(jamming Eve) from the observation matrix Yd ∈ CN×τd at
Alice to detect the silence of Eve is:

H0 : Yd = HusTd +Wd

H1 : Yd = HusTd +HesTJ +Wd , (16)

where Wd ∈ CN×τd is the AWGN matrix. The elements of
AWGN matrix Wd are i.i.d. with zero mean and variance
σ 2. We use minimum description length (MDL) method
for source enumeration to search for segment where Eve is
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silent in the up-link data phase [15]. The sub-space based
MDL method detects the number of source by estimating the
second-order statistics (correlation matrix) and computing its
eigen values.

UnderH0, the proposed scheme estimates the payload data
of Bob using contaminated pilot estimate in (2) as

ŝTd = (Ĥp
u)
HYd = sTd + w̃d , (17)

where w̃d = (Ĥp
e)HHusd + (Ĥp

u + Ĥp
e)HWd . Now, we obtain

decision directed estimate of the legitimate channel using ŝd
as follows:

Ĥd
u =

Yd x̂∗d
τd
= Hu +

Wd x̂∗d
τd

, (18)

where x̂d = dec(ŝd ). In the event of failure to detect the
silence of Eve, Alice terminates the current transmission.
Next, we design the precoder using the estimated legitimate
channel for secure transmission.

IV. PRECODING FOR DOWNLINK DATA TRANSMISSION

The precoder (pre-equalizer) design f = Ĥd
u

‖Ĥd
u‖

using recip-

rocal channel estimate in (15) or (18) minimizes information
leakage to the active Eve. The amount of information leakage
is proportional to the correlation between Eve’s channel
He and legitimate channel Hu. In moderate and high SNR
regime, little leakage significantly lowers secrecy capacity
Cs of the legitimate channel. We address this problem by
transmission of AN in null space of estimate of reciprocal
channel [34]. Thus, fractions of the unit power η and 1−η are
allocated for information and AN, respectively. In simulation
section, we present impact of AN on the secrecy capacity of
the legitimate nodes.

Let z = [z1, z2, · · · , zN−1]T ∼ CN (0, IN−1) be the i.i.d.
Gaussian noise vector of length N − 1. Alice transmits AN
in the null space V = null(Ĥd

u ) of the data-aided channel
estimate Ĥd

u . Thus,
√
1− ηVz is AN in the null space of

signal. The precoded information with AN in the null space
of Ĥd

u transmitted by Alice to Bob in down-link data phase is

p =
√
η f s︸ ︷︷ ︸

information

+
√
(1− η) V z︸ ︷︷ ︸

AN

. (19)

The ergodic capacities of channels of Alice and Eve are

C = E
[
log2(1+

η‖HH
u f‖

2

σ 2 )
]
and

Ce = E
[
log2(1+

η‖HH
e f‖

2

(1− η)‖HH
e V z‖2 + σ 2 )

]
, (20)

respectively. The secrecy capacity of the link between Alice
and Bob is Cs = max{0,C − Ce}. Next, we present
comparison of the present simulation and analytical results
of the proposed method.

V. SIMULATION
Now, we evaluate the proposed successive contamination
removal method to enhance the secrecy capacity of the
channel of the legitimate nodes by mitigating the impact

FIGURE 4. The comparison of variance of the HH
u He and w̃s.

of PCA in pilot phase and jamming attack in data phase.
In simulation setup, we consider model in Fig. 2. An OFDM
system transmits signal over block fading frequency selective
channel. We use Rayleigh fading channel of length L = 16,
pilot length τ = 64, silence symbols length τs = 40 and
data length τd = 40. We evaluate secrecy capacity of the
reverse reciprocal channel from Alice to Bob and NMSE of
the channel estimates for two transmission strategies of an
active Eve. In pilot phase, Eve initiates pilot contamination
attack on Alice. In up-link data phase, we consider the
scenarios, when Eve is silent (Sil.) or transmit jamming signal
to impair Bob to Alice transmission. In up-link data phase,
we consider a valid constellation and random noise denoted
by data jamming (DJ) and noise jamming (NJ), respectively,
as jamming signals.

Fig. 4 compares simulation results of σ̃ 2
s with the analysis

in (6) for L = 8 and L = 32. Note that the small gap
between the analytical and simulation of σ̃ 2

s is due to the
approximation of gaussian distribution. Fig. 4 also shows that
correlation term of HH

u He is the dominant term in moderate
to high SNR regime. In high SNR regime, for small multi-

path components, lim
σ 2→0

σ̃ 2
s →

1
2L

. Consequently, BER and

NMSE suffers from error floor. However, for large degrees of
freedom L, ‖Hu‖ → 1 and HH

u He→ 0.
Next, we investigate the statitsical distribution of corre-

lation between legitimate channel Hu and He in Fig. 5.
We present the comparison of probability density function
(PDF) of real componentR{HH

u He} and normal fit using the
MATLAB distribution fitting. Fig. 5 illustrates that Gaussian
distribution appropriately fits the acquired correlation term.
Next, we present the performance of coherent jamming signal
estimate obtained in (7) in terms of bit error rate (BER). Fig. 6
shows that the decision-directed data estimate approaches the
true jamming data. Thus, as SNR approaches 0 dB for large
channel length, dec(̂sJ )→ sJ . It is also clear from Fig. 6 that
BER suffers from error floor when the number of channel
paths L are small. The error floor is a direct consequence
of the correlation between legitimate and Eve’s channels Hu
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FIGURE 5. Distribution of real component R{HH
e Hu} and normal fit using

MATLAB distribution fitting.

FIGURE 6. Bit Error Rate (BER) of hard decision jamming data estimate by
varying pilot length τ , silence symbols length τs and varying degrees of
freedom L.

and He, respectively. The performance of decision-directed
jamming data estimate directly impacts the performance of
channel estimation method.

Fig. 7 presents NMSE of the channel estimate from Bob to
Alice when Eve transmits NJ and DJ signals in up-link data
phase in addition to PCA in pilot phase. The conventional
method in Fig. 7 denotes the NMSE of the contaminated
channel estimate in (2). Note that, due to equal transmit
power of legitimate node and Eve, the NMSE suffers from
severe performance degradation. Simulation results in Fig. 7
demonstrates that the proposed successive contamination
removal approach effectively mitigates the effect of the pilot
contamination and jamming in data phase. Note that estimate
of channel from Bob to Alice is poor in the event of NJ due to
the fact that Eve transmits random noise for jamming instead
of constellation points. We also compare NMSE of channel
estimate of the proposed method with method in [13], which
uses auxiliary node. Fig. 7 shows that NMSE of our method
without using auxiliary node is comparable to the method
in [13].

FIGURE 7. NMSE versus SNR for multiple Eve strategies.

FIGURE 8. Secrecy capacity of the proposed method with variable power
of AN.

FIGURE 9. Impact of silent period τs on the secrecy capacity of legitimate
channel.

Fig. 8 presents the efficacy of the proposed method
and impact of AN on the secrecy capacity of the channel
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FIGURE 10. Probability of detection error PE comparison of proposed
detectors for channel length L = 16, pilot length τ = 4 and variable silent
length τs and data length τd .

FIGURE 11. Probability of detection error PE comparison of proposed
detector for varying channel length L, varying pilot length τ and variable
silent length τs.

between the legitimate nodes. The proposed successive
contamination removal achieves significant enhancement in
the secrecy capacity. The secrecy capacity of the conventional
pilot assisted channel estimation approaches to zero due to
equal transmit power of Alice and Eve over independent
channels. The secrecy capacity with perfect CSI (PCSI)
serves as benchmark. The secrecy capacity of the proposed
method approaches the secrecy capacity with PCSI when Eve
transmits DJ signals. The secrecy capacity of the legitimate
nodes is poor under NJ due to poor channel estimate in
Fig. 7. Fig. 8 also provides secrecy capacity of the proposed
method with AN. The transmission of AN in the null space
of the estimated legitimate channel significantly improves the
secrecy capacity. Fig. 9 presents the impact of silence period
τs of Bob in data phase on the secrecy capacity of the channel
between Bob and Alice. Fig. 9 reveals that only limited
number of silent symbols τs can offer significant performance
improvement. It is clear from Fig. 9 that τs ≤ 10 achieves

saturation of the secrecy capacity of the legitimate channel.
Fig. 10 compares the analytical (12) and simulation results
of the proposed active Eve detector under DJ when Bob is
silent for τs period in data phase using the channel estimate
in (8). The comparison reveals that simulation and analysis
agree under DJ attack.We also observed that the performance
of the proposed detector is poor for NJ as compared to the
DJ. Fig. 10 also presents the performance of MDL based
source enumerator to detect the silent period of Eve in
the data phase, when Bob transmits data. It is clear from
Fig. 10 that the proposed MDL detector can reliably detect
the number of sources in low SNR regime. Furthermore, the
performance the MDL and proposed ML detectors improves
by increasing the number of silent symbols τs and payload
symbols τd . Fig. 11 presents impact of degrees of freedom L,
pilot length τ and silence period τs on the detection of Eve.

VI. CONCLUSION
In this work, we presented the secure transmission and
successive cancellation of contamination and jamming from
Eve at physical layer of an OFDM system. The proposed
successive contamination removal approach effectively mit-
igates the impact of PCA by exploiting observations of
pilot and data phases. The precoder design from successive
contamination removal based channel estimate substantially
reduces information leakage to the Eve, which significantly
enhances the secrecy capacity of channel of the legitimate
nodes. We also observed that transmission of AN in
null-space of legitimate channel for point-to-point link
can also significantly improve the secrecy capacity of the
legitimate channel.
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