
Received 24 November 2022, accepted 12 December 2022, date of publication 15 December 2022,
date of current version 30 December 2022.

Digital Object Identifier 10.1109/ACCESS.2022.3229328

Active Electric Distribution Network:
Applications, Challenges, and Opportunities
KAIYISAH HANIS MOHD AZMI 1,
NURUL ASYIKIN MOHAMED RADZI 1, (Senior Member, IEEE),
NAYLI ADRIANA AZHAR1, FARIS SYAHMI SAMIDI 1, IZZATI THAQIFAH ZULKIFLI1,
AND ALISADIKIN MUHAMMAD ZAINAL2
1Institute of Power Engineering, Universiti Tenaga Nasional, Kajang, Selangor 43000, Malaysia
2Asset Strategy and Policies, Tenaga Nasional Berhad (TNB) Distribution Division, Asset Management, TNB, Kuala Lumpur 59200, Malaysia

Corresponding author: Nurul Asyikin Mohamed Radzi (asyikin.radzi@gmail.com)

This work was supported by the 202210025YCU grant and UNITEN iRMC BOLD publication fund J510050002.

ABSTRACT Traditional electrical power grids are transitioning from centralised operation with unidi-
rectional energy and information flows (from the generation domain to customers) to smart grids with
decentralised mode of operation and bidirectional flows. This reversal of traditional power flow direction
is due to the connections of active loads such as distributed energy resources (DERs) and renewable
energy sources close to the distribution network. Through advanced and sophisticated information and
communication technologies (ICTs), efficient DER management and various applications for reliable and
secure power delivery are enabled. However, before the adoption of any ICT solution in the grid, several
challenges remain, which include interoperability, security and privacy concerns, and the ever-increasing
demands to support various services and applications. Although the information within the grid is becoming
more visible because of bidirectional communication flow, this only applies to transmission networks and not
active distribution networks, which house numerous smart grid applications. There is also little research that
supports the automatic operation of active distribution networks. Hence, this article explores and reviews
active distribution network communication technologies, as well as the applications and communication
standards. This review paper also highlights issues and challenges with active distribution networks and
opportunities and research trends in the distribution domain from an ICT perspective.

INDEX TERMS Active distribution network, communication requirement, distributed energy, information
and communication technology, smart grid.

ACRONYM
The list of acronyms used throughout this paper is as follows.

AMI Advanced metering infrastructure.
BPL Broadband power line.
CIS Customer information system.
DA Distribution automation.
DCU Data concentrator unit.
DER Distributed energy resource.
DG Distributed generation.
DMS Distribution management systems.

The associate editor coordinating the review of this manuscript and

approving it for publication was Salvatore Favuzza .

DR Demand response
EI Energy Internet
EPON Ethernet passive optical network
ES Energy storage.
FAN Field area network.
FiWi Fibre-wireless.
GIS Geographic information system.
GPRS General Packet Radio Services.
GSM Global System for Mobile Communication.
HAN Home area network.
HV High voltage.
ICT Information and communication technology.
IEC International Electrotechnical Commission.
IED Intelligent electronic device.
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IoT Internet of Things.
IP Internet Protocol.
ITU International Telecommunication Union.
LoRaWAN Long-range wide-area network.
LPWAN Low power wide-area network.
LTE Long-term evolution.
LV Low voltage.
MCDM Multicriteria decision making.
MDMS Metering data management system.
MV Medium voltage.
NAN Neighbourhood area network.
NB-IoT Narrowband Internet of Things.
NBPLC Narrowband powerline communication.
OMS Outage management system.
P2P Peer-to-peer.
PLC Power line communication.
PMU Phasor measurement unit.
PV Photovoltaic.
RES Renewable energy source.
RF Radio frequency.
RTU Remote terminal unit.
SA Substation automation.
SCADA Supervisory control and data acquisition.
TCP Transmission Control Protocol.
UNB-PLC Ultra-narrowband PLC.
V2G Vehicle-to-grid.
WAN Wide-area network.
WANET Wireless ad-hoc network.
WASA Wide-area situational awareness.
WSN Wireless sensor network.

A. INTRODUCTION
Since the first introduction of the electricity grid in the form
of isolated power generation systems in the 1880s [1], the
current power grid is undergoing several drastic changes,
including the mode of operation, communication flow, and
the interdependence relationship with the rapidly evolving
information and communication technologies (ICTs). More
specifically, the current power grids are transitioning from
a centralised mode of operation with one-way energy and
communication flow, to smart grids with a decentralised
operation and two-way energy and information exchange.
These changes are partly driven by the emergence of numer-
ous ‘‘active loads’’ such as the distributed energy resources
(DERs) and green renewable energy sources (RESs) close
to the distribution grid (which inadvertently reverses the
traditional power flow direction [2]), and the various issues
in the traditional power grid including reliability, scalability,
and the delayed response problem from its centralised mode
of operation [3]. As such, the smart grid paradigm is made
possible with the integration of advanced and sophisticated
ICT and control technologies. These technologies provide
efficient DER management and integration while supporting
various applications such as smart metering and providing
reliable and secure power delivery.

Although the integration of ICT into the grid alleviates
the two-way information requirements, there are still several
challenges that must be considered before the adoption of any
ICT solution in the grid. These issues include a large number
of complex interconnected components with interoperability,
security, and privacy concerns, and the increasing demands
to support various services and applications. Ultimately, util-
ities’ overall goal is to use a small number of low-cost, simple,
reliable, and future-proof technologies for holistic long-term
solutions [4], which complicates the adoption of any ICT
solution.

Another major concern is that, although informationwithin
the grid is becoming more visible due to the availability
of bidirectional communication flow, this mostly applies to
transmission networks, and not distribution networks, which
house a large number of smart grid applications [5]. More
specifically, the vast amount of information from advanced
sensors deployed in the distribution grid is usually stored
in stand-alone servers and is not fully integrated into the
supervisory control and data acquisition (SCADA) system
and control centres [6]. Although numerous wired and wire-
less communication technologies are available for smart grid
communications infrastructures, relatively little research is
dedicated to providing an updated and comprehensive review
to support the automatic operations of active power distri-
bution communication networks [7]. Particularly, the study
regarding active distribution communication network is cru-
cial to realise the complete operation and control capabilities
of decentralised and distributed energy within the distribu-
tion grid, described as follows [8]: 1) Concurrent monitoring
capability of the distribution network and consumer’s side,
while providing trend prediction and development of coordi-
nated optimisation control strategy; and 2) effective control
of distributed generation (DG), DERs, and load through the
dynamic perception and customisation of the optimal control
strategy.

During the last decade, most research on communication
technologies in active distribution networks has focused on
application-based frameworks and viability [9], [10], [11],
[12], security in advanced metering infrastructure (AMI) and
smart meters [13], [14], [15], reliability and quality of service
(QoS) [16], [17], [19], and network deployment and optimi-
sation [20], [21], [22], [23], [24]. Table 1 provides a summary
of these research areas. Additionally, recent reviews usually
focused on a specific smart grid communication technology
or application spanning over the general smart grid paradigm,
except for a few studies (e.g., [7] and [25]), which focused
on the active distribution network. Table 2 summarises the
reviews, along with their area of focus in the smart grid.

Thus, based on the motivation to provide better visibility to
the active distribution networks through the ICT perspective,
the main contribution of this study can be summarised as
follows.

• We discuss the communication requirements and appli-
cations of active distribution networks.
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TABLE 1. Summary of research areas in active distribution network.

• We review the wired and wireless communication tech-
nologies applicable in the active distribution network
in terms of their roles, advantages, and disadvantages,
as well as examples of their use cases.

• We discuss the issues and challenges encountered in
active distribution networks for the current communi-
cation solutions in terms of the evolving communica-
tion requirements and demands, stringent reliability and
security issues, interoperability problems, andmore, and
we provide some suggestions as countermeasures.

• We also discuss the research opportunities and trends in
the active distribution network from the ICT standpoint.

This paper is organised as follows. Section 2 provides
an overview of the active distribution network, the ICT
roles in the active distribution network, and communication
requirements and some of the applications in the network.
Section 3 discusses the applicability of several communica-
tion technologies in the active distribution network, including
wired andwireless communication technologies. This section
also provides a brief overview of the standards and proto-
cols directly applicable to an active distribution network.
Section 4 provides a discussion of the issues, challenges, and
opportunities in active distribution networks through the ICT
perspective. Finally, Section 5 concludes this review paper.
Fig. 1 shows the general overview of the structure of this
paper.

I. ACTIVE DISTRIBUTION NETWORK
A. GENERAL OVERVIEW
A traditional power grid generally consists of a large num-
ber of synchronous alternating current (AC) grids that are
loosely interconnected via a static (or passive) and centralised
network [29]. It has three core functions, which are the

generation, transmission, and distribution of electrical energy
[33], with electricity flowing in one direction from electric-
ity generation substations to consumers. Table 3 provides a
brief comparison between the traditional grid, smart grid, and
future decentralised smart grid. Since the traditional grid has
been operating in a centralised mode, electricity is generated
and output by geographically appropriate power plants and
transmitted to load centres via high voltage (HV) cables
before being distributed to end users through the distribution
network, and central control strategies are used to monitor the
grid at all levels. In this regard, the medium- and low-voltage
distribution networks are considered as the power system’s
‘‘passive’’ loads, with the following complications from the
centralised mode of operation [8]:

1. The power grid’s operational status is approaching the
critical safety margin.

2. The lack of adaptability to changes such as the con-
struction of new transmission lines and large-scale
power plants.

3. The continued rise in global electricity usage and
demand in all countries.

4. Government-backed policies that promote the develop-
ment of low-power, and ecologically beneficial forms
of energy generation.

The complications imposed on the existing power grid
led to the increasing adoption of DER worldwide. DERs
include distribution-connected generation systems, energy
storage (ES) systems, and controllable loads, as well as EMSs
and microgrids [34]. DERs are often positioned within the
distribution network near the end user or load centre, which
has an impact on power flow distribution and the power grid
control and protection system [8]. As the existing distribu-
tion networks are primarily designed based on maximum or
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TABLE 2. A Summary of smart grid review papers related to the ICT field.
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FIGURE 1. Organisation of this article.

TABLE 3. Brief comparison between traditional grid, smart grid, and future decentralised smart grid [4].

average load conditions, the addition of these intermittent and
dispersed distributed resources with large-scale accessibility
to the distribution network jeopardises the networks’ reliabil-
ity, stability, and flexibility. Consequently, the networks are

forced to be operated as active distribution systems, with real-
time control and optimisation of multiple DERs [35].

An active distribution network is defined as a distribu-
tion network comprising distributed or decentralised energy
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sources with real-time operation and control capabilities [36].
An electrical distribution network typically comprises a large
number of substations, primary feeders, transformers, distrib-
utors, and service mains, along with other devices and equip-
ment, such as circuit breakers and load switches, for effective
control and distribution of electricity to the end users. In par-
allel with the smart grid paradigm, the distribution networks
are becoming more intelligent and complex, especially with
the integration of DERs (andmicrogrids), and new equipment
and services with communication capabilities, such as intel-
ligent electronic devices (IEDs), smart meters, and advanced
sensors. Besides the monitoring capabilities, an active distri-
bution network could leverage a variety of advanced sensing
technologies to forecast its growth trajectory and propose a
coordinated optimisation control strategy to improve system
reliability and operational efficiency.

An active distribution network is closely linked with the
overall goal of smart grid and its architecture and can only be
realised with the support of various subsystems in the smart
grid [37]. Generally, the smart grid paradigm can be repre-
sented by a hierarchical multilayered, interactive platform
involving [38] 1) a power system layer, which refers to the
core functions of power generation, transmission and distri-
bution, and customer systems; 2) a power control layer, which
enables monitoring, control, and management capabilities;
3) a communication and information layer, which allows two-
way communication and information transfers in the smart
grid; 4) a security layer that ensures data confidentiality,
integrity, authentication and availability; and 5) an applica-
tion layer, which provides various smart grid applications
to customers and utilities using the existing communication
and information infrastructure. Fig. 2 shows the multilayered
smart grid architecture with a few examples of applications
such as wide area situational awareness (WASA), DMS,
and electric vehicles (EVs). Additionally, the communication
and information layer is categorised into wide-area networks
(WANs) for the generation and transmission domains, NANs
and field area networks (FANs) for the distribution domain,
and home area networks (HANs), building area networks
(BANs), and industrial area networks (IANs) for the customer
domain.

Regardless of the evolution of the conventional power grid
to the smart grid paradigm, the primary function of the grid
remains to provide users with stable and reliable normative
electrical power. This objective is realised by maintaining a
delicate balance of power generation, consumption, and loss
throughout the grid. However, this balance is under threat
partly due to the widespread introduction of DERs and the
subsequent presence of bidirectional energy flows. As the
usage of DERs grows, there will be multiple energy sources
feeding the distribution grid at multiple locations, complicat-
ing efforts to restore service [39]. As such, the distribution
network must take an active role in ensuring uninterrupted
electricity supply by monitoring the power grid in real-time
and taking necessary corrective action in a timely manner.
This goal can be accomplished by enhancing automation,

FIGURE 2. Multilayer smart grid infrastructure.

protection, control, and bidirectional information transfer
capabilities of the distribution network through the imple-
mentation of reliable and secure communication technology
infrastructures.

B. INFORMATION AND COMMUNICATION LAYER
STRUCTURE
The information and communication layer of the power grid
shown in Fig. 2 can be further categorised based on the data
rate and coverage area, encompassing the power system layer
of the transmission, generation, distribution, and customer
domains. Particularly, the communication network for an
active distribution grid can be represented by NANs. NANs
are characterised by the communication infrastructure for
medium voltage (MV) electric distribution, between the HV
power transmission system and the final low voltage (LV)
end-user applications [7]. It has a data rate specification of
100 kbps to 10 Mbps and a large coverage distance of up to
10 km [38]. These specifications are necessary for supporting
NAN applications such as smart metering, DR programs,
and distribution automation (DA), which require quite a
large amount of bidirectional data transmission frommultiple
HANs to a data concentrator unit (DCU) often located within
substations.

HANs represent the communication network installed
within the consumers’ domain, such as residential, commer-
cial, and industrial buildings. HAN applications include home
and building automation, the collection of sensor data from
smart devices in the home network, and the delivery of utility
control commands to the devices. These applications gener-
ally do not have stringent communication demands. There-
fore, communication technologies that provide data rates of
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up to 100 kbps with short coverage distances of up to 100 m
are generally sufficient [38].

At a higher level, metering data from multiple NANs
are aggregated and routed to data centres owned by utility
providers through WANs. WANs are commonly used as the
communication backbone for smart grid communication sys-
tems, providing broadband connectivity across an extensive
geographical area that includes the generation and trans-
mission domains [7]. WAN applications include wide-area
control, monitoring, and protection, which require a large
transmission of data with stringent requirements from a huge
number of communication terminals. Thus, communication
technologies capable of significantly higher data transfer
rates (10 Mbps to 1 Gbps) and long coverage distances (up
to 100 km) are required [38]. Fig. 3 shows the summarised
hierarchical information and communication layer connec-
tions in parallel to the power system layer with respect to the
classification based on data rates and coverage. The power
system layer shows the generalised electric power system
structure in the United Kingdom, adapted from [40], whereas
the communication and information layer shows a few exam-
ples of active distribution network applications, which are
DR, AMI, and DA.

C. COMMUNICATION REQUIREMENTS OF AN ACTIVE
DISTRIBUTION NETWORK
Although the active distribution network can be characterised
byNANs, which have specific data rates and coverage ranges,
the communication requirements in the distribution network
are further determined by various factors. These factors
include the network’s size and complexity, as well as the level
of intelligence and sophistication expected for each of the net-
work applications [41]. Generally, there are five fundamental
concepts for designing an integrated and technically sound
communication system for the smart grid including the active
distribution domain [42], [43], [44]:

1. Interoperability is defined as the ability of two or
more grid architectures and their components to com-
municate and operate effectively and securely in a
timely and actionable manner, without requiring signif-
icant user intervention. It is a critical smart grid capa-
bility because it guards against technological obsoles-
cence, increases the value of equipment investments by
increasing secondary use, and promotes combinatorial
innovation among diverse stakeholders and devices.

2. Interconnectivity refers to the ability of the system to
communicate with all other participants in the energy
ecosystem. Generally, it refers to all equipment and
functions that are utilised to connect a DER unit to a
specific domain in the power grid, such as the distribu-
tion system.

3. Classified access to information refers to the ability
of a communication system to provide quick, easy, and
secure access to critical information at all phases of
energy production.

4. System monitoring capability provides critical ser-
vices such as data collection and analysis, real-time
monitoring, and command distribution to connected
devices.

5. Decentralised decision making, refers to the fact that
the communication system must be capable of mak-
ing autonomous optimal decisions. Normally, a higher
level of the hierarchy will intervene only if there are
conflicting objectives.

Additionally, there are multiple quantitative requirements
or application-dependent performance metrics that must be
observed for efficient and reliable operation of the active
distribution network. These requirements may include the
following:

1. Latency: The requirements for latency are dependent
on applications. Some mission-critical applications,
such as DA, requires deployment in substations within
2 ms [39], whereas applications such as DR man-
agement are more delay-tolerant and able to tolerate
500 ms to several minutes latency.

2. Data rate: Data rate is defined as the amount of data
transmitted in a network during a specified period.
The requirement for data rate is different for each
application. For example, the communication data rate
for AMI is typically small at approximately 300 kbps
for each meter reading while WASA systems require
high data rate values for effective transmission of
video/audio data.

3. Coverage area: Referred to a geographical area in
which the communication technology can monitor and
control all relevant locations in real time.

4. Security: The power grid is a critical infrastructure that
must be resistant and robust to failures and attacks. This
is particularly of the utmost importance for mission
critical applications such as grid control and billing
where security must be provided to the communica-
tion network for the protection of critical assets and
sensitive data from any vulnerabilities [45]. Effective
security mechanisms should be developed as well as
standardisation of distribution power grid security to
avoid cyberattacks.

5. Reliability: System reliability has become one of the
most prioritised requirements for power utilities in
which the communication network is supposed to be
always reliable for the continuity of communications.
Link/node failures, routing inconsistencies, radio fre-
quency (RF) interference, harsh/hostile environment,
aging infrastructure, and overloading are some of the
possible causes for network failures impacting the reli-
ability of communication devices [45], [46], [47]. Some
of the critical distribution network applications such as
DA necessitate a high level of data communication reli-
ability, whereas others can tolerate brief interruptions
in data transfer. The communication reliability issue
can be further discussed in terms of the availability of
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FIGURE 3. Hierarchical smart grid architecture with two interdependent smart grid domains: the power system layer and the communication and
information layer with respect to the classification based on distance and data rates.

backup power, priority of service, network design and
management, and availability of spectrum [39].

6. Scalability:An active distribution communication net-
work can involve a huge number of IEDs includ-
ing smart meters and sensor nodes. To deal with
the growing number of devices and data traffic,
the network should address topology changes and
scalability by integrating advanced web services and
reliable protocols with advanced functionalities such as
self-configuration and security [45].

7. Flexibility: Flexibility refers to the ability of commu-
nication technologies to support multiple concurrent
heterogeneous applications with varying data rates and
reliability requirements [46].

Other requirements that may be considered important
include the following: a) mobility is defined as the ability
for the technology to be moved freely, and is important
for applications such as EV charging and vehicle-to-grid
(V2G); b) resiliency in terms of minimising packet loss,
jitter, and latency for enhanced QoS; c) technology matu-
rity, which might affect the availability of support for trou-
bleshooting operational and management issues; d) regional
and geographic factors that will affect the implementation
of standards and may cause interoperability issues; and e)
operational convenience, which considers the installation and
maintenance costs and complexity of a communication sys-

tem. The upper and lower bounds of these requirements are
usually determined based on the targeted applications in the
network, which will be discussed further in the next section.

D. ACTIVE DISTRIBUTION NETWORK APPLICATIONS
The United States Department of Energy categorised smart
grid applications into six wide, and functional categories
[39], all of which are directly related to active distribution
networks. These applications are as follows:

1) AMI
AMI allows utilities to collect, measure, and analyse energy
consumption data for grid management, outage notifica-
tion, and billing purposes through two-way communication,
while also providing effective customer (or ‘‘prosumer’’)
participation in the power system as it provides historical
energy consumption data, comparisons of energy use in sim-
ilar households, dynamic pricing information, and suggested
approaches to peak load reduction via in-home displays.

AMI deployment typically consists of three key compo-
nents [48]:

1. Smart meters: smart devices installed at the cus-
tomer’s premises that collect data on electricity con-
sumption in 5, 15, 30, or 60 min intervals.

2. Communication networks: either new or upgraded
communication networks for the transmission of the
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FIGURE 4. AMI communication infrastructure.

large volume of interval load data from the smartmeters
to the utility data centres.

3. Metering data management system (MDMS): to
store and process interval load data, as well as to inte-
grate meter data with one or more key information and
control systems, such as head end system, billing sys-
tems, customer information system (CIS), geographic
information system (GIS), outage management system
(OMS), and DMS.

One of the objectives of smart meter deployments for utili-
ties is to integrate smart meter data with one or more informa-
tion datamanagement systems, such as [48] 1)MDMS,which
processes and stores interval load data for billing systems,
web portals, and other information systems; 2) billing sys-
tems, which provide automated bill generation from process-
ing interval load data; 3) CIS, in which data from MDMS are
processed and are connected to the billing systems for storing
customers’ information (e.g., location, contact information,
and billing histories); 4) OMS, which process meter on/off
status data to isolate outage locations and frequently connect
with GIS for managing service restoration; and 5) DMS,
which process outage and voltage level data for the imple-
mentation of Volt-VAR optimisation procedures. Fig. 4 shows
the AMI communication infrastructure. The integration of
AMI with multiple information and management systems
enables the development of a variety of emerging applications
that improve grid operation efficiency. For example, ongoing
research using AMI data to include machine learning load
research and forecasting based on historical energy data [49],
[50], prediction study of customer’s eligibility in DR program
[51], the development of hourly tracking capability of renew-
able electricity [52], and full energy management analysis
capability [53].

AMI requires near-real time data transmission with a tol-
erable latency of 2 – 5 s and data rates of 10 – 100 kbps per
node or approximately 500 kbps for backhaul [39]. As with
other existing systems, AMI must adhere to the security
primitives of customer data confidentiality, integrity against
illegal data alteration, availability of data on demand, and
accountability (nonrepudiation) or timely response to the

command and control [45], [54]. AMI implementation gener-
ally uses a 900 MHz wireless mesh network or fixed P2M RF
networks, which allow easy network expansion [39]. Other
common communication technologies for AMI include PLC
and next generation cellular technologies.

Although AMI is often regarded as the inevitable part
of the smart grid plan, this application requires significant
investments in both cost and deployment time. The authors
in [55] studied the feasibility of using an automatic meter
reading-based power management system, which is an AMI
predecessor technology. However, the results from the testbed
in Korea showed marginal performance degradation than
AMI but with the added advantage of low implementation
cost and deployment delay.

2) DR
DR refers to the supply and demand balance of energy in
the grid through the understanding of the data collected
from smart meters and sensors. DR involves the participa-
tion of both electricity providers and customers; providers
have the option to reconfigure the distribution network or
increase electricity price during peak demand and customers
can reduce electric energy consumption in response to the
increased price or heavy burdens on the system. DR has the
advantage of lowering peak loads on the system and is based
on the concept of shared conservation of energy to ensure
that there is enough energy for all users [56]. Several DR
programs are currently available, such as the following: 1)
direct load control (DLC), in which customers agree that
their electricity consumption will be automatically reduced
during peak load periods by powering down appliances in
HANs; 2) automated DR, which enables on-premises equip-
ment to respond dynamically to grid conditions for near
real-time load consumption adjustments; and 3) dynamic
pricing, which allows customers the option to curtail electric-
ity use manually.

The communication requirements for the DR programs
are dependent on the sophistication and control required; the
usage of higher data rate systemswill allow for two-way com-
munications and the implementation of more time-sensitive
applications [39]. For example, DLC typically requires low
data rates for sending shut-off commands to HAN appliances
such as air conditioners, whereas mission critical applications
(e.g., blackout prevention through reducing energy use) may
need lower latencies and higher data rates. Generally, the typ-
ical range for latency is 500 ms to several minutes, whereas
the data rate requirement is approximately 14 to100 kbps per
node or meter.

Fig. 5 shows a general DR system model for an urban
area [18]. Each premise has a smart meter, which acts as a
communication gateway between a HAN and NAN. There
are also sensor nodes deployed at the substations and feeders
throughout the distribution grid for monitoring and control
purposes. These smart devices must send data packets con-
taining various information, such as energy consumption and
temperature, to their respective DCUs, either through wired
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FIGURE 5. Typical DR system model in a dense urban area using wireless
communication NAN to communicate with the control centre.

or wireless NAN. Although the typical wired NAN tech-
nologies, such as PLC and fibre optics, offer superior data
bandwidth and network security, wireless NAN technolo-
gies (e.g., wireless mesh) allow for rapid and cost-effective
deployments. Current DR research from the ICT perspective
includes solving reliability issues as demonstrated by manag-
ing DR communication delays [57], [58], feasible DR system
architecture, framework and strategy studies [59], [60], and
cloud-based DR research [61], [62].

3) WASA
WASA refers to the deployment of a set of technologies
designed to improve power system monitoring across large
geographic areas. It provides grid operators with a compre-
hensive and dynamic picture of grid operation while provid-
ing strategic countermeasures to power system instability and
blackouts [63]. WASA systems use PMUs to measure syn-
chrophasor data (such as voltage and current phasor measure-
ments synchronised to Coordinated Universal Time (UTC))
and prior information (such as network topology and param-
eters) to provide a state estimation or quantitative snapshot of
the state of an entire network. Although PMUs were initially
designed to improve responsiveness and diagnostic coverage
in power transmission systems, they have recently gained
popularity at the distribution level because of their ability to
measure phase values with a few milliradian accuracies [64].

Fig. 6 shows the typical WASA system configuration,
where synchrophasors data from PMUs and micro PMUs
(µPMUs) in the distribution gride are sent to DCU to be
distributed to end users for various power monitoring applica-
tions. In a conventional grid, measurement data are collected
via the SCADA system, which generally operates in quasi-
steady-state conditions and is incapable of monitoring fast
transient phenomena such as load variations and topology
changes [65]. As such, the SCADAmeasurement data during
these transient phenomena may lead to inaccurate state esti-
mates of the grid. PMUs solved this problem by providing
precise measurements of amplitude, phase, and frequency

of voltage or current waveforms synchronised to UTC. The
use of PMUs in the distribution grid has several advantages,
including the elimination of the need for new transmission
lines, the facilitation of the integration of intermittent and
renewable resources, and improved system modelling, plan-
ning, and contingency analysis by simulating the effect of
removing equipment and post-event analysis of power dis-
turbances [39].

WASA applications require a latency of less than 20 ms for
real-time monitoring and data transfer rates between 600 and
1500 kbps for synchrophasors. Additionally, WASA systems
require ultrahigh reliability, with the most critical communi-
cation paths needing a one-way availability of 99.99995%,
which is equivalent to being out of service for 16 seconds
a year [39]. There are numerous communication network
technologies for networking synchrophasors. These include
fibre optics and BPL [66].

4) DERS AND ES
DERs refer to small-scale units of local generation connected
to the grid at the distribution level and may include RES and
nonrenewable generation, EV batteries, inverters, and other
controlled loads (such as hot water systems). Common exam-
ples of DERs include rooftop solar photovoltaic (PV) units,
natural gas turbines, microturbines, wind turbines, biomass
generators, fuel cells, battery storage, EV and EV chargers,
and DR applications [67], [68]. These distinct elements com-
bine to form DG, which necessitates reliable communication
infrastructure for effective monitoring and resource manage-
ment, and smooth integration to the grid.

Furthermore, larger DG sites, such as commercial-scale
wind turbine farms (frequently located in remote locations
away from utility infrastructure), will necessitate updated
communications to connect to the existing utility’s commu-
nication systems.

A DER generates AC or direct current (DC) and interacts
with RES and the AC grid [68]. With the high penetration
of DERs to the grid, bidirectional energy flow is introduced,
resulting in increased variability in energy supply and a vari-
ety of system issues. Utilities need effective and reliable com-
munication technologies for real-time data transfer, energy
management, and smooth integration and power exchange.
Reliable communication is especially needed for applications
such as [39]: 1) real-net metering, which requires precise
measurement of electricity drawn from the grid minus the
energy provided by the energy sources on the premises; 2)
energy management for the allocation of excess energy from
instantaneous energy generation; and 3) microgrid, for DER
islanding and balancing with local energy loads through P2P
communications with a patch into the utility’s central com-
munication systems. Similar to AMI applications, the data
rate requirements for DERs range from 9.6 to 56 kbps per
unit, with as little as 20 ms of latency during faults when
protection devices are switching [45]. Notably, existing AMI
systems may be capable of supporting the integration of
DER to the grid; however, greater capabilities, such as those
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FIGURE 6. Typical WASA system configuration. Traditionally, PMUs are installed at each measurement point in the transmission grid.
µPMUs are now available for active distribution network implementation. Data from PMUs are sent to the control centre via DCUs to be
distributed to various power monitoring applications.

FIGURE 7. Example of DER control network architectures [69].

provided by P2P microwave or satellite communications, are
required for large-scale operations [39]. The selection of an
appropriate communication network in DERs is a significant
challenge due to the many variables and different component
requirements that depend on applications and utility expecta-
tions [68].

An example of DER control network architecture is shown
in Fig. 7 in which the communication for solar PV cells
takes place either via wired or wireless network to connect to
applications such as DERmanagement system (DERMS) and
to independent service operators (ISO)/regional transmission
organisations.

5) EV
TheU.S. EIA defined an EV as a vehicle propelled by an elec-
tric motor that draws power from rechargeable storage bat-

teries, fuel cells, PV arrays, or other electric current sources
[70]. EVs offer the advantage of carbon emission reduction,
energy independence, and an alternative to ES. However,
several challenges must be tackled related to energy and load
management, V2G operations, and billing issues. Fast and
reliable communications between charging systems and EVs
are vital for the efficient management of power supply and
demand.

A high current EV charger is typically equivalent to one or
two additional homes drawing electrical power on a trans-
former. During peak hours, when a large number of EVs
are charging, improper load distribution for multicar charg-
ing facilities could cause system overloading [39]. Similarly,
in-home or public EV charging stations face challenges in
matching supply and demand with speed and precision, par-
ticularly in avoiding long delays in the EV charging cycle’s
initiation. In terms of V2G operations, which enable EVs
to store and discharge electricity generated by RESs, the
challenges are similar to those faced by DERs in ensuring
the smooth integration of EVs as a power source and a
viable outlet for excess energy in the grid. Conversely, billing
issues concern billing roaming electric usage to a customer’s
monthly bills.

The communication requirements for EV applications
would not be much different from other HAN applications,
with data rates of 9.6–56 kbps for load balancing and billing,
and up to 100 kbps for DR [45]. Latency ranges from
2 s to 5 min, depending on whether billing and DR are
considered. Other additional requirements include mobility
for onboard communication technology, compatibility and
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interoperability and security for charging at public locations.
A review on the communication technologies for EV can be
found in [71], while [72] provided a comparative analysis of
the architecture models and frameworks for connected EVs,
smart charging stations, and information systems.

6) DMS
DMS provides real-time visibility into utility operations,
including circuit loading and system performance. Through
DMS, utilities can dispatch service crews to fix outages even
before customers call to report a power outage. Utilities are
also using GIS to share critical information spatially, such as
locating potentially damaged or malfunctioning assets, which
allows sectionalising faulted circuits to impact fewer cus-
tomers. More capabilities, such as DA, substation automation
(SA), and fleet management, emerge as more ‘‘intelligence’’
is added to the distribution side of the electric grid.

DA enables the utility to remotely monitor and control
assets in its distribution network through automated decision-
making, providing more effective fault detection and isola-
tion, and automated power restoration. DA typically includes
SCADA or DMS-based control and monitoring systems,
as well as DA field equipment such as remote terminal
units (RTUs), IEDs, circuit breakers, switches, and transform-
ers that can be remotely monitored, controlled, and oper-
ated. As such, the communication requirements include a
9.6–100 kbps data rate, stringent latency requirements of less
than 1 s latency for alarms and alert communication, less than
100 ms for P2P messaging within RF mesh configuration,
and a maximum tolerable latency of 2 s [39]. The commonly
used technologies for DA backhaul communication include
cellular technologies and the unlicensed 900 MHz spread
spectrum band.

SCADA is applied for SA, in which this programme is
installed at each switching station and distribution substation
to perform time-sensitive operational data measurements at
critical grid nodes every 2–4 s. These data include instan-
taneous values of power system analogue and status points
like volts, amps, megawatts, mega volt-ampere reactive, cir-
cuit breaker status, and switch position [39]. The SCADA
data are used to monitor and control the power system, for
example opening circuit breakers and indicating equipment
failure. SCADA requires less than 100 ms latency to improve
polling performance and prevent communication front ends
from timing out. Additionally, because SCADA is used at
all substations, the coverage requirements are congruent with
the utility footprint. Wireless communications are generally
preferred because of the inherently hazardous electrical envi-
ronments with a possibility of GPR in substations. GPR
generated problematic currents in the ground, which may
cause damage to nearby conductive materials; thus, wired
technologies often require costly and complex protection
at substations. Notably, the SCADA equipment industry is
migrating toward IP-enabled networks and open systems,
which enable users to access data from various platforms
remotely and allow room for future grid updates [73].

Another application under DMS is the automatic vehicle
locator (AVL), which provides fleet management ability to
track and direct vehicles to field locations needing repair,
and asset tracing capability. AVL requires efficient routing
of vehicles over broad coverage areas for service restora-
tion, which can be translated to low latency, high reliability,
and high-security communication requirements [39]. Addi-
tionally, AVL applications are not data rate intensive with
each AVL message size typically around 50 bytes. For larger
areas, installing vehicular routers with voice and data routing
capability to currently available technologies such as cellular
communication and satellite may be a viable option.

Utilities typically view video surveillance capability as
a fundamental communications requirement for substations
and storage facilities. This is because these facilities are
frequently unattended and widely dispersed which neces-
sitates real-time video surveillance. By implementing this
application, utilities can reduce manpower management costs
for manpower and achieve complete network automation,
all while ensuring normal operations for power equipment
and protecting them from unauthorised tampering and intru-
sion. For instance, intruders, physical obstructions, or smoke
indicating a fire can be viewed via video so engineers no
longer need to visit the site in person each time to diagnose
an anomaly, saving time and costs. With the integration of
video surveillance capability and available SCADA systems
in substations, system administrators will also have a better
understanding and control over the network [74]. However,
this application has a high data bandwidth requirement for
the simultaneous transfer of video, voice, and data.

TABLE 4 shows a summary of the requirements of smart
grid applications applicable to active distribution networks,
in terms of latency, data rate, security, and reliability.

II. COMMUNICATION TECHNOLOGIES AND PROTOCOLS
Communication technologies available for the active distri-
bution network can be broadly classified into wired and wire-
less technologies. Wired technologies are often considered to
be superior to wireless technologies in terms of reliability,
security, and bandwidth.Wired solutions also do not have any
interference issues and are not dependent on batteries unlike
wireless communication solutions [45]. However, wireless
communication solutions offer low installation costs and flex-
ible deployments with minimal cabling, allowing connectiv-
ity to be provided over large areas or in areas where there
is no pre-existing communication infrastructure. As such,
each of these communication technologies has advantages
and disadvantages which must be considered depending on
the targeted applications and functionalities.

A. WIRED COMMUNICATION TECHNOLOGIES
1) PLC
PLC is a data transmission technology that utilises existing
cables such as AC and DC power lines and coaxial cables,
thereby reducing the number of cable types in a network.
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TABLE 4. Communication requirements for applications in the active
distribution network domain [39], [41], [75].

This technology takes advantage of the frequency difference
between electrical voltage and data signals: electricity travels
at relatively lowwavelengths, whereas digital data travels at a
higher frequency. This enables various cables to transmit data
and electricity at the same time [76]. The PLC technology can
be classified into three categories based on the transmission
bandwidth [77], which are ultra narrowband PLC (UNB-
PLC), NBPLC, and BPL. Table 5 shows the summary of the
three PLC categories.

Other than the quick and low-cost network construc-
tion due to the existing power line infrastructure, additional
advantages include reliability and maturity as it has already
been used for decades for commercial broadband, as well as
relatively easy maintenance when compared with other wired
technologies. However, PLC has numerous drawbacks such
as the difficulty in modelling the communication channel due
to the presence of harsh electrical noise in power lines [66].
Moreover, PLC technologies such as the UNB-PLC and
NBPLC typically have low data rates, which made these
technologies unsuitable for high bandwidth applications due
to fading and interference. PLC has a low signal-to-noise
ratio, which requires hopping of the PLC signal around trans-
formers by using a bridge, such as a wireless connection, that
bypasses this grid element that would normally scramble the
PLC signal [39]. This technology is usually combined with

other communication technologies, such as cellular commu-
nication, to provide a hybrid solution for power grid commu-
nications [66].

Some of the in-depth reviews on the role of PLC in the
smart grid can be found in [77], [78], [79], [80], [81], and
[82], in which Galli et al. [77] focused on PLC applications
within the smart grid from the sensor networking and network
control perspective, whereas Yigit et al. [78] focused on the
standards of PLC and its implementation worldwide. Sharma
et al. [79] provided a review of PLC implementation in dis-
tributed power systems and DERS in terms of monitoring,
controlling, and management purpose. A more recent review
is presented by López et al. [82] in 2019, which provides an
update on PLC technologies and their applications in smart
grids, their main challenges and possible solutions, and the
current research initiatives. Conversely, Güzelgöz et al. [80]
and Bai et al. [81] focused on reviewing the PLC propaga-
tion channel characteristics, noise modelling, and mitigation.
Additionally, Haidine et al. [83] discussed the NBPLC tech-
nology, with an overview of distribution line carrier: verifi-
cation, integration and test of PLC technologies and Internet
protocol (IP) communication for utilities (DLC+VIT4IP),
an EU-funded project for the development of efficient trans-
port of IPv6 protocol, automatic measurement, configuration
and management, and security in the frequency range of up
to 500 kHz.

The application of PLC in DR is presented by
Cortés et al. [84], in which the authors implemented NBPLC
using the G3-PLC standard as a communication network
for demand-side management systems in Manizales City,
Columbia. Conversely, Sausen et al. [85] presented an
NBPLC solution for smart metering systems in Brazil based
on the PRIME standard. Sendin et al. [86] proposed BPL and
NBPLC for smart grid communications architecture, in which
BPL is proposed as the telecommunication backbone for
secondary substation (the interface between the MV and LV
distribution power system), whereas NBPLC using PRIME
specification is proposed for smart meter access commu-
nication. These proposals are based on the extensive PLC
deployment on the electricity distribution grid of Iberdola,
a multinational electric utility company based in Bilbao,
Spain. Current research on PLC also focused on PLC channel
reliability. For example, Aderibole et al. [87] focused on
tailoring the PLC for applications such asDR and load control
through improved measurement and modulation techniques
in the PLC modem. The proposed method was demonstrated
in a 24-floor high-rise building with challenging channel
conditions. Conversely,Wang et al. [88] proposed an adaptive
sparse code multiple access modulation technique, which can
adapt to the features of power line channel strong signal atten-
uation, background noise and impulsive noise and increase
spectral efficiency and user capacity in PLC.

2) FIBRE OPTICS
Fibre optic technology is a method of delivering high-speed
data connectivity by using infrared light instead of electrical
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TABLE 5. Summary of PLC technologies.

impulses for data transmission. This technology is generally
preferred over electrical cabling as it offers high bandwidth,
high data-rate, low latencies, long-distance data transmis-
sion, and immunity to electromagnetic interference (EMI),
albeit having high installation and maintenance costs and
being difficult to upgrade [27], [29]. Because of its EMI
immunity, fibre optics has become a more popular choice
in the power industry for connecting different equipment
installed in substations, eliminating numerous errors com-
monly seen with electrical connections. This mode of com-
munication is commonly used in long-distance applications
such as backbone communication and for the connection of
substations to the utility’s control centres, where its full trans-
mission capacity can be utilised while offsetting the increased
cost.

The fibre optic cables can be categorised into multimode
and single-mode optical fibres. A multimode optical fibre has
a larger core of more than 50 µm, which allows the con-
nection of less precise, less expensive transmitters, receivers,
and connectors. Multimode fibres support multiple propa-
gation modes; consequently, they are susceptible to multi-
mode distortion, which frequently limits the bandwidth and
length of a connection. Therefore, multimode fibres are typ-

ically implemented in short-range communication (less than
50 m) such as those used in work and home premises, and
within data centres for rack-to-rack communication [92].
By contrast, the core of a single-mode fibre is smaller (less
than 10 µm), necessitating more expensive components and
interconnection methods, but enabling much longer, higher-
performance connections. Additionally, single mode fibres
are highly suited for long distance communication such as
NAN and WAN applications because they have low disper-
sion and no signal degradation.

With decreasing material and installation expenses, fibre
networks are more cost-effective to be deployed in recent
years. These advancements have enabled the delivery of
smart grid services directly to users, as evidenced by
well-known programs such as fibre to the premises (FTTP),
which provides a fibre network to both homes and small
businesses directly from an operator’s central office. For
example, LUS, a publicly owned utility business in Louisiana,
USA, built a municipally owned fibre to the home (FFTH)
broadband network, which also served as a communication
backhaul in smart grid projects [93]. Additionally, the EPON
technology, which permits the use of a conventional Ethernet
communication protocol over an optical network, is attracting
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great attraction from grid operators because of its interoper-
ability with the current IP-based network [29].

Various standards related to fibre optic communication
have been developed to enable the development of fibre
optic-compatible components from various manufacturers.
The International Telecommunication Union (ITU), in partic-
ular, publishes several standards related to the characteristics
and performance of fibres, including 1) ITU-T G.651 [94],
which detailed the characteristics of a 50/125 µmmultimode
graded index optical fibre cable and 2) ITU-T G.652 [95],
which detailed the characteristics of a single-mode optical
fibre cable. Other standards provide performance require-
ments for fibre, transmitters, and receivers used in complying
systems. Some of these standards are synchronous digital
hierarchy (SDH), synchronous optical networking (SON),
and OTN.

3) FIELDBUS TECHNOLOGY
The term ‘‘Fieldbus’’ refers to a class of industrial networking
solutions designed for real-time distributed control, which
allow the connection of instruments and tools in FAN and
NAN. This technology is used in various industries such
as manufacturing, process and building automation, and the
energy and smart grid industry. HMS Industrial Networks
reported that Fieldbus remained the second dominant indus-
trial networking solution behind industrial ethernet in the year
2020 despite having amajor drop inmarket share from 71% in
2014 to 30% in 2020 [96]. Bitbus, developed by Intel Corpo-
ration in the early 1980s, was the first commercially available
Fieldbus solution. However, it is no longer widely used today,
with Siemens’ PROFIBUS being the most popular solution
on the market [97]. Other Fieldbus technologies currently in
use include Modbus and LonWorks [8].

Fieldbus solutions can be categorised based on the imple-
mented physical layer (e.g., RS485 and Ethernet) or data
protocol level such as PROFIBUS and Modbus. PROFIBUS
was first promoted in 1989 for fieldbus communication in
automation technology. This solution is openly published as
part of the IEC 61158 standards, with two variations currently
available [98]:

• PROFIBUSDecentralised Peripherals (DP) for the oper-
ation of sensors and actuators via a centralised controller
in production automation applications.

• PROFIBUS Process Automation (PA) for process
automation applications to monitor measuring equip-
ment via a process control system. This variant is
intended for use in explosive/hazardous environments.
The physical layer (i.e., the cable) is compliant with
IEC 61158-2, which allows power to be delivered over
the bus to field devices while limiting current flows
to prevent explosive conditions from forming even if a
malfunction occurs. This feature limits the number of
devices that can be connected to a PA segment. The
data rate of PA is 31.25 kbps. Available data trans-
mission technologies for PROFIBUS are RS485 serial

communication, Manchester-coded Bus Powered, fibre
optics, and several wireless transmission technologies
such as WirelessHART and wireless sensor and actuator
network [98].

Modbus was first introduced in 1979 as a data communi-
cations protocol for programmable logic controllers and has
since evolved into a de facto standard communication proto-
col widely used for connecting industrial electronic devices
[99]. Generally, there are three variants of Modbus, namely,
Modbus RTU, Modbus ASCII, and Modbus TCP [100].
As the physical transmission layer, Modbus RTU and ASCII
typically use a serial interface (RS485 or RS232), whereas
Modbus TCP is theModbus RTUwith Ethernet Transmission
Control Protocol/Internet Protocol (TCP/IP) interface and
wireless communications such as General Packet Radio Ser-
vices (GPRS) [8]. In the distribution network, Modbus RTU
is frequently used in SCADA systems to connect RTUs to the
control panel. Although the Modbus protocol is supported by
a wide range of modems and gateways, this protocol has the
limitation of only facilitating data types that were supported
by programmable logic controllers in the late 1970s.

Topologically, Fieldbus operates on a network structure
that supports daisy-chain, star, ring, branch, and tree net-
work topologies. Fieldbus has several advantages that have
helped it become a popular networking solution, including:
1) high durability, because Fieldbus cables and components
are specifically designed to be extremely durable, robust, and
capable of withstanding extreme physical conditions in indus-
trial applications; 2) high reliability, as Fieldbus networks
have short signal paths and better interference protection,
which increases network stability and reliability; 3) maturity,
as most Fieldbus solutions have been in existence for some
time and are standardised, making it easy to integrate equip-
ment from various manufacturers into a single system.

However, this technology has several disadvantages
including high equipment cost and maintenance complexity,
as the networks rely heavily on complex proprietary manu-
facturer equipment that requires specialised professionals for
maintenance. Despite each technology sharing the generic
name of Fieldbus, the various Fieldbus solutions are not read-
ily interchangeable. They cannot be easily connected to each
other because of their profound dissimilarities. Furthermore,
Fieldbus typically has low data transmission rates as most of
the solutions operate at data transmission rates of hundreds
of kilobytes per second, with only a few standards that can
reach speeds of over 10 Mbps.

4) INDUSTRIAL ETHERNET
Industrial Ethernet has gained popularity in recent years, as it
has become more pervasive and offers faster speeds, longer
connection distances, and the ability to connect more nodes
in comparison with conventional Ethernet. This technology
employs ruggedised hardware and copper cables for data
transmission via electrical impulses, with various industrial
Ethernet protocols supported by various industrial equipment
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FIGURE 8. Evolution of cellular communication technology throughout
the years.

manufacturers, including EtherCAT, PROFINET, and Eth-
erNet/IP [101]. Ethernet communications with TCP/IP are
typically nondeterministic, with response times of around
100 ms. By contrast, industrial Ethernet protocols generally
apply a modified MAC layer for deterministic and low-
latency responses, whereas the cables and connectors can
adapt to the harsh industrial environment.

The industrial environment is often harsh because of the
presence of many environmental conditions that are not
present in commercial environments such as extreme tem-
perature, humidity, vibrations, and the presence of RF inter-
ference (RFI) or EMI. Since commercial Ethernet relies on
unshielded copper cables to transmit electrical signals, it is
more susceptible to RFI/EMI. Additionally, data transmitted
in this manner is also vulnerable to hardware-level hacking,
which could pose a security and privacy risk [102]. There-
fore, industrial Ethernet is an optimal solution to industrial
network connectivity as this technology provides reliable
performance and real-time data transmission in harsh envi-
ronment applications such as SA, and SCADA [103]. This
mode of communication is not only suitable for commu-
nication between substations and control centres in NAN
and WAN, but also commonly used in HAN for com-
munication between smart meters and home central units
[26]. Additionally, various industrial Ethernet protocols and
attendant hardware such as switches, routers, and connec-
tors form the power grid communication backbone [103],
with a notable proof of concept (PoC) of digital electrical
substation communications over Ethernet demonstrated in
Sanchez-Garrido et al. [104].

Another capability supported by the Ethernet is power over
Ethernet (PoE), which provides the ability to transfer both
data and power within an individual Ethernet cable, similar to
the PLC concept. The IEEE has established several standards,
particularly the IEEE 802.3af, IEEE 802.at and IEEE 802.3bt,
which govern how networking equipment should operate to
promote interoperability between devices. Many commer-
cial applications of PoE capability have been established
such as voice over Internet protocol (VoIP), and surveillance
cameras [105], with many emerging high-powered applica-
tions, such as facility monitoring controls, and LED lighting
and sensors. Table 6 summarises some of the widely used
industrial Ethernet communication protocols along with their
features and limitations.

B. WIRELESS COMMUNICATION TECHNOLOGIES
1) CELLULAR COMMUNICATIONS: 4G LTE AND PRIVATE LTE
Since the launch of the first generation (1G) of commercial
cellular networks in the early 1980s, cellular communication
technologies have been making their way into various sec-
tors’ communication solutions including the power industry.
Fig. 8 shows the evolution of cellular communications from
1G to the current 5G. As more capabilities such as faster data
rates and ultralow latencies are realised throughout the years,
more applications implementing the cellular communications
emerge, for example, monitoring and management of DERs
and SCADA [29], and smart meter deployments [106].

Because of its ubiquitous usage, this technology offers
various advantages including existing infrastructure and a
wide area of deployment [30] and supports a huge num-
ber of devices [107]. Additionally cellular communication
technologies are equipped with security elements such as
uniquely addressed devices, cryptographic capability, and
redundancy features [108], [109], [110]. Its operation within
the licensed spectrum reduces interference issues [107],
whereas ensuring control over the number of users and proto-
cols used [110]. However, its service availability is not guar-
anteed especially in harsh environmental conditions, natural
disasters, and peak user density [29], [111]. Other deterring
disadvantages include latency issues and high costs [112].

Although there are several cellular communication proto-
cols available, such as the code division multiple access and
Global System for Mobile Communication (GSM)/GPRS
used in 2G and 3G networks, and 4G LTE, cellular power
grid applications are usually centred on networks supporting
the transmission of both voice and data at the same time, for
example, the usage of T-Mobile’s GSM in Echelon’s smart
meters to enable smart meter communication to the backhaul
servers [45] and the application of GSM in AMI for the
identification of AMI security requirements [113].

Contrary to the 3G technologies, 4G LTE provides more
flexibility, faster communication speed, and more refined
features, which are suitable for active distribution grid com-
munication [114]. As such, more applications are using 4G
LTE such as monitoring and management of DERs, SCADA
[29], and smart meter connectivity in rural areas [106]. There
is also the option to use a private 4G LTE network, in which
utilities may outsource to service providers or own, oper-
ate and have some kind of priority access to the network
infrastructure or spectrum as opposed to public 4G LTE net-
works [115]. This communication network provides access to
authorised users and is interoperable with public cellular net-
works while also providing coverage, capacity, and improved
security [116], [117]. Additionally, private LTE networks are
cost-effective, because they reduce the number of disparate
networks to manage, with competitive pricing from other
vendors [118]. However, this solution is only viable as a
whole-system communication solution when all FAN and
NAN applications feed into the private LTE network via the
fibre backbone [118].
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TABLE 6. Summary of some of the widely used industrial Ethernet communication protocols [101], [105].

2) CELLULAR COMMUNICATIONS: 5G
The 5G network is a vastly enhanced cellular communication
technology in comparison with its predecessor, 4G LTE,
in terms of the number of connected devices, mobile data
volumes, latencies, reliability and security [109], [110]. This
technology supports a wide range of different use cases, espe-
cially in industrial applications such as the smart grid sector
on top of the traditional user segments [26]. Additionally,
5G supports network slicing using the same physical infras-
tructure [109], providing three major service classes, namely,
enhanced mobile broadband (eMBB), massive machine-type
communications (mMTC), and ultrareliable and low latency
communications (URLLC); 5G also supports interoperability
among devices and networks, which is enabled by the in-
band and guard-band operations [110], and is also reliable
and offers high flexibility and scalability [109]. However, 5G
disadvantages include costly infrastructure setup and expen-
sive migration to 5G-enabled devices. This is because 5G
operates at significantly higher frequencies and bandwidths,
which cannot fully operate on existing 4G radio masts [29].

Despite its promising features, this technology has yet
to mature [113] for successful and widespread implemen-
tation in the high-stake power industry. Conversely, this

new technology with vastly improved capabilities is facil-
itating numerous research opportunities in the electrical
energy domain, such as Zerihun et al. [109], who investi-
gated and proposed a methodological approach for evaluat-
ing the reliability and dependability of 5G-based power grid
monitoring systems; Zhou et al. [119], who investigated intel-
ligent resource scheduling of 5G edge computing-empowered
distribution networks through digital twin (DT) technology
with promising results in terms of cumulative iteration delay,
DT loss function, energy consumption, and access priority
deficit; Zou et al. [120], who investigated the impact of 5G
communication base stations on the distribution network and
proposed a statistical model to accurately represent the 5G
base stations load profile for the analysis of load character-
istics in the distribution network; and Yong et al. [121], who
proposed a methodology to utilise the dispatchable capacity
of 5G base stations backup batteries in the power distribution
network to reduce 5G base stations’ electricity consumption
while satisfying the reliability requirements. There are also
several review papers on the discussion of 5G technology
applicability and future prospects in the power domain, such
as that of Tao et al. [122], who analysed the role of 5G net-
works in IoT and power systems, and Esenogho et al. [112],
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who discussed the implementation of artificial intelligence in
5G IoT for future smart grids.

3) LPWAN: NB-IOT
NB-IoT is a licensed LPWAN technology that provides
cellular-level QoS and is based on existing LTE functional-
ities [46]. NB-IoT relies on existing cellular infrastructure,
which offers reduced investment costs on the utility-dedicated
communication infrastructure and deployment time [46].
This technology is standardised by the 3rd Generation Part-
nership Project (3GPP) in LTE Release 13 [123] and has
attracted strong support from major telecommunication com-
panies such as Qualcomm, Ericsson, and Huawei [29]. Some
of its main features include a low-cost device, maximum
uplink latency of 10 s, the ability to support 40 connected
devices, and a device battery life of 10 years (200 bytes
of data transmission limit per day) [124]. Additionally, this
technology operates on 900–1800MHz frequency bands with
coverage of up to 35 km [46]. It has data rates of up to
250 kbps for uplink and 230 kbps for downlink communi-
cations [124]. NB-IoT is mainly suitable for low data rate
applications at HAN and NAN, such as home automation and
AMI [46]. However, it is incompatible with delay-tolerant
applications such as DA and DERS [46].

Current research on NB-IoT in the power distribution field
includes 1) network reliability and feasibility, as in [125],
which investigated the AMI NB-IoT network reliability and
redundancy through studying the hardware design and opera-
tion of dual-SIM NB-IoT modem, and [126], which inves-
tigated channel characteristics for NB-IoT for smart meter
reading system in a rural scenario using ray tracing method;
2) security [127], in which an end-to-end security authenti-
cation protocol for NB-IoT in the smart grid was proposed
by providing secure data transmission and bidirectional iden-
tity authentication between IoT devices and terminals; and
3) grid applications, such as NB-IoT in outage restoration and
management (ORM) [128], last mile communication [129],
tunnel monitoring system for preventive maintenance of
underground cable [130], and real-time DR [131].

4) LPWAN: LORAWAN (LORA)
LoRaWAN [132] is an LPWAN communication technology
that wirelessly connects LoRa (long-range) battery-powered
devices to the internet and targets key IoT requirements,
such as bidirectional communication, end-to-end security,
and mobility [132], [133]. Although it is mainly designed
for WAN coverage in IoT, it is also applicable in NAN [29],
with applications such as monitoring sensors, asset manage-
ment, and controlled automation. Some of its features include
mobility, secure bidirectional communication and localisa-
tion services, and interoperability. This technology also offers
a data rate range of 0.3–50 kbps and 2–5 km coverage in
urban environments and 15 km coverage in suburban envi-
ronments. There is no interference with different data rates
during the communication because this technology employed
the use of wide spectrum bands. Althoughmost of the existing

wireless communication technologies have been designed to
optimise their peak data rates, LoRa devices’ main design
attributes are low power consumption and a long communica-
tion range with a compromise on their peak data rates [134].
Additionally, this communication has no defined standards,
is protected under proprietary technology, and is relatively
new in the field, which may deter the implementation of this
technology in the active distribution network.

Current LoRa research mainly focuses on the performance
evaluation of LoRa in the power grid domain, as presented
by Persia et al. [135], who investigated and analysed the
coverage connectivity of NB-IoT and LoRa for novel IoT
smart grid application requirements; Haidine et al. [136],
who evaluated the LoRa system in smart metering with a
conclusion that LoRa solution is better suited for applica-
tions with very short packet sizes and long interval period;
and Tang et al. [137], who demonstrated a combination of
LoRa and NB-IoT in a wireless network for fault indicator
application.

5) WANET: ZIGBEE
Zigbee is an open wireless network protocol built based on
the physical layer and media access control defined in the
IEEE 802.15.4 standard for WPANs. This technology sup-
ports WANET in the form of tree, star, and mesh topologies,
offering scalability advantages. In both tree and mesh topolo-
gies, Zigbee routers can be used to extend communication at
the network level. Zigbee offers short-range communication,
with a line-of-sight coverage of 10–100 m and has a low data
rate of 20–250 kbps [26]. Zigbee devices have low power con-
sumption due to their low-duty cycle operation, which allows
the devices to sleep and wake in active mode for brief periods.
These devices also have a battery life of at least 2 years
to pass certification. Other advantages include mobility, low
cost, fast and simple network configuration, and the ability
to connect a large number of nodes in the network. ZigBee
operates on the industrial, scientific and medical (ISM) radio
bands: 2.4 GHz in most jurisdictions worldwide at 250 kbps
per channel, 868 MHz in Europe at 20 kbps per channel,
and 915 MHz in the United States and Australia at 40 kbps
per channel [26], [138]. Zigbee networks are secured byAES-
128 access control, providing secure communications besides
protecting establishment and transporting cryptographic keys
and encrypting data.

However, given that this technology has low transmission
power, it is more susceptible to multipath distortion, noise
and interference, which may affect communication reliabil-
ity [138]. Zigbee, which operates on the 2.4 GHz band is
also affected by interference from technologies that operate
on the same unlicensed frequency spectrum such as WiFi,
USB, Bluetooth, and microwave ovens [26]. This technology
is also highly vulnerable to intended and unintended jamming
because of the lack of frequency diversity since the entire net-
work shares the same static channel [139]. Moreover, there is
no path diversity in the Zigbee network in which in the event
of link failure, a new path from the source to the destination
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FIGURE 9. A conceptualisation of ZigBee WSN for distributed control in a
microgrid, in which microgrid components such as wind turbines and EVs
are connected to the nearest Zigbee wireless access points.

must be established. Thus, increasing both time and overhead
costs for route discovery efforts that may eventually use all
available bandwidth [139].

Zigbee is typically used for short range and low data
rate applications that require long battery life and secure
networking, such as device control and energy management
applications. Examples include home device communication
and automation within HAN and NAN energy management
and smart meter communications of homes and apartments
[26], [140]. Ke et al. [141] focused on the establishment of
Zigbee network in AMI, in which they proposed fast join
process and enhanced fast join process to shorten the time of
Zigbee network construction for an AMI data concentrator
network. Zigbee is also used in microgrids, as discussed
by Wu and Shahidehpour [142], who focused on the area
coverage problem of Zigbee WSN-distributed control with
nonpenetrable obstacles in microgrids. The microgrid at the
Illinois Institute of Technology (IL Tech) was used as a
practical example. A conceptualisation of Zigbee WSN in
a microgrid is shown in Fig. 9. Chang et al. [143] focused
on the implementation of decentralised decision-making in
DR using Zigbee communication. The PoC has been demon-
strated using IEEE 33 bus systems.

Another application of Zigbee in the power distribution
grid can be found in the study of Chen et al. [144], who
proposed a Zigbee-based communication for multifunctional
electronic current transformers (ECTs) for overhead and
underground power line monitoring. Their proposed method
includes a transmission strategy to tackle Zigbee’s low trans-
mission data rate and satisfy both measurable and protec-
tive purposes of multifunctional ECTs. Because Zigbee is
notorious for its interference challenges from other tech-
nologies operating within the same frequency spectrum,
Chi et al. [145] presented an interference-mitigated ZigBee-

FIGURE 10. OSI model comparison for HART, WirelessHART, and Zigbee
protocol stack.

based AMI system for high-traffic smart meters system.
The system has a multiradio, multichannel network archi-
tecture and a multiobjective optimisation-based interference
mitigation design. While Sallabi et al. [146] investigated
the reliability of Zigbee-based WSN in harsh power system
environments, which is simulated in a laboratory through
the generation of switching transient events under different
conditions.

6) WANET: WIRELESSHART
WirelessHART is a centralised and real-time wireless sensor
networking protocol extension of the Highway Addressable
Remote Transducer (HART) protocol, a protocol designed
for industrial automation [147]. This low-power communi-
cation protocol is based on the IEEE 802.15.4 standard and is
intended for industrial process monitoring and control [147].
It operates on the 2.4 GHz ISM band and utilises a time-
synchronised time division multiple access-based network,
self-organising, and self-healing mesh architecture. It has a
200-meter coverage range, a data throughput of 115 kbps,
and employs 128-bit AES encryption for security, similar to
the Zigbee standard [147]. One of the advantages offered by
WirelessHART is backward compatibility, in which systems
operating on the wired protocol can be connected to Wire-
lessHART networks by utilising simple adapters that provide
the least-resistant path in the wireless medium [148].

Although this protocol shares the same operating fre-
quency band as Zigbee, this protocol has a clear advantage
over Zigbee in terms of robustness, reliability, and mes-
sage delivery. Comparison studies between WirelessHART
and Zigbee are presented in [139] and [149], in which
Levennall et al. [139] focused on the suitability of Wire-
lessHART in industrial applications, while Habib et al. [149]
provided a simulation case study for control applica-
tions. Fig. 10 shows the comparison between HART,
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WirelessHART and Zigbee protocol stack in the OSI model.
Although WirelessHART addresses some of Zigbee’s short-
comings, it has no dedicated specifications of security
requirements. Consequently, the developer’s ability to design
and develop applications is limited because they must
first learn all the core specifications before any appli-
cation development [29]. Applications of WirelessHART
in the active distribution network include control and
automation of industrial appliances, DLC, and mesh sensor
networks [150].

7) WANET: WIRELESS MESH/RF-MESH
Wireless/RF-mesh is a wireless technology that uses free
unlicensed ISM bandwidth to create a mesh topology for
applications such as smart meters and data collector connec-
tions in an AMI. This technology has a long track record
and has been proven to be highly reliable in remote telemetry
and distributed control applications [151], [152]. It is widely
used in the industry, as evident from [153], in which three of
the most prominent smart meter manufacturers (Aclara, Itron,
and Landys&Gyr, with a combined market share of 76.5% in
North America) use RF-Mesh radios in their smart meters.
Some examples of its usage in the AMI include automatic
meter readings, facilitating DR programs via fast and reliable
communication between smart meters and head end systems,
and providing connection between a large number of smart
meters to the utility’s MDMS. This communication technol-
ogy offers up to 100 Mbps data rates with advantages such
as the ability to dynamically form ad-hoc communication
with its neighbours, to increase communication range via
performing multihop, to self-heal, and to overcome variable
propagation conditions by finding alternative paths, support-
ing remote firmware upgrade over the air interface in a secure
and controlled manner as well as low equipment cost, and
having high scalability feature [29], [152]. However, this
technology is susceptible to interference because of its oper-
ation in the densely populated wireless environment, which
inevitably affects overall network performance. Additionally,
RF-Mesh performance analysis is evenmore challenging than
other wireless technologies because it is less standardised and
its implementation specifics such as routing, and frequency
channels are often covered by strict confidentiality agree-
ments [151]. Consequently, publicly available data are scarce,
and the literature on its performance is not as extensive as
other alternative technologies.

Some of the examples of RF-Mesh research can be found
in [151] and [152]: Malandra et al. [151] attempted to solve
the problem of performance analysis by proposing a per-
formance analysis framework of an RF-Mesh-based AMI,
based on the packet collision probability and the delay. Con-
versely, Lichtensteiger et al. [152] provided a simulation
of the system using a frequency hopping spread spectrum
for efficient and reliable deployment of the smart metering
system.

Table 7 shows a summary of the wired and wireless com-
munication networks in the active distribution network.

C. HYBRID COMMUNICATIONS
As discussed in previous subsections, both wireless and
wired communication technologies are significant compo-
nents of the active distribution network, with each having its
own advantages and disadvantages. In many circumstances,
a hybrid communication technology combining wired and
wireless solutions can be employed to improve system sta-
bility, resiliency, and reliability [26]. One of the popular
hybrid communication solutions is FiWi, which combines
optical fibre and wireless technologies (e.g., WiFi and Wire-
lessHART) for providing two-way communication in various
industries including the power grid. Ridwan et al. [154] pro-
vided a survey of FiWi implementation in the smart grid and
proposed a testbed for the testing of FiWi protocols and algo-
rithms in the smart grid environment. More related to the dis-
tribution domain, Maier [6] proposed an Über-FiWi network,
which combines wireless mesh networking and fibre optic
communication, and demonstrated its suitability as a holis-
tic end-to-end smart grid communications infrastructure for
next-generation power distribution networks. Experimental
and simulation studies on emulated power blackouts during a
security breach and coordinated plug-in EV (PEV) charging
demonstrated positive results without any deviation in volt-
age profile and deterioration of power quality. Conversely,
Lévesque et al. [155] explored a converged FiWi infrastruc-
ture based on EPON, WiMAX, wireless mesh network and
sensor technologies to support coordinated charging of PEVs.
Another interesting study in FiWi for distribution manage-
ment system is proposed by Liu et al. [156], who provided
an architecture of FiWi-enhanced smart grid and study the
problem of resilient and low-latency information acquisition
under failures.

Another hybrid communication network study in the elec-
tricity grid is presented by Salvadori et al. [157], who
proposed network architecture for condition monitoring,
diagnosis, and supervisory control, which comprised wired
infrastructure including PLC, a wireless sensor network,
and a controller area network. This hybrid communica-
tion network is implemented in an underground electric
power distribution substation. Rafiei et al. [158] proposed
a smart-metering approach using a combination of PLC
and WiFi protocols for both automatic meter reading and
AMI applications. Rerkratn et al. [159] presented a tech-
nique for integrating WirelessHART and PLC for plant mon-
itoring. Another interesting approach is demonstrated by
Agrawal et al. [160] who performed an outage analysis based
on a hybrid PLC and wireless communication network.

D. STANDARDS AND COMMUNICATION PROTOCOLS IN
ACTIVE DISTRIBUTION NETWORKS
Power utility companies are gradually deploying a vast
variety of distributed communication systems and numer-
ous application systems, each with its own hardware plat-
form, database technology, and communication protocols.
During the operation of services, users frequently switch
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TABLE 7. Summary of technical features, advantages, disadvantages, and several use cases of wired and wireless communication technologies in active
distribution network and the smart grid.
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TABLE 7. (Continued.) Summary of technical features, advantages, disadvantages, and several use cases of wired and wireless communication
technologies in active distribution network and the smart grid.
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TABLE 8. Commonly used IEC protocols in power systems and distribution network [8],[194].
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TABLE 8. (Continued.) Commonly used IEC protocols in power systems and distribution network [8],[194].

between several systems, which regularly causes issues such
as interoperability across network protocols and manage-
ment information. Thus, standardised solutions are required
for wide-scale and cost-effective deployment, interoperabil-
ity, and open interfaces for future extensions, all while sat-
isfying general communication infrastructure requirements
such as security, latency, reliability, and data delivery criti-
cality. Although standardisation is critical for the construc-
tion of the active distribution network and the smart grid,
the standards generally include standardisation of interface
and products, which details common requirements (but not
specific applications and business cases) with rooms for
innovation and development in the power grid industry. Sev-
eral organisations such as the IEEE, the International Elec-
trotechnical Commission (IEC), and the National Institute
of Standards and Technology (NIST) are actively working
on smart grid and active distribution network communica-
tion standards [3]. Table 8 summarises the family of IEC
standards directly applicable to the active distribution net-
work, while Table 9 summarises the network standards which
support the communication of active distribution network
applications.

III. ISSUES, CHALLENGES, AND OPPORTUNITIES IN
ACTIVE DISTRIBUTION NETWORKS
This section highlights some of the issues and challenges in
active distribution networks as well as several opportunities
and research trends in the distribution domain through the
ICT perspective.

A. ISSUES AND CHALLENGES
1) EVOLVING COMMUNICATION REQUIREMENTS
As ICT advances, the way electric energy is produced, stored,
and saved on the grid changes, paving the way for a growing
smart energy infrastructure. In contrast to traditional grids’
one-way information flow, modern power grids are com-
plex interconnected systems with bidirectional energy and
information transfer from utility to customers, introducing
new energy ecosystems and diverse applications and services
close to the active distribution network. For example, con-
sumers are now able to become energy producers (prosumers)
and engage in energy trading at the edge of the power grid,
whereas utilities are able to gain real-time insights into the
supply and demand trend of electricity and detect outages
and issues instantaneously through sensors in the distribution
network. These applications come with stringent communi-
cation requirements that must be anticipated while building
the communication infrastructure of the grid. Current and
future grid communication infrastructure must be able to
support the exponential increase of connected devices, the
emergence of bandwidth-hungry applications such as on-site
video surveillance of remote substations, and the increasing
connections of DERs and microgrids, all while maintaining
high reliability and QoS.

2) COMMUNICATION RELIABILITY AND SECURITY
Reliability is one of the most important requirements for
a communication network in the energy transmission and
distribution domains. Some of the possible causes of network
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failures affecting the reliability of communication devices are
link/node failures, routing inconsistencies, RFI, harsh/hostile
environment, aging infrastructure, and overloading [45], [46],
[47], as well as other technical challenges such as limited data
rates, availability of backup power for wireless devices, and
low transmission power level. Some important distribution
network applications, such as DA, require a high level of data
connection reliability, whereas others may tolerate minor data
transfer disruptions. As previously discussed in Section 3,
both wireless and wired communication technologies are sig-
nificant components of the active distribution network, with
each having its own set of advantages and disadvantages.
In many circumstances, hybrid communication technology
combining wired and wireless solutions (refer to Section 3.3)
can be employed to improve system reliability, stability, and
resiliency [26]. Additionally, redundancy topology may be
employed to improve reliability. For example, employing a
dual ring topology in a communication network provides
redundancy in case of failure and acts as an additional data
path.

Maintaining a secure network against hostile attacks is
becoming increasingly crucial as distribution grids become
more interconnected with various smart devices. These inter-
connections inevitably come with more vulnerable points
that must be safeguarded against malicious attacks. Security
measures must cover issues involving communication and
automation that affects the operation and management of the
distribution grid. It must address deliberate attacks, such as
malware, as well as unintentional accidents, such as user error
and equipment failure [26]. For example, if the communica-
tion between a smart meter and the network is compromised,
any malicious party could manipulate the billing for the util-
ities. As with any other communication system, active distri-
bution communication security can be improved at multiple
layers of the protocol by employing approaches ranging from
traditional upper layer encryption and authentication [187],
[188], [189] to physical layer security [190], [191], [192].
For short-range P2P wireless communication, the use of a
directional antenna to limit the availability of signals outside
of the targeted area may be one of the possible physical layer
security measures [193].

3) COMMUNICATION INTEROPERABILITY
The active distribution networks are interconnected with
various communication and networking systems delivering
various applications to the consumers while interacting with
other smart grid domains such as transmission and gen-
eration. These interconnections and interactions necessitate
smooth communication interoperability in-between multiple
systems, applications, and domains. This problem can be
solved by developing standards like those issued by IEC,
NIST, and IEEE, with some stakeholders suggesting stan-
dardisation on the implementation of the IP for Smart Grid
communications [39]. However, some standards may not be
interoperable and may contradict with one another due to
functional variances produced in different countries or geo-

TABLE 9. Summary of the network standards which support
communication of active distribution network applications.

graphic areas. For example, China and the USA are imple-
menting GB/Z 20965, and ANSI/ASHRAE 135-2008/ISO
16484-5/BACnet for AMI instead of the primary AMI stan-
dards of IEC/TR 62051, IEC 61968, IEC 61969, and AEIC
Guidelines v. 3.0 [3], [42].

4) NETWORK PROTECTION AND CONTROL FOR RESILIENCY
The large interconnections of DERs to the distribution grids
create several critical problems that impair the reliability
and resiliency of the power grid. Although the integration
of these energy sources into the power grid is one of the
reasons for the digitalisation of the grid, it also increases
cybersecurity risks due to the massive amount of critical
data and introduces random bilateral power flow and variable
power load in the distribution network. These issues present
a significant difficulty in the implementation of a resilient
and reliable network, which drives great changes in the oper-
ation and planning of electric grids [195]. Active research
on network protection and control addressing these issues
is needed, including cyberphysical vulnerability analysis of
the ever-changing distribution network topology, investiga-
tion on state-of-the art resilient network practices, and active
management, planning, and operation of themass distribution
network information.

5) OTHER ISSUES AND CHALLENGES
Other issues and challenges in the active distribution network
include the following:
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a: MIXED CRITICALITY SYSTEM
One of the challenges in the distribution grid communica-
tion network is the mixed criticality systems, in which data
traffic with different levels of criticality (or importance),
and varying delay and reliability requirements need to be
delivered. A mixed-criticality system typically comprises of
safety-, mission-, and low-critical data types, which reflects
the consequences to the systems if the data failed to be deliv-
ered within its corresponding deadline bound. Failures of
adhering to the criticality requirements affect the reliability of
the network and consequently may lead to network failures.
Farag et al. [196] focused on the fundamental problem of
integrating different traffic classes in a disciplined way to
meet their respective requirements, e.g., delay and reliability,
in resource-constrained networks. Particularly, they proposed
a wireless Fieldbus protocol to enable real-time communi-
cation and service differentiation for cluster-based mixed-
criticality networks, which may be applicable in distribution
SA. Conversely, Mohamed Radzi et al. [197] presented a con-
text aware traffic scheduling algorithm for scheduling data
traffic that can react to changing power network conditions.
The traffic on the power distribution network is classified
based on diverse traffic demands and then classified into
weighted quality groups.

b: REAL-WORLD TESTBED
Current distribution networks have evolved from a physical
electrical system with one-way communication flow to com-
plex cyberphysical systems involving a variety of hardware
and software elements working together for innovative grid
automation, control, and management. As the ICT and power
sectors expand more innovative applications and services
emerge. For example, the adoption of blockchain technology
from the Bitcoin financial system for P2P energy trading,
as presented by Wu et al. [198], and the implementation
of IoT for distribution network monitoring [86]. Although
various innovative studies and inventions to improve power
grids emerge, these research efforts tend to stay as theo-
retical frameworks or limited computer simulations with no
real-world testing and feasibility assessments. This problem
is largely due to the prohibitively expensive cost of devel-
oping and deploying real-world testbeds, as well as the risks
of jeopardising the grid’s reliability and resiliency during the
testing of new smart grid technology [8]. Hence, this issue
has become one of the main challenges in determining the
benefits of these innovations and research efforts.

c: COMPLEX CONSIDERATIONS
Other than the real-world testbed issue, the implementation
of new ICTs in the active distribution network is highly
dependent on the goal of the utilities in using simple and
reliable solutions, which are low costs and future-proofed for
holistic long-term solutions. Many complex considerations
must be made involving technical criteria (e.g., whether the
technology can support future network expansion in terms

of bandwidth, latency etc.), economics (cost–benefit analysis
and life-cycle cost analysis of the technology/project), stan-
dards and regulations which must be adhered to, and types of
service (either privately owned by the utility or using public
infrastructure/hiring commercial communication industry),
geographical constraints (e.g., dense urban environment and
vast coastal area). Utilities may use decision making tools
such as the multicriteria decision making (MCDM) using
The Technique for Order of Preference by Similarity to Ideal
Solution [199] orMCDM analytical hierarchy process (AHP)
[200], which provide rational, systematic, and reliable frame-
works for decision making involving both qualitative and
quantitative criteria. MCDM techniques have been imple-
mented in various fields and applications, such as Lee et
al. [201] who used several MCDM approaches to rank the
priority of a list of RES for implementation in Taiwan and
Balioti et al. [202] who used fuzzy MCDM to present an
optimal spillway selection in water management.

B. OPPORTUNITIES AND RESEARCH TRENDS
This subsection briefly discusses some of the emerging tech-
nologies and research opportunities in the active distribution
network including the energy Internet (EI) (or Internet of
energy/Enernet), big data analytics, machine learning, edge
computing, and blockchain technology

1) EI THROUGH THE IOT TECHNOLOGY
The EI is one of the most recent advancements in the power
industry, and is dubbed as the smart grid 2.0, which is an
Internet-style solution for energy-related issues that inte-
grates IoT, advanced ICT, power system components, and
other energy network components [4]. Through IoT, any
object including power system equipment, may be connected
to the Internet by utilising a protocol for exchanging infor-
mation and communication among smart devices to achieve
monitoring, tracking, management, and location identifica-
tion goals [203]. These objects perceive, analyse, control, and
decide independently or in collaboration with other objects
via distributed, autonomous, and ubiquitous high-speed and
two-way digital communications. Hence, IoT technology can
assist active distribution networks realise the EI vision by
embedding IoT devices such as sensors, smart meters, and
actuators, and providing connectivity, automation, and track-
ing capability of those devices [29]. Although IoT has been
applied in various industries, the smart grid is considered to
be one of the largest applications of the IoT [33], with numer-
ous research currently underway for the implementation of
IoT in the power grid domains.

Examples of IoT applications and studies pertaining to
the active distribution network can be found in [204], [205],
[207], [208], [209], and [210], with an in-depth review of
IoT-aided smart grid in [29]. Particularly, Li et al. [204]
presented the connection of a group of smart homes in a
neighbourhood through a NAN to form a smart community,
and Zhang et al. [205] demonstrated the IoT smart distribu-
tion network, which ensures monitoring and secure operation
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of the distribution grid in Hebi, China, using various sen-
sors such as temperature and noise sensors over Zigbee,
GPRS, 3G,and power over fibre. Conversely, Zhuang et al.
[206] presented an insulation condition monitoring of the
distribution power grid application using IoT-based partial
discharge sensing networks through LoRa/NB-IoT-based net-
work structures. Chen et al. [207] focused on the problem
of QoS guarantee by proposing a priority-queue-controlled
multiservice access mechanism for IoT-based DG manage-
ment system, whereas Chen et al. [208] proposed a robust and
expansion-available framework design for IoT monitoring
devices in power distribution network, using NB-IoT com-
munication. Tom et al. [209] proposed an IoT-based SCADA
integrated with fog computing for DA system, which takes
care of consumer utilisation, outage management, power
quality control, and pole transformer health. These capabil-
ities are supported by fog computing, which does real-time
streaming analytics to reduce the internet bandwidth and
latency for immediate control action. Lastly, Yunshuo et al.
[210] proposed an IoT-based distribution power quality mon-
itoring system, which adopted the top-level technical archi-
tecture of ‘‘cloud, channel, edge, and terminal’’ and takes
the intelligent transformer terminal unit as a core. Although
there have been considerable IoT studies conducted in the
power distribution network, much more remains to be done
for the better and complete realisation of EI through the
implementation of IoT in the power distribution and the grid.

2) BIG DATA ANALYTICS, MACHINE LEARNING, AND EDGE
COMPUTING
The distribution grid is becoming more connected with a
multitude of interconnected smart devices performing vari-
ous monitoring and control functions, which inevitably give
rise to an avalanche of data that needs to be processed and
analysed for value extraction. Through the advancement in
big data analytics, machine learning and edge computing
fields, power utilities are more equipped to evaluate and
analyse the massive incoming data from smart meters, net-
workmonitoring andmanagement systems, and field devices,
among others [27]. Big data analytics describes the process of
identifying trends, patterns, and correlations in vast amounts
of raw data to make data-informed decisions. These pro-
cedures employ well-known statistical analysis approaches,
such as clustering and regression, and apply them to larger
datasets with the assistance of newer tools and technologies
such as machine learning. Conversely, edge computing brings
processing and storage resources closer to the data source,
reducing latency and congestion [3].

Through these data processing tools, utility providers
can learn from the data, adapting the characteristics of the
users and quickly programming themselves for potential
damaging events that may occur in the energy networks.
An overview of the promising applications of big data analyt-
ics in the distribution network can be seen in [211], in which
Yu et al. highlighted energy theft detection, modelling of
customer consumption behaviour, forecasting spatial load

and renewable energy, distribution system visualisation, state
estimation, and distribution system planning. Conversely,
Miao et al. [212] discussed the opportunities and challenges
of big data analytics in distribution grids. Some of the big data
analytics researches in the distribution grid include distribu-
tion network state detection [213], analysis of operation and
maintenance status of a power communication network [214],
the study of data identification in power system optimisation
[215], and flexible distribution network load analysis [216].

Machine learning research in the active distribution net-
work includes load forecasting process for maintenance plan-
ning [217], fault detection, and intelligent monitoring of
power distribution network [218], [219], [220], [221], power
flow management [222], [223], optimal planning of distribu-
tion network [224], and decision making problem in commu-
nication technology selection of power distribution substation
[225]. Some of the research on edge computing applied in the
distribution network can be found in [119], [226], [227], and
[228]. The utilisation of big data analytics, machine learning,
and edge computing is becoming increasingly crucial as more
data-driven applications arise in the active distribution net-
work, which are needed for generatingmeaningful insights on
the large volume of data in the network. Hence, future studies
should be directed to these areas.

3) BLOCKCHAIN TECHNOLOGY
Another emerging technology that is garnering considerable
attention in the power industry is blockchain. Blockchain
technology is one of the pillars of Bitcoin, an innovative
financial system introduced by Satoshi Nakamoto in 2008
[229]. Blockchain operates as a distributed and decentralised
database, with nodes connecting to one another via a commu-
nication network. One of its primary qualities is the guarantee
of information accessibility, transparency, immutability, and
integrity [4], [27]. Other features include decentralisation,
scalability, resiliency, and secure script deployment through
smart contracts, which enable the automation of agreement
execution when predetermined conditions are met [4]. Addi-
tionally, this technology can improve the following chal-
lenges in communication systems [230]:

1. Security and privacy issues: Blockchain solves these
issues through data decentralisation and encryption,
which allow only authorised users to access any col-
lection of data. Furthermore, because each record on a
blockchain’s distributed ledger is linked to the preced-
ing and subsequent entries, cybercriminals would have
to change the entire chain to change a single record.

2. Interoperability issues: For example, TOP Network,
a decentralised blockchain ecosystem, creates a stan-
dard communication protocol to make all the decen-
tralised apps in its ecosystem interoperable [231].
IoT and EI, which demand the smooth integration of
multiple applications and devices, can benefit from
blockchain interoperability.
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3. Cost and communication speed issues: This tech-
nology substitutes the centralised access point used in
conventional VoIP solutions by routing the signal to a
receiving number and replacing it with a distributed
network shared by all network users. This removes
any routing costs because the distributed ledger has
already defined all routes while ensuring security and
maximising data transmission speed.

4. Reliability issues: Blockchain allows for the optimi-
sation of unused bandwidth from servers all over the
world. It connects them into a complicated nest of
servers that can transport data around the world in
real time. Because blockchain decentralises bandwidth
points, any single server crash or service outage can be
nearly instantaneously repaired by rerouting through
the network’s many thousands of other points, con-
sequently improving reliability of the communication
network.

Despite being a relatively new field of study, blockchain
has already garnered considerable attention in the energy
industry, as evident from the review of blockchain technology
for future smart grids in [4] and the various studies in [232],
[233], [234], [235], and [236]. Particularly, this technology
can be used to commercialise DG energy [232], register and
trace power supply chain and renewable energy generated
by third parties and provide real-time energy markets [233],
provide access to EV charging and discharging systems [234],
and provide security tools against cyberattacks on micro-
grids and power grids [235], and secure node switching in
power distribution IoT [236]. Another possibility is adopting
blockchain in SCADA technology as briefly discussed in
[27]. Blockchain’s distributed ledger technology enables the
sharing of data from other control and management systems
to provide QoS without any privacy concerns.

IV. CONCLUSION
Power grids are transitioning from a centralisedmode of oper-
ation with one-way energy and communication flows to smart
grids with decentralised operation and bidirectional energy
and information exchange. These changes are driven by the
connection of numerous ‘‘active loads’’ such as DERs close
to distribution grids, which reverses the traditional power
flow direction. Through the implementation of advanced and
sophisticated ICTs, efficient DERs management as well as
various applications for reliable and secure power deliv-
ery can be realised. Nonetheless, several challenges remain
before adopting any ICT solution in the grid, such as inter-
operability, security and privacy concerns, and increasing
demands to support various services. Although the informa-
tion within the grid is becoming more visible as a result of
bidirectional communication flow, this only applies to trans-
mission networks and not active distribution networks, which
house numerous smart grid applications. Additionally, there
is relatively little research providing an updated and compre-
hensive review to support the automatic operations of active

power distribution communication networks. Therefore, this
review article explores and reviews the communication tech-
nologies applicable in active distribution networks, as well as
several applications and communication standards in smart
grids and active distribution networks. This review paper
also highlights some of the issues and challenges associated
with active distribution networks and several opportunities
and research trends in the distribution domain from an ICT
perspective.
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