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ABSTRACT With the rapid development of Non-Fungible Token (NFT) market, various types of digital
artwork are published via NFT in recent years for sale. In the current NFT system, owner’s address of each
NFT is stored in plaintext. This leads to a severe privacy problem: once a person’s blockchain address is
known, all his NFT assets are viewable, which may further cause problems related to the privacy of holding
sensitive NFT or premeditated scams to high-value NFT owners. However, due to the limitation of Ethereum
and smart contract, it is hard to prevent others from tracking the owner of NFT. Meanwhile, current state-
of-the-art NFT research usually assumes the relation between blockchain address and owner’s identity is
unknown, thus creating the so-called anonymity. In this paper, based on the most popular NFT marketplace
OpenSea’s system, we propose a new exchange scheme to hides the address of NFT owner during trading.
To achieve our goal, a proof of commitment scheme is exploited to bind the owner to an NFTwhile hiding the
identity. Moreover, An anonymous payment method is designed to prevent attackers from tracing the Ether
flow in NFT trading. Our scheme is proven to be secure against curious users and malicious active attackers.
Implementation on testnet also shows that the increased gas cost is acceptable, meaning it is suitable for
application.

INDEX TERMS Non-fungible token, owner privacy, blockchain, security.

I. INTRODUCTION
A. BACKGROUND
Non-Fungible Token (NFT) is a special type of cryptocur-
rency token that is first proposed by Ethereum team in their
improvement proposal EIP-721 [1] and is then developed
by EIP-1155 [2]. Unlike the previous ERC-20 token, which
enables users to mint new cryptocurrency by leveraging
Ethereum, EIP-721 proposes the idea of non-fungibility for
minting a token. The most significant difference between
NFT and other cryptocurrencies is that for cryptocurrencies
like Ether, all the coins are equivalent and can be exchanged
based on a fixed rate. For example, Alice’s 1 Ether is equiva-
lent to Bob’s 1 Ether. And Alice can also separate her 1 Ether
into several parts of change and only spend 0.1 Ether during
a transaction. But things are different for NFT. An NFT is a
token generated by a smart contract. Each NFT is represented
by a unique token ID, and a corresponding smart contract
records the only owner address of each NFT. Inside an NFT,
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there are generally two main components: One is called the
Metadata, which contains JSON data that indicates a URI
(Universal Resource Identifier) and other relevant informa-
tion. In this way, one NFT refers to an online file, which can
be a picture, music, video, virtual sportsman cards, items in
online games, etc. The referred data give value to an NFT
in its marketplace. Another component of NFT is a set of
functions that supports returning the owner of a given token
ID, and transferring the ownership to another address if the
message sender is the current owner.

With the mushrooming of the NFT market in recent years,
a growing trend of attention from individuals, industries, and
academies is easily observed in recent years. In 2021, an NFT
auction by Christie’s auction house sold an NFT digital col-
lage of artist Mike Winkelmann for $69.3 million [3], which
breaks the record of Christie’s. During the same year, the
NFT market grew up to over $800 million of total traded
volume within less than half a year by May, 2021 [4]. Apart
from the commercial aspects, research around the NFT tech-
nology is also increasing. For example, Bal et al. proposed
a non-fungible token tracking proof-of-concept based on
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Hyperledger Composer and Hyperledger Fabric Block-
chain [5]. However, research on the properties and value of
NFT as a commodity is still mainstream compared with NFT-
related technical research. Consequently, the development of
NFT is still in its initiation phase, and it can be seen that NFT
is still a prototype to be perfected.

B. PRIVACY PROBLEM OF NFT
From the perspective of security, We have observed a serious
flaw in NFT that is currently being ignored and unaddressed.
That is the privacy of NFT ownership. Currently, most NFT
is highly embedded in the Ethereum blockchain since the
mint and exchange of NFT are executed by its smart contract.
To create a new NFT collection, one must design and deploy
a smart contract in Ethereum so that EVM (Ethereum Virtual
Machine) can execute it. Despite different methods of imple-
menting NFT contracts, there must exist a ‘‘list’’ that stores
all the existing token IDs with their owners. This raises the
concern of owner-privacy: Blockchain is usually considered
to provide a sense of anonymity since the link between a
blockchain address and the owner’s real-world identity is
unknown, while in real-world financial systems an authority
like the bank knows the account number of its customer.
However, this anonymity is quite fragile when considering
practical situations. One typical instance is that suppose Alice
and Bob are real-world friends. One day, Alice transfers some
Ether to Bob’s account to pay for a dress she asked Bob to
buy for her during his travel to a foreign country. In that
case, Alice and Bob get to know each other’s blockchain
addresses. Furthermore, they can easily view all NFT assets
possessed by each other via blockchain explorers like Ether-
scan. Another example is the blockchain-based payment of
smart devices. There has been a great deal of research about
this area [6], [7]. That is, if a person uses cryptocurrency in
a real-world payment like shopping in a store, the relation
between a blockchain address and a user is easily observed by
the merchant, which may be later leaked to the public. Then,
in the same way, people can view your NFT assets.

Although it appears that the exposure of NFT owners does
not cause a heavy impact at first look, there are potential
security concerns about it. For instance, if the buyer of a
$69.3 million-worthy NFT artwork is known, Internet scam-
mers can lock the target and commit fraud. Moreover, even
if fraud is not considered, it is the owners’ right to hide their
personal belongings if they think it is sensitive. Take reality as
an example, one may be willing to tell other people about his
bank account for money transfers, but that does not mean he
allows others to see what he has paid for using this account.

Despite many cryptographic papers investigating anony-
mous ownership transfer schemes, this problem faces dif-
ferent requirements in NFT [8]. For example, anonymous
ownership transfer is widely studied in RFID systems
[9], [10].Many PKI schemes also aim at achieving anonymity
(E.g. group signature [11]). But none of them are applicable
for NFT. The most significant difference between NFT and
other studies’ circumstances is that all message interactions

in Ethereum are recorded and viewable, and it is impossible
to establish a session key with smart contract and conceal
secret information. However, it is difficult to find an effective
solution to the aforementioned problem. Therefore, we intend
to do it ourselves to help the development of NFT technology.

Regarding NFT, most transactions happen in NFT market-
places. The marketplaces provide a platform for sellers to list
their NFT so that buyers can check. At present, OpenSea is
the most popular NFT marketplace globally. It achieves NFT
trading by usingWyvern protocol,1 a third-party digital assets
exchange protocol contract deployed on Ethereum. Wyvern
ensures that the marketplaces have no way to interfere with
the trading process. And the ownership of NFT is directly
transferred to the buyer without going through the market-
place. We wish to propose a smart contract-based solution
that is applicable to the current NFT trading mode without
the requirement of modifying the blockchain itself.

C. OUR CONTRIBUTION
The contribution of this paper is listed as follows:

1) Based on the design of OpenSea’s system, we propose
a new NFT trading scheme that hides the identity of
NFT owner to achieve anonymity even though the rela-
tionship between a user and his blockchain address is
public.

2) Our new scheme is compatible with the existing
NFT trading smart contract and its trading mode
(non-anonymous) but adds the new option of anony-
mous trading.

3) In anonymous trading, there is a negligible possibil-
ity for a malicious attacker to trace the NFT owner’s
blockchain address based on publicly viewable infor-
mation in the blockchain.

4) Our new scheme can be easily implemented by
modifying the current system and adding necessary
security-related contract codes. In evaluation, we give
a proof-of-concept implementation of our scheme. And
our scheme is proven to merely increase an acceptable
additional transaction fee. Compared with the benefit it
brings, the additional fee is worth it.

II. RELATED WORK
In 2008, the appearance of Bitcoin [12] brought about
blockchain technology that expands the traditional financial
system to a new type of form. Later on, the idea of blockchain
also inspires the development and research of other cryp-
tocurrency implementations, for example, Ethereum [13],
Hyperledger Fabric [14] and Dogecoin. Blockchain is a dig-
ital ledger that is maintained by a network consisting of
countless nodes. Each node is equivalent in status, thus cre-
ating a decentralized network. Nowadays, because of sup-
porting smart contract, Ethereum becomes the most popular
blockchain for NFT and related applications.

1https://wyvernprotocol.com
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TABLE 1. Comparison of our scheme and related works.

The privacy problem of blockchain transactions has been
studied by researchers in recent years. And some new
cryptocurrencies are proposed with the characteristic of
anonymity in their design. Monero is proposed with features
about privacy and anonymity. Despite Monero being a public
ledger, the information of transactions is obfuscated by intro-
ducing ring signature [15] technology to hide the transaction
sender. Later on, ring confidential transactions (RingCT) [16]
is applied to fully obfuscate the transaction information
including the recipient and the amount of cryptocurrency.
Apart from Monero, Zerocoin protocol [17] was proposed in
2013 as an improvement extension to Bitcoin that achieves
Bitcoin transaction’s anonymity by adding coin-mixing capa-
bilities into the protocol. Zcash is another cryptocurrency
that provides privacy protection. But some research found
that the claimed anonymity of Zcash is questionable [18],
[19]. In 2021, Wang et al. proposed a scheme to protect the
privacy of blockchain where transactions are transparent to
the public [20]. Despite it being close to what we wish to
achieve, Wang’s work merely hides the transaction’s amount
and does not benefit the data stored in smart contract. Coin
mixer [21] is also a technology proposed to provide privacy
preservation for cryptocurrencies without the original support
of this property. However, the biggest problem is that the core
of it heavily relies on the fungibility of tokens to obfuscate
the flow of cryptocurrencies, meaning that a non-fungible
token is immediately identified in the pool of coin mixers.
In addition, Xu et al.’s work [22] investigates anonymity
in electric vehicles. Chen et al. [23] explore the usage of
blockchain regarding data sharing. But none of them suits
the research in NFT. Therefore, none of these solutions are
compatible with NFT transactions in Ethereum.

Currently, the security research about NFT is insufficient.
Our survey found that a majority of research about NFT
focuses on its economic property [27]. Apart from that, some
of the only research available does not satisfy our needs
either. Tewari’s anonymous transferable E-cash system [24]
achieves anonymity in Bitcoin network, while we intend
to achieve anonymous transfer in Ethereum. The difference
between E-cash and NFT also becomes an obstacle. This
similar problem also occurs in SNIP-7212 which is based on
CosmWasm on the Secret Network, rather than Ethereum.
Rao’s private NFT scheme [25] considered the privacy of
NFT, the proposed scheme is blockchain-agnostic. Instead,
a group of validators takes the role of EVM and decide the

2https://github.com/SecretFoundation/SNIPs/blob/master/SNIP-721.md

winner of an auction. But the collusion of these validators can
be worried. Also, it can be difficult to prove the ownership
of an NFT in a blockchain-agnostic system. Ferone et al.’s
work [26] uses NFT to construct an infection and notifi-
cation system based on blockchain. Although privacy is a
vital property of this system, it still relies on the unlinkability
of blockchain addresses and users. Yet we have previously
explained this unlinkability is fragile unless users never use
their address in other cases, which is unreasonable for NFT
trading. Table 1 shows the difference between our scheme and
these works.

Other related works mainly exploit NFT as a component
of a system. Regner et al. [28] use NFT to create an event
ticketing application. Arcenegui et al. [29] introduce NFT in
the secure management of IoT devices. García et al. [30]
use NFT’s metadata to embed copyright information against
fake NFT. Krasnoselskii et al.’s Kramer [31] is designed for
an online rarity meter for the Karnaia NFT collection. But
none of the above schemes study the privacy problem we
mentioned and propose an efficient solution. Another poten-
tial way of solving the anonymity problem in NFT trading is
to construct a cross-chain system using cross-chain swap so
that the anonymity of other cryptocurrencies can be exploited.
Robinson et al. proposed a General Purpose Atomic Cross-
chain Transactions protocol that allows composable program-
ming across multiple Ethereum blockchains [32]. But it
cannot be applied to cryptocurrencies with privacy protection
like Monero. Other cross-chain swap schemes [33], [34] also
suffer from this problem. Zamyatin et al proposed a scheme
for communication across distributed ledgers [35]. However,
it cannot hide the identity of the owners in NFT contract.
Therefore, the existingworks are hardly applied to the privacy
problem we proposed.

III. PRELIMINARIES
A. DISCRETE LOGARITHM ASSUMPTION IN ELLIPTIC
CURVE CRYPTOGRAPHY
For a group G with generator g and order q over an elliptic
curve, there exists an efficient algorithm to calculate a point
Y = yg on the elliptic curve for any y ∈ Zq. However,
given an element x of the group G, there is no efficient way
for any adversary to find α ∈ Zq such that x = αg within
polynomial time. This is the discrete logarithm assumption
that our scheme is based on.
Definition 1: The Discrete logarithm (DL) assumption

holds in G if no polynomial time algorithm A has non-
negligible advantage to solve the DL problem in G.
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B. NON-INTERACTIVE PROOF OF COMMITMENT
We use Pedersen’s commitment [36] and Schnorr proto-
col [37] to construct a non-interactive proof for knowledge
of the opening of a commitment.

A commitment scheme is conducted between a committer
C and a receiver R. The committer first commits to a secret
message and sends the commitment to the receiver. In the
future, this secret message is opened to the receiver, and there
is an efficient algorithm to verify that the opened message is
the exact message used in generating the commitment. To do
so, a group G with the order q and two generatorsG andH are
published as public parameters. C randomly choose r ∈ Zq
and commit to the m by generating com = mG+ rH , where
com is sent toR.C opens this commitment by revealing (m, r)
so that R can check whether com = mG+ rH holds.
There are two properties of the Pederson commitment:

perfectly binding and computational hiding. Perfectly bind-
ing represents that for Alice, the possibility of outputting
Commit(m, r) = Commit(m′, r ′) where m 6= m′ is negligi-
ble even if Alice has unbounded computational power. This
means once a commitment is made, the commitment com is
uniquely linked to the commit messagem. On the other hand,
computational hiding represents that for m 6= m′, the prob-
ability ensembles Commit(m,R) and Commit(m′,R) with R
being a uniform distribution over 2k are computationally
indistinguishable. It means for a probabilistic polynomial-
time adversary, it cannot extract any useful information about
m before the opening.
However, to prevent the secret message m from being

known by others, C can generate a proof of knowledge for
the opening instead of revealing it based on the following
scheme. Notice that the random oracle used for generating
h will be replaced by a collision-resistant hash function in
practice.
Proof (m, r) :

1) x, y←− Zq
2) P = xG+ yH
3) h←− RO(P)
4) x ′ = x + hm, y = y+ hr
5) Return (P, x ′, y′)

Verify(com,P, x ′, y′) :

1) h←− RO(P)
2) if P+ hCom = x ′G+ y′H holds, the proof is accepted.

C. ETHEREUM AND SMART CONTRACT
One of themost well-known blockchain implementations that
support smart contract is Ethereum. An Ethereum account
consists of the following entities: Address, Ether balance,
Contract code, and Storage. And there exist two types of
accounts: One is the externally owned account (EOA), which
is owned by a user with a corresponding private key and
is used for generating transactions. Another is the contract
account, which is not owned by a user but a pre-written
contract code deployed on Ethereum. The contract code con-
trols the behavior of a contract account. Since the smart

contract cannot be rewritten after being deployed on
Ethereum blockchain, and anyone inside the Ethereum net-
work can check the contract code, people always trust the
code to execute as expected. It is this characteristic that stim-
ulates the development of various open-source, decentralized
projects and applications on Ethereum. The exchange of NFT
and other crypto assets is also achieved by smart contracts.

IV. WORKFLOW OF OPENSEA
In this section, the workflow of OpenSea, a typical NFT mar-
ketplace based on Ethereum and Wyvern protocol, is demon-
strated for a better understanding of howwemodify it into our
scheme. Figure 1 shows the brief process of aNFT transaction
in OpenSea.

FIGURE 1. The workflow of OpenSea.

A. CREATE AND LIST NFT
The NFT trade begins by minting and listing a new NFT
token. OpenSea provides a method of creating a new NFT
contract through its website. But it also accepts NFT con-
tracts that are already deployed. Considering the real world’s
situation, transactions may take a variety of forms. NFTs can
be sold at a fixed price or by an auction. As the auction is
mainly concerned with the functional design of smart con-
tract, we will just illustrate our proposed scheme in the fixed
price model, where a seller submits a selling order of a certain
NFT and lists it on OpenSea’s website, and after browsing
OpenSea’s website, a buyer submits a corresponding order to
buy it.

B. AUTHORIZE PROXIES
Since the time of listing a certain NFT is usually different
from the time of purchasing, it is not practical to let the
seller keep waiting for a potential buyer to submit a buy-side
order and then transfer the NFT to the corresponding buyer.
To solve this problem of inconvenience, each OpenSea user is
required to have a one-to-onematched proxy on the Ethereum
blockchain. A proxy is instantiated through the proxy reg-
istry contract to help the automatic exchange by generating
transactions on behalf of buyers or sellers correspondingly.
After submitting an order, a user authorizes his proxy access
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to the target NFT by calling proxy functions, thus delegating
this proxy to deal with asset exchange.

C. PROCEED ORDERS
While buyers and sellers submit their orders, they are submit-
ting to the order book of OpenSea through OpenSea’s front
end. These orders contain information including the order
maker, proxy registry, target, price, calldata, etc. Calldata is a
configurable predicate that usually consists of segments about
delegating some action and is used for the proxy’s execution.
Configurability enables the replacement of calldata array
guarded by a bitmask so that the seller does not need to
include the address of the buyer in the order or vice versa. The
submitted orders are uploaded to the exchange smart contract
in the form of bundles. An exchange protocol is in charge
of matching buy-side and sell-side orders based on the price.
If there is a match, the protocol will complete the calldata
and call the proxies of both sides to conduct the exchange
procedure. After that, the ownership of digital assets (Ether
and NFT) is exchanged.

V. SYSTEM MODEL AND THREAT MODEL
A. SYSTEM MODEL
We start by demonstrating by introducing each party’s role
in the proposed scheme. Detailed construction will be given
after it.

1) NFT MARKETPLACE
The NFT marketplace (e.g. OpenSea) maintains an online
website for blockchain users to create or list and sell their
NFT assets. During transactions, users submit their NFT
orders through the marketplace’s front end. Regarding the
blockchain part, several smart contracts are deployed by the
marketplace on the blockchain network, conducting NFT
transactions including minting new tokens, matching NFT
orders, and transferring ownership of existing tokens. More-
over, we assume the NFT marketplace is almost entirely
trusted. Therefore, some key information that leads to
the exposure of identity is kept a secret in marketplaces’
databases.

2) EXCHANGE PROTOCOL
The exchange protocol is a deployed contract on the
blockchain that mainly deals with order-matching affairs.
It receives bundles of orders from the marketplace and checks
if any two orders are matched regarding the target token, price
settings, and other relevant information. If so, the exchange
protocol will first fill in the omitted segments of calldatas
according to the bitmask (The construction of matching
calldata can also be done in any fashion off-chain, for exam-
ple by the marketplace). After then, the proxies from buy-
side and sell-side are involved to conduct the pre-defined
transfer actions. This will also emit corresponding events in
the blockchain network for listeners. Finally, proxies of both
sides finish their exchange operation and the transaction is
confirmed by the blockchain. Thus the ownership of the target
NFT is transferred.

3) PROXY REGISTRY AND PROXY
For the convenience of NFT trading, each user exploits a
proxy in the blockchain network to handle NFT orders on
behalf of the user. The function of proxy is defined inside a
deployed contract called the registry. And every new proxy
instance is generated via calling the registry. Inside the
proxy, a temporary address, representing the owner of this
proxy, is stored for verifying the message from its owner.
When the owner wants to delegate the NFT trading to the
proxy, he authorizes proxy access to target digital assets by
a command with a temporary key’s signature. After then,
once a valid order with the owner’s signature is sent to the
exchange protocol and causes the asset exchange, the proxy
will conduct the corresponding action based on the calldata
in the order. In that way, the seller-side proxy transfer the
ownership of the target NFT to the buyer by changing the
ownership to the buyer.

4) DECOY ACCOUNT
Decoy accounts are a large group of blockchain accounts
managed by the marketplace. From the perspective of other
users, decoy accounts seem not different from other EOA
accounts that are held by individuals. However, the private
key of decoy accounts is actually managed by the market-
place. Decoy accounts are proposed to isolate the cryptocur-
rency payment from NFT transfer, thus making it difficult to
link a buyer and seller to an NFT transfer. While the whole
system is running, the buyer pays to decoy D1, and another
decoyD2 transfers the same amount of cryptocurrency to the
seller. Such a procedure makes others impossible to find a
link between the buyer, the seller, and the transferred NFT.
And the payment looks like two separate regular blockchain
transactions between EOA, which is why we call it a decoy
account.

5) NFT BUYER
NFTbuyers can view all buyable items throughmarketplaces’
websites and submit an order of buying certain NFT. While
buying an NFT artifact, the buyer is free to choose the anony-
mous or non-anonymous mode. While in anonymous mode,
the buyer submits an anonymous order and contributes to
the randomness of commitment’s generation. Since the non-
anonymous mode does not require any protection of buyer
identity, we only demonstrate the process of anonymous
mode in this paper. To purchase an NFT, the buyer submits
an order with an Elliptic Curve Digital Signature Algorithm
(ECDSA) [38] signature signed by the temporary key. The
buyer also transfers Ether to a given decoy address. After the
exchange, the buyer pays the money. And a commitment to
the buyer’s blockchain address is recorded as the new holder
of that token.

6) NFT SELLER
NFT sellers refer to some NFT holders who want to sell
their NFT collections to other people in an NFT trade. They
bought NFT from other NFT creators or sellers as buyers.
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If a seller is non-anonymous, he can completely act like
an NFT creator while selling an NFT to others. Thus we
only consider the situation where an NFT seller’s ownership
is anonymous. In this case, the NFT marketplace takes the
role of intermediator and the transaction becomes a three-
parties transaction: During the off-chain part, the seller lists
NFT items on the marketplace and sends an order. There are
two purposes of this order: one is to indicate the purpose of
selling a target NFT with a price. Another is to prove the
ownership of target NFT to the exchange protocol. The seller
also approves the proxy to transfer the ownership of the target
NFT to another address when two orders are matched, via
authorization with the signature generated by the temporary
key. After the exchange, the ownership of NFT is transferred
and the seller obtains Ether from a decoy account later.

B. THREAT MODEL
In threat model, we assume the following: The NFT market-
place deploys smart contract on themainnet of Ethereum such
that the contract code is viewable to the public. Moreover,
exchange-related functions on smart contract only process
inputs from the marketplace, which is achieved by checking
the message sender’s address. In addition, marketplace main-
tains a front-end server and a database for users to publish
and store orders. The server, database and communication
between users and the server are considered secure. And the
marketplace is assumed almost fully trusted. It will process all
defined operations according to the workflow. And Although
it knows the blockchain address of all buyers, it will never
leak these private information.

There are two attackers in the threat model: an adversary
from the perspective of blockchain users and themarketplace.
Their abilities and target are described as follows:
• A blockchain-user adversary is financially rational with
strong computational power to have access to the smart
contract. Hence, it is able to read the privacy processing
owner of NFT tokens as well as each function call to the
smart contract. But the adversary cannot compromise the
security model of Ethereum itself. The adversary wins
if he extracts the hidden owner’s address of any NFT,
or if he proves fake ownership of any NFT to sell others’
NFTs.

• Compared to blockchain-user adversary, the extra
advantage of marketplace is the accessibility of
exchange-related functions on smart contract. There
is a small chance that the marketplace is corrupted
when high-price NFT occurs. The marketplace tries to
manipulate the order and use the exchange contract to
buy this NFT at an irrational price.

VI. OUR SCHEME
In this section, we demonstrate the concrete construction
of our scheme. The workflow of our scheme is described
based on an example that Alice is the owner of a listed NFT
and Bob wants to purchase it. The exchange is conducted
through a marketplace that utilizes our proposed scheme.

FIGURE 2. Our proposed scheme.

We also assume that every off-chain communication is exe-
cuted through an end-to-end secure channel against an eaves-
dropping attack.Moreover, a groupG over finite elliptic curve
field with order q, two generators G and H , a collision-
resistant hash function h() is chosen by the marketplace
and published as public parameters. Figure 2 demonstrates
the frame of our scheme. The NFT transfer is executed by
smart contract. And the payment is through decoy accounts
controlled by marketplace. Figure 3 shows how our scheme
works. Note that only the sell-side requires a proxy, and the
seller has no direct interaction with their proxy.

A. PROXY REGISTRATION
A deployed proxy registry contract on blockchain is in charge
of registering a new proxy and memorizing a map of proxies
and corresponding owners, which is identical to the Wyvern
protocol. However, unlike the currentWyvern protocol where
users directly register proxies via interacting with the con-
tract, the marketplace is in charge of every interaction with
the registry in our proposed scheme. When registering a new
proxy, each user generates a new key pair (pkt , skt ) called
temporary key by the key generation algorithm of Ethereum.
skt is kept as a secret, and an address addrt generated by pkt is
submitted through the request of applying for a new proxy to
the marketplace through an off-chain channel. Notice that the
format of temporary key is identical to a blockchain key pair.
But a user should never use it except for the NFT transaction
situation. Next, for the marketplace side, let U be the space
of all blockchain users and T be the space of all temporary
addresses addrt . The marketplace will record the mapping
relationship UT ⊆ U × T which represents the temporary
address and to whom they belong. The relation UT is kept
by the database of the marketplace as a secret, meaning the
owner of a given temporary address is only known by the
marketplace and the owner himself. After then, the market-
place calls the registry function and initiates a new proxy by
forwarding the temporary address to the proxy as the owner’s
address. And the owner of this newly generated proxy is
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FIGURE 3. The workflow of our scheme.

recorded as addrt . By this means, the link between proxy
and owner is maintained by the knowledge of a temporary
secret key.

B. NFT OWNERSHIP
A commitment to the owner’s address is used to bind the
ownership of NFT to a certain user. The commitment is
generated as follows: Given a public group (G, ·) of a large
order p, the marketplace randomly chooses two generators g
and h = gα ofG and publish (G, g, h, p) as public parameters,
where α is held as a secret. For an NFT M’s owner Alice with
address addr1, she calculates the commitment to her address
by randomly choosing a secret value r1 ∈ Zp and calculates:

CAlice = gaddr1hr1 (1)

In a non-anonymous mode, the NFT contract stores a list of
token IDs with the corresponding owner’s address. When the
anonymous mode is adopted, instead of the owner’s address,
CAlice is stored to indicate that the owner of M exists but is
hidden.

C. ORDER GENERATION
The generation of orders starts in the off-chain environment.
For the sell-side, Alice generates an order which indicates
her willingness to sell. It contains the required information
including token ID, price, listing time, expiration time, call-
data, and proof of knowledge for commitment, attached by
a signature for all above-mentioned messages signed by the
temporary secret key skt,Alice. The generation of proof is
shown below:

1) x, y←− Zq
2) P = xG+ yH
3) t ←− h(order)
4) x ′ = x + tm, y′ = y+ tr
5) Proof = (P, x ′, y′) is generated

The order is first submitted to the marketplace through a
secure end-to-end channel. After receiving it, themarketplace
completes it as table 2 shows before submitting it to the
exchange protocol. As for the buy-side, Bob starts by com-
municating with the marketplace’s front end to be assigned
an address of the decoy account. Before generating a buyer
order to the marketplace, Bob must transfer sufficient Ether
for purchasing to this decoy. After then, Bob also generates an
order including target token, bid, listing time, expiration time,
new commitment to Bob’s address as equation 2, and signs on
all previous messages using his temporary secret key skt,Bob.
This order is sent to the marketplace’s server via off-chain
channel as well.

CBob = G · addr2 + Hr2 (2)

Notice that the order submissions to the marketplace from
Alice and Bob are not required to be simultaneous. And
Bob can submit a buy-side order in advance as well. After
receiving the order fromBob, themarketplace’s server checks
whether Bob has transferred enough Ether to the designated
decoy account. Then it also completes the order as shown
in table 3. Eventually, two orders are stored off-chain in the
database of the marketplace, waiting for being uploaded to
the exchange protocol.

D. AUTHORIZE THE PROXY
Apart from the order, Alice also generates another message
with her signature to authorize the proxy to access the target
NFT. To do so, Alice generates a message about the order and
signs on it using the temporary key:

mau = ′′AUTH ′′||target NFT ||timestamp (3)

sigau = sign(mau, skt,Alice) (4)

(mau, sigau) is sent to the marketplace off-chain. And then
the marketplace forwards it to the proxy registry via calling
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TABLE 2. Order from Alice.

TABLE 3. Order from Bob.

the related function. On receiving the message and signature,
the registry checks whether the time stamp is valid. And the
signature is then verified. If sigau is accepted, the registry will
add the corresponding proxy and NFT as a new entry to a list
that stores all delegated proxies with their target NFT.

E. EXCHANGE
If two orders are matched based on the target token, price,
etc., they will be simultaneously submitted to the exchange
protocol as a bundle (sell order, seller signature, buy order,
buyer signature) by the marketplace. When receiving this
bundle, the exchange protocol proceeds as follows:

1) Check whether two orders are matched by comparing
the target token, price and bid, and validity time.

2) Lock the transaction status of the target NFT.
3) Verify the validity of signatures.
4) Verify the proof from sell-side.
5) Check whether the proxy of buyer has been

authenticated.
6) If any of the above procedures fail, the exchange phase

aborts and emits error information. If all the above
procedures succeed, the exchange protocol checks
whether the proxy is authenticated by the seller. If so,
it calls the sell-side proxy and passes the calldata for
execution.

7) The calldata is executed by the proxy and the ownership
field of the target NFT is replaced by CBob. And an
event of the completion of this exchange is emitted as
a transaction receipt.

Algorithm 1 shows the exchange function in the deployed
smart contract. The procedure of proxy is shown in
Algorithm 2 where Proxy is defined by Wyvern library to
allow the proxy to execute the ownership transfer command
created by Alice. After detecting the completion event, the
marketplace uses another decoy to pay Ether to Alice as the
income for selling NFT.

Algorithm 1 Pseudocode for Exchange Contract
Upon receiving (Order1,Order2):

Assert message.sender = marketplace
Assert Order1.target = Order2.target
Assert Order2.bid ≥ Order1.price
Assert t > listing time || expiration time > t
Lock(Order1.target)
Verify(Order1.sig)
Verify(Order2.sig)
Assert (VerifyProof(Order1.proof ) = 1)
Assert Registry[proxy] = approved
r = Call(proxy,Order1.calldata,Order2.commit)
Unlock(Order1.target)
Return r and emit event

Algorithm 2 Pseudocode for Proxy
Upon receiving (calldata, commit):

Verify(calldata.sig, pkt )
calldata.receiver = commit
r = Proxy(calldata)
Return r

VII. DISCUSSION: DILEMMA ABOUT ANONYMITY
AND MARKETPLACE
In this section, we will discuss a dilemma regarding hiding
the identity of NFT owners, and the reason why NFT market-
places like OpenSea must be almost fully trusted.

Currently, a large proportion of NFT is minted and traded
on Ethereum because of the convenience of smart contracts.
For verification, each transaction is bound to an issuer address
so that the miners can verify its signature in Ethereum-like
blockchains. Therefore, it is easy for anyone to obtain the
owner’s address of a given NFT. Other privacy-preserving
blockchains like Monero may use cryptography technologies
like RingCT to hide the address of transactions’ sender and
recipient, but lack the support of the smart contract, making
it difficult to mint and trade NFT. As a consequence, the
owner’s privacy and the feasibility of NFT trade become
contradictory to each other.

For the coexistence of owner privacy and NFT trade,
a compromise has to be made. We solve it by letting mar-
ketplaces act as intermediator of information exchange. The
transaction link: User A→exchange contract→User B is
fuzzily processed by the marketplace via creating a virtual
user (temporary key), and the Ether flow from Alice to Bob
also becomes indirect by introducing decoys. Accordingly,
the cost of this compromise is that marketplace knows virtual
identities of all users. And the Ether transfers to sellers are
not executed by the smart contract. Therefore, an almost
fully trusted marketplace is required for our scheme. But
considering the real-world situation, this assumption is rea-
sonable: Although it is theoretically possible that the market-
place misappropriates the ether from Bob to Alice, this will
largely influence the marketplace’s credit and make it loses
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market share. Apart from that, all transactions are traceable
in blockchain. Victims can use it as evidence for arbitration.
That means, despite the feasibility of illegal behavior, market-
places are not willing to conduct it since evidence cannot be
erased. Further analysis will only discuss a special situation
where the marketplace leaves no crime evidence.

VIII. EVALUATION
A. SECURITY ANALYSIS
In our proposed scheme, there are three main security
requirements:

1) Anonymous ownership: No one except the marketplace
can learn the hidden address of any NFT owner.

2) NFT security: It is infeasible for anyone other than the
owner to change the ownership to another address.

3) Anti-forgery: Even with the ability to access the
exchange contract, the marketplace cannot forge or
manipulate an order to maliciously buy any listed NFT
at a low price or for free.

The analysis is described from the perspective of different
attacks as follows.

1) EXTRACT THE OWNER FROM NFT CONTRACT
This attack can be launched by an adversary in blockchain
as described in section V-B. Intuitively, The most direct way
to extract the owner of an NFT is by investigating the NFT
contract. Since the contract stores a list of every minted token
with the owner’s address, and blockchain serve as a digital
ledger that keeps the history of all transactions, the attacker
can search the information of all owners after an NFT is
minted. Although the address of NFT owner is encoded as
a commitment in our scheme, CBob = G · addr2 + Hr2
still contains information addr2 which is Bob’s blockchain
address. From this perspective, a direct way is to extract
addr2 from CBob. However, this is prevented by the security
of commitment itself. The computational hiding property of
commitment guarantees that a probabilistic polynomial-time
attacker has no way to extract the committed information
since it contains solving the discrete logarithm problem. This
protects anonymous ownership.

2) SEARCH FOR THE OWNER OF PROXIES
One significant property of Ethereum is public-by-default,
meaning each transaction is in plaintext and viewable in
Ethereum. Note that in the NFT exchange procedure, the
proxy of buyer is involved and bound to a specific NFT
transfer transaction. In the meantime, each proxy is assigned
to a unique user. Therefore, instead of extracting the owner
address from the commitment, the adversary may try to find
the owner of a proxy. Once succeed, the proxy’s owner is
also the present or former owner of an NFT. Nevertheless,
the proxy is linked to a temporary key generated by the
real owner, and there is no algebraic relationship between
this temporary key and the owner’s address. Moreover, there
is no direct interaction between the proxy and its owner
in our scheme. The authorization command is sent to the

marketplace in a secure off-chain channel and then forwarded
to the proxy. In the records of blockchain, it is always the
marketplace that interacts with proxies. Therefore, an attacker
cannot find any relationship between the owners and proxies.
Therefore, anonymous ownership is protected.

3) INVESTIGATE ETHER FLOW
This is also an adversary’s attack based on side information.
For payment, the Ether flow starts from the buyer to the
marketplace, and later to the seller, which may expose the
fact that they are engaged in an NFT exchange. Furthermore,
by investigating the amount of transferred Ether and recently
sold NFT, the traded NFT may be specified by its price.
This works especially for high-value NFT. But the mecha-
nism of decoy accounts makes it difficult to trace the link
between buyers and sellers. During the payment, Bob pays
to decoy A at first. After the ownership is transferred, the
marketplace use decoy B to pay the same to Alice. Thus
no direct ether flow from Bob to Alice can be observed.
And there are two advantages of using decoys: One is that
the marketplace controls a large group of decoys, and the
generation of new decoys can easily be done offline. As a
result, the attacker cannot distinguish between a normal user
account and a decoy account. Another is that the decoys used
for a buyer and a seller are different. And there is no direct link
between the two decoys either. Since all decoys are controlled
by the marketplace, the huge network of decoys can easily
achieve complicated transfer of Ether. From the perspective
of attackers, these transactions look the same as other normal
transactions between blockchain users. Thus, the attacker
cannot find an obvious link between a buyer and a seller
that indicates the NFT exchange. And the infeasibility of the
previously discussed three attacks indicates the anonymous
ownership.

4) MALICIOUSLY CHANGE THE OWNERSHIP OF AN NFT
Instead of extracting the owner’s identity from commitment,
another perspective of attack for the adversary is to change
the ownership of others’ NFT. One way is to attack Ethereum
itself and create a malicious block, which is also known as a
50 percent attack. Since it requires enormous computational
power, it is usually considered impossible in blockchain
research. Another way is to forge the proof of ownership of
an NFT, thus making it possible to impersonate the owner
and sell the NFT. In that case, the problem transforms into
generating valid proof of a given commitment without the
knowledge of opening. The introduced proof scheme is a
common extension of Schnorr’s protocol. Therefore, we give
a brief proof idea: Let A be an adversary that convinces
the honest verifier for two challenges c1, c2 under rewind.
The corresponding two proofs are (x1, y1) and (x2, y2). Then
addr = x2−x1

c2−c1
, r = y2−y1

c2−c1
. This contradicts to fact that A

do not know the opening of commitment. Therefore, the only
way to generate valid proof is by knowing the owner’s address
and nonce. Thus an attacker has no advantage in forgery.
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5) SECURITY AGAINST THE MARKETPLACE
As is explained before, the marketplace is almost fully trusted
in our scheme. The term ‘‘almost’’ represents marketplace
will not leak the owner’s address of NFTs. But when a
superiorly-high price NFT occurs, there is a possibility that
the marketplace may become corrupted and wants to obtain
this NFT through the exchange contract through its privilege.
The previous contents already discussed the feasibility of
forging a proof of commitment. Although addr is known by
the marketplace, a valid proof cannot be generated without
the knowledge of r . However, another advantage of market-
place is the access to exchange protocol. If the marketplace
manipulates a submitted sell-side order to an abnormally low
price, it can create a buy-side order and buy it legally. But this
is prevented because each order is attached with an ECDSA
signature generated by the temporary secret key, thus provid-
ing the authentication for exchange contract. To successfully
impersonate another order, the marketplace must produce a
valid signature without the knowledge of the corresponding
secret key. However, according to the security of ECDSA, the
probability of success is negligible for the marketplace. This
guarantees that the marketplace cannot sell a high-value NFT
at an abnormally low price and claim it is authenticated by
the NFT seller. Therefore, users do not have to worry about
their losses while using the marketplace.

B. PERFORMANCE ANALYSIS
In EVM, the execution of smart contracts can be sepa-
rated into several basic operations. These operations are
executed by validators and require computation resources
(gas). Besides the price of tokens, launcher of transactions
also needs to pay corresponding gas costs to miners. The
more complex operations and contract space are involved,
the more transaction fee it requires. Therefore, the transac-
tion fee is an important factor in investigating the perfor-
mance of blockchain applications. On the other hand, the
runtime of smart contract is determined by the block time
of Ethereum, which is considered fixed. For our heavily
contract-based scheme, the bottleneck regarding time cost
depends on the scalability of blockchain itself. Improving
the scalability of blockchains is a crucial issue. However,
blockchain scalability depends on the underlying blockchain
(e.g., Ethereum) of the NFT system. We are premised on
using Ethereum employed by OpenSea. So, it is outside
the scope of our study, and time cost will not be evaluated
consequently.

Since our scheme is a modification on top of the NFT
exchange system used by OpenSea, the functionality of exist-
ing parts is not influenced by our work. Hence we only
estimate the additional gas cost of modified parts. The less
our scheme adds to the gas cost of trading NFT in OpenSea’s
system, the more acceptable it will be. We implement our
scheme and simulate a complete NFT-to-Ether match trans-
action to estimate the gas cost in Rinkeby testnet. Since
elliptic curve cryptography is applied in our scheme, the

TABLE 4. Gas cost of each process.

Elliptic-curve-solidity library3 is included in our contract
to achieve efficient elliptic curve calculation. The adopted
elliptic curve is secp256k1 (y2 = x3 + 7). The estimation
of gas cost is shown in both Ether and USD. Note that the
Ether price was obtained on 20 November 2022.

It can be observed from Table 4 that for each NFT trading,
the most gas-consuming operation is verifying the proof. This
operation only occupies calculational power without leverag-
ing any storage space of smart contract, which is usually con-
sidered to be the most expensive operation in smart contract.
Thus, assigning the proof’s verification to smart contract
only increases a little extra cost. In addition, a summary of
all the gas costs indicates that for each transaction bundle,
the gas cost of a successful NFT trading only increases by
0.00078 Ether or 0.94 USD. For comparison, we introduce
the transaction of an NFT collection called Otherdeed. For
the sale of a single token,4 the transaction fee is 0.0044 Ether
(5.32 USD). Therefore, the extra expense for the sake of
privacy is completely acceptable for nowadays blockchain
users. Moreover, although various related schemes are com-
pared in table 1, none of the listed schemes achieves the
essential privacy property (i.e. Anonymous ownership) as
ours does. For this reason, it is meaningless to compare the
gas cost with theirs. As long as our scheme accomplishes an
acceptable result in OpenSea’s NFT system, it is proven to be
suitable.

IX. CONCLUSION

The privacy of personal belongings should be protected.
However, the anonymity of Ethereum heavily relies on the
unlinkability of blockchain address and user’s identity, mak-
ing it possible to expose NFT assets of users in current
NFT trading. In this paper, we studied the trading process
of the most popular NFT marketplace, and improved it by
adding the feature of hiding the identity of NFT owner so
that no one other than the owner himself and the marketplace
knows the owner of a given NFT. Also, this new scheme is
compatible with the current mechanism, which means the
current NFT trading will not be influenced at all if changing
to the modified system. We then give a detailed analysis of
the security and performance. For attackers, the probability of
extracting the identity of anyNFT is negligible. This perfectly
protects the privacy of NFT owners. As for performance, the

3https://github.com/witnet/elliptic-curve-solidity. Open-source project
under the MIT license

4Transaction Hash: 0x97125659eeaf717963541ebe7e9035513cf47f5b
0c8650bab8a433c9c57cf938.
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newly added security part in smart contract only increases
0.94 USD per trade for NFT buyers and sellers, which proves
our scheme is suitable for the application.
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