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ABSTRACT Fifth generation (5G) New Radio (NR) technology provides cellular vehicle-to-everything
(C-V2X) communication. The 5G NR will utilize the existing uplink (UL) and downlink (DL) to furnish
vehicle-to-network (V2N) communication via the cellular network. The new technology provides the
enhanced throughput, edgeless connectivity, high reliability and the reduced latency for 5G DL V2X.
With significantly reduced latency of NR, this paper shows that C-V2X can be implemented via 5G V2N
communication. Spatial modulation is a good candidate to support unicast and groupcast for V2X services.
We also discuss keyless security of 5G NR using physical layer security. The security of 5G NR can be
implemented employing spatial modulation (SM) for unicast and groupcast in millimeter-wave (mmWave)
communications with multiple-input and multiple-output (MIMO) channels.

INDEX TERMS 5G new radio, physical layer security, cellular-V2X (C-V2X), spatial modulation (SM),
multiple-input and multiple-output (MIMO), mmWave communications.

I. INTRODUCTION
Cellular vehicle-to-everything (C-V2X) is established by the
3rd generation partnership project (3GPP) as part of its long-
term evolution (LTE) and subsequently fifth generation (5G)
families of standards. The universal mobile telecunications
systems (UMTS) developed by the 3GPP specifies a complete
network system, which include the radio access network,
the mobile application core network, and the authentication.
C-V2X is one of the most rapidly growing areas in wire-
less communication. C-V2X is defined as follows: device-
to-network communication i.e. vehicle-to-network (V2N)
uses the conventional cellular links including a cloud ser-
vice as a part of the end-to-end services. On the other
hand, device-to-device communication consists of vehicle-to-
vehicle (V2V), vehicle-to-infrastructure (V2I) and vehicle-
to-pedestrian (V2P). However, we show that device-to-device
communication can be successfully implemented via C-V2X.
Since C-V2X operates through cellular networks, a large
part of the physical infrastructure is already established.
In addition, 5G new radio (NR) can support strict 1 ms
latency target, thanks to its flexible numerology [1]. Widely
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established cellular infrastructure and significantly reduced
latency enable V2V, V2I, and V2P using V2N. Additionally
adopting C-V2X is relatively cost-effective since both PC5
and user equipment to the UMTS (Uu) interface can be easily
integrated into a single C-V2X chipset [2]. However, there
are many issues that need to be solved to make the C-V2X
communication more successful. The large amount of sensor
data is communicated among vehicles, pedestrians, and other
road users in a vehicular environment with extremely low
latency and high reliability to provide a holistic view of
the circumstance in each vehicle. The holistic view enables
any perception, planning, and control in road users. Remote
driving is generally useful for driving in areas with routine
operations of roads such as bus lines in public transportation.
In fact, a bus can be driven through a cloud. Advanced driving
is mostly for fully or semiautomated driving where vehicles
exchange their local sensing information with each other and
a road side unit (RSU). Collision avoidance, safer driving, and
improved traffic efficiency are some of the benefits of such
use case [3].

All the potentials of C-V2X are focused on its second
mode, V2N mode. V2N utilizes a cellular network commu-
nications interface such as the Uu interface, which coordi-
nates broadcast communication via existing cellular mobile
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networks. The ability to connect to the cellular network is
a critical feature that wireless local-area network (WLAN)-
based direct short-range communication (DSRC) technology
cannot furnish. Most urban areas already have LTE-capable
cell towers and are being upgraded into 5G cellular infras-
tructure. If we need the technology to provide internet con-
nections for smartphones and internet of things (IoT), we can
just use it for vehicles. C-V2X includes two modes: longer-
range, higher latency communication via the cellular network
known as C-V2N, and low latency, direct communication
referred to as C-V2V/I/P [2].

NR-V2X Rel-16 first defined NR sidelink (SL) with a
focus on V2X enhancing the reliability, latency, capacity, and
flexibility. SL has the same structure for radio frames, sub-
frames, and slots as NR uplink (UP) and downlink (DL) [4].
SL positioning was specified for multiple V2X and public
safety use cases with accurate positioning requirements. For
example, relative longitudinal position accuracy of less than
0.5 m for user equipments (UEs) is required in a platooning
use case [5]. The radio resources in NR are defined in time
and frequency domains. SL communication also supports
different numerologies which result in shorter slot times. It is
demonstrated that bothNR and LTE-advanced can fulfill 5ms
latency target with 99.999% reliability. However, only NR
can support even stricter 1 ms latency target [1]. It is an
enabling feature to fulfill a low latency requirement. The total
capacity of 5G V2I links is maximized while guaranteeing
the strict transmission delay and reliability constraints of
V2V links using a multi-agent double deep Q-learning algo-
rithm [6]. With the reduced latency, 5G V2N can be imple-
mented for V2X. In 5G C-V2X connectionless groupcast
(multicast) mode, groups can form on-the-fly for exchanging
messages with little to no overhead for group formation and
dismantling. Different cast types such as unicast and group-
cast are also specified for V2X communication in addition to
broadcast [3]. In this paper, we show that spatial modulation
can be used in 5G cellular DL to support unicast and group-
cast in a platooning traffic flow.

Space shift keying (SSK) is a transmission method of
multiple-input multiple-output (MIMO) systems. With SSK,
the information is carried with transmit antenna indices.
On the other hand, spatial modulation (SM) transmits data
using inphase and quadrature (IQ) modulation in addition to
antenna indices. Conventional SSK was presented in [7], [8],
[9], [11], and [10] where only one transmitter transmits a
signal at a time while the others are inactive. A variant of SSK
for radio communication was reported in [12] and [13] where
more than one antenna transmits data over each time instant.
This leads to the concept of generalized space shift keying
(GSSK). GSSK is therefore a special form of SSK [14],
[15]. The space-time coding (STC) concept of space-time
shift keying (STSK) provides a flexible tradeoff between
the achievable diversity gain and the throughput [16]. The
error performance analysis of a low complexity, multiple
transmitter GSSK signaling techniquewas presented for short
range indoor visible light communications [17], [18], [19].

Receiver space shift keying (RSSK) utilizes receive
antenna indices for data transmission [20], [21]. In fact,
RSSK outperforms transmit space shift keying (TSSK) under
the same transmit power and signal bandwidth in DL cellular
systems. TSSK is generally known as SSK in the literature.
Therefore, when there is a larger number of transmit antennas
than receive antennas, receiver spatial modulation (RSM) can
perform better than TSSK while maintaining the same data
rate. TSSK requires maximum-ratio combining (MRC) at
the receiver. On the other hand, RSM needs channel state
information (CSI) at the transmitter to perform maximum-
ratio transmission (MRT).

Secure communications in the presence of an eavesdropper
have been actively investigated [22]. Interestingly, recent
years have witnessed a renewed interest in information-
theoretic security — widely accepted as the strictest notion
of security — which calls for the use of physical-layer tech-
niques that exploit the inherent randomness of the com-
munication medium to guarantee both reliable and secure
communication between legitimate parties [23]. Information-
theoretic security, based on Shannon’s secrecy [24], was laid
out by Wyner [25], Csiszár, and Körner [26]. Since then,
secrecy capacity has been one of the most important areas
of research [27], [28], [29], [30], [31], [32]. Secrecy capacity
has been successfully integrated in an MIMO system [33],
[34], [35], [36], [37]. The physical layer secrecy of MIMO
wireless communication has received extensive attention. The
semidefinite relaxation precoding technique was studied and
applied in an MIMO system to minimize the transmission
power with a certain secrecy channel capacity [38]. Secure
signaling over an MIMO wiretap channel was also stud-
ied under interference and transmit power constraints [39].
In addition, the secrecy rate maximization problem was stud-
ied for an MIMO secrecy channel, where a multi-antenna
cooperative jammer was employed to improve secret com-
munication in the presence of multiple multi-antenna eaves-
droppers [40].

Massive multiple antenna systems combined with
millimeter-wave (mmWave) communication have attracted
tremendous interest due to their high data transmission rate.
One of the major factors of 5G networks, at the physical
layer, is heterogeneous cellular networks (HetNets) with
massive MIMO technology and mmWave communication
at 10 GHz to 300 GHz radio frequency (RF) bands with
bandwidths as high as 2 GHz [41], [42], [43]. As a result,
HetNets create an overlay deployment layer of small cells of
low-powered base stations, variable communication ranges,
and operating frequencies on existing sub-6 GHzmacro cells,
thus, providing enhanced coverage and throughput to end
users by bringing network closer to them [44], [45]. However,
it was observed that the higher directivity gain at mmWave
cells leads to a drop in the network’s secrecy performance;
thus, a tradeoff exists between coverage and secrecy [44].
Perfect synchronization and DL CSI are often assumed for
performance analysis of MIMO secrecy capacity. In time
division duplex (TDD) massive MIMO systems, such as 5G,
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the DL CSI is available through channel reciprocity via UL
channel training. However, an imperfect or outdated CSI can
negatively affect system performance, and it has a substantial
impact on performance analysis and secrecy capacity [46],
[47].

In this paper, we investigate 5G NR V2N implementation
of groupcast and unicast using TSSK-MRC and RSM-MRT,
respectively. We also explore the keyless secrecy of unicast
and groupcast, and demonstrate that the secrecy capacity of
RSM-MRT is significantly better than that of TSSK-MRC in
DL cellular systems. The result verifies the validity of the
implementation of the unicast using RSM-MRT. On the other
hand, secrecy capacity vanishes among UEs of groupcast
in a platooning case. This fact demonstrates the feasibility
of the implementation of the groupcast using TSSK-MRC
in DL cellular systems. Alice, at the base station, transmits
data to Bob, the legitimate receiver, and Eve acts as an
eavesdropper in a unicast system. Meanwhile, every UEs in
groupcast acts as Bob and Eve simultaneously and secrecy
capacity vanishes among them to share the traffic information
as a group. We investigate the implementation of groupcast
and unicast using TSSK-MRC and RSM-MRT, respectively,
in Section II. Keyless secrecy of unicast and groupcast is
discussed in Section III. Section IV presents the numerical
results. We conclude the paper in Section V.

SYMBOL NOTATION
Symbol notations used throughout the paper are listed in
Table 1.

II. UNICAST USING RMS-MRT AND GROUPCAST USING
TSSK-MRC
3GPP Rel-16 defined three cast types for NR-V2X. The rea-
son to provide more cast types in comparison with LTE-V2X
is to satisfy requirements of a wider range of use cases in
vehicular networks. The supported cast types in NR-V2X are
as follows [3]: (1) Unicast: direct communication between
a pair of UEs. (2) Broadcast: a single transmitter UE sends
messages to be received by all UEs which may decode the
message (within the radio transmission range of the transmit-
ter UE). (3) Groupcast: a transmitter UE sends message(s)
to a set of receivers which fulfill certain conditions, e.g.,
being member of a group. Broadcast communication was the
only supported cast type in LTE-V2X which was limiting its
use cases to broadcast safety messages such as cooperative
awarenessmessage (CAM). However, NR-V2X supports uni-
cast and groupcast for various applications such as platooning
and extended sensors. A platoon forms a chain of vehicles
that follow each other with a safety distance sustaining a low
latency and highly reliable communication among them. The
head of a platoon transmits commands and receives feedback
from the other members to manage the platoon.

NR-V2X supports hybrid automatic repeat request
(HARQ) procedure for unicast and groupcast messages
which can furnish more reliability for these traffic types.
SL HARQ is an additional property of Rel-16 for NR-V2X

TABLE 1. Notation Table.

to increase the reliability of unicast and groupcast communi-
cation using re-transmissions based on a feedback channel.
LTE-V2X does not furnish such a feature in SL since it
sustains only broadcast communication in SL. Rel-17 NR SL
focus on providing lower latency, higher reliability, extended
coverage, and reduced power consumption for battery-based
UEs for V2X application. In this section, we show that
groupcast and unicast can be implemented via 5G cellular
DL V2N using TSSK-MRC and RSM-MRT, respectively.
NR C-V2N communication system is displayed in Fig. 1.
Let us consider SSK in a DL cellular system with P transmit
antennas at the base station, and M receive antennas at the
mobile station. The channel matrix H in which the ith row
and jth column can be represented as αij. The symbol αij is the
channel gain from the jth transmit antenna to the ith receive
antenna

H =


α11 α12 · · · α1P
α21 α22 · · · α2P
...
... · · ·

...

αM1 αM2 · · · αMP

 (1)

where αij has a complex normal distribution with zero mean
and unit variance, αij ∼ C

(
0, 1

)
. If we assume that the

jth transmit antenna is active, the received vector can be
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FIGURE 1. 5G NR vehicle-to-network (V2N) services.

shown as

y = [y1, . . . , yM ]T (2)

=

√
EsHx+ η (3)

=

√
Eshj + η (4)

where hj is the jth column of H. Es is the symbol energy.
The symbol x is a random vector, and x = [x1, . . . , xP]T =
[0, . . . 1, . . . , 0]T where T denotes the matrix transpose. xj =
1 when the jth antenna transmits a signal. η is a vector
of complex noise with zero mean and variance σ 2

n , i.e.,
ηm ∼ C(0, σn) form = 1, · · · ,M . With TSSK-MRC, we find

zT = [z1, . . . , zM ]T (5)

= H†y (6)

=

√
EsH†Hx+H†η (7)

where the symbol † denotes the Hermitian transpose.
On the other hand, if we employ RSSK-MRT,

zR =

√
Es
Pow

HH†x+ η (8)

where the power scaling factor

Pow =
P∑
p=1

α2jp (9)

and xj = sl and xm = 0 for m = 1, · · · ,M ,m 6= j in the
data vector x. Hence, the receiver antenna index j indicates
the data carrier, and sl is the data symbol for l = 1, · · · L for
a L-ary signal constellation. Due to the power scaling factor,
RSM-MRT maintains the same power as TSSK-MRT.

The RSM-MRT system is shown in Fig. 2 without the
power scaling factor for simplicity. The first block IQ mod-
ulation modulates the data using in-phase and quadrature

FIGURE 2. Receiver SM system with MRT.

modulation such as BPSK, QPSK, or QAM. The antenna
index is determined to carry the spatial information in the
second block. The channel state information is fingerprinted
on the data vector in the third block. The data is transmitted
via the designated antenna through the channel. The lower
blocks indicate the receiver operation to undo the corre-
sponding block processes done at the transmitter. Finally, the
data symbol is detected and recovered. With RSM-MRT, the
receiver output vector can be shown as

zRSM =

√
Ep
Pow

HH†x+ η. (10)

where Ep is the pulse energy.
The performance of MRC-based SM is obtained in [48].

Using the moment generating function (MGF) [49], the sym-
bol error rate (SER) of TSSK-MRC can be shown as

Ps ≈ (P− 1)

×

(
1− µ
2

)M−1 M−2∑
j=0

(
M − 2+ j

j

)(
1+ µ
2

)j
(11)

with

µ =

√
γ /4

1+ γ /4
(12)

where γ = Eb/σ 2
n , and Eb is the bit energy.

Using the MGF, the SER of RSM-MRT can be shown
as [48]

Ps ≈
ML − L
L2

×

L∑
l=1

(
1− µ1

2

)P−1 P−2∑
j=0

(
P− 2+ j

j

)(
1+ µ1

2

)j

+
1
L

L∑
l=1

L∑
k=1
k 6=l

(
1− µ2

2

)P P−1∑
j=0

(
P−1+j

j

)(
1+µ2

2

)j
(13)
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with

µ1 =

√
γ |sl |2/4

1+ γ |sl |2/4
(14)

and

µ2 =

√
γ |sl − sk |2/4

1+ γ |sl − sk |2/4
. (15)

III. KEYLESS SECRECY OF UNICAST AND GROUPCAST
Achieving secure vehicular communications is vital for the
deployment of V2X applications [50]. Confidentiality and
security issues are generally managed in the upper layers of
the protocol stack using key-based security encryption tech-
niques. These cryptographic techniques are based on compu-
tational mathematical operations, which are difficult for an
attacker with limited computational power to perform [50].
The existing 5G-V2V standard permits protection of V2V
messages to be dealt by higher layer security solutions speci-
fied by other standards in the intelligent transportation system
(ITS) domain. However, having a security solutions at the 5G
access layer is conceivably preferable in order to ensure sys-
tem compatibility and reduce deployment cost [2]. In order to
improve the issues of the upper layer solutions, some physical
layer security (PLS) solutions have been proposed for device-
to-device communication to transfer security functions from
the upper layer to the lower layer, so as to solve the wireless
link security problem. The UE first gathers the physical infor-
mation and produces the fingerprint parameters which would
be served to randomize the parameters used in the authen-
tication and key agreement (AKA) protocol. Subsequently,
with the aid of the fingerprint parameters, an enhanced AKA
protocol is performed [51].

Information-theoretic results show potentially hiding mes-
sages from eavesdroppers or authenticating devices without
a shared secret key by designing solutions based on the phys-
ical characteristics of the radio channel [50]. PLS is able to
facilitate security without any form of encryption in the upper
layers. PLS techniques have proven capable of realizing ver-
ifiable security even when the network intruders have almost
limitless computational resources [52]. Recent advances in
quantum computing pose a serious threat to the currently
used cryptographic schemes with their unlimited computa-
tional capacity [53]. The facilitation of key-free encryption is
made possible by the exploitation of some wireless channel
characteristics through the application of suitable signaling
and channel coding [54]. The basic idea of PLS is to exploit
the characteristics of the wireless channel and its impairments
including noise, fading, interference, dispersion, diversity,
etc., in order to ensure the ability of the intended user to suc-
cessfully perform data decoding while preventing eavesdrop-
pers from doing so [50], [55]. Thus, themain objective of PLS
is to increase the performance difference between the link of
the legitimate receiver and that of the eavesdropper by using
carefully planned transmission schemes. In the near future,
users are expected to be willing to pay extra charges just for

FIGURE 3. Legitimate channel (Alice and Bob) and eavesdropper’s
channel (Alice and Eve); cellular DL channels.

the sake of completely ensuring the security of their critical
services. Thus, physical security as a service is expected to
be one of the future coming killer applications for mobile
service providers, where users can be charged a little more
for providing them with strong, perfect secure services [55].
The physical layer security solutions can significantly reduce
interference and keep eavesdroppers from intercepting com-
munications. The scheme used the direct link transmission
and beamforming to achieve a balance between minimiz-
ing power and maximizing privacy [51]. In this section,
we expand the conceptual and generic PLS framework to NR
V2N unicast and groupcast communications.

An MIMO eavesdropper wiretap channel is presented in
Fig. 3. Since we are considering DL cellular systems, let us
consider Alice located at the base station. Alice transmits a
signal to Bob who is the legitimate receiver. Meanwhile Eve
who is a third party tries to eavesdrop on Alice’s signal. Both
Bob and Eve’s mobile phones are equipped with the same
number of receive antennas. In this paper, we investigate the
secrecy capacity for Bob who can safely communicate with
Alice with a secrecy rate. Most PLS schemes assume prior
knowledge of the eavesdropper’s wiretap channel, which is
not feasible in practical applications [52]. However, we show
that PLS can be safely achieved using RSM-MRT without
prior knowledge of Eve’s channel characteristics.

a: The secrecy capacity of TSSK with MRC for groupcast
Let us consider the TSSK-MRC with the receiver output of
Bob and Eve. The legitimate receiver Bob, and the eaves-
dropper Eve can afford their own CSI. Therefore, after
MRC, zbT and zeT are available to Bob and Eve, respectively.
Hence,

zbT =
[
zb1, . . . z

b
P

]T
=

√
EsH

†
bHbx+H†

bηb (16)

zeT =
[
ze1, . . . z

e
P
]T
=

√
EsH†

eHex+H†
eηe (17)
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where ηb and ηe are independent identically distributed (iid)
complex Gaussian random vectors, C(0, σnb ) and C(0, σne ),
respectively. For the numerical results in the following
section, we assume σnb = σne = σn. It was observed that the
base antennas were nearly uncorrelated at two wavelengths at
2.11 GHz in Manhattan [56]. The result indicates that when
Eve is more than 1.42meters away fromBob, the two channel
matrices Hb and He are independent. A mmWave channel
will mostly be line-of-sight (LOS), near LOS, or consist of a
single reflected path. The optimum inter-antenna separation
that can result in orthogonal channelmatrices under LOS con-
ditions is typically of the order of tens of wavelengths. There-
fore,Hb andHe become independent if the distance between
Bob and Eve is more than 0.1 m and 0.05 m for 28 GHz
and 60 GHz, respectively. Therefore, we can safely assume
the channel matricesHb andHe are independent in mmWave
communications. The detected symbol can be expressed
as

sbT = argmax
p
{|zbT |} (18)

seT = argmax
p
{|zeT |} (19)

p = 1, · · · ,P (20)

where | · | denotes the magnitude of the argument. The eaves-
dropper can employ sequential detection. However, a per-
formance improvement of the eavesdropper can be hardly
expected due to independent data for each transmission.
In addition, when Hb and He are independent, it eliminates
any possibility of eavesdropper’s performance improvement.
The symbols sbT and seT are the recovered position indicator
vector of the transmit antenna index. Therefore, the capacities
of Bob and Eve are

Cb
T = EHb,ηb

[
max
PX(x)

I (x; sbT |Hb)
]

(21)

= EHb,ηb

[
max
PX(x)

{
H (x)− H (x|sbT ,Hb)

} ]
(22)

Ce
T = EHe,ηe

[
max
PX(x)

I (x; seT |He)
]

(23)

= EHe,ηe

[
max
PX(x)

{
H (x)− H (x|seT ,He)

} ]
(24)

where I (·) and H (·) are the mutual information and entropy,
respectively. The expectation operation E[·] is over the chan-
nel gain matrix and channel noise. It was demonstrated that
the full capacity may only be achieved by using equiprobable
inputs for a symmetric discrete memoryless channel (DMC)
[57, pp. 94], [58]. However, equiprobable inputs may not
achieve the full secrecy capacity. Nevertheless, our derivation
assumes equiprobable inputs since we investigate the secrecy
capacity in practical scenarios of DL cellular systems. There-
fore, we can obtain

Cb
T = log2(P)

+

[
(1− Pbe)log2(1− P

b
e)+ P

b
e log2(P

b
e/(P− 1))

]
(25)

Ce
T = log2(P)

+
[
(1− Pee)log2(1− P

e
e)+ P

e
elog2(P

e
e/(P− 1))

]
(26)

where Pbe and P
e
e are the error probabilities for Bob and Eve,

respectively.We assume equiprobable error transition to other
symbols due to TSSK-MRC. Secrecy capacity is defined as
the rate at which a transmitter can use the main link so as
to deliver its message to the legitimate receiver in a way
that the eavesdropper cannot successfully decode the same
information [59]. The secrecy capacity shows the difference
between the capacities of the main and wiretap channels [27].
Therefore, the secrecy capacity can be expressed as

Cs
T = Cb

T − C
e
T . (27)

We can see that secrecy capacity is afforded only if Bob’s
channel characteristics are better than Eve’s, in other words,
Pbe < Pee. Under the assumption that Hb and He have the
same distribution, we can expect that Bob can have a pos-
itive secrecy capacity when his SNR is superior to Eve’s.
Therefore, TSSK-MRC is suitable for groupcast, where every
member in a group share the same traffic information. It is
natural that the secrecy capacity vanishes among each mem-
ber in groupcast.

b: Secrecy capacity of RSM with MRT for unicast
We can reasonably assume that Alice in the base station is
unaware of the existence of Eve. Hence, Alice knows only her
legitimate receiver Bob’s CSI. The legitimate receiver Bob
and the eavesdropper Eve may afford their own CSI but not
the other party’s CSI. Bob needs to know his own CSI for
the frequency division duplex (FDD) to feedback the CSI to
Alice. However, he needs not estimate his CSI for TDD since
Alice can monitor the uplink channel from Bob to obtain the
CSI. Using RSM-MRT, Bob and Eve can receive zbRSM and
zeRSM , respectively:

zbRSM =

√
Ep
Pow

HbH
†
bx+ ηb (28)

zeRSM =

√
Ep
Pow

HeH
†
bx+ ηe. (29)

Fig. 4(a) shows the channel characteristics of TSSK-MRC
and RSSK-MRT for DL cellular systems with P = 128 and
M = 8. We can observe that the strong diagonal term ofHH†

in RSSK-MRT, which can be effectively traded with IQ mod-
ulation. On the other hand, the TSSK-MRC diagonal term
is weak, and we can expect that RSSK-MRT significantly
outperforms TSSK-MRC at the expense of a reduced data
rate. The data rate of TSSK-MRC is log2(P), while the data
rate of RSSK-MRT is log2(M ), and P � M in DL cellular
systems. To ameliorate the reduced data rate of RSSK-MRT,
we employ RSM-MRTwith IQmodulation. Fig. 4(b) exhibits
the channel characteristics of the legitimate receiver, Bob,
and the eavesdropper, Eve, for P = 256 and M = 32 when
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FIGURE 4. Channel characteristics of (a) RSSK-MRT vs. TSSK-MRC, and
(b) RSM MRT Bob vs. RSM MRT Eve.

Alice at the base station employs RSM-MRT.We can see that
Bob’s RSM-MRT channel is significantly superior to Eve’s.
We observe that there is no diagonal dominance in Eve’s
RSM-MRT channel. In fact, the eigenvalues of Eve’s RSM-
MRT channel exhibit singular values, and her symbol error
rate (SER) deteriorates rapidly.

Let us consider the channel capacity of Bob and Eve in
RSM-MRT in DL cellular systems. The channel capacity of
Bob and Eve can be found as [60]

Cb
RSM =EHb,ηb

[
max
Px(x)

I (x; sbRSM |Hb)
]

(30)

=EHb,ηb

[
max
Px(x)

{
H (x)− H (x|sbRSM ,Hb)

} ]
(31)

Ce
RSM =EHb,He,ηe

[
max
Px(x)

I (x; seRSM |He,Hb)
]

(32)

=EHb,He,ηe

[
max
Px(x)

{
H (x)−H (x|seRSM ,He,Hb)

}]
(33)

where the symbols sbRSM and seRSM denote the recovered
transmit antenna index and data symbol for Bob and Eve,
respectively. With the assumption of equiprobable inputs,

FIGURE 5. RSM-MRT channel transition of symbols.

and N = ML

Cb
RSM = log2(N )

+

[
(1− Pbe)log2(1− P

b
e)+ P

b
e log2(P

b
e/(N − 1))

]
(34)

Ce
RSM = log2(N )+ log2(1/N ) = 0. (35)

For independent channel matrices, the eigenvalues of HeH
†
b

are singular, and the channel capacity of Eve vanishes,
as shown in (35). The error probability of Bob exhibits
the equiprobable transition to other symbols, as shown in
Fig. 5(a). On the other hand, Fig. 5(b) shows that the symbol
transition of Eve displays a uniform distribution due to the
mismatched channel gain matrices. Therefore, the secrecy
capacity can be obtained as

Cs
RSM = Cb

RSM − C
e
RSM = Cb

RSM . (36)

As a result, the legitimate receiver achieves the secrecy
capacity equal to his isolated single channel capacity using
RSM-MRT in DL cellular systems. Therefore, RSM-MRT is
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TABLE 2. Simulation parameter settings.

FIGURE 6. TSSK-MRC, Eve SNR = 2 dB; RSM-MRT with BPSK;
P = 4,M = 2.

feasible for unicast, where the valid transmitter and receiver
pair enjoy the secrecy capacity that is equal to an insolated
single user capacity.

IV. NUMERICAL RESULTS
The simulation is performed using MATLAB version
9.8.0.1323502 (R2020a), and the simulation results are

FIGURE 7. TSSK-MRC, Eve SNR = 6 dB; RSM-MRT with QPSK;
P = 8,M = 2.

shown in Fig. 6 through Fig. 9. Corresponding simulation
parameters are listed in Table 2. Up to a moderate number
of antennas, i.e., 32, can be activated in 5G NR in practical
operating frequencies [61]. Therefore, we employ the number
of MIMO antennas from 2 to 32 in Fig. 6 through Fig. 9
for simulation purpose. The SER and capacity of RSM-MRT
with BPSK is compared to TSSK-MRC in Fig. 6 for P = 4
and M = 2 with Eve’s SNR equal to 2 dB. As we expected
RSM-MRT shows a superior performance to TSSK-MRC in
Fig. 6(a). Hence, the system capacity of RSM-MRT displays
a better performance than TSSK-MRC. The channel capacity
is plotted with a solid line, and the secrecy capacity with
a circle. Due to the independent channel matrices of Bob
and Eve, the secrecy capacity of RSM-MRT achieves an
isolated capacity. With TSSK-MRC, Bob’s secrecy capacity
is positive only when Bob’s channel condition is superior to
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FIGURE 8. TSSK-MRC, Eve SNR = 5 dB; RSM-MRT with 16-QAM;
P = 32,M = 2.

Eve’s channel condition [62]. In Fig. 6(b), Bob can have a
positive secrecy capacity when the SNR is greater than 2 dB
since the SNR of Eve is 2 dB, i.e., the bit energy-to-noise ratio
Eb/No = 2 dB. Both RSM-MRT and TSSK-MRC asymptot-
ically approach 2 bits per second (bps) as the SNR increases
as we expected. The asymptotic value of the secrecy capacity
is only 1.27 bps with TSSK-MRC. However, RSM-MRT
achieves an asymptotically isolated secrecy capacity of 2 bps.
In Fig. 7, we can observe a similar result for RSM-MRT with
quadrature phase-shift keying (QPSK) for P = 8 and M = 2
with Eve’s SNR equal to 6 dB. The SER of RSM-MRT is
superior to TSSK-MRC and the gap is larger than the case of
BPSK due to an increased number of transmit antennas. With
TSSK-MRC, Bob can experience a positive secrecy capacity
only forEb/No larger than 6 dB, since the SNR of Eve is 6 dB.
On the other hand, RSM-MRT exhibits an isolated secrecy

FIGURE 9. Secrecy Capacity; TSSK-MRC, Eve SNR = 6 dB; RSM-MRT with
BPSK (P = 4,M = 2), QPSK (P = 8,M = 2) and 16-QAM (P = 32,M = 2).

capacity independent of Eve’s SNR. The capacity of both
RSM-MRT and TSSK-MRC asymptotically approach 3 bps
as the SNR increases. However, Eve’s capacity displays 1.0
bps at Eb/No equal to 6 dB. Hence, Alice can transmit only
2 bps of secrecy data to Bob at a high SNR. We can also
observe that Bob’s secrecy capacity vanishes at an Eb/No
below 6 dB with TSSK-MRC. With RSM-MRT, Alice can
transmit a secrecy capacity equal to Bob’s channel capacity
at all SNR achieving 3 bps at a high SNR. The performance
of 16-ary quadrature amplitude modulation (QAM) is shown
in Fig. 8 with P = 32 and M = 2 with Eve’s SNR equal to
5 dB. The SER and capacity of RSM-MRT ismuch better than
TSSK-MRC, and the difference between the two systems is
significantly larger than the difference between the two in
BPSK or QPSK. The SNR of Eve is assumed to be 5 dB,
and Bob can have secrecy capacity only when his SNR is
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greater than 5 dB with TSSK-MRC. On the other hand, Bob
can have an isolated secrecy capacity equal to his channel
capacity when RSM-MRT with 16-QAM employed. With
TSSK-MRC, Alice can transmit only 1.98 bps of secrecy data
to Bob at a high SNR which is significantly reduced from his
asymptotic channel capacity of 5 bps. With RSM-MRT, Bob
can achieve a 5 bps secrecy capacity at a high SNR. Fig. 9
shows the performance of TSSK-MRC and RSM-MRT. The
SNR of Eve is 6 dB in Fig. 9(a). All modulation schemes
display a positive secrecy capacity for Eb/No greater than
6 dB with TSSK-MRC. In other words, Bob needs to have a
better channel condition than Eve to communicate the secrecy
data with Alice. It is observed that the secrecy capacity
of Bob is significantly reduced from his channel capacity
when 16-QAM modulation is employed. This is because the
capacity of Eve is high at 6 dB SNR. The SNR of Eve is
assumed to be the same as Bob’s SNR varying −20 dB to
20 dB, in Fig. 9(b). RMS-MRT always maintains the isolated
secrecy capacity that is equal to the channel capacity of Bob,
independent of the channel condition of Eve. However, the
secrecy capacity vanishes for all SNR with TSSK-MRC.

V. CONCLUSION
Cellular V2X can be implemented with 5G NR V2N with
its reduced latency and enhanced reliability. We proposed
5G cellular DL V2X implementation using V2N with spa-
tial modulation such as TSSK-MRC and RSM-MRT for
groupcasting and unitcasting, respectively, in platooning and
with extended sensors. Different types of communication are
considered in NR-V2X to fulfill the requirements of many
use cases of V2V, V2I, V2P, and V2N. The 5G NR V2N
communication can be considered for improved road safety,
increased traffic efficiency, and even infotainment. PLS pro-
vides security without any form of encryption in the upper
layers, and is based on relatively simple signal processing
technique. It is an excellent alternative to the computation-
ally intensive and complicated cryptographic algorithms and
techniques. Therefore, PLS can reduce the processing time
and computational complexity, and satisfy the strong wireless
channel security requirement. The main characteristics of the
PLS are the noise and fading of the wireless channel, which
are generally considered as impairments. However, they can
be exploited to successfully hide messages. We proposed
keyless PLS of 5G NR cellular DL V2N exploiting wireless
channel fading characteristics.

We investigated the secrecy capacity of DL cellular sys-
tems. With TSSK-MRC, the secrecy capacity vanishes unless
the legitimate receiver’s channel characteristics are superior
to those of the eavesdropper. If Bob’s channel gain or SNR
is better than Eve’s, Bob can communicate with Alice with
a certain secrecy capacity rate. Therefore, TSSK-MRC is
suitable for NR C-V2N groupcast since every member in
the group share the same traffic information. On the other
hand, RSM-MRT employs the MRT based on the legitimate
receiver’s channel characteristics. Hence, only the legiti-
mate receiver can detect the transmitted signal. However, the

eavesdropper’s channel is independent of the MRT channel if
the eavesdropper is located a certain distance away from the
legitimate receiver, which is very plausible in 5G mmWave
communications. Therefore, despite the channel quality of
the legitimate receiver and the eavesdropper, the legitimate
receiver can always enjoy the secrecy capacity, which is
the same as his isolated single channel capacity. Therefore,
with RSM-MRT, NR C-V2N unicast can enjoy the complete
secrecy capacity.
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