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ABSTRACT Physical layer security is a promising research direction for the fifth-generation and beyond
networks. This paper investigates the physical layer security of massive multiple-input multiple-output
(MIMO) systems over spatially-uncorrelated Rician fading channels in time-division duplex mode. In such
systems, uplink training stage is required for the base station to estimate channel state information (CSI)
for design downlink precoding matrices and for uplink data detection. Illegitimate users, or attackers, could
intentionally send jamming signals during the training stage to degrade the quality of the CSI obtained
at the base station, thus affecting the performance. In this paper, we propose a method for detecting the
presence of an attacker. Based on the fundamental properties of Massive MIMO communication, the base
station can treat the jamming signals as additive white Gaussian noise. A threshold to detect the existence of
the attacker is, therefore, computed in closed-form expression with a sufficiently large number of antennas
at the base station. The key merit of our proposed method is that it only requires statistical channel state
information and two training time slots to detect the jamming activity. Numerical results show that our
proposed attacker-detecting method is effective over various system parameter settings. Furthermore, the
benefits of the dominant line-of-sight (LoS) components have been testified. In particular, the detection
probability is improved by about 1.5 times with the presence of the LoS components, while the false-alarm
probability gets improved by more than ten folds.

INDEX TERMS Massive MIMO, physical layer security, secrecy capacity, Rician fading, jammer/attacker

detection, pilot contamination.

I. INTRODUCTION

Massive multiple-input multiple-output (MIMO) has become
one of the vital technologies in 5G networks [1], [2], [3],
[4], [5], [6], [7]. The underlying idea of the technology is to
equip the base station with a large number of antennas to pro-
vide extra degrees of freedom to simultaneously serve many
users [1]. Theoretical results and practical implementation
have proved that the massive MIMO technique has improved
spectral efficiency, energy efficiency and transmission relia-
bility of wireless networks significantly [8], [9], [10].
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Nevertheless, due to the natural broadcast characteristics of
wireless systems, illegitimate users could always be present
and pose severe threats to the safe and secure communications
between the base station and the legitimate user [11]. Such
illegitimate users could perform two major types of attacking
methods in wireless communications: passive attacks and
proactive attacks [12]. In a passive attack, illegitimate users,
often known as eavesdroppers, stay silent while overhearing
the messages that legitimate users exchange with the base sta-
tion. In a proactive attack, illegitimate users, often known as
attackers or jammers, could generate jamming signals to con-
taminate the signals exchanged between the legitimate users
and the base station, thus degrading their secure performance.
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The study of the physical layer security under the deploy-
ment of massive MIMO technology has attracted many
researchers to overcome the security threat in wireless net-
works [13], [14], [15], [16], [17], [18], [19]. Specifically,
in [13], Zhu et al. have developed a method to protect the
downlink transmission in a multicell massive MIMO sys-
tem. The results illustrated that the protection of downlink
transmission is possible by using matched-filter precoding
and artificial noise (AN) generated at the base station. The
achievable ergodic secrecy rate and the secrecy outage prob-
ability have been derived for these scenarios to examine the
system performance. By considering the downlink transmis-
sion in a multi-cell massive MIMO system, four different
data precoders, and three AN precoders have been studied
when the number of antennas of the base station, mobile
devices, and eavesdroppers are asymptotically large [14]. The
ergodic capacity has been analyzed to examine the system
performance. The results have illustrated that the proposed
polynomial data and AN precoders closely approach the
performance of selfish regularized channel inversion data
and null-space-based AN precoders, respectively. Taking
advantage of recent works, Wang et al. have provided an
in-depth analysis of the AN-aided secure massive MIMO
over i.i.d. Rician fading channel for massively distributed
antennas [15]. The results revealed that as the number of
transmit antennas increases to infinity, the secrecy outage in
the Rician channels depends on the geometric locations of
eavesdroppers.

Furthermore, in [16], the work has made an effort to
improve security and optimize the power allocation under two
secure constraints. The numerical results have reported that
deploying several remote radio heads and autonomous power
allocation can enhance the signal-to-interference-plus-noise
ratio (SINR) significantly. Besides, in [17], Wu et al. studied
the impact of large-scale multiple-antenna wiretap channel
on the physical layer security problems. Results indicated
two important results: 1) at the high signal-to-noise ratio
(SNR) regime, a generalized singular value decomposition
(GSVD) may show a severe performance loss for finite alpha-
bet inputs. 2) a novel Per-Group-GSVD design has been pro-
posed to effectively compensate the performance loss caused
by the GSVD design.

For the attackers, in [20], Zhou et al. studied the attack
strategies in the uplink training stage. These attacks directly
influence the legitimate transmitter to alternate its precoder.
By changing the precoding vectors, the network can enhance
the received signal during the data transmission with the pres-
ence of an attacker. A new security attack has been discov-
ered through the pilot contamination phenomenon. In [21],
the authors studied a single-cell downlink massive MIMO
system in the presence of an attacker with the jamming and
eavesdropping capability. A novel beamforming strategy that
establishes information-theoretic security without needing
Wyner encoding has been proposed. In [22], Do et al. have
proposed anti-jamming strategies to counter jamming attack-
ers based on the pilot re-transmission. Numerical results
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illustrated that the proposed strategies could improve the
security performance significantly. Pilot reuse in the trans-
mission is a matter of concern. In the future, we will study
how to combine the method of detecting unauthorized device
attacks with the reused pilot method for the channel model
of the Rician fading channel. When so many devices are
made from low cost components. Moreover, all practical
implementations suffer from hardware impairments such as
phase noise, quantization errors, amplification noises, and
nonlinearities. These issues are of practice, which should
be studied to evaluate and apply for the attacker detection.
Because the advantage of our research method is that there
is no need for knowledge channel information, it is also
an advantage for systems under hardware impairments [23].
We stress that the previous works studied problems where
the channels are subject to Rayleigh fading and users often
have full channel state information. However, in practice, the
channels contain the other features rather than the none-line-
of-sight (NLoS) components only. Theoretically, the Rician
fading channels are more general than the Rayleigh fading
channels, because they include the LoS component [24], [25].
Nonetheless, a Rician channel model makes it difficult to
analyze the secrecy capacity of the system [15], [26].

To the best of the authors’ knowledge, this is the first
investigation addressing the attack in the training stage over
the Rician channels. In more detail, we focus on detecting the
attacker’s activity in a massive MIMO system with the prior
information on the Rician fading channel coefficients. For the
system analysis, we study the system model where the base
station is equipped with many antennas and the attacks on the
uplink training stage. The movement of the attacker affects
the received signal direction. Let us suppose that when the
attacker moves very close to the base station, it will affect
the received signal and is more accessible than accepting
the signal from the base station to decode. This can lead to
two other problems: How can the network detect the attacker
through energy leakage? How can the network evaluate the
secrecy capacity with the presence of an attacker? In this
paper, we assume that the intelligent attacker could choose
the exact same location as the legitimate user. This means that
the legitimate user and the attacker have the same distance to
the base station and that they have the same angle of arrival
(AoA) with regard to the bore-sight of the antenna array at the
base station. This easily masquerades as a legitimate user.!
Our main contributions are summarized as follows:

« We consider the physical layer security of massive
MIMO systems with a possible presence of an attacker in
the uplink training stage. The pilot contamination caused
by the attacker is first analyzed for an arbitrary number
of base station antennas. The effects of thermal noise and
jamming attacks are then observed clearly as the number
of base station antennas grow large.

Un the future, we should consider the impacts of the attacker mobility on
the secure performance of the system.
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« We propose a detection method to detect the attacker
by pilot contamination without instantaneous channel
state information. The detection process only needs two
training symbols to detect the presence of the attacker.

o We analytically construct the detection region of the
attacker. We further analyze the detection probability
and the false-alarm probability. Our algorithm relies on
only statistical channel state information.

o We propose a detection method to detect the attacker.
Even when the AoAs are the same as each other, we still
get a very high detection probability and low false alarm
probability and can reach zero.

Numerical results disclose the detection performance of the
proposed method over finite network dimensions. The numer-
ical results also confirm the contributions of both the LoS and
NLoS link to the detection and false-alarm probability. Parts
of this paper were presented in [27]. This conference ver-
sion, however, presented only the attacker detection method
with pilot contamination in a radio frame. In contrast, this
journal paper generalizes the attacker detection over one or
more radio frames. Furthermore, the numerical results are
extensively verified over both the Rician and Rayleigh fading
channels to obtain insightful observations. Our study takes
into account the impact of the AoA of the legitimate user and
the attacker while estimating the detection probability and the
false alarm probability.

The remaining of this paper is organized as follows.
In Section II, we introduce our system model and the fading
channel model. In Section III, we propose an attacker detec-
tion method. Numerical results are provided in Section I'V.
Finally, Section V concludes the paper and provides several
topics for future work.

Notation: Lower letters are used for scalars. Upper and
lower bold letters denote vectors and matrices, respectively.
The (i, j)-the element of matrix A is denoted as [A]; ;. Iy is
the identity matrix of size M x M. The superscripts (-)”
and () represents regular and Hermitian transpose, respec-
tively. The mean value of a random variable denotes as E[-].

The notation — indicates the convergence in distribution.
Finally, CA/(-, -) represents a circularly symmetric Gaussian
distribution and A/ (-, -) denotes a normal distribution.

Il. SYSTEM MODEL

We consider a single-cell massive MIMO system as illus-
trated in Fig. 1 where a base station A communicates with
a legitimate user B under the presence of an attacker J. The
base station is equipped with M antennas, while the legitimate
user and the attacker are equipped with a single antenna.
For convenience, let us define X = {B,J}. We assume
that the transmissions between the legitimate user and the
base station are perfectly synchronized. Accordingly, the base
station knows the positions of the training symbols in the
uplink transmission. We denote /Cx as the index set of the
training symbols in radio frame k. Let S be the set of all
possible training signals for uplink training. Similar to [12],
we assume that S is an N-PSK (phase-shift keying) alphabet
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FIGURE 1. An illustration of the considered system model, where the
single-antenna attacker J attacks the communication between the base
station A, which is equipped with a large number of antennas, and the
single-antenna legitimate user B.

with the set of N possible training signals defined as & =
{ejz”’”/N :m € Z,0 < m < N — 1}. In the training symbol
¢ € Ki, we assume that the legitimate user can transmit
a random training signal sgx¢ € S in order to make it
unpredictable by the attacker. For most standardized wireless
applications, the training signal set S used by legitimate users
is often explicitly specified in the technical specifications.
Thus, it could be reasonably assumed that the attacker also
has prior knowledge of S. Nevertheless, it could not figure out
exactly which training signal is sent by the legitimate user in a
training symbol. One effective strategy that the attacker could
apply is to transmit a random training signal selected from
S, denoted as sy k¢ € S, to contaminate the uplink training
transmission, hence reducing the accuracy of channel state
information obtained at the base station. We can reformulate

(@) %
Sk, = SIk€5B k ¢SBk,t = Sk,¢SB k¢, (D

where Sk, o = SJ’leE,k,E e S and ST k0> SB.k,¢ € S. In (D),
(a) is obtained since |SB’k,g|2 =1.

We introduce o ¢ as the contaminating indicator parameter
where i ¢ = 1 if the illegitimate user transmits a training
signal in training symbol £ € Ky, and o ¢ = O otherwise.
In other words, pilot contamination occurs in training symbol
¢ € Ky if and only if ax ¢ = 1. Let us denote px as the
transmit power of user X € & during the uplink training
stage. In this paper, we assume that px remains constant over
many radio frames F. Let us also denote n ¢ € CMx1 gg
additive white Gaussian noise (AWGN) at the base station,
which is distributed as ng ¢ ~ CN (Opr1, O’ZIM), where o2 as
the variance of noise. The received training signal at the base
station corresponding to training symbol £ € Ky, denoted by
Yi.o € CY¥*1is given as

Yi.e = /PBB kSB.k,¢ + Qi e/PINI kST ke + K0 (2)

Let us denote the equivalent uplink channel coefficient vector
as f ¢ € CM*1 which is given by

fv.c = /pBhB x + k¢ /Dihy Sk 0. 3)

Using (1), we could rewrite the received training signal yi ¢
in (2) as follows

Yi,e = T ek, ¢ + Dk e @
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We assume that the locations of the base station and the
users do not change over many radio frames. For analytical
tractability, we assume that the antenna elements of base
station A collectively form a uniformly-linear array (ULA).
For such, we denote dy = mda /A the normalized distance
between adjacent antennas at the base station, where dj is
the distance between the adjacent antenna elements at the
base station and A is the wavelength corresponding to the
carrier frequency. Furthermore, we denote dx, VX € A,
as the distance from the base station to user X. We also
denote ®x € [—m, ], VX € X, as the angle between the
line connecting the base station to user X and the bore-sight
of the base station’s antenna array. We believe this system
model provides an initial mechanism for analytical tractabil-
ity to obtain valuable insights. More complicated models,
such as those with a large number of user terminals and/or
with multiple-antenna users are left for future work. Under
the ULA assumption at the base station, the array response
gx € CM*1 of the channel vector hy  is independent of radio
frame k and is computed as

gy = [1, @2dasin®x . ’ejZﬁA(M—l)simbinT _ (5)

By exploiting the fundamentals of massive MIMO antenna
array [28], we obtain gggx =M,¥X € X and
g)'gs = ¥(®p, 1, M) ©)
_ sin(M_dA(sin oy — sin &y)) ej(M—l)ElA(sin ®p—sin ®j)
sin(da (sin ®g — sin ®y))

(N

We can analytically observe the behavior of ¥ (®g, ®j) at the
limiting regime, i.e., M — oo as follows

lim ¥ (P, 5, M)l _ )1, ifsin dp = sin @y,

M—o0 M 0, ®)

otherwise.

In this paper, we assume spatially-uncorrelated Rician fading
channels [26]. We denote «x as the Rician coefficient and Bx
as the large-scale fading coefficient of hx. In general, kx and
Bx remain constant in many radio frames. In other words,
they are independent of the radio frame index. To initially
gain insights, we assume that ky and Bx are known perfectly.
Define the large-scale fading coefficients corresponding to
the LoS part and the NLoS part of hx ; as

BXL = 221Bx; BxN = o7 Bx- )

The instantaneous channel coefficient vector hx ; can be
decomposed in to the LoS and NLoS components as follows

hx .« = By 18X + By Wk (10)

where ﬂ)l(/ igx € CMx1 is the LoS component and ,3)1(/ I%wa €
CM>1 with wx ~ CN(0px1,Iy) being the NLoS com-
ponent. We emphasize that the Rayleigh fading model
considered in much prior work is a special case of our
model since it is only related to the NLoS component
in the spatially-uncorrelated Rician fading channel model,

125492

i.e. kx = 0 and hence Bx 1. = 0 and Bx N = PBx for all
X e X. For notation convenience and comparison purpose,
let us denote the following two subscripts (-)r; and (-)ra that
indicate the parameters regarding the Rician and Rayleigh
fading channel model, respectively.

IlIl. PROPOSED ATTACKER DETECTION METHOD

In this section, we propose a new attacker detection method
that takes into account the special characteristics of the
spatially-uncorrelated Rician channel model. We first present
how the detection regions are constructed and the detection
algorithm. We then show that the proposed detection method
is likely to take advantage of the features of this Rician
channel model to provide a higher detection probability than
much prior work considering the Rayleigh channel model.
Similarly, let (); and () indicate the parameters when the
attacker transmits jamming signals and those when it does
not transmit jamming signals, respectively.

A. PROPOSED METRIC

To avoid being detected as much as possible, the attacker
may choose to transmit jamming signals randomly in time.
Thus, to increase the detection probability, we propose a new
scalar-valued metric that is defined as a scaled inner product
of the received signal in training symbol [ € Ky in radio
frame k and that in training symbol u € K, in radio frame
q as follows:

Zk,qg = «/LMYEEYq,u- (11)

Although the expression in (11) is seemingly the same as what
was suggested in [29] for the Rayleigh fading channel model,
our proposed metric is of significant extension since it does
not require that the two training symbols be in the same radio
frame or in two consecutive frames.

We first define sg = Sg’q)uSB,k,g, then sg is a N-PSK
symbol because both SE’ g and s k¢ are N-PSK symbols.
For notation convenience, we define new variables as follows

1
g = St (12)

1
Ngg = T (ff,{ullk,z + ngufk,z + ng{unk,ﬂ) . (13)
By substituting (4) into (11) and using the new variables
in (12) and (13), we obtain

Zk,q = Qk,qSB + Nk g (14)

Note that (14) can be treated as the input-output relationship
of a single input single output (SISO) channel where sg is the
transmitted N-PSK symbol, a; 4 is the equivalent complex
channel coefficient and ny , is equivalent noise.

Since it is very challenging to determine the exact dis-
tribution of ny 4, we adopt the same approach as [29] in
which we study its statistical property when M is sufficiently
large. For a given realization of the channel vectors and the
transmitted pilot symbols, both £, ,, and f; , are well defined.
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Based on (11)—(14), one observes that

Iy
Nig = \/_MYk,Zy%M — Qg ¢SB, (15)

where yr¢ and yg, are two independent Gaussian vec-
tors of size M with the same variance O’ZIM, while its
means are £ ¢sg ¢ ¢ and £ 5B, 4,4, respectively. It follows that
E[ni 4] = 0. Since n 4 is a sum of M complex-valued normal
product Gaussian variables, we obtain the following result by
applying the Lyapunov central limit theorem

lim X4 % A0, 1). (16)

where the variance a/%,, is defined as below and will be proved
later to be finite when M grows very large

2
o = 5 (Ifg.ul® + Il + Mo?). (17)

In other words, when M grows large, ny 4/opm converges to a
complex-valued Gaussian random variable with mean 0 and
variance O’AZ,[. Numerical results in [29] showed that this
approximation is relatively tight even for a small number of
antennas at the base station, e.g., M = 5. In general, the
effective noise variance (TA24 depends on a number of fac-
tors, including the presence of jamming signals, the channel
model, and the positions of the two training symbols.

B. ANALYSIS IN THE PRESENCE OF JAMMING SIGNALS
As jamming signals exist in both training symbols, i.e. o ¢ =
agu = 1, replacing these values into (17) leads to the
following result:

2
o
ORiam = M(II«/@BJ( + /prhesiel®
+1VPBhB. g + VPIhygsqul? +Ma?).  (18)

We note that og; ; ,, in (18) is aligned with o in (17), but the
subscript ()rj,j indicates that we consider the Rician channel
model and that the communication system suffers from the
jamming attack. Since the expression of (18) contains the
instantaneous channel coefficient vectors, it is nontrivial to
observe the properties. Nonetheless, the insights are gained
at the limiting regime. Specifically, as M grows large, i.e.,
M — oo, we can compute its limiting value as follows

- T 2
ORiy = lim ogiyy
M—o0
2(~a 2 2
=0 (2,3B,k,k + 2Bk + 0

+2y/ Bo ki Bk (®p, DIRe(sk.c + 5q.), (19)

which is bounded from above thanks to the law of conser-
vation of energy and a finite transmit power level. In (19),
we define for all X € X as follows

_ , ifk =g,
Bxkg = {Pxﬁx q 20)

pxPBx.L, otherwise.
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Consequently, the equivalent channel coefficient is given as

1
aRiJ kg = W(«/PBhB,q + /prhygsgu)”

x (/pBhB k + /Prhy xSk ), 21

which depends on whether or not the two training symbols are
in the same radio frame. It also depends on if the training sig-
nals guessed by the attacker can match with those transmitted
by B, i.e., s,y = Sk,¢. Let us define

- — AaRi,J k,q
aRi,Jk,q = M1—I>noo W

= BB.k.g + Brik.gS) uSk
4

+/Be k.gPrigV (PB, P)(s) 4 sk.0).  (22)

Note thatas s, = sk ¢, which happens with the probability of
1/N, agj,j,k,q is areal scalar regardless of the comparison of k
and g. In this case, it has an overwhelming probability that the
contaminated metric zx 4 is located within the circle of radius
oRi,J and centered at an N-PSK symbol scaled by ag;j i, g-
In contrast, as s, # k¢, appearing with the probability of
(N — 1)/N, then agj j k4 is a complex scalar. It results in the
contaminated metric zx 4 located within the circle of radius
oRi,J and centered at an N-PSK symbol scaled by |ag;,j k¢
and rotated by a certain angle.

C. ANALYSIS WITHOUT THE PRESENCE OF JAMMING
SIGNALS

For completeness, we consider the case without an attack.
When the attacker does not transmit signals in both the
training symbols, we have oy ¢ = oy, = 0. Let us denote
U&  the corresponding value of O’AZ/[. By substituting o ¢ =
ag.u = 0into (17) and (12), we obtain

1
Ri0kg = s hy g i, (23)
omt = 0 slhpil? + pallhs |2 + Mo>
Ri.O.M = "7 PBIINB k pBlihB 4 o).
(24)

By using the properties of the Rician channel model pro-
vided in Section II and after performing some manipulations,
we obtain the following asymptotic results

lari,0.k,ql

aRi,0,k,g = lim = BB.k,g (25)

M— 00 v M
51%1,0 = A}l_{noo U}%i,O,M = No (ZBB,k,k + 02) . (26)

While both the obtained results are bounded as M — oo,
they indeed disclosure a distinction. In particular, ag;,o.x,q
is a function of the positions of the training symbols, but
6}%’0 is not.

D. PROPOSED METHOD

We recall that z , can be treated as the equivalent received
signal of the SISO channel with the input-output relationship
given in (27). We now construct the detection region based
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on the scalar metric zx 4 so that the base station could decide
whether an attacker is contaminating the desired training
symbols or not. Note that z; 4 is the sum of a N-PSK symbol
scaled by ari o0k, and Gaussian noise with mean O and
variance UI%LO’ - In general, the base station has not obtained
accurate information of small-scale fading coefficients before
the training periods. This means that it hasn’t known exactly
aRi,0,k,q and Gl%i,o, yy before making the decision on the pres-
ence of jamming signals. Nevertheless, as both the legiti-
mate user and the attacker do not move in a long enough
period, it is justifiable to assume that the base station could
accurately estimate the large-scale fading coefficients Sp
and Bg,L. Thus, for a given N-PSK modulation scheme and
for a large-enough number of antennas M, we propose the
detection regions as the circles of radius or; ¢ with the centers
at the scaled N-PSK symbols with the common scaling factor
of \/A_/IEzRi,o,k,q. In order to reduce the effects of noise on
detection accuracy, we also propose that K, where K > 2,
N-PSK training symbols are used for attacker detection pur-
pose. Based on these detection regions and the use of K train-
ing symbols, we propose the following detection method:

e Step I: The base station selects a set of K training
symbols from one or more consecutive radio frames. The
base station then forms a number of pairs of training
symbols from the selected set. Note that the maximum
number of pairs of training symbols is K(K — 1)/2.

o Step 2: For each formed pair of training symbols, for
example, training symbol £ in radio frame k and training
symbol u in radio frame ¢, i.e. £ € K and u € Ky, the
base station performs the following steps:

2.1. Compute the scalar-valued metric zx 4.

2.2. Compute dy, = |zxq — v/Magioxq¢™*/N| for
eachm € 0,1,---, N — 1. Note that d,, can be
considered as the distance from the scalar-valued
equivalent received signal to the m-th scaled N-PSK
symbol.

2.3. Compute the minimum distance, which is defined
as dmin = minOSmg(Nfl) dp.

2.4. Ifdmin < ORrj,o then the base station decides that the
training symbols are not contaminated; otherwise,
it decides that they are contaminated, i.e., there
exists an attacker.

o Step 3: Based on the majority of the detection results
of the formed pairings, the base station determines the
presence of the jamming signals.

o Step 4: The base station makes the decision on the pres-
ence of an attacker over the duration of the selected radio
frames based largely on the results of attacker detection
corresponding to the formed pairs.

We emphasize that the larger the number of formed pairs
is, the more accurate the attacker detection decision is. The
benefits, however, come at the cost of more overhead and
more computational complexity. Note also that the use of
more pairs of training symbols to take advantage of temporal
diversity is one of the main differences between this paper in
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relative comparison with prior work, including our own prior
work [27].

E. ASYMPTOTICAL ANALYSIS OF DETECTION
PROBABILITY
In this section, we analyze the detection probability of the
proposed method when the number of antennas M at the base
station grows very large to obtain insights on the impacts of
the channel model. Dividing both sides of (27) by a4, which
is non-zero, we get the following processed metric

Zhg =SB + 2t 27)

akq"

The radius of each proposed detection region is proportional
0 DRi0 kg = Ofi 4.4/ 19Ri,0.4,4|* In addition, the radius
of the circle, where the metric zx , appears with a high
probability under the attacker, is proportional to0 DRj kg =
Uéi’ Tk /lari, ‘]’k’q|2. In principle, the detection probability is
close to zero when Dgjjkq =< DRiok,q and it increases
with the ratio of Dgijk,q/DRri0,k,q When Drijirg >
DRi 0,k,q- Subsequently, Dr; 5 x,q4/DRi,0,k,4 sShould be as large
as possible. Notably, we can show Dg;jk q/DRi0kq =
DRi.j.k.k/DRi,0.k.kx for all g. This means that the performance
of the proposed approach allows the flexibility of checking
the existence of jamming signals frequently.

IV. NUMERICAL RESULTS

We perform the simulations based on the detection proba-
bility and the false-alarm probability to evaluate the perfor-
mance of our detection method. The false-alarm probability is
defined as the probability of detecting an attacker, given that
this attacker is not present. We consider a system in which
the base station is located at the center of the coverage area.
The legitimated user and the attacker are randomly located.
We assume that the effect of shadowing fading is ignored,
so the large-scale fading coefficients are defined, similar
to [30], [31], and [32], as follows

Bx.y = —32.4 — 10ny log,((d3p.x) — 201og;(fe)-

where X € X, Y € Y = {L,N}, d3p x is the distance in
meters from the base station to the user X in 3-D space, the
carrier frequency f; is set as f = 3.5 GHz. Moreover, ny is
the path-loss exponent. Moreover, the distance d3p x is given
by

dip.x = \Jd3y x + (ha — hx)?, (28)

where dop x is the distance from the base station to the user X
in the 2-D space, hp is the height of the base station A,
and hyx is the height of the user X [30]. In the considered
model, we suppose hpn = 10m and hg = h; = 1.5 m.
The paper investigates the urban cell environment
(UMa: Urban Macro), then ny = 2 for LOS and ny = 2.9 for
NLOS [31], [32]. Following [30], for the UMa environment,
« measured in dB is a normal random variable A/ (9, 3.5). For
simplicity, we assume «g = kj = 9 dB. The system works at
bandwidth 10 MHz and the transmit power of the base station
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FIGURE 2. Detection probability vs. SNR for the numbers of training

symbols are 2, 4, 10, 15, the number of radio frames is 2, PSK number

N = 8, the number of base station antennas M = 128, Pg = 24 dBm,
P; =24 dBm and g = 0 rad va &, = 0.1 rad.

is pg = 46 dBm. The distance between adjacent antennas
at the base station is half wavelength,that is d4 = 0.5.
The noise density at the base station is 9 dB/Hz, while the
noise density at the users B and J is 5dB/Hz. We suppose
®p = 0 rad. We consider a simulation scenario where the
attacker is close to the legitimate user with the parameter
settings. First, the distance from either the legitimate user or
the attacker to the base station is 300m. Second, the Rician
factors are kg = k3 = 9 dB. Finally, numerical results are
averaged over 200000 samples with with the different number
of training symbols K and the number of radio frames.

The SNR is defined as SNR = Pp/Ny dB. Fig 2 shows
the detection probability value for different values of SNR
when the base station is equipped with 128 antennas. The
transmit powers are pg = p; = 24 dBm. We con-
sider different numbers of pilot signals K € [2,4, 10, 15].
The simulated modulation scheme is 8-PSK. As expected,
the detection probability increases with the SNR value; in the
high SNR regime, the detection probability approaches one.
Notably, the larger the number of pilot signals, the larger
the detection probability.Even with a low SNR = —10 dB
and a number of training symbols K = 2, the detection
probability is around 58%. When increasing the number of
training symbols to K = 4, the detection probability increases
greatly to 88% and gradually approaches 1 at a high SNR.
If the number of pilot signals exceeds K = 10, the probability
of detecting the attack is very high. It exceeds 93% and
reaches almost one. Once the system exploits a sufficiently
large number of pilot signals, the difficulty is increased for the
attacker to collect channel information, simulate pilot training
of licensed users and attack labor. Then the base station
can easily detect the attacking device. The results show that
in Massive MIMO communications with the Rician fading
channels, the network can exploit a large number of antennas
and an appropriate number of pilot symbols to successfully
detect the illegitimate user with an overwhelming probability.
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FIGURE 3. Detection probability vs. SNR for the number of training

symbols is K = 5, the number of radio frames is 3, the number of base

station antennas M = 256, Pg = 24 dBm, P; = 24 dBm and &g = 0 rad

and ¢, = 0.1 rad.

Fig 3 presents the detection probability as the function of
SNR value in a scenario with 256 antennas at the base station.
The transmit power values are pg = p;y = 24 dBm. The
considered modulation levels are N = [4, 8, 16, 24]-PSK.
Note that the detection probability increases with the SNR
value and that in it is almost one in the high SNR regime.
In addition, the detection probability decreases dramatically
as the number of constellation points increases. For example,
at the SNR value equal to 0 dB, the network using the 4-PSK
modulation offers the detection probability of about 0.97.
Nevertheless, the detection probability is only about 0.84 if
the 24-PSK is used. A large number of constellation points
have slower convergence rate. This issue can be improved
by increasing the number of BS antennas or the SNR. The
observation demonstrates the challenges to detect the attacker
when a large number of constellation points is utilized.

Fig. 4 shows the detection probability vs. the different SNR
values of our system for N = 8 PSK and a different number
of antennas at the BS. The detection probability increases
with the SNR value. Although the detection probability has
improved by roughly 0.93 with a few antennas at the BS and
by utilizing the pilot training overhead K = 5 in 4 frames
only. When the BS is equipped with many antennas, e.g.,
with M = 128 the detection probability can reach up to 0.96.
According to the trend, the detection probability can be close
to one when there are a sufficiently large number of antennas
at the BS. Alternatively, the higher number of BS antennas
offer better detection probability thanks to channel hardening
and favorable propagation [33].

Meanwhile, Fig. 5 compares the detection probability
between the Rayleigh and Rician fading channels as a func-
tion of the SNR withM = 4, K € [5, 10], the number of radio
frames is 2, N = 16, pg = 24 dBm, p;j = 24 dBm, &5 =
0.1 rad, and &5 = 0.1 rad. With K = 5, for a system over the
Rayleigh fading channel model, the detection probability is
lower bounded by 65% in the considered parameter settings
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FIGURE 4. Detection probability vs. the SNR for the number of training

symbols K = 5, the number of radio frames is 4, the PSK number
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FIGURE 5. Detection probability of the Rayleigh fading and Rician fading
channels vs. the SNR with the number of antennas M = 4, the number of
training symbols K = [5, 10], the number of radio frames is 2, PSK modu-
lation level N = 16, Pg = 24 dBm, P; = 24 dBm and &g = 0.1 rad and

®; = 0.1 rad.

and gets better as the SNR increases. Meanwhile, with the
same number of training symbols, in the Rician channel
model, the detection probability is significantly improved
with the lower bound of the detection probability 95%,
increasing by 30% compared to the Rayleigh fading channel
model and quickly reaching to one as the SNR increases.
We observe that the detection probability of the system over
the presence of LoS components is very high despite a few
antennas equipped at the base station and even though the
attacker has the same AoA as the user.

Fig. 6 shows the false-alarm probability vs. the number of
base station antennas with PSK modulation level N = 8§,
®; = Orad, and &g = 0.1 rad. The number of training
symbols is selected in the set of [5, 10, 15, 20] in the three
frames. As expected, the false-alarm probability decreases as
the number of base station antennas increases. Moreover, all
the results show that the false-alarm probability is relatively
low with a sufficiently large number of training symbols.
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FIGURE 7. False-alarm probability vs. the number of antennas for PSK
modulation level are [4,8,16,24], number of training symbols is K = 12, the
number of radio frames is 3, ®; = 0 rad, &g = 0.1 rad, SNR=1 dB vs. M.

Besides, the false-alarm probability approaches zero as the
number of antennas is large enough. This means that the
attacker can be detected effectively by a very high probability
via utilizing a large number of training symbols as well as a
large number of antennas.

Fig. 7 presents the false-alarm probability for another set-
ting of parameter including ®; = 0 rad, g = 0.1 rad with
with number of PSK = [4, 8, 16, 24], number of training
symbols is K = 12, and in 3 frames when number of base
station antennas increases. These results show the system get
high values of PSK. The system has a lower probability of
false alarm. Even if the probability of false alarm is very low,
close to 0, it can be considered as a system with almost no
false alarm.

Fig. 8 shows the false-alarm probability decreases even if
®; = Orad, &g = 0.1 rad with the SNR =[-5, 2, 4, 10] dB,
number of training symbols is K = 11, and in the number
of radio frames is 2 when number of base station antennas
increases. These results showed the system get less values
of SNR, the system had the less false-alarm probabilities,
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SNR € [0, 3] [dB], the number of training symbols is 14, the number of
radio frames is 8, PSK modulation level is N = 16, ®; = 0.1 rad,
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even the probability of false alarm is close to zero. Fig. 8
show the results of Rician fading channels. These results
demonstrated that in the Rician fading channels false-alarm
probabilities almost very close to zero while the number of
antennas increased and the number of constellation points is
sufficiently high.

Fig. 9 compares the false-alarm probability of the system
over either the Rayleigh fading channels or the Rician fading
channels with SNR = [0, 3] dB, the number of training
symbols is 14, the number of radio frames is 8, PSK mod-
ulation level is N = 16, pg = 24 dBm, pj = 24 dBm,
and the AoA of legitimate user &g = 0.1 rad and the AoA
of the attacker ®; = 0.1 rad vs. the number of base station
antennas. Even though the AoA of the attacker and that of the
user are identical to each other, the considered benchmarks
have, nonetheless, a very low false alarm probability. In our
considered scenarios under the Rician fading channels, the
false-alarm probability rapidly converges to zero when the
number of base station antennas grows. In all the parameter
settings, the system over the Rayleigh fading channels yields
about 10% lower the false-alarm probability than that of the
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system over the Rician fading channels. In particular, the
results demonstrate that the false-alarm probability of our
considered framework is significantly smaller than what was
considered in [12]. The results manifest the benefits of a
massive number of antennas in protecting legitimate users
from jamming attacks.

V. CONCLUSION AND FUTURE WORK

In this paper, we studied the detection scheme based on
randomly transmitting the modulated pilot signals with the
N-PSK modulation schemes. The detection scheme requested
only the two training slots to execute detection at the base
station without any the prior knowledge on the instantaneous
channels. With a small number of the constellation points
and the high SNR regime, we have explored that our pro-
posed detection scheme achieves the detection probability
one. Numerical results showed that the proposed detection
scheme provided the high detection probability and lower
false-alarm probability with many settings. As one potential
direction for future work, we may investigate the affects of
single or multiple attackers in massive MIMO communica-
tion systems with the spatially-correlated Rician channels.
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