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ABSTRACT Nowadays, VANET (Vehicular Ad hoc Network) is one of the key aspects of developing
advanced intelligent transportation systems. Due to its huge mobility and rapid topology alteration, the
network exposes to link failure that affects the firmness of the network and causes delay and congestion.
Additionally, the dynamic change in the network routing affects the network’s security, making it vulnerable
to various attacks, and results data loss. An efficient and highly secured routing protocol is needed to
overcome these drawbacks. Subsequently, this research proposes a new routing protocol that combines the
Quality of Service (QoS)-aware Cluster Head (CH) selection and hybrid cryptography named QoS+. The
QoS+ protocol is mainly divided into QoS-based CH selection and hybrid cryptography modules. The CH
selection module based on QoS parameters attempts to provide reliable and stable clusters and improve
the firmness and connectivity during the communication process of the network. The hybrid cryptography
module contains Advanced Encryption Standard (AES) and Elliptic Curve Cryptosystems (ECC) algorithms.
It attempts to improve the security and privacy of the network. The QoS+ protocol is evaluated by a
developed VANET simulator using NS2 software. The simulator consists of a network model, a load model,
and an attack model. Various speed and transmission ranges and gray hole and wormhole attacks are used
in the simulator. The outcome calculated from the performance analysis shows that the proposed QoS+
protocol has a 7% to 24% higher message success rate, 500 to 800 higher packets normalized routing load,
350 to 550 Kbps higher throughput, 5% to 17% higher efficiency, and 50ms to 12ms lower end-to-end delay
when compared with the earlier works of ECHS andKMSUNET. The proposed QoS+ protocol also achieves
superior performance in terms of CH efficiency, cluster member efficiency, and average cluster number with
various speeds and transmission ranges.

INDEX TERMS Vehicular ad hoc network (VANET), quality of service (QoS), network security, cluster
head (CH).
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I. INTRODUCTION
Vehicular Ad-hoc Network (VANET) is the division of the
mobile ad hoc network, mainly applied in the Intelligent
Transmission System (ITS). To facilitate the communication
process from one place to another, VANETs use wireless
devices. The distinctiveness of the VANETs is huge and
high-speed mobility, the most dynamically varying topol-
ogy, and variable structures. The general types of VANETs
are Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure
(V2I) communication. Later, Vehicle to- Roadside units
(V2R) are included with it [1]. Additionally, VANET enables
automobiles to interact with one another without the need for
infrastructure. It has acquired popularity due to its security
and cost efficiency.

Creating a routing system that can manage a high-mobility
environment in VANET is still challenging. As a result of
increased mobility and different topology, data might become
outdated, raising concerns about disconnectedness and packet
loss among vehicle nodes [2], [3], [4]. Most researchers intro-
duced routing protocols to improve the security and traffic
model in the VANETs. Nevertheless, this is an open research
area, and we need improvement in the communication pro-
tocol of VANETs. Different types of software are presented
to validate the communication protocols’ performance. The
most common conventional software is Network simulation
and testing to authenticate the performance of various ad hoc
communication protocols, as in [2].

Because of VANETs behavior, sustaining the firmness of
the network becomes a challenging task. Its stability and
communication are significant in enhancing the network’s
overall performance. The stability of the network can be
achieved by controlling the factors such as location, direc-
tion, movements, connection, speed, and density. Clustering
is one of the traditional models that help improve network
stability [3]. This approach’s core idea is to decrease energy
consumption by creating clusters and selecting cluster heads
and gateways [4]. On the other side, providing security to the
network will improve its stability of it, and it also helps the
network to protect itself from vulnerable attacks [5], [6], [7].
To address thementioned defects in the network, in this paper,
we introduced a new service (QoS)-aware cluster head (CH)
selection and hybrid cryptography (QoS+) routing protocol
to meet data transmission, energy, and security issues present
in the network.

The QoS+ protocol encompasses two concepts to
improve network routing: clustering and hybrid cryptogra-
phy. The clustering technique aims to improve the network’s
energy, efficiency, and firmness of the VANETs, even with
high-speed mobility and dynamically varying environment.
Hybrid cryptography with the combination of Advanced
Encryption Standard (AES) and Elliptic Curve Cryptosys-
tems (ECC) algorithms aim to improve the confidentiality of
the data in VANETs. The paper has three main contributions:
• Propose a new QoS+ routing protocol that combines
the Quality of Service (QoS)-aware Cluster Head (CH)
selection and hybrid cryptography. The fundamental

cause of the proposed QoS+ routing protocol is to
reduce the energy consumption, delay, loss of packets,
and routing overhead of the network. In QoS+, mali-
cious activities are detected and prevented using a hybrid
cryptography algorithm.

• Integrating a hybrid cryptography module in the QoS+
routing protocol that contains Advanced Encryption
Standards (AES) and Elliptic Curve Cryptosystems
(ECC) algorithms. It attempts to improve the security
and privacy of the network. The networks are exposed
to different types of attacks, including black and gray
hole attacks and wormhole attacks.

• Testing and evaluating the QoS+ protocol in a VANET
environment with varying QoS metrics. The simulated
VANET consists of normal, trusted, and malicious
nodes. The QoS+ protocol can manage to classify the
nodes and data transmission in such a way that ensures
reducing the network’s energy consumption and main-
taining the network’s security. The parameters that are
concentrated for the process of results analyses are
network throughput, message success ratio, normalized
routing load, packet loss, energy efficiency, and energy
consumption.

The rest of this paper is organized as follows.
Section 2 presents the related works. Section 3 shows the
construction model of the VANET network, including the
systemmodel, network model, load model, and attack model.
Section 4 discuses the details analysis of the proposed routing
protocol. In Section 5, VANETs simulation and evaluation
results are analyzed. Finally we draw conclusions from our
work in Section 6.

II. RELATED WORK
In [8], the author created a centralized and localized con-
gestion control. This method greatly improves performance
by measuring the parameters, such as network throughput,
end-to-end delay, and packet loss ratio. However, energy
and delivery ratio calculations are missing. In [9], the
author introduced a Fuzzy-Based Cluster- Management Sys-
tem (FBCMS) to decrease energy consumption in VANETs.
The network connectivity is concentrated mainly, and it
shows better results. However, the other parameters are not
shown.

In [10], the author created a novel approach, namely a
centralized cluster-head deployed intrusion detection system
(IDS), mainly used to reduce network packet loss during data
transmission from source to destination. This method greatly
helps to overcome the problem caused by the high mobility
of vehicles. If we apply this method in a network with huge
numbers of vehicles, the detection time taken is very high,
which will increase the network delay. In [11], the author
used Discriminant Analysis (DA) and Linear Discriminant
Analysis (LDA) to secure the network from various kinds of
attacks. Various machine learning methodologies are used in
IDSs in VANET to protect the network from attacks [12]. The
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TABLE 1. Merits and demerits of the earlier research works.

method used in the paper is clustered Self-Organized Map
(SOM).

Similarly, in [13], the author introduced a newer model
called a trust-aware model for both the operation, such as
intrusion detection and protection. The results improved the
network’s overall performance with a small number of vehi-
cles in it. It is not sure that the same results will be obtained
when applying this model with a huge number of vehicles.

In [14], a game-theoretic-based incentive mechanism is
proposed to process the idea of collaborative detection, which
improves resource utilization. In [15], the perception of
cluster-based mobility prediction is done in VANETs. Some
research uses a clustering-based 3D channel model to extract
multi-path components (MPC) to improve energy efficiency
[16]. In [17], clustering-based detection algorithms are used
to improve the network’s quality of QoS. It helps to reduce
the detection efficiency significantly, improving the overall
energy efficiency of the VANETs.

In [18], the idea of a multi-hop clustering algorithm is pro-
posed by the author to improve the reliability of the network.
Likewise, several graph-based algorithms are introduced,
such as a graph-based algorithm utilizing graph partitioning
and graph theoretic algorithms using spatial reuse [19], [20],
[21]. In [22], the author proposed a cluster-based routing
protocol to improve the network QoS, called QoS-based
Monitoring the Malicious activity (QMM-VANET). The pro-
tocol consists of cluster head (CH) selection, best neighbor
selection, and gateway recovery algorithm. The simulation
is done through NS2 in the highway scenario. The signifi-
cant parameters concentrated for the outcome performance
analysis are packet delivery ratio, delay, and network sta-
bility. However, parameters such as throughput, overhead,
control packets, energy efficiency, and consumption are not
considered. These are the major drawbacks of this research
work.

In [23], the author introduced a new model to reduce
congestion and increase network security. This method con-
sists of the concepts like CH selection and security using
encryption. The major parameters calculated in the research
are energy consumption, energy efficiency, delay and packet
loss. However, core parameters like packet delivery ratio,
network throughput, routing overhead, and hop count are
not concentrated. These are the drawbacks of this approach.
In [24], the author developed a trust with cryptography model
to improve the performance of the VANET network called
Fog–based Rogue Node Detection (F–RouND), which is
dynamic in nature. The parameters that were considered in
this research are delay, overhead, and False–Positive Rate.
However, the major drawback of this research is that major
parameters such as energy consumption, energy efficiency,
packet delivery ratio, and throughput and packet loss, were
not taken into consideration. In [25], the author suggests
that clustering is the best technique to improve the energy
efficiency of the network. Therefore, in this research Efficient
Cluster Head Selection (ECHS) method is proposed. In this
work, a centralized clustering model is used. The simulation
outcome shows better network lifetime, packet loss, over-
head, and network delay results. However, parameters, such
as packet delivery ratio, network throughput, and hop count,
were not considered. The throughput and packet delivery ratio
are the core parameters for the betterment of the network.
Hence, as those parameters were not considered is a research
drawback. In [26], the author proposed an Efficient KeyMan-
agement Scheme (KMSUNET), an encryption method used
to improve network security. This method greatly improves
the packet delivery rate and energy efficiency. Nevertheless,
network throughput proposed was low. Table 1 shows the
merits and demerits of the earlier research works.

These are some of the earlier research work related to
network energy efficiency and security. We summarized the
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main drawbacks of each work. Thereafter, in this work,
we introduced QoS-aware CH selection and hybrid cryptog-
raphy (QoS+) to improve performance in terms of network
routing efficiency and security.

III. SYSTEM MODEL OF THE VEHICLE
The mechanism and models of the VANETs that are used in
this study are illustrated here; They are network model, load
model, and attack model.

A. NETWORK MODEL
In VANET network, the information is transmitted through
vehicle communication. The major equipment of the vehi-
cles is On Board the Unit (OBU), a Global Positioning
System (GPS), and radar which are mainly used to dis-
tribute location, acceleration, momentum, and braking status
to the nearest vehicle. The types of communication used
here are V2V and V2I communication for multi-hop data
transmission.

B. LOAD MODEL
The load model used in this study is Green shield’s load flow
[27]; here, the traffic mainly covers the urban and highways
areas. This model is chosen because it is simple and enhance
accuracy in real-time scenarios. The parameters used in the
calculation are density (D) and speed of vehicles (Vspeed ). The
expression is given to show the connection between speed and
density.

Vspeed ∝
1
D

(1)

Vspeed = Cwindow
1
D

(2)

where Cwindow denotes the contention window value, which
is based on the vehicle coverage area; here, speed is nega-
tively correlated with density. So, if the density reaches its
maximum at a certain point, the speed reaches zero at the
same point, and vice versa. The point where density reaches
its maximum is denoted byD_max, and the point where speed
reaches its maximum is represented as S_max.

C. ATTACK MODEL
Various kinds of attacks are present in VANETs. This work
mainly concentrates on gray-hole attacks and false informa-
tion attacks.

1) GRAY HOLE ATTACK
During communication, specific processes will be done.
These processes include: data forwarding, discarding, mod-
ifications of packets in the route, and eavesdropping. At this
time, two or more malicious vehicles are created, and some
malicious activities are created by sending packets with the
help of a private transmission path to minimize the interme-
diate hops.

2) WORMHOLE ATTACK
During the process of this attack, two or more malicious
vehicles are created from various positions, which join with
one another and result in the formation of a private tunnel.
During the execution of this attack, those malicious vehicles
produce maximum RSSI value signals to influence other
ordinary vehicles in their coverage area. Those vehicles are
chosen on the optimal route toward the destination. Then,
the data transmission is initiated, and the malicious vehicle
transmits all the received information to another malicious
vehicle on the opposite side of the tunnel.

IV. THE QoS+ ROUTING PROTOCOL
The main aim of this research is to improve the network’s
confidentiality and routing efficiency. In the earlier studies,
due to attacks, the network privacy is compromised. Fur-
thermore, due to the huge mobility in dynamically varying
VANET networks, the routing efficiency of the network is
reduced. This leads to a reduction in the overall performance
of the network. In this study, a novel approach is developed
to overcome these issues and mainly divided into two parts:
QoS-aware CH selection and AES-ECC-based key genera-
tion. The overall workflow diagram of the proposed protocol
is given below.

A. CLUSTERING IN ROUTING PROTOCOL
In this subsection, we initiate clustering protocol in VANET
to optimize the process of CH selection. CH is chosen accord-
ing to distance, threshold, velocity, density, and speed. Addi-
tionally, this protocol sustains the firmness and connectivity
of the network. At first, this CH algorithm selects the trusted
node as the CH. Then, CH selects a group of appropriate
neighboring nodes as gateways, especially for retransmission
and cluster connection. In the last stage, if any link failure
occurs, the alternative gateways are selected by the gateway
recovery algorithm. The geographical position of the network
nodes is obtained by using GPS. Here, transmissions are
omnidirectional. The vehicles are divided into three cate-
gories in the network: (1) Trusted vehicles: A vehicle that
generates data in a trusted manner with normal behavior.
(2) Normal Vehicles: These are common nodes in the net-
work. (3) Malicious Vehicles: In case the unusual activities
of the nodes are identified, the distrust value of the vehicle
increases than its threshold value. Those nodes are termed
malicious vehicles. The cluster head election algorithm is
mainly used to elect the appropriate CH and divide the net-
work into groups. It consists of four steps in the selection of
required parameters.

• Step 1: Decide the number of neighbors for the vehicles
using its neighbor table. That neighbor table consists of
node location, speed, and density. The QoS value is a
calculation using clustering and the QoS matrices. This
calculation is carried out by using the neighbor table.
The mathematical expression of the value of QoS is
given below:

VOLUME 10, 2022 124795



M. A. Jubair et al.: QoS Aware Cluster Head Selection and Hybrid Cryptography Routing Protocol

FIGURE 1. Work flow diagram of the QoS+ routing protocol.

QoSvalue = (Be × Savg ×
Dvalue
Vvalue

)/Tv (3)

where Be and Nv are the networks’ existing bandwidth and
average speed of the vehicles. Dvalue is the vehicle’s distance
ratio, and the term Vvalue is the vehicle’s velocity ratio. And
finally, Tv is the trust value of the vehicle. This trust value is
the combination of the calculation of direct and indirect trust
factors.
• Step 2: Data Communicationmodels and rank-based CH
selection are made to construct effective communica-
tion.

• Step 3: Speed and Density of the vehicle determination,
mainly used to maintain the stability of the network.

1) QOS-BASED ROUTE SELECTION
In the process of the multi-path routing model after the
election of CH based on the QoS, each CH will transmit
the hello packets to its neighbors, which is in the coverage
distance D_min. To preserve the neighbor details properly,
each CH maintains the routing table. At the end of each
transmission, the neighbor table gets updated. Figure 2 shows
the significant blocks of the hello packet.

FIGURE 2. Blocks of hello packets.

Link Stability: To select the next hop, link stability calcula-
tion is essential for the CH. The set of neighbors of the present
cluster head CH i is denoted as Ni. Link stability calculation
includes power, link performance, and buffer factor. The link
stability of the network is mathematically expressed below.

Link Stability = {Pinitial,j + Bbuffer,j + LPij} (4)

where, Pinitial,j is represented as the initial power of present
neighbor CH j, Bbuffer,j is represented as the current neighbor

CH j buffer size, LPij is represented as the presentCH i and the
present CH j link performances. The expression to calculate
the LPij is given below:

LPij =
SINRij

Dj to destination
(5)

Here, SINRij denotes the signal interference to noise ratio
of the link among the present CH (CH i) and the present CH
neighbor (CH j), andDj to destination denotes the travel distance
between the present CH neighbor (CH j) and the destination.
To find the next hop, the math expression is given below:

Hopnext = Max {Link Stability} (6)

The stable link is found using these calculations, and the
source CH transmits the route request packet (RREQ) to the
next neighbor. In Figure 3, the blocks of the RREQ packet are
given.

FIGURE 3. Blocks of RREQ Packets.

In the figure, Rtime refers to the packet received time, and
Cdelay represents the packet communication delay. Using this
parameter, the end-to-end delay of each packet can easily be
calculated. Control packets are reduced, automatically reduc-
ing the network overhead, which saves power. The node’s
trust value is calculated using direct and indirect trust. The
direct trust calculation among any two nodes according to
the process of predefined communication, which is nodes
X and Y. The core metrics considered in this calculation
are the total number of transmitted packets and time factor
attenuation. The expression for direct trust is mathematically
explained below:

Dtrust (X ,Y ) =

∑time
i=1 A

t−iQiXY
Q

(7)

where Q =
∑time

i=1 A
t−i, At−i= (0 <A< 1), represents the

time attenuation function, QiXY represents the number of
packets transmitted from node Y to X at each time instance.
The number of transmitted packets and the trust value
is directly proportional. If the transmitted packet counts
increase, the trust value automatically increases. If nodes X
and Y do not communicate, then Dtrust (X ,Y ) is set to default
value 1.

In the process of trust evaluation of the node, the indirect
trust factor calculation is also essential. The indirect trust
factor and the nodes X and Y depend on past histories such
as abnormal leaving, abnormal joining, normal leaving, and
normal joining. The expression for indirect trust is mathemat-
ically explained below:

IDtrust (X ,Y ) =
1
f

∑f

i=1
DT di (d) (8)

where f is the overall count of neighbors present at the
time duration. Finally, the route reply packet is transmitted
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by including the direct trust and indirect trust calculations.
In Figure 4, the blocks of the RREP packet are given.

FIGURE 4. Blocks of rreq packets.

2) DATA COMMUNICATION MODEL
The data communication model is subdivided into two sub-
sections. They are intra-cluster communication and inter-
cluster communication. Both are described below:
• Intra Cluster Communication: At the time of the local-
ization period, a normal node transmits the request mes-
sage to its CH using D_min, which is the travel distance
between the CH and the normal node. CH aggregates the
collected data, and it is termed aggregated data.

• Inter-Cluster Communication: At the end of data aggre-
gation, inter-cluster communication is initiated. During
this period, the optimal path is selected, and the aggre-
gated data gets transmitted to another CH or the Base
Station (BS). Here the other CH represents the relay
CH, which is selected based on the rank factor. The
rank factor is determined using the initial power, signal
strength, and the normal nodes inside the cluster. The
rank factor is calculated based on the following equation.
The CH, on its own, maintains a routing table to store
all the transmission details. If the CH rank is high,
then during the process of inter-cluster communication,
it is highly possible to achieve better Quality of Service
(QoS). In case the BS is out of the coverage area of the
CH, then CH will select the neighbor CH with a higher
rack factor to transmit the data to the BS. If multiple
numbers of CH are present with a similarly high rank,
then any CH can be chosen randomly by the present CH.
The mathematical expression for the calculation rank
factor is given below:

rankCH =
Pinitial(CH i)

ρ × n× Pmax × |RSS (BS,CH i) |
(9)

where ρ is represented as the weight factor from (0,1),
PInitial (CH i) is represented as the present initial power of the
CH i, n is the count of normal alive nodes inside the cluster,
Pmax is the maximum initial power of the normal node, and
RSS (BS,CH i) is represented as the signal strength between
the BS and the CH.

3) SPEED AND DENSITY OF THE VEHICLE
The communication is done between the CH and the vehicles
using the Green shield’s traffic flow [27]. The CH measured
individual vehicle densities using the acknowledgment mes-
sage received from those vehicles. And the vehicle density is
expressed below:

D = Adata × N × Cwindow (10)

where Adata is represented as the acknowledgment data which
gets broadcasted from the vehicle, N is defined as the sum
of the vehicles present in the region, and Cwindow is the data
transmission Variable Contention Window size.

In our network scenario, every single vehicle can do the
process of transmission and reception of the data up to 400 m.
Since the transmission window of each vehicle consisting of
a CH vehicle is 800 m. Hence, we know that the vehicle’s
speed and density are negatively correlated. The correlation
between the speed and density is mathematically expressed
below:

S = Smax −
D

Dmax
Smax (11)

where Smax is represented as the vehicle speed at the time of
density zero, Dmax represents the vehicle density at the time
of speed zero. To measure the significant speed variation in
that collected beacon data, CH separates the vehicle, which
transmits the relevant speed measures to the malicious vehi-
cle, and the duration of the contention slot tslot is added.

After recognizing the malicious node, the CH initiates the
calculation of the average densityDavg and the average speed
Savg as so to do the hypothesis test.

Davg =
1
N

∑N

i=1
Dinitial tslot (12)

Savg =
1
N

∑N

i=1
Sinitial tslot (13)

Hypothesis testing is done to calculate the malicious activ-
ities of the vehicles. In the process of hypothesis testing,
the average speed and the individual speed of the vehicle
are compared with the data transmission variable Contention
Window (C_window) size. Finally, the vehicle that matches
the average speed is called the trusted node.

In our research, the hypothesis testing is done using the
speed values of the entire network, which includes all the
vehicles in it, where the CH node accepts the speed values
with positive assurance and the Variable Contention Window
(C_window) size of the vehicle. The hypothesis testingH_test
is made using the null hypothesis. Suppose H_test is the
speed and is acknowledged from the vehicle which maintains
maximum speed and C_window. The other nodes are mali-
cious. Here, error may occur only if the speed of the vehicle
is low. For this purpose, the measurement of average speed
with the received speed of the vehicle is done by calculating
its standard deviation (σ ). The mathematical expression for
calculating the standard deviation (σ ) is given below:

σ =

√
1
N

∑N

i=1
(Savg − Sinitial)Cwindow (14)

According to the average speed, the standard deviation
will vary. The acceptance region’s top and bottom limits are
Savg±σ . The vehicle with maximum acknowledged speed
value from the trusted nodes fall on the acceptance region
only if ((SavgCwindow)−σ ) <Savg < ((SavgCwindow) + σ ).
Also, the trusted node will reject the speed value outside
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TABLE 2. Hypothesis testing (Htest ).

the acceptance region. Table 2 presents hypothesis testing
parameters.

B. HYBRID CRYPTOGRAPHY USING ECC-AES
ALGORITHMS
Hybrid cryptography is used in the VANET network to secure
the network, and it is based on the hash functions and the
traditional cryptography model ECC and AES. The major
phases of this security approach are setup initialization, reg-
istration, and AES encryption. The description of the process
of those phases is given in detail.

Initialization Phase: After the network model selection of
VANETs, the setup initialization process will be executed.
The design steps are given below:
• Step 1: Every RSU controllers CkRSU (1 ≤k ≤

n)PK private and computes that with the equivalent public
key where (PK public = PK private). Here, P is represented
as a base point for the ECC algorithm, and PK private and
PK public are the private as well as the public key of the
RSU controllers.

• Step 2: The network controller chooses the private key
(CPK ), which directs the computation of the public key
(CPUK ). Here, CPUK = CPK .P. Therefore, the CPK
andCPUK are the private and public keys of the network
controller.

• Step 3: In the final stage, the CkRSU and network con-
troller announce the public data to all and maintain the
private key most confidentially for the prospect’s use.

Vehicle’s registration phase: Any vehicle can register with
any roadside unit using data like ID, Password, fingerprint,
and biometric pattern. The procedure for the registration
phase is given below:
• Step 1: At the starting point, the user Iuser selects
any person’s data, user ID (IIDU ), password (Ipass),
and biometric (IBIO). Then, the user Iuser computes
the bio-hash value H(IBIO), as well as submits data
(IIDU Ipass), H(IBIO) ) to the roadside unit with the help
of the secure channel.

• Step 2: In this stage, the RSU j(1 ≤j ≤ m), random num-
ber selection is made which is Xj, and this is common to
all the users. The computation details are given below.

Aj = h(IIDU ||Ipass) (15)

Aj′ = h(IIDU ||H (IBIO)) (16)

Bj = h(IIDU ||Xj) (17)

Vj = h(IIDU + Ipass) (18)

Vj′ = h(IIDU + H (IBIO)) (19)

Cj = Bj + Aj (20)

σ =

√
1
N

∑N

i=1
(Savg − Sinitial)Cwindow (21)

• Step 3: In this stage, the system-based timestamp Tj is
taken from the RSU j and a random number Rj. This step
leads to the computation of TRj = h(Tj||Rj). The default
database, which is already present, is now verified by the
RSU j. If those are only one of a kind, then store the Rj
and Tj against each IIDU in the secured database.

• Step 4: At last, the RSU j saves the data such as (Vj,
V ‘
j ,Cj,Cj, ‘TRj, and Secureoper ) which are present

inside the OBU and that are positioned in the user
vehicle. This is the procedure for every vehicle in the
registration phase.

AES Encryption: After the initialization and registration
of the ECC key, it is used in the AES encryption process
as the symmetric key. AES encryption method encrypts the
ID with the help of the symmetric key. Where Skey =
PK public×PK private, ID = E(Skey, ID). After the transmis-
sion process, it must match the decryption key successfully.
Then, the CH measures the ECC key using the PK public
and PK private. Additionally, the CH checks the MAC code.
So the current input becomes ID

′

+PK
′

public+MAC . Finally,
in decryption, the ECC key is the symmetric key for the AES
cryptography. Then the final ID becomes ID=D(Skey, ID

′

).

V. SIMULATION ENVIRONMENT
In general, VANETs consist of a massive number of vehicles
with complex topology [27]. Using the software named NS2
network simulator, the performance evaluation is carried out
[28], [29]. To reach the reported results of the QoS+ protocol,
we performed twenty runs for the simulation. The evaluation
is represented in comparison with earlier works of Efficient
Cluster Head Selection (ECHS) [25] and Efficient Key Man-
agement Scheme (KMSUNET) [26]. In NS2, we use SUMO
and open street maps to generate mobility. The coverage area
of the network is 1500m×1500m. The traffic exchange is
done through constant bit rate (CBR) packets with a size
of 512 bytes per packet. Table 3 shows the details of the
parameters used for the process of simulation.

A. PERFORMANCE PARAMETER DEFINITION
For the process of simulation and result evaluation, the con-
sidered parameters are described below:

1) MESSAGE SUCCESS RATIO (MSR)
MSR is defined as the proportion of the messages reaching
the receiver to the messages transmitted from the sender.

2) NORMALIZED ROUTING LOAD (NRL)
NRL represents the proportion of all the routing-based con-
trol messages transferred to all the vehicles to the number of
messages received by the final vehicles.
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TABLE 3. Simulation parameter.

3) NETWORK THROUGHPUT (NT)
NT calculates the total number of data packets transmitted
during the communication process in the entire network. The
unit of throughput is Kbps.

4) NETWORK ENERGY EFFICIENCY (NEE)
NEE is defined as the remaining energy that is calculated
at the end of the simulation process. The unit of energy
efficiency is joules (J).

5) NETWORK ENERGY CONSUMPTION (NEC)
NEC is defined as the energy consumed for each transmission
in the network. The unit of energy efficiency is joules (J).

6) END-TO-END DELAY (E2E)
The termE2E is denoted as that it is the average time taken for
the process of transmission and reception of the data packets
in the network. The unit of end-to-end delay is ms.

B. SIMULATION RESULTS AND ANALYSIS
Figure 5 presents the line graph of MSR calculation. Here,
the proposed protocol is compared toECHS and KMSUNET.
The X-axis represents the number of vehicles in the network,
while Y-axis represents data success rate. From the graph,
it is evident that the success rate of the proposed QoS+
protocol is higher than in earlier research works. Due to
this, the QoS+ establishes a stable path between source and
destination nodes.

Figure 6 showcase the line graph of the normalized routing
load calculation. Again, the proposed protocol is compared
to ECHS and KMSUNET. From the graph, it is clear that
the normalized routing load of the proposed QoS+ proto-
col is higher than earlier research works because the QoS+
protocol manages the network through dynamic and passive
clustering integration. A dynamic cluster is used to team up
the vehicles. One the other hand, passive clustering controls
the transmission in the network. The normalized routing load
values of the proposed method with earlier works are given

FIGURE 5. Message success rate calculation.

FIGURE 6. Normalized routing load calculation.

TABLE 4. Message success rate and NRL.

in Table 4. In Table 4, of the values of message success rate
and normalized routing load are shown.

Figure 7 depicts the throughput calculation. The proposed
protocol is compared with earlier works such as ECHS and
KMSUNET. From the figure, it is avident that the throughput
of the proposed QoS+ protocol is higher than in earlier
research works. TheQoS+ protocol achieves better outcomes
than other protocols due to the use of an efficient CH selection
approach. This approach decreases the energy consumption
and increases the cluster lifetime in the VANET environment.
The throughput values of the proposed method with earlier
works are given in Table 5.

Figure 8 illustrate the line graph of energy efficiency
calculation. Once more, the proposed protocol is compared
to ECHS and KMSUNET. The X-axis represents number
of vehicles in the network, while the Y-axis represents the
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FIGURE 7. Network throughput.

TABLE 5. Network throughput and energy efficiency.

FIGURE 8. Energy efficiency.

network energy efficiency. As shown in the graph, i the energy
efficiency of the proposed QoS+ protocol is higher than that
of ECHS and KMSUNET. The energy efficiency values of
the proposed method with earlier works are given in Table 5.
In Table 5, both the values of throughput and efficiency are
shown.

Figure 9 depicts energy consumption calculation for pro-
posed protocol QoS+, as well as ECHS and KMSUNET.
The X-axis represents the number of vehicles in the network,
and the Y-axis represents network energy consumption. The
graph shows that the consumed energy of the proposed QoS+
protocol is lower than the energy consumption of ECHS and
KMSUNET. The energy consumption values of the proposed
method with earlier works are in Table 6.

Figure 10 shows the graphical representation of end-to-
end delay calculation. Similar to previous graphs, the pro-
posed protocol is compared against ECHS and KMSUNET.

FIGURE 9. Energy consumption.

TABLE 6. Energy Consumption and end-to-end delay.

FIGURE 10. End-to-end delay.

The X-axis represents the number of vehicles in the network,
while the Y-axis represents the network delay. The graph
shows that the delay from the proposed QoS+ protocol is
lower than that of ECHS and KMSUNET. The end-to-end
delay values of the proposed method with earlier work pro-
tocols are given in Table 6. Table 6 shows both the network’s
energy consumption values and end-to-end delay.

After analysing all the parameters and their results, it is
clear that our proposed QoS+ routing protocol produces bet-
ter overall performance when compared with earlier works,
ECHS and KMSUNET. Table 7 to Table 10 list the CH effi-
ciency, CM efficiency, and average cluster number, calculated
according to the average speed of the network, measured
as Km/H. Two scenarios are considered, 100 meters and
200 meters.
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TABLE 7. Cluster head efficiency for 100 meters.

TABLE 8. Cluster head efficiency for 200 meters.

TABLE 9. Average cluster number for 100 meters.

TABLE 10. Average cluster number for 200 meters.

FIGURE 11. CH efficiency for 100m.

Figure 11 and 12 shows the average CH efficiency for
the proposed QoS+ against ECHS and KMSUNET under
various vehicle speed and transmission range (100m and
200m) settings. The results show that as the speed increases,
the average CH efficiency is reduced gradually. This is due to
the vehicles’ dynamic nature and fast movement. The results
prove that if the transmission ranges increase, it increases the
CH efficiency because for 150 average speeds at 100m, the
CH efficiency of the QoS+ is 96s, but for 200m, the CH

FIGURE 12. CH efficiency for 200m.

efficiency is 169s. Tables 7 and 8 show the values of the
cluster head efficiency for 100m and 200m.

The performance calculation of the average cluster number
is diagrammatically represented in Figures 13 and 14 for
various speeds and transmission ranges (100m and 200m).
Here, the performance of the proposed QoS+ is compared
with t ECHS and KMSUNET. The values of the average
cluster number for 100m and 200m are given in Tables 9 and
10. The results demonstrate that the increase in transmission
range decreases the cluster numbers. Because, in general, the
transmission range of the present cluster increases, it results
in the addition of more cluster members in it. For 150 average
speeds at 100m, the average cluster number of the QoS+ is
10, but for 200m, it is 8.

FIGURE 13. Average cluster number for 100m.

The Major disadvantage of the ECHS and KMSUNET
methods is that they achieved moderate message success rate,
throughput, and normalized load. The ECHS method only
concentrated on efficient CH selection, and no approaches
were used to protect the network. Due to a lack of security,
packet loss may increase, which affects the message success
rate and throughput. In the KMSUNET method, the through-
put achieved by the network is low. We propose the QoS+
method to overcome this drawback, concentrating on security
and routing efficiency. The QoS+ achieved superior network
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FIGURE 14. Average cluster number for 200m.

throughput, normalized routing load, message success rate,
end-to-end delay, energy efficiency, and energy consumption.
Additionally, as per the speed and the transmission range,
parameters such as CH efficiency, cluster member efficiency,
and average cluster number are calculated.

VI. CONCLUSION
VANETs are a group of vehicles that are connected in a
wireless medium. Due to the functional characteristics of
the VANET network, a few drawbacks are present in it,
which affect the overall performance of the VANETs. Mas-
sive networks with dynamic mobility and attacks are those.
So efficiency and security improvement are popular research
topics in VANETs. To achieve those, we introduced a novel
approach, namely QoS-aware CH selection and hybrid cryp-
tography (QoS+). Clustering and hybrid security are initi-
ated in the QoS+ routing protocol to maintain security and
energy efficiency. The major steps of the proposed proto-
col are QoS-based CH selection and ECC key generation.
The simulation is implemented using NS2. The network’s
performance is analyzed by calculating the parameters such
as network throughput, normalized routing load, message
success rate, end-to-end delay, energy efficiency, and energy
consumption. Then as per the speed and the transmission
range, the calculated parameters are CH efficiency, cluster
member efficiency, and average cluster number. The results
are calculated and compared with the ECHS and KMSUNET
earlier methods. The proposed QoS+ superior outcomes with
variable vehicle speed and transmission range in the dynam-
ically changing topology. In future work, we plan to execute
this idea in the heavily populated zone, which is themaximum
populated, more complex scenario and needs to deal with
some other VANET challenges.
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