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ABSTRACT The Information-Centric Network (ICN) paradigm has gained popularity since its inception.
The host-based IP networks were not primarily designed to handle scenarios that it is exposed to on
the current Internet. In that direction lot of research has been happening to develop applications such as
web applications, multimedia streaming, the Internet of Things, Wireless Sensor Networks and Vehicular
networks. In addition, new ICN application areas, such as social networks, Industrial IoTs, etc., are emerging.
This review investigates the possible application areas and their deficiencies evenly, broadly and at a certain
level of depth with focus on security, scalability, IP interoperability, modularity and other application specific
aspects. We discuss the current state-of-the-art in these ICN-based applications and the existing limitations.
A comparative analysis of the literary works available is performed to understand the research gaps available,
and a detailed discussion of the challenges in each area is provided. We conclude the review with future
challenges in the application development with the ICN paradigm to reap its architectural benefits.

INDEX TERMS Content-centric networks, information-centric networks, named data networking, network
security.

I. INTRODUCTION
Due to the advent of data-intensive applications, the current
Internet Protocol (IP) based internet faces many challenges
in its host-centric infrastructure. A paradigm shift from a
host-centric approach to an information-centric approach is
beneficial in data-intensive applications optimized solely for
content retrieval on the Internet. The information-centric
approach focuses on disseminating information objects rather
than the conversation between the hosts. This approach has
paved the way for a new redesigned Internet architecture
called the Information-Centric Networks (ICNs) [1].

The ICN communication concentrates on what to
communicate instead of whom to communicate with, as in the
IP-based networks. ICN delivers the information independent
of its location, often termed an information-centric abstrac-
tion. In ICNs, content names are used for communication
rather than the host addresses. The named content is cached in
the network using routers capable of storage termed content
routers. This feature of ICNs is called in-network caching and
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is one of the unique features of the ICN. Security of the con-
tent is an intrinsic feature in ICN architecture as the named
contents are secured. The content names are self-certified by
their producer through encryption [2], [3].

The research community has proposed many represen-
tative ICN architectures like Content-Centric Networking
(CCN) [4], Named Data Networking (NDN) [5], [6], Mobili-
tyFirst (MF) [7], eXpressive Internet Architecture (XIA) [8],
Data-Oriented Network Architecture (DONA) [9], Network
of Information (NetInf) [10], PSIRP/PURSUIT [11]. We dis-
cuss each of the above ICN architectures in brief in the
following section along with the key functionalities of the
ICN architecture.

A. KEY FUNCTIONALITIES OF ICN PARADIGM
This subsection briefly discusses the key functionalities of the
ICN paradigm, such as naming, routing and forwarding, in-
network caching, and intrinsic security, to name a few.

1) NAMING
The basic crux of the ICN paradigm is that information can be
named and addressed independently of its location. This very

VOLUME 10, 2022 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ 122431

https://orcid.org/0000-0002-5072-7262
https://orcid.org/0000-0003-4604-428X
https://orcid.org/0000-0002-6921-7369


L. C. M. Hurali, A. P. Patil: Application Areas of Information-Centric Networking: State-of-the-Art and Challenges

concept of location-independent information retrieval makes
the communication receiver or client driven. The ICN names
the content objects in the network as Named Data Objects
(NDOs), consisting of a name, the content and metadata.
The design of an NDO is particular to an ICN architecture;
however, the naming scheme can be either flat or hierar-
chical. The flat naming scheme is self-certifying using hash
techniques, thus ensuring name-data integrity. However, this
scheme is not human-readable and scalable. On the contrary,
the hierarchical scheme has a structure with prefixes and is
human-readable and scalable. The choice of ICN naming
scheme is a tradeoff against the routing and usability of
ICN-based applications [1].

2) ROUTING AND FORWARDING
In general, there are two different routing and forward-
ing approaches in ICN-based Internet applications, namely:
Name resolution and Name based Routing. Name resolution
is a two-step approach (mapping and forwarding) where an
ICN client searches for content by NDO’s name. Usually,
an entity called the NameResolution Service (NRS) performs
the name-to-content translation and forwards the request to
the content producer. This approach is a guaranteed way of
accessing the content. However, NRS could require signifi-
cant storage and pose as a single point of failure in the net-
work. The latter Name based Routing approach is a one-step
approach where the content routers forward the NDO request
hop by hop by its name. This approach is not a guaranteed
way of routing and forwarding as the process is done hop by
hop through the content routers [1].

3) IN NETWORK CACHING
The interesting feature of the ICN paradigm is the ability
of the network entities to cache the content to make the
NDOs easily accessible. The NDOs are cached locally on
the network nodes, networks or content routers. This offloads
the traffic away from the content producer and improves
the response time of the NDO requests. Multicasting and
retransmission become easy with in-network caching, and
cache placement and replacement policies are the core of
incorporating in-network caching in ICN-based applications.

4) INTRINSIC SECURITY
The ICN paradigm provides name-data integrity and data
origin authentication implicitly. The ICN caching and naming
exposes the system to Denial of Service attacks, cache pollu-
tion attacks and snooping attacks etc. The ICN architecture
involves digital signature-based methods to provide content
integrity. Another essential aspect of ICN intrinsic security is
providing content and user authenticity. Security is achieved
through trust management mechanisms through hash tables.
Data and user privacy is addressed in ICN through crypto-
graphic filters. In addressing all the above areas, such as
integrity, authenticity and privacy, the scalability and stor-
age issues come to the forefront of the ICN application
development [87].

One of the pioneer reviews in application and service provi-
sion over ICN architecture is discussed in [12]. Although the
work is the first of its kind, it lacks a detailed discussion and
analysis of research works in each application area of ICN.
Our work sheds light on each of the application areas with
a focus on new applications of ICN such as Social Net-
works, Anamoly Detection, and Industrial IoTs. It compre-
hensively discusses the application requirements, the recent
literature review and their comparison and identifies the exist-
ing research gap.

Themain contribution of this reviewwork is as listed below
• A comprehensive discussion on the rise of the ICN
paradigm and a brief on the available future internet
architectures.

• A compilation of the possible security threats to ICN
architecture and the application and services is provided.

• A detailed discussion on the prerequisites for ICN
application areas and the current state-of-the-art literary
works is provided. A comparative analysis of the state-
of-the-art literature is also provided.

• Finally, we discuss the open research areas in each
application area to enable future research works in that
direction.

The organization of the review is as follows: Section I
provides an introduction to the ICN paradigm and its benefits
over traditional IP-based networks. A brief introduction to
the future internet architecture is provided in Section II.
Section III compiles the possible security threats to ICN
architecture, its application and services. A detailed analysis
of each ICN application area and the research challenges
are provided in section IV. Finally, section V concludes the
review.

II. ICN ARCHITECTURES
A. CONTENT-CENTRIC NETWORKING (CCN) / NAMED
DATA NETWORKING (NDN)
NDN is a branch of the CCN project, and both have the
same characteristics, such as hierarchical naming, in-network
caching, and named routing and forwarding. There are two
packet types in the CCN/NDN network, the Interest packet
and the Data packet. The client in the network requests con-
tent using an interest packet to the network using its content
name. The content is sent back to the client through a data
packet either by a Content Store (CS) or the content producer.
A router in CCN/NDN network has three data types: Content
Store (CS), Pending Interest Table (PIT), and, Forwarding
Information Base (FIB). Upon receiving an interest packet,
a router looks into its CS for the content name. If it is not
available in the CS, it checks the PIT for an entry related
to the current interest packet. If PIT has an entry, the router
drops the interest packet or creates a new PIT entry and
forwards the interest packet using the FIB. The data packet
traverses the interest packet path in the reverse direction. Any
router in the data packet’s path forwards the content to the
interfaces according to the PIT entries and may also cache
the content in its CS [4], [5], [6].
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B. PUBLISH-SUBSCRIBE INTERNET ROUTING PARADIGM
(PSIRP)/ PUBLISH-SUBSCRIBE INTERNET TECHNOLOGY
(PURSUIT)
PSIRP/PURSUIT is based on publish/subscribe protocol.
A PSIRP/PURSUIT network comprises three network enti-
ties: Rendezvous Nodes (RNs), a topology manager and for-
warders. A content producer publishes their content using
a PUBLISH message to its nearest RN (local RN). The
local RN routes the PUBLISH message to its designated
RN (which stores the content names) using a Distributed
Hash Table (DHT). Any client interested in data sends a
SUBSCRIBEmessage to its local RN, which will be routed to
the designated RN using DHT. On receiving a SUBSCRIBE
message, a designated RN asks the topology manager to
generate a path between the content producer and the client
through the forwarders [11].

C. MOBILITYFIRST (MF)
MobilityFirst ICN architecture focuses on a user’s mobility.
AnMF network consists of 3 network entities: devices, infor-
mation objects and services. Each of these entities is assigned
a globally unique identifier (GUID) that can be translated into
a network address. A content producer requests a GUID from
the naming service and registers the same with the global
name resolution service (GNRS). This GUID is mapped to
a set of connected GNRS servers. A client sends a GET
message containing the GUID of required content (obtained
from the Name Certification Service (NCS)) and its GUID to
a nearby router. The local router receives the network address
corresponding to the requested GUIDwith the help of GNRS.
The forwarding routers in the network add the destination
address to the GET message and send it into the network,
and updates the destination address in the GET message as
it is forwarded in the network. The content producer sends
the content to the client/ forwarding router GUI back to the
client, in the same way, discussed previously [7].

D. eXpressive INTERNET ARCHITECTURE (XIA)
eXpressive Internet Architecture (XIA) proposes an
ICN-based clean slate architecture supporting content, ser-
vices and users. XIA aims to incorporate evolvability and
security into the Internet architecture. eXpressive Internet
Protocol (XIP) is the core of XIA. XIA supports enti-
ties such as hosts, content and services (termed principals)
while also providing support for future unknown principals.
XIA also provides intrinsic security and the flexibility men-
tioned above in communication [8].

E. DATA-ORIENTED NETWORK ARCHITECTURE (DONA)
The DONA network involves flat naming and hierarchical
naming resolution. Routing in DONA involves FIND and
REGISTER processes. A content producer sends a REGIS-
TER message to the Resolution Handle (RH), adding it to
its three-tuple information base hash of content producer’s
public key: content label, next hop, distance. Successively

each RH forwards this tuple information to its parent RH
till the root RH. When a client requires content, it sends
a FIND message to its local RH using the corresponding
content name. The FIND message is propagated to the parent
RH in the hierarchy till a match is found. Once an appropriate
RH is found, the content request is forwarded to the content
producer using the three-tuple information base, either using
the underlying IP network or using the path symmetry (bread-
crumbs approach) [9].

F. NETWORK OF INFORMATION (NetInf)
A NetInf network consists of routers with storage and a
Name Resolution Service (NRS). Content retrieval in NetInf
happens in two steps: name resolution / name-based routing.
A content producer registers its content with NRS in the name
resolution step. A client can request content, and routing
forwarders will deliver it through the available cache. On the
other hand, in name-based routing, a client sends a GET
message using the name of the content into the network.
This message is forwarded to the router using name-based
routing, and the content is sent back to the client on its
availability [10].

Table 1 compares the various representative ICN archi-
tectures on different aspects such as design goals, network
attributes (naming, caching, routing), packet/ message types,
network entities and security mechanisms employed in each
architecture.

III. SECURITY AND PRIVACY IN ICN
Security and privacy in ICN are inherently incorporated
into the ICN network architecture. The intrinsic security
mechanisms in different ICN architectures are listed briefly
in Table 1.
The ICN paradigm stresses security and privacy by design.

Most ICN representative architectures were initially devel-
oped to provide the following security and privacy fea-
tures by design: trust, data origin authentication, peer entity
authentication, data integrity, authorization and access con-
trol, accountability, availability, data confidentiality, traffic
flow confidentiality and anonymous communication. While
digital signatures and certificates address trust, data origin
authentication, integrity and accountability, Cryptographic
hash techniques provide integrity to the ICN communication.
Lastly, path consent mechanisms and Access Control Lists
secure features such as authorization and access control and
accountability. The availability aspect is not addressed holis-
tically in ICN.

Moreover, weak countermeasures such as path consent
verification and Interest Key Binding (IKB) rules are pro-
posed for the same. Privacy aspects such as data confiden-
tiality are protected by payload and end-to-end encryption,
and anonymity is provided by applications such as Tor and
Andana. Features such as peer entity authentication and traf-
fic flow confidentiality are unaddressed by any ICN architec-
tures. The above discussion briefly summarizes the security
and privacy requirements of an ICN application and discusses
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TABLE 1. Comparison of various ICN architectures.

the available mechanisms. Thus the security and privacy by
the design concept of the ICN paradigm are not fully accom-
plished. There is a vital requirement for a comprehensive set
of security and privacy features among the ICN architectures
to attain security and privacy by design paradigm. [96]

Although ICN security featuremitigates some of the legacy
attacks relevant in host-centric architecture, it also opens a
door for new security attacks with its new security model.
Like any other computer network, Confidentiality, Integrity
and Availability (CIA triad) is the vital objectives in devel-
oping a security model for a network. A threat to a network
security model affects either one or many out of the CIA triad
objectives. In addition, a threat in an ICN network can affect
naming, routing, and/or caching.

A. COMMON THREATS IN ICN
In this section, we discuss the common threats in an ICN
network and segregate them as per the CIA triad for clarity
in understanding (Table 2) [14], [15]. We also provide the
security objective and the network aspect (such as naming,
routing and caching) that each threat affects the ICN network
as per the CIA triad and [3]. In classifying the CIA triad
information, we consider data confidentiality and privacy
under Confidentiality and data integrity and system integrity
under Integrity [16]. We refer the reader to look into the
surveys [14], [15] for a detailed understanding of the threats
mentioned in Table 2.

The research on the security and privacy aspect of ICN
architectures is not addressed in detail as compared to the
research on the threats available and their countermeasures
in host-centric networks. In this section, we briefly discuss
various possible threats and their mitigation approaches used
in general and not specific to ICN architectures. We catego-
rize the threats based on the attacker’s target in the ICN archi-
tecture as naming, routing, caching and other miscellaneous
targets.

TABLE 2. Common threats in an ICN network.

B. ATTACKS ON NAMING AND THE POSSIBLE
COUNTERMEASURES
Watchlist, sniffing, scanning and protocol attacks (scoping
and prefix matching) are some attacks on naming in ICN
architectures. In case of a watchlist attack, an attacker main-
tains a predefined list of named contents to filter or delete
such content. A sniffing attack is similar to a watchlist, but
the only difference is sniffing attack happens by dynam-
ically analyzing the requests or the contents on the net-
work. In a port scanning attack, an attacker sends many
content requests to all the available ports to learn the port
details and status for further attacks. The adversaries learn
the scope of the ICN packets to gain access to sensitive
information in case of a scoping attack. In the case of prefix-
matching attacks, the adversaries misuse the prefix in the
ICN messages to understand the content a client consumes.
The attacks on naming can be prevented by countermea-
sures such as the usage of firewalls and intrusion prevention
systems.
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C. ATTACKS ON ROUTING AND THE POSSIBLE
COUNTERMEASURES
DDoS, spoofing, and Man in the Middle attacks are common
attacks under routing in ICN. DDoS attacks involve infras-
tructure exhaustion, source exhaustion, mobile blockade,
interest flooding, and timing attacks. In infrastructure and
source exhaustion attacks, an attacker sends content requests
for available or unavailable content repeatedly to either make
the service deniable through the whole of the network or
one particular source. On the other hand, a mobile attacker
blocks the available network by continually sending requests
to all the available networks in the surroundings. In interest
flooding attacks, legitimate users are denied the service due
to an unreasonably large number of interest requests from an
attacker. Similarly, in a timing attack, an attacker succeeds
in service denial by making the access time large enough for
legitimate users.

All in all, DoS and DDoS have been widely studied
attacks in ICN literature, and countermeasures involve packet
inspection, encryption and signature-based methods. Spoof-
ing attacks, namely jamming, hijacking, and an interception,
are another class of attacks on routing in ICN. Jamming
interrupts the information flow in the ICN network by send-
ing malicious content requests. In the case of hijacking, the
attacker shares the malicious routes to hijack the network on a
large scale. Lastly, in interception attacks, the attacker records
the valid routes in the network to intercept the communication
between legitimate uses of the network. The three mentioned
spoofing attacks could be mitigated with countermeasures
such as filtering and using cryptographic techniques in the
literature. Another major routing-based attack is the man-in-
the-middle attack, where an attacker hears and alters the con-
tent communicated between legitimate users. Such attacks
can be detected with countermeasures such as firewalls and
intrusion prevention systems.

D. ATTACKS ON CACHING AND THE POSSIBLE
COUNTERMEASURES
The most common caching-related attacks in ICN are time
analysis, bogus announcements, cache pollution/poisoning
and cache spoofing. The time analysis attack involves an
adversary measuring the time difference between cached and
uncached contents to invade a user’s privacy. Cache-based
timing attacks can be defended using techniques such as time
skewing, flushing, warming or minimizing the timing accu-
racy available to the attacker [97]. The bogus announcement
attacks involve an attacker sending out content requests at
a frequency far more quickly than the network can handle.
Hence, some of the unattended requests lead to erroneous
or incomplete requests affecting the proper functioning of
caching. In the case of cache pollution/poisoning attacks,
an attacker aims to either disrupt the cache locality or to make
it false. Cache poisoning attacks have been widely studied in
ICN literature. The famous defense mechanism is signature-
based methods, cache verification methods and the recent
machine learning-based methods.

E. MISCELLANEOUS ATTACKS AND THE POSSIBLE
COUNTERMEASURES
Miscellaneous attacks on the ICN networks are packet
mistreatment, breaching the signer’s key and unauthorized
access. Packet mistreatment involves an attacker modifying
the packet contents or sending multiple copies of the same,
as in a replay attack. Some of the countermeasures available
in the literature are filtering and signature-based methods.
The distributed nature of the named content in ICN makes
it vulnerable to unauthorized access. Common countermea-
sures involve path control mechanisms and access control
lists.

IV. INFORMATION-CENTRIC NETWORK-BASED
SOLUTIONS IN VARIOUS APPLICATION AREAS
A. WEB APPLICATION
Many researchers have studied the integration of web appli-
cations over the ICN architecture to arrive at future Internet.
One of the pioneer efforts in this direction is discussed in [17].
The authors have studied the similarities between NDN’s
push-pull architecture and the Hypertext Transfer Protocol
(HTTP) web application’s request-reply architecture. In addi-
tion, they discuss and analyze the possible communication
patterns to run RESTful web services (Representational State
Transfer) over the NDN architecture. A bird’s eye view of
the possible threats in each communication pattern such as
DoS, DDoS flooding, amplification and reflection attack is
also provided. The authors conclude that the current NDN
architecture needs to be worked upon to accommodate the
RESTful web services. In [18], the authors propose a native
CCN-based web browser, CCNBrowser and a CCN-based
web server, CCNxTomcat, to provide native support to CCN
web applications. The work also supports interoperability
with the HTTP protocol and improves throughput compared
to the traditional IP-based web applications.

Studies in [19] have shown the feasibility of dynamic web
applications over NDN architecture through a session-based
approach. This approach mitigates the packet retransmission
problem by introducing a session ID to establish a session for
dynamic web content retrieval in NDN. The framework has
shown good performance improvement in network utilization
and service delay. However, incorporating a session ID can
result in a privacy breach as the network users can be tracked
if the ID is compromised. The paper does not discuss any
mitigation approach for the possible security threats to the
architecture.

HTTP over a hybrid ICN (hICN) architecture is pre-
sented in [20]. The researchers map the HTTP semantics
to ICN names to benefit from the inherent features of ICN
architecture. HTTP semantics are achieved on the hICN
architecture using reverse pull-based communication. The
HTTP over hICN is prone to reflection attacks, and the
authors propose a client signature-based mitigation approach
to tackle the threat. In the paper [21], the authors discuss a
content-oriented interoperable COIN network for current and
future internet architectures. They mainly focus on static and

VOLUME 10, 2022 122435



L. C. M. Hurali, A. P. Patil: Application Areas of Information-Centric Networking: State-of-the-Art and Challenges

content retrieval in IP, NDN and MobilityFirst architectures
through Object Resolution Services. They use encryption
(MD5, SHA-1 and SHA-256) and iterative signature-based
schemes (RSA, ECDSA, EdDSA) to ensure security. The
authors discuss the possible threats in COIN architecture,
such as DoS and DDoS attacks (bandwidth depletion, reflec-
tion attack, interest flooding, cache poisoning) and their mit-
igation approaches.

Modern web applications must ensure scalability, security
and user expectations. A web application must be modu-
lar, decentralized and optimized to handle current complex
scenarios (cloud hosting, cross-platform etc.) [22]. A con-
solidated overview of the current literature in this area is
provided in Table 3. And we discuss the future research
directions required in web application development over the
ICN architecture as below:

• Security:Modern web application requires built-in secu-
rity instead of an add-on feature. Although ICN pro-
vides inherent security to its applications, there is a
lack of research investigating legacy web application
threats such as injection, access control, data exposure
etc. However, there is a good start in this direction as
most of the literature we reviewed studies threats such
as reflection attacks and DoS attacks.

• Scalability: Since the Internet currently is beaming with
billions of users, the scalability of web applications will
remain an area of investigation till the end of time.
Only two of the recent research [20], [21] address the
scalability feature. We suggest that all future research
works in this area address the scalability feature as it is
a crucial aspect in real-world deployment scenarios.

• Interoperability with IP networks and native support in
ICN: As the ICN paradigm is little more than a decade
old, migration from IP is a complex activity. Therefore,
any ICN-based web applications research needs tomain-
tain interoperability and yet provide the application as a
native feature instead of as an overlay.

• Modularity: A modern web application over ICN must
support amodularmicroservices-based scheme to utilize
the advantages it adds, such as reduced security surface
area, easy maintenance etc. Modern web tools such as
RESTful APIs and GraphQL should be studied in-depth
to analyze the pros and cons over ICN architecture.

As of the current research progress, there is no one size
fits all solution for web applications over ICN architecture.
The researchers need to decide whether the open challenges
discussed above should be considered as architectural modi-
fications in ICN or as a part of application development.

B. MULTIMEDIA STREAMING
Multimedia streaming is one of the key application areas of
ICN due to its data-centric abstraction, in-network caching
and multicast behavior. One of the first works on multime-
dia streaming over an ICN network is discussed in [23].
The authors propose an android TV-based HTTP live
video streaming (HLS) application over NetInf architecture.

The implementation demonstrates the feasibility and perfor-
mance of HLS over NetInf for efficient multicasting of video.
In the paper [24], the authors propose a MPEG Dynamic
Adaptive Streaming over HTTP (DASH) multimedia stream-
ing approach over CCNx implementation. Their evaluation
shows that their work matches the existing IP-based stream-
ing solutions in performance but does not outperform them.
There are still many challenges to be addressed as this work
was proposed at the very early onset of CCN for multi-
media streaming. A Scalable Video Coding (SVC) based
adaptive streaming over ICN architecture is proposed in [25]
to reduce data redundancy. The work evaluates a comparison
of Advanced Video Coding (AVC) and SVC over ICN for live
video streaming. The paper also discusses the challenges in
integrating the two technologies, such as bandwidth unpre-
dictability and cache awareness and mitigation approaches.
The document [26] by the Internet Research Task Force
(IRTF) discusses the consequences of video distribution in
future ICN-based architectures for Netflix and P2P-like sce-
narios. The authors suggest the usage of DASH over CCN for
efficient video dissemination and evaluate the scenarios using
an open-source testbed and dataset provided in [27]. The
research challenges and the concerns regarding Quality of
Experience in the video services over ICN are also provided.

An evaluation of pull-based adaptive video streaming over
NDN is provided in [28]. The work focuses on the MPEG
DASH SVC encoded video streaming using different adapta-
tion techniques such as no adaptation, rate-based and buffer-
based adaptation. The results show the advantages of their
approach over the existing MPEG DASH over TCP/IP net-
works. The paper [29] presents network coding enabled
DASH video streaming over NDN architecture. They claim
that using network coding and multipath features in NDN
helps in improved data packet loss handling and throughput
and reduced network load in Netflix-like scenarios, in turn
reducing overall cost in video dissemination. The authors
in [30] discussed the applicability of ICN architecture in mul-
timedia delivery for Vehicular Adhoc Networks (VANETs).
The cost is minimized considering a mixed inter program-
ming optimization besides gain in delay, jitter, seamless play-
back, and QoE compared to the IP-based solutions. Another
adaptive DASH video streaming solution is discussed in [31]
but with bitrate feedback to avoid network congestion. This
approach limits the viewer with a high bitrate with the least
QoE degradation with early feedback. The simulation results
have shown that their work improves QoE for different bitrate
adaptations such as rate-based and hybrid-based.

Authors in [32] discuss a panoramic live video stream-
ing application based on tiles over NDN. The video frames
are tiled and edge transcoded to reduce the load on traf-
fic. A dynamic adaptive SVC encoded MPEG DASH video
streaming over NDN is proposed in [33]. Implementing the
probabilistic caching and buffer and reorder forwarding poli-
cies in this work has improved the player bitrate, video
stall duration and frequency. In [34], a bitrate aware cache
partitioning and placement scheme is discussed to provide
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TABLE 3. Comparison of research works in web applications over ICN.

good QoE in the DASH video streaming over ICN. The
scheme helps stabilize the bandwidth/bitrate fluctuation by
choosing content appropriate caching scheme. The proposed
method provides better video quality QoE over the exist-
ing cache placement policies in NDN. A Multi-access Edge
computing-based DASH streaming over NDN is proposed
in [35] to improve rate estimation and user QoE. They
simulate DASH streaming over ndnSim to achieve a more
accurate and stable rate estimation against the state-of-the-
art. An NDN multicast-based adaptive video streaming in
WLAN is proposed in [36]. They evaluated their scheme with
different network topologies over NDN with real-world. The
results show improvement in bitrate delay and stall time in
video streaming.

In [37], an SVC-aware caching strategy for dynamic
MPEG DASH adaptive streaming over NDN is considered.
The authors propose two strategies: reverse probabilistic
caching and linear probabilistic caching, which are SVC
aware. Furthermore, these caching strategies perform better
than SVC agnostic caching strategies in improving cache hit
ratio, latency and average bitrate. An explicit congestion noti-
fication for adaptive video streaming over NDN is discussed
in [38] to improve QoS and QoE. The cache efficiency and
the video quality is improved due to the explicit congestion
information delivered by the router to the client. As seen from
Table 4, most of the research works in multimedia streaming
over ICN addressed adaptive video streaming, which is the
need of the hour due to mobile wireless environments. How-
ever, on analyzing from Table 4, a few additional research
considerations need to be addressed to attain maturity in this
area.

• Security: Most research works completely ignore the
possibilities of security attacks in multimedia streaming
applications over ICN. The confidentiality and availabil-
ity of streaming data still remain an important area to be
addressed.

• Scalability: Scalability was one of the significant fac-
tors that led to drifting from IP-based to ICN-based
architecture. Nevertheless, this factor is unaddressed
mainly in the research works discussed except in a
few [31], [32]. There needs to be more research in this
area as the primary streaming applications such as sports
streaming, and entertainment concerts are potential can-
didates for large-scale ICN deployment.

• Digital Rights Management (DRM): Although a sub-
class of security aspects, DRM requires specific atten-
tion in multimedia streaming. We urge the researchers to
inspect this area to leverage multimedia streaming over
ICN as a whole entity.

• Interoperability with IP networks: As discussed pre-
viously under the web application section, an under-
standing of IP interoperability is required rather than
just implementation on clean slate ICN architecture for
seamless transition from IP.

The majority of the works focus solely on the quality
of experience for the user. Researchers need to note that
the gaps discussed above can also improve the QoE over
and above the existing values. In addition, the researchers
can investigate the areas of virtual reality, cross-platform
and cloud-based deployment (Android, windows), to name
a few.

C. WIRELESS SENSOR NETWORKS (WSNs)/INTERNET OF
THINGS (IoT)
Researchers have identified that the information-centric
nature of ICNs is beneficial to the field of WSNs and, in turn,
IoT due to the mobile and dynamic nature of its components.
Also, the primary request/response way of communication in
ICNs helps to build an IoT/WSN in an easy and fast way as
compared to IP-based networks. The literature in the field of
information-centric IoTs (IC-IoTs) and information-centric
WSNs (IC-WSNs) is very rich, and prior to our work,
there were many detailed reviews in this field. We take the
opportunity to highlight the existing review to eliminate any
redundancy for the readers published in recent times [39],
[40], [41], [42], [43]. Henceforth we discuss the progress in
IC-IoTs/ IC-WSNs research as a continuation of the prior
published review articles. We take forward this section in two
significant parts: IC-WSNs and IC-IoTs, to briefly shed light
on the existing approaches.

1) INFORMATION-CENTRIC WIRELESS SENSOR NETWORKS
(IC-WSNs)
The authors in [44] discuss an Information-centric protocol
for WSNs to gather big data. The ICN approach in data
gathering helps to reduce overhead in the WSNs, leading to
improved scalability. The protocol is fine-tuned for dynamic
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TABLE 4. Comparision of research works in multimedia streaming over ICN.

WSNs where sensor nodes are mobile to reduce/eliminate
data loss. In the paper [45], an architectural extension to
NDN to presented to accommodate cluster-basedWSNs. The
extended architecture includes an energy-efficient naming
and forwarding scheme and is evaluated in a surveillance
and monitoring use case. The results show an improvement
in the considered performance metrics and ensure seamless
mobility in IC-WSNs over NDN.

A caching strategy based on the WSN node’s placement
in an IC-WSN is discussed in [46]. The caching strategy
involves cache placement and replacement policies to enable
energy-efficient IC-WSNs in a smart university campus sce-
nario. The results show that the distance and degree aware
cache placement and popularity-based cache replacement
policies improve energy efficiency, cache hit and replacement
rate in IC-WSNs. In [47], a user authentication scheme using
wireless earphones in IC-WSNs is presented. The solution
in the rhythm-based tapping method involves deep learning
and machine learning methods for brute attack and video and
imitation attack detection.

a: UNDERWATER WSNs
Synergetic DoS (SDoS) attack in underwater WSNs based
on the ICN paradigm is discussed [48]. The DoS attack
involves interest flooding causing a security threat to all the
data structures in the NDN architecture. The authors pro-
pose a trident method to detect and mitigate SDoS attacks
in underwater WSNs. In [49], a water depth aware caching
and naming-based IC-WSN architecture is discussed. The
proposed scheme improves the power consumption and the
delay time required for underwater scenarios.

2) INFORMATION-CENTRIC INTERNET OF THINGS (IC-IoTs)
This subsection discusses the state-of-the-art research
in IC-IoTs classified under the approaches based on
caching, naming, routing and forwarding, mobility and other
approaches.

a: APPROACHES BASED ON CACHING
A fog-based caching scheme is discussed in [50] for IC-IoT
networks. The paper discusses near path and full-time
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caching schemes and is evaluated against traditional caching
strategies to observe improvement in link load, latency, path
stretch, and cache hit metrics. In the paper [51], a pre-caching
strategy is discussed for IC-IoTs. The smart nodes cache
the following content of the actual requested content ahead
in time to improve the hop count, latency, and cache hit
ratio. A caching strategy for IC-IoTs is proposed in [52].
The scheme suggests caching at leaf/edge nodes of the IoT
networks based on CCN architecture. The proposed scheme
improves latency, hop count, and energy efficiency com-
paratively. An energy-efficient and secure caching strategy
for ICN-based IoT is provided in [53] named packet update
caching. The work addresses the caching limitations in detail
and discusses the approach to improve energy and bandwidth
consumption through clustering, data purging and Incapsula
CDN [54]. The authors in [55] presented distributed cache
placement and popularity-based cache replacement strategies
for large-scale IC-IoTs. The scheme pushes the popular con-
tent to the network edge and retains the unpopular content
in the network core to improve network utilization. The col-
laborative cache notification and caching strategies together
improve the network delay, hop count and cache utiliza-
tion in IC-IOTs. A multihop cooperative caching strategy to
achieve energy efficiency in IC-IoTs is proposed in [56]. The
scheme discusses the tradeoff between energy-saving and
delay reduction by coordinating in-network caching and sleep
scheduling. The performance metrics such as energy-saving
and delay reduction ratio have improved compared to the
basic NDN architecture. In [57], a probabilistic cache
placement and replacement policy for NDN-based IoT is dis-
cussed. The authors evaluate the frequency of requested con-
tent for content selection, neighboring nodes count for cache
placement and backing up the evicted content at neighboring
nodes for cache replacement. This three-step scheme max-
imizes the caching performance in terms of latency, cache
hit and stretch ratio in NDN-based IoTs. Content popularity
and distance-based caching scheme with a dynamic threshold
for IC-IoTs are discussed in [58]. The scheme has been
evaluated with different cache sizes for performance metrics
such as delay, hop count, and cache hit ratio with improved
performance. In [59], an energy-efficient cache placement
scheme is proposed for IC-IoTs. The scheme performs better
compared to benchmark caching strategies regarding energy
saving and efficiency, and cache utilization.

b: APPROACHES BASED ON NAMING
A hybrid naming scheme for IC-IoTs is proposed in [60]
by combining hierarchical and attribute-based naming meth-
ods. The paper also presents a novel concept of in-network
functions for multi-source data retrieval with multiple interest
packets. The authors succeeded in obtaining an improvement
in lookup time and memory consumption.

c: APPROACHES BASED ON ROUTING AND FORWARDING
A reliable and efficient routing and forwarding protocol
for static and mobile IC-IoTs with multiple retransmission

techniques are discussed in [61]. The solution enhances the
delivery rates, latency and hop count through the periodic
and hysteresis-based retransmissions. In [62], an adaptive
forwarding strategy is based on learning through previous
data. The scheme fares well in energy efficiency, overhead,
and content retrieval, with results demonstrated on NDN as
IP overlay.

d: APPROACHES BASED ON MOBILITY
Producer and consumer mobility in NDN-based smart city
use case is discussed in [63]. Simulations have been per-
formed for mobile vehicular traces over NDN architecture.
The evaluation results show improved network overhead and
consumer satisfaction ratio during producer and consumer
mobility.

e: OTHER APPROACHES
In [64], the privacy challenges of data aggregation in IC-IoTs
are addressed without a trusted authority in addition to a
user management scheme. The paper presents privacy and
anonymity preserving protocol in IC-IoTs with low compu-
tation and communication overhead. In [65], a collaborative
access control scheme for heterogeneous IC-IoTs over NDN
is discussed. The scheme has shown performance improve-
ment in terms of user latency and overhead due to the incorpo-
ration of the hierarchical key tree and modified attitude-based
encryption.

As seen from the Table 5, none of the research works
available in recent times provides a holistic solution for
IC-WSNs/IC-IoTs. We urge the researchers to address the
work in this field by considering the aspects discussed below.

• Security: Very few works addressed the threats possible
in IC-WSNs/IC-IoTs and their mitigation approaches.
Since the nodes are resource-constrained, threat mitiga-
tion approaches should be lightweight.

• Scalability: As the WSNs/IoTs are inherently capable of
having a variable number of nodes based on their use
case scenarios, scalability is an aspect to be addressed.
Most of the existing works evaluated their methods with
fewer nodes, but performance evaluation for a large
number of nodes is essential in real-world deployments.
Aspects like the effect on scalability on routing tables
and data lookup time should be considered.

• Interoperability with IP: Most research focuses on clean
slate ICN architecture-based implementations as its
straightforward approach. For real-world deployment,
a study on Interoperability with IP networks as an over-
lay or underlay is required.

• Cloud assistance: Cloud assistance in IC-WSNs/ IC-
IoTs can bring positive effects on performance as a
cloud can provide storage, analytics, reduced overhead
and also as a backup in case of network fragmentation
problems which is common in WSNs/IoTs.

• Mobility: As nodes in WSNs/IoTs are mobile, both pro-
ducer and consumer mobility need to be evaluated in
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TABLE 5. Comparision of research works in IoTs/WSNs over ICN.

ICN-based works to understand the consequences and
provide a practical approach to handling mobility.

3) INFORMATION-CENTRIC INDUSTRIAL IoTs
Industrial IoTs is a subclass of IoTs comprising sensors,
actuators, applications and related networking equipment.
The application areas span manufacturing, transportation,
and industrial control systems to automotive, agriculture
and energy management. The usage of ICN in IIoTs has
been very promising, but the research literature available is
very limited (Table 6). In this subsection, we discuss a set
of works discussing Information centric IIoTs. Researchers
in [93], developed a technique for adapting NDN archi-
tecture for Low-Power Wireless Personal Area Networks

(LoWPAN). This technique showed performance improve-
ments in energy consumption, latency and media utilization.
A publish-subscribe-based HoP-and-Pull (HoPP) scheme for
a lossy low powered IoT environment is discussed in [94].
The HoPP approach evaluated in a realistic testbed showed
that the method helped with node mobility and network
partitioning. In [95], the authors explored the content object
security for NDN based constrained IoTs. The scheme dis-
cussed cryptographic HMAC-based methods for evaluating
the security overheads at network layer level. As seen from
the Table 6, the research on IIoTs with ICN paradigm is still
an open and interesting area. The researchers need to further
work on exhaustive study related to scalability, interoperabil-
ity with IP and security.
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TABLE 6. Comparision of research works in information-centric IIoTs.

D. VEHICULAR NETWORKING/INTERNET OF
VEHICLES (IoV)
The nodes in VANETs are not concerned about the source
or destination location of the information, and hence the
ICN approach is apt for its deployment rather than the IP-
based approach. Researchers have been studying the ICN
approach in VANETs to handle dynamically changing topol-
ogy, intermittent connectivity etc. The literature in the field
of information-centric VANETs (IC-VANETs) is very rich,
and prior to our work, there were many detailed reviews in
this field. We take the opportunity to highlight the existing
review of different aspects of IC-VANETs to eliminate any
redundancy for the readers [66], [67], [68], [69]. Henceforth
we discuss the progress in IC-VANETs research as a contin-
uation of the prior published review articles.

1) APPROACHES BASED ON CACHING
In [70], a popularity density-based cache replacement scheme
is discussed to enhance QoS. The popularity density calcula-
tion involves categorizing network traffic into its classes and
then caching in dedicated sub-cache stores. In each sub cache,
replacement happens based on the popularity density value,
thus resulting in efficient cache utilization and network delay.
A cluster-based routing method for IC-VANETs is discussed
in [71], along with a cache replacement policy. The scheme
improved delivery delay, hop count and slightly increased
overhead. In [72], the authors studied the performance of
different caching strategies in IC-VANETs. The work com-
pares the performance metrics such as network delay, hop
count and cache utilization for each caching strategy and
suggests investigating intelligent caching strategies in the
future. A cache node placement algorithm for heterogenous
networks is presented in [73]. The scheme is proposed to
improve the connectivity and quality of the communication
link and improve delay, throughput and overhead. In [74],
a clustering model for caching in IC-VANETS based on the
vehicle trajectory is discussed. This caching model addresses
the dynamic and mobility use case in VANETs and improves
the metrics such as cache hit rate, hop count, delay and deliv-
ery rate. A proactive neighborhood-based caching strategy
for IC-VANETs is discussed in [75]. The scheme caches the
data at the left-right and front RSUs using address tables and
shows performance improvement in cache utilization, hop
count, and satisfied interest ratio.

In [76], a distributed blockchain-based trust mecha-
nism in caching is provided for IC-VANETs. The scheme
secures vehicle to vehicle communication through blockchain
embedded in NDN architecture. The authors evaluated the
scheme using metrics, cache hit ratio, hop count and mali-
cious node detection. A game theory-based edge caching

scheme is proposed in [77] for IC-VANETs. For efficient
content caching, the scheme is incentive-based and provides
better content access delay and reduces base station load
compared to the existing caching strategies.

2) APPROACHES BASED ON ROUTING AND FORWARDING
A socially aware centrality metric-based routing scheme for
IC-VANETs is proposed in [78]. The scheme identifies cer-
tain vehicles as information facilitators through the centrality
ranking and enables the routing of interest and data packets
through them. The authors evaluated the routing scheme for
scalability and performance metrics such as interest success
rate, cache hit rate and throughput. The scheme outper-
formed the state-of-the-art centrality-aware routing schemes.
In [79], a forwarding strategy for IC-VANETs to address the
broadcast storm and consumer mobility prediction problems
is proposed. The scheme achieves reliable forwarding in
fewer hops and interest packets. The scheme has improved
interest rate, satisfied interest rate, interest satisfaction delay
and hops count compared to baseline schemes available
for IC-VANETs.

3) APPROACHES BASED ON MOBILITY
In [80], the source and receiver mobility handling mechanism
is discussed through advertisement messages over NDN.
In addition, the scheme addressed broadcast storms and net-
work fragmentation issues in the case of mobility and showed
improvements in both urban and highway VANETs usage
scenarios.

4) OTHER APPROACHES
Ablockchain-based secure forwarding and caching scheme is
discussed in [81] for IC-VANETs. The scheme ensured trust
between the nodes and secured interest and data forwarding
planes in IC-VANETs by mitigating interest flooding, cache
poisoning and pollution attacks.

As seen from the Table 7, none of the research works
available in recent times provides a holistic solution for
IC-VANETs in terms of security, mobility, caching and rout-
ing. We urge the researchers to address the work in this field
by considering the aspects discussed below.

• Security: Very few works addressed the threats possible
in IC-VANETs and their mitigation approaches. Since
the nodes are resource-constrained, threat mitigation
approaches should be lightweight.

• Scalability: In real-life scenarios, the VANETs are
bound to have many vehicles/nodes. The current liter-
ature lacks a focus on node scalability, and aspects like
the effect of scalability on routing tables and data lookup
time should be considered.

VOLUME 10, 2022 122441



L. C. M. Hurali, A. P. Patil: Application Areas of Information-Centric Networking: State-of-the-Art and Challenges

TABLE 7. Comparision of research works in VANETs over ICN.

• Interoperability with IP: Again, as discussed in
ICN/WSNs scenario, Most research focuses on clean
slate ICN architecture-based implementations as its
straightforward approach. For real-world deployment,
a study on Interoperability with IP networks as an
overlay or underlay is required.

• Mobility: Again, as discussed in ICN/WSNs scenario,
both producer and consumer mobility need to be eval-
uated in ICN-based works to understand the conse-
quences and provide a practical approach to handling
mobility. The network fragmentation aspect should also
be considered in this area of work.

• Heterogeneity: As VANETs are at the core of future
Intelligent Transport Systems (ITS), the whole system
will be heterogeneous due to different underlying wire-
less technologies (both legacy and modern). Hence a
focus on the heterogeneity aspect is also required in
future works.

E. FLYING ADHOC NETWORKS (FANETs)
Flying Adhoc Networks (FANETs) are a subclass of Mobile
Adhoc networks with Unmanned Aerial Vehicles as the
network nodes. FANETs find their application in disaster
management, public safety insurance etc. The cooperation
aware FANETs are susceptible to security attacks due to
their mobility, delay and resource constraints. As the content
producer location is of negligible importance in FANETs,

the information-centric paradigm seems to be an excellent
approach to solving IP-related issues such as mobility man-
agement, reliability and security. However, the FANETs com-
munication does not work as-is with the inherent security
(chain of trust) in ICNs due to the energy-constrained, frag-
mented environment (delay and overhead). Thus, the security
attacks such as cache poisoning, access control and data
authenticity need to be separately addressed in ICN-based
FANETs. The amount of literature in this direction is mini-
mal, and the available research on information-centric-based
FANETs is discussed.

A set of trust establishment, management and data
authentication schemes are proposed in [82] for ICN-based
FANETs. The trust-aware scheme works well even without
the GPS data in communicating UAVs. The proposed scheme
improves storage, delay and computational overhead com-
pared to the data authenticity scheme inherently present in
NDN architecture. In [83], a blockchain-based approach to
mitigate cache pollution attacks in UAV-assisted IC-WSNs
is discussed. The scheme uses a blockchain-based caching
and hash chain-based signature to mitigate cache pollution
attacks. This cachingmethod in ICN-based FANETs provides
security with less overhead and energy consumption.

As seen from Table 8, the research is in its infancy, with
many issues still to be addressed. Blockchain and trust-based
methods seem to be reasonable security candidates for such
networks. However, more research on user data privacy,
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TABLE 8. Comparision of research works in FANETs over ICN.

TABLE 9. Comparision of research works in anomaly detection in content accessing over ICN.

TABLE 10. Comparision of research works in information-centric social networks (IC-SNs) over ICN.

access control, and effect due to network fragmentation is
required. In addition, challenges such as scalability, interop-
erability with IP, network fragmentation are still unaddressed.
Although ICN has shown benefits over traditional IP net-
works in multiple application areas, a quantitative approach
to show the benefits of the ICN-based FANETs over the
IP-based FANETs is required.

F. ANOMALY DETECTION IN CONTENT ACCESSING
The work in [88] proposes novel architecture updates to
NDN architecture to provide semantic content analysis. The
implementation is further extended to provide an anomaly
content access solution in the ICN network. The work pro-
poses semantic relationships and correlations in the con-
tent through the ndnSim simulator. The simulation results
show performance improvement in delay time and detecting
anomalous content requests. This work is the first of its kind
and enhances the intrinsic security feature of ICN in access
control mechanisms. Further research needs to be performed
in this updated architecture to analyze the scalability and
interoperability aspects of ICN applications(Refer Table 9).

G. INFORMATION-CENTRIC SOCIAL NETWORKS (IC-SNs)
Over the past decade, social networking applications have
occupied a significant role in user’s life. As content com-
munication is at the heart of social networking and the
ICN paradigm, the conglomeration of ICN and Social
Networks has given rise to an application area termed
Information-centric Social Networks (IC-SNs). One of the
pioneer efforts in enabling social networking services to the
mobile user was discussed in [89]. The researchers propose a
CCN-based virtual private community (VPC) with hierarchi-
cal content naming and in-network caching. The evaluation

results show that the VPC-based social networking service
improves delay and load balancing in the user network. The
research work in [90] evaluates how promising a solution
ICN is for social networking applications. An evaluation
of Twitter-based online social networks using CCN archi-
tecture is performed from both networking and user per-
spectives against legacy and CDN-based twitter architecture.
The results showed improvements in network load from the
network point of view and in QoE (Latency) from the user’s
point of view. A novel content-centric framework for Mobile
Social Networks (MSNs) over 5G is presented in [91]. The
discussed architecture consisted of mobile users, CCN nodes,
and micro and macro cells. The evaluation results of the
proposed social network-centric caching scheme show that
the method performs better in terms of the cache hit ratio
than conventional networks. In [92] the authors propose a
content-aware security service for IC-SNs. This security ser-
vice is based on fog computing and enhances the security in
IC-SNs in addition to improvements in the cache hit ratio and
network delay.

The research on IC-SNs is still in its nascency, as seen
in Table 10, with much potential to replace the traditional
IP-based networks. However, many experiments have not
been performed to understand the implications of interoper-
ability with IP, scalability and security aspects. Thus more
work on these open research areas is required to operate the
current social networks over ICN architecture fully. More
quantitative approaches proving the efficiency of IC-SNs are
required in upcoming research.

V. CONCLUSION
Recently, The ICN paradigm has been sought after by the
research community as a solution to many current issues with
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IP-based networks. Although the ICN paradigm is just over
a decade old, there is a vast amount of literature available.
In this article, we presented an analysis of the current state of
the art in the application areas of ICN. the potential benefits
of the ICN paradigm in new application areas such as social
networks, FANETs, anomaly detection and Industrial IoTs
are discussed. In addition, we also discussed a few of the open
research challenges in each of the areas. However, each appli-
cation area is different, and hence their requirements from
the underlying networks are also different. In that direction,
researchers need to consider the gaps and propose holistic and
interoperable solutions with current IP networks.
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