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ABSTRACT Aiming at the security and efficiency of image transmission, a fast image encryption algorithm
based on an improved 6-D chaotic system is proposed. Firstly, we design a hyper-chaotic system with more
complex chaotic behavior, analyze the Lyapunov exponential spectrum, chaotic attractor and randomness of
the system, and generate random sequences through randomness enhancement operation. Secondly, image
preprocessing is used to select pixels from the original image to form a thumbnail, the size of the key space
can be changed by adjusting the thumbnail. Thirdly, the hash value of the original image is used as the
initial values of the hyper-chaotic system to realize the uniqueness of the key. The row encryption matrix
and column encryption matrix are generated according to the maximum and minimum values of row and
column pixels in the thumbnail. These two encryption matrices are composed of the full arrangement of
random sequences, which refers to the random combination of random sequences in a certain order. Before
the encryption, the Arnold transformation is performed on the original image and then the cipher image is
obtained by row encryption and column encryption respectively. The experimental results illustrate that
the proposed algorithm has excellent security performance, robustness and the speed of encryption and
decryption is very fast.

INDEX TERMS Image encryption, hyper-chaotic system, Lyapunov exponential spectrum, chaotic attractor,
full permutation.

I. INTRODUCTION of the magic square is cyclical, so the encrypted image can

The current image encryption algorithms can be roughly
divided into the following four categories: image encryption
based on matrix transformation or pixels replacement [1],
[2], [3], [4], encryption based on secret segmentation or
sharing [5], [6], [7], [8], encryption based on modern cryp-
tosystems [9], [10], [11], [12] and chaos-based image encryp-
tion [13], [14], [15], [16], [17], [18], [19]. So far, there are
many algorithms for the four types of image encryption. For
example, magic squares transformation [20], [21], one of
the most classical matrix transform encryption algorithms,
mainly realizes encryption by changing the position of pixels.
However, the histogram of the original image after the magic
square transformation does not change, and the displacement
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be cracked by exhaustive attack. Compared with the magic
squares, the image encryption algorithm based on key shar-
ing [22] retains higher security, but it may inflate the data of
images. Therefore, the key sharing-based encryption scheme
is not a suitable algorithm for images with large amount
of data. In contrast, chaotic signals not only have natural
concealment but also possess larger key space [23], [24].
In addition, the unpredictability of chaotic signals also makes
it applicable to secret communication, and the chaos-based
image encryption algorithms have become a popular trend in
encryption [25], [26], [27].

Since Matthews first took chaotic systems for encryp-
tion [28], many encryption algorithms based on chaotic
systems have been developed [29], [30], [31], [32], [33],
[34], [35], [36], [37], [38], [39], [40]. However, there are
significant problems in some encryption algorithms based
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on chaotic systems. Low-dimensional chaotic systems have
simpler structures and fewer system parameters, which makes
encryption algorithms based on low-dimensional chaotic sys-
tems have a smaller key space and lower security [41]. The
encryption algorithm introduced by Hua et al. [42] contains
poor correlation with the original image, which is prone
to the problem that the algorithm cannot resist differen-
tial attack. The encryption algorithm based on chaotic sys-
tem [43], [44], [45], [46], [47] can resist common malicious
attacks, such as plaintext attack and noise attack, but the
disadvantage is high computational complexity. Therefore,
encryption algorithms using low-dimensional chaotic sys-
tems and inefficient algorithm cannot take advantage in prac-
tical applications. Besides, when high-dimensional chaotic
systems are used for image encryption, the common prac-
tice is to use chaotic sequences of different dimensions to
control different security operations, such as DNA coding,
scrambling and diffusion operations at block level, pixel level
or bit level [15], [26], [32], [34], [36], [38], [48]. The cor-
responding algorithm is very complex and the efficiency of
encryption and decryption is not high. Therefore, this paper
proposes a different way to use the high-dimensional chaotic
sequences.

In the paper, the proposed hyper-chaotic system is used for
encryption after chaotic verification. Firstly, SHA-256 is used
to get the hash value of the original image and convert it into
the initial values of the 6-D chaotic system. Meanwhile, pix-
els are selected from the original image at interval of n to form
a thumbnail. For improving the reliability of the algorithm,
the reinforcement operation is used to enhance the random-
ness of the chaotic sequences. In the process of generating
encryption matrix, modulo operation is carried out between
the result of full arrangement of chaotic sequences and the
maximum or minimum gray value of each row and column
in thumbnail. And the result of the modulo operation is used
as the basis for generating the row encryption matrix and
column encryption matrix. Considering the problem of data
loss during transmission, Arnold transformation is performed
on the image before encryption. When encrypting an image,
the image obtained by Arnold transformation is XOR-ed with
the row encryption matrix and the column encryption matrix
respectively to generate the cipher image. After receiving the
encrypted image and the key, the receiver can reconstruct the
plaintext image according to the information in the key by
reverse operation. The main contributions of our work are
summarized as follows:

1. We designed a 6-D chaotic system, which can ame-
liorate the problem of weak security caused by taking
low-dimensional chaotic system for image encryption.

2. The proposed image encryption scheme does not
involve complex method such as DNA encoding, but
only the simple arrangement and XOR operation are
applied, so it can complete the encryption of the image
in a short time.

3. The size of the key space can be controlled by the
parameters in image preprocessing, and any dimension
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(no more than six dimensions) can be selected from the
6-D system according to the security requirement for
image encryption.

The rest of this paper is arranged as follows. In Section 2,
the hyper-chaotic system is designed and the analysis of
dynamic behavior and randomness of the system is given.
In Section 3, the image encryption and decryption based on
proposed hyper-chaotic system is described. The proposed
algorithm is simulated and its performance is analyzed in
Section 4. Finally, a brief conclusion is drawn in Section 5.

Il. 6-D CHAOTIC SYSTEM

Chaotic system is a nonlinear dynamical system. It can gen-
erate chaotic sequences with good randomness and non-
correlation, and it is very suitable for encryption because of
its sensitivity to initial values and parameters.

Liu et al. [49] proposed a 5-dimensional hyper-chaotic
system, and the equation is shown in (1). Meanwhile, the
related parameters are set as a = 11.5,b = 43,¢c = —1,
d=16,e=4,h=49,r =—-0.07,and k = —1.

X =aly —x)+eyz
y=cx+dy—xz—w-+u

Z=xy—bz (1)
w=rw-+hy
i = ky

In order to further improve the complexity of the chaotic sys-
tem, an improved 6-D system is proposed based on the above
5-dimensional hyper-chaotic system. The specific equations
are as follows:

x=aly —x)+eyz
y=cx+dy—xz—w+u
z=xy—bz
W=rw-+hy ' @
u=ky+v
v=sinv+ux

where a = 25,b = 53,¢c = —-5,d = 16,e = 10,

h=49,r =—-0.07,and k = —1.

A. VERIFICATION OF CHAOS FEATURES
The Lyapunov exponent and Kolmogorov entropy are often
used to verify the state of the system. In this paper, we take
the Lyapunov exponential spectrum to analyze the dynamic
characteristic of the 6-D system, which represents the separa-
tion velocity of trajectory. When a nonlinear dynamic system
retains a positive Lyapunov exponent, it shows that the system
is in a state of chaos, and the larger the Lyapunov exponent,
the more obvious the chaotic characteristics and the higher
the degree of chaos [50]. Meanwhile, a nonlinear dynamic
system can be regarded as a hyper-chaotic system if it has at
least two positive Lyapunov exponents [50].

Under the above parameters of the 6-D system, the Lya-
punov exponential spectrum is shown in Fig 1. There are
two positive Lyapunov exponent, it means the 6-D system
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is a hyper-chaotic system. Meanwhile, the trajectories of
the system in the phase space (x, y), (X, z), (X, w), (X, u),
(x, v), (y, v) are shown in Fig 2 after experimental simulation.
As can be seen from the figure, there are chaotic attractors
in every phase space of the system, which confirms that the
proposed system is hyper-chaotic. In order to further analyze
the dynamics of chaotic systems, the bifurcation diagram of
the chaotic system in the x = y(y > 0) plane when the
parameter » € (0, 80) is shown in Fig 3.

B. RANDOM REINFORCEMENT OPERATION

For the image encryption algorithm in this paper, the encryp-
tion matrix is generated by the chaotic sequences, so the ran-
domness of chaotic sequences greatly affects the reliability of
the encryption algorithm.

In order to enhance the randomness of the chaotic
sequences, we carried out a randomness reinforcement oper-
ation on the chaotic sequences. The specific operation are as
follows:

Step 1: Finding the maximum and minimum values of each
chaotic sequence and denoting them by p; and p5.

Step 2: Setting the parameters pg, € and e, where p; <
po <p2,€ €(0,0.5) and e € (0, 0.5). We select the sequence
value that satisfies (3) from the chaotic sequence, and take the
result of (x,,({) — po) as the element S(i) in the new set S.

[xn () — pol < e 3

Step 3: After completing the operation in step 2, take the
following formula to update the value of py,

Py = Dpo + &. “4)

Step 4: Repeating the above steps until pg is greater
than p;.

Step 5: Considering the subsequent operations, the ele-
ments in S are converted into the range of [0, 255] by

S(i) = ’Vmod(S(i) %1015, 256)—‘ , (5)

where S(i) represents the elements in S.

Since the size of the encryption matrix in the subsequent
operation is the same as that of the original image, and the
encryption matrix is composed of the chaotic sequence after
the randomness enhancement operation, the length of the
chaotic sequence should be larger than the length and width of
the original image. In fact, the number of elements in the set
S determines the length of the chaotic sequence, and there are
(p2 —po)/ € elements in the set S. Hence, when the parameters
are set to satisfy (6), the length of the chaotic sequence can
be guaranteed to meet the requirements.

P27P0  max(L1, W), 6)
I

where L represents the length of the original image, W rep-
resents the width of the image.
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C. RANDOMNESS OF CHAOTIC SEQUENCES

The randomness of chaotic sequences generated by
hyper-chaotic system is analyzed with NIST SP800-22 stan-
dard. The NIST SP800-22 standard contains fifteen tests
such as frequency detection, the P—value and pass rates are
regarded as criteria of each test. When P value is larger
than 0.01, the sequence is regard as random, and the
sequences that pass all the test have good randomness [51].
The results of 100 groups different chaotic sequences
obtained after random reinforcement operation are shown
in Table 1.

As shown in Table 1, the chaotic sequences pass all the
fifteen tests. Therefore, the randomness reinforcement oper-
ation proposed in this scheme makes the chaotic sequences
have good randomness, and enhances the reliability of chaotic
systems.

TABLE 1. Test results of NIST test.

Test P-value Pass rate

Frequency 0.224661 1
Block Frequency 0.271090 1

Cumutative Sums 0.769299  0.99

Runs 0.895086  0.99
Longest Run 0.154026 1

Rank 0.463127  0.99

FFT 0.393768  0.98

Non Overlapping Template 0.946245  0.99
Overlapping Template 0.974902 1
Universal 0.981371 1

Approximate Entropy 0.926358  0.99
Random Excursions 0.340527  0.98
Random Excursions Variant 0.429374  0.98
Serial 0.920038  0.99

Linear Complexity 0.137149  0.99

Ill. IMAGE ENCRYPTION ALGORITHM BASED ON

6-D CHAOTIC SYSTEM

The flowchart of encryption algorithm proposed in this paper
is shown in Fig 4(a). The SHA-256 function is used to get
the hash value of the original image and take the result as
the initial values of hyper-chaotic system. At the same time,
pixels are selected from the original image to form a thumb-
nail by image preprocessing, and then combine the thumbnail
with chaotic sequences after random reinforcement operation
to generate row encryption matrix and column encryption
matrix. Considering that the image may lose part of its data
during the transmission, an Arnold transformation is per-
formed on the original image before the encryption. once
the encryption matrix is determined, the XOR operation is
performed on the image obtained after Arnold transformation
and the column encryption matrix to generate the column
encrypted image. In order to improve the security of the
encryption algorithm, a second encryption is performed on
the basis of the column encrypted image, and the second
encryption result is transmitted in the channel as a cipher
image.
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FIGURE 2. Attractor phase diagram of 6-D chaotic system.

A. IMAGE PREPROCESSING

Assuming an original image G with size of M| x M> is in
uncompressed format. Selecting pixels from each row and
column of pixels in the image G at an interval of n to generate
the thumbnail H sized H; x H,. The number of rows and
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columns in H are

H;
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(f) Chaotic attractor on (y,v) space
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FIGURE 3. Bifurcation of 6-D chaotic system where r € (0, 80) and x = y(y > 0).

and the pixel value in H are
H(hi, hy) = G(hy x n, hy X n), (3)

where 1 < hy < Hy,1 < h, < H>.

B. HASH VALUE CONVERSION

The hash value of original image obtained by SHA-256 is
regarded as the initial values of the hyper-chaotic system.
However, the system only enters a hyper-chaotic state within
a specific range of initial values. Hence, it is reasonable to
convert the hash value to a suitable range.

SHA-256 generates 64 hexadecimal hash values and then
convert it by the following steps:

Step 1: Binarizing the hexadecimal hash values.

Step 2: Dividing the binary sequence into six groups of Dy,
D>, D3, D4, D5, Dg.

Step 3: Since 256 can not be divided by 6, the number
of binary elements in Dy, D, - - -, D5 is round(256/6), and
there are (256 — round(256/6) x 5) elements in Dg.

Step 4: After grouping, D1, D3, -, Dg are summed
respectively to obtain datay, datas, - - - , datag. Taking the
data; as a demonstration,

43
data, = ZDl(i), Q)
i=1

where D1 (i) represents the elements in Dj.

Step 5: As different chaotic systems, the range of initial
values is different. So, datay, data,, - - - , datag need to be
converted to the corresponding range. For example, the initial
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values of the hyper-chaotic system proposed in this paper
need to satisfy x(0) € [—10,50], y(0) € [0, 60], z(0) €
[0, 100], w(0) € [—10, 50], u(0) € [0, 20], v(0) € [—10, 20],
so the hash value can be converted as follows

x(0) = data; — 7

1
¥(0) = Edataz +13

1
z(0) = gdata3 +9

w(0) = datay — 7 (10)

2
u(0) = gdata5

v(0) = %(dataﬁ -1

C. ENCRYPTION MATRIX
Before encrypting the original image, the encryption matrix
is first generated by thumbnail H and chaotic sequences. Due
to the generality of the encryption scheme proposed in this
paper, the N dimensional chaotic system refers to the chaotic
system of any dimension. The following part describes the
specific steps of generating encryption matrix.

Step 1: Firstly, performing full permutation on N groups
chaotic sequences, and there are totally N! arrangements.

Step 2: Getting an array R = [ry, 2, - - , rp1] consisted
of the maximum gray value of each row in the thumbnail H,
where r; represents the maximum gray value in the ith row of
pixels in H.
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FIGURE 4. The flow chart of proposed algorithm. (a) encryption process; (b) decryption process.

Step 3: Copying and expanding R to get R’ = [ry, rp, -+,
Thi, ¥1, 72, -+ , T, 1, 12, - - - |, and the number of elements
in R is M.

Step 4: In order to avoid obvious distribution rules of
elements in R’, bitxor operation is carried out on the hash
value datay, datas, - - - , datae of original image and the result
is used as the seed of Randperm function. Then, scramble the
elements in R'according to the obtained random number and
R’ represents the scrambled R'.

Step 5: Elements in R” are processed according to the
following two formulas

max(R" (i), N!)
min(R” (i), N!),

a

b

(1)
where 1 < i < M. The resulting full permutation number is

K = mod(a, b) if b>0

. (12)
K =mod(a,b+ 1) otherwise,

by which we can avoid the situation where the value of K
corresponding to each row is equal to R” when N! is greater
than 256.

Step 6: The Kth permutation is selected as the arrangement
of the N groups chaotic sequences after gaining the K of each
row in the original image.
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For example, the four-dimensional Lorenz system is
adopted for image encryption and four groups chaotic
sequences can generate 4!, 24 permutations. Table 2 displays
the 24 permutations and from left to right, the indices cor-
responding to the permutations increases by 1 successively,
among which the index of the leftmost permutation is 0.

Assuming that the first element in R” is r3 and the
value of r3 is 123, that is R”(1) 123, then we can
figure out that K is equal to 3. Then, the fourth arrange-
ment, that is, the arrangement of x1(i), x3(i), x4(i), x2(?)
should be selected from the 24 permutations as the com-
position of the encryption sequence for the first row in
the original image. Therefore, the encryption sequence
corresponding to the first row of the original image is
[x1(1), x3(1), x4(1), x2(1), x1(2), x3(2), x4(2), x2(2), x1(3),
x3@3),---1.

Step 7: According to the above steps, each row in the orig-
inal image selects sequence values from the N sets chaotic
sequences based on the corresponding arrangement to form
encryption sequences. When the encryption sequences of all
rows are obtained, the row encryption matrix Mat — R is
determined.

The column encryption matrix Mat — C is constructed in
a similar way, except that the array R is composed of the
minimum gray value of each column in the thumbnail H.
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TABLE 2. The full permutation of four groups chaotic sequences.

x1, T2, L3, T4
x1, T4, T2, T3
X2, 3, T1, T4
X3, L1, T2, T4
X3, T4, T1, T2
x4,2T2, L1, T3

x1, T2, T4, T3
Z1, T4, T3, T2
£2, 3, T4, T
X3, L1, T4, T2
X3, T4, T2, L1
x4, T2, T3, L1

X1, T3, 2, T4
x2, X1, T3, T4
x2, T4, T1, T3
X3, L2, T1, T4
x4, T1, T2, T3
x4, T3, L1, T2

X1, T3, T4, T2
x2, X1, T4, T3
X2, T4, T3, T
X3, T2, T4, T1
x4, T1, T3, T2
x4, T3, T2, T1

D. ENCRYPTED OPERATIONS
After completing all the above operations, the column
encryption matrix and row encryption matrix for image
encryption can be received, and then encrypt the image G’
after Arnold transformation by

CG =G ®Mat — C
RG = CG ® Mat — R, (13)

where CG represents the column encrypted image and the
result of the second encryption operation is the cipher image,
represented by RG. In order to enable the receiver to recover
the original image from the cipher image, the key needs to be
sent together with the cipher image.

In the scheme, the encryption matrix is jointly determined
by the maximum or minimum gray value of each row and
column in thumbnail A and chaotic sequences. Moreover, the
chaotic sequences are depended on the relevant parameters
and the hash value of the original image. Hence, the parame-
ters po, €, e, the maximum gray value and the minimum gray
value of each row and column in the thumbnail are selected
as key to be transmitted to the receiver.

E. IMAGE DECRYPTION

The decryption process is shown in Fig 4(b). After receiving
the cipher image and the key, the receiver can get the same
encryption matrix according to the information in the key,
and then perform the following inverse operations on the
cipher image and Arnold transformation to reconstruct the
plain image G,

CG = RG ® Mat — R
G = CG&® Mat — C. (14)

IV. PERFORMANCE ANALYSIS

In this part, we analyse the performance of the proposed
encryption algorithm. When taking Lena as the original
image, according to the respective maximum and minimum
values of the six groups chaotic sequences generated by the
6-D chaotic system, let pg = [—114, =71, —69, —24,7, 4],
e =10.2,0.2,0.2,0.2,0.2,0.2], e = [0.5,0.5,0.5,0.5, 0.5,
0.5], respectively. Using Peppers, Man and Girl as
the original images, we set the parameters pg =
[—195, —42, —-56, —1,6,—19], po = [—160, —50, —45,
-32,6,—11], po = [—161, —58, =55, —10, 4, —14], and
the values of ¢ and e are the same as those of the orig-
inal image Lena. The original images, cipher images and
decrypted images are shown in Fig 5.
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(€] (h)

(9]

FIGURE 5. Experimental results: (a), (d), (g). (j) are the plain images of

o

“Lena”, “Peppers”, “Man" and “Girl” (b), (e), (h), (k) are the cipher images,
(©), (f), (i), (1) are the decrypted images.

A. ADJACENT PIXEL CORRELATION ANALYSIS

Due to the high correlation between adjacent pixels in the
unprocessed plain image, a pixel tends to leak the information
of its surrounding pixels. In this case, the attacker can roughly
infer the information of the plain image by using the known
pixels, so the encryption algorithm must be able to break the
strong correlation between the adjacent pixels to protect the
information of the plain image.

In order to intuitively represent the relationship between
adjacent pixels, we utilize the correlation coefficients in the
horizontal, vertical and diagonal directions of the plaintext
images and ciphertext images. The smaller the correlation
coefficient, the worse the correlation between adjacent pixels,
that is, the more uniform the image distribution is. We calcu-
late the correlation coefficients of the original image as well
as adjacent pixels in the encrypted image and compared them
with that of other encryption algorithms. The experimental
result are shown in Table 3 and Table 4. In addition, we also
select the Lena and Peppers from the above four experimental
images to briefly show the adjacent pixel correlation of orig-
inal images and encrypted images. And the results are shown
in Fig 6.

It is clear from tables that the adjacent pixel coefficients
in the encrypted image are much smaller than those in the
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FIGURE 6. Pixel correlation coefficient analysis: (a), (b), (c) Horizontal,
Vertical and Diagonal direction of original Lena image, (d), (e),

(f) Horizontal, Vertical and Diagonal direction of encrypted Lena image;
(g). (h), (i) Horizontal, Vertical and Diagonal direction of original Peppers
image, (j), (k), (I) Horizontal, Vertical and Diagonal direction of encrypted
Peppers image.

original image and the correlation coefficients of our algo-
rithm is generally smaller than that of other algorithms.
Meanwhile, the graphs show that the original image has
a strong linear correlation in the three directions and the
adjacent pixels of the cipher image are uniformly distributed.
Therefore the results mean that the proposed encryption algo-
rithm breaks the strong correlation between adjacent pixels in
the original image.

B. HISTOGRAM STATISTICS
The histogram shows the statistical information of the image,
which intuitively reflects the distribution of pixel values in
the image. The histogram of plaintext images has obvious
statistical rule, and attacks against images with statistical rule
are called statistical analysis attack. In a statistical analysis
attack, the attacker analyzes the intercepted cipher images,
summarizes the statistical rules, and compares them with
those in plaintext to extract the transformation relationship
between the plain images and cipher images to decrypt the
encryption scheme. To resist statistical analysis attacks, the
histogram of an encrypted image must be uniform and com-
pletely different from the plain image.

To more objectively represent the distribution of the pixels
in the image, we utilize the variance of the histogram and
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chi-square test to analysis the distribution of pixels. In fact,
chi-square values between 0 and 1 are better at judging the
distribution, so we normalize the image before performing
the chi-square test. Then, compare them with that of other
encryption algorithms. The smaller the variance and chi-
square values, the more uniform the image distribution is.
At the same time, we select Lena and Peppers from the
experimental images as examples for presentation.

The variances of the histogram and chi-square values of
four images are shown in Table 5,Table 6 and the histograms
of the original and encrypted images are shown in Fig 7.
As can be seen from the results, all the encryption scheme
enable even distribution of pixels in encrypted images, the
encryption scheme [54] and our algorithm enable a more
uniform distribution of pixels because they leads to a smaller
variance of the histogram. The evenly distributed histograms
of cipher images mean that the images after encryption cannot
provide effective information, which also confirms that the
encryption algorithm proposed in this paper can effectively
resist statistical analysis attacks.

Histogram of encrypted image. Histogram of encrypted image

Histogram of encrypted image. Histogram of encrypted image

©) (d)

FIGURE 7. Histograms of the plaintext and cipher image. (a) is histogram
of “Lena”; (b) is histogram of encrypted “Lena”; (c) is histogram of
“Peppers”; (d) is histogram of encrypted “Peppers”.

C. INFORMATION ENTROPY ANALYSIS
The information entropy can reflect the randomness of the
image. The calculation formula of image information entropy
is shown as

-1

H(x) ==Y plxi)log; plxi), (15)

i=1
where p(x;) represents the probability of x; appearing in the
image.

For gray-scale images, the ideal value of information
entropy is 8 and the larger the information entropy, the
higher the complexity of the cipher image. Under the
same preconditions, the proposed encryption algorithm and
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TABLE 3. The correlation coefficient of adjacent pixels.

Correlation coefficient Original images Encrypted images
Lena Peppers Man Girl Lena Peppers Man Girl
Horizontal correlation coefficients 0.9684 0.9625 0.9459 0.9695 0.0110 0.0101 -0.0012 0.0013
Vertical correlation coefficients 0.9751 0.9721 0.9577 0.9767 -0.0032 0.0196 0.0000 -0.0143
Diagonal correlation coefficients 0.9487 0.9357 0.9149 0.9493 -0.0001 -0.0013 0.0032 0.0193
TABLE 4. The correlation coefficients of the encrypted Lena image with different algorithms.
direction original images [52] [53] [54] [55] [56] Ours
Horizontal correlation coefficients 0.9684 0.0056 0.0036 0.0068 0.0113 0.0224 0.0110
Vertical correlation coefficients 0.9751 0.0037 0.0027 0.0258 0.0033 -0.0008 -0.0032
Diagonal correlation coefficients 0.9487 0.0032 0.0021 -0.0047 0.0002 0.0007 -0.0001
TABLE 5. The variance of histogram with different algorithms.
original images [52] [53] [54] [55] [56] Ours
Lena 96589 1027.59 765.32 502.96 841.17 511.22 493.39
Peppers 63259 946.67 734.75 529.63 952.83 539.24 512.63
Man 111088 941.06 653.92 577.21 952.30 541.88 593.36
Girl 1410789 957.16 627.81 501.38 830.87 525.49 579.27
TABLE 6. The chi-square values with different algorithms.
original images [52] [53] [54] [55] [56] Ours
Lena 0.1613 0.0217 0.0112 0.0049 0.0183 0.0057 0.0044
Peppers 0.1887 0.0205 0.0106 0.0061 0.0197 0.0064 0.0051
Man 0.1091 0.0203 0.0104 0.0063 0.0182 0.0069 0.0064
Girl 0.1465 0.0216 0.0099 0.0050 0.0178 0.0057 0.0068
schemes [52], [53], [54], [55], [56] are used to encrypt image TABLE 7. Information entropy for the encryption.
and the information entropy of cipher images are show in .
Table 7. In order to further verify the randomness of encrypted plainimage  [32]  [331 1341 551 [36]  Ours
images, the NIST tests are performed on 100 encrypted Lena 79832 7.9952 7.9969 7.9976 7.9971 7.9973
: : : Peppers 7.9856 7.9947 7.9971 7.9974 7.9973 7.9973
images obtained by our encrypt'lon scheme and the results Man 70334 79935 79051 CREEE 7o0co IEEER
for Lena, Peppers, Man and Girl are shown as examples Girl 79871 79961 7.9963 7.9971 7.9970 7.9968

in Table 8.

The experimental results in Table 7 show that the informa-
tion entropy obtained by the five encryption algorithms are
close to 8 and the differences are not significant. That is, all
the five algorithms can resist entropy attacks. And as the data
in the Table 8 shows, most of the encrypted images can pass
all test items, which means that our encryption algorithm can
make the encrypted images more random and more resistant
to exhaustive attacks.

D. NOISE ATTACK

The transmission of images in the channel is inevitably
affected by various factors, such as distortion, degradation,
and pollution caused by communication noise. These adverse
effects will increase the difficulty for the receiver to decrypt
the cipher image, because it is difficult to recover the image
from the encrypted image containing noise. So encryption
algorithms must be robust enough to resist noise attacks in
practical scenarios.

VOLUME 10, 2022

To evaluate the robustness of the encryption algorithm
proposed in this paper, we add 0.002 salt and pepper noise
to the cipher images. The decrypted images obtained from
the encrypted images with noise are shown in Fig 8, and
the experimental results show that only some pixels of the
decrypted images are changed, but the approximate informa-
tion of the original image is still preserved. Therefore, the
encryption algorithm proposed in this paper can overcome
some adverse effects of cipher images caused normal noise
in the channel.

E. CUTTING ATTACK

In the process of image transmission, lawbreakers usually
carry out cutting attacks on the image. The traditional algo-
rithm can only hide the details, and the range of pixel value
moving is small, so it is difficult to resist cutting attacks. To be
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TABLE 8. NIST test results of encrypted images.

test name P-value pass rate(minimum pass rate )
Lena Peppers Man Girl

Frequency 0.9992 0.9995 0.9999 0.9986 1

Block Frequency 0.7261 0.6515 0.4193 0.2824 0.99

Cumulative Sums 0.4193 0.8931 0.4503 0.2398 0.98

Runs 0.7299 0.6135 0.9585 0.8126 0.99

Longest Run 0.7697 0.5723 0.6897 0.1728 1

Rank 0.9985 0.9731 0.9943 0.8796 0.99

FFT 0.2276 0.6684 0.4193 0.2824 0.99

Non Overlapping Template 1 1 1 1 1

Overlapping Template 0.1041 0.3247 0.0974 0.2748 0.94

Universal 0.9995 0.9992 0.9986 0.9999 1

Approximate Entropy 0.5625 0.7153 0.6715 0.2918 0.98

Random Excursions 0.2336 0.5084 0.6426 0.8972 0.99

Random Excursions Variant 0.0984 0.2409 0.5673 0.3921 0.98

Serial 0.6135 0.7299 0.9585 0.8126 0.99

Linear Complexity 0.1750 0.2411 0.3636 0.1105 1

TABLE 9. Performance analysis of different size of thumbnails.
Performance indices Original image n=2 n=5 n=10
Lena Peppers Lena Peppers Lena Peppers Lena Peppers

information entropy 7.2419 7.3009 7.9973 7.9972 7.9976 7.9968 7.9973 7.9973
Variance of histogram 96589 63259 490.70 514.02 577.23 434.58 493.39 512.63
Horizontal correlation coefficients ~ 0.9421 0.9627 0.0051 0.0036 0.0128 0.0114 0.0110 0.0101
Vertical correlation coefficients 0.9705 0.9698 -0.0022 -0.0124 -0.0027 -0.0157 -0.0032 0.0196
Diagonal correlation coefficients 0.9191 0.9358 -0.0029 -0.0046 -0.0013 -0.0054 -0.0001 -0.0013

able to defend against cropping attacks, Arnold transforma-
tion have been introduced into our encryption scheme, and
the encrypted image that has undergone the cutting attack
and the corresponding decrypted image are shown in the
Fig 9. From the figure, it can be concluded that the encrypted
images after cutting attack can still recover the approxi-
mate contents of the original images after decryption in our
scheme.

F. KEY SPACE

One of the most important factors that determine the per-
formance of an image encryption algorithm is the size of
the key space. In the encryption algorithm proposed in the
paper, the key consists of the maximum gray values, and
the minimum gray values of each row and column in the
thumbnail. Besides, the hash value of the original image and
the parameters pg, € and e are also parts of the key.

The hash value of the original image has 256 bits which
means that the size of the key is not less than 256 bits.
Actually, only encryption algorithms with keys smaller than
100 bits can be easily decrypted by computer through exhaus-
tive attack, so the proposed encryption algorithm can resist
the brute force attacks.

In addition to a large key space, our proposed encryption
scheme can also adjust the key space as required. When the
parameter n = 2, the size of the key space is 2448 bits, and
when n = 10, there are 800 bits. With different values of n,
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the size of the key space varies greatly. That is, the size of the
key space can be controlled by the value of n.

G. THE EFFECT OF THUMBNAIL SIZE

Image preprocessing can change the size of the thumbnails in
the encryption algorithm by setting different values of param-
eter n. In order to assess whether the size of the thumbnail has
an impact on the performance of the encryption algorithm, the
cipher images obtained by using thumbnails of different sizes
are tested for information entropy, adjacent pixel correlation
and histogram analysis.

The experimental results are shown in Table 9. As the
results show, the size of the thumbnail has little effect on the
information entropy of the cipher image, and the influence
of the cipher image on the correlation of adjacent pixels and
histogram statistics is also negligible.

H. SENSITIVITY ANALYSIS
The degree of sensitivity to the key is one of the criteria for
evaluating the security of an encryption algorithm. For the
encryption algorithm, when the ciphertext image obtained
before and after the slight change of the key is not much
different, it means that the algorithm is not sensitive to the
key and the security of the algorithm is insufficient.

To assess the key sensitivity of the proposed encryption
algorithm, we take the Lena image as an example and the
change of the key is 1074, Fig 10 shows the result of
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TABLE 10. Comparison of performance against differential attacks.

L NPCR UACI
Original image
Our [52] [53] [54] [55] [56] Ours [52] [53] [54] [55] [56]
Lena 99.5720  99.5601 99.3149  99.1547 99.5267 99.5837 33.3724 33.3675 33.1526 33.2072 33.3005 33.2749
Peppers 99.5881 99.5493 99.3408 99.2739 99.5120 99.5923 33.3952 33.3607 33.1957 33.2349 333118 33.3997
Man 99.5834 99.4718 99.3218 99.2572 99.5186 99.5901 33.3562 33.3596 33.1603 33.2533 33.3378 33.3869
Girl 99.5956  99.4692 99.3507 99.2691 99.5274 99.5874 33.3798 33.3587 33.1792 33.2617 33.3285 33.3903

() &)

FIGURE 8. Noise attack test: (a), (d), (g), (h) Encrypted images with noise,
(b). (e), (h), (k) Decryption by images without noise, (c), (f), (i),
(I) Decryption by image with noise.

decrypting the ciphertext image obtained by changing the
key with the original key. The experimental results show that
the original image can no longer be reconstructed from the
ciphertext image based on the original key, which means that
the proposed encryption algorithm is highly sensitive to the
key.

I. DIFFERENTIAL ATTACK
Differential attack is an important analysis method to test
the plaintext sensitivity of algorithms. If the ciphertext image

VOLUME 10, 2022

obtained by slight change of plaintext is very different from
that obtained by original plaintext, the algorithm is sensi-
tive to plaintext, and it can resist differential attack and has
high security. To quantify the differences between images,
we introduce two variables, the number of pixels change rate
(NPCR) and the uniform average change intensity (UACI).
NPCR reflects the ratio of the number of unequal pixels in
the same position of the two images to the total number of
pixels in the image, and UACI represents the average change
intensity of the image. Meanwhile, the theoretical value of
NPCR, UACI are 99.6094% and 33.4653% [57].

The NPCR and UACI of Lena, Peppers, Man and Girl
are shown in Table 10. AS can be seen from the tables, the
NPCR and UACI of the proposed encryption algorithm are
closer to the theoretical values than those of the encryption
algorithms [52], [53] and not much different than in [56].

J. TIME CONSUMPTION

For encryption algorithms, the time spent in encryption is one
of the indicators to measure whether the algorithm can be
widely used. So, we made statistics on the time spent by the
proposed encryption algorithm and schemes [52], [53], [54],
[55], [56], and the results are shown in Table 11. Obviously,
compared with the other five encryption schemes, the encryp-
tion scheme [54] and our proposed encryption algorithm take
less time and are more efficient.

In the encryption algorithm [52], after using 2D-HSM to
generate four sets chaotic sequences and permutation matri-
ces, the author mainly uses DNA encoding and decoding,
pixels replacement and XOR operation to generate cipher
images. The complexity of DNA encoding and decoding
operations and replacement operations is higher than that of
the full permutation operation used in the encryption algo-
rithm proposed in this paper, so the encryption scheme [52]
takes more time. The encryption algorithm [53] is theoret-
ically simpler than algorithm proposed in this paper. In the
encryption scheme [53], the Logistic map is combined with
an 8-stage Linear Feed Back Shift register to generate the
encryption sequences, and then XOR the plain images and
the encryption sequences to get the cipher images. In practice,
this encryption algorithm takes a lot of time to generate the
encryption sequence because it needs to recycle the shift
register for many times.

The encryption scheme [54] initially divides the plaintext
image into blocks, calculates the correlation coefficient of
blocks, and then uses the correlation coefficient, skew tent

116041



lEEEACCGSS H. Chen et al.: Fast Image Encryption Algorithm Based on Improved 6-D Hyper-Chaotic System

(a) (b) (© ()

(e) ® (€9) ()

FIGURE 9. Cutting attack test: (a), (c), (), (g) are encrypted images with cutting, (b), (d), (f), (h) are decryption of images with cutting.

TABLE 11. Comparison of time consumption.

Original image [52](s) [53](s) [54]1(s) [55](s) [56](s) Ours(s)
Lena (256 x 256) 2310 14.005 0.179 0.312 0.304 0.168
Lena (512 x 512) 3.471 37.297 0.295 0.474 0.523 0.283
Peppers (256 x 256)  3.191 15.247 0.183 0.275 0.321 0.194
Peppers (512 x 512)  5.764 40.178 0.228 0.397 0.618 0.231

V. CONCLUSION

In this paper, a fast image encryption algorithm based on
an improved 6-D chaotic system is proposed. In order to
improve the complexity of the chaotic system, we design
a six-dimensional chaotic system and perform random
enhancement operations on the chaotic sequences. The hash

(b) (©) value of original image is used as the initial value of chaotic

FIGURE 10. Key sensitivity test. (a) cipher image with original key; S.yStem to realize the purpose of one graph one key. In addi-
(b) decryption by original key; (c) decryption by incorrect key. tion, we take the hash value of the original image as the seed
of the Randperm function, which can further strengthen the

map, and XOR operation to generate a scrambled matrix. association between the plain image and the encryption algo-
Finally, the matrix obtained by the TD-ERCS Map and rithm. Meanwhile, scrambling the encryption matrix based
the above-mentioned scrambled matrix are used to scram- on the random numbers can avoid the obvious distribution of
ble the original image. Finally, the result of scrambling is elements in the encryption matrix caused by replication and
the encrypted image. Only low-dimensional discrete chaotic expansion. The security of the image encryption algorithm

systems and scrambled operations are used to generate the proposed in this paper is to generate the encryption matrix
encrypted images, so the computational complexity of the based on the full arrangement of high-dimensional chaotic
encryption algorithms is also relatively low. In addition, the sequences, which is completely different from the exist-
encryption algorithms [55], [56] also use low-dimensional ing image encryption algorithm based on high-dimensional
chaotic systems and scramble method to generate encrypted chaotic system. Because the encryption process is very sim-
images. However, the linear-delay-modulation introduced ple, the encryption speed is very fast. Moreover, the algorithm

in [55] makes it take more time, and the encryption algo- can also meet the needs of different security levels from
rithms [56] spend more time by requiring multiple scrambling another aspect. For example, when constructing encryption
and pixel replacement operations on the original image. matrix, N!or M!(M < N) full permutations can be selected.
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Another reason why the algorithm uses thumbnails is that
when some application scenarios need to preview the picture,
through some pixel arrangement scheme, the algorithm in
this paper can be simply modified, and only the thumbnail
can be decrypted firstly without decrypting the whole picture.
At the same time, the algorithm can be further combined with
information hiding technology to realize information hiding
in plaintext domain or ciphertext domain in thumbnail.
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