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ABSTRACT The accurate estimation of underwater Visible Light Communication (VLC) channel conditions
is challenging due to its widespread attenuation and scattering effects. The channel attenuation is a linear
function of frequency and causes exponential signal power loss whereas due to the scattering effect,
numerous photons are statistically generated as light beams strike water molecules and there arise security
concerns. Assuming realistic underwater conditions, this paper investigates the security performance of
a typical Non-Orthogonal Multiple Access (NOMA)-assisted underwater VLC system. It consists of a
Floating Vehicle Transmitter (FVT), equipped with multiple Light Emitting Diodes (LEDs) to transmit the
signal to two legitimate near-end and far-end Underwater Vehicles (UVs) in presence of an active/passive
eavesdropper. The Channel State Information (CSI) of each transmitting link is estimated with the use of a
Minimum Mean Square Error (MMSE) technique. Furthermore, we propose a LED selection mechanism
to select an LED that can achieve the highest secrecy rate defined under the constraints of known and
unknown CSI of legitimate and/or eavesdropping links. Using the Successive Interference Cancellation
(SIC) technique, a novel closed-form secrecy outage probability expressions for the conventional single-LED
and multi-LED NOMA-VLC links for both known and unknown CSI scenarios is derived. The security
performance of the proposed multi-LED NOMA-VLC system is compared with the conventional single-
LED NOMA-VLC system under the effect of air bubbles for both fresh and salty water. Finally, we verify
the validity of the numerical results through Monte-carlo simulation analysis.

INDEX TERMS Non-orthogonal multiple access, physical layer security, secrecy capacity, secrecy outage
probability and underwater visible light communication.

I. INTRODUCTION

Underwater Optical Wireless Communication (OWC) is
rapidly gaining popularity among both academia and industry
due to the expansion of underwater activities, such as under-
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water scientific data collection, underwater sensor networks,
unmanned underwater vehicles, etc. [1]. Unlike traditional
acoustic communications, underwater Visible Light Com-
munication (VLC) is expected to provide a high-speed data
transmission rate with reliable, secure, and low-latency met-
rics. However, attenuation and scattering are two widespread
concerns the OWC networks, which affect the overall
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performance of the underwater VLC system. Therefore,
in [3], a modified Beer-Lambert formula was derived espe-
cially for the underwater VLC link that incorporates both
attenuation and scattering effects unlike the conventional
Beer-Lambert formula derived in [4] which did not include
the scattering effect. Indeed, the attenuation effect causes
signal power loss whereas due to the scattering effect, when
a light beam (i.e. operating at blue/green light wavelength
band 450 nm to 550 nm) originated at VLC transmitter
strikes a water molecule, numerous photons are statistically
generated and start traveling in random directions [1], [2],
[3], [4], [5], [6]. This as a consequence may cause an inse-
curity issue in the underwater VLC system because a scat-
tered photon may received by an illegitimate receiver (or
eavesdropper). Considering the security as a key metric, it is
important to track the scattered photon location, which indeed
requires the channel estimations of realistic underwater
conditions.

The overall attenuation effect in the realistic underwater
channel conditions, not only causes signal power loss but also
moderates the VLC channel connectivity with mobile end-
users [7]. In order to improve the user connectivity between
transceivers, Multiple Input Multiple Output (MIMO) tech-
nology that utilizes multiple Light Emitting Diodes (LEDs)
can be used [8]. However, due to small-area transmission
coverage of VLC technology [9], each transmitting LED
cannot be accessed by a mobile user. Then, for further
improvement in the underwater VLC network connectivity,
the transmitter can select a number of LEDs that are perfectly
aligned with the receiver terminal. However, it again depends
on the channel estimation analysis to know the exact user
location [10].

Recently, Non-Orthogonal Multiple Access (NOMA) has
emerged as another potential technology that can serve multi-
ple users at the same time/frequency/code by minimizing the
attenuation effect [4]. The fundamental concept of NOMA
is based on superposition coding and successive decoding
where the superposition coding of multiple users’ signals can
be done over the same subcarrier with different power levels.
As a consequence, it enables the receiver to decode the sig-
nal by using the Successive Interference Cancellation (SIC)
technique [11]. At the receiver terminal, the SIC starts by
decoding the data of the user that have the strongest channel
connectivity with the transmitter. Once the strongest user’s
signal is decoded, then the detected data is passed through
to an iterative SIC method. Then, the other user’s signal is
reconstructed based on the prior knowledge of the CSI of this
next user after the first user’s signal is subtracted from the
superimposed signal [12]. This indeed avoids the interference
caused by the first user’s signal and increases accuracy in
decoding another user’s signal. In particular, in the NOMA
scheme, the power coefficients among multiple users can
either be arbitrarily chosen or power can be intentionally
allocated to optimize a preferable performance e.g. minimiz-
ing the secrecy outage probability and/or maximizing the
capacity, secrecy capacity, and other objectives [13], [14].
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On the other hand, due to the scattering effect, less number
of scattered photons enter the Field-of-View (FOV) of the
authenticated (legitimate) user while there is a high proba-
bility that some of the scattered photons might be incident
on the FOV of the unauthenticated user (eavesdropper) [15],
[16], [17], [18]. Thus, the underwater VLC systems have
a requirement for security performance analysis. The secu-
rity in OWC systems can be provided through either the
conventional Cryptographic technique that can be applied
at the network layer or the Physical Layer Security (PLS)
technique, which is applicable at the physical layer itself [19].
More specifically, the PLS technique provides Information
Theoretic Security (ITS) at a quantum level by exploiting the
properties of the physical layer whereas the Cryptographic
technique is based on encryption and decryption methods
following a secrete code. Therefore, Wyner [20] first time
used the PLS technique and proposed a wiretapper channel
model by defining a positive secrecy rate metric that can
provide the optimum guarantee to prevent eavesdropping
attacks up at this particular rate [21], [22]. However, the
major limitation of the Wyner model was the assumption that
the legitimate channel conditions are always stronger than
the eavesdropping channel conditions and the transmitter can
easily obtain a positive secrecy rate. In fact, this assumption is
not reliable in underwater communication scenarios because
here scattering is a major cause of insecurity occurrence and
hence, eavesdroppers can also realize the stronger channel
conditions. Therefore, in PLS analysis instantaneous CSI
estimation analysis is a key requirement in order to track the
light propagation paths that are approaching the legitimate
and/or eavesdropper’s FOVs.

In the OWC systems, due to the fact that the user node
which might be either a legitimate node or an eavesdropper
one, can estimate the CSI of its receiving link during the pilot
symbol transmission process. In this process, some known
pilot symbols are been sent by the transmitter over each trans-
mitting link [23]. Then, whenever the transmitter demands,
the user may or may not send its estimated CSI knowledge to
it. In practice, it can be assumed that a legitimate user always
sends its CSI to the transmitter [24]. Whereas, an eaves-
dropper will send its CSI to the transmitter depending on
whether it is an active user (i.e. a legitimate node of the
adjacent network that sends its CSI to the transmitter) or a
passive user (i.e. a malicious node that never shares its CSI
with transmitter) [25]. Recently, in [26], a secure NOMA-
assisted multi-LED underwater VLC network is presented
where the secrecy rate metric is defined against both active
and passive eavesdropping attacks with an assumption that
an error-free CSI estimation is possible at the receiver node.
However, due to the variable underwater channel conditions
and the occurrence of Gaussian distribution errors, the precise
error-free CSI estimation at the receiver node is practically
impossible [27]. Therefore, in the PLS, it is important to
formulate the secrecy rate according to imprecise channel
estimations so that the transmitter can prevent both active and
passive eavesdropping attacks in a strategic manner. To the
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best of our knowledge, no prior research has been conducted
that address the adverse scattering effects from a security
perspective, specifically for underwater VLC system.

In this paper, we assume that due to the scattering phe-
nomenon, the underwater VLC system is vulnerable in the
presence of an active/passive eavesdropper. In order to esti-
mate the exact knowledge of the eavesdropper’s availability,
imprecise channel estimations are needed in each transmis-
sion time interval. The main contributions of this paper can
be summarized as follows:

o Present the geometry of the light propagation mech-
anism of the underwater VLC model and derive the
approximate channel gain expressions for both direct
and scattered paths, respectively.

o Derive the Probability Density Function (PDF) and
Cumulative Distribution Function (CDF) expressions
of the received end-to-end signal-to-interference noise
ratio (SINR) of each legitimate and eavesdropper links.

o A Minimum Mean Square Error (MMSE) technique is
used to estimate the CSI knowledge of CSI of both legit-
imate and eavesdropping links. Then, according to the
availability or non-availability of CSI of both legitimate
and eavesdropping links, a LED selection mechanism is
defined to select the LED with the highest secrecy rate.

o This paper considers the Exponential Generalized
Gamma (EGG) distribution to model to measure the
received signal fluctuations while considering the under-
water turbulence effects because it can provide the excel-
lent agreement between the theoretical and experimental
results.

o Derive novel closed-form secrecy outage probability
expressions for conventional single-LED as well as
multi-LED transmission strategies, for both eavesdrop-
ping scenarios.

o Finally, computer-based simulation analysis is per-
formed to validate each plotted numerical result.

The remainder of the paper is organized as follows.
The system and channel model are presented in Section II.
Additionally, a detailed description of the light propagation
underwater VLC model and LED selection mechanism are
presented in the same section. The performance metrics of the
conventional single-LED and the proposed multi-LED trans-
mission strategies are defined in Section III. In Section IV,
the numerical results are demonstrated for the security per-
formance of the proposed NOMA-assisted underwater VLC
system and Section V concludes the findings of this paper.

Il. SYSTEM AND CHANNEL MODEL

Suppose a floating vehicle transmitter (7, ) transmits signals
towards legitimate near-end (M) and far-end (M>) under-
water vehicles (UVs), in the presence of an active and/or
passive eavesdropping UV (Ey). Let T, be equipped with N
transmitting LEDs, whereas M and M, are equipped with
a photo-detector (PD) node, as shown in Fig. 1. In NOMA
scheme, two signals Xj and X; overlap with different power
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Eavesdropping Link
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FIGURE 1. System model of underwater visible light communication.

levels. Each signal is encoded as (Rp k, R k), when Ry, i is
defined as a fixed transmission rate parameter and Rj j is
defined as a desired secrecy rate quantity. The signal received
at the UVs can be expressed as

Y0 = il (VarPoXi + VaaPoXa ) by (0 + W (0, (1)
Yoalt) = 1" asPXahey () + Woy 1) (1b)

where 7z € {My, Ex} and k € {1, 2}, isz is the imprecise
channel gain, 1 and o are the power allocation coefficients.
From the security perspective, the confidential signal of user
M should be hidden below the signal of user M,. Also,
more power is allocated to user M» under the condition that
ar > o) when o) + ap = 1, with transmit power Py at
T,. n denotes the responsivity and [ is denoted as the real
valued irradiance fluctuations of the corresponding link. The
value of r is related to the used detection technique at the
user terminal, which means that » = 1 when Heterodyne
Detection (HD) technique is used whereas r = 2 when Inten-
sity Modulation/Direct Detection (IM/DD) technique is used
by the receiving UV terminal [3]. Finally, W, is defined as a
complex Additive White Gaussian Noise (AWGN) parameter
with zero-mean and variance azzk.

A. LIGHT PROPAGATION MODEL

The geometry of light propagation VLC model is depicted in
Fig. 2, which illustrates that the optical signal at z}(h UV canbe
received via two separate paths, namely Line-of-Sight (LoS)
(or direct) path and scattering (indirect or NLoS) path follow-
ing FVT-to-Scatterer and Scatterer-to-Z; links. Let minimum
mean square error (MMSE) estimation technique is used to
estimate the CSI of each transmitting links under imprecise
channel conditions. According to light propagation geometry,
the channel-gain at the Z/L(h UV can be given as [24]

hy = .szhigkh;k + 4/ 1— ﬂzzszk’ (2)
where B, is denoted as correlation coefficient between hfk/ 4
and hy, here, hfk is the geometric underwater VLC link

channel gain in fresh water when no turbulence is present
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LED at FVT

7 j™ Water
’ Molecule

FIGURE 2. Geometry of light propagation VLC model, where light
propagated over a direct path under fresh water conditions while follows
scattered path under turbulent (or salty) water conditions.

whereas /7, is the scattered link channel gain obtained under
error-free channel conditions and w;, is the Gaussian random
error independent to i‘a with zero-mean and unit variance.
Moreover, the B;, can be given as [25]

1
1+ aP T,
where T; is the length of pilot symbol transmission and «

is the normalized pilot power. When 7; = 1 and hence, the
effect of channel estimation solely characterized by «.

Bu 3

1) CHANNEL GAIN UNDER FRESH WATER CONDITIONS
The direct underwater VLC link gain hﬁk can be given by [25]

hg = B cos™(¢z,.1,) cos" (W 1,), )
for 0 < ¥, rep = W; rep and O otherwise, where
- A(m+1)
E‘ZO,SZ,- = —ZU(WZk)g(ka)a 5)
271de’ L

where U(yr, ) is denoted as optical filter gain and g(v,, ) is
the gain of the optical concentrator given by
2
Sing—q&k7 0 = l/fzk = \Ijzk,FOV
, Otherwise,

g(y) = (6)
where n denotes the refractive index, W, rov denotes the
FOV of the z}(h UV, A is the detector area, m is the Lambertian
. . . . _ 1
radiation patt.ern which §an be given by m = ToaCos@ 1))
where ¢;,> is the semi-angle of each transmitting LED.
Therefore, the directivity of the transmitting LED is related to
semi-angle ¢1,2 and at ¢1,2 = 60°, m becomes unity, which
corresponds to ideal LED. d,, j, is the Euclidian depth from
the FVT to zi".

2) CHANNEL GAIN OVER TURBULENT CONDITIONS

The scattering effect in underwater medium causes two major
effects: i) the light beam deviates from its original path which
means that it may or may not incident on the legitimate user’s
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FOV and causes probability of eavesdropping occurrence,
and ii) it reduces the mean irradiance of light beam at the
receiver terminal that indeed reduces the received signal
strength at the UV and might deteriorate the system perfor-
mance. As a consequence, two paths between transceivers
can be constructed i.e. LED-to-Scatterer and Scatterer-to-
Z,Eh receiver path. Therefore, an approximate expression for
scattering channel gain A7, can be derived as

hy, = Wffa}“fr U(rz)g(Wr,) cos™(¢j.L.) cos™ (Y ), (T)
for 0 < ¥, j < ¥, and O otherwise, where
A(m + 1)exp [_C (d./-,Li + de,j)]
2
27 (dj»Li +dy J)

where d; 1, and d;, ; are the Euclidian depth from the FVT to
the /1 scattering molecule and scattering molecule to the z}ch
user. Moreover, the overall attenuation effect in transmitting
light beam can be defined by extinction coefficient ¢ denoted
as ¢ = a + b, here, a is defined as an absorption coefficient,
and b is defined as a scattering coefficient and their values can
be chosen as constant for a particular wavelength of the sig-
nal during performance analysis of the proposed underwater
VLC network.

In order to extract the relevant information from the over-
lapped signal Xi, the UV utilizes the SIC technique. In this
technique, when demodulating the X, signal, the X signal is
viewed as an interference signal. However, when demodulat-
ing the signal Xi, the X, signal is first demodulated and then
re-modulated after subtracting the interfering signal from the
overlapped signal. Assuming that both E; and M; UVs are
having the same decoding capabilities, then, by using (1a),
Signal-to-Interference plus Noise Ratio (SINR) obtained at
M and E1, can be defined as

=Scatter __
Sz Li T

®)

azpilM Oll;OilM
Vﬁf =—2, 51 =——F—"—, (%)
oo phy, + 1 pazphy, + 1
X a1 phg
Vel = —— . (9b)
©phg, +1

r . . . .
where p = '721012)5 and level is residual interference is denoted

by ¢ =€ (0, 1]. Let both M, and E, can access the second
transmission phase, which is an interference-free signal then,
by using (1b), the SNR received at M3 and E», can be defined
as

(10a)
(10b)

X 2
yMz = 012,0th .

X5 7
VEZ = 0l2,0hE2~

B. LED SELECTION MECHANISM

Any LED available at the transmitter can transmit the infor-
mation. During pilot symbol transmission process, some
known pilot symbols are been transmitted by the FVT T, over
each transmitting link. Then, the MMSE technique is used to
receive the CSI information from each receiving legitimate
and/or eavesdropping UV terminal. Based on availability
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and/or non-availability of CSI information at 7, two know
and unknown CSI scenarios are defined. In particular, known
CSI scenario is defined against active eavesdropper, which
shares its CSI with the transmitter and unknown CSI sce-
nario is defined against a passive eavesdropper, which never
shares its CSI with the transmitter. The above assumptions on
both scenarios are valid because in wireless communication,
during pilot symbol transmission process, the receiver first
receives the instantaneous CSI of its receiving link and then,
when the transmitter demands, the receiver sends its esti-
mated CSI to the transmitter. The CSI estimation is performed
by using each transmitting LED. However, from a security
perspective, the transmitter 7, selects an LED that provides
the optimum guarantee of security against both active and
passive eavesdroppers. Therefore, the transmit LED selec-
tion mechanism is further divided into the following two
scenarios;

1) SCENARIO-I: AGAINST ACTIVE EAVESDROPPER

Let E} be an active user. Hence, T, knows the instantaneous
CSI of both legitimate and eavesdropping VLC links. Then
similar to the Wyner wiretapper channel model [20], the
positive secrecy rate can be formulated as

+
Cox = [logs (14 745t ) —togy (14 2)] 7. (amy

where [.]* is used to denoted a non-negative quantity. More-
over, yﬁi and yéi * are the instantaneous SINRs of the legiti-
mate and eavesdropping links given by (9) and (10), respec-
tively. Then, the secrecy rate under scenario-I, can be defined
as

ciOs = max {Cox} . (12)

where i € {1,2,...N}. A pseudo-code of the scenario-I can
be given by Algorithm-1.

Algorithm 1 LED Selection in Scenario-I
1: Initialization: Instantaneous CSIs of both M; and E}
links;
2: Decision: Link decision indicator I;, where i €
{1,2,3,...N} for N number of LEDs;
3:fori=1;i<N:i++do
4: Calculate CI’QI and Cél;
50 if Cy, > Cg, A Cy,1(i) = maxiey {Cs i} then
6: I, =0, An optimal LED is selected for M user;
.
8
9

: elselfC > CE2 /\C’2 > 0 then
=1, A random LED is selected for M, user;
. else

10: I; = —1, The system outage occurs;

11: end if

12: end for

2) SCENARIO-II: AGAINST PASSIVE EAVESDROPPER
Let E; is now a passive user and Ty does not know the CSI
of eavesdropping link. Then, it transmits the signal with a
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predetermined transmission rate Rj . The selection of Ry, x
is constrained with the channel capacity of the legitimate link
ie. Cy, = logy(1 + yﬁ’; ). Furthermore, T, can transmit
the information under the certain condition that Cy;, > Ry
because it cannot transmit the information beyond the channel
capacity of the respected link. Otherwise, when Cy, < Rp,
connection outage occurs and 7, remains silent. In order
to transmit the signal to My, T, selects an LED which can
achieve the maximum channel capacity Cy,; that is Ci =

log, (1 + yMk ") where yM * is the received SINR at M} ‘h user

from the i antenna at T. Then, the secrecy rate for scenario-
II, can be formulated as

CISHS = max {C}m —Rb,k]. (13)

A pseudo-code of scenario-II can be given by Algorithm-2.

Algorithm 2 LED Selection in Scenario-II
1: Initialization: Instantaneous CSIs of M} link and define

Rp ks

Decision: Indicator I;, here i € {1,2,3,...N};

fori=1;i<T:i++do

Calculate C 1{41

if CI{/I| >Rp1 A C;iLS = max|<j<N CI{/A — R},J} then
I; = 0, A LED is selected for M user;

elselfCM >R;,2/\C’2 > 0 then

I =1, A random LED is selected for M> user;

else

I; = —1, The system outage occurs;

- end if

: end for

R A A

—_ =

Remark-1: Using (13), it can be defined that in order to
achieve the highest security against a passive eavesdropper,
the value of Ry x should be high or very close to yﬂ)j" How-
ever, when Ry, ;. increases, the secrecy rate C ’SLS decreases.
As a consequence, using (12) and (13), it can be concluded
that secrecy rate C; ’SLS can never be greater than C; ’OLS , which
means that knowledge of instantaneous CSI of both legitimate
and eavesdropping links at the transmitter can provide better
or higher security against the eavesdropping attacks.

In order to model the irrandiance light beam intensity
fluctuations I/ given in (1), a mixed exponential generalized
Gamma (EGG) distribution is distribution is used. Then, uti-
lizing (9), (10) and [3, eqn. (21)], the cumulative distribution
function (CDF) of yz),fk can be given by

1
1 y 4
A\ ot

l—w 49| 1 4
+—2Gh | =
T(a) 2| b <¢§M§k

1

1,1
Fy, () = oGy,

1,0

~Iin

, (14)
a,0
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where z; € (Mg, Ey). Using (14) and [28, eqn. (8.2.2.31)], the
probability density function (PDF) of yz),fk can be given by

1
@ 10 1 y \' |
Sr, ) = N yaees
Vk )\, 01 )\' (p;{M;k 1
cd—w 0] 1 vy \'|”
+——G,; | = , (15)
ryD@@) O | be ((pé‘,u{k a
where
Wy = T (162)
7k
W2 = & (16b)

T 2002+ b2(1 —w)(a+2/c)/T(a)’

where ka = E(ya") denotes the average electrical SINR, w
denotes the mixture coefficient and A is the scale parameter
of exponential distribution. Moreover, a, b and ¢ quantities
are representing the EGG distribution parameters for dif-
ferent underwater scenarios and I'(.) represents the Gamma
function. More specifically, the CDF and PDF expressions
given in (14) and (15) are valid for (9), when <pzl = a10-
However, for (9) and (10), both expressions are valid when

(p? = (a2 — a1y)pz, under the condition that y < g‘—f
Otherwise, when y > g—f, then the CDF expression becomes

unity i.e. Fy, (y) = 1 and the PDF expression becomes zero
e fy, (y)=0.

Ill. PERFORMANCE ANALYSIS

In order to compare the performance of the proposed under-
water multi-LED-VLC system with the conventional under-
water single-LED-VLC system, in this section, we derive
closed-form secrecy outage probability (SOP) expressions for
both single-LED and multi-LED transmission strategies. The
SOP is the probability that the secrecy capacity Cj x is less
than a target secrecy rate Ry ;. Therefore, the security is now
constrained with the Ry parameter which means that the
proposed system must provide guaranteed secure communi-
cation against eavesdropping attacks up to the desired target
secrecy rate R . Otherwise, the system outage condition
occurs and the transmitter stops information transmission.

A. SOP OF UNDERWATER SINGLE-LED VLC SYSTEM

In this strategy, we consider that only the LED is transmitting
the information and hence, in the first transmission phase for
k =1, the SOP at M can be expressed as

ingl,
Pglllrtlfgﬂ/ZLED = Pr(Csx < Ryx)
o0
=f0 Fyy [t +y) = 1 fye(ve)dy, (17)
where 71 = 2R, Using [29, eqn.(2.24.1.1)], [28,

eqn.(8.2.2.15)], (15), (14) and (17), the derived SOP expres-
sion for M1 UV is given in (18), as shown at the bottom of
the next page, where G(.) is the Meijer G function [28].
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For k = 2, the SOP at M» can be defined as

Single LED
out,M,

=/0 Fyy, [ +y) - 1]ny(V)dV+/ﬂ Tre)dy,
(19)

where 7p = 2R2and 9 = L — 1 < 2. Using [29,
eqn.(2.24.1. 1)] (15), (14) and (17) the SOP at M is derived
and given in (20), as shown at the bottom of the next page.
In practice, the FV transmitter 7, does not know the exact
location of Ey. Therefore, we assume that E can eavesdrop
the information of either M| or M. Therefore, the eavesdrop-
ping occurrence in both the transmission phases is equal and
then, the SOP of the single-LED VLC system can be given as

P

Pout = Pout,m; X Pr [E eavesdrops M 1]
+Pout,m, % Pr [E eavesdrops M2] , 2D

where Pr [E eavesdrops M 1] and Pr [E eavesdrops Mz] can
be obtained according to the practical scenarios. We assume
that Pr [E eavesdrops M| = Pr[E eavesdrops M| = 1/2.
Then, the SOP can be expressed as

1
Poyt = 5 (Pout,Ml + Pout,Mz) . (22)

B. SOP OF UNDERWATER MULTI-LED VLC SYSTEM

As stated above, the proposed system model is equipped with
multiple LEDs and eavesdropping is possible via either an
active and/or passive eavesdropper. Hence, in this section, the
closed-form SOP expressions are derived for both scenario-I
and scenario-II, respectively.

1) SOP ANALYSIS FOR SCENARIO-I

We first consider the case where security of M is more
important than M. Then, the SOP at M of the Multi-LED
underwater NOMA-VLC transmission against active eaves-
dropping, can be defined as

OLS iOLS
Pout My = Pr |:rlréa}vx (Csl,l ) = RS»1:|

—nPr[C'OLS<R = (P;Outhhl) . (23)

It is clear here that once an optimal LED is selected for
transmitting the signal to M7, the SOP at M can be given as
Pé)?lml = Pout,m, - Then, a random LED can be selected for
transmitting the signal to M>. Moreover, the SOP at M, can
be given by (19) and the overall SOP for the VLC link can be

given by

1 N
Poi! = 5 ((Pout,Ml) + Pout,M2> . (24)

Similarly, when the optimal LED is selected for M», the
overall SOP can be given by

1 N
Po? = 5 (Pouny + (Powan) ). @9)
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2) SOP ANALYSIS FOR SCENARIO-II

The SOP at M against passive eavesdropping attacks, can be
defined as

N

SLS iSLS

Pout,Ml = (Pé)ut,Ml) ’ (26)

where Pi)su';ﬁ,ll can be given by
iSLS SLS
Poum, = {Cl < Rx,l}
71 (14+¥h,1)—1
- [ fua 0y, @D
0

where yin,1 = 2Re1 _ 1, Using (15), the SOP can be derived
and given in (28), as shown at the bottom of the next page. As
an LED is already selected to transmit the signal to M7 and
hence, Ty can select any random LED to transmit the signal
to M. Then, the SOP at M; can be defined as

iSLS
Pout My, —

. 2
/(; fVM,Z(y)dV + / lfyM,z(V)d% (29)

where @ = 72(1 + ym2) — 1 < Z—? and ym2 = 2Rv2 _ 1,
Using (15), SOP can be derived and given in (30), as shown
at the bottom of the next page. The SOP that maximizes the
channel capacity of the M link can be defined as

My =gy L0d ) ) . .
g e s

=5dB

=My

- - M;, Scenario-IT
- = My, Scenario-II
— My, Scenario-l
— My, Scenario-T
0 Simulation

Secrecy rate (bits/s/Hz)

0 I I I I I
30 4 50

o (dB)

60

FIGURE 3. Secrecy-rate vs « for varying 7, with known and unknown
imprecise CSI scenarios.

Similarly, the SOP that maximizes the channel capacity of the
M, link can be defined as

1 SLS N

2 (P:)ut,M 1 + )
IV. NUMERICAL RESULTS
As stated above, the underwater OWC networking systems
are mainly affected by air bubbles, which cause attenuation

SLS,2 _
Pout

( piSLs

out,M,

(32)

pSLS.1 _ 1 (PzSLS )N 4 piSLS 31) and scattering effects. In previous section, performance met-
ou T 5 out, M out,M; rics of system were defined by considering EGG distribution.
-1,0 —a,0
Single LED w 2.1 [ 61 l—w 5 (&
Powm = wGys | - + =007
s rliA “\ 4 —1.1 I'(a) 3 —11
~1.0 —a,l
l-w 21 (61| l—w 51 (8™
@ w62 (2 + 2 (2 , (18)
rér(a) “\ L —la—1 ['(a) “\ b —l,a—1
1 Pl c )23 c_
I 1 Lol I
where £ = 1 To%2 = 3o T g 81 = X:1;1=0 and &, = Z[’z—() lc ’
Mogni)T belppug)r M, ,UMl)’ B (Pag, 1)
Single LED @ | 1 1L 14ps ! L—w® 114p it
Poum = 5| 14p3, 2+ 0763 i Ot 9484
Ma ra | reg P3,2+p3 10— ,+] I'(a) P4,2+pa 0.0,
P4
3 r 10 r 0
r283 r11 (G r11 [ 43 r+10 (43
—1 Gl,r+] r - Gl or+1\ ﬁGl r+1 r
w(27) 2 loto) @2 Il 10 "l-1lo0
a ) 1 1=r 1 I=r 4
c(l —w 1,1 r3’ —w 11 2
1 | 1++p%+ 9783 + 1++p3+ P84
rT(a) | re} P3,2+p3 Lot I'(a) P4-2+p4 S
0= 53 0. =5
el r 10 r |0 r |0
VeQm) 2 r11 G ar 1,1 (4 r+1,0 4
G| PR ST e A I e g (20)
w " lo,20 a2 e 10 1,20
1 r3 1_ c P4 c_,
1 1 o L (n-Dr P (=D
where (3 = — T l=—-7.8= Z;%:() 2 ; — and 84 = Zm_o 2(—,
MopZuh)T b 1E)T My, T b (g 1y,
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In this section, we will now observe the effect of different air
bubble levels, on the security performance of the proposed
underwater VLC system. Indeed, we consider the two types
of water conditions namely i) fresh water when no (or mod-
erate) turbulence is present and ii) salty water when strong
turbulence is present. Turbulence effect variation is estimated
by varying the air bubble levels (BL) using different values
of w, A, a, b, and c, as listed in [5, Tables 1 and 2]. Other
parameters such as refractive index of water n = 1.5, gain
of optical filter U(yx) = 1, effective area A = 1.0 cm?,
FOV angle of both M| and M, UV terminals i.e. ¥, = 70°
and ¢/, = 60° are kept fixed. For Monte-Carlo simulation
analysis, 10° random samples are generated and their values
are correlated with the numerically obtained values. More-
over, we consider ¥, = ¥y, = Yy and Ry1 = Rs2 =
1 bit/sec/Hz.

Using (12) and (13), we first quantify two optimal values
of normalized pilot power « that can provide the highest
secrecy-rate for transmitting the information to M; and/or M»
UVs for both scenario-I and scenario-II. Fig. 3 demonstrates
the achievable secrecy-rate against the normalized pilot signal
power o, at yg 0 dB and R 0.6781 bits/s/Hz.
In scenario-I, it can be observed from the curves of y;, =
5dB and y;, = 10 dB that the secrecy-rate increases fast to a
peak valueator = 29 fory,, = 5dB,andata = 19fory,, =
10 as « increases. Similarly, in scenario-II, the secrecy-rate
increases to its peak value « = 28 for y;; = 5 dB, and at
o = 18 for ¥, = 10 dB. Moreover, it is to noticeable from
the figure that it is not always good to impose a high pilot
power to achieve a maximum secrecy rate because secrecy
rate saturates after a certain value of «. This is happening due
to the fact that we cannot transmit the information over a VLC
link beyond its channel capacity. Hence, for further improve-
ment in the security performance of the system, we need
to focus on the other parameters i.e. attenuation, scattering
effects, noise, and CSI estimations, etc. With this observation,

10°

pSingle LED
T outM,

pSingle LED
===="0utM,

—-—.pSingleLED |

Out,System

pSingle LED
OutM,

pSingle LED
OutM,

pSingle LED
Out, System
O Simulation

BL=4.7 L/min

|
25
P (dB)

15 20 30

FIGURE 4. SOP vs. Ps for the single-LED transmission scheme at different
bubble levels.

we have calculated two optimum values of « under which T,
achieves the highest secrecy rates. It can also be seen from the
plot that the achieved secrecy-rates of both M; and M, UVs
for scenario-I is greater than the achieved rates for scenario-
II. More specifically, the secrecy rate of M, is higher than
the M| UV because the allocated power coefficient o>
0.6 at M> is higher than the coefficient «; = 0.4 at M.
Next, we analyze the SOP performance of a conventional
single-LED VLC system with the variation in the transmitting
signal power Py for two air bubble levels. Also, we assume
that the parameters r = 2, ¥, = 10dB and Y = 5 dB
as fixed quantities. One can notice from (9) and (10) that the
received SINRs at My is directly proportional to P, which
means that when we increase the value of Py, the received
SINRs at M will also increase and their consequence effects
will also improve secrecy rates C;; under both scenarios,
see eqns. (12) and (13). Therefore, plotted results in Fig. 4
are quite intuitive and validate the equation derived in (17)

iSLS @n)'7 o r o (6] c(1 — w)re=? i (]
Poum, = G\ i - t—— 6,4 ’ (28)
anll+yn) -1 »+ > Ll P I'(a) : e 10
where {5 = — 1 and le = 1 =
% - 1 r r
)”(%I"flulrwl) bL(leﬂMl)
0 0
isLs | w1 G 4 n L) o 4
out,M — (27_[)% A L+l \ pr 0.10 O | o Lr+l\ ,r 110
1 o (4] (1 — w)ré=2 o 25 ]°
2R;,12 -1 1,r+1 T _1’%!0 F(a) 1,r+1 r 0,%,0
n L) gt £y 0 __ b o0 £y 0 (30)
2Rb12 -1 a 1,r+1 rr %’_1,0 2Rb,2 -1 1,r+1 rr _1’%’0 ’
where (7 = 1 and £g = 1 =.
% (.2 r r
A(“7’%42“542) b (‘pMz“Mz)
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FIGURE 5. SOP vs. ¥ for the single-LED transmission scheme at
different bubble levels.

i.e. increasing the value of P should deteriorate the secrecy
outage effect. Moreover, as power coefficients a1 and oy are
different for both UVs and in fact, more power is allocated
to M, UV than M| UV. Hence, the plotted results are also
representing that before the floor point, the value of SOP for
M, UV remains higher than the SOP value for the M1 UV and
then, after the floor point, it represents the opposite effects i.e.
higher SOP value for M than M, UV. Here, the floor point is
occurring when both M1 and M> UVs are having equal power
allocation coefficients i.e., 1 = ap. On the other hand, it can
also be observed from the same figure that the SOP value is
high at air bubble level BL = 16.5 L/min (i.e., for salty water)
than the SOP value at BL = 4.7 L/min (i.e., for freshwater)
for each individual value of P;. This occurs due to the fact
that as the turbulence effect increases, the scattering effect
increases, and its consequence effect decreases the value of
SOPs for both UVs. Using (22), it can be seen that the total
SOP of the system is an average value of the SOPs obtained
for M| and M, UVs, respectively. Therefore, the curve for
total SOP approaches near the SOP of M, UV before the
floor point and then approaches near the SOP value of M,
UV after the floor point. This complete observation is also
indicating that the overall security performance of the system
deteriorates when the scattering effect becomes severe.
Based on the above-illustrated explanation, one can easily
find that Fig. 3 concludes that we cannot increase the nor-
malized power value « after a certain limit whereas Fig. 4
concludes that an increase in value of Py can improve the sys-
tem performance. Therefore, it is now important to obtain the
SOP against the average instantaneous SINR of the legitimate
link i.e., ¥, because it can quantify the effect the power of a
signal received at M UV on the security performance of the
system. We again take r = 2 and Y = 5 dB parameters as
fixed quantities. Fig. 5 illustrates the results of the equations
derived in (18) and (20), respectively, which represents that
when we increase ¥, value, the SOP for M, UV remains
lower than the SOP value of M; UV until it reaches to a floor
point and then, as expected, after the floor point, the SOP
value for M> UV becomes higher than the SOP value obtained
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FIGURE 6. SOP vs. 7, with imprecise channel estimations using MMSE
and without channel estimations.

for M1 UV. Here, the floor point exists at around y,;, = 33 dB
SINR value because we now keep the P, value fixed at 2 dB
and it can neglect the turbulence effects and increase the
security over a noticeable region. It can also be observed from
the same plot that the SOP value is high for air bubble level
BL = 16.5 L/min than the SOP value of BL = 4.7 L/min,
which is again illustrating the similar effect as described
above. Moreover, the total SOP value given by (22) and (24)
are also imposing the desired changes, and accordingly, the
total SOP curve is approaching the SOP curves of M and M»
UVs, respectively. Interestingly, it can further be noticed from
Figs. 4 and 5 that when ¥, increases, it decreases the SOP of
M (or M) in a much faster rate than when P value increases.
The reason is that the secrecy rate becomes a constant at
a large value of P; and does not produce any significant
contribution in improving the security performance analysis
of the system beyond a certain limit.

Fig. 6 represents and compares the advantage of imprecise
channel estimations over the SOP analysis against when no
estimations are performed with correlation coefficient g, =
0.31, r = 2 and Y = 5 dB. It can be observed from the
plot that CSI estimations represent lower SOP than the SOP
with no CSI estimations for both the M| and M, UVs at each
individual value of 3, in dB. The results are pretty obvious
because the estimated channel gain defined in (2) is directly
proportional to the product of the channel gain parameters of
direct and scattered paths that enhances the overall received
signal strength at the receiver terminal. The another advan-
tage of using the MMSE technique over LSE is that it avoids
the error that occurred during channel estimations. Therefore,
the overall SOP performance of the proposed underwater
VLC system with imprecise estimations is better than the
SOP performance evaluated without CSI estimations.

Fig. 7 compares the secrecy outage performance of the
proposed underwater VLC system with the conventional
single-LED VLC system. Here, we define how the number
of LEDs can play an important role in improving the secu-
rity performance of the system and also present the effect
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FIGURE 7. SOP vs. y; w.r.t. different values of r and N for both single
LED and multi-LED VLC networks.

of choosing the detection techniques illustrated before in
Section ITA i.e. heterodyne (r = 1) and IM/DD (r = 2)
detection techniques. The SOP values are obtained by consid-
ering the equations given by (24) and (25) at different values
of y,, received at My UV while considering Py = 2 dB and
YEr = 5 dB as constant quantities. At N = 1, we plot the
results of a single LED system. It can be seen from the plot
that the SOP values of M| (or M;) decrease when we increase
the value of N = 1 to N = 3 and/or N = 5. In particular,
the SOP value of M> UV remains less than the SOP value
of M1 UV until it reaches a floor point, but after floor point,
the SOP value M, UV becomes greater than the SOP value
of M UV. Again, the results are quite intuitive and represent
that when the value of N increases from N = 3 or N = 5,
it can significantly improve the secrecy performance of the
proposed system. An important point here is to notice with
the same plot that the SOP values for r = 2 are always
higher than the values for r = 1, which means that in
contrast to the IM/DD detection technique, the heterodyne
detection technique can not only improve the decoding ability
of the respective UV but it can provide higher security against
eavesdropping attacks too.

In Fig. 8, we presents how imprecise channel estima-
tions can affect the overall security performance of the pro-
posed system. The SOP values are obtained by using (28)
and (30) for different y,, values while varying the prede-
fined transmission rate Rp, x (i.e. illustrated in Section IIB for
scenario-II) and P,. We set r = 2, ¢y = 0.4, N = 5 and
vr = 5 dB as fixed quantities. It can be observed from the
figure that as data transmission rate Ry (here, we choose
equal data transmission rate in both transmission phases i.e.
Rp,1 = Ryp,2) increases from 2 bits/s/Hz to 5 bits/s/Hz, the
SOP value of M| (or M;) decreases. On the other hand, when
we increase Py from 2 dB to 7 dB, the SOP value of M, (or
M) further decreases. It defines the fact that a large quantity
of either Ry or Pg can improve the secrecy performance
of the proposed system in the presence of a passive eaves-
dropper. However, the overall SOP performance of M, UV
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is lower than the M) user as the figure illustrates that the
secrecy outage for M, UV occurs earlier than M UV. The
reason is that R, x is defined under the constraints of channel
capacity of the legitimate M UV only and its value can never
exceed the value of Cy, value, as stated in the Section-IIB.
Indeed, this reason was discussed earlier in scenario-II, T has
to compromise with the security performance of the system.
This observation defines that the CSI estimation process plays
an important role in order to identify the eavesdropping UV
node presence as well as in defining the strategies to prevent
eavesdropping attacks.

Finally, Fig. 9 illustrates a comparison between the results
plotted for secrecy outage performance of the proposed
NOMA -assisted VLC system in both scenario-I and scenario-
II. The results are plotted for the SOP values obtained for
different values of ¥, by using equations given by (18), (20),
(28) and (30), respectively. We take r =2, ) = 0.4, N =5,
vg = 5dB, and Ry ie. Rp1 = Rp2 = 2 bits/sec/Hz,
Ps = 2 dB as constant parameters. It can be observed from
the plots of both the scenarios that the SOP value of M, UV
remains lower than the SOP value of M UV at each identical
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value of y,,. The figure is also representing that under strong
turbulence condition (i.e. BL = 16.5 L/min) or moderate
(i.e. BL = 4.7 L/min) turbulence condition, the scenario-I
is always better than the scenario-II, as we cannot track a
scattered photon location when it reaches at the FOV of a
passive eavesdropper. Also, itis very clear from the figure that
with the use of the heterodyne technique (at » = 1), we can
improve the security performance of the proposed underwater
VLC system.

V. CONCLUSION

In this paper, according to the geometry of the light propa-
gation mechanism, we have derived the direct and scattered
paths’ channel gain expressions for an underwater VLC envi-
ronment. Using the MMSE technique under imprecise under-
water channel conditions, we have formulated the secrecy rate
for both known CSI scenario-I and unknown CSI scenario-II.
Then, the closed-form SOP expressions are derived for both
single-LED and proposed multi-LED VLC links. Further-
more, the performance of both systems is evaluated through a
variety of different parameters such as underwater turbulence
effects, transmit signal power, desired secrecy rate, and pre-
defined transmission rate. The obtained results are validating
the fact that the performance of the underwater VLC system
in scenario-I is superior to the performance of scenario-II,
which means that the CSI knowledge of all transmitting links
at the transmitter can improve the security performance of the
VLC network. Finally, the validity of the plotted numerical
results is verified through a computer-based Monte-Carlo
simulation analysis. In the future, investigating optimization
algorithms to estimate an optimal pre-determined transmis-
sion rate and/or transmitted power values in a underwater
VLC scenario with multiple users is an interesting extension
to this work. Also, the simulated results can be verified
through the experimental setups designed to perform in real-
istic underwater channel conditions.
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