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ABSTRACT The paper investigates cyber threats and potential solutions for protecting industrial control
systems (ICS). On the cyber threats side, different off-the-shelf offensive solutions, both hardware and
software, are analysed and tested. The goal of the paper is to increase cyber threat awareness by showing
how such off-the-shelf solutions, well known to IT security experts, can be utilised as (or inspire) attack
vectors to gain access to generally unprotected industrial plants. After obtaining an accessing point, Man-
in-the-Middle (MITM) and Legal-Client-to-Server (LCSA) types of attacks from reconnaissance, client-to-
server and server-to-client categories are demonstrated. For this purpose, a Modbus communication protocol
implemented in a real compressor station is used as basis. Regarding potential protection solutions, the paper
proposes a simple-to-implement and cheap hardening methodology applicable inside almost any industrial
plant. A novel, PLC-based ICS cyber security protection method, made of a signal validity monitoring
mechanism and a control system integrity check mechanism is also discussed and demonstrated. Both
penetration testing and hardeningmethodology are verified experimentally, using real PLC andHMI devices.

INDEX TERMS ICS, industrial cyber security, attacking vectors, MITM attacks, hardening methodology,
signal validity monitoring, control system integrity check.

I. INTRODUCTION
In the past, an ICS was built to operate in a closed net-
work, hence, industrial equipment and communication pro-
tocols were designed without security aspects being taken
into account. Nowadays, in order to improve operational effi-
ciency and to reduce costs (in other words, to integrate an ICS
into the Internet of Things (IoT)), these closed systems are
connected to the internet on a regular basis, making them an
easy target for cyber threats [1], [2], [3]. Although nowadays
attacks on ICSs and corresponding protocols are not a new
occurrence, in the last decade or so a significant increase in
the frequency of such attacks has been recorded [4], [5].

There have been several real-world cyber incidents involv-
ing ICSs the analysis of which shows the infrastructure
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vulnerabilities. One of the first documented cyber attacks was
reported back in 2010, against Iran’s nuclear development
program. Named Stuxnet, malware was attacking Siemens
programable logic controllers (PLCs) inside an ICS, damag-
ing at the same time vital process equipment [6], [7]. Some
years later, in 2015-2016, Ukraine’s electric power distribu-
tion grid was attacked, causing major power outage [4], [8].
Some other interesting cases reported in literature [4], [9]
are Daqu/Flame (2011), Havex (2013), Black Energy (2014)
and Triton (2017), that is, the USA Colonial Pipeline attack
(2021) being the most recent one.

Although cyber attacks against ICSs are constantly increas-
ing [4], [5], [7] cyber defence, i.e. its implementation is not
keeping pace with them. This can be mostly related to the size
of ICSs, necessity for custom-made defence, costs, one (IT)
side engagement, and in general, non-acceptance of new tech-
nologies inside ICSs. It should be noted that although a small
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percentage of new ICSs do have some level of protection
which is mostly coming from new/improved communication
equipment and protocols, the majority of existing ICSs are
still unprotected. In [3], the authors analysed vulnerabilities
and discussed countermeasures for six different ICS proto-
cols. Among the analysed, Modbus [10], one of the most
common communication protocols in ICSs [2], was high-
lighted as the protocol which neither encrypts traffic or ver-
ifies integrity of the messages nor authenticates client/server
devices. Because of these reasons (frequency and low security
level), Modbus and its security have been largely studied in
the literature.

Although already extensive, the research regarding Mod-
bus security is far from complete. This paper builds on the
existing literature and expands the body of knowledge related
to Modbus, but the proposed ICS protection mechanisms can
be used in combination with other communication protocols
as well. In some aspects, the paper presents different views on
existing topics, but also brings new issues to the table. In that
context, the paper shows how classical, off-the-shelf available
IT solutions can be used for ICS penetration, the aim of the
paper being to increase awareness of the existence of such
tools and initiate discussion on how to defend oneself against
them. To the best of the authors’ knowledge, such an analysis
has not been reported in any existing literature related to
ICS cyber security. It therefore appears that this knowledge,
well-known to IT security engineers, has so far by and large
escaped the attention of the ICS community. A similar con-
clusion can also be made for the hardening methodology
used inside ICSs, where it appears that only IT community is
engaged in ICS cyber security development. As an addition to
ICS security coming from the ICS community, this paper pro-
poses a novel, simple and modular protection method which
can be easily implemented in (already) existing process con-
trolling PLCs, regardless of the PLC type and communication
protocol in use. In that context, a hardening methodology for
new and existing ICSs is proposed and a novel, PLC-based
ICS cyber security protection method is presented, which
is made of a signal validity monitoring (SVM) mechanism
and a control system integrity check (CSIC) mechanism. All
presented results are experimental and recorded on a real
ICS. The attacker is modelled as follows. It is assumed that
the attacking vector is based on social engineering and that
knowledge regarding the ICS process is coming from the
reconnaissance phase that lasted for a longer period of time.
The attacker does not have insight into the process documen-
tation. The goal of the attacker is to destabilise the process
by altering the process values, i.e. to cause physical damage
to the plant. Additional details regarding the attacking vector,
the attack and the process will be given later in the paper,
together with a description of the means of defence.

The paper is organised as follows. After the literature
review in Section II, in Section III the Modbus TCP protocol
is analysed, a table of existing attacks against Modbus is
compiled, and the message structure is examined. Section IV
discusses off-the-shelf available solutions for ICS penetration.

Section V introduces a compressor station as a real-world
experimental setup and demonstrates a sophisticated MITM
attack against it. In Section VI, hardening methodology is
discussed, while in Section VII conclusions and future work
are summarised.

II. RELATED WORK
One of the first relevant classicisation of attacks against
Modbus with ≈60 identified instances was given in [11].
The authors discussed the attacks theoretically, grouped them
into three categories, but no practical analysis or verification
was given. Focusing on malicious traffic injection, a sim-
ulation attack on a Modbus system was demonstrated in
[12]. Using an adequate traffic generator as testing environ-
ment, the authors managed to compromise the availability of
the system, i.e. to perform a denial-of-service (DoS) attack.
In [13], the authors investigated a similar attack, but used a
modelled water treatment SCADA system for testing pur-
poses. It should be noted that neither of the three studies
proposed any detection (or protection) methods. In [14],
by using simulations, the authors showed for the first time that
Modbus is vulnerable to flooding attacks as well. The work
presented in [11], [12], [13], and [14] was afterwards used as
a basis for research in [15] and [16], where 17 and 28 cyber
attacks, respectively, were classified into the to this day still
accepted 4 major groups. Partial validation was performed
on a test bed, which was a replica of a gas pipeline system
and a storage tank. Details regarding the implementation of
all 28 attacks were later given in [1], where the so-called
Honeypot environment was used for verification. Some of
MITM/DoS attacks from [16] were demonstrated in [17] and
[18], where a real-time simulation test bed was presented
for smart power grid cyber security analysis. The focus of
the studies was to build a flexible test bed which could be
used to model and test security of different power grid system
protocols in real time. Themotivationwas roughly at the same
time reported Ukraine power grid attack.

Most of the relevant research reported after [15], [16], [17],
[18], was less focused on (experimental) verification and
more focused on simulation environments for data encryp-
tion, authentication and intrusion detection analysis. But the
first studies related to these topics started to emerge much
earlier. In [19], the authors suggested an extension ofModbus
protocol, which could rectify some main security downsides
of the protocol. Although security properties were improved,
the packet size was increased, which implies that the real-
time performance may have been decreased. In [14], to deal
with the reported flooding attacks, the authors proposed two
intrusion detection algorithms based on anomaly and signa-
ture detection. A similar discussion was given in [20] and
[21], where the authors showed how to perform intrusion
detection by analysing the network traffic. In [16] and [22],
a comprehensive set of standalone and state-based intrusion
detection rules for Modbus was summarised, while going
one step further, authors of [23] discussed an application of
reported rules in an open-source Snort tool. The study given
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in [24] used a water treatment ICS as a test bed and proposed
an intelligent intrusion detection model for its protection.
Although discussed, no experimental results were presented.
Finally, even though not strictly related to Modbus-based net-
work architectures, an interesting intrusion detection mech-
anism for SCADA systems reported in [25] should also be
mentioned. In their research, the authors propose a novel
mechanism which can automatically adapt to the network
topology changes - an important intrusion detection sys-
tem characteristic of contemporary dynamic, ever-expanding
industrial control systems.

In [26], an authenticated Modbus scheme was proposed
to enable the server to authenticate the client device. The
idea was to prevent an attacker machine from imperson-
ating the client. The scheme had some advantages, but it
was later shown in [27] that the method was not without
flaws. Trying to deal with the same client/server authentica-
tion problem, the work presented in [28] proposed a novel
Modbus alternative (called ModbusSec), capable of provid-
ing secure message transmission using the stream control
transmission protocol and hash-based message authentica-
tion code technologies. As reported, the method did ensure
robust and secure mutual client/server authentication mecha-
nisms, but the protocol was not standardised. More recently,
an improvement of Modbus using a transport layer security
protocol was proposed in [29]. As concluded by the authors,
if compared with the regular Modbus protocol, a significant
security improvement can be achieved, and at the same time
the impact on power grid applications is negligible. Finally,
as an isolated case related to Modbus, the study presented
in [30] can be mentioned. An affordable, real-time hardware
firewall solution for protection of ICSs from untrusted inter-
net networks was presented. The proposed microcontroller-
based firewall was able to distinguish legal client devices
from attackers, but not all penetrations reported in literature
could be prevented. Still, this is one of rarely discussed plug-
and-play type of solutions.

Building on research presented in [1], [11], [12], [13], [14],
[15], and [16], this paper gives an updated and extended
summary of the reported attacks against Modbus, easily
understandable by the ICS community. Detailed analysis of
off-the-shelf available IT solutions for ICSs penetration is
given as well, the aim being to increase the awareness of
existence of such tools. Concluded from extensive literature
survey, at the time of writing this paper, such an analysis
has not been reported in any ICS-related literature. This is
also true for the hardening methodology inside ICSs, reality
being that cyber security protection methods for ICS are
primarily proposed by IT community. Hence, one part of
the existing solutions is focused on enhancing the Modbus
protocol [19], [26], [27], [28], [29] by suggesting different
algorithmic extensions (e.g. for rectifying somemainModbus
security downsides), while the other part deals with algo-
rithmic client/server data encryption and intrusion detection
systems/algorithms [14], [16], [20], [21], [22], [23], [24].
As an addition to the ICS security, now coming from ICS

FIGURE 1. Illustration of a regular modbus TCP communication (top), and
a communication under cyber (MITM) attack (bottom).

community, this paper proposes a novel protection method,
straight-forward to implemented in a PLC controller in the
programming stage, and which provides a system adminis-
trator with a required reaction time by adequately processing
detected anomalies (an important intrusion detection method
characteristic as stated in [7]). The proposed method can be
used inside any ICS, regardless of PLC type/communication
protocol in use, and can be easily adapted for possible
ICS extensions. A rare exception of a similar research was
reported in [31], where an intrusion detection systemwas also
implemented in a PLC, although complexity of the proposed
intrusion detection algorithm required a specific and highly
expensive PLC.

III. MODBUS COMMUNICATION PROTOCOL AND
MAN-IN-THE-MIDDLE CYBER ATTACKS
Developed in 1979 by Modicon (now Schneider Electric),
Modbus communication protocol represents a standard for
data exchange in ICSs [2], [10]. Accessibility and flexibility,
ease of implementation and relatively simple maintenance
when compared with other protocols [1], [10], made this
protocol the first choice for many ICS equipment manufac-
turers. Based on these advantages and the fact that it allows
communication between different devices made by different
vendors,Modbus protocol (versions TCP and RTU) can today
be found as basis for many IoT technologies.

Modbus is in most cases used in client-server architecture
(Fig. 1). Client devices, such as supervisory control and data
acquisition systems (SCADAs), human machine interfaces
(HMIs) or PLCs, create a request for data retrieval, which is
then sent to the server side (e.g., PLCs, field devices). Once
received, the request is analysed on the server side, adequate
data is prepared, organised as Modbus reply, and then sent to
the client. In addition to the reading, new data can be written
on the server via the same process. Each Modbus request and
reply are built in a similar way. Fig. 2 shows an example
of the encapsulated structure of a Modbus request message.
The description of each part depicted in Fig. 2 can be found
in [10].

The structure of the Modbus TCP message is highlighted
at the bottom of Fig. 2. Each field of the Modbus TCP
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FIGURE 2. Structure of modbus request message.

message can be modified while in transit without the receiver
noticing modification. Based on this fact, an attacker can
perform an attack. In the first step, the attacker places himself
between client and server devices (Fig. 1, bottom). Once posi-
tioned, the attacker can observe/record client-server traffic,
can change content of the data in exchange, or causeDoS. The
considered attack categories are possible due to, for example,
address resolution protocol (ARP) spoofing [21]. By sending
a spoofed ARP message, the attacker associates the attacking
machine MAC address with the IP of a victim host, causing
any traffic meant for that address to be sent to the attacker
instead. Once the traffic is sent to the attacker, it can be
discarded or modified by altering any of the Modbus TCP/IP
parts shown in Fig. 2 before it is further sent to the destination.
Because the devices connected by Modbus cannot check the
received message authenticity, the message is treated as valid.

Table 1 shows a rewritten and with respect to [16] extended
up-to-date summary of all relevant MITM attacks against the
Modbus protocol. On the top level, all the attacks are cate-
gorized similarly as in [11], [12], [13], [14], [15], and [16],
but some new, until now not reported and analysed threats
(e.g. camouflage and LCSA) are also presented. The LCSA
approach relies on an non-existing integrity check, i.e. it adds
a rogue node (client device) into the ICS network. So instead
of high resource (Kali Linux) software, the attacker inside an
industrial plant needs only a simple client simulation applica-
tion to perform the attack (e.g. qModMaster or Modbus Pool
[21]). Such open-source tools are easily integrated and are
almost impossible to detect. Camouflage attacks are, on the
other hand, used to hide the presence of cyber attacks against
client. Although they are in essence attacks against reply,
they are here highlighted as separate category, because of
the importance that they have during/after attack. Please note
that, as opposed to what is found in the existing literature, all
summarised attacks have been verified inside a real ICS. The
attack and the experimental environment are described in the
following sections.

IV. OFF-THE-SHELF SOLUTIONS FOR INDUSTRIAL PLANT
(ICS) PENETRATION
In order to execute the attacks listed in Table 1, and in general,
any type of industrial cyber attack, attacker must have some
kind of access to the corresponding ICS. Access is required

TABLE 1. Classification of attacks against modbus.

so that adequate malicious payloads can be deployed. It can
be physical (directly involving the attacker), or over the net-
work, e.g. by using social engineering. In the so far reviewed
literature some of the attacking vectors are presented [4], [6],
[7], [8], [9], but extensive knowledge is required for their
implementation. In the following sections, the focus is set to
off-the-shelf available hardware solutions, which can be used
to the same extent, however, are at the same time requiring
far less IT knowledge.

Hak5 company (https://hak5.org/) offers some of the
best solutions, i.e. penetrating ideas in the field. Available
devices are grouped into WiFi pentesting, Hotplug attacks
and Implants and Remote access categories. Details regarding
devices in the considered categories together with arguments
for and against can be found in Table 2. Because all Hak5
devices (in some cases called gadgets) are Linux-based and
powered by the Ducky Script programming language, these
properties are not further discussed.
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TABLE 2. Review of HAK5 devices. (Attacker perspective.) TABLE 2. (Continued.) Review of HAK5 devices. (Attacker perspective.)

Arguments for and against (i.e. pros and cons) for each
device are given from the perspective of an attacker. The
threat level, given in the top right corner of each anal-
ysed device, is determined based on the number of scor-
ing points counted as advantages. The scoring points are
(i) payload/device coding simplicity, (ii) attacker’s involve-
ment in device deployment, (iii) number of carried payloads,
(iv) support for additional software tools, (v) support for
single/multiple attacking vector(s), (vi) existence (size) of
internal storage, (vii) existence of web interface and WiFi
module, (viii) power supply requirement, (ix) plug-and-play
supported and (x) custom (specific) properties. Please note
that the scoring has been performed by considering every of
the ten scoring points as being equal. This does not always
have to be the case, and the weight of certain points can in
some other cases be assigned differently. In this study, Rubber
Ducky USB is having five pros out of ten, hence the threat
level grade is 5/10. Finally, all discussed Hak5 devices are
sold at relatively low price, though this does not need to be
the case for the included alternatives. Please note that some
alternatives have more than one functionality, hence can be
found listed for different Hak5 devices. It is fair to say that
only some alternatives are listed here, and that many more
can be found online.

A. REVERSE SHELL VIA RUBBER DUCKY USB
Although examples are reported in literature where attacker
actually entered an industrial plant (e.g. as maintenance
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FIGURE 3. Overview of the experimental industrial setup network
architecture and connection of the attacker via Internet.

worker [4]) and opened backdoor access for himself (Hak5
Shark Jack, Packet Squirrel or Bush Bunny type of solutions),
such attack vectors are much rarer than the ones conducted
with attacker acting over the network. E-mails sent with pay-
load containing attachments and USB (Hak5 Rubber Ducky
or Key Croc type of solutions) devices ‘‘on-the-street’’ are
far more preferable approaches (see [32] as a good example).
Both methods are based on social engineering and target
the least proficient part of an ICS, i.e. workers with none
or negligible cyber threats awareness. Regardless of pro-
tection, by attacking the employees, chances of obtaining
an access point inside the ICS are extremely high. In what
follows, Hak5 Rubber Ducky USB is demonstrated. The
network scheme of the experimental setup is given in Fig. 3.
The setup contains four PLCs (ABB AC500 (2x), ABB
AC800 and Siemens S7-300 series), one HMI panel (ABB
CP600 series), and three operations and control level PCs.
This equipment is connected by using Ethernet via D-Link
DGS 105 and CISCO IE 2000 switches (Levels 1-2 and 2-3,
respectively). Devices of interest are an ABB PLC with
192.168.0.50 local IP address (Modbus client), and an HMI
panel with 192.168.0.20 address (Modbus server). The com-
pressor station, which is controlled by the PLC and the HMI,
will be further clarified in the following section, where the
relevant context is discussed. As shown in the top part of
Fig. 3, both the ICS and the attacker are connected to the
internet via routers, using public IP addresses.

The attacker’s modelling assumes that the attacker has
tracked the employees’ routines, and knows where and when
to leave malicious USBs, so that one eventually reaches the
industrial operations and control level. As explained before,
what seems to be a simple USB pen drive, is actually Hak5
Rubber Ducky. Once plugged into any in Fig. 3 shown PC

FIGURE 4. Apache2 based webserver and examples of uploaded
Metasploit and NetCat connection payloads.

connected to the same network as PLC/HMI devices, it will
open the reverse shell connection towards on the attacker’s
machine set webserver, and download malicious payload
to the victim’s PC (Fig. 4). How to configure the Rubber
Ducky USB to open the reverse shell, i.e. how to set up, for
example the Apache2 type, webserver and upload payload
to it can be found on corresponding official websites, hence,
will not be further addressed here. The connection payload,
on the other hand, can be created using theMetasploit module
msfvenom:

i.e. the module for payload generation and encoding. LHOST
in (1) represents the attacking machine public IP, while
LPORT stands for the listening port. The assumed operat-
ing system on the target is Microsoft Windows. The hid-
den attacker opens a listening port. Various Kali Linux
software tools can be used for this purpose. In what fol-
lows, Metasploit is once again employed. The commands as
follows:

open the listening port, which then waits for the reverse
shell connection from the victim’s PC. By simply plug-
ging a malicious USB into the PC, the connection will
be established not knowingly, payload will be downloaded,
started:

and attacker will have a complete access to the victim’s PC.
A comprehensive set of possible Meterpreter exploits can be
found in [33]. The demonstration below shows how attacker’s
machine is not able to reach the PLC/HMI devices of interest
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(it is not connected to the same LAN network):

but they are reachable inside the opened reverse shell con-
nection using the Metasploit Meterpreter module, that is, the
corresponding shell command:

Going one step further, the attacker can now simply perform
an LCSA type of attack, by using Metasploit modules, or by
utilising the Modbus simulation applications (e.g. as demon-
strated in [21]) on the victim’s PC. The command:

will list all available nodes (devices) accessible from victim:

while the Metasploit route command:

will re-route the traffic of interest through the attacker’s
machine using the victim’s PC as gateway. Acting as a legal
client on the network, the attacker’s machine can now read
from and write to the registers existing on the Modbus server.
For the sake of consistency,Metasploit modulemodbusclient:

is used for the demonstration as follows:

As it can be seen from (10) and in Fig. 5 (top), the new process
value was successfully written, i.e. the compressor station
parameter on PIC 1101A regulator was successfully altered.
The values displayed on the HMI are shown using the per-unit
(p.u.) system. Instead of 1.05 p.u. set by HMI client, the value
written during the attack on the PLC is 1.10 p.u. The context
of the mentioned values will be explained at the beginning
of the following section. It should be noted that the paper
assumes a detailed analysis (traffic recording, devices identi-
fication, registers analysis, etc., over a longer period of time)
of the ICS in the reconnaissance phase (see [33] for adequate
Meterpreter modules). Although not shown, public-to-private
port forwarding is also implemented. Finally, for the sake of
completeness, it should be noted that the attacking machine
(Fig. 3) can be hosted online, using cloud computing services
such as Amazon EC2, Linode, DigitalOcean, HostWinds, etc.

V. MITM ATTACK DEMONSTRATION
The problem with the LCSA attack presented in Fig. 5 (top)
is that because of the HMI implementation, the attack can be
easily spotted by the process operator (set value on the client
is 1.05, real value on the server is 1.10). Therefore, for the
attack to last for a longer period of time (and to cause more
damage), the attacker must conduct a more sophisticated
attack.

A. COMPRESSOR STATION
The PLC with 192.168.0.50 address controls the compressor
station (Fig. 5). The main component of the compressor
station is compressor K-1101, whose reference speed is con-
trolled by the CNT-1101 algorithm. Please note that the com-
ponent name abbreviations are in accordance with the P&ID
diagram standard. Inputs of the CNT-1101 are measured
pressure values from PT-1101 and PT-1102, respectively,
and measured flow value from FT-1101. Before entering
CNT-1101, themeasured values are forwarded to PIC-1101A,
PIC-1101B, PIC-1102 and FIC-1101 regulators. PIC-1101A
acts as high-pressure protection. Set point (SP) of the regu-
lator is set to 1.05x p.u. the nominal value. If the pressure
value measured on the PT-1101 is higher than SP, PIC-1101A
closes the CV-1101 valve to reduce the compressor input
pressure. PIC-1101B acts as low-pressure protection. If the
pressure entering the compressor is lower than SP = 0.95x
p.u. the nominal value, PIC-1101B reduces the control value
forwarded to CNT-1101 (to reduce compressor speed refer-
ence), and at the same time it opens the CV-1102 valve. The
PIC-1102 and FIC-1101 regulators work in a similar way,
the difference being in the SP of PIC-1102 which is set to
1.05x p.u. the nominal value, i.e. in the SP of FIC-1101 which
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FIGURE 5. Compressor station parameter alteration during LCSA attack
(top), and real process/experimental equipment (bottom).

is set to the required flow value. Based on the inputs, the
PLC controls the compressor speed reference and opening
percentage of the CV-1102 bypass valve.

B. SOPHISTICATED MITM ATTACK
AnMITM cyber attack against the compressor station shown
in Fig. 5 can be achieved by attacking different set points or
measured values. Following from previous section, the focus
is further set to the PIC-1101A regulator SP. By modifying
this value, the attacker can cause physical damage to the
compressor, or in a more extreme situation, it can cause
severe plant equipment damage (once the pressure rises above
an allowed value, because of the modified SP, the regulator
will not act and close the safety valve CV-1101). Differently
from the previous section, together with modification, the
camouflage MITM attack is now performed as well. Because
the attacker has full control of the victim’s PC, although the
PC is Windows based, it can adapt it to support the Linux
shell. Once the Linux shell is enabled, the attacker can install
required software, such as for example the well-known tools
Ettercap and Wireshark. ARP spoofing in combination with

FIGURE 6. Block diagram of advanced MITM attack on Modbus based
communication (MITM attack plus corresponding camouflage).

Ettercap filtering can be started with the command:

where filter.ef represents the corresponding filter. If needed,
the traffic recording can be accomplished by usingWireshark:

The code behind filter.ef can be represented with the block
diagram shown in Fig. 6. In short, in each iteration the
filter goes through three stages. Assuming the first itera-
tion after the MITM attack start, in STAGE 1 the filter will
check parameters of the recorded client request, and if the
parameters (such as function code (FC) and register loca-
tion) correspond to the filter parameters, it will start a data
modification attack against the intercepted request. STAGE 1
assumes WRITE HOLDING register(s) FC. Once data mod-
ification is achieved (i.e. SP of PIC-1101A is increased by
5%), it will create FLAG_1, which will tell the filter in the
following iterations that the attack has been conducted against
the PIC-1101A SP register. As this is the first iteration after
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theMITM attack started (but generally in any following itera-
tion), the filter will advance to STAGE 3 after STAGE 1 (only
FLAG_1 exists). In STAGE 3 the camouflage attack will be
conducted on a corresponding Modbus server reply. In other
words, the user will set SP of PIC-1101A to a desired value
and the new set value will be displayed on the HMI, but the
register of the PLC which holds this value (and consequently
parameters of the compressor station process) will be set to a
different (5% higher) number. Both the described MITM and
the corresponding camouflage attacks will be repeated until
the attacker stops the Ettercap filter. Last but not least, it is
important to mention that the client (user) request with the
WRITE function code is much rarer than the client (HMI)
request with READ FC. Hence, to camouflage the MITM
attack during the WRITE stage (STAGE 1), the filter must
perform the attack during the READ (refresh) stage as well.
For this purpose, STAGE 2 is implemented. If the client
request with the READ function code (and other required
parameters) is intercepted, the filter will create FLAG_2.
Based on this flag and FLAG_1 created in the previous stage,
the filter will know how to spoof the reply so that the user does
not notice that the compressor station is under cyber attack.

The experimental verification of the presented attack is
shown next. After the MITM attack starts, the intercepted
client request is in theWRITE FC case modified so that value
on the server side is 5% higher than the actually requested
value:

As it can be seen from lines 47-52 (subline 0040) of the
logged traffic, the new PIC-1101A SP value (line 47, 00 69
hex = 105 dec) is changed to 00 6E hex = 110 dec (line 48).

Themodified value is written on the server side. Confirmation
(line 49) is intercepted and modified as well, hence the client
is notified that the originally requested value (00 69 hex,
line 50) has been successfully written on the server side.

Lines 59-64 (subline 0040) show the performance of the
filter in the READ FC case. As visible from the recorded
traffic:

the filter has successfully identified the request of interest,
which results in the reply modification. Instead of 00 6E hex
(line 61; which is the real PIC-1101A SP value written in
the server register), the reply arriving onto the client (HMI)
side is reporting 00 69 hex as the actual value on the PLC
(line 62). Fig. 7 shows the real time side-by-side status of the
PIC-1101A SP register on the PLC and HMI. Because the
compressor station is controlled by ABB equipment, the on-
line status of the registers can be monitored in the Codesys
environment. One can easily notice in the given figure that
the operator sees the correct set point values on the HMI
(highlighted in blue - I), while the compressor K-1101 protec-
tion regulator PIC-1101A (and consequently CV-1101)works
with a different (higher) SP (highlighted in red-II).

C. Hak5 LAN TURTLE AND BASH BUNNY AS ICS
ATTACKING VECTORS
It should be noted that the demonstrated USB Rubber Ducky
attacking vector and LCSA/MITM attacks can also be per-
formed by using other Hak5 devices listed in Table 2. For
the sake of completeness, LAN Turtle and Bash Bunny
solutions are therefore now briefly demonstrated. The two
devices are chosen because of the high threat level that they
present to an ICS if employed for malicious purposes. LAN
Turtle reverse shell connection can be configured using the
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following commands:

Please note that, differently to the previously shown exam-
ple of Rubber Ducky USB, the reverse shell connection in
(13) has been configured using NetCat LAN Turtle module.
Nonetheless, the previously demonstrated Meterpreter can
also be employed/configured for the same purpose.

One the other hand, the Bush Bunny device must be first
properly configured i.e. tools such as Ettercap, Metasploit,
Nmap andWireshark must be installed before an autonomous
payload script can be successfully executed:

(14) gives a simplified illustration of actual payload scripts
which can be used to perform LCSA/MITM attacks described
previously in the paper.

D. COMMON VULNERABILITY SCORING SYSTEM
Providing the malicious perspective, the paper has so far
shown how the studied ICS can be accessed by an attacker,
i.e. how a sophisticated MITM attack can be afterwards
deployed. It can be therefore concluded that the observed
compressor station is vulnerable to the critical parameter
(i.e. set point) modification via the internet because of the
backdoor access permitted to the attacker by a malicious

FIGURE 7. Real-time status of registers on server (PLC) and client (HMI).

TABLE 3. CVSS analysis of observed experimental system with attack
vector via social engineering.

gadget deployed via social engineering. The described vul-
nerability is in agreement with the defined attacker model
mentioned in the introduction of the paper, and can be scored
in accordance with the common vulnerability scoring system
(https://www.first.org/cvss/).

The common vulnerability scoring system (or short,
CVSS; Version 3.1) is a published standard which provides
a way to capture principal characteristics of vulnerability
and produce a numerical score reflecting its severity. The
numerical score can then be translated into a qualitative rep-
resentation (such as low, medium, high, and critical) to help
organizations properly assess and prioritize their vulnerabil-
itymanagement processes. TheCVSS consists of threemetric
groups named Base, Temporal, and Environmental. The Base
metrics produce a score ranging from 0 to 10, which can
then be modified by scoring the Temporal and Environmental
metrics. An example of using the CVSS to analyse aModbus-
based SCADA system can be found in [34]. Vulnerability
of the ICS investigated in this paper is scored based on the
parameters of the Base and Temporal groups (Table 3). Envi-
ronmental metrics are in essence customised Base metrics,
hence will not be further analysed.

Table 3 summarises the CVSS analysis of the observed
ICS. As can be seen, the final system score is 8.1/10 - highly
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TABLE 4. CVSS analysis of observed experimental system with attack
vector requiring attackers’ involvement.

vulnerable. The base scoring parameters are as follows: vul-
nerability is exploitable from across the internet; successful
attack depends on conditions beyond the attacker’s control;
attacker can be unauthorized; attack cannot be accomplished
without user interaction; impact can be caused to system
beyond the vulnerable component; critical and non-critical
information are available to the attacker and can be modified;
attacker can completely deny access to the affected compo-
nent. Regarding Temporal score, malicious (Hak5) gadgets
are off-the-shelf available and easy to use, existing security
equipment can be adjusted to mitigate the vulnerability, and
confirmation of Modbus TCP vulnerability is documented
and generally well-known. It should be noted that this anal-
ysis is valid for all devices listed in Table 2 which can
be deployed by means of social engineering (Hak5 Rubber
Ducky USB, Bash Bunny, Key Croc, LAN Turtle). Table 4
briefly summarises the analysis of Hak5 devices from Table 2
which cannot be distributed via social engineering, i.e. the
attacker must be involved in the device deployment inside
the ICS. Such devices are for example Hak5 Shark Jack and
Packet Squirrel. As before, the system is once again scored
as highly vulnerable (8.8/10 CVSS score).

VI. SIMPLE-TO-IMPLEMENT AND CHEAP HARDENING
METHODOLOGY
To prevent the demonstrated attacking vectors and conse-
quently the critical data modification inside the ICS, a set
of hardening methods should be taken into account. It is
fair to say that, provided the attacker has insight into the
compressor station process, the demonstrated MITM attack
is relatively hard to spot by operator or any general-purpose
commercial intrusion detection system. With that being said,
hardening methodology which can be easily implemented
in any ICS is further discussed. Best practice guidelines
(measures) given in Table 5 are divided into three categories:
administrative, technical (ISO 27001 standard) and process-
related (IEC 62443 standard). Process-related measures are
measures implemented in the process programming stage and
in this study, they are based on the measured real-time pro-
cess parameters. Technical measures are related to IT imple-
mented measures for ICS protection, while administrative

TABLE 5. Best practice guidelines for ICS protection.

measures prescribe a set of rules/guidelines (mostly for
plant personnel) not covered by the previous two categories.
It should be noted that only the measures important for this
study were taken into account, and that in different scenarios,
ISO standards should be considered for a different set of best
practice guidelines.

These guidelines should be able to deflect the previously
demonstrated attacking vector and MITM attack, but gener-
ally, they should be able to deflect most of themalicious cyber
activities against ICSs. One can try to stop the majority of
the remaining attacks by using data encryption and intrusion
detection systems, while the remaining 1% of the attacks
and threats cannot be predicted. Data encryption systems are
less comprehensive and require farmore extensive knowledge
and resources for implementation, hence will not be further
investigated here. For the sake of completeness, it should be
noted though that these systems have been reported as stand-
alone solutions [30] or as implementations on the PLC [31].

The proposed control system integrity check (CSIC)mech-
anism (process category in Table 5) should be implemented
inside the PLC in the process programming stage. At the same
time, a list of safety critical signals should be created (Fig. 8,
Stage 1). As can be seen from the block diagram, the CSIC is
the last stage of a larger signal validity monitoring (SVM)
mechanism. Before any security-related conclusion can be
made by the PLC, the SVMmechanism for the critical signals
must be satisfied. For that, Stage 2 check-up is employed.
Various checks (such as the allowance of the change in cur-
rent state, value within limits, time freezing, sudden value
change, etc.) on digital and analog (PV and SP) incoming
signals are performed. If no irregularities are detected by
the SVM (i.e. consequently reported to the operator) and if
during the check-up a request for a new SP was detected,
the control system integrity check based on the implemented
(system specific) rules commences. It should be noted that,
as illustrated, the proposed block scheme mechanism(s) can
be easily extended as per process requirements.
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FIGURE 8. Block diagram of signal validity monitoring mechanism
extended with control system integrity check mechanism.

To demonstrate the control system integrity check mecha-
nism, the compressor station presented in Fig. 5 is once again
used. For the sake of demonstration it is assumed that the
attacker does not have insight into the process documentation,
i.e. that attacker is not aware of the safety measure which cal-
culates the difference between the real measured (PT-1101)
pressure value and the new PIC-1101A SP. This assumption
is valid, because if the attacker does have access to the
process documentation, no safety measure implemented on
the server side will stop the attack. In regular compressor
station operation, the PIC-1101A SP and PT-1101 pressure
difference should not be greater than |0.05| p.u. By knowing
that, the operator sets a new PIC-1101A SP via the HMI
settings terminal. Before the new value can be accepted as
valid, the PLC checks the current PT-1101 pressure value
and calculates the difference. It is important to note that the
attacker can modify only the HMI side value(s). The PT-1101
pressure value comes to the PLC directly from the mentioned
sensor.

If the difference in values in the SP change instance is
greater than |0.05| p.u., the PLC will start an additional check
implemented inside the CSIC. In other words, the PLC will
continue to operate with the currently safe parameters, but it
will at the same time ask the operator to personally check the

FIGURE 9. Control system integrity check pop-up notifications: (a) control
system integrity check, and (b) system under MITM attack.

PT-1101 pressure value on the sensor (Fig. 9a). To confirm
the pop-up window, the operator will need to enter the new
PIC-1101A SP value in accordance with the before explained
rule and will need to confirm it with the (say, one-time
disposable) admin password. PT-1101 pressure value is also
required for the additional check of the pressure sensor. If the
difference is nowOK, the entered and the real PT-1101 values
are similar and the admin password checks out, the PLC will
notify the user that the anomaly has been logged and will
continue with operation (i.e. accept the new SP value). If the
difference is OK and the admin password is correct, but the
entered and the real PT-1101 values are not similar, by follow-
ing the adequate sequence, the PLC will stop the compressor
station and notify the user that there might be a problem with
the client/server communication or with the pressure PT-1101
sensor. Finally, if the difference is not OK, the entered and
the real PT-1101 pressure values are similar and the admin
password checks out, the PLC will notify the user that there
might be a problem with the client/server communication,
or that the system might be under cyber attack. In that case,
the PLC controller will, by following the adequate sequence,
stop the compressor station and will notify the operator to
act based on the defined safety procedure (Fig. 9b; safety
procedure exceeds the scope of this paper). The samewill also
happen if in any of the above-described scenarios the admin
password is not correct (e.g. in the second attempt).

A set of such (easy to implement) control system integrity
check mechanisms to be used in the programming phase
has so far not been reported, but once implemented, it can
efficiently prevent percentage of cyber attack on an ICS in
operating stage. Although easy to implement, most of the
PLC programming and commissioning is today still done
without cyber threats being taken into account. The main
reasons for that are low level of cyber security awareness and
negligence of the reality of cyber threats.

To demonstrate the operation of the presented SVM
and CSIC mechanisms, Fig. 10 and Fig. 11 are given.
Fig. 10 shows the measured PIC-1101A SP value and the
measured PT-1101 pressure value during two experimental
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FIGURE 10. Demonstration of proposed protection mechanisms in
operation.

FIGURE 11. Recorded ABB AC500 PLC CPU load when protection
mechanisms are implemented or not implemented for process protection.

scenarios: Scenario A (Fig. 10, top), where the PIC-1101A
SP value is changed by the system operator not following the
implemented protection rules, and Scenario B (Fig. 10, bot-
tom), where the PIC-1101A SP modification is attempted via
an MITM attack. Regardless of the scenario, after a new SP
value is detected, the CSIC commences (instance t), and the
pop-up security form shown in Fig. 9a is displayed. Since in
Scenario A this was due to the operator error, after providing
correct values inside the form, the new SP value is accepted at
t + tr instance. A different result can be noted in Scenario B,
where after the t + tr instance the original PIC-1101A SP
value is maintained, and at the same time the security alert
show in Fig. 9b is displayed because attacker was not able to
provide the required security-related data to the CSIC secu-
rity form. In both scenarios, the CSIC mechanism ensured
required reaction time for the system operator to determine
whether the error in the new SP value was caused by the
operator himself or someone not native to the controlled
process. It should be noted that when the operator follows
the pre-installed security rules, checking and accepting the
new SP value inside the SVM and CSICmechanisms happens
almost instantaneously.

Fig. 11 shows the recorded ABB AC500 PLC CPU load
when the SVM and CSIC mechanisms were implemented or
not implemented for the process protection. As can be noted
from obtained results, almost negligible CPU process power
is required to run the designed protection method. This is
mainly due to the straight-forward programming required to
implement the proposed mechanisms in process controlling
PLC using existing programming languages.

VII. CONCLUSION
The paper has analysed the cyber security aspects of a com-
pressor station inside an ICS, for which client/server com-
munication is based on Modbus TCP. Modbus protocol was
therefore first discussed with the focus being on the structure
of request/reply messages (the object of modification during
cyber attacks). The list of attacks against the studied protocol
found in literature was extended as well. To be able to perform
attacks, the attacker must first gain access to the local network
inside an industry plant (physically or over the network).
Available off-the-shelf solutions which could be used for that
purpose were therefore discussed, and how to gain access to
an ICS using USB Rubber Ducky, Bash Bunny and LAN
Turtle was demonstrated. LCSA and sophisticated MITM
attacks were afterwards successfully conducted experimen-
tally on a precisely described compressor station ICS. Based
on the conclusions, a simple to implement and relatively low-
cost hardening methodology was suggested. A so far not
reported PLC-based ICS cyber security protection method
(SVM, CSIC) was also introduced and demonstrated.

The follow-up paper will build on the experimental setup
and the results presented in this paper. It will investigate how
to implement the request/reply message encryption between
client and server, i.e. how to increase ICS security without
the need to temper with the process code (off-the-shelf type
of encryption solution). How to prevent USB Rubber Ducky,
Bash Bunny and LAN Turtle (and other similar gadgets)
penetrations will also be investigated.

Please note that the ideas and hardware/software, i.e. the
complete research presented in the paper is not allowed to
be used for any law restricted purposes. The purpose of the
study was to increase cyber threat awareness inside ICSs and
to discuss potential prevention. Authors are not responsible
for any damage that may be done by misuse of the research.
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