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ABSTRACT Hardware Security Modules (HSM) serve as a hardware based root of trust that offers physical
protection while adding a new security layer in the system architecture. When combined with decentralized
access technologies as Blockchain, HSM offers robustness and complete reliability enabling secured end-to-
end mechanisms for authenticity, authorization and integrity. This work proposes an efficient integration of
HSM and Blockchain technologies focusing on, mainly, public-key cryptography algorithms and standards,
that result crucial in order to achieve a successful combination of the mentioned technologies to improve the
overall security in Industrial IoT systems. To prove the suitability of the proposal and the interaction of an
IoT node and a Blockchain network using HSM a proof of concept is developed. Results of time performance
analysis of the prototype reveal how promising the combination of HSMs in Blockchain environments is.

INDEX TERMS Blockchain, cryptographic standards, hardware security module, hyperledger fabric, trusted
platform module.

I. INTRODUCTION
Industrial Internet of Things (IToT) collects and analyses data

policies. The overall complexity of a smart factory [oT system
is extensive, and the number of security loopholes subse-

to deliver insights that help industrial organizations become
more agile and making better-informed business decisions
more quickly than ever before [1]. This leads to better quality
control, and more efficient, streamlined supply chain man-
agement. It also benefits predictive maintenance, field ser-
vice, energy and facilities management, and asset tracking.
In the Digitization of Everything era, security breaches are
no longer even newsworthy. The spread of cloud services
and the advent of the Internet of Things (IoT) have urged
enterprises to enhance security and rethink their company
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quently increases to a dramatic extent [2]. Clearly, traditional
firewalls and antivirus systems will not be sufficient to protect
complex IIoT infrastructures. An IIoT network requires an
advanced security system, not only to ensure a non-disruptive
smart factory workflow or to protect employees and
assets, but also to secure business-critical information from
competitors.

The information produced by the IIoT devices needs to
be gathered and stored securely in specialised systems or
hardware. Usually, for managing and processing this informa-
tion, a client-server model is set up where dedicate machines,
provide functionality to other programs or devices. These
functionalities may include sharing data or resources between
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multiple clients, performing computation for a client using
specialised software, or simply to gather and store informa-
tion securely produced by the computational clients (in what
respects to Industry 5.0, such actors might be the IIoT devices
and robots).

Protocols used in IIoT typically are implemented using
client-server (Zigbee [3] or LoRa [4]) or publish-subscribe
(MQTT [5]) paradigms. In order to ensure enrollment and
communications in such networks, these protocols often
include additional mechanisms to introduce security such as
symmetric encryption, mainly based on Advanced Encryp-
tion System (AES) [6], or they can also include public-key
cryptography through Transport Layer Security (TLS) [7].
Nevertheless, these types of architectures are prone to
cyber-attacks [8].

The cost of cybercrime includes damage and destruction
of data, stolen money, productivity losses, theft of intellec-
tual property, theft of personal and financial data, embezzle-
ment, fraud, post-attack disruption of the normal course of
business, forensic investigation, restoration of harnessed data
and systems, and reputational harm. In this context, indus-
trial organisations pursuing to implant IToT, the concern for a
cyber-attack is not only focused on loss of data, but also on
safety, integrity and availability of data and services. Conse-
quently, the top four IoT security issues that need the great-
est attention are authentication/authorization, access control,
data encryption and the use of IoT devices as potential
gateways to sensible systems [9].

Decentralized paradigms provide solutions to these needs
by allowing data access control by different entities in order
to enable auditability of events and policies, and to verify the
integrity of all data items. Blockchain solutions are based
on this concept [10], making use of cryptography to sign
transactions or to add/remove nodes to/from the network. Dis-
tributed ledger technologies [11] (DLT) such as Blockchain,
are based on maintaining distributed copies of a database
which contains records of the transactions performed across
the network. This scheme, along with a consensus algo-
rithm previously agreed by all participants in the network
for validating the transactions, allows reaching authenticity
and immutability of those records [12]. However, these net-
works present serious scalability problems when the ledger
is required to be updated and validated by a large amount
of participants [13]. In order to avoid this issue, the num-
ber of participants in the network should be limited, or the
traditional consensus mechanisms should be modified. The
solution adopted by Blockchain networks designed as a sup-
port to currencies, as Bitcoin or Ethereum, where the trans-
action must be validated by 51% of the entities that makes
up the network, does not provide a feasible solution to the
scalability problem and requires high computing and energy
resources. A more efficient proposal is the known as Permis-
sioned Blockchain (PB) [14].

PB is a distributed ledger which is not publicly accessible.
In this scheme, the participation of a member in the net-
work requires certain permissions granted at registration time
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by Blockchain administrators through certificates. Hence,
PB offers an additional security layer over typical Blockchain
networks such as Bitcoin. Furthermore, PBs are compound by
entities who require an identity and a role definition within
the Blockchain.

Typically, the keys and certificates involved in a
Blockchain are stored in a ‘“‘software wallet” [15]. In the case
of public-key cryptosystems, public-private key pairs have to
be generated through random number generators (RNG) in
order to follow cryptographic standards. If these RNGs are
implemented in software, the generated keys are also stored
in software, thus becoming a security vulnerability [16].
Software-based security is not enough to protect systems as
the stored data can be read, modified and distributed effort-
lessly. In order to avoid it, a hardware-based root of trust that
renders embedded software trustworthy becomes necessary.
In this sense, Hardware Security Modules (HSMs) offer a
solution which relies on [17]:

« (I) High entropy random number generation.

« (II) Tamper-proof protection, by enabling secure storage
of private cryptokeys and sensitive information. In this
sense, HSMs are designed to guarantee inaccessibility
of store information from external means, thus hindering
physical attacks.

o (III) Keys backup and restoration.

In short, the existing problems in traditional architectures
such as the centralization of resources can be mitigated by
a decentralization of them using Blockchain technologies.
Nevertheless, this introduces a new concern regarding how
to protect sensitive data, since typically, these data are stored
in software repositories. Protecting cryptographic material
that is used intensively in Blockchain networks has become
essential, thus making the use of HSMs sense.

The use of HSMs allows the storage and generation of the
keys in a secure way. Thus, the combination of both compo-
nents, HSMs and DLT technologies, offer a high robustness
to the system in two levels:

o (I) HSM adds a new security layer —hardware-enabled
security level- which impacts in the higher-level system
security protocols.

o (II) DLT enables horizontal security —security between
entities connected to the network in the same layer— in
device-to-device communications. This level relies on
the decentralized access control.

With the union of these two technologies, the problems of
centralization and the protection of keys in software repos-
itories are solved. This paper proposes the integration of
HSM (focusing on Trusted Platform Modules (TPM)), and
Blockchain, emphasising the key elements that make this
integration possible, as well as the development of a proof
of concept that demonstrates the suitability and performance
of the communication between these two technologies in an
IoT node.

The rest of the article is organized as follows: Section II
presents an overview of the actual communication paradigms
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and the way they manage cryptography used in the context
of IIoT networks. Section III describes HSMs, focusing on
TPMs, and PB technologies, focusing on Hyperledger Fabric.
In Section IV, there will be a discussion about the different
key components which are essential to integrate both tech-
nologies, mainly public-key cryptographic algorithms and
standards (PKCS). Furthermore, a proof of concept is pre-
sented, showing the different interactions between IoT nodes
and the Blockchain network. This section also presents a
performance test which shows the capabilities of TPM when
operating on an [oT node in a Blockchain network. Further-
more, a security analysis is carried out showing the attacks
that this architecture prevents. Finally, Section V summarizes
the conclusions, emphasizing the benefits of the union of
these two technologies.

Il. STATE OF THE ART

Current security paradigms on computer networks are based
on Public Key Infrastructures (PKI) [18]. In this type of
paradigms, the security of the overall system relies on a Certi-
fication Authority (CA), thus presenting some issues inherent
to centralization: on the one hand there is a Single Point Of
Failure (SPOF), and in the other hand, every attack will be
directed to CAs, which will require an extremely high level
of security. Also, Denial of Service (DoS) attacks can be
performed more easily [19], and the requirement of user iden-
tification for registering in CAs implies lack of anonymity
and privacy.

Since the emergence of IoT technologies, especially
in industrial networks, the development of new security
paradigms has become a need. In this scenario Blockchain
is considered the most relevant technology for introducing a
decentralized security system in IIoT networks. The combi-
nation of IIoT and Blockchain offers a trusted system where
the information is reliable and can be traceable. Data stored
in a Blockchain ledger remains immutable over the time as
well as the sources remain identified at any time.

In a typical IoT system, registration and authentication
data are stored in a central entity. These data are required
for the registration of new IoT nodes, but the need of this
central entity introduces some vulnerabilities, as has been
previously carried out. One solution to this issue consists on
decentralising this architecture as shown in Fig. 1, where the
database corresponding to the central entity is replicated in
different client nodes. After decentralization, an attacker has
more difficulties to perform unauthorized modifications in
the database, because the different clients have to approve
these changes. As will be described in next subsection,
Blockchain enables the implementation of that decentralized
infrastructure.

A. BLOCKCHAIN NETWORKS

Blockchain technologies are being applied to multiple
fields [20], [21], [22], although its application to the IIoT sce-
nario is relatively recent. In this field, Blockchain has a lot of
potential use cases as automotive and mobility [23], consumer
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FIGURE 1. Typical PKI infrastructure vs. decentralized ledger
infrastructure.

applications [24], tracking logistics [25], supply chains [26],
energy [27], and health [28]. In all these cases, Blockchain
acquires greater relevance due to the participation of dif-
ferent organizations in order to complete a given process.
These organizations must get to an agreement that will be
later translated into policies implemented in the Blockchain
in the form of smart contracts, which reflect in source code
the existing relationships among the organizations involved.
The execution of these contracts is ensured intrinsically.

In recent years, several Blockchain platforms have been
developed which are subject to continuous changes. One
of the most popular is Ethereum [29], which is the first
open-source Blockchain platform introducing the concept of
smart contracts. As it is well known, smart contracts enable
a lot of new applications of Blockchain beyond cryptocur-
rencies. Smart contracts are an useful feature for IIoT, but
in the case of Ethereum, some characteristics prevent from
being used in the IIoT use cases. Basically, its consensus
algorithm is based on Proof of Work (PoW) [30]. This pro-
cess requires a high amount of computing resources to avoid
attackers to modify the Blockchain, while users generating
a new block are rewarded with cryptocurrencies. This con-
sensus algorithm is not applicable to an IloT environment
because the nodes that make up the network are usually
low-power consumption devices, and they are not designed
to perform such large computations, but for data collection
and even run some control algorithm. There are other types of
consensus mechanisms such as the Proof of Stake (PoS) [30]
which has lower computing requirements, but in contrast, this
consensus mechanism requires that the entity who wants to
participate in the network must make use of cryptocurrencies,
i.e, all the entities in the network must have at least a small
amount of them.

The use of smart contracts in Blockchain networks can gen-
erate vulnerabilities at the application level that an attacker
can exploit. While this can lead to a problem, the use of HSM
at the hardware level helps to mitigate these vulnerabilities by
restricting the attacker’s attackable surface to higher layers of
the application.

There are other Blockchain platforms such as Multi-
chain [31] or Quorum [32], which are different variations of
Bitcoin and Ethereum, respectively. Multichain is a private
Blockchain as opposed to its counterparts, which are pub-
lic. Quorum is the permissioned version of Ethereum, what
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means that the participants of the network have some restric-
tions and they play different roles in the interaction among
them.

In order to avoid the issues associated with the use of
cryptocurrencies, there are other Blockchains that do not use
cryptocurrencies, thus making them more adaptable to IloT
use case. One example is Hyperledger Fabric [33] which will
be discussed further.

B. HARDWARE SECURITY LAYER

Blockchain introduces useful features for building a decen-
tralized infrastructure, but it also introduces a significant
security risk regarding the storage of keys in the different
nodes. Usually these keys are kept in a repository, but not
only that, they are also generated by software. This can lead
to a major security breach, since algorithms used to gener-
ate required keys could be vulnerable to different attacks.
Concretely, Pseudo-Random Number Generators (PRNG)
commonly used for generating keys are vulnerable to key
replication if seeds are predictable or not properly random-
ized [34], [35].

In the particular case of IoT devices these issues arise
intensively because it is not easy to have good sources for
generating true random values required for the seed, being
firmware-generated random values not enough for guarantee-
ing secure keys generation. Therefore, for having a reliable
entropy source in these devices it is necessary to generate
random values directly from physical sources. Then, a fea-
sible solution is to use the well known True Random Number
Generators (TRNG), which generate true random numbers
from high entropy microscopic physical events in the hard-
ware as statically noise of signals, photoelectric effect or
quantum phenomena [36]. In this way, HSMs offer TRNGs
which make it ideally to be used in devices that interact
with the Blockchain. HSMs hinder side-channel attacks in
the sense that when the key is generated inside the chip, the
attacker cannot know the time the chip has taken to create the
key internally, and there are specific countermeasures against
the analysis of noise, electronic leaks and power consump-
tion [37], [38].

Regarding the storing of the generated keys, they are usu-
ally stored in repositories, which it is a big risk, as commented
before. Indeed, the keys can be easily extracted, manipulated
and replicated by an attacker.

A little bit more robust method to protect the keys by soft-
ware is a Trusted Execution Environment (TEE) [39]. TEE
is a standard that creates an isolated environment which runs
over or in parallel with the operating system. A TEE guar-
antees the authenticity of the executed code, the integrity of
the runtime states and the confidentiality of its code, data and
runtime states stored. Thus, TEE provides secure enclaves in
order to execute and store sensitive assets and critical data
such as private keys.

Although a TEE enabled system resists software attacks,
it is still vulnerable to kernel faults, side-channel and phys-
ical attacks, which can be performed in order to undermine
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the isolated environment [40]. Furthermore, in the case
of IoT devices TEE can not be implemented, because
they usually run firmware without any operating system
support.

This issue can be overcome using an HSM, because once
the key has been generated, it can never be extracted, thus pro-
viding a secure storage for generated keys. In this way, HSMs
present tamper resistance which avoids physical attacks such
as probing attacks where an attacker sets a probe on a wire
and reads the signals being transmitted over the wire during
chip computations [41].

As discussed above, the Blockchain platforms and
hardware security layer technologies have drawbacks and
security issues that can be exploited in certain scenarios,
such as extracting the cryptographic keys from a TEE using
hardware attacks or failing to properly protect cryptographic
material used in a Blockchain network. This is why this
article brings together the combination of HSMs, focusing
in TPMs, and PB networks offering together the benefits
of each technology, thus providing an IIoT architecture
that incorporates different layers of security, proposing a
more robust system on the technologies analysed in this
section.

The next section will discuss in more detail the benefits
of HSMs, in particular TPMs as well as PB technologies
focusing in Hyperledger Fabric.

lll. BACKGROUND

Before starting to discuss about the integration of the two
components and the proof of concept presented in this article,
the components that make up the proposal of this paper should
be introduced, focusing especially on TPMs and Hyperledger
Fabric since the proposed integration cannot be understood
without an in-depth knowledge of the characteristics offered
by these technologies.

A. HARDWARE SECURITY MODULES

HSMs are being extensively used for device protection, pro-
viding a secure framework for authentication and identifica-
tion. An HSM consists of a cryptographic processor which
implements in hardware different cryptographic algorithms
required for these tasks. In this sense, it offers tamper protec-
tion against harmful manipulation and strong authentication
mechanisms [42].

HSMs usually are delivered in different form factors. Typ-
ical ones are security cards, widely used in people identifi-
cation, and chips installed in a PCB which are connected to
the CPU of the system under protection. The HSM will be
required to perform different security tasks: signing, signa-
ture validation, encryption, decryption or hashing, as well
as secure storage and trusted random number generation.
In short, an HSM provides a root platform of trust [43].

TPMs are a subgroup of HSM devices, whose features are
defined by the Trusted Computing Group (TCG) [44]. In the
next section it will be explained in detail.
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FIGURE 2. TPM2.0 architecture.

1) TRUSTED PLATFORM MODULES

TPMs are standardized by the TCG. Being TPM2.0 [45], [46]
the latest specification. In all of them, a TPM is defined as a
hardware device including volatile and non-volatile storage,
and a set of cryptographic algorithms implemented in hard-
ware. In addition, the different TPM standards include an API
specification to interact with the TPM [47]. In short, a TPM is
a hardware component that provides secure storage of crypto-
graphically protected data (keys, certificates, passwords and
other data related to the internals of the TPM as Platform
Configuration Registers) and enables the generation of keys
inside the TPM using TRNG, private/public key encryption
and signature operations. Fig. 2 shows the architecture of
a TPM2.0 device [45], where the different components are
interconnected by a bus, which also connects to the I/O inter-
face. In addition to the aforementioned TRNG and the non-
volatile memory, where the Platform Configuration Registers
(PCR) [48] are located, there are other important modules
such as the symmetric and asymmetric key engines and the
key generation engine.
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Typically, TPMs are used in computing systems supporting
a BIOS or a similar firmware in charge to boot the device for
adding a security layer below the software. Indeed, keys gen-
erated in the device cannot be extracted outside of the TPM,
hence, data secured by these keys will be not exposed. In this
sense, the TPM provides a root of trust. In this scheme, PCRs
are records containing a concatenation of hashes [48] which
are the base of the different protection mechanisms performed
by the TPM. As an example, during the secure boot process
provided by modern BIOSes, the startup firmware checks
different parameters of the system as the peripherals attached,
the status of the memory, and others. These parameters are
hashed and compared to the ones stored in PCRs. If the result
of these comparisons is correct, the system will boot success-
fully. The hashed values are usually critical parameters of
the system, thus preventing the system from booting if any
modification is detected [49]. Another important feature pro-
vided by PCRs is attestation, which is the ability of proving
authenticity in the system using a public-key cryptosystem
with an Endorsement Key (EK) [50]. In a typical attestation
scenario, the PCRs values along some piece of code or exe-
cutable are signed with the EK in the TPM. In order to verify
the authenticity of the code, the signature has to be verified
jointly to the PCR values [51] thus guaranteeing that the code
which is running in the system is totally secure.

PCRs are also involved in another operation known as key
sealing. When the measured system parameters correspond
with the values stored in the PCRs, it is possible to unseal a
key used for encrypting data in the system. Without this key,
data cannot be decrypted, preventing the access to protected
data if the system is not in a safe state [52]. Furthermore,
the process of encrypt/decrypt used with the TPM is called
binding/unbinding since the data encrypted using a key in
the TPM can be only decrypted using the same key of the
TPM. If this key is used in other TPM the data cannot be
decrypted/unbounded.

In conclusion, the TPM can perform different crypto-
graphic operations and results in a root of trust from which
different operations can be carried out with security guaran-
teed by the TPM. In fact these operations can also be per-
formed by a normal HSM, but the main advantage of a TPM
is that these operations are supported by the TCG, which
ensures that all these operations are in the current state of the
art and are standardized.

B. PERMISSIONED BLOCKCHAIN TECHNOLOGIES

As it had been commented before, Blockchain technolo-
gies offer a new paradigm that comes to replace the typi-
cal PKI schemes. However decentralized solutions built on
Blockchain technologies have difficulties to scale to the
amount of devices and data aggregated by IIoT. This is one
of the reasons why PB technologies appear [53].

These technologies offer more versatile consensus proto-
cols and allow the enrollment of a limited amount of par-
ticipants in comparison with public and no-permissioned
Blockchains. This relies on the fact that it eliminates the
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unnecessary computation required to reach the consensus
protocol. In this scheme, participants in the Blockchain net-
work have different permissions to read, access and write
information, while the configuration of the Blockchain is
defined by the policies of the network, typically agreed by the
members participating in it. As a consequence, the policies
defined within a PB affect the behavior of all the members.
In any case, this dependency on the policies does not affect
the classification of the defined Blockchain in terms of being
public, private, public permissioned or private permissioned.
What really makes the difference is the maintenance of the
identity of each participant in the Blockchain. This means
that an entity can participate in the Blockchain network if,
and only if, it has been previously certified as acting as itself
by a CA. This is why the approach of the PB networks are
considered as hybrid, since there is a central authority (the
CA), which is the one that gives the authorization to be able to
participate in the network [54], thus not being totally decen-
tralized as in the permissionless networks.

This is the main feature that makes permission-based
Blockchain networks so popular in the industry since secu-
rity, identity and a defined role for each network participant
are required. There are several cases of use in the industrial
field [55], [56] that utilize this type of technology. In order
to provide some examples, the most typical one is the trace-
ability chain, which must ensure that the characteristics of
some consumer product are kept intact through the logistic
chain. In this case, the agencies involved in this business
model would be the intermediaries/logistics service, produc-
ers and consumers. Another example would be the supply
chain, which would involve as many logistics services as
banks and sellers/buyers. These are just some scenarios, but
there are more cases emerging, as the energy exchange which
is another scenario that is taking more importance with the
time [57]. To carry out the implementation of these use cases
there are whole suites and frameworks dedicated to the imple-
mentation of PB technologies, being Hyperledger Fabric one
of them.

1) HYPERLEDGER FABRIC

Hyperledger Fabric (HLF) [33], [58] is a PB with support
for executing smart contracts. HLF allows organizations to
collaborate in a Blockchain establishing different roles and
entities. Each node has its own function depending of its role
that carries it out. HLF defines four different nodes, which
are:

o HLF peer nodes, used to store a copy of the ledger,
to endorse new transactions by invoking smart contracts,
to commit new blocks into the ledger and to allow query-
ing the ledger.

o HLF ordering nodes, used to create and distribute new
blocks of transactions to the HLF peers. The organi-
zation that owns this node will be the one that creates
the network and establishes the policies that govern the
network.
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o HLF clients, used to communicate with peer and order-
ing nodes in order to query the ledger and to propose
new transactions.

o HLF Certificate Authorities, which issue certificates to
administrators and network nodes.

In addition to this, a consortium must be defined specifying
which organizations will participate in the network. These
organizations communicate through a channel. This offers
great versatility since an organization can participate in sev-
eral channels with different organizations at the same time.
For example, in the case of the supply chain, the logistics
service can participate in one channel with the buyer and in
another with the seller, but the buyer and seller do not have a
common channel.

2) HYPERLEDGER FABRIC OPERATIONS
In order to start the network, a client needs to execute some
function contained in the smart contracts. When a function
is triggered, an operation is done in the ledger: write or
read. When an operation is executed the endorsement pol-
icy comes into play. It describes which organizations must
approve transactions before they will be accepted by other
organizations onto their copy of the ledger.

When a transaction proposal takes place, that is, the client
initiates it, the process to be carried out is the following:

o The peers verify that the transaction is well formed and
that it has not been done before, avoiding replay attacks.
It is also verified that the future transaction satisfies the
policies of the channel.

o The transaction proposal executes some function of the
smart contract.

« A response is produced which will be reflected on the
state of the ledger if it is a write operation (or not if it is
a read operation).

o The application disseminates both the transaction pro-
posal and the response within a message to the peers for
them to verify them.

¢ Once the transaction is verified following the channel
policies, each peer updates its ledger and the status of
the database.

Another operation that typically takes place in HLF is the
enrollment process of users to the network. This operation is
performed in the client, which has to contact the CA when it
wants to enroll. Then, the CA issues a certificate as a result
of the enrollment operation.

HLF defines two types of enrollment depending on
whether the client to register as an administrator or a normal
user. In the case of to be registered as administrator it is
required to provide first some credentials (username and pass-
word) which must be already configured in advance in the
CA. Then, the client makes a Certification Signing Request
(CSR) where he attaches those credentials and, as a conse-
quence of that, the CA returns a valid certificate if registration
has result successful.
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In the case of a registration as a user, the process is similar
except that it requires the previous enrollment of an admin-
istrator which serves the user to register in the CA. Once
this is done, the process of enrollment is the same as for an
administrator. So in conclusion, in the administrator there is a
process of enrollment and in the user a process of registration
and enrollment.

As it can be seen, within the operations to be carried out in
the Blockchain there are different cryptographic operations
which should be performed in the TPM. In the next section
a detailed integration between these two components is pro-
vided, Hyperledger Fabric and TPM, describing the opera-
tions carried out by a Blockchain network.

IV. INTEGRATION BETWEEN HYPERLEDGER FABRIC AND
TRUSTED PLATFORM MODULE

Every operation related to the DLT requires cryptogra-
phy [59], the need of secure hardware support by means of an
HSM is a promising solution to the potential vulnerabilities
exposed by relying just on software.

A. ELLIPTIC CURVE CRYPTOGRAPHY

Key generation algorithms are involved in the generation of
cryptographic keys. The size of these keys is directly related
to the memory resources required for storing them, and the
corresponding certificates and digital signatures. In the past,
RSA [60] was the preferred Public Key Cryptosystem (PKC),
but the updated computing capabilities of attackers requires
a continuously increasing size of the RSA keys, which rep-
resents a problem for processors with limited computational
and energetical resources [61]. In this context, Elliptic Curves
Cryptography (ECC) has emerged as an alternative to RSA
for PKC, as it provides a similar level of security to RSA, but
requiring smaller key sizes.

One of the main issues with ECC is the selection of a secure
curve for cryptographic applications [62]. The choice of the
curve determines the parameters that lead to its efficiency
and security strength. The main curves that are used in ECC
algorithms are Weierstral3, Montgomery and Edward Curves.
The National Institute of Standards and Technology (NIST)
recommends the Weierstrall curves, whose general equation
is:

y2=x3—|—ax+b @))

NIST establishes different recommended curves over
binary and prime fields. Some examples of NIST curves
defined over prime finite fields are:

o P-192, also known as secp192rl and prime192vl.
o P-256, also known as secp256r1 and prime256v1.
o P-224, also known as secp224rl
o P-384, also known as secp384rl.
o P-521, also known as secp521rl.

In the case of Blockchain, the first curve used was the
secp256k1 [63], also known as the “Bitcoin curve”. This
curve is used also in Ethereum. The prime256v1 curve has
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been recommended by the NSA for use in government affairs.
However, due to the boom in quantum computing, this recom-
mendation has been updated by proposing that the curves to
be used for greater safety should be the secp384r1 when quan-
tum computing reaches a more advanced stage. For example,
the secp384rl curve offers 192 bits of security instead the
more commonly used curves like prime256v1l which pro-
vides 128 bits [64]. In the case of Hyperledger Fabric, the
supported curves are prime256v1, also known as NIST-P256
curve, secp384rl and secp521rl. For the HLF network to
be compatible with an HSM, it must support the same or at
least one of these elliptic curves. In this paper we have tested
the compatibility with a TPM, concretely, with the Infineon
OPTIGA™ TPM2.0. Both Infineon TPM and HLF shares
the NIST-P 256 curve.

B. PUBLIC-KEY CRYPTOGRAPHIC STANDARDS

Another key point to make possible the integration of these
two technologies is the set of cryptographic standards imple-
mented by them.Indeed, standards in cryptography establish
the mechanisms and protocols to implement cryptographic
algorithms in a secure way while facilitating encrypted data
interoperability. Also, if a security breach is discovered, the
corresponding standard is discarded and replaced by another.
This results in the fact that the standards used are always
being updated.

Cryptographic algorithms and protocols are standardized
by different organizations dedicated to this purpose, some
of them being public, and other private. Examples of public
entities are NIST [65] IEEE [66], while RSA security LLC
is a private company that has issued a set of standards called
Public Key Cryptographic Standards (PKCS). Some of these
PKCS standards have been abandoned or withdrawn, but oth-
ers are in use today. In the case of PKCSs being used both by
TPM and HLF, these are the PKCSs concerning communica-
tion between them. On the one hand we have PKCS10 [67],
which it is also known as CSR. This PKCS specifies the
format that messages sent to a CA must follow in order to
authenticate the device on the network. This PKCS comes
into play when a user or administrator needs to be registered
on the HLF network. Once the CSR has been successfully
requested, the CA issues a certificate in X.509 format. This
certificate is stored in the device, either in the TPM or directly
in the client’s memory. A CSR contains the applicant’s public
key and data that acts as a proof of device identifier. Both the
public key and the data are signed by the CA’s private key,
which generates an X.509 certificate, which is sent back to
the applicant. On the other hand, the PKCS11 [68] is the stan-
dard which defines a standard method to access cryptographic
services from tokens/devices such as HSMs, smart cards, and
others.

In this sense, PKCS11 isolates an application from the
details of the cryptographic device. That means, the appli-
cation does not have to change to interface to a different type
of device or to run in a different environment; thus, it enables
the application to be portable. In our HLF-TPM integration
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proposal, PKCS11 standard will work as an interface between
the TPM and HLF. Indeed, supports PKCS11 standard in
order to facilitate integration with HSMs. By default, HLF
uses a software wallet in order to store the cryptographic
material. Adding the correspondent configuration in HLF,
we can change this storage method by a hardware storage.
The PKCS11 standard is implemented in the TPM by the
TCG group, therefore all the functions and methods that it
contains inside are tested and proven using different applica-
tions, and we will use this standard as a hinge between these
two technologies. The corresponding API is implemented at
the highest level within the TPM software stack (TSS), so it
abstracts the application on top of it, making it independent of
the type of Blockchain network used, of all the functionalities
implemented at a lower level in the TSS and of the TPM itself.
Then, any TPM that includes the TSS in its implementation
will be compatible with applications including the PKCS11
standard.

Having discussed the two main keys to the integration of
these two technologies, we will now proceed to explain the
different operations carried out between Hyperledger Fabric
and TPM2.0. The idea of choosing TPM2.0 as the hardware
support element lies in its ability to work with systems that
implement operating systems as it enables operations such as
trusted boot and remote attestation that other types of HSMs
do not have.

C. OPERATIONS PERFORMED IN HYPERLEDGER FABRIC
USING TPM2.0

In this section we will discuss how some critical HLF oper-
ations may be performed jointly with a TPM. These opera-
tions, which are traditionally carried out using software tools,
which, as explained above, generate security breaches since
they can be easily attacked, are executed internally in the
TPM. These operations will be the enrollment of new users
and administrators, and the signing of transactions. In the
following, it is assumed that an HLF client is implemented
on an edge node that collects data from an industrial envi-
ronment. This data is periodically sent to the Blockchain
network which is running distributed across different entities,
CA:s, peers, etc. Fig. 3 shows the proposal of an enrollment
mechanism for the HLF client equipped with a TMP2.0 HSM
interacting with a CA of the Blockchain network.

When a client wants to enroll in an HLF network, it has to
initiate an enrollment handshaking with the CA. This process
is the same whether it enrolls as an administrator or as an user,
with the exception that the user has to be previously registered
by an administrator. As shown in Fig. 3, in this operation
the message sent to the CA contains the CSR and a user
and password. CSR fields contain information concerning the
identity of the client in accordance with the standard. In addi-
tion to the CSR, two fields are also included, the user name
and password, parameters that have been previously stored in
the CA. To successfully complete the enrollment process, the
username and password sent have to match with the stored
values. In the case of user enrollment, the administrator must
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FIGURE 4. Signature procedure mechanism between the TPM2.0 and the
peer node.

have previously registered the user. Therefore, the registration
process basically involves sending the user’s username and
password to the CA. The CA returns a secret and it is used
by the user in the enrollment process instead of the username
and password.

Note that the main difference between the two processes
is that the registration process of the administrator has been
previously completed. This may be because the system is
deployed with predefined administrators or because it has
been initialized through other mechanisms, such as sending
the administrator’s parameters through another medium, such
as through credentials stored on a physical device or through
other protocols. Once the CA has received the CSR with
the corresponding parameters, the CA signs the CSR with
its private key and generates a X.509 certificate as a conse-
quence. This certificate will be sent back to the client, who
can store it in the TPM or simply in the device’s memory. This
certificate will be in charge of validating the communications
later, when the client interacts with the rest of the Blockchain
network.

Fig. 4 shows the signature procedure when an HLF client
interacts with other peer node, where the TPM performs the
required cryptographic operations. Note that this direct inter-
action between peer nodes is only possible if the clients have
been previously enrolled into the Blockchain network.

In this situation, transactions are triggered by the HLF
clients. These clients, typically, include sensors producing
data that is uploaded to the ledger, thus generating a dis-
tributed copy of this data. In order to upload and generate this
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distributed copy, the clients have to start a transaction. In the
case of HLF, the fields in a transaction are:

« Header: Including the metadata of the transaction.

« Signature: A cryptographic signature of the transaction
hash.

o Proposal: The input of the smart contract which results
in the data to update in the ledger.

« Response: The output of the smart contract; if the trans-
action is validated successfully, the output will be added
to the ledger.

« Endorsements: A list of different endorsements nodes
which have to validate the transaction fulfilling the
endorsement policies of the network.

These fields form a data structure that is hashed and then
signed by the client. Then, this signature is included in the
corresponding field, and sent to the HLF network, thus form-
ing a chain. It should be noted that this operation, which is
typically executed in software, in our scheme is carried out
internally in the hardware included in the TPM. Next, the
request is received by the peer nodes which are in charge of
validating the transaction and applying the necessary changes
on the ledger, in the case of being required. Regarding the
transaction verification process, it is carried out by other
nodes as the Orderer and peers. In this process, the different
nodes verify the transaction signature by means of the client’s
public key. Note that this process is not internal to the TPM,
and it is not carried out within the HLF client where the TPM
is located.

Basically these are the main processes involving the TPM
in an HLF client. Of course the TPM can act on the other
nodes, both CA and peers. The next subsection presents a
proof of concept of the proposed application of TPM to HLF
networks.

D. PROOF OF CONCEPT

In order to demonstrate the viability of combining
TPM2.0 and HLF in an IoT node, a proof of concept has
been developed. The scheme of the demonstration is shown in
Fig. 5, where the interaction of an IoT node with a simulated
HLF Blockchain network is presented. The IoT node is a
Raspberry Pi 4 Model B (RPI) with an Infineon OPTIGA™
TPM2.0 attached. The RPI runs a HLF client which interacts
with the other nodes being part of the Blockchain network.
In this proof of concept, a default HLF network configu-
ration is used, as the objective is to show the feasibility of
inter-operation between HLF and TPM and not a deployment
of entities for a specific use case. The HLF network includes
two organizations and two peer nodes per organization. Each
organization has its own CA. There is also an HLF Orderer
node, which performs transactions ordering [58] and main-
tains the list of organizations in the network. Each of these
entities runs in Docker containers [58] in a virtual network
hosted on a separate computer. This environment shows a
scheme of two organizations which are part of a consortium
in which a client, that belongs to one of these organizations,
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FIGURE 5. Proof of concept, raspberry Pi 4 model B with hyperledger
fabric.

wants to register in order to be able to send data to the
Blockchain as transactions.

With these elements, this proof of concept allows to show
the feasibility of the integration between HLF and TPM2.0,
as well as that the mechanisms performed in a Blockchain
network from the point of view of a client, can be perfectly
integrated in an IIoT network. These mechanisms, both sig-
nature and enrollment process, are the ones in which the
TPM actively participates in. The implementation of these
mechanisms into the TPM creates a root of trust along the
Blockchain network. Nevertheless, the possibility of integrat-
ing these mechanisms using different firmware or variants in
the TPM can lead to different time performances. This aspect
will be discussed in the next section.

This proof of concept includes at least two peer nodes
per organization to make it more realistic. For validating
a transaction made by the client at least two nodes, one
from each organization, are required. The interaction between
the HLF client and the Blockchain network starts with the
enrollment process. As commented previously, the enroll-
ment process in HLF is different depending on the role of
the client, which can have the role of administrator or user.
In order to enroll a user, the client must enroll an administrator
before. The administrator plays the role of registering new
users who will be in charge of querying and updating the
ledger.

This mechanism is shown in Fig. 6, and starts with the
enrollment of the administrator. Note that the CA must have
previously initialized some credentials (name and password)
in order to allow the operation. When the enrollment process
is finished, the administrator receives the certificate issued
by the CA. For user enrollment, the user must first register
with the CA through the administrator, after that, it returns
a token called “‘secret” that can only be used once for the
user to enroll. After this process the user receives a certificate
which will be stored.

Once this process is completed, the TPM of the RPI will
store both the user and administrator keys as well as the
certificates issued by the CA. The user is in charge of inter-
acting with the ledger by executing functions defined in the
smart contracts running on the peer nodes. These operations
can be either query or update operations. Operations involv-
ing a write, and therefore, an update to the ledger must be
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FIGURE 7. Transaction mechanism between client node and the peer
nodes.

performed through transactions signed by the client and ver-
ified by the peer nodes.

In Fig. 7 it is shown how the client initiates a transaction
sending a transaction proposal to the peers. The peers per-
form the endorsement service which is in charge to execute
the smart contract and obtain a proposal response with the
output of the smart contract and the endorser’s signatures.
Then, the client receives the proposal response and validates
it. The client builds a transaction and sends it to the Orderer.
This transaction includes the transaction proposal, transaction
response and the endorsements. The Orderer validates the
transaction and creates a block which contains the validated
transactions and broadcast this block to all the peer nodes.
The peers execute the transaction and update the state of the
database decentralized in the peer nodes. The block is finally
committed in all peer nodes.

Both the enrollment process and the transaction process are
the two main mechanisms that occur in HLF. These processes
are initiated by the client, which makes use of the TPM to
generate the keys and sign them with the private key. This
proof of concept is intended to illustrate what the complete
process would look like using an IoT node. On this basis,
it is possible to build much more complex use cases that
encompass real use cases. The next section shows the results
obtained from this proof of concept in order to discuss its
application in IIoT environments.
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E. PERFORMANCE ANALYSIS

The use of TPM in IoT nodes has certain limitations com-
pared to an HSM, Trusted Execution Environments (TEE)
or cryptographic software. Normally an HSM is dedicated to
be a hardware accelerator for cryptographic operations. This
implies that the time to perform an operation in the TPM is
longer than if it were done in an HSM. Otherwise, the gain in
security that a TPM offers makes it advantageous depending
on the scenario. In this work a benchmark has been performed
comparing different approaches. To evaluate this time com-
parison, an average has been made over 100 samples. The
operations to be measured are:

o Generation of the keys: Generation of a NIST-P265
private-public key pair using the TPM.

« Signature: Execution of the signature algorithm using
prime256v1 elliptic curve and SHA-256 hash function.

o Verification of the signature: It is carried out using the
public key and the signature previously computed.

o Commissioning of the client: The commissioning
encompasses both key generation and the CSR, i.e. the
signing of the client’s public key by the CA in order to
issue the certificate to the user. The resulting time is the
sum of the creation of the keys plus the signing of the
CSR by the CA’s private key.

These operations are internal to the TPM because the
objective is to measure the time difference between the dif-
ferent approaches. Indeed, the configuration of HLF for those
measurements does not affect the performance since this con-
figuration is an independent process to these cryptographic
operations. The platform used for the measurements was the
same as the one used in the proof of concept in the previous
section: Raspberry Pi 4 Model B 8Gb, chipset Broadcom
BCM2711, Quad core Cortex-A72 (ARM v8) 64-bit SoC at
1.5GHz. The elements for executing the different algorithms
involved in the proof of concept are the following:

o A TSS implementation, for TPM2.0, including a TPM
command line interface, all integrated into TPM Tools
Release 5.2 [69].

o TPM2 Access Broker and Resource Manager (TPM
ABRM), Release 2.4.0 [70], for communication in the
cryptographic operations between the TSS and physical
or software TPM.

o OpenSSL V3 [71] for executing the cryptographic oper-
ations without using TPM.

In order to compare different scenarios, we have considered
four approaches:

o Hardware TPM: Using TSS connecting via serial periph-
eral interface (SPI) to the RPI.

o Software TPM: Using the emulator of TPM developed
by IBM [72].

e OpenSSL with Hardware TPM engine: Using cryp-
tographic software like OpenSSL indicating specific
engine (TPM2 TSS) in order to perform the operations.

o OpenSSL without engine: This approach only uses the
OpenSSL library software.
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Table 1 presents the results carried out for these four
approaches. Note that from this table, the use of hardware
TPM results in an increase in execution time in our proof
of concept. Indeed, the results regarding the key generation,
show that HW TPM is approximately 5 times slower than SW
TPM, 30 times slower than OSSL and only 16 times slower
than OSSL ENG approach. With regard to Sign operation,
this is 5 times slower than SW TPM, 28 times slower than SW
OSSL and 8 times slower than OSSL ENG version. In Verify
operation, the HW TPM is 5 times slower than SW TPM,
17 times slower than OSSL and 9 times slower than OSSL
ENG. Finally, in the commissioning mechanism, the HW
TPM is 5 times slower than SW TPM, 50 times slower than
OSSL approach and 8 times slower than OSSL ENG version.

These results are expected as the TPM to act as a hardware
accelerator but as an element that offers a higher level of
hardware and software security. The approach using Software
TPM (SW TPM) is slower than software approaches using
OpenSSL (5 and 3 times slower than OSSL and OSSL ENG
for key generation, respectively). This is because the software
TPM uses a socket for the communication between the TPM
simulator driver and the TPM engine. In the case of oper-
ations using OpenSSL with TPM engine (OSSL ENG), the
required time is much higher than using OpenSSL without
TPM engine (OSSL) (almost 2 times slower in key generation
and 6 times in commissioning), although it is less than Hard-
ware TPM (HW TPM). This is due to the additional overhead
generated by the communication between the OpenSSL stack
and the TPM. It is clear that the fastest approach is to use soft-
ware only (3.5 times faster than SW TPM in sign operation) as
operations are not using the slow SPI link to retrieve data from
the TPM and all the computing is made by the cores and the
memory controllers which is much faster than the connection
to the HSM. This software approach leads to it being the most
widely used option in systems that do not implement any
kind of security. The significant time overhead carried out
when using a hardware TPM is a disadvantage in scenarios
where high performance of real-time is required but the effi-
ciency in the implementation of the smart contracts can help
in hiding latencies if concurrent operations can be performed.
So the selection of the HLF and the ability to implement the
smart contracts is also key. Nevertheless, in systems where
safety is a key factor, this time overhead is compensated
by security features provided by a hardware TPM. In fact,
TPMs were conceived to provide system robustness and a
secure storage system. Its main features do not include the
increasing of the processing speedup, which is reasonable
since they are not designed for that purpose. HSMs in general
provide co-processing when performing cryptographic oper-
ations, many servers use HSMs to speed up cryptographic
operations of libraries such as SSL. What makes the use
of TPM specially suitable compared to other HSMs is that,
in addition to offering the features of HSMs, it offers higher
level mechanisms such as secure booting and remote attesta-
tion. The implementation of these mechanisms leads to TPMs
following a standardization process and, hence, the software
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TABLE 1. Execution time of the different approaches in milliseconds.

HWTPM | SWTPM | OSSL | OSSL ENG
Create 0.5746 0.112 0.0197 0.0347
Sign 0.6030 0.1070 0.0212 0.0727
Verify 0.3379 0.0678 0.0195 0.0377
Commissioning 1.9934 0.3565 0.0384 0.251

stack they implement is more robust. This standardizing ele-
ment in TPMs is what makes it so promising in IoT systems
as it is much easier to include in different environments, such
as Blockchain networks.

In IIoT speedups are important but not losing messages
and ensuring that the data feeding the smart contracts is legit
a priority. Because this data will impact the big data pipelines
of the industry. With the inclusion of a TPM module on the
board of the IIoT node dedicated to data collection, it has to be
considered that given the particular conditions of the design
the gains of this approach are greater than the losses.

Regarding the timing differences of the hardware proposal
versus the software emulated versions, it has to be considered
that an ARM node running a conventional operating system
has been used (it is not a native IloT procedure) where it has
to prioritize the tasks of attention to GPIO and the operating
system tasks, in this scenario, communications via SPI are
not particularly prioritized, so for example any block main-
tenance operation in the storage FFS modules would have
higher priority than access to the SPI. This, in a specific IIoT
node would probably not be so unbalanced. Still, the time
differences are not an argument to consider this a non-viable
solution. An IIoT node collects data over a period of time (it
doesn’t just collect a piece of data and immediately forward it
to the Blockchain). This makes the time differences between
the emulated and hardware versions negligible as data col-
lection times overlap with TPM access times. According to
Fig. 8, the actual situation of these nodes is such that:

Even so, as far as scalability is concerned, in this type of
architectures we can find an important bottleneck in the loss
of messages to be received by the transaction Orderer node
and in how the smart contracts to which the data incorporated
in the transactions are directed have been implemented. Thus,
for example, transactions with different timestamps can be
computed concurrently [73]. The addition of a TPM can be
efficiently hidden, as shown in Fig. 8 and that the existence of
an increasing number of IIoT nodes equipped with this pro-
tection does not impact on the overall performance. However,
it should be considered that in order to optimize the scalability
of the whole architecture and its security, the nature of the
transactions should be analyzed to exploit their parallelism
to the maximum and be aware that the data processed by the
smart contracts will be incorporated into a big data pipeline
that will affect future business processes, so guaranteeing
their security is crucial. Attacking the software repositories
(and wallets) where keys and certificates are stored through
smart contracts is nowadays a very fashionable attack vector.
This is another reason why TPM should be included.
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FIGURE 8. Comparison between TPM access time and lloT data collection procedure.

TABLE 2. Security features of each approach.

Physical | Micro-architectural | Software
Attacks Attacks Attacks
Hardware
TPM v v v
Software TPM X v v
OpenSSL X X X
OpenSSL with
TPM engine v v v

In this sense, Table 2 summarizes the four approaches
analyzed in relation with the protection offered against
three sets of attacks: Physical attacks [9], micro-architectural
attacks [74] and software attacks [75].

F. SECURITY ANALYSIS

Table 2 summarizes the different attacks against the different
implementations studied for our proposal in the performance
analysis. As can be seen, the use of a Hardware TPM is
the approach that avoids the most kind of attacks. From a
practical point of view, the proof of concept presented in this
article is the basic resilience unit on which a IIoT network,
consisting of different nodes implementing both a TPM and
a Blockchain client, will be built.

The integration of the TPM with Blockchain technologies
in networks of IoT nodes presents important security advan-
tages. The main advantage of using a TPM in this type of
architectures when compared to other technologies such as
TEEs, is the ability to prevent physical attacks. Even so,
within an IIoT environment, a network implementing this
concept is exposed to other types of attacks:

« Denial of Service attacks [19]: As in our proposal the
network has no central entity, attacks over specific nodes
will not cause the network outage, thanks to decentral-
ization provided by the Blockchain [53].

o Side channel attacks: HSMs and in particular TPMs
avoid these kind of attacks offering tamper proof pro-
tection. Examples of these types of attacks are timing
attacks [76] or fault induction techniques [77].

o Authentication attacks: Using multi-factor authenticated
schemes implemented in the TPM and storing the cre-
dentials as private keys in hardware, make this type of
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attack useless in case an attacker wants to fraudulently
access the Blockchain [78].

« Reverse engineering attacks: TPMs by offering tamper
proof protection against invasive attacks, in which an
attacker attempts to modify or alter the intrinsic func-
tioning of the hardware, learning how it works or making
it work as he wants, prevent such attacks [79].

o Replay attacks: This type of attack is compromised in
Blockchain systems because for a transaction to be valid,
it must be approved by the participants of the network.
In the case of our proposal, the sending of erroneous data
is detected in the verification process, even timestamp
can be added to the data to mitigate this attack [80].

« Remote code execution attacks: This attack occurs when
an attacker inserts code into the system to execute it at
will. Thanks to remote attestation or trusted boot mech-
anisms, the TPM can check at runtime if malicious soft-
ware is running [81].

o Sniffing: Also known as Man-in-the-Middle attacks.
These attacks are solved thanks to encrypted communi-
cations over secure channels in which the keys are stored
in the TPM. If an attacker is sniffing the channel, all
he will see is the encrypted data and will not be able
to decrypt it because the keys are securely stored in the
TPM [82].

o Brute force attacks: Through trying combinations in
the seed of a key generation, the attacker can find
out a cryptographic key. Using TRNG implemented in
the TPM, thanks to the high entropy of key genera-
tion, a brute force attack becomes impossible and very
expensive [50].

« Impersonation attacks: An attacker can obtain the cryp-
tographic keys of a user from the Blockchain and imper-
sonate him, by storing the keys inside the TPM. These
keys cannot be extracted, so an attacker will never be
able to replace the user identity [52].

« Malware attack: Through a security breach or a periph-
eral, the attacker can introduce malware into the device.
Mechanisms such as the trusted boot and the remote
attestation prevent this kind of attacks [83].

Among all these types of attacks, software attacks are more
common. Since the TPM is a standardized device by the TCG,
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it includes different mechanisms that a normal HSM does
not support: it adds remote attestation and trusted boot to
the device. In this case, as the RPI is an operating system
supported platform both operations are supported. Trusted
boot in the startup of the system helps to check the integrity
of the device from the beginning. This integrity is checked
also at run time using the remote attestation mechanism. This
is a big step forward compared to HSMs, as it also provides
mechanisms that check the state of the system during run-
time. In addition, it is possible to establish TLS connections
between devices, client and server. As a Blockchain is a
decentralized network, this connection is performed between
the nodes. The use of TPM reinforces the security of IoT
devices and offers a high level of robustness to prevent these
attacks through the mechanisms it implements.

V. CONCLUSION

This paper proposes combining TPM and PB technologies
such as HLF for building a trusted IoT node. Indeed, proce-
dures for the interaction of TPM and HLF nodes have been
presented. Furthermore, the proof of concept presented in this
paper shows how, at a higher level, an IoT node interacts with
the HLF Blockchain. The performance benchmark conducted
in this paper sheds light on the possible uses of TPMs in the
IoT world. As it has been shown, integration of TPM and
Blockchain provides many advantages when interacting with
each other: from the interaction at the operations level, such
as signature and enrollment, to the applicability in industrial
environments, adding the main characteristics that they bring
as a technology.

Using this proof of concept as a main element, reliable
and robust Blockchain networks can be built in which dif-
ferent attacks are mitigated. Future promising steps lie in the
application of these two technologies together in a real IloT
environment, e.g. logistics or smart grids.

Indeed, Blockchain brings a wealth of benefits to industrial
environments. Allows interoperability among enterprises,
saving cost, eliminating bureaucracy, etc. These advantages
added to the use of hardware secure elements makes the sys-
tem fully robust, and enables secure end to end communica-
tion between different components through the Blockchain.
The joint applicability of these two components in an indus-
trial environment generates great added value and means that
all monitored processes have a root of trust in the extraction
of data and a root of immutability. The use of HSMs in
Blockchain networks results in a very fruitful combination
as on the one hand the keys that are stored and generated
within the HSM cannot be extracted and, on the other hand,
they add a layer of security when obtaining data from the
devices located at the edge. In addition, using Hyperledger
Fabric as a Blockchain network, improves latency and scal-
ability in transaction approval, creating a consortium where
privacy and authentication are the main features which makes
it suitable for industrial environments, creating an added
value compared to traditional Blockchain networks, such as
Ethereum or Bitcoin. All these considerations allow to augur
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a great future for these two technologies to go hand in hand
thanks to the great advantages they bring together and their
promising future in industrial environments. Finally, it should
be noted that the proof of concept as well as the performance
analysis testify to the seamless integration and future applica-
bility in IIoT as the minimum security unit of a built network.
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