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ABSTRACT The usage of Internet of Underwater Things (IoUT) Networks allows for the detection of
a variety of aquatic factors like temperature, pressure, pollution, etc. They are also used to forecast the
ocean’s weather to collect information about natural disasters. However, they are easily compromised by
attackers due to deployment in unattended environments. To overcome these issues, security is required
in IoUT networks to avoid unauthorized access and ensure network credibility. This work proposes an
authentication and a malicious node detection mechanism to restrict the unauthorized external nodes from
accessing the network and the internal nodes from acting maliciously, respectively. Moreover, blockchain
stores the hashes of sensor nodes’ credentials during the registration process to make the system secure
and traceable. Meanwhile, for data aggregation and malicious nodes’ detection, a weighted trust evaluation
mechanism is introduced. Moreover, an additive increase multiplicative decrease algorithm puts malicious
nodes in an intensive observation queue to verify the data of malicious nodes before aggregating. Moreover,
weights are assigned to sensor nodes based on their behaviour. If the weight of a sensor node becomes zero,
it is revoked by the blockchain. Besides, the proposed malicious node detection mechanism’s enhanced
efficiency is proved via extensive simulations.

INDEX TERMS Authentication, blockchain, Internet of Underwater Things, malicious node detection,
privacy preservation.

I. INTRODUCTION
Since water covers 70% of the earth’s surface, underwater
research has become very popular in recent years [1]. It is
essential for the oil industry, natural disaster’s predictions,
study of marine life, etc. Moreover, underwater networks
are envisioned to automate the underwater traffic. In order
to increase the effectiveness of ocean monitoring, under-
water exploration has attracted the attention of numerous
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researchers. The development of several security methods to
provide safe and reliable communication in the Internet of
Underwater Things (IoUT) Networks has benefited from the
previous few decades.

Additionally, compared with the terrestrial Internet of
Things (IoT), IoUT networks are deployed in an unattended
environment. Therefore, they face uncertain conditions,
which cause security issues like existence of unauthenti-
cated and malicious nodes, privacy leakage, data tampering,
etc., [2]. Moreover, in the unattended underwater networks,
terrestrial protocols are inefficient because they are designed
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TABLE 1. List of abbreviations and acronyms.

especially for the terrestrial sensor networks. Also, these pro-
tocols pose an extra computational burden on the underwater
network nodes. Therefore, these protocols are not recom-
mended for the underwater networks. Moreover, the diverse
nature of IoUT networks causes issues like high propaga-
tion delay, narrow bandwidth and multi-path effect, which
affect the efficiency of a network and cause above mentioned
security issues.

Authentication of nodes is an essential feature for pro-
tecting network communication from external nodes [3].
In authentication process, usually Base Stations (BSs) check
the legitimacy of sensor nodes before allowing them to enter
the network. The authors in [4] propose an authentication
scheme in which the credentials of sensor nodes are stored
in a nearby BS. However, BSs are physically accessible by
attackers, which can steal or alter the stored credentials.
The underwater sensor nodes have very sensitive credentials,
such as locations and identities; so, an attacker can reveal
the sensor node’s location to physically access the node.
In addition, the Identifications (IDs) of the sensor nodes
are used in different encryption-decryption schemes. There-
fore, the sensor nodes’ credentials require a secure storage
mechanism to preserve their privacy. The lack of privacy can
disturb the deployment of sensor nodes because attackers can
steal the location for accessing the particular node [5], [6].
To deal with this issue, the researchers propose dis-
tributed blockchain based authentication schemes in different
domains, i.e., vehicular networks [7], [8], IoTs [9], [10],
energy trading [11], etc. She et al. [12] propose a malicious
node detection and a secure routing mechanism for the Wire-
less Sensor Network (WSN). However, they do not pro-
pose a method for restriction of the entry of unauthenticated

external nodes. Moreover, in malicious node detection mech-
anism, the system revokes the malicious nodes completely
from the network. However, sometimes sensor nodes may
also have technical faults like destructive interference effects
that can be resolved automatically or by the relevant authority.
So, the complete revocation of sensor nodes is not an effective
solution. Furthermore, Kim et al. discuss in [13] the repu-
tation1 of the sensor nodes to collect the data by the highly
reputed nodes. However, they do not discuss the recovery of
sensor nodes’ reputationwhen any sensor node gets reinstated
from a malicious state.

In this paper, a blockchain based privacy preserving
authentication mechanism is proposed for IoUT networks.
This mechanism registers the sensor nodes by storing their
credentials’ hash in blockchain to achieve anonymity [14].
Besides, the issue of detection and partial revocation of the
suspected malicious nodes is addressed by integrating the
Weighted Trust Evaluation (WTE) mechanism [15] with
the Additive IncreaseMultiplicative Decrease (AIMD)mech-
anism [16]. WTE is used to evaluate nodes through data
aggregation enabled weights while AIMD is used to control
the transmission rate of the suspected node. The aggrega-
tion of data causes low bandwidth consumption during data
transmission because redundant data is removed. Similarly,
AIMD enabled communication control mechanism reduces
the bandwidth consumption by controlling the communica-
tion rate of the suspected sensor node.

A. BLOCKCHAIN
The traditional centralized architectures have many issues
like lack of immutable data storage, single point of failure,
a bandwidth bottleneck occurs in case of high traffic, etc.
Therefore, blockchain technology is used to store the data
distributively, which is generated during registration process.
A copy of an immutable ledger is stored on each node
of the blockchain, which is a distributed platform for data
storage [17], [18]. If the attacker wants to alter the block’s
data, it must change all hashes in the blockchain. Therefore,
it is almost impossible for the attacker to alter the whole
blockchain because the distributed ledger is stored in a peer-
to-peer network [19].

B. LIST OF CONTRIBUTIONS
The proposed work comes with five-fold contributions:
noitemsep
• a privacy preserving authentication mechanism is pro-
posed for IoUT networks,

• a WTE mechanism is used to detect malicious nodes in
IoUT networks,

• an AIMD algorithm is implemented for data rate control
of sensor nodes in case of malicious behaviour,

• weight recovery mechanism is introduced to enable the
re-entrance of the revoked sensor node in the network
and

1Reputation and weight are used synonymously.
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• an attacker model is used to check the credibility of the
proposed Blockchain based privacy preserving Authen-
tication and Malicious node detection model (BAM).

The remaining sections of the manuscript are structured as
follows. A survey of the literature on blockchain and under-
water WSNs is presented in Section II. The proposed system
model is covered in Section III. The simulation settings, per-
formance metrics, and performance assessment of the system
model are presented in Section IV. The attacker model and
security analysis are highlighted in SectionsV andVI, respec-
tively. The conclusion of this manuscript and suggestions for
future research are presented in Section VII.

II. LITERATURE REVIEW
IoUT networks are affected by the different types of attacks,
similar to the terrestrial IoT. However, the underwater envi-
ronment is more complex and dynamic as there are more con-
straints than the terrestrial IoTs. In this section, the literature
review of the existing schemes is discussed and categorized
into two types: centralized and distributed architectures. The
underwater environment is more prone to security concerns
due to the hostile and unattended environment. Therefore, the
authentication protocols for terrestrial WSNs are not suitable
for underwater WSNs due to the need of additional computa-
tional requirements.

Goyal et al. propose a secure authentication and data aggre-
gation protocol that enables the network to run smoothly in a
harsh underwater environment [20]. However, this protocol
relies only on a centralized authority as a gateway that is
vulnerable to a single point of failure. Zhang et al. [21] apply
chaotic maps for remote user authentication. This scheme
consists of a lightweight one-way hash function for the under-
water acoustic network. The security scheme is certified
through a random oracle model. However, a single point
of failure and other related issues arise due to the utiliza-
tion of a centralized registration center. Moreover, mutual
authentication is challenging due to lack of trust factor and
usage of different protocols for communication, which are
not understandable by cross-vendor devices. Authors in [22]
propose an attack resistant trust model based on multidimen-
sional trust metrics to track and revoke the malicious activ-
ities in the underwater WSNs. This model consists of link
trust, which is achieved through considering the unreliability
metrics and ocean’s diverse environment. In [23], the authors
propose a mutual authentication scheme in the underwater
sensor network. The sensors are deployed at the front of the
underwater vehicles. If the sensor node detects the movement
of another underwater vehicle, it fetches the credentials from
BS to perform mutual authentication. However, BSs are cen-
tralized authorities that are easily accessible in the underwa-
ter environment. Therefore, the storage of nodes’ sensitive
credentials is risky for BSs. In [24], a trust aware selection
criteria for cluster heads and sensor node is proposed by
Vani et al. Firstly, nodes are authenticated using a lightweight
XOR encryption scheme. Secondly, the nodes are selected
based on the trust values calculated by fuzzy parameters,

such as distance, relative mobility and energy. Moreover,
the security of the nodes is checked by the trust manager.
However, the XOR function is lightweight that can easily
be guessed by the attackers. In addition, selecting the cluster
head as a trust manager seems unreliable due to its short life
span. In [25], authors state that an unreliable environment
causes high packet drop that affects the communication rate.
Therefore, they propose a trust strategy based on a dynamic
Bayesian game to address the existing problems. Baye’s rule
helps the nodes to update their trust values. In addition,
regular nodes are always monitored to evaluate the neighbour
nodes’ trust. The proposed model is better than the existing
schemes because it proposes an efficient cooperation strat-
egy between the nodes. In [26], Ahmad et al. propose an
intrusion detection mechanism using the dataset of nodes’
previous communication history. The dataset is categorized
into different types of attacks. Moreover, terrestrial based
WSN protocol is used in the low energy-aware cluster hier-
archy protocol in the underwater environment. However, the
authors only focus on detecting a Denial of Service (DoS)
attack while other cyber attacks are neglected, which are
more harmful to the network like wormhole attack, sybil
attack, etc.

The centralized nature of the aforementioned protocols
makes them susceptible to various security risks, such as
single point of failure, privacy leakage, lack of immutability,
etc. Uddin et al. [27] propose a lightweight routing protocol
that requires few control messages to forward packets. The
routing protocol uses a bloom filter to achieve privacy and
secure the credentials of end nodes. This protocol is multi
layered that is based on blockchain in which fog and cloud
nodes are used to store the data securely. In [28], authors
state that data sharing in marine IoT is not efficient because
edge devices are prone to trust issues. In marine IoT, edge
devices are increasing day by day; therefore, chances of their
privacy leakage are increasing. Existing centralized architec-
tures are still having some flaws related to trust. Therefore,
they propose a secure data sharing mechanism that consists
of blockchain and federated learning. Moreover, the authors
propose a reputation mechanism for selecting federated
learning.

Furthermore, many authors use blockchain technology in
other fields of research to ensure security, i.e., vehicular based
trust management system [29], [30], secure energy trading
[31], [32], supply chain management [33], and secure med-
ical data storage [34].

III. SYSTEM MODEL
In this section, a detailed discussion of our proposed system
model is presented. Firstly, fundamental network assump-
tions and the network model are discussed. Secondly, the
initialization and description of the proposed system model
are provided. Then, the steps of the proposed system model,
such as registration, weighted trust evolution of sensor nodes,
malicious node detection, communication control and weight
recovery are discussed in detail.
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FIGURE 1. Proposed authentication model.

A. INITIALIZATION OF NETWORK
In the initialization phase, sensor nodes are deployed ran-
domly and statically in the given field to achieve accurate
results. Also, sensor nodes are considered homogeneous.
Moreover, the distance between the sensor nodes and BSs
is calculated using the Euclidean distance formula [35].
This distance remains the same due to static deployment.
Sink Nodes (SNs) and BSs are deployed statically at the
ocean’s surface and in the ocean, respectively. Therefore,
it is assumed that they have no energy and computational
constraints [36] and blockchain is deployed on them to effi-
ciently perform the mining task. SNs are used to provide
a connection between the underwater environment and the
Internet. BSs are working as data collectors, aggregators and
forwarders for the underwater network. Sensor nodes send
data to SNs through BSs because they are not directly con-
nected to SNs.Moreover, there is a multi-hop communication
between BSs (BAM has two layers of BS) and SNs in which
every sensor node is directly connected with BS. Moreover,
SNs and BSs are assumed to be legitimate nodes and they
tend to communicate safely. Furthermore, a Manufacturing
Authority (MA) manufactures and assigns every sensor node
to its respective owner for secure and efficient operations.
MA is assumed to be the external, off-chain and independent
authority. It contains every sensor node’s unique ID, which is
stored with the corresponding owner’s ID.

B. SYSTEM MODEL DESCRIPTION
To make a network secure, registration and authentication
are done through the blockchain, which stores the data

distributively to avoid single point of failure issue. The
proposed authentication mechanism for the sensor nodes is
motivated from [37]. The step-wise authentication process is
shown in Fig. 1.

1) REGISTRATION AND AUTHENTICATION
Algorithm 1 is proposed to register the sensor nodes and the
step-wise process is discussed below. Step 1: An interested
sensor node encloses its identity IDS , corresponding location
LS and its owner’s ID IDO into one packet and encrypts it with
the public key of BS BSenc, as given in Eq. 1. The sensor node
then sends the registration request to BS.

Regreq→BS = BSenc(IDS ,LS , IDO). (1)

Step 2: BS receives this request, decrypts it with its private
key BSdec, adds its location LBS and again encrypts it with
MA’s public key MAenc. BS requests MA for verification of
sensor nodes, as given in Eq. 2.

Regreq→MA = MAenc(IDS ,LS , IDO,LBS ). (2)

Step 3: MA decrypts the Regreq with its private key BSdec
and checks the presence of a sensor node’s credentials in its
database. If credentials are found, it sends a lightweight true
message to BS and vice versa.
Note: MA already has records of the sensor nodes along

with the relevant owners’ IDs. This mapping of the sen-
sor nodes’ ownership is only stored in MA’s database
because MA manufactures the sensor nodes. As blockchain
is deployed on BSs and MA is an off-chain entity, MA first
sends the data to BS, which then appends it to the chain.
Step 4: Now, BS generates the hash of sensor node’s cre-

dentials using SHA-256 and stores it in the blockchain B,
as given in Eq. 3.

B = ((IDS )hash, (LS )hash, (IDO)hash, (LBS )hash). (3)

In case of any sensor node’s malicious behaviour, blockchain
is used to track the malicious node by comparing the mali-
cious node’s LS hash with already stored hash.
Step 5: When any registered sensor node wants to log in

to the network, the first stage is its verification from the
blockchain network through BS. BS generates a hash of
the corresponding sensor node’s credentials and performs
the comparison between the already stored hashes and the
newly generated hashes in the blockchain. If match is found,
the sensor node is allowed to communicate in the network.
Otherwise, it will not be allowed to communicate in the
network.

2) WEIGHTED TRUST EVALUATION OF SENSOR NODES
In [15], the detection of malicious nodes is performed via
WTE. In our work, we use it for IoUT networks, which
are divided into groups based on the ocean’s depth and the
distance of nodes from SN, as shown in Fig. 2.

The sensor nodes send data to their corresponding BSs for
aggregation. After aggregation, BSs evaluate the sensor nodes
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Algorithm 1 Registration Process of Sensor Nodes

1 Initialization;
2 Send to BS BSenc(IDS ,LS , IDO);
3 if BSPK belongs to BS then
4 BSdec(IDS ,LS , IDO);
5 Add BScoordinates;
6 Send to MAMAenc(IDS ,LS , IDO,LBS );
7 ifMatch of IDS and IDO is Found then
8 Recommend for Registration;
9 Store Hashes in Blockchain

(IDS )hash, (LS )hash, (IDO)hash, (LBS )hash;
10 else
11 Rejected;
12 end
13 else
14 Rejected;
15 end

FIGURE 2. Layered architecture for malicious node detection.

based on their generated data. BS aggregates the data using
updated weights of sensor nodes stored in the blockchain
database, according to Eq. 4 [15]. Initially, the weight of
every sensor node is 0.5, which is an already defined thresh-
old for taking part in the network. If the sent data of the sensor
node is equal to the aggregated data of the whole network,
the weight of the sensor node is increased by 0.1. Similarly,
if the data is not equal to the aggregated data, the nodes are
suspected as malicious and their weight is decreased by 0.1.
If the weight becomes less than the defined threshold, the
contribution of the sensor nodes in aggregated data becomes
less. In contrast, if the weight gets increased, the sensor
node’s contribution will become high. The contribution of the

sensor node in aggregated data is directly proportional to its
weight. Moreover, if the sensor node’s weight becomes zero,
its contribution will also be zero.

A =
N∑
n=1

Wn × Dn. (4)

where, A is the aggregated result of the data, which is cal-
culated by BS. Wn is the weight of a sensor node where its
value ranges from (0→ 1). N is the total number of sensor
nodes, which are taking part in the network andDn is the data
generated by the sensor node.

3) MALICIOUS NODE DETECTION
For the detection and removal of the malicious nodes from
the sensor networks, numerous studies have been performed
[12], [13]. However, there are chances of technical faults in
sensor nodes due to destructive interference effects in IoUT
networks, which cause nodes malicious behaviour. These
technical faults can be resolved automatically or by the rel-
evant authority. In BAM, a sensor node is not completely
revoked from the network. Also, its communication rate is
reduced in order to check the correctness of its data parallelly.
In this way, the transmission of the network is controlled.
If the sensor node’s technical fault gets resolved, it can
increase the communication rate additively. However, if a
sensor node keeps sending false data for a long time, the
system revokes the suspected sensor node completely from
the network, as discussed in Subsection III-B4 and shown in
Fig. 3. There are three steps to detect malicious nodes.
Step 1: BS checks the correctness of the sensor node’s data

by comparing the data with aggregated data. If both the data
are not similar, the sensor node is declared as a malicious
node.
Step 2:When any sensor node is detected as malicious, its

weight is decreased by 0.1. Also, it is added to the intensive
observation queue.
Step 3: Once the weight of a malicious node is reduced

to zero by continuously sending false data, it is completely
revoked by deleting its registration from the blockchain.

4) COMMUNICATION CONTROL
In BAM, AIMD algorithm is used in Transmission Control
Protocol (TCP) to control the data rate when a malicious node
is detected in the network [16]. AIMD decreases the data
rate of the malicious node multiplicatively. After decreasing
the data rate, it continuously monitors the data traffic. If the
sensor node gets stable, the network allows it to start sending
the packets again with an additive increment, which will be
increasing up to the standard data rate, as given in Eq. 5 [38].
Moreover, pseudo-code is given in Algorithm 2 and the pic-
torial representation of the mechanism is shown in Fig. 3.

w(t + 1)

=

{
w(t)+ a if transmission is getting stable,
w(t) × b if malicious transmission is detected.

(5)
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Algorithm 2 Assigning Weights to Sensor Nodes

1 Initialization;
2 Initial Weight = 1;
3 for Number of Sensor Nodes do
4 Send Data to BS (True or False);
5 if (Aggregated Value == True) then
6 if (Sensor Gives True Value) then
7 Weight is Increased by 0.1;
8 else
9 Weight is Decreased by 0.1;
10 end
11 else
12 if (Sensor Gives False Value) then
13 Weight is Increased by 0.1;
14 else
15 Weight is Decreased by 0.1;
16 end
17 end
18 end

FIGURE 3. Proposed model for traffic control.

where, w(t) is data rate with respect to time and a and b are
the increase and decrease rate, respectively. Also, the values
of a and b are a = 1 and b = 0.5.

5) WEIGHT RECOVERY
Initially, a weight is assigned to every sensor node to take
part in the communication system. However, when a sensor
node is detected as malicious, its weight is reduced and it is
placed in an intensive observation queue. Algorithm 3 checks
whether the data of the sensor node is equal to the aggregated
data or not. If so, it increases the sensor node’s data rate addi-
tively. Otherwise, the data rate is decreased multiplicatively
because malicious node’s data affects the aggregated result.
Therefore, resources are not highly consumed. Besides, when
a suspected malicious node acts normally, its data rate
reaches the standard uploading threshold. Algorithm 3 sets
its weight back to the initial value and declares it as a normal
node.

Algorithm 3 AIMD Based Weight Recovery

1 Initialization;
2 Initial Weight = 1;
3 for No. of Communication Rounds do
4 for No. of Sensor Nodes do
5 Require (1 > Weight > 0);
6 Put Suspected Malicious Node in Intensive

Observation Queue;
7 if (Sensor Node’s Value == Aggregated) then
8 w(t)+ a;
9 else

10 w(t) × b;
11 No. of Tries for Recovery;
12 end
13 if (Threshold Value == Standard Threshold)

then
14 Weight of Sensor Node = Initial Weight;
15 end
16 end
17 end

TABLE 2. Simulation parameters.

IV. PERFORMANCE EVALUATION
In this section, simulation results of the proposed BAM
are discussed and compared with BTM [12] to evaluate the
feasibility of the proposed scheme. BTM is designed for
the terrestrial sensor networks while we have implemented
it in IoUT networks because according to our knowledge,
no scheme works with blockchain in underwater scenarios.
It is used in our work according to IoUT network’s require-
ments to evaluate BAM’s working. Also, BTM is simulated
for the terrestrial network. Moreover, in BTM, the malicious
nodes are detected and revoked based on their performance
metrics. In contrast, in our model, suspected malicious nodes
are allowed to communicate even after being detected asmali-
cious. However, the communication is controlledwithAIMD.
Additionally, the implementation of BTM in IoUT networks
needs to change the basic parameters for compatibility. The
blockchain model is simulated using Remix IDE, MetaMask
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FIGURE 4. Gas consumption.

FIGURE 5. (a), (b) Complete revocation - (c), (d) Partial revocation.

and Ganache. The Solidity programming language is used
to write smart contracts. Besides, malicious node detection
and revocation, AIMD, weighted recovery mechanism and

attacker model are implemented in MATLAB. All the sim-
ulations are performed on a core i5, 7th generation machine
comprising 2.3 GHz processor and 8 GB RAM. For a given
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TABLE 3. Consumption of Gas.

FIGURE 6. Ratio of legitimate and malicious nodes.

scenario, 225 sensor nodes, 20 BSs and 5 SNs are deployed in
the field of 500× 500m2. BSs and SNs are deployed at fixed
positions while sensor nodes are deployed randomly. Sensor
nodes are associated with BSs based on the communication
range. The energy of each sensor node is 0.5 J while SNs and
BSs have no energy constraints.

Figs. 4a and 4b depict the transaction and execution costs
of BAM and BTM. The gas incurred for the deployment
of the smart contract in BAM is more than that incurred in
BTM. While, the gas consumption of Sign In, Call Sensor
and Delete functions is more in BTM than in BAM. From the
figures, it is visualized that the gas consumption of Registra-
tion and Result is zero in BTM. The reason is that these two
functions are not involved in BTM.

Furthermore, the execution and transaction costs in terms
of gas consumption are given in Table 3. The transaction
and execution costs for C2 (registration) and C6 (results)
are not considered for BTM because BTM does not have
these mechanisms. Moreover, the gas consumption for C2 is
higher because in the registration process, registration data is
collected and stored, which consumes high resources. While
the cost of C3 (Sign in) is low. It is because in Sign in only
the comparison of hashes with the already stored hashes is
performed. If the hashes match, the node is allowed to access
the system. Similarly, in C4 (Call sensor) and C5(Delete),
transaction and execution cost are less because in these func-
tions, simple operations of calling a sensor and deleting the

data are performed, respectively. In C6, the results are being
displayed and analyzed, if required. Therefore, the cost is
high. Furthermore, the malicious node detection is performed
by directly comparing the data packets of nodes with the
aggregated result.

Fig. 5a shows the total energy consumption for each round
for both BAM and BTM. The uncertainty of the blue line
shows that AIMD algorithm revokes the malicious nodes.
In BAM, less energy is consumed at the third, ninth and
twelfth rounds. It is because malicious nodes’ energy con-
sumption is not included. Moreover, in the rounds following
the aforementioned rounds, some sensor nodes are reinstated
and again allowed to communicate; therefore, the total energy
consumption is increased. While in BTM, the red line shows
continuous decreasing behaviour due to the permanent revo-
cation of malicious nodes in every iteration. In Fig. 5a,
the total propagation delay of the network is shown. In the
third communication round, a sudden drop in the blue line
is observed because many malicious nodes are detected.
Similarly, sudden drops are observed at ninth and twelfth
rounds. Whereas, from the fourth to sixth round, a stable
blue line is observed due to the stability of the majority
of sensor nodes. During this interval, the sensors provide
correct data to BS. However, both underwater and terrestrial
BTM schemes’ red lines show that the malicious nodes are
revoked continuously. Moreover, the propagation delay of
BAM is higher than BTM because in BAM, when the node is
reinstated in its normal state after some time, its propagation
delay is re-added to the total propagation delay. Therefore,
the total propagation delay of the network remains almost the
same even after detecting malicious nodes.

Fig. 5c shows the energy consumption of the whole net-
work while performing a partial revocation of malicious
nodes by deleting their credentials from the blockchain in
both schemes (BAM and BTM). This process of deleting
the credentials is executed for many communication rounds
to acquire the total energy consumption of all sensor nodes.
Fig. 5d shows the propagation delay for the partial revoca-
tion of malicious nodes. The total delay of the malicious
nodes is decreased at each communication round for BAM.
The results are shown for 15 communication rounds in
Figs. 5a and 5c, and for 12 communication rounds in Figs. 5b
and 5d to show the effectiveness of BAM as compared to
BTM in a better way.
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TABLE 4. Feature comparison.

Fig. 6 shows the ratio of malicious and legitimate nodes
for different rounds of communication against every BS.
Table 4 shows a feature comparison of BAM with different
benchmark trust models. In the first column, references are
mentioned while the following columns consist of differ-
ent features, labeled from F1-F5, where F1-F5 represents
Authentication, Privacy, Malicious Node detection, Weight
Recovery and Traffic Rate, respectively.

V. ATTACKER MODEL: DENIAL OF SERVICE
A DoS attack occurs by sending data packets to the des-
tination in order to limit the response capability. In terres-
trial WSNs, the DoS attack is widespread because many
sensor nodes are deployed in very harsh and unattended
environments and can easily be compromised by attackers.
While an IoUT network operates in even more unattended
environment. Therefore, attackers can perform this attack
easily [27]. However, as discussed in Subsection III-B3, the
proposed system detects the malicious nodes based on aggre-
gated data. It detects the DoS attack in 5-10 data packets.
The system then revokes the sensor node partially in the first
stage. Moreover, AIMD mechanism reduces the data rate
multiplicatively, as discussed in Subsection III-B4. The data
rate of the node does not increase if it keeps on showing
malicious behaviour. When the sensor node continuously
shows malicious behaviour, its weight is further decreased
and is completely revoked from the network.

VI. INFORMAL SECURITY ANALYSIS
To analyze the proposed BAM mechanism, three security
concerns are analyzed.

A. LEMMA 1: THE PRIVACY IS PRESERVED; SO,
IMPERSONATION ATTACK AND SYBIL ATTACK
ARE NOT POSSIBLE
1) PROOF
Privacy leakage is one of the main issues in network
communication. Therefore, we analyze our architecture
critically to show whether it preserves privacy or not.
In Subsection III-B1, it is discussed that how the credentials
of sensor nodes are stored in the blockchain while simultane-
ously maintaining their privacy. The sensor node encrypts its
credentials with BSenc and sends the encrypted data to BS as
Regreq. BS receives Regreq and decrypts it with BSdec. Then,
BS adds LBS and encrypts it with the MAenc. MA decrypts

this cipher text with MAdec. MA checks the authenticity of
the sensor node by comparing these credentials with already
stored data in its database. In this way, MA verifies the
sensor node’s existence along with adopting the hash format
for storing the credentials on the blockchain. Hence, sensor
nodes’ privacy is preserved during the authentication process.
So, impersonation and sybil attacks are not possible as cre-
dentials of nodes are encrypted and hashed. Moreover, the
data is aggregated through WTE mechanism; so, it does not
contain any particular information about the source node.
Hence, during communication, privacy is preserved.

B. LEMMA 2: SNs AND BSs ARE SECURE
AGAINST THE ATTACKS
1) PROOF
BSs and SNs are sensitive nodes in WSNs because they
perform different duties in the network, such as aggregation
of data, localization and reputation calculation. Therefore,
attackers are more intended to attack these nodes. In our
network, the blockchain is deployed on SNs to provide a
privacy preserving authentication mechanism in which the
credentials of sensor nodes are stored in hashed form. There-
fore, attackers are unable to misuse the transparency feature
of the blockchain. They misuse transparency by retrieving the
location of nodes to physically access them. So, sybil and
impersonation attacks are challenging to perform. Moreover,
blockchain is tamper resistant because blocks are chained
through hashes. Therefore, the attackers have to perform a
51% attack to compromise the blockchain, which is almost
impossible in real-time scenarios. However, due to the unat-
tended environment, managing the bandwidth for the network
is challenging. BAM tackles the excessive bandwidth con-
sumption problem through AIMD algorithm.

C. LEMMA 3: DATA CREDIBILITY IS ACHIEVED
1) PROOF
Data credibility is usually compromised in multi-hop com-
munication because data is more likely to be attacked by
the man in the middle. Whereas, in BAM, sensor nodes are
directly connected to BS and the data is collected at BSs.
To alter the data stored in blockchain is almost impossible
because of its distributed nature. Moreover, the data submit-
ted to the blockchain is aggregated. It is ensured by WTE
that aggregated data, which is provided the majority nodes.
Therefore, it is impossible to misguide the network with the
wrong data. Hence, BAM ensures the credibility of data.

VII. CONCLUSION
To achieve privacy enabled authentication in IoUT networks,
the blockchain technology is deployed in the underlying
work. The registration of sensor nodes is performed for
authentication and their credentials are hashed to store in
blockchain anonymously. These stored records are used for
the revocation of the malicious nodes upon their detection.
However, there are chances that a sensor node sends incorrect
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data due to some technical faults like destructive interfer-
ence effects. So, BAM revokes the sensor node partially and
allows it to communicate under intensive observation. WTE
algorithm checks the data packets of the sensor node and
compares them with the aggregated data. If the sensor node
behaves normally, its data rate increases additively. Other-
wise, the data rate decreases multiplicatively using AIMD.
In case of normal behaviour, the system recovers the sensor
node’s weight using the weight recovery algorithm. The sim-
ulation results show that our scheme achieves the objective
of partial revocation. Moreover, gas consumption of BAM is
higher than BTM because it has multiple functions to achieve
authentication. Moreover, total propagation delay and total
energy consumption is analyzed to evaluate the effectiveness
of our model. In the future, we plan to enhance the efficiency
of malicious node detection mechanism by using machine
learning techniques. The expensive data storage issue is sig-
nificant enough to be tackled in the sensor networks. More-
over, we will work on the location based storage mechanism.
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