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ABSTRACT Identity Management System (IDMS) refers to how users or individuals are identified
and authorized to use organizational systems and services. Since traditional identity management and
authentication systems rely heavily on a trusted central authority, they cannot mitigate the effects of
single points of failure. As a decentralized and distributed public ledger in a peer-to-peer (P2P) network,
Blockchain (BC) technology has garnered a considerable amount of attention in the field of IDMS in
recent years. Through Self-Sovereign Identity (SSI), users can have full authority over their digital identity.
Successful implementation of a BC-based IDMS can significantly increase the degree of privacy and security
of a user’s SSI. However, the integration of BC-based IMDS to provide a user with SSI is still an unorganized
area of research in its early stages of development. This article presents an extensive literature review of
state-of-the-art academic publications as well as commercial market offerings regarding the applicability of
BC-based SSI solutions. It also provides a detailed preliminary regarding the building blocks of blockchain
technology and a progressive roadmap of IDMS solutions. In order to develop an effective BC-based IDMS
solution that focuses on securing a user’s SSI, this article outline five essential components of a BC-based
IDMS: authentication, integrity, privacy, trust, and simplicity. Furthermore, we perform a security analysis
that outlines several types of adversarial threats that can cause potential damage to the BC-based IDMS.
We identify and discuss associated issues and challenges by analyzing several notable BC-based IDMS
solutions in academic literature. We also highlight potential research gaps and provide future research scope.

INDEX TERMS Blockchain, peer-to-peer network, identity management system, self-sovereign identity,
security.

I. INTRODUCTION
The Identity Management System (IDMS) is a collection
of policies and technologies that work together to ensure
that the relevant users within an organization have access to
technology resources such as applications, systems, specific
services, data, and cloud platforms. It guards against illegal
access to systems and resources and generates alerts when
unauthorized personnel or programs try to access information
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from inside or outside the enterprise perimeter. IDMS incor-
porates all technologies, procedures, and protocols within an
enterprise used to distinguish, validate, and allow someone to
use resources or programs within that enterprise and perhaps
other similar organizations. Our digital online identity, which
we use in our private dealings, occupation, health care system,
academic institutions, or different professional associated
events, somehow adds to the growing dependence on the
digital identity management system, which is equipped to
administer and preserve the people’s digital identities with
convenient facilities. It has become a crucial component in
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the management and authentication of digital identities. The
purpose of a sophisticated IDMS is to improve the security
of data and system productivity while lowering costs, and
repetitive tasks. However, there exist several problems with
the traditional IDMS, such as theft, fraud, lack of control,
and loss of data [1]. By allowing more excellent connectivity
across departments and other organizations, digital identi-
fication minimizes the level of administrative protocol and
accelerates the timeliness of processes within enterprises.
However, enterprises experience design and security difficul-
ties with IDMS processes, forcing them to investigate new
solutions. The majority of IDMS nowadays are centralized,
with a single administrator controlling the system.

Blockchain technology and distributed ledger (DL) are
generating a lot of buzz and spurring many initiatives in
various industrial sectors. Nonetheless, the financial sec-
tor is seen as the primary user of blockchain technology.
Blockchain technologies’ emergence enables self-governing
identities to practice decentralization where each node that
participates is separate from the others. Instead of adopt-
ing a centralized authority’s guidelines, distributed entities
use common standards to connect yet preserve their inde-
pendence and maintain internal confidentiality. An identity
authentication system is required to keep the environments
secure because of this decentralization of the network.
Though blockchain is a relatively new technology, it pos-
sesses properties of transparency, immutability, credibility,
tamper resistance, traceability, and decentralization neces-
sary for various applications [2]. Using blockchain for iden-
tity management can give individuals ownership of their
identities by providing a global ID that can be used for
diverse purposes. The verification of digital identity confirms
that individuals on digital platforms are who they appear
to be. Identity verification and the security of confidential
information are core components of trust in identity man-
agement. Personal information used to authenticate some-
one’s identity, such as a name or unique identity number,
is recorded on the block’s hash using the blockchain authen-
tication scheme. Self-Sovereign Identity (SSI) is a form of
digital identity management that empowers individuals with
control over their digital identities [3]. The Decentralized
Trusted Identity (DTI) system facilitates verification of iden-
tity by allowing trusted third parties to verify an individual’s
identity by checking public credentials such as a passport,
birth certificate, national identity card, or driving license [4].
A distributed ledger (i.e., blockchain) in identity manage-
ment empowers everyone in the network to have the same
measure of truth regarding which credentials are legitimate
and then who verified the authenticity of the data resid-
ing in the credential without disclosing the authentic data.
Numerous IDMS solutions are accessible on the market now,
both in terms of their implementation and provided facil-
ities. Features such as multifactor authentication, one-time
passwords (OTPs), and biometric logins using fingerprints,
facial and retinal scans have all gained widespread popularity
due to mobile devices such as smartphones. IDMS-based

on the blockchain is still an evolving area that must be
studied and critically analyzed as a future breakthrough
for digital identity and information management, but not
guaranteed.

From the standpoint of academic research, BC-based
IDMSs are gaining much attention to propose innovative
solutions for digital identities. Researchers are exploring the
scope of BC-based IDMS in diverse areas, such as cloud
environments [5], [6], [7], [8], [9], [10], Electronic Health
Records (EHR) systems [11], [12], [13], [14], [15], Internet
of Things (IoT) [16], [17], [18], [19], [20], property and land
registration [21], [22], [23], [24], [25], [26] and much more.
Several surveys and reviews are conducted in the existing
literature on BC-based IDMS. Houtal et al. [27] present a sur-
vey that studies SSI solutions for patient identitymanagement
in healthcare systems. Similar work done by Shuaib et al.
[28] reviews the applicability of the BC-based SSI system
in the healthcare sector and presents a model use case for
representing the SSI system. However, the authors do not pro-
vide comprehensive details of the academic BC-based IDMS
literature. Gordon and Catalini [29] review patient-driven
interoperability solutions using blockchain. Soltani et al. [30]
present a comprehensive survey regarding the SSI ecosystem
and efficiently explain the building blocks of SSI architecture.
However, there is a clear lack of review and analysis of both
academic and market offerings regarding BC-based IDMS
solutions. Liu et al. [31] present a review of generic BC-based
IDMS and only discuss trust, authentication, and privacy
components. However, [31] does not discuss the sub-features
associated with each of the mentioned components. Kuper-
berg [32] presents a survey that discusses BC-based IDMS
from the perspective of enterprise and ecosystem where the
author establishes a set of 75 evaluation criteria to evaluate a
BC-based IDMS solution. The author discusses critical issues
of implementing a BC-based IDMS, including usability,
implementation, compliance and accountability, regulation,
standards, and integration from the point of the enterprise
ecosystem. However, [32] along with [29], [30], [33], [34],
[35] do not discuss academic research specifically in the field
of BC-based IDMS. Zhu and Badr [36] provide a survey of
BC-based IDMS for the Internet of Things (IoT) infrastruc-
ture and cover only a minor number of academic research
along with market offerings. Their study lacks an in-depth
analysis of the SSI ecosystem’s standards and privacy issues,
including its building blocks and concepts. Most of the sur-
veys mentioned before do not provide a clear roadmap of
the IDMS solutions. Moreover, most of them do not include
a comprehensive analysis of various major digital identity
management components such as user privacy, data integrity,
authentication mechanisms, trust protocols, and simplicity of
the digital identity management architecture. These compo-
nents are discussed in detail in sectionV. Security of the user’s
data is one of the fundamental issues in BC-based IDMS, but
none of those surveys discuss the diverse attacks that are pos-
sible in the BC-based IDMS structure. In Table 1, we present a
comparative summary of our survey with existing noteworthy
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surveys in academic literature regarding BC-based IDMS
solutions.

The focus of this survey is to provide an overview of
required tools and technologies and an in-depth understand-
ing of the core components to build an effective BC-based
decentralized solution by reviewing recent state-of-the-art
advancements. This article presents a comprehensive analysis
of the SSI research landscape as well as an overarching
analysis of the blockchain types, iterating through several
IDMS architectures before arriving at the distributed ledger-
based decentralized approaches. It also provides a compre-
hensive discussion and comparison of existing commercial
market offerings regarding both BC-based and non-BC-based
IDMS solutions as well as proposed academic literature work
on this expanding topic. Several survey and review articles
focused on the most popular commercial BC-based IDMS
solutions but did not adequately analyze or discuss the pro-
posed BC-based IDMS in the academic literature. There is
an apparent lack of academic surveys encompassing both
market offerings and academic BC-based IDMS solutions
by discussing five essential components of a BC-based SSI
ecosystem: privacy, integrity, authentication, trust, and sim-
plicity components and their corresponding sub-components
in detail. We believe to the best of our knowledge; this study
is the first to perform this. This article also presents an
in-depth security analysis of the BC-based IDMS solutions
by discussing various attack mechanisms that can damage
the BC-based IDMS architecture. More precisely, we review
the state-of-the-art BC-based IDMS for the SSI ecosystem in
the diverse domains of IoT, cloud computing, electronic med-
ical healthcare (EMH), Wireless Sensor Networks (WSN),
and Generic BC-based IDMS solutions and their security
analysis in academic research. We also focus on the research
challenges associated with implementing BC-based manage-
ment of digital user identity.

We are particularly interested in relevant English-language
articles: reputed journals and conferences published between
October 2015 and January 2022 in academic databases
(e.g., IEEE Explore, ScienceDirect, ACM Digital Library,
Wiley, Springer Link, Taylor & Francis, and MDPI) and
patents. We also searched for related articles in Google
Scholar too. The initial search strings that we used are
(‘‘digital identity management system’’ OR ‘‘IDMS’’) AND
(‘‘blockchain’’), (‘‘decentralized identity management sys-
tem’’ OR ‘‘decentralized-IDMS’’) AND (‘‘blockchain’’),
(‘‘blockchain’’ AND (‘‘SSI’’ OR ‘‘self-sovereign iden-
tity’’ OR ‘‘SSI solution’’), (‘‘access-management’’ OR
‘‘access-control’’) AND (‘‘identity management system’’
OR ‘‘cloud’’ OR ‘‘Wireless Sensor Networks’’ OR ‘‘WSN’’
OR ‘‘Internet of Things’’ OR ‘‘IoT’’ OR ‘‘Healthcare’’ AND
‘‘blockchain’’), (‘‘decentralized identity’’ OR ‘‘integrity ver-
ification’’ OR ‘‘Authentication’’ OR ‘‘User Authentication’’
OR ‘‘Authorization’’ OR ‘‘SSI’’ OR ‘‘privacy-preservation’’
OR ‘‘privacy-protection’’) AND (‘‘blockchain’’), (‘‘digi-
tal identity trust models’’ OR ‘‘Trust framework’’) AND
(‘‘blockchain’’), (‘‘IMDS’’ OR ‘‘SSI’’ OR ‘‘Trust models’’)

AND (‘‘blockchain’’), (‘‘identity management security’’
OR ‘‘IDMS Security’’ OR ‘‘Threats’’ OR ‘‘Vulnerabili-
ties’’ AND ‘‘blockchain’’). Out of the one hundred and
fifty-three articles studied, we discuss sixty-three notable
articles in this paper. This study focuses on primary
research. Reviews, surveys, and analyses are therefore
omitted. We also omit those papers published as a sum-
mary or poster presentation. Papers that focus on user-
centric and federated IDMS are also excluded. The final
search strings that were used are (‘‘digital identity man-
agement’’ AND ‘‘blockchain’’), (‘‘identity authentication’’
AND ‘‘blockchain’’), (‘‘blockchain’’) AND (‘‘self-sovereign
identity’’ OR ‘‘SSI’’ OR ‘‘decentralized identity’’ OR
‘‘internet of things’’ OR ‘‘wireless sensor networks’’ OR
‘‘cloud computing’’ OR ‘‘healthcare’’), (‘‘blockchain’’ AND
‘‘self-sovereign identity’’ AND ‘‘privacy-preservation’’),
(‘‘decentralized identity’’ AND ‘‘blockchain’’), (‘‘iden-
tity trust models’’ OR ‘‘identity trust framework’’) AND
(‘‘blockchain’’). (‘‘access management’’ OR ‘‘access con-
trol’’ OR ‘‘authorization’’) AND (‘‘blockchain’’), (‘‘public
integrity verification’’ AND ‘‘blockchain’’), and (‘‘identity
management security’’ AND ‘‘blockchain’’). The following
summarizes the paper’s major contributions:
• We present an in-depth review of the BC-based IDMS
proposed in academic research in the domains of IoT,
cloud computing, WSN, and EMH. We also review
generic BC-based IDMS, which are not specific to any
domain.

• Clear and concise preliminaries are provided regarding
blockchain technology, and IDMS roadmaps leading to
Distributed Ledger-based decentralized approaches.

• We also review notable commercial market offerings
in the field of BC-based IDMS solutions and present a
comparative summary among them by highlighting their
application regarding Christopher Allen’s SSI princi-
ples, utilized blockchain, network type, transaction cost,
and nature of implemented codebase.

• We outline five essential components of digital
BC-based IDMS along with their sub-components that
highlight a user’s authentication, and privacy, systems
simplicity, data integrity, and trust amongst anonymous
users.

• A security analysis is also provided that discusses var-
ious attack categories that might serve as a potential
threat to the BC-based IDMS architecture.

• Discussion regarding research challenges, issues, and
future research directions are also provided.

Paper Organization: The organization of this survey is
visually illustrated in Figure 1. The rest of the paper is
organized as follows. Section II provides the required pre-
liminaries, an overview of blockchain technology, and a
clear roadmap of the IDMS leading to decentralized solu-
tions. Section III reviews some notable commercial market
offerings of both BC and non-BC-based IDMS. Academic
research regarding BC-based IDMS in the field of cloud com-
puting, the IoT, WSN, EMH, and Generic IDMS proposed
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FIGURE 1. Pictorial illustration of the organization of this survey.

by researchers are reviewed in section IV. In section V, we
outline the essential components of BC- based IDMS with
their corresponding sub-components. Section VI provides a
security analysis of the reviewed BC-based IDMS solutions.
Section VII discusses the challenges, and issues associated
with developing an effective BC-based IDMS and provides
future research directions. We conclude the survey in
section VIII.

II. PRELIMINARIES
Numerous sectors benefit from blockchain’s transparency,
security, and various other aspects, which add value to their
organizations. Thus, it is poised to alter the management
of digital identity in a highly secure and efficient manner.
In the next section, we provide the required preliminaries
of blockchain technology and provide an overview of the
roadmap of the IMDS architectures.

A. BLOCKCHAIN
As the central infrastructure for Bitcoin [37] and other cryp-
tocurrencies, blockchain is a DL architecture where all data
is kept in equal-status nodes rather than a central server. Each
node process data independently, ensuring the integrity of the
blockchain system and relieving the pressure of increasing
the volume of data on system resources [38]. By design,
blockchain is decentralized because a decision is not based
on a single point, but rather the decision is the outcome
of the consensus of participating nodes in the chain. Con-
sensus protocols of several forms exist, such as proof of
work (PoW), proof of authority (PoA), proof of capacity
(PoC), and proof of stake (PoS) amongst many more. Still,
their purpose remains the same: to determine how partic-
ipating nodes approve confirmed blocks and are added to
the blockchain. It transfers trust from centralized entities to
users in the network, allowing the dissemination of data and
authority. It can be considered as a public, digitized, and
shared ledger developed on a P2P setup [40]. In a blockchain,
P2P transactions occur without the interference of a central
authority and are validated with the same degree of assurance
as a central authority. When a peer requests to join the net-
work for the first time, several domain name system (DNS)
servers, also referred to as DNS seeds, are communicated.
These DNS seeds are used to locate active peers. Similar to
a traditional public ledger, a blockchain consists of a chain
of continuous data blocks where a block contains every com-
mitted transaction. A graphical illustration of a blockchain is
demonstrated in Figure 2. Each block consists of a timestamp,
a parent block/previous block hash value, and a nonce which
is a hash verification arbitrary number. The initial block of a
blockchain is known as the genesis block, and it has no parent
block. The genesis block assures the integrity and consensus
of the entire chain of blocks. Using a hash value reference
of the parent block, each block points to the immediately
previous block. It is then expanded by each extra block
and thus represents a ledger’s entire transaction history [41].
We discuss the internals and types of blockchain networks
below:

1) BLOCK
Blockchain is a collection of increasing sets of records,
referred to as blocks that are linked and safeguarded by
encryption. As depicted in Figure 3, a block consists of the
block header (block metadata) and the body. The header
contains the following: a block version that indicates the set
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TABLE 1. Comparison of this work with existing surveys and reviews. (: addressed, x: not addressed, -: not applicable).

FIGURE 2. Example of a blockchain (Wang et al. [41]).

of validation rules to follow, a Merkle tree root that contains
the hash of all the transactions, a 256-bit hash as a reference to
the previous block, a timestamp that refers to the creation of
that block, Difficulty (nBits) refereeing to the target threshold
regarding the validity of the block hash, and a nonce value
acting as the key ingredient of PoW consensus mechanism
of the miners. A transaction counter and a list of transactions
make up the block body. The highest number of transactions
that can be stored in a block is determined by the block size
and the transaction size. To validate transaction authentica-
tion, blockchain employs an asymmetric cryptography tech-
nique. Typically, an asymmetric cryptography-based digital
signature is applied in an unreliable environment.

2) MINING
Blockchain mining is the process of using computing power
to solve a cryptographic puzzle and miners are the indi-
viduals who mine the block. Mining is a time-consuming
operation that demands significant investment and processing
capacity [39]. If the miners find success in locating a new
block, they receive the block’s reward as compensation for
contributing their processing power. Due to the difficulty of
locating a block as an independent miner, miners typically

FIGURE 3. Structure of a block in a blockchain.

join one or more mining pools and provide their computa-
tional power to the pools. Pool mining is a strategy in which
miners collaborate to approve a transaction. Occasionally,
the intricacy of the encrypted data in the blocks makes it
challenging for an individual user to decrypt it. As a result,
a group of miners collaborates to find a solution. Following
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validation of the outcome, the incentive is distributed evenly
among all users. Given the challenge of obtaining a valid
block, the pool operator typically sets a lower difficulty for
its miners than that of the blockchain network and requests
that the pool’s miners submit solutions that satisfy that dif-
ficulty [42]. For miners in a mining pool, the pool’s reward
method significantly impacts the miners’ rewards.

3) DIGITAL SIGNATURE
Adigital signature (DS) is a feature of an electronic document
that allows the sender of data to be identified. Every user
has a private and public key pair. Every transaction on the
blockchain is signed by the sender’s electronic signature,
which is protected by their private key. The digitally signed
transactions are disseminated over the whole network. True
holders alone, as evidenced by the DS carried out all trans-
actions. Some of the common DS algorithms employed in
blockchain are the elliptic curve DS algorithm [43], and
Edwards-curve DS Algorithm [44]. A typical digital sig-
nature process is illustrated in Figure 4. When sender A,
tries to sign a transaction, A creates a hash value based on
the transaction. A then encrypts this hash value using A’s
private key and transmits the encrypted hash together with the
original data to the recipient B. B then validates the received
transaction by comparing the hash value generated from the
received data using the same hash function as sender A’s and
the decrypted hash (using A’s public key). The DS provides
the recipient B with the following information:

i. Themessage was created by a known sender A (authen-
tication)

ii. Sender A cannot deny having sent messages (non-
repudiation)

iii. The message was not altered during transmission
(integrity)

B. TYPES OF BLOCKCHAIN
Blockchain solutions can be deployed using a variety of per-
mission and access control techniques. There are four types
of blockchain schemes: public, private, hybrid, and consor-
tium. The scope of different blockchain types is depicted in
Figure 5.

1) PUBLIC BLOCKCHAIN
A public blockchain, also known as a permissionless system,
is a blockchain network that is entirely open to the public,
and anybody can join and participate in it. As its underlying
blockchain technology, most blockchain-based identification
and authentication systems employ public blockchains such
as Ethereum, Bitcoin, and Litecoin. The public blockchains
are unchangeable, and decentralized, and are primarily used
for exchanging and mining cryptocurrency. However, The
data recorded on public DLs are available to everyone to track
and evaluate [27]. Public blockchains do not scale well either.
As additional nodes access and join the network, the network
decelerates. To attain consensus, all nodes in a network must
be in synchronization. Each node must solve a sophisticated,

resource-intensive cryptographic challenge known as PoW.
cryptocurrencies and document validation usually employ
public blockchains [45].

2) PRIVATE BLOCKCHAIN
A private blockchain, also known as a permission-based sys-
tem, is a blockchain network that operates in a restricted con-
text, such as a closed network, and is controlled by a particular
organization. It is only accessible by invitation, and anybody
wishing to use it must first obtain authorization from the
blockchain’s governing body. The write permission of every
node is carefully regulated by the governing organization,
while read permission may be intermittently opened to the
outside based on demand. Private blockchains are generally
run on a small network within a corporation or organiza-
tion where the identity and trustworthiness of participating
nodes are known, thus making the identity verification and
consensus mechanism simpler. Due to the lesser number of
nodes compared to public blockchains, a private blockchain
can execute transactions significantly quicker and at a lower
cost. Hyperledger fabric [46] and Ripple are two of the most
renowned private blockchains. These types of blockchains are
typically utilized in the field of supply chain management and
asset ownership [47], [48].

3) HYBRID BLOCKCHAIN
Both private and public blockchains have limitations; for
example, public blockchains have lengthier validation pro-
cesses for new data compared to private blockchains, while
private blockchains are more subject to forgery and malicious
actors. To solve these shortcomings, consortium and hybrid
blockchains are constructed. The hybrid blockchain concept
is made up of two components: private blockchain and pub-
lic blockchain. This hybrid variant of blockchain networks
allows companies to build up a private system alongside a
public system. It enables them to regulate the access mech-
anism of particular data recorded in the blockchain through
smart contracts and what data will be made public [19]. Even
if a private entity owns the hybrid blockchain, it is unable
to change transactions. Hybrid blockchains are managed by
a single enterprise but are subject to scrutiny by the public
blockchain to validate certain transactions. IBM Food Trust
is a popular hybrid blockchain. When users join this hybrid
blockchain network, they gain complete network access.
Unless they engage in a transaction, their identity is protected
from other users. It has several advantages, including the
quickness of the private blockchain paired with the security
provided by the public blockchain. The private blockchain
produces a hash of transactions, and later it is authenticated
and verified by the public blockchain. Hybrid blockchains
are used in areas such as electronic medical records and real
estate [23], [27].

4) CONSORTIUM BLOCKCHAIN
A consortium blockchain is also known as a federated
blockchain. Similar to the hybrid blockchain, it covers
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FIGURE 4. Workflow of a Digital Signature utilized in the blockchain.

features from both public and private blockchains. Never-
theless, it’s different in that several organizational members
collaborate to control the consensus procedure on a decen-
tralized network. Here, more than one central authority is
in charge. It is a permissioned blockchain that is managed
by a collection of organizations instead of a single entity,
as private blockchains are. This variety of blockchain has a
greater degree of decentralization than private blockchains,
which results in increased security. As opposed to a public
blockchain, a consortium blockchain is an enterprise-level
blockchain that does not have to deal with the challenges
of developing a resource-saving global consensus mech-
anism [49]. It provides better customizability and offers
better access controls but less transparency than a public
blockchain. Banking, research, and payment systems are
some of the use cases for this type of network. A comparative
summary of the discussed blockchain types is presented in
Table 2.

FIGURE 5. Scope of different types of blockchain.

C. ROADMAP OF IDMS
Identity is an important component of our everyday lives,
both in the real world and online. Everybody utilizes their
identity documents frequently on multiple platforms, and
these documents are shared with third parties without their
proper consent. Existing systems of identity management
are hardly secure, with wrong authorization being a signifi-
cant vulnerability. Users are requested to identify themselves
via various government-authorized IDs such as national ID,
vaccination cards, passports, and birth certificates. Sharing
of multiple IDs brings the threat of identity theft, and lots
of combinations of usernames and passwords for different
services in the online platform, which brings the issue of the
data breach. An IDMS must allow individuals to authenticate
themselves first to get access rights to varying levels of
infrastructure. As described by Stefanova et al. [50], a typical
IDMS framework consists of the following stakeholders.

Identity Holder – Identity holders are the primary stake-
holders of a typical IDMS framework, who benefit from
the different services provided by the service and identity
provider. Not every user has the same level of privilege [31].

Identity Provider (IdP)– IdPs are distributed trusted enti-
ties (i.e., companies, banks, organizations, etc.) that provide
the users with their identity and related services such as
authentication and registration. The issue of digital identifi-
cation is automated, which saves time and eliminates the need
for manual involvement.

Service Provider (SP) – SP is an entity that obtains users’
credentials and provides required services by verifying with
IdPs. Customer enrollment and validation of data are now
much easier and less expensive. A workflow of a typical
IDMS is presented in Figure 6.
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TABLE 2. A comparative summary of blockchain types.

Types of IDMS: This section will briefly discuss the evolu-
tion of different types of IDMS, beginning with the traditional
centralized model and progressing through several phases as
more models have been introduced.

1) TRADITIONAL CENTRALIZED IDMS
Traditional IDMS requires each individual to separately reg-
ister and authenticate to the system for the service they
desire. Businesses utilize this sort of IDMS service to store
credentials (e.g., username, password) for each user with
whom they do business. As illustrated in Figure 7, this
enables a user to authenticate directly with the business
they need to interact with, and each SP keeps each user’s
credentials. Here, both SP and IdP share the same space,
which allows the user to directly register with the associated
SP [3]. These multiple authentication credentials are a burden
for many, as people use different authentication credentials
for various online. Nevertheless, the user is encumbered by
the requirement to authenticate separately, for each service
using different credentials. Here different IdP controls the
users’ identity records for different services accessed by the
user, which can also be canceled or exploited [35]. Major
SPs, notably Google, Microsoft, Yahoo, eBay, and Amazon,
amongst many, comply with this model; nevertheless, the
trend is shifting toward other standards. However, there exist
some problems with this method. Typical centralized IDMS
suffer from the risk of single points of failure, a lack of
interoperability, data breach, and privacy issues [51].

a: INACCESSIBILITY
A large number of people around the world have no proof
of their identity in the internet world. This lack of identity
is difficult to access identity-related data, mostly relying on
paperwork processing. Still, most of the systems hugely rely
on paper-based identities [51]. Therefore, it is presumed that
if the hurdles of accessing physical resources are eradicated,
it is possible to accumulate more persons to keep under the
digital IDMS. A BC-based mobile identity system can be
more efficient in solving these identity problems.

b: DATA INSECURITY
Most states maintain a centralized database to store the
identity-related information of their citizens. A centralized
system generally operates with legacy software that suffers
significantly from single-point failure [52]. Adversaries from
both inside and outside of the state are themain threats to such
a system. It is not possible to be content with a cyber-attack
unless the system itself follows a centralized mechanism.

c: IDENTITY THEFT
Identity theft is another crucial factor that has to be dealt
with by every IDMS. Nowadays, a single user may have
multiple identity profiles (i.e., usernames) for different online
social platforms. The lack of standards for profile creation
is the main reason behind the multiple identities of a single
user [13]. As a result, social platforms are facing difficulties
in identifying counterfeit users.
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FIGURE 6. Workflow diagram of a typical IDMS solution.

FIGURE 7. A pictorial representation of a traditional centralized IDMS.

2) FEDERATED IDMS
In the federated IDMS approach [53], a trustworthy federa-
tion is formed by a collection of SPs and IdPs [30]. In this
type of IDMS, a user’s credentials from one platform can be
used to authenticate them on another different platform. In a
federated IDMS, agreements between SPs are made to ensure
that identities from various SPs are accepted across all busi-
ness domains. These agreements cover a range of issues, from
policy to technology standards. When a user is recognized
and authenticated with a single SP using one of their agreed
identifiers, they are deemed to have been recognized and
verified with all of the other SPs as well [54]. This enables the
user to access any participating SPs by authenticating through
one of the federated IdPs. As shown in Figure 8, this method
allows users to use a single set of authentication credentials

provided by the IdP in order to gain privileges to smoothly
access a large number of services. Here, each identity domain
consists of a single IdP and one or more SPs [3]. An IdP acts
as an intermediary which creates, manipulates, and handles
user credentials, allowing users to register and log in to many
SPs [55]. For instance, upon logging into a platform, the
users are provided with the option to use their Facebook
ID, Google ID, or other social media IDs; they engage with
federated identity. An IdP is responsible for evaluating and
validating user credentials, not the applications themselves.
The SP relies on the IdP to authenticate the user and deliver
the SP with user attributes and their values [3]. Although
federated IDMSmay provide users with convenience, the IdP
still retains the control of the user’s credentials [56]. This
is accomplished by the IdP giving the SP an authentication
token. This is referred to as single sign-on (SSO) [57]. This
permits the use of social logins (e.g., Facebook, Google, etc.).
Users can shift their identity from one provider to another by
using the SSO of an IdP. Thus, it relieves the user of the bur-
den of maintaining numerous credentials. However, it raises
questions about interoperability, privacy, and security, given
the credential SPs privileged position between the user and
relying businesses [51]. Federated IDMS is beneficial in
many access management applications, such as governmental
services, information technology businesses, and educational
institutions.

3) USER-CENTRIC IDMS
A user-centric version of identity management is followed
by most BC-based IDMS. Instead of depending on a trusted
intermediary, the user controls their identification credentials
and communicates directly with various SPs [58]. In the
user-centric model, when a user wishes to access a service
provided by one of the designated SPs, that user is then
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FIGURE 8. A pictorial representation of a federated IDMS.

FIGURE 9. A pictorial representation of a user-centric IDMS.

forwarded to the requested IdP. The user authenticates him-
self to that IdP. After successful authentication, the IdP trans-
fers the user attributes to the SP, where a decision is taken
to accept or reject the service request generated by the user
[3], [59]. The user must expressly consent to the use of his
identity. As shown in Figure 9, the user can have multiple
identifiers and the related credentials issued by one or more
IdPs. Users have exclusive full control of their authorization
or can choose third parties to do so in support of them
[51], [60]. This enables users to share reliable information
on a requirement basis. It seeks to give the total user control
over their identity and provides a security and transparency
level by enabling the identity holder to disclose only the
required details to every SP for different services. Although,
the SPs and IdPs may not always have an established trust
relationship in this approach. Although, just like federated
IDMS, the user-centric IDMS is designed to provide users
more authority and control, IdPs retain ownership and control
over user identities [56]. Some of the systems that leverage
this user-centric model include OpenID [61], OAuth [62],
Picos [63], andCardSpace [64]. The next step in this roadmap
is the decentralized identity management system. Figure 10
illustrates the key roles within the VCs and the use of DIDs
within the SSI framework.

4) DISTRIBUTED LEDGER-BASED DECENTRALIZED
APPROACHES
Blockchain data structure-based distributed ledger (DL) tech-
nology has emerged as a new paradigm for digital IDMS,
which aims to provide decentralization, transparency, privacy,
and control to the users. DL-based IDMSmainly falls into the
following two categories, self-sovereign identity (SSI) and
decentralized trusted identity (DTI) [1], [4], [65]. Although
SSI and DTI are similar in many ways, SSI is mostly used in
the BC-based IMDS concept. This DL-based decentralized
approach is the topic of discussion in this article.

a: SELF-SOVEREIGN IDENTITY (SSI)
Self-sovereignty demands that both individuals and organi-
zations have control over their credentials and communicate
as partners or peers. SSI allows you freedom of using your
digital wallet and uses the credentials you were given to
verify your own identity without giving up the control of
personal information to loads of databases whenever you
wish to access new products [66]. Ferdous et al. [3] provided
a fundamental taxonomic outline of an SSI ecosystem by
mathematically formalizing various properties of an SSI.
Soltani et al. [30] investigate essential research initiatives,
platforms, frameworks, and underlying key elements such as
verifiable credential (VC), decentralized identifiers (DID),
DL, and diverse privacy engineering protocols regarding SSI
management. At the core of the SSI ecosystem, there exist
two essential functions, namely, VC and DID [30], [67], [68].

i) VERIFIABLE CREDENTIALS
Verifiable credentials (VCs) [69] is a specification standard-
ized by the World Wide Web Consortium (W3C) working
group. It is a cryptographically secure, machine-readable,
and tamper-resistant digitized alternative to physical, real-
world credentials such as a passport, national ID card, or
driving license. It is a decentralized process and involves
the interaction of a trust structure between three distinct
actors, namely, the identity holder, provider, and verifier [69].
Additionally, there is a publicly readable and verifiable data
registry (VDR), which can be a blockchain, a DL, or other
secure decentralized storage. The identity provider (IdP)
issues the VCs mainly concerning an individual or occasion-
ally an organization. The specific verifier itself determines if
a provider is reliable or not. It can be a trusted party such
as a university, certified company, bank, medical, or govern-
ment agency that has been presented with a certain level of
trust to deliver information. As shown in Figure 10, in step
(1) and (2), IdP can issue personal credentials for a user and
writes a public DID to a VDR. The VC comprises a series
of claims about the holder’s attributes, such as name, date
of birth, ID, or any other related information the provider
wishes to provide to the recipient. The holder entity receives
the VCs upon request from the issuer and has full control
over its controlling and verification. The holder entity man-
ages its credentials in a digital wallet that the holder owns.
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FIGURE 10. Self-sovereign identity framework among the verifiable credential actors i.e., identity holder,
identity provider, and verifier actors.

In step (3) and (4), the verifier verifies the integrity, legiti-
macy of those user credentials when a user presents a claim.
The verifier requests the respective holder about their identity
information or attributes. It collects evidence that an autho-
rized organization issued the VCs [30] by reading the records
from the VDR. A website that requests credentials from its
clients is an example of a verifier. The VDR can modulate the
generation and verification of identities, cryptographic public
keys, schemas for VCs, revocation registries, and other perti-
nent data that may require utilizing VCs [69]. The assistance
of selective disclosure by VCs enables holders to authenti-
cate their identity without disclosing more information than
they need for performing a particular action [70]. Selective
disclosure uses the zero-knowledge proof (ZKP) method to
determine the extent of data to be disclosed.

ii) DECENTRALIZED IDENTIFIERS
For making the process of VCs work, the IdP, holder, and ver-
ifier are required to use Decentralized Identifiers (DIDs) [71].
It is a cryptographic counterpart to VCs and works with VCs
to make the SSI framework function properly. It is a glob-
ally distinct, permanent, and secure cryptographic identifier
of a DID subject [72]. When an organization issues VCs,
they include their Public DID. The very same Public DID
is recorded on the blockchain too, see steps (1) and (2) of
Figure 10. When a holder shares a VC with a verifier, the
verifier can check the DID on the blockchain to see who
provided the credential, see steps (3) and (4) of Figure 10.
The verifier can do so without contacting the providing party.
The blockchain serves as a VDR in this case.

One of the most significant works on this SSI topic is an
online article by C. Allen [73], in which he discussed the
importance of SSI by representing the evolution of online
identity. In the article ‘‘The Path to Self-Sovereign Identity,’’
C. Allen has created a detailed list of SSI properties. Allen has
pinpointed ten SSI properties that laid out the requirements

for a system employing the SSI concept. Those points are
mentioned below for the reader’s expediency:

1. Existence–Users with SSI should have an identity in the
real world. Every online identity is associated with a non-
digital identity that represents and controls the online identity.

2. Control–Users ought to have whole control over their
identities/credentials and should have the authority to be
independent in their choices and actions.

3. Access–Users must be able to access their data and
reclaim it anytime. No intermediary can influence or dispense
the data that does not have access to it.

4. Transparency–Procedures of the system should be open
to participate and open in the governance, while the algo-
rithms should be open source and independent.

5. Persistence–Characters should be long-lived and the
identifiers should be accessible as long as the owner of the
identity wishes it to be.

6. Portability–SSI data such as service and information
must be transportable without the need for a third party.

7. Interoperability–Identities should be broad, not
restricted to any instance, but should be functional on asmany
instances or services as possible.

8. Consent–Users must have clear consent about accessing
the data. The user should always define which data is to be
shared and with whom by giving consent about it.

9. Minimization–Data claim disclosure must be mini-
mized. Thus, only the slightest amount necessary to accom-
plish the required task must be revealed.

10. Protection–User’s rights must be protected and
respected in any case of conflict.

b: DECENTRALIZED TRUSTED IDENTITY (DTI)
DTI has been developed based on the core idea of SSI,
which provides individuals with complete ownership over
their personal data. DTI solution is similar to traditional digi-
tal identity management solutions in that it uses authorization
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from a trusted service. DTI facilitates identity proofing by
letting trustworthy third parties (TTP) verify public creden-
tials like a passport, driver’s license, or national ID card
[1], [4]. It provides a service that authenticates the user and
preserves his or her digital identity on the blockchain [74].
First, an identity holder registers with a TTP (e.g., IdP)
through an identity proofing process. The TTP then approves
the holder’s registration and provides the holder with a VC.
It records cryptographic proof of the VC in a blockchain. The
holder generates a verifiable presentation from the VC and
offers it to the SP in order to access the desired service. The
SP verifies the presentation by matching it to the blockchain-
stored cryptographic proof. After comparing the presentation,
the SP provides the holder access to its service [75].

c: THE CONCEPTUAL DIFFERENCE BETWEEN SSI AND DTI
Though the two schemes have no significant difference, they
are distinguished by their underlying concepts. From the
existing literature and implementations, several possible con-
ceptual differences can be observed between SSI and DTI.
Both slightly differ in the method of identification-related
data verification. DTI can be administered by a centralized
service that verifies the identity of users using government-
issued identification documents such as national ID cards,
passports, social security numbers, and driver’s licenses,
among others. After verification, the validated identity attes-
tations are maintained on a DL for further verification by
third-parties [1], [74], [76]. On the contrary, SSI allows users
to completely own and manage their respective identities
without having to rely on any existing third-party attesta-
tions. Identity-related information can be gathered later by
receiving credentials from different IdPs. With DTI, a user
is not associated with any IdP or central registry [65]. So,
a user is not bound to showcase his data to anyone for data
validity. On the other hand, users store their data on their own
devices in SSI, therefore can showcase their data to any other
individual when someone needs to validate them without
relying on a centralized authority. The DTI does not neces-
sarily meet the requirements or conditions of SSI, such as
controllability, portability, interoperability, and security [65].
Both SSI and DTI-based IDMS solutions can be developed
on either permissionless or permissioned blockchains. The
kind of blockchain utilized to construct the solution directly
impacts the properties of IMDS solutions [74].

To summarize the IDMS approaches discussed above,
in traditional centralized IDMS and federated IDMS, the
administrative control is with the single authority and several
federated authorities, respectively. The user-centric IDMS
provides this administrative control to multiple authorities
with the exclusion of the federation of IdPs. Decentralized
BC-based approaches try to provide individual control across
any number of authorities. In addition, the user-centric IDMS
does not empower its users to manage their personally iden-
tifiable information entirely. On the contrary, decentralized
BC-based approaches accomplish it using blockchain tech-
nology [40]. Compared to other approaches, the decentralized

approaches can minimize data disclosure through selective
disclosure and ZKP methods [77]. User identity informa-
tion is stored at the IdPs of both federated and user-centric
approaches, which raises the risk of availability, security,
data breach, identity theft, and privacy issues raised with
the traditional centralized IMDS. Decentralized BC-based
SSI and DTI approaches try to address those challenges and
shortcomings and give users complete control of their identity
data. In the next section, we review some of the notable
BC-based SSI and DTI solutions in the commercial market
that we have named as market offerings.

III. NOTABLE BC-BASED IDMS (MARKET OFFERINGS)
Blockchain creates an SSI or DTI across distributed sys-
tems by ensuring trust, and privacy. Several companies and
information technology organizations are concentrating their
efforts on creating BC-based digital IDMS. Below, we dis-
cuss some major BC-based IDMS offered in the market.

A. MAJOR BC-BASED IDMS IN THE COMMERCIAL
MARKET
This section will review the most common and globally stud-
ied BC-based IDMS schemes in academic research: uPort,
Sovrin, and ShoCard. We consider these three schemes as
major ones mainly because of their innovative SSI and DTI
management approaches and the degree of disclosed infor-
mation regarding the technical design, functionalities and
documentation, white papers, and reports [1]. Dunphy and
Peticolas [1] provide a comprehensive analysis and a sum-
mary of three of the mentioned schemes using Cameron’s
seven laws of identity [78]. The authors use Facebook con-
nect for the comparative assessment. In another article,
Haddouti et al. [79] also analyze the architectures of the
mentioned IDMS applications and evaluated them based on
Cameron’s seven laws of identity. Ferdous et al. [3] analyzed
different white papers and technical reports to check if the
mentioned IDMS applications satisfy the foundational, flex-
ibility, controllability, security, and sustainability properties
of SSI.

1) UPORT
uPort [80] is an open-source decentralized identity frame-
work that seeks to give everyone a decentralized identity
[1]. It uses a public permissionless Ethereum blockchain
and multiple smart contracts to maintain SSI. It consists
of a mobile application, multiple Ethereum smart contracts,
and a public registry for uPort identities [56]. Using this
framework, users can safely disclose their identity, including
the transfer of credentials for accessing different services,
signing transactions, and managing keys and data securely.
However, the original uPort project has been divided into two
new projects, Veramo [81] and Serto [82], both aiming to give
users control over their identity data. Veramo is a JavaScript-
based framework that facilitates the usage of cryptographi-
cally verified data in applications utilized by anyone. Serto
offers organizations to get started with DIDs and VCs. It is
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built on W3C open standards [82]. In addition, uPort mobile
applications, libraries, and services are deprecated now.

2) SOVRIN
Sovrin [66] is a public blockchain that anyone can usewithout
obtaining prior authorization. It is based on a permissioned
blockchain Hyperledger Indy, which means that only verified
nodes can participate in the consensus procedure. Sovrin
employs a voting ledger to grant permissions to nodes. The
nodes are divided into two types, validators and observers.
Validator nodes are permitted to commit new blocks in the
blockchain, which contains transactions. Observer nodes,
in contrast, only read the blockchain data [83]. Nodes, partic-
ularly validators, need unique privileges to join the network.
A quorum of the board of trustees determines which privi-
leges are granted [84]. According to the rules, this board’s
trustees can elect new members and choose stewards. Stew-
ards are entities (trusted organizations within the ecosystem)
responsible for performing consensus andmanaging validator
nodes. Sovrin employs ZKP for all valid identity claims to
keep data disclosure to a minimum [79].

3) SHOCARD
ShoCard [85] provides business users with a service for
authentication and permission for information. It is a public
Bitcoin blockchain-based digital identity and authentication
platform. It enables individuals and companies to identify
each other in a safe and verifiable manner to enable any
transaction to be performed swiftly, effortlessly, and with
peace of mind. ShoCard identities are kept in the bitcoin
blockchain [86]. Users have their private keys on their phones
or PCs, and they also have a public key that services can use
to authenticate their identity with ShoCard. Though is built
on top of a public blockchain, its architecture is engineered
to be very scalable. However, Shocard does not provide min-
imization of data [33], [87], though Bokkem et al. [88] differ
on that point.

B. OTHER BC-BASED IDMS PLATFORMS IN MARKET
In this section, we also review some other market offer-
ings such as EverID [89], LifeID [90], SelfKey [91],
Jolocom [92], Sora [93], IDchainz [94], Civic [95], Block-
Stack [96], MyData [97], and UniquID [98]. which are also
emerging as secure decentralized architectures in the field of
BC-based IDMS. However, these solutions are not as globally
accepted or popular as uPort, Sovrin, and ShoCard platforms.

1) EVERID
EverID is a device-free, user-centric universal BC platform.
It is mainly used for identification and value exchange that
enables everyone to authenticate their identity, documents,
and biometrics by multiple third parties. It also allows trans-
ferring funds between members of the network through a
decentralized system. It is driven by a private Ethereum
instance deployed on hardware that EverID manages. It dif-
fers from other SSI solutions because it does not require a
device. After all, the digital identity (a mix of biometrics,

government-provided ID, and third-party verification) can be
kept in the cloud [88].

2) LIFEID
LifeID is a tokenized, open-source BC platform for the SSI
ecosystem. It makes use of ZKPs to limit the disclosure of
sensitive data [30]. A user’s device stores the data, and only
the necessary information is disclosed when the user’s iden-
tification needs to be established. It does not use passwords;
instead, it relies on biometric authentication, thus requiring
biometric-capable smartphones and apps [88]. Only the users
can approve a third party’s request for information while
maintaining their consent. If a user loses the private key, he or
she can create a new pair of keys by updating the global public
registry.

3) SELFKEY
SelfKey is a decentralized, BC platform for the SSI envi-
ronment. It is an Ethereum-based platform that allows indi-
viduals to exchange their identification traits with certifiers
and service providers such as notaries and banks. Individual
users’ data is stored on the user’s device, which is within the
user’s control. Other entities can only access specific data if
they have been granted permission [74].

4) JOLOCOM
Jolocom is another open-source lightweight SSI solution that,
by default, leverages the Ethereum blockchain. It uses decen-
tralized identifiers along with hierarchical deterministic keys
to generate numerous identities from a seed master identity
in order to give a decentralized identity solution [35]. It com-
prises multiple Ethereum smart contracts, one of which is a
registry smart contract [3]. Users engage, generate, maintain,
and share their identities via a mobile App similar to uPort.

5) SORA
Takemiya and Vanieiev [93] propose another SSI protocol,
named Sora. It relies on Hyperledger Iroha and decentralized
identifiers. It stores the encrypted copies of users’ crypto-
graphic keys and confidential data on a centralized server.
It enables the user to store the salted hash format of users’
private data on the blockchain and the related digital sig-
natures created by identity issuers [30]. Through this fea-
ture, it achieves identity authentication and non-repudiation
properties.

6) IDCHAINZ
IDchainZ is an extended proof of concept-based DTI for
a smart ledger named ChainZy. It utilizes two independent
mutual DLs - one for storing the individually encrypted
documents and another transaction ledger for storing the
documents’ keys on a series of connected and unconnected
document rings. Rings are hierarchical. While master rings
are aware of all their sub-rings, the subrings are unaware of
their parent – assuming they even have one. Every document
ring is a self-executing program stored on the transaction
ledger. Parent rings have the ability to control access to
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sub-rings. Sub-rings can be designed to have a maximum
number of uses or a predefined self-destruction date. It allows
multiple dependent parties to add, certify and share know-
your-customer (KYC), as well as anti-money laundering doc-
uments [99]. Later, these exchanges are extended to all forms
of documents.

7) CIVIC
Civic resembles and functions similarly to a digital wallet,
except instead of storing money, it safeguards personal infor-
mation while enabling users to share it selectively. Here, iden-
tification information is maintained on the user’s device so it
is constantly available [89]. The Civic application provides
several identity-aware features, ranging from password-free
online logins to secure storage of sensitive data such as
healthcare information, and bank statements. It authenticates
users with the use of a smartphone fingerprint scanner. The
data may then be shared directly with businesses and people,
who can verify it using Bitcoin’s blockchain [99]. After a user
submits identity data, Civic checks it against the phone, credit
card, social media, and other public records using several
identity validation service providers. In order to establish
a secure digital identity, civic users rely on authentication
authorities, resulting in a lack of portability [100]. Civic
achieves a high pass rate for genuine users. It limits the
dangers of fraudulent conduct by integrating various reliable
sources with fraud detection algorithms, andmanual auditing.
It distributes verified identification data to the user’s Civic
App and blockchain attestations.

8) BLOCKSTACK
BlockStack is a decentralized computing network and ecosys-
tem of applications that empower users to manage their
identity and data [96]. Rather than relying on application-
controlled servers, users can contribute their computing and
storage resources (i.e., the user’s local machine) [35]. While
using BlockStack, users are not required to submit data to an
external website, for example, Facebook, or an application
like WhatsApp. They can, however, continue to exchange
their data and media with friends and other people. This is
accomplished through the use of decentralized applications
built on blockchain technology. These applications operate
locally within the user’s browser, and the user retains owner-
ship of their data (text, videos, images, files, etc.). It employs
encryption to safeguard user data and gives users more con-
trol over their data by utilizing public key cryptography [74].

9) MYDATA
MyData platform promotes the idea that users should have
a clearer understanding of where their data is stored, who
is using it, and how they can control this. MyData is a
Nordic model for human-centric personal data processing.
Its current form was devised when the Finnish Ministry of
Transportation and Communication funded a whitepaper on
human-centric data processing in the year 2014 [101]. It can
be used to protect data transmission between sectors such as
government, healthcare, and finance. MyData authentication

is built on three components: user-managed access, OpenID
single sign-on, and Oauth 2.0, which all regulate access to
Web APIs [35]. It enables consent-based data management
and control without requiring users to put all their data in
centralized repositories in order to regulate data flow.

10) UNIQUID
UniquID is a system built on a certificate-based architec-
ture that leverages blockchain technology to address the
challenges associated with reconciling IoT credentials and
cross-domain identity and access management. The sys-
tem is based on an infrastructure that enables devices to
authenticate directly with one another. It does not need the
trusted third-party identity and access management plat-
form, as envisioned by the PGP Web of Trust [102]. Some
of the major enterprise frameworks for implementing the
BC-based solution are Ethereum, Hyperledger, Bitcoin,
Corda, enterprise operation system (EOS), Internet of Things
applications (IOTA), Ripple,Waves, Quorum, and New econ-
omy movement (NEM) [103].

Since blockchain technology already possesses several
of C. Allen’s SSI properties [73], hence, blockchain platforms
have been used to construct SSI and DTI applications. While
each of the briefly discussed BC-based commercial solutions
meets the majority of the SSI properties of C. Allen, each has
some flaws. The uPort and Sovrin IDMS platforms provide
limited portability, interoperability, and scalability [104].
Smart contracts in uPort are compact and limited in capacity.
It utilizes a proof-of-work consensus process that is not par-
ticularly effective. Sovrin has complex design issues. Sovrin
does not appear to provide or need verifiable guarantees for
the proper operation of network agents. As a result, lacks
transparency and provability properties [88]. Other systems,
such as IDchainz and EverID do not meet the minimization
requirement because the user will fully divulge any data
required to authenticate a claim. EverID, in particular, is not
open source and thus lacks transparency and provability.
Civic is not an authentication authority, and its users rely on
the authentication authority; therefore, it cannot invalidate or
revoke identity assertions or identity-related data [32], [100].
As for BlockStack, it requires much documentation such as
identification, tax forms, and licenses from a user to get up
and running.

C. NON-BC-BASED IDMS PLATFORMS IN COMMERCIAL
MARKET
It is worth noting that there are IDMSs that do not utilize
blockchains but nonetheless implement SSI. Blockchain is
considered an ideal foundation for implementing SSI. How-
ever, it is not the only method.

1) IRMA
Unlike other SSI platforms, IRMA [105] does not utilize
a blockchain. Nevertheless, it bears many resemblances to
other SSI platforms. It stands for ‘‘I Reveal My Attributes’’
and carries out the Idemix [106] attribute-based credential
system developed by IBM Zurich. It stores all the user
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attributes in the application. Only the schema is stored online.
It presently only allows users to revoke their credentials,
e.g., in case of theft or loss of their wallets. Presently, it does
not let providers cancel granted credentials. Revocation is
accomplished using a key-share server. A key-share server
brings the issue of a single point of failure for credential use,
prohibiting all users from accessing their credentials [107].
IRMA ensures minimization by utilizing the ZKP method.
This ZKP approach offers issuers of digital signatures control
over what can be seen and changed since issuance. Users who
obtain digitally signed attributes from trusted issuers such as
the government can prove that the claims are provable [88].
However, since blockchain ensures the persistent property,
IRMA cannot provide persistence. In IRMA’s case, this turns
into either the user’s accountability or the accountability
of a centralized party. Non-BC SSI systems, like IRMA,
require fewer deployment requirements than blockchain vari-
ants, making them a viable option for fast prototyping and
attribute-based use case scenarios [108].

2) RECLAIMID
Apart from IRMA, other non-BC variants of SSI exist,
named reclaimID, proposed by Schanzenbach et al. [109].
It employs attribute-based encryption, which permits the user
to selectively authorize and restrict access of requesting par-
ties of his required attributes, which are used to access differ-
ent online services [110]. A GNU name system (GNS) stores
and shares user attributes within user-owned namespaces.
The namespaces are comparable to digital identities. A pair
of a public and a private key can cryptographically define a
namespace, where resource records resemble the self-issued
attributes of a user.

Bokkem et al. [88] present a comprehensive assessment of
eleven SSI-related BC and non-BC-based market offerings
regarding the SSI principles of C. Allen [73]. In Table 3,
we extend that comparative analysis by adding Jolo-
com, Blockstack, Civic, UniquID, and MyData platforms.
We also provide additional comparisons based on cost, open-
source codebase, decentralization type, network, and utilized
blockchain. Comparisons onmarket offerings are also present
in [1], [3], and [79], mainly focusing on uPort, Shocard,
Sovrin, and Jolocom platforms. The next chapter reviews
the notable BC-based IDMS solutions proposed in academic
research.

IV. BC-BASED IDMS SOLUTIONS PROPOSED IN
ACADEMIC LITERATURE
The architecture of the BC-based IDMS varies depending
on the applications to which the IDMS scheme is applied.
Any BC-based IDMS’s main objective is to ensure the proper
functioning of the following five components: authentication,
privacy, integrity, trust, and simplicity. A complete BC-based
IDMS performs not only the identity creation, manage-
ment, deletion, and revocation of users but also the user’s
authentication and access management. Identity authentica-
tion ensures that the communicating parties are genuine.

Authenticating a user’s identity in a computer or network pro-
tects information security. An ideal authentication procedure
should be efficient, and trustworthy, and protects user privacy
while verifying user credentials [35]. Privacy deals with pro-
tecting data and information, which are being exchanged in
a communication. Privacy preservation of a user’s attributes
is one of the key elements of any BC-based IDMS. Trust
is more intricate than privacy and authentication. It ensures
that any communicating party can customize schemes to
build trust with other parties. A trust domain can be defined
as an enclosed space with uniquely identifiable mutually
trusted network elements, and a trust model can be described
as a collection of identifiable network entities belonging
to the same or diverse trust domains, together with their
respective pairwise trust relationships [111]. Blockchains
are inherently resistant to the tampering of data by design.
The reliability and trustworthiness of data are referred to as
data integrity. It entails the upkeep and assurance of data
accuracy and consistency over its full life cycle. Simplicity
relates to interoperability, scalability, cost, data portability,
lesser energy consumption, and ease of control. Simplicity is
desired in the comprehensive functioning of any BC-based
IDMS. In Section V, we discuss these five major compo-
nents in detail. Different authors proposed various schemes
focusing on the aforementioned components regarding IDMS
in the blockchain. Apart from the mentioned five compo-
nents, we also review those articles which focus on access
management of the users. Access management is one of the
most critical security methods for securing sensitive data kept
by businesses, the healthcare sector, and individuals in the
cloud [112]. Access control mechanism is closely associated
with the authentication property. Combining authentication
and access control mechanisms with blockchain technology
can considerably enhance the system’s trustworthiness, avail-
ability, security, resource utilization, scalability, and trans-
parency.

BC-based IDMS provides security for the cloud and elec-
tronic medical healthcare (EMH) users. It tries to ensure the
authenticity of the user trying to access the cloud resources or
electronic healthcare records. With the IoT and the increas-
ing proliferation of connected devices, the inadequacy of an
effective IDMS is a critical issue. It exposes devices vulner-
able to security issues such as identity theft and unautho-
rized individuals seizing control of intelligent devices such as
medical equipment. ClusteredWSNs are frequently deployed
in unprotected or even hostile environments, leaving them
susceptible to numerous cyber-attacks and security threats
that can adversely impact their overall performance. Next,
we review some of the notable academic BC-based IDMS
proposals in the field of cloud computing, IoT, WSNs, and
EMH, and those IDMSs which are not specific to any domain
are labeled as generic.

A. CLOUD COMPUTING
Cloud computing has been one of the most modern research
topics due to the indefinite expansion of resource sharing
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TABLE 3. The reviewed commercially implemented IDMS solutions annotated with which criteria are supported (X), which are not Supported (x), and
answer not found (-) using christopher allen’s SSI principles [88], cost, and type of identity, type of network and blockchain. (Here, existence - e, control –
C1, access – A, transparency – T1, persistence – P1, portability – P2, interoperability – I, consent -C2, minimization – M, protection – P3, cost – C3,
open-source codebase – os, distributed ledger technology – dlt, network – n, blockchain – B).

and improved user experience. Its enormous commercial
potential is rapidly developing [113]. Cloud storage services
provide substantial benefits in terms of data management for
consumers. Additionally, it maintains the integrity of cloud
data saved in the cloud and the processing of stored data
across several data centers. At the moment, the primary issue
with cloud user identity management systems is their exces-
sive reliance on third-party services. Moreover, when users
upload their data, code, and operating processes to remote
cloud servers, they relinquish control over them. At the
moment, user identity management and authentication are
critical components in cloud systems. Identity authentication
verifies that cloud market players are valid nodes, such as
service providers and clients. Next, we review some notable
BC-based IDMS proposed in academic literature in the field
of cloud computing.

Wang and Jiang [2] utilize two-adic ring theory [114] and
related arithmetic algorithms to authenticate identities in a
consortium blockchain for a fog computing environment. The
two-adic ring is a finite ring that can be used to represent
any bit string contained within a finite field. Designed on this
theoretical foundation, it inherits the effectiveness of binary
sequence ciphers in computer communication and resolves
many key distribution and node verification constraints. Pass-
word security is based in part on the two-adic ring theory.
In the proposed scheme, the master node trusts one another;
the master node is designed to provide the essential responsi-
bilities of a key generation center and be responsible for block
generation and accounting.

Bendiab et al. [6] integrate blockchain in cloud identity
management by proposing a decentralized trust model. The
scheme is comprised of the following phases: The user wishes
to get access to secured resources and services of a cloud
service provider (CSP) using trust management platforms
with which he is not enlisted; these CSPs are referred to
as foreign CSPs. The foreign CSP then refers the user to
the home CSP for authentication. In the second and third
phases, the home CSP evaluates the authentication request
and generates an access token containing claims about the
user’s identity and rights. In phase four, the token is placed on
the blockchain to establish that it is a legitimate token held by
the user and issued by a trusted CSP in the Trust Management
Platform (TMP). It considerably boosts the exchange’s secu-
rity and level of service. Lastly, after validating and storing
the token on the blockchain, the CSP proceeds with the
transaction and grants the user access to protected resources
depending on the given access privileges; otherwise, the CSP
halts the transaction and refuses access to protected resources.
The proposed model enables service vendors to successfully
manage their trust behaviors and connections with consumers
or other providers in a dispersed, decentralized, and dynamic
way.

Utilizing the consolidated IDMS protocol [115], Wang
et al. [116] develop an Ethereum-based protocol for manag-
ing cloud user identity. They have ensured party authentica-
tion by using smart contracts with Jason Web Token (JWT).
JWT consists of three components as presented in Figure 11.
The first is the header, which contains information about the
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type of token, i.e., the content being signed or encrypted,
as well as the cryptographic techniques used to secure it.
The payload is the second part of the token, and it contains
verifiable security statements or a set of registered, public and
private claims, such as the user’s identity and the access they
have. In the last part of the token, the signature verifies that
the token is legitimate, and integrity is maintained. The goal
of utilizing JWT is to confirm the data’s authenticity, not to
hide it. The protocol allows CSPs and users to manage the
system together using the reputation values. Robust crypto-
graphic measures are also evaluated for public-private key
pair generation.

Sabir and Fetais [117], deploy a partially decentralized
consortium blockchain system to provide a uniform patient-
centric data portability model for healthcare. The system
has four entities: hospitals, patients, storage providers, and
the blockchain network. The patient has complete control
over their data. Entities communicate with the network via
their decentralized apps. To anchor vast quantities of data to
the blockchain, the proposed method employs cryptographic
hashing algorithms.

Nayak et al. [118] devise a system called Saranyu. It has
been implemented on top of the Quorum blockchain sys-
tem, in a cloud computing data center. By using smart con-
tracts, it manages tenants, service accounts, and the usage of
resources. The key aspects of the system are to create custom
smart contract classes of users’ payment credentials, as well
as delegate permission for the usage of service characteristics
to tenants, sub-tenants, and many other services.

FIGURE 11. Components of a Jason Web Token (JWT).

Yang et al. [112] propose a framework that uses the
account address of a blockchain node as the identity, instead
of username and password which are stored by the cloud
authentication database. The proposed system excludes a
trusted center and does not force users to consider the cloud
as a trusted center. The node address is used to authenticate
the user. Authorization-related data is kept directly on the
blockchain. Additionally, access records are recorded on the
blockchain. The framework can also withstand a variety of
attack types, both internal and external. The model is imple-
mented on the EOS platform.

In a campus-wide printing service-related use case study,
Ahmad et al. [119] integrate facial recognition along with

blockchain to minimize the necessity for the immense trans-
fer of data to a distant cloud system. The system is intended to
be implemented through the use of cloudlet. Cloudlet enables
low latency and high bandwidth connectivity for large-scale
IoT device connectivity. Blockchain technology confirms the
face identification produced by the facial recognition process.
Access to printing services is granted when the user’s identi-
fication is validated.

Li et al. [120] formulate a BC-based IDMS for cloud-
native environments. In this context, blockchain serves as
a trusted endorsement for service identification and public
key distribution of records. The authors also propose a com-
munication disconnect method to disconnect both TCP and
UDP communication between services in case of any security
issues.

Table 4 -8 presents a comparative summary of BC-based
IMDS solutions integrated into cloud computing, IoT, WSN,
EMH, and Generic domains. In each of these tables, we high-
light the type of blockchain, contribution, decentralized
approach, network, and scope of the paper. We also highlight
the major strengths and limitations of each of the reviewed
academic BC-based IDMS solutions in the abovementioned
domains. It is worth noting that most of the papers dis-
cussed in this article only mentioned the term decentralized
approach, not being specific about SSI or DTI.

B. INTERNET OF THINGS (IOT)
With the expansion of the Internet of Things (IoT) at an
incredible rate, ranging from individuals, organizations, and
companies to things in the physical and virtual world, every
entity is facing challenges inmanaging the identity and access
of its user. Overall security, resource-constrained devices,
compatibility, and especially scalability cannot be managed
using conventional methods. However, blockchain technol-
ogy can serve as a catalyst for overcoming such obstacles.
Several BC-based IDMS solutions have been proposed in
the literature to provide a secure IDMS solution for the
IoT domain incorporating healthcare and cloud systems.
We review some of them below.

Abou-Nassar et al. [9] devise a distributed, interoperable
trust architecture for healthcare and IoT that incorporates
blockchains. The proposed IoT healthcare system is a robust
ecosystem that enables semantic labeling for IoT healthcare’s
health edge layers. The authors have utilized cryptographic
techniques to authenticate, verify and secure various phases
of data collection and transmission.

A two-end secure and transparent e-voting system via
IoT devices utilizing blockchain technology that comprises
the national election commission and voters is presented by
Rathee et al. [16]. The trust of the IoT devices is calculated
using a social rank optimizer, which finds trust levels bymon-
itoring communication behaviors. The social rank optimizer
is used to determine if a node’s behavior is legitimate or
malicious by evaluating its trust value m. Furthermore, the
suggested m is validated against different security criteria
such as message modification, DoS, and DDoS attacks.
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TABLE 4. A comparative summary of the BC-based IDMS solutions of academic literature, incorporated into the cloud computing domain (decentralized:
DT, not mentioned: -).

Bourus et al. [18] design a lightweight design and accom-
panying protocols for the management of identity using con-
sortium blockchain and try to address concerns about pri-
vacy, reliability, and scalability in a centralized IoT system.
The method solves privacy and security concerns associ-
ated with traditional centralized systems and emphasizes the
notion of delegating identification system power to a set of
organizations.

Hammi et al. [121] devise BC-based virtual zones, named
bubbles of trust, where devices can communicate securely
in a distributed environment. The proposed approach applies

to a wide variety of IoT contexts, applications, and settings.
It is built on top of a public blockchain and benefits from its
security features.

Chen et al. [122] propose a user-centric IoT-based IDMS
framework that is based on a global identity provider respon-
sible for the maintenance of the global identity space. Various
SPs create a local identity consistent with the global identity
and maintain a consistent perspective of the global identity.
As a result, each local identity may have its credential and
means of authentication. For instance, a user may use fin-
gerprint authentication to unlock his smartphone while using
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facial recognition authentication to access his company’s
access control system.

Omar and Basir [123] provide a semi-decentralized IDMS
solution for the IoT based on blockchain and smart con-
tract technologies. This framework maintains a compro-
mise between simplicity of implementation and decentralized
architecture. The framework emphasizes three essential prin-
ciples: user identity as a living asset, identity as a unique and
global, and third-party authority minimization.

Yang et al. [124] propose a BC-based lightweight authen-
tication mechanism for IoT by employing the modular square
root cryptographic approach to ensure the security and effi-
ciency of the authentication process. At the same time,
blockchain technology is utilized to increase security and
ensure the system’s scalability. Security analysis regarding
different attack resistance is also carried out. In a simi-
lar work, Shi et al. [125] employ a lightweight symmetric
encryption algorithm to preserve privacy for distributed IoT
setups.

Lansky et al. [126] formulate a lightweight authentication
system based on Elliptic Curve Cryptography (ECC) named
BCmECC. It depends on a public blockchain to confirm the
users’ public key and provides the needed security. They
evaluate the suggested system’s security level using the BAN
logic and the Scyther tool [127]. Table 5 presents a compar-
ative summary of the academic BC-based IMDS solutions
integrated into the field of IoT.

C. WIRELESS SENSOR NETWORKS (WSN)
Due to the advancements in wireless communication technol-
ogy, users are willing to receive more integrated and efficient
wireless mobile network services. Identity management and
access authentication are essential components of mobile
network security because they prevent users from unlaw-
fully accessing or attacking the network. However, there are
several flaws in the current service-centric wireless mobile
network design regarding user identification and the authen-
tication process [40]. Numerous researchers have proposed
secure BC-based IDMS solutions in literature in the WSN
domain. We review some notable ones below.

Cui et al. [19] present a BC-based distributed multi-WSN
scheme for authentication in IoT. Each IoT node is separated
into base stations, ordinary stations, and cluster heads based
on their capabilities and energy. To authenticate the cluster
heads, they have adopted the global blockchain scheme, and
for ordinary nodes, a local blockchain scheme was adopted.
The base station initializes the security parameters like the
hash of the ethernet address, generating IDs for station, clus-
ter, and ordinary nodes, and generating private-public key
pairs for all the nodes within a network. The nodes’ iden-
tity credentials are registered and stored in a public/global
blockchain using smart contracts. After that, the authentica-
tion requests from the nodes are validated using the suggested
framework.

Xu et al. [40] propose an SSI management scheme for
wireless mobile networks. They suggested a BC-based IDMS

in which customers have sovereignty over their individuality.
A specific user can generate his SSI and keys. For authentica-
tion, the SSI and private keys are utilized. Blockchain is used
to keep the SSI and public keys. Furthermore, a hash function
is utilized to identify false users, and any phony user identity
that is already stored in the blockchain is erased. Because the
data is kept in the blockchain network, any service provider
may access it for authentication reasons. Their suggested
system is divided into five phases: preliminary, consensus,
verification, cancellation, and imbursement. The authors state
that their method has decreased communication overhead.

Yang et al. [128] present an enhanced multi-domain
authentication framework for the intelligent transportation
system that incorporates all the authorities for necessary
supervision and a comprehensive vehicular identity man-
agement process among the authorities at the management
layer. The authors suggest an extension of the generation
of a two-phase pseudonym and distribution process based
on an enhanced key derivation technique that significantly
increases the performance of privacy-preserving authentica-
tion. To accommodate the low-latency requirement of vehic-
ular ad-hoc networks, the authors suggest a batch revocation
technique based on the blockchain’s cross-domain informa-
tion and pseudonym distribution record.

Xu et al. [129] designed a blockchain-enabled radio access
network (RAN) as a new decentralized RAN architecture that
enables increased security and privacy in the identification
and verification processes. It is a comprehensive strategy
for adapting the traditional RAN to a decentralized focus
facilitated by an innovative IDMS solution.

Raju et al. [130] present a privacy-aware BC-based IDMS
solution for cognitive cellular networks. In their system,
cellular networks and cellular nodes act as the participating
nodes. In this system, users’ personally identifiable infor-
mation, which is required for user claims, is protected from
unauthorized access through the use of shared secrets. Data
exposure is minimized using a partitioned blockchain data
storage system, which contains only the pseudonymous iden-
tity of a subscriber that is required for access provisioning.
In Table 6, we present a comparative summary of the aca-
demic BC-based IMDS solutions integrated into the field
of WSN.

D. ELECTRONIC MEDICAL HEALTHCARE (EMH)
Apparently, paper-basedmedical records are inconvenient for
information exchange and sharing. Electronic health records
technology [131], [132] enables a unique method of col-
lecting and managing health-related data. However, standard
management of electronic medical healthcare (EMH) records
have several flaws. To begin, medical data is often held sep-
arately in different hospitals or research organizations, each
with its database. As a result, when a patient goes from one
hospital to another, he or she must undergo medical exami-
nations again, adding to the patient’s inconvenience. Second,
only authorities, such as hospitals, have access to electronic
health record systems data. Thus, if a dispute arises between
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TABLE 5. A comparative summary of the BC-based IDMS solutions of academic literature, incorporated into the IoT domain (decentralized: DT, not
mentioned: -).

the hospital and the patient, the hospital will always prevail,
as it has the ability to alter or even destroy the patient’s
medical data. It is unjust to patients [13]. Blockchain’s decen-
tralized architecture makes it a perfect candidate for user
identity and access management of patients in the medical
healthcare sector. Several researchers have proposed secure
BC-based IDMS solutions in academic literature in the med-
ical healthcare domain. Some of them are reviewed below.

In [12], identity registration is carried out by Azaria et al.
via the registrar smart contract. It uses public-key cryptog-
raphy for the translation of valid string-based identity infor-
mation to a unique Ethereum address. It can use a DNS-like
solution to facilitate the integration of existing forms of

identification. Four software components are introduced: a
backend library, an Ethereum client, a database gatekeeper,
and an electronic medical health record manager. These can
be run on servers in conjunction with one another to form a
cohesive, distributed system.

Combining multiple authorities into different levels,
Tang et al. [13] propose an efficient authentication scheme
for electronic health records using blockchain. It is an
identity-based signature system with several authorities and
efficient signing and verification algorithms. The proposed
system can withstand collision attacks by demonstrating its
efficacy in the random oracle model using the computational
Diffie-Hellman premise.
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TABLE 6. A comparative summary of the BC-based IDMS solutions of academic literature, incorporated into the WSN domain (decentralized: DT, not
mentioned: -).

Mikula et al. [14] propose a healthcare-related use case
study and demonstrate the effectiveness of blockchain in
secure identity and access management for physicians in
Denmark. The prototype consists of a client-side application,
an application server, a database, and a server for authenti-
cation and authorization. The Application interacts with the
application server, which verifies users using information
saved in the database. The prototype is based on a Hyper-
ledger fabric framework and records minimum computation
and storage costs.

Xiang et al. [15] suggest a biometric-based blockchain net-
work to verify a patient’s identification in an electronic health
care system. Their idea’s objective is to deliver low latency
real-time service while patient verification is required. Con-
fidential medical records aremaintained on a legal blockchain
network, which ensures data privacy. The system is divided
into five phases: the starting phase, the enrollment phase,
the login phase, the mutual authentication phase, and the
password update phase. To demonstrate its resilience, the
system is tested against typical security threats such as man-
in-the-middle, and replay attacks.

An Ethereum consortium BC-based IDMS named Health-
ID for remote healthcare is presented by Javed et al. [4].
This Health-ID architecture has four entities: user, healthcare
regulator, blockchain, and cloud. By using web tokens for
identity attributes, the owner can govern their own identity.
After executing identity verification, healthcare regulators
provide their attestation. The design utilizes two distinct

smart contracts to tokenize the identification of the network’s
entities and the end-users so that a unique health ID identifies
each entity.

Xia et al. [133] propose a secure and scalable access con-
trol mechanism for sensitive information sharing of health
data. They utilize secure cryptographic techniques and dig-
ital signatures to enable effective access control to sensi-
tive shared data via a permissioned blockchain and design
a constantly monitored system. After their identities and
cryptographic keys are authenticated, data owners can access
electronic medical health records stored in a common repos-
itory. After authentication and service, the requests become
part of a closed, and permissioned blockchain.

Zyskind et al. [134] propose a BC-based off-chain infor-
mation management system that can be utilized as a trust-
worthy data storage and processing platform by integrating
blockchain with off-chain storage. Data is stored off-chain
in a centralized key-value database in this system; it is a
hybrid of distributed hash tables proposed by Maymounkov
and Mazieres [135], and LevelDB’s [136] key-value storage.
Data is accessed through the DL. DL-based transactions are
classified into (1) access management for authentication pur-
poses and (2) data storage/retrieval inquiries.

Hussein et al. [137] devise a scheme that utilizes a revised
encryption method for implementing the cryptographic hash
generator. It produces a novel key design from MD5 strings.
This updated approach uses the Discrete Wavelet Trans-
form (DWT) to improve the security level of the encryption
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process. The system can be effectively used in various
working contexts, such as clinics, hospitals, and healthcare
facilities, to convey sensitive data. Sharma et al. [138] pro-
pose a layered smart contract-based scheme for managing
access control in the healthcare system. They used ZKPs
as an authentication method in the system, for rapid and
secure distribution of access to electronic health records
while maintaining privacy. To address the constraints of
proxy re-encryption, which serves as an access control
mechanism for medical data, a hybrid encryption model
with both symmetric and asymmetric encryption is utilized.
In Table 7, we present a comparative summary of the aca-
demic BC-based IMDS solutions integrated into the field of
the electronic medical healthcare sector.

E. GENERIC BC-BASED IDMS SOLUTIONS
Apart from the discussed IDMS solutions in the aforemen-
tioned domains, many researchers have proposed several
BC-based IDMSs. Some notable ones are reviewed in this
section.

Ren et al. [139] suggest a BC-based IDMS that entails
providing certificates to ensure authenticity. The system
includes a space-efficient data structure to protect an iden-
tity’s integrity. They also create a lightweight protocol that
ensures public key exchange between two parties and requires
fewer processing resources. The entire system is backed
by self-sovereign identification, with valid users identified
through smart contracts.

Mell et al. [140] develop a smart contract-based IDMS on
the blockchain. The system operates without the assistance
of a third-party credential service provider. Authentication
is enforced by communication parties using agreed-upon
methods. Key point is that no public key-generating service
is required to support it, which saves money and allows for
less overhead during processing. A hierarchical identification
system is also designed to verify various aspects of the service
provider and service user.

To offer security against a typical security threat,
Kassem et al. [141] suggest DNS-IDM, a decentralized
IDMS. They also addressed the constraints of the tradi-
tional decentralized management system and claimed to have
solved some of those shortcomings in their new method.
Although the system via which people can interact defines
privacy standards. Any damaging efforts by outsider attack-
ers will be sent through a specialized program known as
DNS-IDS. Because this program checks the credentials, the
attacker is unable to contact the user. All valid credentials
are kept in a distributed database that is accessible via a
BC network. As a result, only legitimate queries may travel
through the DNS-IDS app and reach the intended people.
Because the credential database is separated in a remote
location, the DNS-IDS app is decentralized. Lin et al. [142]
propose a BC-based authentication approach that provides
digital identification to every systemmember. Their approach
uses directed graph search. Each node in the graph produces
a signature that may be used to identify the node uniquely.

A hash function is used to validate the signature of each
individual node in the authentication system. If two nodes
are not connected, they cannot interact until the signature is
confirmed. Scalability is improved by the ability to add or
remove any number of nodes. Hamer et al. [143] propose a
self-sovereign-based IDMS that uses fingerprints to verify
user identity. The system additionally protects users’ privacy
by employing the World Wide Web Consortium (W3C) val-
idator. W3C is an international blockchain community whose
members are in charge of establishing a blockchain security
standard. In this system, all users must register using a mobile
application rather than any other kind of identity other than
their fingerprint. Their technique is capable of handling many
systems and allows for scaling without the assistance of any
authority. The proposed method necessitates the employment
of a trustworthy organization to supply the public key to
consumers and SPs.

For user authentication, Lee et al. [144] suggest a BIDaaS,
a BC-based identification service. The solution is intended
for mobile users and is appropriate for businesses that have
mobile communication infrastructure. It includes three enti-
ties: the BIDaaS provider, the partner, and the user. Users
must register with a BIDaaS provider, but the service provider
does not need to register. The service provider has access
to the private blockchain, which is managed only by the
BIDaaS provider. On the other hand, service providers can-
not write anything in the private blockchain; however, they
can request more resources in addition to the virtual ID.
Asamoah et al. [145] design a BC-based IDMS for smart
city operations. The goal behind their design is to offer the
identification of every smart component of the city through
a BC-based network. The system gathers the qualities of a
city’s people and distributes them to other method modules
for authentication reasons. Awell-secured id creation method
will assign a user id to each resident.

ZKP is a feasible technique for achieving SSI. The system
presented by Borse et al. [146] allows users to achieve selec-
tive anonymity for specific user identification elements. The
membership ZKP is linked to the Pedersen commitment [147]
in this system. ZKP is utilized to create a secure SSI system
by keeping user characteristics hidden from the public ledger.

Keeping the user attributes private and secure is one of
the core functionalities of blockchain. Keeping that in mind,
Singh et al. [148] present a credential protocol for preserving
user privacy. The provided scheme ensures user unlikability,
untraceability, and unforgeability. The scheme is based on
cryptographic techniques that use pairings, short signatures,
commitment, and ZKP. The scheme also provides a real-
world use case for the proposed scheme’s deployment. Lever-
aging zero-knowledge succinct non-interactive argument of
knowledge, Lee et al. [149] propose a self-sovereign IDMS
that focuses on preserving user privacy. Here, a user requests
that an authorized agent verify the user’s identification and
issue a certificate based on that identity. The commitment,
together with its certificate, is stored in the blockchain. The
blockchain commitment is used to establish whether the
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TABLE 7. A comparative summary of the BC-based IDMS of academic literature, incorporated into the EMH domain (decentralized: DT, not mentioned: -).

user’s private information meets a specific condition, result-
ing in proof.

Yang and Li [150] propose smart contracts and a zero
knowledge-based IDMS consisting of three entities: Identity
and Service Provider, and User. Four procedures are adopted
in their scheme: creation, transferring, responding, and revo-
cation consisting of five steps: authorization, validation,
response, challenge, and assertion, completing the challenge-
response protocol’s full cycle. They have also implemented

behavior privacy and data minimization. Incorporating ZKP
and face-to-face proofing validated in a bitcoin blockchain,
Augot et al. [151] propose an architecture that brings flexi-
bility to identity management in the blockchain. The system
uses Merkle trees to group the commitments that minimize
the transaction costs and save bandwidth. The system enables
a verifier to efficiently update or cancel a user’s identification.

As a possible solution to the loss of trust in conven-
tional institutions and third parties, blockchain has risen
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and allows itself to function as a trust-free economic unit.
Gruner et al. [76] propose a computable trust model for
BC-based IDMS. Trust is applied to digital ID in a decen-
tralized manner. The computable trust scores enable granular
decisions regarding the trust of service providers. They have
modeled their scheme in a directed graph format, where
vertices comprise digital ids, claims, and proofs. The edges
represent the association between the attributes comprising
vertices.

Biometric system is another way of authentication that
has garnered interest. Leveraging biometric authentication
and trustable authority, Gao et al. [152] present a smartphone
device operable digital IDMS using blockchain supply chain
management. The digital identity generator verifies the gov-
ernment Id and photos of that individual during the digital ID
binding to the smartphone.

Odelu [153] presents a BC-based key management mech-
anism for authenticating the user using personal biometrics.
The system consists of three majors namely, User, Registra-
tion Center, and Authentication Server. They analyze various
security measures and test the method against security attacks
like replay and man in the middle.

Sarier [77] proposes a novel BC-based non-transferable
digital credential system for smart industrial applications.
The system is designed by modifying the typical industrial
IoT identity management lifecycle to work with blockchain.
It efficiently enables non-transferability, controlled disclo-
sure, cross-unlikability, and auditing. The non-transferability
is provided by a newly computed hidden biometric property,
which is produced after each authentication using a secure
fuzzy extractor. The privacy of the user is protected by an
effective authentication system. The new method allows for
the suspension of credentials as well as their permanent
revocation via the publication of a credential revocation list
on the blockchain. Auditing on the blockchain is achieved
by checking the credential revocation list, Merkle tree root
commitments, or, additionally, proofs for the proper deletion
of user credentials.

Relying on local processing, Hammudoglu et al. [154],
propose a biometric authentication-based SSI system named
Portable Trust. This architecture is meant to be fully local and
autonomous and does not require any cloud service, server,
or authorized access to the hardware of fingerprint readers.
However, the size of the local storage confines the scalability
of the system.

Fan et al. [155] present a BC-based identity security
authentication system in a separate work. The approach aims
to achieve fault tolerance while also increasing the hardness
of compromising half of the network’s nodes. The system’s
security was evaluated by suspending and resuming node
work to simulate hacker attempts. As a result of issuing
a valid certificate based on the public key, the blockchain
may accurately authenticate the user identity information
associated with the input public key and prevent the user
with unauthenticated identity information from accessing the
digital certificate.

Ao et al. [156] propose an identity authentication scheme
by combining blockchain with identity-based cryptography
(IBC). They have deployed smart contracts in the Ethereum
blockchain to generate a decentralized private key generator.
For the authentication, they have used the identity-based
cryptography method along with a challenge-response pro-
tocol. The scheme deals with replay, and man-in-the-middle
attack evades the complex certificate management with lesser
complexity. Al-Bassam [157] provides an example of the
claim identification model SCPKI using smart contracts to
execute the concept of the Trust Web. Any entity might func-
tion as a registrar to sign or cancel other people’s characteris-
tics. The SCPKImakes it easy to detect fraudulent certificates
when they are issued, but a globally transparent claim model
will jeopardize identity privacy.

An SSI model named vault-point is proposed by Hong
and Kim [158]. It complies with the OAuth 2.0 framework
[159] that provides scalability and feasibility to the service
providers following theOAuth 2.0 standard for authentication
and authorization processes. The architecture of OAuth2.0 is
demonstrated in Figure 12. OAuth 2.0 defines four roles:
i. Resource Owner (end-user), which is an entity that has
the ability to provide access to a restricted resource, ii. The
resource server and the protected resources are hosted on
this server. Before serving protected resources to the applica-
tion, the resource server requires some form of authorization,
iii. Client, on behalf of the resource owner, an application
generally operating on a mobile device or a conventional web
application requests access to a protected resource, and iv. the
authorization server, which follows the OAuth 2.0 protocol,
checks the user’s identity before issuing access tokens to the
application.

FIGURE 12. The architecture of OAuth 2.0 Protocol.

Faber et al. [160] propose a conceptual identity and
authentication architecture using blockchain that focuses on
transferring the control of user’s data to the end-users provid-
ing trust, transparency, security, and control. Their human-
centric approach incorporates the European Union’s new
General Data Protection Regulation in the design.
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Friebe et al. [161] propose a framework named decent-ID.
It incorporates smart contracts for decentralized user iden-
tity storage. The system combines the Ethereum blockchain
with a distributed hash table that provides integrity and
security. The privacy of user identification data is assured
because no instance can access a user’s data without explicit
authorization.

Gao et al. [162] propose a three-phase (initialization, regis-
tration, authentication) BC-based privacy-preserving scheme.
They analyze how a user independently creates identification
information and performs the registration of identity certifi-
cation through the blockchain.

Zhou and Zhao present EverSSDI [163], which uses
Ethereum to execute complex smart contracts, and an inter-
planetary file system to store users’ digital information.
The system performs authentication, authorization, and quick
recovery of SSI through smart contracts. The smart contract
contains digital data only, while the actual information is
encrypted and saved on the terminal in the file system, pre-
serving the blockchain space and reducing the transaction
cost.

Zhou et al. [164] propose a key distribution protocol
named BIBE to integrate identity-based encryption with
blockchain. Their total authentication technique involves two
steps: BIBE key issuing and mutual identity verification.
To begin, each party obtains its private key from the key gen-
eration center. Second, the key pairs perform mutual identity
verification of the nodes and build a secure communication
channel. As a result, data can be securely transmitted on both
sides of the link.

A prototype designed by Stockburger et al. [56] investi-
gates how a BC decentralized IDMS can use the SSI archi-
tecture to deliver high levels of security and transparency to
all stakeholders participating in public transportation ecosys-
tems. The suggested solution eliminates the need for numer-
ous travel cards (one for eachmode of transportation). It gives
people more choice over their identities when using interop-
erable ticketing systems across Europe.

The KYC procedure verifies the identification of a user and
assesses the possible implications of illicit intention to a busi-
ness [88]. KYC processes are resource-intensive, slow, and
intricate. To tackle this problem, Soltani et al. [165] propose
a KYC2 framework. KYC2 offers an identity management
framework in which the identification traits of banking clients
are kept on their mobile devices. Once a client’s identity has
been satisfactorily validated, banks participating in the KYC2
ecosystem can issue verifiable credentials to them.

Zhong et al. [166] propose an authentication and autho-
rization protocol for a smart power grid system using a
consortium blockchain. The system addresses the common
security threats to the BC authentication system for smart
grid networks by analyzing various threat models. Kaaniche
and Laurent [167] present a new BC-based infrastructure
for auditing data usage that protects users’ privacy while
maintaining continuing data availability. The authors employ
a hierarchical ID-based cryptography approach. A central

master authority distributes the process of generating
public/private keys to the many participating entities using
legitimate ID-based public elements.

Abbasi et al. [168] propose a concept of BC-based IDMS
named VeidBlock in the domain of software-defined net-
works. It is used for anonymous authentication and helps
security protocols retain their security and privacy. They
formed a small experimental setup and deployed all compo-
nents using docker and observed that the component initially
takes more time during the pre-execution process because it
creates key pairs, sends certificate requests, processes certifi-
cate responses, and performs initial authentication. For run-
time authentication, the component requires very little time.
The requester process consumes less computing power since
it simply sends the first message to the authenticator. The
remainder of the computer power is used by the component
requesting authentication.

In addition to academic research, Chari et al. [169] patent
a design scheme to provide the essential BC-based IDMS.
This design is based on the asset owners’ collaborative sup-
port to provide security and ZKP features. In this system,
one communicating party can ensure authenticity to another
party by following a particular protocol where both parties
do not need to share any extra information. The only fact
is here that two parities know by whom they are commu-
nicating. Madisetti and Bahga [170] patent their design that
focuses on the interoperability of the blockchain architecture
regarding identity and access management. Hyun et al. [171]
designed a BC-based secure identity authentication system.
Ebrahimi [172] patents a BC-based design that demonstrates
secure IDMS by certifying transactions among communi-
cating devices. This approach allows devices to transfer
relevant public-key and digital signatures. Through this,
the device could obtain data from communicating devices.
Table 8 presents a comparative summary of some notable
generic academic BC-based IMDS solutions.

V. ESSENTIAL COMPONENTS OF A DIGITAL IDMS ON
BLOCKCHAIN
To evaluate and protect the BC-based IDMS, we have identi-
fied five essential components: privacy, integrity, authentica-
tion, trust, and simplicity. Note that these five components are
closely connected and sometimes it is difficult to distinguish
them. However, dividing the BC-based IDMS into different
essential components helps us to organize the contents we
have provided here. Several academic studies have suggested
many essential components of BC-based IDMS solutions.
We have fine-grained those discussed components and out-
line five essential components of BC-based IDMS solutions
to achieve self-sovereign identity, and categorize each of the
reviewed articles based on their addressing of the outlined
components and sub-components of this paper. As shown
in Figure 13, the five essential components are authentica-
tion, integrity, privacy, trust, and simplicity. In this section,
we discuss each of the mentioned components along with
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FIGURE 13. Five essential components and their corresponding sub-components of a BC-based digital IDMS.

their corresponding sub-components that can ensure a secure
and robust BC-based IDMS solution.

A. AUTHENTICATION
Authentication is how a service provider verifies a user’s
identity before allowing access to the services. Based on the
credentials supplied during registration, the provider allows
the user to utilize the services. One of the major features of
blockchain is that it can be used as a provider of authentica-
tion. Blockchain performs authentication through smart con-
tracts that are designed and implemented on the blockchain.
The smart contract generator can be configured via the smart
contract authentication layer to initiate and then deploy on
top of the blockchain framework every time verification is
needed [13]. There are many reasons why blockchain will
be pivotal in digital identity authentication. Mainly because
it has no central authority, which allows us to store and
handle data without any centralized governance. Some of
the authentication components of a digital BC-based IDMS
are discussed below. In the following, we discuss some of
the commonly used authentication components in developing
BC-based IMDS.

1) SMART CONTRACTS
Smart Contracts (SCs) represent electronic contracts that
allow multiple anonymous parties to engage in an arrange-
ment. SCs are tamper-proof computer programs that are
hosted and implemented on a BC-based networkwhen certain
predefined conditions are met. The basic idea of SCs is visu-
ally presented in Figure 14. SCs are not controlled by any cen-
tral authority. When used in multi-party digital agreements,

SCs can reduce adversarial risk, boost efficiency, minimize
costs, and add new levels of transparency to operations.
The agreements make it easier to exchange currency, assets,
resources, or any commodity, and this is how transactions are
open, permanent, and identifiable. Solidity [173], a high-level
programming language, enables smart contracts that run on
the Ethereum virtual machine. Some of the significant SCs
supported by blockchain systems are Ethereum [174], Solana,
Cardano, and IBM’s Hyperledger Fabric [46].

FIGURE 14. Smart contracts between two parties without any third-party
involvement.

2) ZERO-KNOWLEDGE PROOFS (ZKPS)
Cryptography is one of the essential aspects of blockchain
technology. ZKP is a method of authentication and can
be defined as an interactive proof in cryptography. It is
a mathematical procedure for ensuring the validity of the
data without revealing the data itself. This permits a user to
prove that their specifics satisfy definite requirements without
exposing the actual user details. As shown in Figure 15, the
ZKP framework’s implementation is split into three phases.
A prover (one party) can prove to a verifier (another party)
that a statement about some secrete information is valid
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TABLE 8. A comparative summary of some of the notable generic BC-based IDMS solutions of academic literature (decentralized: DT, not mentioned: -).
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TABLE 8. (Continued.) A comparative summary of some of the notable generic BC-based IDMS solutions of academic literature (decentralized: DT, not
mentioned: -).
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TABLE 8. (Continued.) A comparative summary of some of the notable generic BC-based IDMS solutions of academic literature (decentralized: DT, not
mentioned: -).

without exposing anything other than the statement’s cred-
ibility [175]. The prover computes proof that contains its
statement in the Witness Phase. After that, the proof is sent to
the verifier. During the Challenge Phase, the verifier poses a
series of questions to the prover. The prover answers these
questions in the Response Phase, which the verifier might
use to approve or disapprove the generated proof [176].
A true ZKP must possess the following three fundamental
properties:
• Completeness – It means that an authentic prover will be
able to convince the verifier, given that the statement is
accurate.

• Soundness – It means that no deceitful prover can prove
the trustworthy verifier about the statement, except with
some insignificant probability, given that the statement
is fabricated.

• Zero-knowledge – It means that for an accurate state-
ment, the verifier will not get any additional information
other than the truthfulness of the statement.

3) PUBLIC KEY CRYPTOGRAPHY (PKC)
To encrypt and decrypt data, public and private PKC utilize
keys. The keys are just big numbers that are coupled but
asymmetric. The key can be shared with everybody. The
private key is stored secretly in the key pair. If a mes-
sage is encrypted with the private key, then it is decrypted
with the public of the sender at the receiver side and

vice versa. Blockchains make extensive use of asymmetric
cryptography. In contrast to symmetric cryptography, which
employs a shared key, asymmetric cryptography employs a
pair of private-public keys. Typically, the public key corre-
lates to the user’s public address on the blockchain, enabling
the user to sign a transaction with his private key so that every
other node on the blockchain can validate its legitimacy. The
critical public key infrastructure (PKI) manages public keys
and verifies that users and their keys are correctly mapped.
An asymmetric PKI system requires users to have access to
a public key and recipients to have access to a private key
in order to decrypt the information. In reality, there are two
approaches to public key infrastructure authentication [177].
In a centralized approach, the certificate is managed by a hier-
archically structured central certificate authority. On the other
hand, in decentralized authentication, users can select other
parties as trustworthy to sign their certificates. This social
trust process is called the PGP web of trust (WoT). PKI is
in charge of making online interactions safer by verifying the
identification of network endpoints and encrypting data flow
via the network’s communication channels. It accomplishes
this by encrypting and decrypting data using private and
public keys, which are supported by digital certificates. PKI
is based on digital certificates, which are generally issued by
a certificate authority, which is a trusted third party. To main-
tain a safe authentication process, they have the authority to
issue or revoke the certificate at any moment. This reliance
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FIGURE 15. The framework of zero-knowledge proof [176].

on a single trusted party causes a slew of issues. The first is
that the CAs are not subject to any kind of official oversight.
Second, the CA systems are well-known targets for hackers
because of their capacity to impersonate another user or a
website. An attacker has access to all of the data intended
for the recipient if a private key is compromised. Because
blockchain operates on tens of thousands of machines at the
same time, it eliminates the vulnerabilities associated with
traditional PKI systems.

4) ELLIPTIC CURVE CRYPTOGRAPHY (ECC)
ECC is a modern family of public-key cryptography systems.
ECC is based on elliptic curve theory that enables the gen-
eration of cryptographic keys that are quicker, smaller, and
more efficient. ECC cryptography is often seen as a natural
modern successor to the RSA cryptosystem, as it requires
fewer keys and signatures to achieve the same level of security
as RSA and enables swift key generation, key agreement,
and signatures. Several studies [9], [126], [163], [178] have
adopted this scheme for the authentication of digital identity
in their proposed BC-based IDMS.

5) BIOMETRIC AUTHENTICATION
Biometrics, including fingerprint, face, voice, and iris recog-
nition, ensures that the person starting a transaction is who
they say they are during the authorization stage. However,
keeping biometric data informationmight be an issue because
if the storage facility is penetrated, all biometric data is at
risk. Most of today’s secure biometric solutions for consumer
devices are incorporated into sensors and protected using
secure elements and trusted execution environment modules.
When a live biometric sample is presented, access to a private
key that may be used for authentication is granted by regis-
tering the public key attached to the biometric. It is then used
to validate a signature based on a basic challenge-response
authentication protocol [179].

6) MUTUAL AUTHENTICATION
Mutual authentication is a security procedure that requires
both the client (principal A) and the server (principal B) to
verify each other’s identities before actual communication
occurs. A connection may only be established in a mutual
authentication procedure if both principal A and B inter-
change, authenticate, and trust each other’s certificates.

7) SESSION KEY AGREEMENT BASED AUTHENTICATION
A session key is generated during authentication to
encrypt/decrypt subsequent confidential messages sent
between the user and the service provider after authentica-
tion [15]. Once the session key has been established between
communicating parties, a secured communication channel is
set up with mutual authentication protocol.

8) IDENTITY-BASED CRYPTOGRAPHY
Identity-Based Cryptography (IBC) was first proposed by
Adi Shamir [180]. The most notable feature of IBC is that a
user can establish a public key from a user’s personal identity
information, such as a phone number, and email address.
An entrusted third-party server can derive the associated pri-
vate key from the public key. Its advantage is that it eliminates
the requirement for digital certificates that link public keys
to the user’s identity. In Table 9, we present a summary of
all the reviewed articles applying smart contract, ZKP, PKC,
IBC, biometric, mutual, and session key agreement-based
authentication components. It is clearly shown that smart
contracts and PKC are mostly used for authentication.

B. INTEGRITY
A user has to provide some identity attribute to the third-
party during authentication. Public key cryptography can
be used to protect the integrity of specific user attributes.
It assures that a message is received in its original form
without alteration. Even though the data is dispersed over
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P2P networks, it is constantly validated and updated. Further-
more, the blockchain network has no single point of failure,
making it impossible for adversaries to compromise the data
set’s integrity. Some of the integrity components of a digital
BC-based IDMS are discussed below.

TABLE 9. A comparative summary of the authentication components in
the existing literature.

1) TRACEABILITY
Blockchain technology has emerged as a potential solution
for implementing traceability by creating an information
trail and providing data immutability and security. A times-
tamp is used in every transaction in a blockchain network.
The order of each transaction may be monitored using
this timestamp. It also protects the communication parties
against replay attacks from outsiders [186]. Blockchain tech-
nology makes use of smart contracts to ensure the trace-
ability of transactions. Some of the areas where the use
of blockchain traceability in terms of IDMS can be uti-
lized are supply-chain management, agriculture, food, and
manufacturing [187], [188].

2) IMMUTABILITY
The immutability of blockchain is its greatest distinguishing
feature. One of the primary values of blockchain technology
is the ability to create immutable ledgers. Any centralized
database is vulnerable to attack from adversaries, and they
require assistance from a third party to keep the database
secure. Every block carries a hash of the block before it.
From the initial (genesis) block to the present block, a chain
of blocks is created. Because all following blocks must be
regenerated, it is computationally impractical to change infor-
mation once it is in the chain.

In a blockchain network, when a transaction is completed,
the data associated with that transaction is added to the data
block. After the data has been added to the blockchain net-
work’s data block, it will not change anything. Before being
put in the data block, all transactions are validated using

the security policy. This mechanism facilitates protection
against different types of security attacks [148]. In Table 10,
we present a summary of all the reviewed articles address-
ing integrity components such as data immutability, and
traceability.

TABLE 10. A comparative summary of the integrity components in the
existing literature.

C. PRIVACY
Blockchain technology provides considerable privacy ben-
efits as a distributed database, including data integrity,
anonymity, traceability, manageability, transparency, porta-
bility, and network stability. Through anonymity, blockchain
encryption paired with the digital signature offers ‘‘Privacy
by Design.’’ The usage of private and public keys is a crucial
component of privacy in the blockchain. It uses symmetric
cryptography to protect transactions among users. Some of
the privacy components of a digital BC-based IDMS are
discussed below.

1) DATA MINIMIZATION
A data minimization option is one of the fundamental char-
acteristics of the BC-based system. It refers to reducing data
collection and utilization to the bare minimum required to
complete the job at hand. The needed data types for the
authentication of an organization vary depending on the
organization’s kinds [191]. The blockchain system aims to
provide or support minimal usage of data for authentication
purposes in IDMS solutions.

2) USER ANONYMITY
Anonymity provides the feature of hiding or masking the
identity of a user. In a BC-based IMDS, when a user wants
to make a transaction and other relevant tasks, it can be per-
formed anonymously. On the blockchain, anonymity refers
to whether or not a node’s identity is publicly visible. Users
are pseudonymous on public permission-less blockchains like
Bitcoin [37] and Ethereum [174] because they hide their
identity behind a pseudonym, the public wallet address. Users
on private permissioned blockchains like Hyperledger Fab-
ric [46] are generally familiar with one another. However,
this anonymity property is only applicable when user authen-
ticity is irrelevant to the communication party. In Table 11,
we present a summary of all the reviewed articles address-
ing privacy components such as user anonymity, and data
minimization.
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TABLE 11. A comparative summary of the privacy components in the
existing literature.

D. TRUST
Blockchain shifts trust from third-party organizations and
individuals to trust in a secured and distributed technology.
There is always a risk for each trustworthy partnership that
one party can breach another party’s security policy. Con-
cerning IDMS, the assessment of digital records, statements,
and certification requirements relies on the service provider’s
information or another dependent party’s correctness and
legitimacy. The service provider trusts the authenticity of a
digital identity [76]. To answer the question ‘‘why identity
management ties with blockchain?’’ blockchain identifica-
tion allows for a substantial distinction between authentica-
tion agents’ and authorizing agents’ roles, thus deteriorating
these agents’ likelihood of interference with the subject.

Bitcoin, and blockchains in general, operate under the
assumption that all nodes are equally untrustworthy and that
their weight in the collaborative decision-making process is
purely determined by their computational resources, com-
monly known as the proof of work consensus protocol [37].
Blockchain enables individuals to accumulate data on a cryp-
tographically secured blockchain rather than on servers with
vulnerability. To avoid the requirement for a central authority
to enable trust in a system, there must be some method that
establishes trust amongst the concerned parties, which can be
accomplished by distributed consensus among the involved
parties. A distributed consensus protocol ensures trust in the
blockchain [160]. Multiple nodes using a consensus mecha-
nism check the data’s authenticity. In the context of digital
Identities, this decentralization is desirable. Some of the trust
components of a digital BC-based IDMS are discussed below.

1) NON-REPUDIATION
Non-repudiation is an assurance that something can’t be
denied. The objective of the non-repudiation service is the
collection, maintenance, supply, and testing of an indiscrim-
inate proof of communications from the sender to the recip-
ient. In a blockchain, there are two sides to non-repudiation:
first, the information that has been transferred cannot be
disputed, for example, a message that A sent to B, thus A
cannot deny the behavior. The other is that it is impossible
to deny the information recipient. Likewise, A delivered a
message to B, but B cannot assert that this message was not
received. Digital signatures in blockchain systems employ

asymmetric encryption techniques which are typical of ellip-
tical curve equations [43] to ensure that information is not
repudiated [192].

2) CONSENSUS ALGORITHMS
Consensus mechanisms are a key element for negotiation
and agreement management. The consensus mechanism in
blockchain technology allows all nodes to coordinate in the
same DL and achieve consistency. It verifies the validity of
the blocks and their corresponding transactions. Essentially,
the consensus mechanism ensures that each new block added
to the blockchain represents the final, agreed-upon version
of the truth. Whenever a transaction is completed, it must
be validated by individuals known as miners. Generally, all
miners run a full node to validate and relay blockchain trans-
actions effectively. Because both miners and non-miners use
running nodes to validate and relay, they are all involved
in the consensus process. Some of the familiar consensus
mechanisms are Proof of Work (PoW), Proof of Stake (PoS),
Delegated Proof of Stake (DPoS), and Practical Byzantine
Fault Tolerance (PBFT). We discuss them below.

a: PROOF-OF-WORK (POW)
The consensus mechanism, in this case, requires peers in
the network to attempt to solve a computationally costly
and complex mathematical challenge. Each peer in the sys-
tem contributes computational and processing power to the
solution of the mathematical problem. The peer who solves
the problem first wins the block race and then mines a new
block. After a block has been broadcast to the network, each
peer confirms the solution and adds it to his blockchain.
The likelihood of winning is proportional to the participants’
processing capacity [193]. In the PoW mechanism, miners
who create and operate nodes must exert a certain amount
of work to verify a transaction against other miners and get a
reward. The fundamental characteristic of the PoW consensus
mechanism is that it is difficult to identify a solution to a
complicated mathematical problem but incredibly easy to
verify. As a result, once a hash is generated, it can be quickly
confirmed, and the consensus is obtained rapidly [194]. The
fundamental characteristic of the PoW algorithm is that it is
difficult to identify a solution to a complicated mathematical
problem but incredibly easy to verify. As a result, once a hash
is generated, it can be quickly confirmed, and the consensus
is obtained rapidly. Nevertheless, PoW is a computationally
intensive technique that consumes a large amount of elec-
tricity since all mining nodes try to solve the complicated
problem. However, only one node can mine a block.

b: PROOF-OF-STAKE (POS)
In the PoS consensus mechanism, arbitrary winners are cho-
sen from the miners based on the number of tokens held by
them. It improves the efficiency of blockchain networks by
removing the energy-intensive computational mining process
associated with PoW protocols. It employs a pseudo-random
selection process to choose a node to serve as the validator
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for the next block. It depends on several parameters such as
the coin-age selection, the randomization procedure, and the
node’s wealth. In the PoS algorithm, a user’s mining power is
defined by the total number of coins he possesses. Each new
block is preceded by an auction to determine the prospective
miner. Users submit bids on the block, and the highest bidder
is chosen as a miner. Thus, in contrast to PoW, the hashing
power is substituted by the user’s total asset holdings. The
more coins an individual possesses, the more likely he is to
win the block race.

c: DELEGATED PROOF-OF-STAKE (DPOS)
DPoS is a democratic expansion of PoS, where all token
owners select a group of delegates to perform the validation
of a transaction. With DPoS blockchain consensus methods,
coin holders elect delegates, or witnesses, using their coin
balances. Once elected, these delegates have the authority to
make critical network-wide decisions. For example, elected
delegates can establish protocol rules and verify transactions.
The delegates must agree on which transactions to reject and
which to authorize. Cyberwealth determines voting power.
Those who possess more coins or tokens will exert a more
significant influence on the network than those who possess
fewer.

d: PRACTICAL BYZANTINE FAULT TOLERANCE (PBFT)
PBFT consensus mechanism is a technique to attain the
consensus set for the blockchain for a distributed network
even if certain nodes are malevolent [195]. PBFT is largely
intended to offer Byzantine state machine replication tolerant
of malevolent nodes in the system (Byzantine faults) that fail
or broadcast inaccurate information to their peer nodes [194].
To avoid spoofing, replay attacks, and identifying damaged
communications, PBFT employs encrypted messages [196].
Without doing difficult mathematical computations, PBFT
can reach distributed consensus. The approach is intended for
use in asynchronous systems. It is optimized to assure excel-
lent speed and fast execution time, although with a minor
delay. The PBFT model’s nodes are all organized sequen-
tially. One of them is considered the main node (the leader),
whereas the rest are known as backup nodes. All nodes in
the system communicate with each other. The purpose of all
honest nodes is to reach an agreement on the system’s state
based on the majority’s opinion.

Some other consensus protocols are Proof of Capacity
(PoC), Proof of Authority (PoA), Quorum-Chain, Plenum.
PoC is a consensus technique that assures a party has set
aside a specified amount of storage space for a specific
purpose. The main advantage of a PoC system over PoW
and PoS systems is its efficiency. PoA is a reputation-
based consensus method that provides a realistic and effi-
cient solution for blockchain networks, particularly private
blockchain networks. Though each can incorporate differ-
ent blockchain systems, not all can be incorporated into
every blockchain technology. In Table 12, we present a sum-
mary of all the reviewed articles addressing trust components

such as non-repudiation, and various consensus protocols
such as proof of work (PoW), practical byzantine fault tol-
erance (PBFT), proof of stake (PoS), and several others.

TABLE 12. A comparative summary of the trust components in the
existing literature.

E. SIMPLICITY
Automating processes for issuing digital identities to users
increases the system’s efficacy and reduces time and man-
ual efforts. Integration of blockchain technology for IDMS
solutions can result in the simplification of digital identity
management for all stakeholders. Holders of BC-based digital
identities can reap the benefits of this simplicity by moving
away from centralized data administration. IdPs can benefit
from the increased simplicity due to the automation of proce-
dures for issuing BC-based digital identities to users, which
can significantly decrease the time and manual effort neces-
sary to issue identities. The benefits of BC-based SSI man-
agement for identity verifiers include a more cost-effective
and simplified client onboarding and data verification pro-
cess. Components such as better scalability, interoperability,
minimized cost, and lower energy consumption of the mining
process of blockchain technology can increase the simplicity
of the BC-based SSI solutions [3], [158].

1) SCALABILITY
Scalability can be defined as the capacity to safeguard a
large volume of transactions, an increasing number of nodes,
or information without jeopardizing network synchroniza-
tion, security, usability, or integrity of the data. For the
BC-based IDMS solution to become a global framework
for digital identity management, the underlying blockchain
platform must execute millions of transactions per second,
even if claim issuing and some portions of the verifica-
tion algorithm are performed off-chain. The scalability issue
must be addressed before blockchain can be used in any
business environment. Due to the modest processing rates
of transactions, the need for massive storage space, and a
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significant amount of computational power, many public
blockchain platforms lack scalability regarding significant
numbers of clients and the intensity of transactions [200].
In many real-world business settings, scalability is the most
significant barrier to using public blockchains. This explains
why computationally costly consensus processes are used in
many blockchain-based systems. As the number of nodes
increases, the number of transactions increases too; hence
more transactions participate in the consensus process. This
will inevitably affect the transactions’ throughput, latency,
and computational energy consumption [201]. However, pri-
vate blockchains provide adequate scalability regarding a
larger number of clients and transaction volumes. Private
blockchains aremore suited to standard enterprise application
settings than public blockchains [202].

2) INTEROPERABILITY
The phrase blockchain interoperability means that informa-
tion may be seen and accessed across different blockchain
platforms. It is simple to understand why blockchain interop-
erability is not merely desirable, but vital in a world where
companies are more dependent on cooperation and connec-
tion [29]. To achieve interoperability regarding the verifi-
cation of identities, the BC-based IDMS solutions should
be capable of managing user attributes, data sources, and
policies from heterogeneous sources [203]. Cross-chain tech-
nology is about building blockchain communication through
interoperable blockchain development and implementation.
As the developers are looking to speed up blockchain main-
stream adoption, the number of blockchain interoperability
initiatives is increasing with the integration of projects like
cosmos and Polkadot.

3) COMPUTATIONAL AND STORAGE COST
Galvin Wood [174] defines a computational cost as the total
cost associatedwith completing a blockchain transaction. The
blockchain community views the computational cost as a
critical breakthrough. This has a favorable effect on the PoW
and PoS consensus protocols, resulting in a more transparent
and efficient mining system [204]. Miners in a blockchain
system bear the brunt of growing storage costs, which are
generally not adequately balanced by the transaction costs
of users. Inadequate storage costs are mostly the result of
negative externalities and unjust delay-based pricing [205].

4) ENERGY CONSUMPTION
One of the primary concerns with blockchains is that they
require an extravagant amount of energy, mostly during the
mining process [206]. Consensus mechanisms such as proof-
of-work (PoW) and proof-of-stake are inefficient in terms of
energy use. Due to the competitive nature of miners for build-
ing blocks by solving complicated mathematical puzzles,
PoW is known for requiring a significant amount of electrical
energy. To ward off malicious attackers, PoW chains rely
on network resource consumption. The blockchain is a P2P
method, which means that no intermediaries are involved in

the transaction, and it requires a massive number of hash
calculations to achieve the best outcomes. In general, it is
seen that a significant quantity of energy is wasted during
the blockchain process, this energy being in the form of
electricity, which degrades the performance. Thus, in order
to improve the performance of blockchain, energy loss must
be minimized [207]. In Table 13, we present a comparative
summary of the addressed simplicity component of all the
reviewed articles. In the next section, we provide a security
analysis of the proposed academic BC-based IMDS solutions
in terms of various attack types and their addressing in the
literature.

TABLE 13. A comparative summary of the simplicity components in the
existing literature.

VI. SECURITY ANALYSIS OF THE REVIEWED BC-BASED
IDMS IN ACADEMIC LITERATURE
Even though the attributes of blockchain technology may
provide us with more dependable and efficient services in
terms of digital identity management, the security risks and
obstacles that lie behind this novel approach are also essen-
tial topics that we must address. The blockchain network is
usually regarded as safe and scalable, however, the amount
of hash processing power that supports the blockchain is
directly proportionate to its security level. The more miners
participate in the mining process, the more difficult it is for an
attacker to attack the blockchain [208]. Thus, security is crit-
ical for potential consumers to accept blockchain technolo-
gies. As blockchain is expanding beyond cryptocurrencies
and smart contracts, it is continuously integrating the internet
of things, the electronic healthcare sector, vehicular ad-hoc
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FIGURE 16. Illustration of a 51% attack on a blockchain network.

networks, and cloud computing domains under its appli-
cation. These large-scale systems store sensitive data and
user information. A potential vulnerability in the blockchain
system could result in unexpected attacks, jeopardizing the
system’s overall security and privacy. Hence, it is essential to
conduct a systematic investigation of the adversarial methods
that could harm the users of those fields. Saad et al. [193] in
their survey discuss various attacks (e.g. network attacks and
application attacks) that might cause harm to the blockchain
network in general. In this section, we analyze several types
of network security threats on the blockchain network and
classify each evaluated paper based on the attacks addressed
in their BC-based IDMS approach. To the best of our knowl-
edge, this is the first survey that performs a security analysis
of the proposed BC-based IDMS solutions in the academic
literature by discussing various attack mechanisms.

A. 51% ATTACK
A 51% attack, also known as a majority attack, happens when
a single malicious user or group gets control of more than
50%of the hashing power on a PoW-based blockchain, poten-
tially causing network disruption. Typically, this is accom-
plished by renting mining hash power from a third party.
Successful attackers obtain the power to prevent new transac-
tions from being completed and to reorder new transactions.
It also enables unscrupulous agents to effectively rewrite
sections of the blockchain and reverse their transactions,
resulting in a problem known as double-spending. Using this
approach, an attacker can produce blocks quicker than the
other nodes on the network. The attacker may spend funds
on the network being constructed by honest miners but not be
included in the private blockchain, as shown in Figure 16. The
attacker can then broadcast the private blockchain and finish
the transaction [208]. The more confirmations a transaction
receives, the more difficult it becomes to break, as the number
of new blocks mined to bring the network to its current
state grows more significant and intensive. As a blockchain

network grows and adds more mining nodes, the likelihood of
a 51% attack decreases. This is because the cost of launching
a 51% attack increases in lockstep with the network hash rate
(i.e., the amount of computational power committed to the
network). In essence, the larger the network and the more
nodes that are a part of it, the more hash power is required to
control more than 50% of it. In [190], the authors discuss the
51% attack and introduced a trust-authority node in the pro-
posed architecture. It is primarily designed to prevent mali-
cious voting with a greater degree of voting authorization.

B. MAN IN THE MIDDLE ATTACK (MITM)
In aMITM attack, the attacker often a third party, maliciously
takes control of the communication channel so that the mes-
sage is intercepted, read, and manipulated without any sus-
picion by either communicating side [52]. Cryptocurrencies
like bitcoin employ DL of transactions to move and store
funds. Each bitcoin transaction is sent to a blockchain address
secured with a pair of encryption keys. An open-ended public
key allows all parties to send funds to the address, while a
hidden private key allows the address owner to transfer the
cash to others. In a MITM attack, a malicious actor breaches
communication between two parties and steals or tampers
the information they share through bitcoin or a digital wallet.
Numerous researches has been conducted and addressed this
attack type in their BC-based digital identity and authen-
tication management process [15], [19], [20], [116], [129],
[138], [151], [153], [156]. Xu et al. [129] integrate nonce, a
random number with the blockchain address of the recipient
during the authentication request step. During the authenti-
cation response step, that nonce is decrypted and matched
to prevent the MITM attack. Odelu [153] incorporates per-
sonal biometrics and a fuzzy extractor for user registration in
the proposed system. Upon receiving the response from the
authentication server, the user utilizes his secret credentials
to confirm the authentication server, thus resisting the MITM
attack.
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C. IMPERSONATION ATTACK
An attack by impersonation is a type of deception in which
attackers present themselves as a recognized or trusted indi-
vidual to deceive an employee to transfer money to a fake
account and share sensitive information. Three types of
attacks are used in impersonation: passive, active, and simul-
taneous [209]. Strong identification and authorization scheme
are needed to resist this attack in blockchain and several
studies have addressed this attack in their proposed system
[7], [10], [15], [20], [126], [138], [153], [156], [158], [178].
Ao et al. [156] utilize IBC and elliptic curve discrete log-
arithm problem techniques and formulated a mathematical
structure that prevents the impersonation attack. In another
paper, Hong and Kim [158] integrate a random secret code
along with each authentication request to resist the imperson-
ation attack. Xiang et al. [15] integrate mutual authentication
and session key agreement process and mathematically for-
mulate an authentication scheme that prevents impersonation
attacks.

FIGURE 17. Illustration of a Sybil attack on a network.

D. REPLAY ATTACK
It is an active attack method. An attacker logs the com-
munication session and resends an entire session or por-
tion of the session to the authentication server to trick the
authentication server. A replay attack is one of the most
frequent blockchain vulnerabilities. Replay attacks are pos-
sible because the blockchain of a particular cryptocurrency
might undergo changes that result in hard forks or chain
bifurcations. When a hard fork occurs, the protocol and
ledger are separated, and two larger books are generated
that are regulated by two distinct protocols. As a result,
the blockchain is partitioned into two instances: one that
runs the inherited version of the software and another that
runs the upgraded version. Several studies e.g., [7], [15], [19],
[20], [116], [126], [129], [150], [156], [210] have addressed
this replay attack for resistance in their proposed BC-based
IDMS solution. Ao et al. [156] devise a system where the
challenge number and the private key are random in each

authentication process. Therefore, the message signatures
and authentication information are different each time, pre-
venting replay attacks. Lansky et al. [126] formulate a system
where the cryptographic keys are a factor of the timestamp at
a specific time t1. The eavesdropped message cannot be used
at any later time t2, hence preventing the replay attack in the
system.

E. SYBIL ATTACK
Sybil attack [211] refers to amalicious nodewith several valid
IDs. In this attack, a hostile peer can establish several false
identities to defraud the system in order to violate its mech-
anism of confidence and redundancy. Through this attack,
the attackers block users’ transactions, unsettling the mutual
network connection, and track transactions of all the users
through scripts and software. This type of attack is likely to
occur on blockchain networks such as Ethereum, bitcoin cash,
and dash. In this respect, however, every network is unique.
By using user validation, a chain of trust mechanism, and
building consensus protocols that imply an increased cost per
identity this attack can be resisted in a blockchain [17], [19],
[161], [166], [210], [212]. Many blockchains employ various
consensus methods, including PoW, PoS, and DPoS, to pre-
vent Sybil attacks [166]. However, these consensus methods
do not prevent Sybil attacks, they only prohibit an attacker
from executing the Sybil attack effectively. Figure 17 depicts
that many Sybil nodes surround a single node and prevent
this node from connecting to the network’s honest nodes
or its peers. In this way, an attacker could try to prevent
the transmission or receiving of information to the network.
Each organization and role owner in the system proposed by
[212] has a unique identity and key pair. In the blockchain,
both entities are recognized by the transaction signed with
their private keys. Thus, an adversary cannot utilize a false
identity. Zhong et al. [166] propose a protocol where each
entity is limited to a single public key as its identity and a
single secret key linked with the public key. Furthermore,
the system can validate the public key associated with a
username, preventing any attacker from using a counterfeit
public key and blocking Sybil attacks.

F. FORGERY ATTACK
After acquiring the identities of a user and the service
provider, an attacker can forge himself as a legitimate ser-
vice provider. An attacker forges the information of proof
to deceive the third-party auditor [7]. There are multiple
types of forgery attacks possible in cryptography such as
cross-site scripting forgery [158], digital signature forgery,
etc. Tang et al. [13] in their study have provided the resis-
tance mechanism of forgery attacks through user sign sig-
natures and authority sign signatures. Several studies [7],
[139], [158], [213] have proposed the resistance mechanism
of forgery attacks in BC-based IDMS. Zhiji Li [213] adopts
the aggregate signature method to prevent forgery attacks in
the system.
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G. REPLACEMENT ATTACK
An attacker tries to pass the data integrity check. It does
so, by changing the challenged signature and block with an
unchallenged and unaffected block and signature. Articles
[7] and [19] formulate several mathematical theorems using
cryptographic techniques and incorporate random numbers
to resist the replacement attacks in the BC-based IDMS in
WSNs and cloud storage.

H. COLLUSION ATTACK
In a collision attack, an adversary benefits at the cost of
other participating nodes. This is an attack where the node
deliberately has a hidden agreement with an attacker, or that
node is compromised by an attacker having a high knowledge
of the transaction, aggregation, and consensus algorithm,
as shown in Figure 18. The adversary with high knowledge
of the system attacks through the compromised node or nodes
by exploiting false data injection. Several studies [13], [116],
[190] have proposed different solutions for resisting this type
of attack in blockchain in the field of healthcare, IoT, and
cloud storage. Tang et al. [13] incorporate an identity-based
signature method with multiple authorities to resist the collu-
sion attack. Zhu et al. [190] introduced a trust-authority node
with the power to refusal of illegal documents to prevent a
collusion attack.

FIGURE 18. Illustration of a collision attack on a network.

I. DOS/DDOS ATTACK
Generally, blockchains are appealing to Denial-of-Service
(DoS) or Distributed Denial-of-Service (DDoS) attacks. The
risk of a DoS attack on the consortium nodes is an issue for
an Ethereum consortium chain. A single source or numerous
sources to magnify the effect can launch such an attack [214].
Many BC-based IDMS studies [9], [10], [16], [17], [20],
[151], [166] have suggested various mechanisms to resist
this attack against the blockchain-enabled system for iden-
tity management. In [20], the authors restrict the block size
where most of the group signature checks for the transaction
input. [166] relies on the inherent decentralized structure of

blockchain, such as Ethereum, and its higher transaction cost
to prevent DoS attacks.

J. OTHER ATTACK TYPES
Apart from the attack types discussed above, other attack
types exist that also cause harm to the BC-based IDMS. One
of them is phishing, which is a kind of cryptocurrency fraud in
which victims are deceived into disclosing their user identity
credentials, private keys, or sensitive personal information
[215]. Spoofing attack can be considered as a subset of phish-
ing where the adversary may attempt to spoof a legitimate
user’s role in order to get access to the user’s identity cre-
dentials [212]. A malicious third-party auditor can fabricate
public audit results for the public cloud storage system [7].
Offline password-guessing tries to recover passwords from
the password (hashed) storage file of a target system. While
hashes of the passwords cannot be reversed, an adversary can
run the hash algorithm forward many times. The adversary
can generate possible passwords and match the output to the
desired hash to deduce the original password [216].

In Table 14, we provide a comparative summary of the pro-
posed academic BC-based IDMS solutions resistance against
the abovementioned attack scenarios. In the next section,
we provide a detailed discussion about various issues and
challenges associated with implementing BC-based IDMS
solutions and provide future research directions based on the
discussion.

VII. DISCUSSION AND FUTURE RESEARCH DIRECTIONS
While BC-based digital identity management has been exten-
sively researched and acknowledged in various areas such as
IoT, WSN, cloud computing, medical healthcare, etc., there
still exists a plethora of constraints and challenges. Undoubt-
edly, BC-based IDMS eliminates unwanted information
exposure to third parties and offers numerous beneficial prop-
erties such as interoperability, immutability, transparency,
portability, and secure timestamping that can be used to estab-
lish trust. Though identity management has been intensively
investigated and implemented in practice, it continues to face
various constraints and issues. While blockchain technol-
ogy has the potential to alleviate some of these constraints,
there are still several challenges, implications, and issues that
require further investigation. More significantly, blockchains
and the associated fundamental components discussed in
this paper can improve data integrity, privacy, authentica-
tion, trust, and simplicity. However, they do not resolve all
issues, and a thorough analysis of the security risks and
challenges associated with blockchain adoption is necessary.
As blockchain is a relatively new technology, it has many
limitations yet to overcome. Some issues, challenges, impli-
cations, and future research directions are discussed in this
section.

A. SCALABILITY
Scalability refers to the blockchain’s ability to operate with-
out experiencing slow processing times, system bloat, or lags,
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even on a vast network [194]. A blockchain network’s data
blocks need to store a backup of the transaction data to pro-
vide performance efficiency and transparency. As a result, the
size and the number of blocks increase gradually concerning
the number of transactions. This is a complex task to support
the increasing number of transactions and at the same time
provide the optimum performance for the communication
parties. There are always some scopes of research to design
effective load-balancing techniques and scalability. Any ideal
blockchain network aims to provide data availability and
transparency by implementing proper data storage expanding
capability. In the initial phase of blockchain network devel-
opment, the blockchain architecture was designed using a
single-chain network. In a single-chain network, processing
power entirely depends on a lone node. Resource process-
ing by a single node is infeasible for the growing nature
of data transfer in a blockchain network. In recent times,
some parallel chain and cross-chain architectures [217], [218]
have been used to content with the limitation of the single-
chain network. Side-chain technology improves scalability
and data transparency, but some concerns are raised regard-
ing the security of using a side-chain network. There is a
research scope to design a better solution using a side- chain
blockchain network. By design, a BC-based IDMS solution is
distributed, decentralized, and fault-tolerant, hence, lowering
the cost of deployment and maintenance. However, scalabil-
ity appears to be the primary barrier to public blockchain
adoption. Numerous unique solutions for IDMS utilizing
blockchain technology are now either frameworks, proto-
types, or schemes with the promise of scalability in future
research. Scalability and optimization are critical for the
widespread adoption of distributed IDMS. Gao et al. in their
study [162] address this scalability problem in BC-based
identity authentication. Liu et al. [219] optimize the scalabil-
ity of blockchain-based industrial IoT via deep reinforcement
learning.

B. EXCLUSION OF INTERMEDIARIES
Each BC-based IDMS provides a decentralized solution that
circumvents the control of the centralized authorities. How-
ever, the majority of these decentralized and distributed solu-
tions still rely on a central server or intermediary to store
the user data and for key revocation. Removal of certifi-
cate authority in its entirety may jeopardize various identity
management functions, for and lookup services, which is
also stated in [33]. Permissionless blockchain ecosystems,
like bitcoin, do indeed eliminate the need for intermedi-
aries in processes such as auditing. However, several sec-
tors, like national registrations, voting systems, and trade
platforms, will almost certainly remain dependent on third
parties. While blockchain technology has the potential to sig-
nificantly diminish the function of these intermediaries and
alter the trust relationships that were previously required, it is
unlikely that they will ever be entirely eliminated. Blockchain
technology can even assist its users in minimizing their trust
in intermediaries in a variety of ways. In [220], Tseng and

Shang discuss the sustainable management of the function-
alities of the intermediaries in diverse areas such as IDMS,
supply chain, and agriculture. Tan et al. [221] discuss the
concept of disintermediation of intermediaries in BC-based
business models. In a fully BC-based user-controlled system
without any intermediary, improper identity management by
users can have an adverse impact on the validity and data flow
in the infrastructure.

C. LEAKAGE OF PERSONAL DATA
When a user provides personal data to a relying party, the
relying party may share the data with third parties outside
the IDMS context. This is a severe issue for any IDMS that
shares personal user data. This can be reduced by minimizing
the data disclosure. For instance, ZKPs are used by many
researchers [77], [148] to share sensitive data with reliant
parties that contain only the bare minimum information. Sep-
arately, systems that keep less data on the chain may be more
privacy-preserving in general, however, this is dependent on
the specific architecture employed and the type of stored
data such as plain-text, encrypted, references to external
repositories, and hashes [51]. Kumar et al. [184] suggested
using double encryption of encrypted biometric facial image
features using an elliptic encryption curve. Methods such as
ZKP and Proxy Re-Encryption utilized in [138], [150] to
preserve the privacy attributes of a user can also be used in
IDMS architecture.

D. IDENTITY REVOCATION
A blockchain is immutable in its functionalities. So, what if
a user needs to change or delete something about his or her
identity? The term ‘‘revocation’’ refers to the act of deleting
or modifying a credential. Identity revocation is one of the
difficult challenges to resolve in SSI systems since no cen-
tral server can simply revoke users’ cryptographic keys. The
market-offered solutions discussed in this study do not store
anonymous credentials or cryptographic keys. The systems
depend on the user to secure the data on his or her smartphone
or computer. Nevertheless, this technique, which depends
on users to safeguard credentials, entails unavoidable risks,
in terms of non-technical users [86]. The existing on-device
solution utilized in some of these systems is not persistent in
the event of device failure or loss. For instance, BlockStack
and ShoCard do not have any end-user keymanagement func-
tionality. While Sovrin and uPort have advanced the concept
of key recovery, their work is still ongoing. However, in aca-
demic literature, several studies [40], [77], [117], [128], [197]
have explored this identity and certificate revocation task in
many areas such as mobile networks, IoT, and healthcare
systems. The use of multiple blockchains in a single network,
as proposed by Maldonado-Ruiz et al. [178], can also be
another direction for future research. Developing a secure,
cost-effective, and functioning IDMS is not a straightforward
task. To promote SSI, new, effective, and well-analyzed solu-
tions are required.
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TABLE 14. A comparative summary of all the reviewed academic BC-based IDMS solutions that addressed common attack types in the blockchain,
( - addressed, x - not addressed).
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E. KEY LEAKAGE
Public and private cryptographic keys are intended to ensure
that the blockchain system maintains a certain level of pri-
vacy. If someone loses the private key, it is nearly impossible
or ineffective to regenerate a new key and digital identity.
Proper key management in the context of SSI is critical to
its widespread adoption, which is also stated in [30]. Users
maintain pseudonymous privacy throughout the transaction
procedure. However, assuring transactional privacy is diffi-
cult because all the information related to a transaction is
exposed to everyone which can enable adversaries to access
a user’s information by connecting with many transactions
concurrently. Brengel and Rossow [222], in their study about
key leakage, identified two types of leakage, explicit and
implicit, that occur on open source platforms, and the wrong
usage of cryptographic primitives by users, respectively, and
discussed possible solutions. In [223], Feng et al. suggest key
management through a multi-party signing protocol, which
can also be a future research direction.

F. OVERLOOKING THE CONDITIONAL TRACEABILITY,
ACCOUNTABILITY, AND CONTROL FEATURES
Generally, present efforts overlook the importance of user
access control, accountability, and conditional traceability.
Privacy protection enables users to make payments without
being identified by non-participants, enabling the blockchain
to be used for diverse criminal activities. As a result, it is
vital to divulge the true identity of malicious nodes in
some instances. Unlike centralized design, permissionless
blockchains, on the other hand, lack a powerful and trusted
third party that can provide private insurancewhile also acting
as an arbitral authority [224]. The decentralized architecture
increases the opportunities of adversaries andways to commit
misbehavior, making it more difficult to resolve the balance
between privacy and responsibility. Nonetheless, previous
works seldom address the aforementioned topics.

G. SPEED AND ENERGY CONSUMPTION ISSUE OF
CONSENSUS PROTOCOL
The consensus techniques used for trust, and validation affect
the speed and computing power necessary to scale and sus-
tain service-level agreements among communicating parties.
Before transactions can be accepted, all nodes on the chain
must reach a consensus. The number of messages necessary
to obtain consensus regarding a single decision increase rad-
ically and eventually slows down the network. That’s why a
good consensus protocol is needed to establish an efficient
and flexible BC-based IDMS that will generate sufficient
trust in the validity of the identity and does this quickly
without slowing down the network. Our study demonstrates
that most of the existing IDMS solutions in academic liter-
ature utilize the PoW, PoS, and PBFT consensus protocols,
see Table 12; however, it is important to develop an energy-
efficient and robust consensusmechanism that may be used in
place of PoW, PBFT, and PoS. PoW is extremely inefficient

in terms of energy consumption. Additionally, PoW creates
a race condition in Blockchains, where miners engage for
block rewards [225]. Eventually, the race condition facilitates
various attacks such as selfish mining, double spending, and
51% attacks. To solve energy inefficiencies and eliminate
race conditions, PoS has been recommended as a block min-
ing protocol that utilizes an auction process. However, PoS
can result in network centralization and systemic unfairness.
While PBFT is a viable alternative to PoW and PoS, it has
some significant drawbacks. Due to the low fault tolerance
of PBFT-based blockchains, they are particularly suscepti-
ble to Sybil attacks. If an attacker places Sybil nodes in a
third of the system, they can eventually block the blockchain
from reaching consensus. Additionally, private blockchains
based on PBFTs have a high message complexity and suf-
fer from limited scalability. As a result, the network never
exceeds a few hundred nodes in size. Knowing the attack
surface of consensus protocols enables the construction of
a meta-consensus procedure that results in hybrid consen-
sus [193]. The hybrid consensus process enables the network
designer to swap consensus protocols while balancing risks
and other considerations such as service quality. Addition-
ally, academics are continuously striving to strengthen and
optimize the blockchain system’s consensus processes, such
as proof of entitlement, proof of activity [226], proof of
reputation [227], and proof of authorization [38].

H. OVER UTILIZATION OF ETHEREUM BLOCKCHAIN TYPE
The majority of the academic BC-based IDMS propos-
als used the permissionless Ethereum blockchain. Sys-
tems that rely only on the public permissionless Ethereum
network are subject to the long-term availability of the
Ethereum blockchain. Bitcoin is no longer a viable method
for large-scale IDMS solutions due to its heavy network
load. As Ethereum’s network traffic grows, it, too, may face
a similar destiny over the next couple of years. On the
other hand, a blockchain-agnostic-based IDMS solution will
remain unaffected and shows efficient scalability in diverse
areas [129].

VIII. CONCLUSION
Blockchain is still a relatively new tamper-resistant technol-
ogy. Although it has enormous potential to affect our social
life through a wide range of applications, it has already
proved its significance in the digital identity management
system. The blockchain architecture provides decentraliza-
tion, data integrity, scalable storage, smart contracts service,
transparency, trustworthiness, traceability, immutability, and
many other features essential in a particular application like
identitymanagement. The notion of BC-based SSI is an exhil-
arating prospect. This research focuses on analyzing recent
cutting-edge developments in the field of BC-based IDMS
to provide users with SSI. In this paper, we have provided a
comprehensive review of BC-based IDMS solutions. We then
outlined and discussed the essential components that an effec-
tive BC-based IDMS should ensure. We reviewed sixty-three
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significant academic research related to BC-based IDMS,
mentioning their strengths and weaknesses by analyzing their
utilized methodologies, tools, technologies, and the underly-
ing security of the architectures. Since BC-based IDMSs are
also generatingmuch buzz in the commercial market, we have
also reviewed and provided a comparative summary of some
of the notable market offerings in BC-based IDMS solutions.
This paper will help researchers who want to obtain a core
idea about the blockchain network, the path to decentralized
identity, and the components needed for a robust BC-based
digital IDMS solution.

There are always some research challenges and scope
to improve the previous implementation by introducing a
new scalable network policy, maintaining a chained network,
transaction cost, proper selection of consensus protocol,
developing standards for blockchain architecture, analyzing
security threats, and many other aspects. The majority of
retrieved studies on BC-based IDMS use cases are con-
ceptual rather than empirical, for instance, security analy-
sis of the proposed BC-based IMDSs. However, we have
found that most of the papers did not perform a practi-
cally adequate security analysis of their proposed system but
instead performed a conceptual analysis. Empirical research
on blockchains is relatively uncommon, primarily justified
by the technology’s freshness. While conceptual efforts are
critical, more convenient research on BC-based IDMS should
be done on an empirical basis. Although blockchain gives up
some control of disputes, it will make a better and brighter
future for everyone if users can use the ethos behind the
advantages of blockchain technology.
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