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ABSTRACT The twenty first century has witnessed an enormous rise in data produced per person and it
has also witnessed newer and advanced forms of digital attacks and instinctively, witnessed a rise in the
need for data protection. However, the essential assets are still physical and needs to be protected. Usually
vaults, lockers, safes and so on and used for the safe keeping of the physical assets. However, studies have
shown they are vulnerable to various attacks. This paper proposes a novel and robust physical lock for
safekeeping of physical assets called Loki. A Physical Security key is used to authenticate the lock and
it uses a cloud-server architecture. It employs best cloud security practices, proper use of cryptography and
trusted computing to mitigate all common risks. The cloud architecture runs a Virtual Machine (VM) to
securely authenticate using Fast IDentity Online (FIDO2) specifications. The physical authenticator data is
stored in the cloud for security and only accessed when an unlock is requested. The cloud allows web-based
physical key management for adding more keys or removing keys. The whole system has been implemented
in a Internet of Things (IoT) scenario.

INDEX TERMS Physical security key, fast IDentity online, FIDO, FIDO2, IoT lock, smart lock.

I. INTRODUCTION
Physical assets like currency, jewellery, or important doc-
uments are some of the most valuable things we need to
protect from being stolen or tampered with. With the advent
of modern technology, it has been seen that protecting data
is extremely important [1], [2], [3]. However, data is not
the only asset we have – we have physical assets to be
protected. There have been various types of locks and vaults,
like numeric, biometric [4], password protected and so on.
However, the use of sophisticated locks becomes complicated
and insecure for daily use. Moreover, the older generation is
not so accustomed to technology to usemodern-day locks like
the pin or password-based ones. Most locks have one or the
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other vulnerability which can be exploited for unauthorized
access to the assets.

Implementing cybersecurity features into the security of
physical assets has been a challenge for quite a considerable
amount of time, giving rights to vaults and lockers with
pin/password security, fingerprints, access cards for different
personnel in a corporate structure, etc. However, using the
same set of physical security keys for securing both physical
and digital assets can be instrumental in implementing access
control for both seamlessly.

Passwordless authentication has been instrumental in elim-
inating most attacks that traditional passwords are vulnerable
to [5], [6]. FIDO [7] specifications allow the usage of physical
security keys with the public key cryptosystem. The private
key never leaving the physical security key ensures safety
against most digital forms of attack [8]. Moreover, keeping
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all data in motion encrypted using symmetric encryption keys
are instrumental in preventing man-in-the-middle attacks [9].
Thus, this makes the lock secure against most known attacks.

Various organizations like Google have used FIDO2 secu-
rity keys for secure Multi-Factor Authentication (MFA),
Microsoft (for Passwordless authentication), several social
media platforms like Facebook, Twitter, Instagram, Reddit,
Cryptocurrency wallets like Binance and Coinbase, online
password managers like 1Password and so on [10], [11].
FIDO2 is the new standard for online authentication [12].
FIDO2 is the third iteration after being a successor to FIDO
U2F and FIDO UAF. It essentially represents a universal way
to implement password less identity on top of existing identity
verification infrastructure. A passwordless system is a new
approach to verification that removes passwords as a weak
point both for security and for social engineering attacks like
phishing. However, it is indeed possible to use FIDO2 for
authentication in the case of physical locks like vaults and
safes or even doors in households.

With traditional locks and keys, the major problem that
we saw is the limited number of keys and difficulty to reset
them in case of loss of keys. With FIDO2 physical security
keys, every user can have their key, and it is easier to reset
in case of loss of one. It is even possible to enable or disable
security keys remotely. Security keys can be disabled when
not needed to prevent unnecessary use.Moreover, a single key
can be used to manage all credentials of a particular person: a
single FIDO2 compatible key can be used to authenticate the
online accounts and the physical assets. Not only door locks,
but this can also have various other uses like in vaults and
lockers, corporate environments, and smart padlocks. This
can have multiple security features like secure authentication
and remote authentication disabling. For example, even if
both the lock and the key are stolen, it is possible to deactivate
the physical security keys until they are recovered remotely.
It is possible even to reset the lock back to factory state
remotely. Hence, in this paper the use of FIDO2 [13] and
Universal 2nd Factor (U2F) [14], [15] compatible physical
keys for locks has been proposed. It can be used in various use
cases, starting from door locks to vaults and lockers, making
them more secure. This brings the latest cybersecurity trends
for protecting Physical assets. Also, there is no existing work
that applies FIDO for physical security.

The contributions in this paper:
• First work to implement FIDO2 specifications and Pass-
wordless authentication for securing physical assets.

• Multiple keys and easy key management for single lock.
• Seamless access control and complete security against
most of the known attacks

• Remote device lock in case of loss of keys or theft.
• Remote addition and deletion of keys.

Rest of the paper is organized as follows: Section II explains
the background concepts and the existing related research.
Section III discusses about the proposed work and provides
the system level architecture. Section IV outlines the core
functionality and process such as Lock Registration, Key

management and Authentication. Section V presents a pro-
totype of the Loki along with the validation of the results of
the proposed Loki and also provides an analysis of Loki. This
section also discusses about the security validation and use
cases of Loki. Finally, the paper concludes in Section VI.

II. BACKGROUND AND RELATED WORK
Most digital locks have leveraged PIN/Password security
and/or biometrics for safekeeping of physical assets [16].
Mechanical locks mainly implement the use of keys for the
same. Such locks are primarily used in vaults, safes, lockers,
and sometimes on doors. These have become instrumental in
protecting various physical assets like documents, currency,
jewellery, etc. However, it is to be noted that such locks have
numerous vulnerabilities. For example, passwords and pins,
once typed, can be extracted by an attacker using suitable
technology. One common way is to use Forward-Looking
Infra-Red (FLIR) devices which are thermal cameras and
can be used to capture the thermal residue of the user on
the keyboard after typing [17]. Similarly, it usually leaves a
smudge on the screen on touchscreen-based devices to enter
passwords, pins, and patterns. This smudge can be captured
even using a standard high-end mobile camera with proper
settings. It has also been seen that it is pretty challenging
to remove the smudges, even after wiping [18]. Fingerprints
authentication systems can exceptionally be vulnerable to a
wide variety of attacks, including using an artificial clone
of the fingerprint, printed images, or even extracting the fin-
gerprint from the authorized user by social engineering [19].
Mechanical locks and vaults with physical keys are vulner-
able to keys being stolen and used later by malicious users.
Moreover, it is not easy to control access to the locks in these
scenarios. Sometimes even restricting access to a particular
person may imply changing the lock pin or password for
everyone [16]. Table. 2 shows the comparison of the recent
related works with Loki.

Existing studies in the literature shows that FIDOUAF and
World Wide Web Consortium (W3C) Verifiable Credentials
can be used to present a user-centric and decentralized dig-
ital identity system [12], [21]. It has made digital identity
highly trustworthy both for the user and the service provider
who may be authenticating the user. The entire system was
implemented for a banking scenario to show how secure it
could be, and has also allowed users to generate on-demand
identities that could contain only the necessary informa-
tion [12]. Their model presented the service provider with the
authenticated information from the source directly. Another
paper presented the application of FIDO protocol to enable
multi-factor authentication in banking scenarios. It allowed a
single gesture phishing-resistant multi-factor authentication.
It involves the keys and biometrics to stay on the user’s device
and no server-side secrets. It also ensures no third-party
protocol is involved [22]. A study proposed a promising
approach to maintain security even after a FIDO authenti-
cation is done. A continuous FIDO authentication browser
extension allows the Relying Party (RP) and the authenticator
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TABLE 1. Loki vs other physical locks.

TABLE 2. Comparison of Loki with the recent related works.

to continuously exchange verification in the background.
It has been validated using anAndroid-based roaming authen-
ticator communicating via BLE [23]. Another research [24]
presented a large-scale lab study of FIDO2 single-factor
authentication and collected insights about the perception,
acceptance, and concerns about passwordless authentication
among the end-users. Their results showed that users are
willing to accept a replacement of text-based passwords with
a security key for single-factor authentication [24]. A study
proposed FIDO-based password management. It allowed the
user to log in to the system with a password and biomet-
ric information using physical security keys. This method
was even backwards compatible with legacy password-based
authentication. Their approach also guaranteed registration
and authentication in polynomial-times [21]. The problem
formulation of the current paper is listed below:
• Vulnerabilities of locks used for safe keeping of physical
assets

• Difficulty in access control and key management in such
locks

• Different Authentication methods of physical assets and
digital assets.

It is known that the existing physical locks are vulnerable
to many attacks. There are various types of locks, one is more
vulnerable than another, and it all depends on the use cases.
Loki advances all the problems and offers a lock compatible
with FIDO protocols, allowing the use of physical security
keys. The public key cryptosystem protects the authentication
system and the private keys never leave the security key.
The protocols have been tested and proven successful in
protecting digital assets. Moreover, the same physical secu-
rity key can also be used for protecting digital assets in the

corporate environment. Access control can be done quickly
by provisioning and de-provisioning keys remotely by the
administrator. We believe that this study is the first to use
FIDO protocols for securing digital assets. The conceptual
workflow of Loki is depicted in Figure. 1. Table 1 presents a
comparative perspective of Loki and other physical locks.

Loki does not have any of the vulnerabilities discussed
above as it uses FIDO2 specifications for authentication in
a client-server model [11]. The proposed system can used in
various places for the safekeeping of digital assets. For exam-
ple, corporate entities using Azure Active Directory can use
FIDO2 compatible physical security keys for access control
to digital assets. FIDO2 is a new age technology for MFA and
Passwordless authentications in digital asset security. FIDO2
leverages Client to Authenticator Protocol (CTAP) [12] and
public key cryptosystem for secure authentication. FIDO is
a relatively newer technology [13] and there is a high possi-
bility that it will be a highly used authentication technology
online shortly. FIDO2 is becoming instrumental in making
the secure physical posture [12], [13] better by enforcing
the use of physical security keys or other FIDO compatible
physical devices for authentication. Loki can be easily set up
without any hassle of complex pin/password settings and con-
figurations. This has been made possible using FIDO Device
Onboard (FDO) specifications for automated and secure IoT
device provisioning [25]. For unlocking a lock using Loki,
a physical security key is needed. Keys can bemanaged easily
and seamlessly using an online portal by the administrator.
Hence, Loki also has added security features like remotely
wiping the keys in case of a key has been compromised.
Further, biometric authentication, a fingerprint-compatible
physical security key like the YubiKey Bio [26] is to be used.
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FIGURE 1. Loki Workflow overview.

A. PROPOSED SOLUTION AND NOVELTY OF LOKI
It is evident from the above discussion that there are
physical-mechanical locks that uses physical keys. However,
there is no option for key management in these kinds of
locks. It is vulnerable to mechanical lock picking. Further,
the key can be easily cloned, making it vulnerable. The lock
can be easily unlocked with a stolen key, thus, making it
very prone to thefts. Pin Based locks [27] are vulnerable
to smudge attacks, thermal imaging attacks [8] and social
engineering where one might be made to reveal the PIN.
The only form of access control to this is that only the
authorized users would know the pin, which is not secure.
Biometric locks [28] are vulnerable to biometric cloning.
Smart locks [29] do not have user-defined keys or support
biometric authentication. There are locks that allow resettable
keys for better security [30],however, to reset this type of a
lock, the previous key is needed. It is also possible that the
unauthorized person who might have the key may reset the
keys, denying access to the authorized persons. Hence, all
these types of security locks have one or the other drawback
or vulnerability. We believe that Loki is the first physical
locking system to introduce user-defined keys, seamless key
management, access control, seal the lock remotely, use the
same key for multiple locks and protect digital assets. It also
leverages public key cryptosystem and trusted computing to
secure the authentication process against the most known
threats. As per our knowledge, Loki is the first physical lock
to use FIDO.

III. PROPOSED WORK
Loki can be used in multiple ways, from door locks to secure
vaults and lockers. It interfaces with a servo motor that can be
mechanically attached with physical locks or other electrical
locks connected to the onboard pins left open. Loki can act as
an independent lock (with the use of 3D printable attachments
for locking) or interface with other mechanical or digital
locks.

Loki offers a methodology for using FIDO2 compatible
physical security keys (optionally adds biometrics) to pro-
tect physical assets. Robust cloud security principles and
in-transit data security protect against most known attacks.
Moreover, implementing a public key cryptosystem and
trusted computing ensures the keys cannot be cloned (both
physically and in case of repudiation). Moreover, in every
unlock request, a different token and challenge combination
is used, eliminating replay attacks. From a legitimate user’s
point of view, using Loki is as simple as using a standard
mechanical lock. The difference is that in the case of Loki,
the key is just a USB Physical security key.

A. HARDWARE DESIGN OVERVIEW OF LOKI
A low-power Single Board Computer (SBC) running Ubuntu
OS is used to communicate with the physical security key and
the backend over the internet. The SBC is further connected
to a screen that may be used to display the QR Code when
Loki is in OOBE mode. The SBC is again connected to a
microcontroller for serial communication over USB. This
microcontroller can be further interfaced with actuators for
the lock, and it also provides an interface to connect existing
electrical locking mechanisms (See Figure. 2 for detailed cir-
cuit diagram). For development purposes, the devices listed
in Table 3 are used

TABLE 3. Hardware components list.

B. SOFTWARE DESIGN OVERVIEW OF LOKI
The proposed system essentially works on the Cloud
and Edge computing models [31]. An edge computing
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FIGURE 2. Circuit diagram of Loki.

microcontroller on the lock interacts with the cloud server to
authenticate using FIDO2 specifications. However, in more
secure regions and regions without internet connectivity,
an on-premises server can be used instead of cloud. The lock
contains an onboard running Ubuntu as the Edge server in
the background. A web browser, preferably Mozilla Firefox
runs in the foreground with which the user can interact. The
locking mechanisms are controlled with actuators connected
to an onboard connected to another onboard (ARM64 micro-
controller). The cloud architecture uses a VM and a SQL
Database to hold the public keys of the registered devices and
acts as a web server for access control and other operations.
The cloud architecture is hosted on Microsoft Azure. The
following protocols and specifications have been used to
develop Loki:
• The device is developed in Cloud and Edge computing
models

• FIDO2 specifications [12], [13] that encompass W3C
WebAuthn and FIDO Alliance’s CTAP.

• FDO.

IV. LOCK REGISTRATION, KEY MANAGEMENT AND
AUTHENTICATION BY LOKI
Registration includes setting up the Loki device from Out of
Box Experience (OOBE) mode to the usable mode. This is
done by scanning a QR that is displayed on the screen as the
device is turned on for the first time. It is then followed by
the user registering their email address and verifying the same
using a one-time password sent to it. Further a physical secu-
rity key is added to the account which can be used to unlock
Loki. The authentication process simply includes plugging
in the physical security key to the USB port of Loki and
seamlessly unlocking it. Key management includes allowing
one physical security key for multiple online services, as well
as using multiple physical keys, corresponding to multiple
users for Loki.

The device must be registered first before using, and secu-
rity keys can be added or removed remotely. The Cloud
VM has firewall rules allowing inbound traffic to the Flask
program’s port. This VM acts all three, the rendezvous server,
the Relying Party, and the target web server. However, this
rendezvous server is tied with this target web server only for

the time being. An SQL server is also used to hold records of
the device.

A. DEVICE REGISTRATION
The device shows a QR code that can be scanned to register
the device out of the box. The registration process includes
registering the username and email ID of the user. The email
ID is verified with an OTP before saving to the database.
When registration is complete, the OOBE is exited. Hence,
the device is provisioned. Fig. 3 shows the device registration
workflow.

FIGURE 3. Device Registration Workflow.

B. LOGGING IN AND KEY REGISTRATION
The user attempting to log in must enter his username and
authenticate using an OTP sent to his email. For key addition,
the webpage will prompt the user for the key to be connected
to the USB port or scanned with Near-Field Communication
(NFC). Fig. 4 shows the key registration workflow.

FIGURE 4. Login and key registration workflow.

C. AUTHENTICATION
As the user taps on the ’unlock’ button on the device,
it prompts for the registered security key. It unlocks if the
correct key is inserted into the device USB port. Fig. 5 shows
the authentication workflow.
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FIGURE 5. Authentication Workflow.

D. DELETING KEYS AND FACTORY RESETTING LOKI
When the user wants to delete the keys, he logs in to the dash-
board with his username. The delete keys button clears all
saved security keys of the device. The ’Reset Device’ button
on the dashboard is used to delete the keys and then remove
the record from the database, thus resetting the device.

FIGURE 6. Loki - A Physical Security Key compatible lock.

E. ATTACK MODEL USED TO VALIDATE LOKI
Figure. 6 shows the experimental testbed of Loki. Loki
follows the FIDO2 specifications, which implies it uses
public-key cryptosystem for device attestation. The private
cryptographic keys never leave the physical security key,
making it secure. The device identities are stored in Azure
SQL Database, which is always encrypted, making sure it
is decrypted only during transactions. Virtual network fire-
wall rules ensure that only the backend virtual machine can
access the database. Only the virtual machine can access
the database with SQL Authentication. The public cryp-
tographic keys, residing on the virtual machine’s disks,
have Azure Disk Encryption to prevent unauthorized access.
Microsoft Anti-malware helps protect the backend against
known threats and malware in real-time.

V. EXPERIMENTAL VALIDATION OF LOKI
A. EXPERIMENTAL SETUP
The lock or the client device has been implemented on a
SBC (Single Board Computer) with processor Broadcom
BCM2711, quad-core Cortex-A72 (ARMv8) 64-bit Systems

on Chip (SoC) with a clock speed of 1.5GHz. It has a 4GB
of LPDDR4 primary memory and connectivity of 2.4 GHz
and 5.0 GHz IEEE 802.11b/g/n/ac wireless LAN (Wi-Fi).
It further has a Gigabit Ethernet port and can be connected to
the internet without wireless network, making it more secure.
The operating system used was Ubuntu 20.04. A servo motor
was used to emulate the lock which was further connected to
an Arduino ATmega2560 based microcontroller. The cloud
server is running on a standard Azure B1s Virtual Machine
with 1 GiB RAM and 1 vCPU. It is running Ubuntu Server
18.04-LTS. It has been secured with firewall and network
security groups to keep malicious users out.

B. ATTACK ANALYSIS
• Malware: Microsoft Anti-malware service scans the
backend virtual machine in real-time for any known
threat or malware and it is mitigated.

• Phishing: FIDO2 specifications enforce verification of
the Relying Party identity at every step, making sure
phishing is not possible in this model. Moreover, SSL
certificates are used to verify ownership of the backend
and mitigate the risk of phishing. Hence neither the
database, not the email of the user can be hacked.
– A phished website cannot replay the FIDO key

inputted by the legitimate user. And a phished
server requesting the FIDO keys will result in an
IP error on the client-side. For example, when a
request ismade to a phished server running the same
code as the legitimate server, the Invalid Domain
error is thrown.

• Man-in-the-middle (MITM): All communications
between the edge device and the cloud backend is
encrypted with symmetric encryption keys. Thus,
MITM attacks are mitigated, and the authorization
tokens are protected.

• Distributed Denial-of-Service (DDoS): The virtual
machine on Azure is protected by Azure DDoS pro-
tection. DDoS may be caused by attacks like bot
attacks [32]. It is covered with active traffic moni-
toring and always-on detection. Moreover, automatic
attack mitigation is helpful for backend resilience.
This is tested using the Hulk tool to increase the
server’s load and monitor it using Azure insights. It is
observed that after a high number of requests are
made, Azure blocks the incoming requests from the
client attempting the DDoS while normal operations are
unaffected.

• SQL Injection: Advanced Threat Protection for Azure
SQL Database detects anomalous activities indicating
unusual and potentially harmful attempts to access or
exploit databases. Advanced Threat Protection can iden-
tify Potential SQL injection, Access from unique loca-
tions or data center, access from an unfamiliar principal
or potentially harmful application, and brute force SQL
credentials. Moreover, the SQL database is accessible
only from the backend virtual machine, not allowing

112726 VOLUME 10, 2022



S. Chakkaravarthy Sethuraman et al.: Loki: A Physical Security Key Compatible IoT Based Lock for Protecting Physical Assets

users to access it directly. Thus, the databases are pro-
tected against all known forms of attacks against it.

• Attack on Edge device: The edge device does not pro-
vide any interface for an adversarial actor to perform an
attack. The only interface the Edge device provides is a
single USB port for the security key.

• Device cloning: The security keys are protected with
Physically Unclonable Functions (PUFs) and hence are
resilient to device cloning.

C. PERFORMANCE ANALYSIS
It is seen that Loki takes significantly less time, about 500 ms
(plus user input times), for registering and authenticating the
security keys. Hence, it can be claimed that it is quite efficient
and can be implemented in real-world scenarios. 5 keys have
been registered and authenticated. The time taken for the
operations (Key registration andAuthentication& unlocking)
are given in the Table. 4 and Table. 5.The analysis was done
with the edge device which have an internet connectivity of
about 100 Mbps. However, the challenge being of 16 bytes,
it is tested to be working with similar speed under low internet
conditions.

TABLE 4. Key registration time.

TABLE 5. Authentication and unlock time.

The backend virtual machine is on elastic scaling that
scales the backend VMs up or down when needed. It is
further going through an elastic load balancer which is instru-
mental in distributing the load among all the VMs in the
VM set. Availability sets and Availability zones make the
backend resilient to most outages. According to the Service
Level Agreements (SLA), the monthly uptime should be over
99.99% and using Availability sets, Availability zones can
be instrumental in keeping the service up even in case of a
disaster or a catastrophic failure in a data center. The edge
device in the lock will work as long as there is internet and
power connectivity. For uninterrupted usage, proper error and
exception handling and recovery have been implemented in

both the edge devices and the cloud VMs. Thus, it is claimed
that Loki, in the experimental setup, runs fast enough and is
reliable enough against downtimes and failures.

FIGURE 7. AVISPA security validation.

D. SECURITY VALIDATION OF LOKI
Security validation of the proposed system is performed
using the Automated Validation of Internet Security Proto-
cols (AVISPA) tool [33], [34]. AVISPA Security tool analyzes
the theoretical workflow of the security logic and returns
any security flaw or vulnerability that could be exploited
on the same. Modular and expressive formal language spec-
ifications such as High-Level Protocol Specification Lan-
guage (HLPSL) and CAS+ is provided by AVISPA to specify
protocols and their security characteristics of them. Further,
the validation is performed with four distinct back-end tools:
OFMC, ATSE, SATMC, and TA4SP. OFMC and ATSE tools
afford security analysis by applying various automated state-
of-the-art analysis approaches. Further, the roles are defined
in Dolev–Yao (dy) adversary model, which involves charac-
teristics verification related to the internet security protocols.
The attack analysis is performed on all the attacks as specified
in section V-B.
The security logic of Loki is specified in HLPSL format

with hlpsl extension as Intermediate File (IF). It is then for-
warded to OFMC andATSE tools as input. The back end tools
(OFMC and AtSe) perform the execution of the Loki. SAFE
status is attained for the Loki while reviewing the summary
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(See Figure. 7) of AVISPA’s backend tools OFMC and ATSE
which implies that the Loki is secure without any violation.
Reports of AVISPA reported that the executed operations are
safe and does not have any known vulnerability.

Loki has been validated against standard test conditions
and under attack models. It has been seen that Loki is resilient
against most attacks and can resume regular operation even
under attack conditions.

E. USE CASES UTILIZING LOKI
Loki can be useful in the following scenarios:
• Home usage: Every member may have a different key
so that whenever a person comes, he can unlock the
door with his own key. Also, access control can be
implemented in a home. Also, the same key can be used
in multiple locks.

• Vaults and Lockers: Every authorized user can have a
different key, even access logging can be enabled easily.
Moreover, these are FIDO2 compliant security keys.
In corporate scenarios, the same key can be used to
provide access to physical assets and digital assets and
devices, using frameworks like Azure Active Directory
(AD).

• If a lock or a key is stolen, the keys can be remotely
wiped so that they cannot be unlocked.

• Transferring physical assets from one site to another: In
many cases, a physical asset is to be moved from one
place to another, and the logistics party is unreliable.
It is also not possible to physically transfer the key to the
locker. In such cases, this can be useful. The asset can be
lockedwith this locker andmoved. As the recipient party
confirms that the package has been received, the sender
can remotely wipe the device, and the device goes back
to OOBE. Now, the recipient can register their own keys
and unlock with it.

• Loki uses a client-server computing model to connect
the cloud server to the edge server, which is physically
interfaced with a lock using actuators. The cloud holds
the necessary information to authenticate a user for
unlocking and provides a web interface for the user and
key management. Keeping all data in-transit encrypted
ensures attacks against any adversary. Loki is protected
from all common attacks, both physical and digital. The
security is validated with various tools. The performance
analysis of Loki shows it is pretty fast for a day to day
use and the protection of physical assets. Loki provides
an interface to connect various actuators as required by a
lock to be operated by Loki. A user of Loki may choose
to use the cloud server (in the case of home users), or a
corporate entity may choose to set up the Loki backend
on their on-premise servers for key management.

VI. CONCLUSION AND FUTURE WORK
This paper presents a standard that allows FIDO2 compliant
physical security keys to be used with IoT based physical
locks and can be used for the safekeeping of tangible assets.

This enables users to manage keys with registered locks
easily. In corporate scenarios, this standard can allow access
control to physical assets. A reference implementation has
been demonstrated with an SBC to show the concept. The
performance analysis and the demonstrated attack models
(AVISPA security validation and real-time validation) con-
firm that the proposed standard is utmost secured in all the
validated conditions and performs well. The paper also dis-
cusses the advantages of Loki over other locks, vaults, and
lockers and exhibits how Loki is more secure. Finally, Loki
has been implemented to develop a lock for the safekeeping
of physical assets, and it can also be used for other forms
of physical security like door locks and so on. According to
the best of our knowledge, Loki is the first physical lock to
implement FIDO2 based security, enabling seamless access
control where users can be authorized or unauthorized from
accessing the assets remotely.

As future work, this work can be further improved for
smartphone-based remote unlock features. Other physical
locks like car locks provide security with public-key cryp-
tosystems and symmetric cryptosystems that may be proven
to be beneficial.

Loki has been validated with various security testing tools.
It can be concluded that Loki can be used to provide physical
security keys based cryptographic security to physical locks
and IoT based devices. This will be instrumental in providing
proper security to physical assets while keeping proper access
management for the same. However, it is to be noted that Loki
has some minor limitations. It requires to be plugged in to
a power source to work. This might be overcome with the
use of battery. Another weakness includes it needs network
connectivity to the server for functioning. If the server is
hosted in a cloud across the internet, Loki would need internet
connectivity. Otherwise, if it is hosted in an on-premises
server, a wired or wireless connection to the same is required
for proper functioning of Loki.
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