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ABSTRACT The demand for high-quality Artificial Intelligence (AI) models is ever-increasing in this digital
era. However, most of the existing methods leveraged for managing the ownership, trading, and access of AI
models fall short of providing traceability, transparency, audit, security, and trustful features. In this paper,
we propose a solution based on blockchain and Non-fungible Tokens (NFTs) to manage ownership rights
and exchange of AI models in a transparent, traceable, auditable, secure, and trustworthy manner. Smart
contracts are employed to enforce ownership, ease of access, and exchange policies for the unique NFT
linked to an AI model. We use decentralized storage of the InterPlanetary File System (IPFS) and proxy
re-encryption oracles to securely fetch, store, and share data related to AI models. We present algorithms
along with their implementation, testing, and validation details. The proposed solution is evaluated using
cost and security analyses to show its affordability and resiliency against security threats and attacks. All
smart contract codes are made publicly available on GitHub.

INDEX TERMS Blockchain, decentralized storage, non-fungible tokens (NFTs), oracles, provenance, proxy
re-encryption, smart contracts.

I. INTRODUCTION
Artificial Intelligence (AI) is constantly evolving in its mis-
sion to mimic human intelligence. The adoption rates of
AI in different domains, such as healthcare, finance, and
transport, are consistently increasing. There have been many
challenges posed since the inception of AI [1], [2]. For exam-
ple, AI models and datasets are scattered among individuals,
organizations, and companies, hindering the potential of AI
and creating a barrier to further contributions [3]. Therefore,
it is believed that shifting toward a transparent collaboration
model can boost AI development and potential.

The challenges encountered in using AI systems are
attributed to the current development process and the com-
plexity of the domains that use the system. For example,
there are different data types in the healthcare domain, such
as Electronic Health Records (EHR). Each entity can have
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different EHR systems with irregular standards to encode
events. In addition, the data itself is heterogeneous due to
the uniqueness of patients and their cases, and this applies
to behavioral data, medical images, physiologic data, and
environmental data [4]. Similar complexities exist in fields
such as finance and transportation [5], [6].

The centralized nature in which AI development is typi-
cally carried out results in the creation of AI assets that are
highly specific and narrow in applicability. The root cause of
the centralized status quo of AI research, which behaves as
a barrier to individuals, is threefold: 1) the lack of interop-
erability standards; 2) the lack of appropriate infrastructure
for AI collaboration; and 3) the high cost of development
and operation. It is common to see large entities such as
Google, Amazon, Microsoft, and IBM as the forward-facing
AI contributors [7], [8]. At the same time, smaller institutions,
researchers, and individuals find no major incentives to build
solutions for end-users. There is a need for a system that
allows the participation of different entities in the AI process.
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FIGURE 1. The evolution of an AI model whereby developers contribute
to the model shared by an AI owner to provide an AI user with the
required model.

The difficulty of using AI as a third party is that it has a
black box construct that provides no explainability for the
user. In addition, the lack of information on the source of
data, training process, and validation techniques of the model
makes it harder for the user to trust the AI system. There-
fore, the system must track information regarding all assets
and provide provenance of data to overcome trust concerns.
Tracking data provenance and ensuring transparency, in turn,
1) increases trustworthiness 2) enables more efficient use
of AI models due to a better understanding 3) improves
cooperation and collaboration by assisting entities in making
confident decisions when exchanging AI assets. Tracking AI
assets is crucial but is a point of concern with traditional
centralized approaches with a single point of trust and fail-
ure. As such, utilizing Distributed Ledger Technology (DLT)
can provide the needed groundwork for building the desired
decentralized system. Blockchain technology is a special type
of DLT that provides immutability, transparency, auditability,
and decentralization, all of which are required for operating
such a marketplace. By using blockchain technology, the
history of how the model was made and improved is kept in
a distributed ledger that acts as a chain of provenance for the
AI assets.

It is important to protect the ownership rights of the AI
assets and their chain of original creators and contributors
to prevent users from falsely claiming rights over others’
works. Non-fungible Tokens (NFTs) are a powerful mech-
anism that sits on top of the blockchain network and provides
a means to represent assets as unique tokens that are asso-
ciated with their appropriate owners [9]. NFTs were intro-
duced with Ethereum’s improvement proposals and became
a standard under ERC-721 (Ethereum Request for Comments
721). Unlike the fungible tokens standard (ERC-20) com-
monly used for cryptocurrencies, NFTs are unique and non-
interchangeable. At the same time, NFTs reserve the right to
use and distribute assets and manage them in public records

with indisputable proof of ownership to ensure appropri-
ate remuneration. This is because the unique token can be
transferred while keeping an immutable history of a digital
asset’s information [10], [11]. However, in a lot of cases,
users prefer to keep their assets private, which is what we
consider in our solution. Keeping the assets completely pri-
vate without validation can leave the door open to inaccu-
rate information and deception. Therefore, we utilize Trusted
Execution Environments (TEE) and blockchain oracles to aid
the end-users in validating assets while preserving the privacy
of the assets [12]. Furthermore, the storage of the NFT is
usually done on a decentralized storage network. The asset
is uploaded along with the corresponding metadata, and both
are persistently saved on the blockchain. Finally, the system
has to ensure fair compensation for AI developers in return
for providing the appropriate AI assets to users. AI assets can
be models, datasets, or scripts used to adjust them.

Our proposed approach addresses AI collaboration by
emphasizing AI models and how developers can enhance
them. Contrary to the existing AI collaboration research that
mainly focuses on creating a GDPR-compliant (General Data
Protection Regulation) data pool from multiple confidential
datasets [13]. AI stakeholders can freely contribute by shar-
ing models and datasets, improving models, or securing the
network. Our proposed system focuses on transfer learning
and fine-tuning problems where the models can be enhanced
and repurposed to achieve the desired goals. Moreover, this
is without the assumption of possessing and publicly sharing
private datasets by the owner. The AI system workflow can
be seen in Figure 1, where the marketplace provides payment
flexibility through royalties for all the participating develop-
ers that have contributed to the creation of the final model.
As a result, the marketplace contributes to the AI field by
making assets readily available to the average user, thereby
increasing the technology’s footprint. AI models are IPs that
must be protected and compensated appropriately for their
use. Furthermore, NFTs help keep track of provenance data
for AI assets, facilitating collaboration and exchange while
preserving the ownership of assets. Finally, smart contracts
aided by TEE and oracles realize asset validity and ensure
proper rule enforcement. The main contributions are as fol-
lows:
• We showcase how blockchain and NFTs can be lever-
aged to manage the ownership, trading, and access of
AI models in a manner that is decentralized, transparent,
traceable, secure, and trustworthy.

• We develop and implement smart contracts incor-
porating NFTs, decentralized storage, and proxy re-
encryption (PRE) oracles to govern the interactions
between entities in the network with no central entity.
All code developed is made public on GitHub.1

• We define a method for the provenance of AI models
on the blockchain to achieve transparency and explain-
ability for the user while preserving the rights of owners

1https://github.com/AINFTProject/AI_NFT
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TABLE 1. Summary of the existing solutions.

and developers through a royalty scheme for appropriate
compensation.

• We present eight algorithms along with their full imple-
mentation, testing, and validation details. We validate
the smart contracts through a detailed use case with
exception handling and assertions. We present the cost
and security analyses to show the effectiveness of our
solution.

The organization of the paper is as follows. Section II
presents the related work. Section III presents the back-
ground. Section IV provides an overview of the proposed
approach and highlights the architecture and sequence of
interactions. Section V discusses the implementation details
and verifies the validity of the solution. Section VI presents
the cost and security analyses of the proposed solution.
We provide concluding remarks in Section VII.

II. RELATED WORKS
The development of AI continues to be mainly a centralized
process, which impedes its advancements. In this regard,
recent research focuses on facilitating the sharing of AI mod-
els among developers to increase the workforce and advance
the progression pace. The traditional and most common con-
vention for AI model sharing is cloud-based, which is criti-
cized for issues such as centralization that impede trust and
privacy. One of the recent works proposes a solution to tackle
the centralization issue found in cloud-basedmarketplaces for
AI by using virtual premises to enforce privacy policies and
access rules [22]. However, such a solution does not provide
complete trust as a decentralized network.

The ongoing research is directed toward using blockchain
to decentralize traditional central approaches, as it is consid-
ered the most optimal solution for immutability and trans-
parency. For example, ProvChain builds a solution for the
provenance of cloud data and assets using blockchain to
create tamper-proof records. However, a drawback of this
solution is the need to establish trust with the cloud provider
as a requirement to store data [23]. Another method proposes
a solution for distributed machine learning while maintaining
privacy by establishing a network of local data holders and
compute nodes that collaborate to compute gradients that
are aggregated to generate a global gradient [18]. The work
focuses on privacy and security with the inclusion of differen-
tial privacy and constantly appending to the blockchain with
each iteration, raising concerns regarding performance and

cost. Finally, a different proposal solves the issue of the dif-
ference in data for validation coming from distributed sources
by utilizing a private blockchain to govern organizational data
providers in [16].

For AI models trained in discrete phases, the research
found FL to be a great tool to assist with the distributed
development of machine learning models. One of the pro-
posed approaches leverages blockchain to act as a provenance
foundation that contains metadata about the AI models, such
as training data, training process, tests, and results. While
a fusion manager aggregates the computed weights of each
node and appends them to the blockchain [14]. Another
solution extends the previous work by tracking the entire AI
value chain rather than focusing on generating global models
through FL. The value chains involve organizational interac-
tions that involve dataset exchange [15]. The solution uses
a public blockchain and private-public keypairs for selec-
tive access control. Although both approaches describe the
provenance of the assets, they do not provide or implement a
scheme for exchanging and purchasing models.

A two-stage scheme is proposed in [20] to produce more
accurate models while maintaining privacy and ensuring fair-
ness. The first stage relies on a Differentially Private Gener-
ative Adversarial Network (DPGAN) to set credibility and
tokens for peers, and in the second stage, a Differentially
Private SGD (DPSGD) is used for collaborative deep learning
training. During that time, credibility and tokens are updated
to reflect participants’ contributions, to ensure fair compensa-
tion. The proposed approach focuses on fairness, with reward
being equivalent to the contribution and privacy of the model
and data since parties are more inclined to contribute in
a private setting. The study conducted in [21] focuses on
securing both the data and the model through homomorphic
encryption. The approach is designed such that in untrusted
environments, the parameters are encrypted but can be used
in computations. The output of the model is encrypted, and
only trusted parties with the secret key can decrypt it. As for
the images used, a chaotic system is used for scrambling the
image and a discrete wavelet transform (DWT) for encod-
ing. Finally, some noise is added for increased security.
To reverse this process, a denoising convolutional neural
network (DCNN) is utilized. While both works attempted to
preserve the privacy of the model parameters and data, the
study conducted in [20] is limited in applicability as only
gradients can be exchanged with no global model. On the
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other hand, the approach proposed in [21] is in its infancy
and it is difficult to apply homomorphism for complicated
operations.

One category of solutions for AI collaboration aims to
build a fair marketplace for data providers, developers of
models, and computation devices. For instance, Secure AI
as-a-Service (SAIaaS) is a solution that allows users to
send their data to run their AI training in a secured cloud
environment and interact with providers of other datasets,
models, and compute power [17]. In addition, the solution
encourages collaboration among the users in the marketplace
using a rewarding system. Another solution integrates FL
with Internet-of-Things (IoT) devices to establish a network
of devices that collaborate on training models [19]. The
approach leverages blockchain to govern the network and
rewards the owners of the devices with fair payments. The
authors detail how mining nodes back IoT devices to handle
computation, and on each request to train a model, the model
performance gets updated based on the most accurate result.
A concern of the solution is the assumption that a miner is
always available, which might not be the case. A summary
of the technique, network model, and goal of the addressed
literature can be seen in Table 1.

III. BACKGROUND
In this section, we present an overview of technologies
and concepts utilized in designing our proposed solution.
We illustrate how traceability and provenance are achieved.
Furthermore, we clarify the roles of TEE, NFTs, and decen-
tralized storage in our solution.

A. BLOCKCHAIN AND SMART CONTRACTS
Blockchain technology constructs a decentralized ledger
by utilizing hash functions to store blocks of transactions
immutably. A hash function performs a one-way crypto-
graphic mapping of data of an indeterminate size to a
fixed-size hash value, where swapping one bit in the input
completely changes the hash value [24]. Transactions in a
blockchain are grouped into blocks, and each transaction
represents an interaction between two entities. The blocks are
hashed, and the resulting value from each block is incorpo-
rated inside the following block’s metadata to form a chain
of immutable data [25]. The transactions and blocks are
validated and published by mining nodes that run a consensus
algorithm. The most common consensus algorithm is Proof-
of-Work (PoW), which requires solving a computationally
difficult puzzle [26], and the solution gets embedded into
each block. Entities on the network can keep their transac-
tions as long as they keep the private keys to their accounts.
These keys are used to sign the transactions and make sure
they are being sent by the party who claims to be sending
them.

In our proposed solution, a public permissionless
blockchain is utilized as a provenance chain that maintains
the history of a model. This type of blockchain helps remove
the prevalent entry barrier to AI technology. Furthermore, the

ease of participation helps secure the network by including
more competing and collaborating participants in the consen-
sus process. Blockchain also serves as a decentralized finan-
cial medium between model owners and users. Blockchain
integration depends on smart contracts, which govern the
interactions. The concept of a smart contract was first intro-
duced in the 1990s as a computerized transaction protocol
that executes the terms of a contract [27]. A smart contract
is used to secure relationships on a network to eliminate
the need for trusted intermediaries and prevent malicious
transactions [28]. It utilizes a deterministic language that can
be used to define transactions, process inputs, write outputs,
change state variables, and manage access control [29]. In the
proposed solution, ownership, auctioning, royalty distribu-
tion, and the governance of model assessment are done on-
chain. In contrast, the storage of the model, metadata, and
assessment results are done off-chain.

B. TRACEABILITY AND ASSESSMENT
Transparency, auditability, and provenance are essential com-
ponents for building trust. We leverage the blockchain to
achieve the features above while also providing the ability to
track system transactions. As a result, the common ambiguity
in the AI field is eliminated, and the spread of AI develop-
ment is facilitated. Directional Acyclic Graph (DAG) is a
mechanism that we use to maintain the history of AI assets
and, by extension, their provenance. DAG uses a parent-child
association between assets. Moreover, DAG keeps track of
what operations were performed on the parent to get the child.
Some solutions incorporated DAG to represent AI assets,
including models, datasets, and operations [14], [15]. Our
solution leverages the presented notion in the literature to
construct the provenance graph on the same types of assets.
However, we condense the representation of the three entities
into a single compound entity on the blockchain to align
with our approach.Moreover, further details of the compound
entity are stored off the chain.

A critical part of maintaining provenance and establishing
trust is validating the AI model, ensuring the performance
results align with what is claimed. The adverse goals of
validating and assessing a model without violating the con-
fidentiality of the model and data prove to be challenging.
This has resulted in proposing several methods for satis-
fying the requirements of AI collaboration without breach-
ing privacy. But as mentioned, most approaches are applied
to data, such as homomorphic encryption and differential
privacy, or approaches that use collaboration methods that
preserve data privacy but expose the model, such as FL
and Secure Multi-party Computation (SMPC). On the other
hand, TEE schemes for private inference have proven to
performwell, especially in comparison to cryptographic tech-
niques [30]. TEEs give a guarantee of confidentiality in an
untrusted environment through hardware and software pro-
tection measures, as well as the integrity of code execu-
tion through attestation [31]. The trusted compartments are
called secure enclaves, which remote hosts can verify through
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FIGURE 2. A network of worker oracles collaborates to evaluate a private
model. In this case, a classification problem with two classes, A and B,
is proposed, and the tester provides a small set to test the private model
through the worker oracles. The result is aggregated from the workers on
the smart contract.

remote attestation. Several providers offer different TEE solu-
tions, such as Intel SGX (Security Guard Extensions), ARM
Trustzone, and AMD PSP (Platform Security Processor)
[31], [32], [33].

The cooperation of the oracles increases the number of
participants due to low resource requirements. Moreover,
partitioning the model solidifies security and trust due to the
futility of breaching the TEE to attain a portion of the model,
as it relies on other portions. The nature of the collaborating
oracle workers can be seen in Figure 2. Furthermore, each
oracle submits the encrypted intermediary result (IR) to the
next worker. Before starting, remote attestation of the enclave
must be conducted to establish the correct code in the enclave.
Different providers may have slight differences in the attes-
tation protocol, but Intel SGX remains the primary focus for
the example scenario. The host with the TEE is the attestor,
and the entity attempting to verify it is the challenger. Then
the attestor’s application requests initiation of the attestation
process, starting with a local attestation from the application
enclave. Afterward, the local attestation has to be verified
by a quoting enclave, which signs the local attestation with
its symmetric key after verification. The quote then gets
transferred to the challenger through the attestor application
to be verified. The signature of the quote can then be val-
idated using the Attestation Verification Service offered by
Intel [34].

C. NFTs AND DECENTRALIZED STORAGE
Since the inception of blockchain technology in 2008, the
technology has matured significantly, consistently adding
blocks on top of it by the community to enhance the tech-
nology [35]. Most of the advancements have come with the

introduction of smart contracts, which in turn have enabled
the utilization of tokens. Non-Fungible Tokens have recently
gained huge traction in their application to solve a chal-
lenge faced across many different digital domains, which is
proving ownership. Proving ownership in different applica-
tions and enforcing it throughout the system has been an
issue. NFTs leveraging the blockchain surged to overcome
such a challenge. By giving a unique tamper-resistant token
to each AI asset, we can guarantee fair payment, enforce
granular access control, and preserve the buyer and seller’s
rights. NFTs achieve this through transferability, immutabil-
ity, transparency, availability, and fraud prevention [10], [11].
By keeping track of ownership, it is also possible to utilize
a royalty scheme that protects the payment rights of con-
tributors and creators. Royalties prove to be crucial in the
proposed approach due to the transfer learning mode that it
supports, which involves several contributors. The smart con-
tract produces the NFT using the owner’s address, the smart
contract, and a contract-specific token to generate the unique
NFT. It is common first to digitize the asset appropriately,
store it in the appropriate medium, send a signed transaction
to the smart contract, and mint the NFT to correspond to that
owner in a record on the blockchain and distributed ledger
after confirming the associated block [10].

The storage of the NFT is usually done on a decentral-
ized storage network. The asset is uploaded along with the
corresponding metadata, and both are persistently saved on
the blockchain. This approach is necessary to avoid bloating
the blockchain since the assets vary in size, and the data has
to be saved across the network. Storing data on a decentral-
ized storage system and maintaining an immutable link to
it efficiently achieves the desired result. The storage can be
public or private, which the owner controls by deciding to
encrypt the asset before upload. Private assets are suitable
for trading on the decentralized networks, while public ones
apply to patented assets with an appropriate licensing scheme
[11], [36].

IV. PROPOSED SOLUTION
We propose a blockchain and NFTs based solution to facili-
tate trusted AI operations between creators, developers, and
users. The solution aims to enable ease of access, traceability,
and fair payment while ensuring the privacy of the AI models.
Furthermore, each participant in the solution is assigned a
different task with an appropriate incentive to execute it
honestly. The proposed solution can be seen as a marketplace
where participants trade private AI assets.

A. SYSTEM DESIGN AND COMPONENTS
In the proposed solution, there are two main entities, which
are the buyer and the seller. However, each assumes a dif-
ferent role based on the current function of the system.
For example, an AI developer becomes an AI owner after
purchasing and possessing a model while still being an AI
developer. Furthermore, along with the end-users, several
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FIGURE 3. A system entity overview diagram highlighting the interactions for minting an NFT, asset upload, auctioning,
verification, and assessment.

entities collaborate in the proposed architecture to achieve the
requirements of the approach, as can be seen in Figure 3.
• AI Creator/Owner: The crux of the system is the cre-
ators and owners of AI assets. In a marketplace, the cre-
ator is the first entity that submits their model, proving to
be the one that created the model or generated/collected
the data. Owners are the subsequent AI model pur-
chasers, with a corresponding NFT to prove ownership.
The distinction between creator and owner is required
for the right payment scheme and to enforce the appro-
priate policies. According to the agreed terms, owners
and creators share their assets for the monetary incentive
and model development. As for communication, the
creator/owner would use the Dapp to communicate with
the blockchain and execute requests.

• AIUser/Developer: The user and the developer can also
be generalized as entities in the market looking to pur-
chase AI models. The user is an entity that is interested
in using AI assets for different purposes. In comparison,
the developer is an entity interested in gaining mone-
tary compensation for their services and advancing AI
technology. Furthermore, both entities can be AI owners
when acquiring an AI asset. While the developer might
be so temporarily, an AI user usually takes the model off
the chain to be used personally. However, in both cases,
the model trace remains until the last exchange on the
blockchain. Such end-users also rely on DApps for on-
chain communication.

• Smart Contracts: We develop smart contracts to
handle auctions and payments; define access rules;
enable the assignment of tasks for the different ora-
cles; and perform a model assessment in an automated
manner.

• Decentralized Storage: We use decentralized storage
to complement the existing scheme. Specifically, the
InterPlanetary File System (IPFS) is used to store data
offchain [37], [38]. The features of IPFS complement the
requirements of integrity, transparency, and availability.
Furthermore, system users can enforce confidentiality
on the storage system through encryption.

• Oracles: External sources that aid the blockchain in
interacting with the outside world are the oracles of the
system. In this work, oracle workers are responsible for
assessing AI models. Verifiers handle the verification of
the oracle workers to adhere to the set authentication
criteria. It is essential to maintain the decentralization in
the oracle subsystem, not to negate the existing features
of the decentralized network, and to avoid the ‘‘Oracle
Problem’’ of having a central data source that can lead
to corrupt, malicious, or incorrect data [39]. Therefore,
the oracle subsystems must reach a consensus on the
correct result. Oracles get monetary compensation for
executing their tasks successfully. In addition, entities
requesting tasks compensate the oracles appropriately,
such as model assessment tasks. As with the other enti-
ties, oracles have to register with a unique Ethereum
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Address (EA) on the blockchain and then get authen-
ticated before participating.

• ProxyRe-encryption (PRE):We use PRE to re-encrypt
the partitioned AI model to securely transfer it to the
worker oracles. These nodes delegate the process while
ensuring a secure transaction between the assessment
oracles and the owner of the model. Such a network
can be opted out of if the owner selects to do the
re-encryption. We mainly consider a threshold proxy
re-encryption scheme such as the one proposed by the
NuCypher suite [40]. Generally, the owner generates a
re-encryption key using his secret key and the receiver’s
public key (the oracle in this case). The PRE encrypts
the partitioned model’s symmetric key, which can then
only be decrypted by the intended oracle’s private key.
We also refer to the proxy as a Re-encryption proxy
(REP).

B. SYSTEM INTERACTIONS
Herein, we explore the proposed system interactions. Edge
cases are limited for readability but revisited in the validation
section. We distribute the interactions into three sections, and
overlapping sections do not have repeated interactions but
rather are condensed and could refer to existing sections. The
first sequence pertains to the model’s upload, auction, and
transfer, which can be seen in Figure 4.

1) MODEL UPLOAD AND EXCHANGE
1) The process starts with uploading the asset along with

the metadata, which includes all sorts of information
possible to help provide explainability to the users.
An owner/creator uploads the data on the IPFS, so any
change in the data invalidates the hash. Furthermore,
the path is an IPNS (InterPlanetary Name System)
link [41], allowing changes to happen while keeping
track of the asset. However, changes not tracked on the
blockchain are deemed invalid since the IPFS hash on
the blockchain is different than the one pointed to by
the IPNS unless it is updated.

2) The Owner/Creator uploads the path to the uploaded
data and, if valid, mints it as an NFT on the NFT smart
contract. Doing so binds the asset with a token ID and
the smart contract used, enabling exclusive access for
ownership of the asset on the blockchain. Furthermore,
when minting the asset, the owner/creator can identify
any parent assets that contributed to the current asset.
They are incentivized to transfer the credibility and
exposure of an already existing asset previously veri-
fied. Moreover, it is to build a provenance chain that
users can utilize to establish trust for the new asset. The
owner can also set the royalty they wish to receive for
using assets within the set range.

3) The owner can auction the asset and set a period for
it but can only do so after validating the ownership
of the asset through on-chain access policies. The

marketplace Smart contract carries out all the tasks of
the auctions.

4) Events are emitted to the users about the new auction
and can bid now. Any auction model can be imple-
mented. In the given scenario, an English auction is
conducted Figure 4, with every user required to bid
higher than the previous one. An event is emitted after
each new bid to notify participants about the auction
state.

5) During the bidding process, only the outbid users can
withdraw their bids, and the highest bidder is not
allowed to do so. The smart contracts also keep track
of the funds received and transferred, and policies are
in place to prevent any double withdrawal.

6) The auction can end once the period is over by having
a timing oracle invoke the end of the period or by the
asset’s owner if he is satisfied with the current highest
bid. Once the auction is over, a winner is announced
and registered as the asset buyer. Then the buyer gets
notified through an event to collect the asset. Finally,
the participants get notified about the end of the auction
so they can withdraw their corresponding bids.

7) The owner calls a function to ask for the NFT own-
ership to be transferred to the buyer to receive the
payment. The Marketplace smart contract contacts the
NFT SC to transfer the NFT. The NFT contract trans-
fers the ownership and computes the royalties for the
contributors of the asset.

8) After appropriately assigning the shares to each of the
concerned entities, the shares can be withdrawn from
themarketplace contract by their assigned address only.

2) MODEL ASSESSMENT
The sequence of the aforementioned interactions is under the
assumption of a validated and assessed model. However, the
model undergoes an off-chain process to assess and validate
the provenance data that has not been recorded on-chain,
as detailed in Figure 5.

1) A user needs to have a valid TEE to participate as a
worker. To do so, the user must provide a remote attes-
tation for his/her device. When the enclave is instanti-
ated, a measurement of the enclave is taken as a record
of its identity. Remote attestation is done by first going
through local attestation, followed by the generation of
a quote by the Quote enclave.

2) When a user attempts to register as a worker, they
submit their quote and signature. The challenger has
already sent a nonce, which is included in the quote to
make sure that the attestation is up-to-date.

3) Verifiers act as the challengers that verify the quote,
and they can register as long as there is no conflict
of interest by assuming another role in the network.
Although there are several verification methods, this
scenario assumes the verifiers validate quotes with the
Attestation Verification Service [42].
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FIGURE 4. A sequence diagram highlighting 1) Upload of model and metadata 2) Auctioning of the AI asset 3) Transfer the
NFT and distribution of shares for contributors based on royalties.

4) Several verifiers submit their verification results until
they reach a consensus on the smart contract. Then,
based on the consensus, the registering user is either
rejected or registered.

5) The network workers can now register for model veri-
fication tasks based on available verification requests.
The request can be initiated by a user interested in the
model, a developer who wants to validate the results,
or any entity testing how appropriate a dataset is.

6) To separate concerns and maintain secure operations,
each worker can only handle one task at a time. Once
the workers are assigned, their keys are shared with
the owner/delegates to establish a secure connection.

Before moving on, the owner conducts a remote
authentication as the challenger. Within the attesta-
tion, the public key of the enclave is shared. Prior to
exchanging any secrets, the owner must validate the
signer of the enclave (MRSIGNER) and the enclave
attributes to ensure the provisioning of data to the
appropriate unaltered enclave [34].

7) The owner generates the fragmented re-encryption keys
and distributes them to the re-encryption proxies. The
proxies can then re-encrypt the key of the partitioned
model that the owner uploaded. The enclave’s public
key is used to generate a re-encryption key, so even the
worker cannot decrypt the secret.
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FIGURE 5. A sequence diagram highlighting: 1) Verification of workers with valid TEE 2) Assignment of tasks to workers for
assessment and re-encrypting the model partitions 3) Testing and assessing the AI model based on the aggregated results.

8) Workers fetch the encrypted model partitions and test
them inside the TEE. Each worker submits the result
to the next worker. Several worker lines work in par-
allel based on the tester’s conditions and requirements.
As an added layer of security, the tester can use one
of the approaches in the literature to privatize their
small validation set. An example is data anonymiza-
tion to prevent personal data disclosure and maintain
privacy [43].

9) After the testing goes through thewhole process and the
final result is with the worker’s head, the heads submit

their results to the smart contract to reach consen-
sus and provide the model assessment. Generally, the
results depend on the testing goal of a model. However,
test results generally consist of a confusion matrix from
which several evaluation metrics can be derived, such
as accuracy, precision, and recall.

3) TRADING AND PAYMENT
Figure 6 shows a scenario with two AI developers that wish
to enhance an existing model before reselling it for a profit
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FIGURE 6. Model exchange scenario through the model evolution and transferring the NFT ownership to the new owner
with every iteration through the smart contract.

and providing better AI services for the average user. On the
other hand, the user is interested in utilizing the AI solution.

1) Starting with the original creator, the model is auc-
tioned by the creator and bought by developer 1. The
internal interactions are similar to what was described
in ‘‘Auctioning Asset’’ and shown in Figure 4.

2) The creator is assigned a royalty percentage for future
purchases of the model or its variants.

3) The creator withdraws the total price for the model
since there are no other contributors.

4) Developer 1 then adjusts and enhances the model and
then repeats the auctioning process. In this case, devel-
oper 2 purchases the model.

5) Developer 1 is now assigned a royalty percentage too.
Once the transfer occurs, the smart contract assigns
the majority of the paid amount to developer 1, while
the creator gets a smaller share based on the royalty
amount.

6) For the third iteration, the same process takes place,
with developer 2 being one of the contributors now.
This time, an AI user buys the model through the
auction.

7) The smart contract notifies the creator and AI devel-
oper 1 to withdraw their royalties, while AI developer
2 receives the remaining payment for the model after
the royalty distribution.

8) AI developer two is now assigned a royalty that gets
triggered when the AI user sells the model, as well as
the previous owners, the creator, and AI developer 1.

V. IMPLEMENTATION AND VALIDATION DETAILS
In this section, we present the implementation details of
the proposed approach and outline the development of the
proposed design. Two main smart contracts are constructed,
with one managing the AI NFTs while the other acts as a
marketplace that manages trades. We implement the NFT
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Algorithm 1 Minting NFT and Setting Royalty of Asset

1 Input: ownerAddress, tokenID, uri, parent, parentToken
2 Require: msg.sender == ownerAddress
3 call: erc721.mint(ownerAddress, tokenID)
4 call: erc721.setTokenURI(tokenID, uri)
5 call: setToken(ownerAddress,
parent,tokenID,parentToken)

6 call: setRoyalty(ownerAddress, tokenID)
emit: ownerAddress,tokenId

contract to extend the ERC-721 smart contract and contain
a compartment that governs oracle workers for AI model
assessment. The marketplace contract holds the auctions for
the NFTs and executes the trades. Since this is a specialized
domain and not a general one, we set up a single contract
that multiple users can use to manage the NFTs. This saves
the users from having to do extra work. We make the smart
contracts code publicly available on Github.

A. ALGORITHMS
The smart contracts were implemented on the Ethereum
blockchain using the Solidity language. The system’s main
functions are detailed and interpreted in this section to clarify
the approach’s logic. We mostly represent the entities by
structs (structures) and access them using the convention
struct.variable. Since several entities have the same role
simultaneously, mapping to the structs is created to access
them using their key, such as struct[key].variable. Some vari-
ables that describe the properties of blocks and transactions
are used in the algorithms, such as msg.sender , msg.value
and block.timestamp. Their properties are provided globally
by solidity, where msg.sender get the sender of the message,
block.timestamp gets the current timestamp for the block, and
msg.value is Ether (Wei) amount sent with the transaction.
Variables preceded by a . indicate they are part of a structure.
Algorithm 1 is the fundamental function that adds the

assets to the network, and it is the mint function that links the
asset with an NFT on the blockchain. Next, the unique asset
is submitted with a Uniform Resource Identifier (URI) and
associated with the owner. Then, functions setToken( ) and
setRoyalty( ) are called to link the token to an existing asset
and set the appropriate royalty. Lastly, the function sends an
event to inform participants that the owner now has a new
NFT.

In Algorithm 2, we describe an internal function that brings
the chain of contributors, mimicking a provenance chain,
or reverts if there are no predecessors. The function creates
an array, loops through the provenance chain from child to
parent, and adds them to the array. Contributors receive their
assigned shares based on the entries of the array.

Once the NFT is minted, royalty and provenance chain
details are recorded accordingly, and the assets can be
auctioned on the marketplace smart contract. To support
that, a function on the NFT smart contract successfully

Algorithm 2 Get Existing Royalty Chain of NFT

1 Input: _token
2 if token[_token].childOf == address(0) then
3 revert("No Royalties")
4 end
5 decayRange threshold of royalty chain length
6 royaltyAccounts is an array of addresses
7 parentAccount current address of parent
8 parentToken current token of parent
9 counter← 0

10 parentAccount← token[_token].childOf
11 parentToken← token[_token].parentToken
12 while parentAccount != address(0) && currentLength <

decayRange do
13 royaltyAccounts[counter]← token[_token].childOf
14 parentAccount← token[parentToken].childOf
15 parentToken← token[parentToken].parentToken
16 counter← counter +1
17 end
18 return: royaltyAccounts, counter
19 emit:royalyAccounts

transfers the NFT and distributes fair payments. For example,
Algorithm 3 details the function for closing the deal once an
auction ends in the marketplace smart contract. If there are no
parents to the asset(address(0)), the whole payment goes to
the owner. If there are, each entity has its share computed by
the smart contract with dynamic royalties based on a specific
decay factor. The royalty decreases when the entity keeps
receiving them and more contributors join.

Even though the owner minted the asset, it must be verified
to gain users’ trust. The verification is possible using oracle
workers, which the smart contract governs to verify the AI
models. The workers can register for a verification task as
shown in Algorithm 4. The function first ensures that 1) the
required number of workers is unfilled and 2) the worker has
not previously registered for the task. Then, the smart contract
associates the worker with the task and adds the worker to
the list. Finally, the task accounts for the number of workers
registered. Line 7 is where the worker’s address is added to
the task array.

The workers verify the models and metadata and submit
their results to the smart contract. The submission details can
be seen in Algorithm 5. Since the workers are decentralized
and test sequentially in parallel, only the oracles at the end
of each sequence can submit the final result. The smart con-
tract checks that the worker assignments are done and then
validates if the calling worker is a head worker. The result
aggregation of the results can be accomplished in several
ways. However, in this paper, we consider accuracy as the
main testing criterion for the model. Therefore, we take the
mean of the submitted results. The workers that submitted
their results are kept track of to prevent double submission,
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Algorithm 3 Close Deal Between AI Owner and Buyer

1 Input: token, price, buyer
2 remainingAmount amount left to be assigned
3 withdraws[] array of royalty objects to be withdrawn
4 share royalty percentage
5 payment current payment amount to assign
6 remainingAmount← price
7 if token.childOf == address(0) then
8 erc721.TransferFrom(token.owner, buyer, token)
9 Return: Empty Royalty Array []

10 else
11 share← tokenRoyalty.value
12 accounts, length← call: Algorithm 2(token)
13 withdraws← New Royalty Array[](length + 1)
14 for i← 0 to length do
15 payment← remainingAmount × (share ×

(length - i)) × (decayFactor)
16 withdraws[i]← Royalty(payment, accounts[i])
17 remainingAmount← remainingAmount -

payment
18 end
19 erc721.TranferFrom(token.owner, buyer, token)
20 emit: withdraws [],"Withdraw Earnings from Smart

Contract"
21 return: withdraws []
22 end

Algorithm 4 Worker Registering for Model Assessment
Task

1 Input: taskNumber
2 .workerCount counter of current workers
3 .workers number of required workers
4 .iterations number of required pipelines
5 .workersaddr address of the worker
6 Require: task.workerCount != task.workers ×
task.iterations && workers[msg.sender].taskNo !=
taskNumber

7 task.workersAddr[task.wCount]← msg.sender
8 workers.position holds submission order position
9 workers[msg.sender].taskNo← taskNumber

10 workers[msg.sender].position← 0
11 task.wCount← task.wCount + 1
12 emit: msg.sender, task.wCount - 1

and if all head workers submit, the mean gets submitted for
the users to employ in their decision-making.

Shifting to the marketplace contract, network users can bid
on the asset once an auction starts. Algorithm 6 begins by
ensuring that the bid is for a valid ongoing auction and that the
bid is higher than the latest bid along with the specified min-
imum margin. If the user already had an existing bid, it only
gets updated. Otherwise, a new bid is issued. Furthermore,

Algorithm 5 Submitting Result of Model Testing

1 Input: taskNumber, order, result
// order is the order of the worker

in pipeline
2 Require:task.wCount == task.workers × task.iterations
&& workers[msg.sender].position == 0
// Ensure registration is done, and

worker did not submit yet
3 Require: order + 1 % task.workers == 0 &&
task.workersAddr[order] == msg.sender
// Validate that submitter is an

oracle head
4 task.result← task.result + result
5 task.submitted← True
6 workers[msg.sender].position← task.submitted.length
7 if task.submitted.length == task.iterations then
8 task.result← task.result / task.submitted.length
9 emit: task.result, taskNo

10 delete task[taskNumber]
11 end

Algorithm 6 Buyers Bidding on Auction

1 Input: auctionToken
2 Require: auction.onGoing && msg.value >
auction.highestBid + minimumValue

3 minimumValue is the smallest increment allowed for new
bid

4 .onGoing is a boolean which checks if auction is ongoing
5 if bid.amount != 0 && bid.bidToken == auctionToken

then
6 bid.amount← bid.amount + msg.value
7 else
8 bid← newBid(auctionToken, msg.value)
9 end

10 auction.highestBid← msg.value
11 auction.highestBidder← msg.sender
12 if auction.end - block.timestamp < gracePeriod then
13 auction.end = block.timestamp + gracePeriod
14 end
15 emit: msg.sender, auctionToken, msg.value

if the bids were made during the grace period, they get reset
to allow other users a chance to bid.

The auction can end with two options: getting notified by
a timing oracle or being stopped by the asset owner. As in
Algorithm 7, the auction stops with no checks required if it is
the owner. However, if the oracle calls the function, the smart
contract checks the current time and penalizes the oracle in
transaction history if it is an invalid request. The highest
bidder and their bid are then made public on the network, and
other bidders can withdraw their bids if they have not already.

Once the auction has ended, the NFT owner initiates a
request to transfer their NFT to the auctionwinner and receive

VOLUME 10, 2022 112241



A. Battah et al.: Blockchain and NFTs for Trusted Ownership, Trading, and Access of AI Models

Algorithm 7 End Auction for the Model NFT

1 Input: auctionToken
2 Require: oracle.active == true || auction.owner ==
msg.sender

3 if auction.owner == msg.sender then
4 auction.onGoing← false
5 else
6 if block.timestamp >= auction.end then
7 oracle.successTxs← oracle.successTxs + 1
8 auction.onGoing← false
9 else
10 oracle.successTxs← oracle.successTxs - 1
11 revert("Time not up yet!")
12 end
13 end
14 emit: auction.owner, auctionToken,

auction.highestBidder, auction.highestBid

Algorithm 8 Tranfer NFT and Assign the Shares for
Contributors

1 Input: auctionToken
2 Require: !auction.onGoing && auction.owner ==
msg.sender && auction.highestBidder !=address(0)

3 temp is a temporary array holding addresses with
royalties

4 Royalty [] temp← call: Algorithm 8(auctionToken,
auction.highestBid, auction.highestBidder)

5 if temp.length == 0 then
6 withdrawingAccs← Royalty(auction.highestBid,

auction.highestBidder)
7 else
8 for i← 0 to temp.length do
9 withdrawingAccs[temp[i].recipient] = temp[i]
10 end
11 end
12 delete auction[auctionToken]

the appropriate payment. As such, Algorithm 8 requires that
the auction has stopped, the highest bidder is announced,
and the owner is the function’s caller. Next, Algorithm 3
is called to complete the transfer of the NFT, compute the
shares, and assign them to the appropriate addresses. Once
the result is returned to Algorithm 8 the addresses are added
to an array that temporarily holds them. Each address is
associatedwith the amount they are allowed towithdraw from
the marketplace smart contract. Finally, the auction is cleared
from the state variables, and users can now participate in other
auctions.

B. VALIDATION
We implement the smart contracts using the Solidity pro-
gramming language. The development environments are
Truffle version 5.4.26 and Remix version 0.8.7 [44], [45].

For debugging and deployment, we used Ganache, and we
conducted the tests using Truffle’s mocha testing framework
and chai assertions, which are based on JavaScript. A general
test containing several scenarios, assertions, and exception
handling is discussed to validate the solution. The general
test is divided into 11 tests, each validating a function of the
system. In this case, the entity that offers the marketplace ser-
vice, whether an individual or a Decentralized Autonomous
Authority (DOA), is the one that puts both contracts into
place.

1) MINTING THE NFTs
Creators and owners of AI assets can mint their assets as
NFTs to their associated Ethereum Address. If the asset is
derived or inspired by an existing asset, then the user indicates
its parent asset. An NFT owner also has to call a function to
allow the marketplace contract to be an ‘‘Operator’’, giving
the contract the right to operate its NFT on the network.
A sample can be seen in Figure 7. Assert: 1) Parent of the
asset is the predecessor. 2) NFT Owners’ approved market-
place contract as operator.

FIGURE 7. Event emitted by the smart contract upon successful minting
of NFT.

2) REGISTER AND VERIFY WORKERS
Workers and verifiers can register on the network as partici-
pants with their own EA. Verifiers have the task of verifying
the attestation of workers and ensuring that workers are run-
ning valid TEEs. Consequently, workers must be verified to
register and participate in an assessment. Although verifiers
submit their attestation results, the worker only gets verified
once there is consensus according to the set criteria. For
instance, a worker is valid only if the number of verifiers
attesting is X more than those that do not, where X is the
verifiers’ threshold parameter.Exception Handling:Verifier
attempts to validate theworker twice.Assert:Worker verified
once consensus requirement is fulfilled.

3) ASSESSING AI MODEL
Any network user interested in validating the claimed model
results can initiate amodel verification request, such as poten-
tial buyers or the owner. Once the request is initiated, the
workers can register for the verification task. After work-
ers execute their assigned tasks, worker heads accumulate
the final results. Then, the workers’ heads are permitted
to submit their results to the smart contract while prevent-
ing other workers from submitting them. Once all heads
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FIGURE 8. Event emitted by the smart contract upon successful auction
start.

have submitted, the smart contract publicizes the assessment
result, and the model gets verified. Finally, workers can regis-
ter for new tasks.ExceptionHandling: 1)Worker attempts to
register twice for a task. 2)Worker attempts to submit a result,
posing as a head of workers. Assert: Correct verification of
assessed models.

4) AUCTIONING ASSET
Asset owners can auction their assets on the marketplace
smart contract by providing the token number and specifying
the period, as shown in Figure 8. A time oracle registers to
notify the smart contract about the end of the auction period.
The auction disallows periods that are not feasible, invalid
tokens, or callers other than the owner. Moreover, the owner
can preemptively end the auction if satisfied with the highest
bid. Once the period ends, the time oracle calls the function
to end the auction, and if it is not accurate, the oracle gets
penalized. Furthermore, the smart contract prevents any other
account from ending the auction, an oracle ending it before
time is up, or transfers of tokens before the auction ends.
A sample of the event emitted at the end of the auction can
be seen in Figure 9. Exception Handling: 1) Prevent the
auction from starting due to an invalid timeframe. 2) Aborting
the start due to an invalid token. 3) Do not start due to an
unauthorized account. 4) Prevent the end of the auction due
to an unauthorized account (not the owner/oracle). 5) Use
Oracle to halt the end before time runs out. 6) Prevent NFT
transfers before the auction ends. bf Assert: The account is
registered as a time oracle.

FIGURE 9. Event emitted by the smart contract upon the start of a model
verification task.

5) BIDDING AND WITHDRAWING
Users can bid on ongoing auctions identified by the token.
Each bid must be higher than the previous one by a set
minimum value. Users are not allowed to bid simultaneously
in two auctions but can withdraw from auctions before bid-
ding in another. The user cannot bid unless sufficient funds
are deposited, which they can withdraw later. If a user is
outbid, they can withdraw their funds, but the highest bidder
is prevented from doing so. Exception Handling: 1) Prevent
the user from bidding the same or less than the previous bid.
2) Prevent a non-bidding account from withdrawing funds.
3) Make it impossible for the highest bidder to withdraw
funds during the auction.

6) NFT TRANSFER AND PAYMENT
Themarketplace smart contract alerts the owner to initiate the
token transfer to receive payment for the sold NFT. Each con-
tributor’s share in the model is computed based on each sale
price’s royalty percentage. The transfer only goes through by
the owner of the NFT once the auction ends. Only then can
contributors and owners collect their assigned shares from the
marketplace smart contract through a withdrawal function.
Each account is uniquely allowed a specific amount to with-
draw. Exception Handling: 1) Prevent unauthorized users
from transferring data. 2) Prevent the sale of non-auctioned
tokens. 3) Prevent payment withdrawals from non-eligible
accounts. Assert: The owner of the NFT is the auction
winner.

VI. DISCUSSION
In this section, we present cost and security analyses of the
proposed solution. Also, we discuss the solution’s applicabil-
ity for public AI assets and how it can be generalized for other
applications.

A. COST ANALYSIS
The proposed solution is mainly built on the blockchain,
which constitutes most of the system’s cost. The network is
not constrained to Ethereum but rather a public blockchain
network. The costs are in terms of gas, a unit that quantifies
the computational consumption to execute the operations of
a transaction [46]. Gas fees are variable, with each block
having aminimumbase fee to include a transaction. However,
prices are predictable after the London upgrade, and the cost
of opcodes is fixed. While gas is consistent and paid in
Ether, the price of Ether is not. As such, even if the same
transaction is executed twice at two different time points,
its price would be different. Table 2 gives an approximate
cost summary at the time of testing. This also clarifies the
computational requirements of executing a transaction by
a user. Every transaction uses 21, 000 gas, and there is a
base fee to be included in a block and finally a priority
fee which is given to the miners/validators. The rest of
the gas is a computational cost for the operations carried
out by the EVM (Ethereum Virtual Machine). As such, the
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TABLE 2. Smart Contract functions cost analysis.

displayed gas costs represent the computational effort needed
to execute the operations of the transaction with the given
inputs. Computations have a set cost based on the blockchain
specification. In the case of Ethereum, for example, each
zero-valued data byte in a transaction is 4 units of gas, while
non-zero data is 16 units of gas. While saving to persis-
tent storage using an SSTORE operation costs 20, 000 gas.
Such details of the costs of each operation are defined by
Ethereum [47].

In the proposed approach, the implementation was
designed to reduce costs without compromising functionality.
The function to Mint is the most costly function (265,719
gas units), which is called from the original ERC-721 smart
contract by OZ. Unlike common approaches, the implemen-
tation does not require a new smart contract for every user.
As such, the user only incurs the function cost of minting
the NFT rather than both minting and contract deployment.
The highest fee is for the transferNFT and AssignPayments
(168,501 gas units), ensuring that the assignment of payments
and transfer of NFT are executed in one transaction. The MP
and NFT contracts facilitate the withdrawal of fair payments
and ownership transfer, each with its respective task. On the
other hand, functions that pertain to auctions, which are called
several times, have a relatively low gas cost (approximately
21,800 gas units).

The average gas fee for a function call is 79,630 gas
units. As mentioned, the gas price depends on the net-
work’s cryptocurrency price. If a PoW consensus net-
work is used, the cost will be around $8.71. However,
in a Proof-of-Stake (PoS) consensus-based network such
as Polygon (Matic), the cost is $0.0044 [48]. The current
high gas fees are due to the scalability of the Ethereum
network. Polygon is a side-chain Ethereum network that
uses PoS consensus, which Ethereum is implementing in
its Beacon chain that is set to merge with the current
Mainnet [49]. Therefore, even though the current fees are
feasible, the proposed solution has negligible costs using PoS
consensus.

B. COMPARISON ANALYSIS
Herein, we compare the proposed solution with the existing
solutions based on seven parameters; namely, remuneration,
ownership, exchange, verification, provenance, trustless, and
model privacy. Compared to the existing solutions [14], [15],
[16], [17], [18], [19], [20], [21] as shown in Table 3, it is
revealed that only the proposed solution considers all the
parameters, as discussed below:
• Remuneration: In our solution, participants are paid
for their services or resources through a decentralized
auction and royalty system.

• Ownership: Each participant possesses proof of own-
ership of a resource, granting them the right to use,
possess, and trade the resource. We enforce that using
the NFTs on the smart contracts.

• Exchange: Participants are able to exchange resources
securely and are guaranteed proper compensation. In our
solution, this is achieved through SC policies, NFTs,
auctions, and trade functions.

• Verification: A method is provided for users to verify a
resource before purchase to avoid being deceived. Our
worker network is utilized to verify a model without
compromise of trust or privacy.

• Provenance: The information, metadata, and history
of change are maintained and available to be audited.
Furthermore, it is essential that provenance data is guar-
anteed to be tamper-free to establish trust in the data.
This is ensured through the harmonious off-chain and
on-chain traceability enforced by the SCs.

• Trustless: Users do not have to trust a third party with
their data, and no third party can disrupt a service for
the user. We achieve that through the use of TEE as well
as the decentralization of tasks by oracles. Finally, the
decentralized SC governs their behavior.

• Model Privacy:The parameters are treated as IP and are
not exposed unless the owner desires to do so. There is
no simultaneous collaboration, andmodels are enhanced
after ownership exchange.

112244 VOLUME 10, 2022



A. Battah et al.: Blockchain and NFTs for Trusted Ownership, Trading, and Access of AI Models

TABLE 3. Comparison with the existing works.

TABLE 4. Throughput analysis of Ethereum and Polygon.

C. PERFORMANCE ANALYSIS
The performance of the approach is dependent on our imple-
mentation and utilization of the blockchain network. Inspect-
ing the Ethereum network, the average time to mine a block
is 13 seconds.2 As for the block size, the maximum allowed
size in gas is 30 million.3 Polygon has a similar block size but
a block time of 2 seconds.4 In the aforementioned networks,
both the priority fee and the congestion level play a major role
in latency. Providing a decent priority fee and having low net-
work traffic would yield faster transaction time, while lower
priority fees and high network traffic would yield latency that
is higher than the average. In the former case, the latency
could be negligible where a transaction is mined after it is sent
if the block is about to be mined, or at worst, it would wait for
one block time. Taking the average latency, we simulate the
throughput of our implementation as shown in Table 4. The
throughput represents the number of actions per second for
each function. This applies to the default scenario, which was
tested to go through a whole cycle of the system. The number
of calls could vary depending on the case, such as wanting
to utilize more worker oracles. As the transaction times are
much shorter in Polygon than in Ethereum, it is clear that the
throughput is higher.

D. SECURITY ANALYSIS
We analyze our prototype using a vulnerability analysis
tool to provide a quantitative representation of potential

2https://etherscan.io/chart/blocktime
3https://ethereum.org/en/developers/docs/blocks/
4https://polygonscan.com/chart/blocktime

TABLE 5. Security analysis matrix of confidence and impact.

vulnerabilities. The tool utilized in our assessment is
slither [50], which is an open source analysis framework pro-
viding a suite of vulnerability detectors for smart contracts.
There were a total of 13 vulnerabilities detected, as shown in
the Table 5, with 7 low-impact, 6 medium-impact, and 0 high-
impact vulnerabilities. Manually checking the vulnerabilities
uncovered that the vulnerabilities could be considered as false
positives. The 6 medium-impact detected vulnerabilities are
for uninitialized variables that are recommended to be ini-
tialized for readability. The low-impact vulnerabilities mainly
consisted of warnings for the use of timestamps in compar-
isons and a benign re-entrancy vulnerability that is handled.
Furthermore, the analyzer provided us with 32 optimization
issues and 81 informational issues, which can be included to
further enhance the quality of the smart contracts. We inves-
tigate the required security requirements for the proposed
system, as can be seen below.

• Availability: The proposed approach relies on a
decentralized structure at every stage, evident in the
blockchain, oracles, PRE, and storage. This approach
abolishes the need for trusting a central entity but
rather requires trusting the process of the network.
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Consequently, tracking AI assets is assured through
persistently available data provenance across the many
nodes that maintain the blockchain. The same concept
applies to IPFS, which seeks to achieve data permanence
through a resilient network. In this case, once an asset is
uploaded, the owner can not maliciously prevent access
to the new owner. As for workers and PRE, the decen-
tralized nature allows some participants to bail on their
tasks, and the remaining participants can still carry out
the assessment or re-encryption. Furthermore, we utilize
PRE to ensure asset availability since the owner might
not always be available to share the partitions, so PRE
securely transfers the partitions.

• Data Integrity: On-chain data integrity is guaranteed by
the blockchain’s hash chain mechanism, which ensures
the immutability of the data once committed to the
blockchain, preventing manipulation. Off-chain data
integrity is ensured by smart contracts. Every asset is
associated with a unique identifier (NFT) on the smart
contract by providing the IPNS and IPFS links. Any
change to the IPFS entry invalidates the link that exists
in the smart contract. Therefore, the user has to update
the link, and in doing so, all the users can see the change
and choose to utilize the new data or not.

• IP protection: Leakage of data or losing its confiden-
tiality deprives the owner of the ability to be compen-
sated for creating the IP. However, the IP needs to be
assessed by a potential buyer, whichwe do by employing
a decentralized network of workers. Protecting the IP
is done by authenticating workers with valid TEEs and
partitioning the model. As such, each partition is tested
in a secure enclave, preserving confidentiality. Further-
more, since the model is partitioned, an attacker needs
to gain control of all involved workers’ TEEs, which is
very complicated. Finally, the whole process is tracked
on the blockchain to ensure non-repudiation.

• Trust and Transparency: Common architectures rely
on a central entity such as the cloud or third-party
services, which requires trusting the vendor. The ven-
dor also poses as a single point of attack or failure.
In this work, we try to shift away from that by con-
sistently decentralizing and distributing power amongst
participants. Transactions are transparently displayed
for all blockchain participants to facilitate such net-
works’ validity. Moreover, users do not have to trust an
entity but rather the consensus process of the network,
where only a portion of the participants has to be honest.
This trust is reinforced by smart contract incentives for
good behavior and penalties to deter bad behavior. Fur-
thermore, transactions are processed by smart contracts,
which are automated and transparent, with no entity in
control. Smart contracts also enforce ease of access to
prevent issues such as escrow, double withdrawal, and
impersonation.

• Collusion: With the inclusion of several decentralized
networks, a consensus method must be in place to

achieve a valid result. The most common approach
is through majority voting, which is the case for the
blockchain and worker networks. To successfully col-
lude and change the outcome in the colluders’ favor, the
attackers must constitute N/2 + 1 of the participants.
As for PRE, the scope of attack for colluders is to
deny services since the data is encrypted and can not be
accessed. We use threshold PRE in particular, where the
owner asks for M of N PRE to re-encrypt successfully.

We also investigate the soundness of common attacks on
decentralized networks. As these blockchain threats have
been documented by the literature, we focus on discussing
how the mitigation of the attacks is extended to our decen-
tralized system [51], [52], [53], [54].
Attack 1: Denial of service
The attack vectors could be on the network level or our

proposed worker level. For the network, the blockchain is a
decentralized network capable of handling DoS attacks since
each node is redundantly connected to several nodes. On the
worker level, a traditional approach, a worker could refuse
to verify a model, and this would halt the functioning of the
system. However, as we mentioned, the built-in redundant
worker network is resilient up to N − 1 lines of workers.
Where N is the number of worker lines assembled from
K workers, and each line contains M workers, such that
K = M × N .
Attack 2: Spoofing attack
The spoofing attack vectors could be on the network level

or participant level. On the network level, every participating
node has a unique Ethereum address and a unique key pair.
The participants themselves in our approach are verified and
given roles, to create a role-based access control system on
our smart contracts.
Attack 3: Sybil attack
Sybil attack on the blockchain is mitigated by the redun-

dancy of participating nodes. As for theworkers, Sybil attacks
are prevented through the authentication of the TEE of a
worker. By leveraging a Root-of-trust (RoT), each physical
entity has a unique proof. This forces every device to register
once only.
Attack 4: Eclipse attack
The resiliency of nodes to the eclipse attack increases with

the size of the network. In our case, we rely on an already
established blockchain, removing concerns about the scale
of the number of nodes present. As for workers, this attack
would be difficult to carry out as the connections are assigned
by the smart contract. As long as the workers are connected to
the blockchain they are able to correctly identify the worker to
communicate with. The attacker would have to jeopardize the
connections of the worker to the blockchain, which would be
unfeasible as the number of nodes its connected to increase.
Attack 5: Replay attack
Replay attacks usually occur during hard forks of a

blockchain, which is handled by security patches with with
the fork. Our concern is the possibility of a replay attack on
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the smart contract, which could possibly allow a user to replay
a transaction to withdrawmore than assigned.We combat this
through enforcing a nonce with each upcoming transaction,
as well as a flag that would indicate that the transaction is
only carried out once. The combination of the nonce, flag and
unique address enable the enforcement of a single transaction
carried out by a specific address.

E. EXTENSION TO PUBLIC AI ASSETS
This paper focuses on exchanging AI assets, taking into con-
sideration users’ concerns. In particular, we examine the case
where AI assets are private and maintain that throughout the
process. In a public setting, the same approach can be applied
to maintain the rights of use and distribution of the owner.
This setting is technically simpler since assets are publicly
available and no private assessment is required. Specifically,
the system relies mainly on the blockchain, smart contracts,
and NFTs for traceability and ownership.

1) OWNERSHIP
When assets are publicly available, the owner loses control
of how an asset is used. However, one way to regulate asset
usage is by having proof of ownership for the asset. Having
such persistent proof that is undeniable preserves the rights
of the owner as per the regulations that they are subject
to as intellectual property. This proof is in the form of an
NFT, which acts as an immutable digital receipt. By prov-
ing ownership, the owner can license the asset and define
terms for distribution. Furthermore, this gives the owner legal
protection against piracy and acts as a preventive measure
for fraud. The owner is also able to transfer ownership with
a clear history of previous ownership of the asset and its
changes.

2) PROVENANCE
Assets are published on the blockchain as NFTs, with a path
to the asset. Once any change occurs, the existing entry for the
asset is no longer valid because the assets have to be stored
on content-addressable decentralized storage. If the content
changes, then so does the hash or path to the content, ensur-
ing that no changes occur without invalidating the existing
hash. The asset is accessible only if it is up-to-date on the
blockchain and the distributed ledger. After every change, the
owner needs to provide metadata that describes the changes.
Since the asset is public, unclear or inaccurate information
decreases users’ trust and consequently decreases the demand
for the asset.

3) REMUNERATION
AI asset owners share their assets for monetary gain and
protection.While protection is guaranteed through leveraging
ERC-721 smart contracts and NFTs, fair remuneration must
be considered in several cases. First, the IPs can be licensed
with specific terms that have to be agreed on and executed by
the smart contracts. Second, a similar application of terms to
distribution rights can be agreed on by both parties. In both

cases, this needs to follow the common licensing agreements
to have legal liability. Furthermore, the license agreement
needs to be included in the metadata of the NFT, which is
stored on the IPFS. Third, there is the case where the asset
is traded, and the ownership is transferred on the agreed
terms. In that case, the original owners get compensated fairly
through an auction to sell their assets and gain royalties for
subsequent trades. Finally, previous cases can be adjusted so
the owners can utilize a royalty-based scheme to benefit from
the resale and reuse of their assets.

4) SMART CONTRACTS
Recording the history of ownership on the blockchain serves
as an immutable audit trail of information. Smart contracts
enable the enforcement of policies related to the AI assets in
an automated manner without interference from third parties.
Automation of such policies through blockchain and NFTs
leads to trusted ownership, trading, and access of AI models.
The aforementioned aspects are important factors in a net-
work with publicly accessible assets. However, this is uncom-
mon because assets or intellectual property are typically not
shared publicly. As such, we touch on the use of public AI
assets as it is embodied in our proposed broader solution,
such as provenance and exchange of assets. The proposed
approach encompasses the public asset case, where certain
parts of the system can be excluded from being utilized.
In particular, minting, royalties, auctioning, and exchange are
all common components in both models.

F. GENERALIZATION
The proposed approach has been designed for AI assets,
specifically focusing on AI models. The approach also per-
mits the use of AI datasets as they go through the same pro-
cess. The only difference is the validation criteria. Workers
in the network can validate and verify the datasets while
maintaining confidentiality. This concept can be generalized
to any asset that requires private verification. Specifically,
the architecture can be used with adjustments mainly made
at the worker level, determining the nature of validation.
Furthermore, the network participants can form a DOA that
specifies the criteria for validating and verifying the used
asset. The DOA can be used for resources that adjust models
or datasets, such as scripts. On the same system, a script to
change the dataset or change a model can be enhanced as
in the proposed approach, where the metadata and history of
changes are tracked on IPFS.

Expanding the scope further, the essence of the approach
is applicable to other use cases that require the provenance
of digital assets. The blockchain, NFTs, and decentralized
storage preserve the history of changes and ownership of the
asset. On the other hand, the subsystems of oracles and PRE
enable the assets’ verification, validation, and assessment
based on the set criteria. The assets differ in assessment
criteria and metadata information but not in their format and
method. As such, it is crucial to define a standard for the
metadata information and assessment of assets to generalize
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the solution. A simple use case is the exchange of confidential
digital documents divided into secure enclaves, each verify-
ing the document. In turn, the document’s privacy and the
stakeholders’ trust in the document are preserved.

VII. CONCLUSION
In this paper, we showcased how blockchain and NFTs can
be leveraged to manage ownership, trading, and access of
AI models in a manner that is decentralized, transparent,
traceable, reliable, secure, and trustworthy. We discussed the
proposed system architecture and its components in detail.
We presented sequence diagrams to show the interactions
among stakeholders involved in terms of ownership, trading,
and access of AI models. We employed the decentralized
storage of IPFS and trusted re-encryption oracles to securely
fetch, store, and share data related to AI assets. We developed
smart contracts and validated them through a detailed use
case with exception handling and assertions. We presented
algorithms along with their full implementation, testing, and
validation details. Furthermore, we conducted a cost analysis
to show the affordability of our solution. Our security analysis
shows our solution is secure enough against common security
threats and attacks. In our discussion, we argued and showed
that our proposed solution is valid for private and public
AI models, requiring even fewer resources than private AI
models. Finally, we discussed that our proposed solution can
be easily generalized and utilized for other applications and
use cases with minor adjustments and modifications.
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