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ABSTRACT Quantum key distribution, in principle, provides information-theoretic security based on the
laws of quantum mechanics. Entanglement swapping offers a unique ability to create entanglement between
qubits that have not previously interacted. Entanglement-swapping setup helps in building a side-channel-
free Quantum key distribution. A receiver-device-independent quantum key distribution protocol based on
this idea, QKeyShield, is proposed. It adopts the use of a biased operator choice, thus, increasing the rate
of generated bits. Several measures have been integrated to protect the sent qubits. Furthermore, security
analyses for a list of attacks allowed by quantum mechanics are provided showing that QKeyShield can
securely and effectively allow Alice and Bob to agree on a secret key. QKeyShield has certain advantages
over earlier protocols including the ability to achieve high usage efficiency and the potential of enabling
conference quantum key distribution.

INDEX TERMS Quantum cryptography, quantum key distribution, entanglement, entanglement swapping,
DI-QKD, MDI-QKD, 1SDI-QKD, RDI-QKD.

I. INTRODUCTION
While encryption is effective at securing data, the security
of the mystery or private cryptographic key is crucial. Any
strong encryption technique would be jeopardized by poor
key management [1]. In this sense, the encryption technique’s
effectiveness is dependent on the key’s security, which is
difficult to ensure using traditional key distribution. A quan-
tum computer can quickly break any key distribution based
on integer factoring and discrete logarithms, including ECC,
RSA, and other variations of these ciphers [2]. To generate
the shared key, Quantum Key Distribution (QKD) can be
used instead of asymmetric key agreement techniques. QKD
is based on the quantum principles of physics rather than
the presumed computational difficulty of mathematical prob-
lems. QKD is the most successful application of quantum
computing, which allows two legitimate parties, Alice and

The associate editor coordinating the review of this manuscript and

approving it for publication was Siddhartha Bhattacharyya .

Bob, to agree on a secret key across a great distance in a for-
mat incomprehensible to an eavesdropper. The first QKDpro-
tocol was proposed in 1984, describing a protocol that would
come to be known as BB84 [3]. BB84 necessitates measure-
ments on two orthogonal basis. For example, bit values can
then be assigned as Zero (0) for a vertically polarized photon
and One (1) for a horizontally polarized photon. Alice and
Bob can detect the presence of an eavesdropper by publicly
comparing obtained bits for which they chose the same basis.
Artur Ekert proposed an entanglement-based variant of quan-
tum key distribution in 1991, known as the E91 protocol [4].
In the entanglement-based scheme, Alice (Bob) obtains the
information by measuring half of a maximally entangled
state. In the E91 original protocol, Alice(Bob) wouldmeasure
polarization along with three different angles. Again, Alice
and Bob publicly announce the angular orientations they used
for each instance. When Alice and Bob use the same angular
orientations, the measurement results will be the raw key. The
results obtained using different angular orientations would
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be publicly announced and used to detect the presence of
eavesdroppers. The first direct consequence of using entan-
gled qubits is the provision of fully random bits to both par-
ties where the qubits are correlated with each other (ideally
with maximally entangled two-qubit states). Entanglement-
based schemes also have the advantage of not requiring a
random number generator. As a result, entanglement-based
quantum key distribution offers a lot of promise for practi-
cal use. Entanglement also alleviates security problems asso-
ciated with single photon-based key distribution methods.
Thus, quantum entanglement’s use for quantum key dis-
tribution is a hot topic in modern quantum cryptography
research.

Entanglement swapping (ES), one of the properties of
quantum entanglement, can entangle two quantum systems
that do not interact with one another. Entanglement-swapping
helps in building a side-channel-free QKD [5], [6] Several
experimental studies have been conducted to investigate the
ES phenomenon with discrete variables [7], [8] and con-
tinuous variables [9], or even with a hybrid approach [10].
For example, the achieved fidelity by the authors of [7] is
84.9 ± 3.6% which infers the violation of the CHSH Bell
inequality by more than two standard deviations. Similarly,
the swapped state of [10] violates the CHSH Bell inequal-
ity by more than 4 standard deviations, and they concluded
that the obtained entangled states could be directly used for
QKD. ES is used in several QKD protocols such as [11],
[12], [13], and [14], where the fact that both Alice and Bob
must select randomly between two potential measurements
ensures the security of these protocols. Conversely, several
entanglement-swapping-based protocols that do not require
alternative measurements have been proposed in the liter-
ature, first appearing in Cabello’s work [15]. Researchers
have tried to minimizes the required number of detectors,
which are by far the most expensive components in QKD
according to NIST [16]. Alternative measurements require
three beamsplitters and four detectors per user. QKD pro-
tocols that do need alternative measurements can perform
the measurement on a single basis which requires only two
detectors and one polarization beamsplitter. Schemes that do
not require alternative measurements use Hadamard gate -
one of the least cost-efficient gates [17]- to provide the
required randomization that helps in detecting eavesdrop-
pers. Although QKD protocols can offer secure key dis-
tribution, the system’s detectors are neither entirely trusted
nor guarded. Currently, the majority of quantum hacking
methods make use of the receiver’s detectors [18]. Device-
independent-QKD (DI-QKD) is the most optimistic scenario
for closing security holes as no assumptions need to be made
regarding the system’s devices [19]. Another family of pro-
tocols is MDI-QKD, where only the measurement devices
are not characterized [20]. The situation where the source
and one of the parties are not trusted have been considered
in [21] and [22]. Other recent studies consider the situation
where only the receiver’s device is not trusted, called receiver-
device-independent-QKD (RDI-QKD) [23], [24]. Moving

to the RDI-QKD scenario can be advantageous for situa-
tions where Bob’s devices are placed in an unmonitored
environment.

In this work, we propose an entanglement-swapping-based
RDI-QKD scheme. The main contribution of QKeyShield is
fivefold: 1) it minimizes the attack surface and maximizes
efficiency by reducing the number of transmitted qubits to
one and the number of classical messages to zero per each
expected secret bit; 2) it employs a biased probability on
performing either Hadamard or identity operators on the
shared-state’s qubits which assures the protocol’s security
and efficiency; 3) it is information carrier qubits are kept
secret, which filters out several attacks such as the intercept-
resend attack, measure-resend attack, and detector blinding
attack; 4) it balances several efficiency metrics while achiev-
ing a high key rate; and 5) it has the potential to be used
as an unconditionally secure conference (multiparty) QKD
scheme.

II. PRELIMINARIES
Before presenting the related works and the QKeyShield pro-
tocol, let us introduce the quantum states and quantum opera-
tions, and illustrate the property of the quantum entanglement
swapping, which will be used later. A state of two maximally
entangled qubits, the simplest form of entanglement, is called
Bell state, and a state of three or more maximally entangled
states is called Greenberger–Horne–Zeilinger (GHZ) state.
The following are known as the Bell basis in the computa-
tional basis {|0〉 , |1〉} and Hadamard basis {|+〉 , |−〉} [12]:

|φ±〉 =
1
√
2
(|00〉 ± |11〉) =

1
√
2
(|++〉 ± |−−〉)

|ψ±〉 =
1
√
2
(|01〉 ± |10〉) =

1
√
2
(|+−〉 ± |−+〉) (1)

where |+〉 = 1
√
2
(|0〉+ |1〉) and |−〉 = 1

√
2
(|0〉− |1〉). Similar

to Bell state, let us define the eight GHZ basis for three qubits,

|P±〉 =
1
√
2
(|000〉 ± |111〉),

|Q±〉 =
1
√
2
(|001〉 ± |110〉),

|R±〉 =
1
√
2
(|010〉 ± |101〉),

|S±〉 =
1
√
2
(|011〉 ± |100〉). (2)

A. QUANTUM OPERATION
Given a known quantum state, it is possible to transform
it into any other state, and the mathematical representation
is known as a quantum operation. The following are some
popular quantum operations:

I =
[
1 0
0 1

]
, X =

[
0 1
1 0

]
, Y =

[
0 −i
i 0

]
,

Z =
[
1 0
0 −1

]
, H =

1
√
2

[
1 1
1 −1

]
, (3)
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where I, X , Y , and Z are called the Pauli operators, and H is
called the Hadamard operator. I is the identity operator that
keeps the state intact. The operatorsX ,Y , and Z , respectively,
rotate (flip) around the x, y, and z axes of the Bloch sphere
by π radians, so X |1〉 = |0〉, Z |+〉 = |−〉, and H |1〉 = |−〉.
Unlikemany classical and quantum operators, Pauli operators
are self-inverse (Hermitian), meaning H⊗2 = I . Similarly,
these operations could be applied to states with more than one
qubit like any of the entangled state |φ±〉 and |ψ±〉. These
states can be an entangled state on the computational basis or
Hadamard basis as shown in Equation (1). To illustrate, let
us assume that |φ+Z 〉 =

1
√
2
(|00〉 + |11〉) is the Bell state on

the computational basis and |φ+X 〉 =
1
√
2
(|++〉+|−−〉) is the

Bell state on the Hadamard basis. Thus, Hadamard operator
could be applied to transform the entangled state between the
X and Z basis, H |φ+Z 〉 = |φ

+

X 〉, H |φ
−

Z 〉 = |φ
−

X 〉, H
⊗2
|φ+X 〉 =

|φ+X e〉.
All the measurements in this work are done on the compu-

tational basis (Z ). As per Equation (1), |φ±〉 = |φ±Z 〉 = |φ
±

X 〉

and |ψ±〉 = |ψ±Z 〉 = |ψ
±

X 〉, the subscripts (Z ,X ) are dropped
to represent a Bell state independently of the base |φ±〉
and |ψ±〉.

Such a quantum operation could be applied to one qubit
of the entangled state but not to the other, creating its dual
state [25]. If we apply aHadamard operation on the first qubit,
we get the dual states {|W±〉 , |X±〉}. Likewise, when we
perform a Hadamard operation on the second qubit, we get
the dual states {|K±〉 , |D±〉}. To illustrate, let us assume
the Hadamard operation, H (1), is applied to the first qubit
(indicated by the superscripts (1)) of the entangled state |φ+〉,

H (1)
|φ+〉 =

1
2


1 0 1 0
0 1 0 1
1 0 −1 0
0 1 0 −1




1
√
2

0
0
1
√
2



=
1
√
2


1
1
1
−1

 = |W+〉. (4)

The following are the possible states of performing a
Hadamard operation on one of the state’s qubits,

H (1) ∣∣φ±〉 = |W±〉 = 1
√
2
(|φ∓〉 ± |ψ±〉),

H (1) ∣∣ψ±〉 = |X±〉 = 1
√
2
(|ψ∓〉 ± |φ±〉),

H (2) ∣∣φ±〉 = |K±〉 = 1
√
2
(|φ∓〉 + |ψ±〉),

H (2) ∣∣ψ±〉 = |D±〉 = 1
√
2
(|φ±〉 − |ψ∓〉). (5)

Equation (5) shows the obtained dual states when per-
forming the Hadamard operation on one of the state’s qubits.
Performing another Hadamard operation on any of the qubits

transforms the dual state back into the original Bell states,

H (1)
|W±〉 = |φ±〉 , H (2)

|W±〉 = |φ±〉 ,

H (1)
|X±〉 = |ψ±〉 , H (2)

|X±〉 = |ψ±〉 ,

H (1)
|K±〉 = |φ±〉 , H (2)

|K±〉 = |φ±〉 ,

H (1)
|D±〉 = |ψ±〉 , H (2)

|D±〉 = |ψ±〉 . (6)

Given an entangled state between Alice and Bob |φ+〉AB,
Alice and Bob can perform a local Hadamard operation on
her/his qubit which affects the entangled qubits’ correlation.
If the Hadamard operation is performed on both of the qubits
by Alice and Bob, the state H (1)H (2)

|φ+〉AB = |φ
+
〉AB will

stay intact.

B. QUANTUM CORRELATION PROPERTY
Entanglement Swapping (ES) is a technique that allows two
quantum systems that do not interact directly to become
entangled. The beauty of entanglement swapping can be sum-
marized in the idea of having entangled qubits that have never
interacted in the past. Let us start by briefly reviewing how
this ES-based protocol works. Let us assume that the initial
state of the two states are on similar basis (computational
basis Z ), |φ+〉12 = |φ

+
〉34 =

1
√
2
(|00〉 + |11〉); thus, the

quantum state of the whole system containing the qubits 1,
2, 3 and 4 can be written as:

|9〉1234 = |φ
+
〉12 ⊗ |φ

+
〉34

=
1
2
(|00〉12 + |11〉12)⊗ (|00〉34 + |11〉34)

=
1
2
(|0000〉1234 + |0011〉1234 + |1100〉1234

+ |1111〉1234). (7)

If wemeasure the qubits 1, 3 and 2, 4 in the Bell basis, respec-
tively, their measurement outcomes are as follows,

|9〉1324

=
1
2

(
|0000〉1324 + |0101〉1324 + |1010〉1324

+ |1111〉1324
)
,

=
1
2

(
|00〉13 |00〉24 + |01〉13 |01〉24 + |10〉13 |10〉24

+ |11〉13 |11〉24
)
,

=
1

2
√
2

[
(|φ+〉 + |φ−〉)13 |00〉24 + (|ψ+〉

+ |ψ−〉)13 |01〉24 + (|ψ+〉 + |ψ−〉)13 |10〉24

+ (|φ+〉 + |φ−〉)13 |11〉24
]
,

=
1

2
√
2

[
|φ+〉13 |00〉24 + |φ

−
〉13 |00〉24

+ |ψ+〉13 |01〉24 + |ψ
−
〉13 |01〉24 + |ψ

+
〉13 |10〉24

+ |ψ−〉13 |10〉24 + |φ
+
〉13 |11〉24 + |φ

−
〉13 |11〉24

]
.

(8)
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Algebraic manipulation can simplify the expression for
Equation (8), which becomes

|9〉1324 =
1
2

(
|φ+〉13 |φ

+
〉24 + |φ

−
〉13 |φ

−
〉24

+ |ψ+〉13 |ψ
+
〉24 + |ψ

−
〉13 |ψ

−
〉24

)
(9)

Equation (9) demonstrates that the measurement outcomes
are completely random as we have four different possibili-
ties which are: |φ+〉13 |φ

+
〉24, |φ

−
〉13 |φ

−
〉24, |ψ

+
〉13 |ψ

+
〉24,

or |ψ−〉13 |ψ
−
〉24. Each of these four possibilities has the

same probability of occurrence, 25%. Even though the occur-
rence of these possibilities is random, the qubits states are
correlated. To illustrate, if qubits 1 and 3 measurement result
is |ψ+〉13, then qubits 2 and 4 must be in the state |ψ+〉24
as well. Similarly, if qubits 1 and 3 measurement result is
|φ−〉13, then qubits 2 and 4 must be in the state |φ−〉24 as
well.

C. BIASED UNITARY OPERATOR CHOICE
The BB84 protocol, published by Bennett and Brassard in
1984, is the most well-known QKD protocol [3]. Alice
encodes the secret information in BB84 at random into the
rectilinear and diagonal basis and transmits the states to Bob.
Bob randomly measures the received states in two basis.
They then compare the basis via the classical channel. The
key is derived from the states that Alice and Bob use the
samemeasurement basis whenmeasuring them, whichmeans
that 50% of the raw data is discarded on average. A sim-
ple adjustment to the BB84 technique that may theoreti-
cally allow one to achieve 100% efficiency asymptotically
has been proposed by the authors of [26]. Their technique
is based on two modifications to the BB84 protocol: biased
base selection and better error analysis. The initial nonuni-
formity adjustment enabled Alice and Bob to attain signif-
icantly higher efficiency with their raw data. In fact, they
demonstrated that this efficiency can be arbitrarily close to
100% in the long key limit. The use of biased selection
probability has been extensively studied and tested exper-
imentally [27]. Entanglement-based protocols and decoy-
state-based protocols employ biased approaches as well as
in [27], [28], and [29], respectively.

In this work, Alice produces a maximally entangled Bell
state |φ+〉AB. Alice keeps the qubit (A) of the maximally
entangled state |φ+〉AB for herself and sends the qubit (B)
to Bob. Alice (Bob) performs a random unitary operator,
Hadamard (H ) or identity (I ), on her (his) qubits A (B). Alice
(Bob) chooses between the two operators, Hadamard and
identity, with probabilities p and (1 − p), respectively. Alice
and Bob choose a number 0 < p ≤ 1

2 whose value is publicly
revealed. Alice and Bob announce their choices through the
public channel. Alice and Bob categorise their choices into
four scenarios based on the actual operator employed. When
they employ different operators, they discard the two situa-
tions. The remaining two caseswill be used for key generation
and Eve detection.

III. RELATED WORK
The early entanglement-based QKDs protocols depend on the
use of alternative measurements, where Alice and Bob use
several measurement bases and alternate between them ran-
domly, to make the protocols secure against any eavesdropper
attack such as Ekert protocol [4]. This approach has been used
in several entanglement-swapping-based QKD, see the cor-
relation equation (8), as well as in [11], [12], [13], and [14].
There are two main drawbacks of the use of alternative mea-
surements. First of all, only a small portion of the transmitted
quantum states is used to generate the key while the others
are for eavesdropper interference detection, which reduces
the key-bit rate. Secondly, a quantum memory is required
to store the quantum states sequences until Alice(Bob) tells
the other party on the grouped qubits indices and on what
basis the measurement should be performed, which makes
such solutions impractical for limited resource devices [11],
[12], [13]. The advantage of such solutions is that these
protocols can differentiate between bit-error-rate (related to
device malfunctions of state incoherence) and quantum-bit-
error (related to Eve interference).

Conversely, several entanglement-swapping-based proto-
cols that do not require alternative measurements have been
proposed in the literature, the first of which appeared in
Cabello’s work [15]. The idea was revolutionary, which led
several authors to propose successful attacks on the Cabello
protocol, such as [30]. As a reaction, Cabello published
another version of his protocol where Hadamard operation
is suggested to make the protocol more secure [31]. Alice
performs the Hadamard operation on the first qubit of a ran-
domly prepared shared-state and sends the other qubit to
Bob and informs Bob afterward whether he needs to per-
form the Hadamard operation on the second half or not. The
Hadamard operation cannot be performed on each state as
Eve can achieve an undetected collective attack by conduct-
ing entanglement-swapping between the travelling qubits and
their ancilla state, |9〉 = H |φ+〉Alice |P

+
〉Eve.Alice, Bob,

and Eve will end up sharing a maximally entangled state
(|P+〉). Similar to [32], Cabello suggested that Alice perform
a Hadamard operation on her half of a Bell state and sends
the other half to Bob and tells him whether she applied the
Hadamard operator or not. Alice performs the Hadamard
operator on random states; otherwise, the protocol is not
secure. The authors of [33] demonstrated that the Chong pro-
tocol, [34], is open to a collective attack as simplified and
they proposed a modified version where the same benefits of
the Hadamard operator have been used. Similar to Cabello’s
suggestions, the Hadamard operation is performed on random
states, otherwise the protocol is not secure [34].

Another type of entanglement-swapping QKD protocol
relies on one of the parties, Alice, to generate N Bell states
and divide the states qubits into two sequences, such as
in [35]. Then, Alice keeps one sequence for herself and sends
the other to Bob. Bob chooses a group of qubits at random
and performs Bell operator measurements on them in pairs,
then informs Alice of the measurement results of the chosen
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qubits. Alice compares her results to Bob’s by doing Bell
operator measurements on the corresponding qubit. If Alice’s
measuring findings match Bob’s, she deems Bob to be legal,
and the communication proceeds. Unfortunately, Eve can
intercept each qubit and conduct an entanglement-swapping-
based attack between the sent qubit and a prepared ancilla
state. This approach is not secure for two reasons. First of
all, Eve conducts no measurement during the security check
stage as it is not secret; therefore, no correlation error is
introduced. Secondly, once Alice(Bob) chooses two random
qubits to conduct Bell measurements on them and informs
Bob(Alice) publicly about the chosen qubits indices, Eve can
choose the same qubits to perform the measurements on and
follow the same procedure. As has been noted, some of the
entanglement swapping-based protocols are either insecure
due to the lack of randomization [30] that confuses the eaves-
dropper or due to the use of simple operators such as the
bit-flip operator, which has been proven to be insecure [33].
Other protocols are inefficient as they increase the number
of exchanged qubits, which increases the attack surface [36].
Some of the protocols have no potential to be used as a con-
ference key distribution due to the use of intermediate trusted
node(s) [36]. Increasing the attack surface by sending sev-
eral qubits or introducing intermediate node(s) gives Eve the
ability to perform a successful collective attack or decrease
the protocol efficiency.

Despite the fact that QKD protocols can provide secure
communication channels, the detectors utilised in the sys-
tem are neither safeguarded nor entirely trusted. There are
possible dangers in real-world implementations due to weak-
nesses in QKD devices that eavesdroppers might exploit.
Most quantum hacking methods now rely on manipulating
the detectors of the receiver [18]. In recent years, researchers
have made significant contributions to theoretical and exper-
imental research. Device-independent quantum key distribu-
tion (DI-QKD) is the most promising scenario for solving
security holes [19]. It is not essential tomake any assumptions
about the underlying workings of the QKD device’s security.
In DI-QKD, quantum devices are considered as black boxes
that produce classical outputs. These devices are thought to
run a quantum algorithm, but no assumptions are made about
the quantum algorithm that generates the outputs. Several
notable advancements in recent years have narrowed the gap
between theoretical requirements and practical performance,
making DI-QKD a potential research pathway. However,
due to hardware technological challenges, DI-QKD remains
unattainable for the current state-of-the-art. The DI-QKD,
in contrast, needs an extremely high detection efficiency in
order to address the difficulty of discovering loopholes in the
Bell tests [37]. In search for a better approach than DI-QKD,
measurement-device-independent QKD (MDI-QKD) proto-
cols assume that the adversary can control or build the mea-
surement devices (detectors) [20]. The reliance on Charlie’s
communications is one of MDI-QKD’s key drawbacks.
Charlie may purposefully postpone transmitting the results
in order to render the protocol unusable for real-time

applications. On the other hand, it is possible to ensure secu-
rity while making fewer assumptions. Some protocols rely
on relaxed assumptions where only the receiver devices are
uncharacterized. Recently, Ioannou et al. published a prepare-
and-measure RDI-QKD protocol [23], [24]. Its efficiency
is not optimal as it discards more than 50% of the results.
Another 1SDI-QKD protocol has been published recently by
Taha et al. [38]. They did not consider the parameter estima-
tion step where Eve’s presence is detected. Only 25% of the
rounds are used for key generation, and classical messages
are required for each round. Another related protocol was
published in 2021 by Yuan et al. [39]. Their efficiency is not
optimal as only 25% of the rounds are used for key genera-
tion, and classical messages are required for each round.

IV. QKEYSHIELD PROTOCOL
Consider a scenario where an organization wants to establish
secret keys with its customers. The organization may invest a
significant amount of money in creating a reliable measuring
device, but the customers on the other end of the channel
might have low-cost (and unsafe) detectors. Users’ measur-
ing devices might be built by the adversary. In light of this,
we propose an RDI-QKD in which Alice’s measuring device
and the entanglement sources are trusted but Bob’s measuring
device is not. We also assume that we have two types of
channels: quantum and classical. Alice sends the swapping
qubit to Bob through the quantum channel. Alice and Bob use
the classical channel for information reconciliation and pri-
vacy amplification. The following enumerated steps describe
QKeyShield in detail (see also Figure 1):
1) Hadamard operation probability: Alice and Bob

choose a number 0 < p ≤ 1
2 whose value is publicly

revealed. p represents the probability of performing
Hadamard operation and (1− p) the probability of per-
forming the identity operator. Assume qtotal is the total
number of transmitted qubits. Bob receives a series of
qtotal qubits from Alice. The value of p is set in such a
way that qtotal(p2−1) = n1 = �(logqtotal), where1 is
a small positive number (i.e., the error due to statistical
fluctuations) chosen by Alice and Bob. n1 and n2 are
the number of test samples chosen from the subsets
where they both performHadamard operator or identity
operator, respectively.

2) Initial states preparation: Alice prepares two entan-
gled states, |φ+〉12 and |φ+〉AB, and Bob prepares an
entangled state, |φ+〉34, see Figure 1.(a). The initial
quantum state of the whole system containing the
qubits 1, 2, A,B, 3, and 4 can be written as:

|9〉12AB34 = |φ
+
〉12 ⊗ |φ

+
〉AB ⊗ |φ

+
〉34

=
1

2
√
2
(|00〉12 + |11〉12)

⊗ (|00〉AB + |11〉AB)

⊗ (|00〉34 + |11〉34), (10)

|9〉12AB34 =
1

2
√
2
(|000000〉 + |000011〉 + |001100〉
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FIGURE 1. QKeyShield protocol steps. Bob’s measurement device is uncharacterized and protected from any information leakage to the
outside. The system contains six qubits: (1,2,A,B) are prepared by Alice and (3,4) are prepared by Bob. The straight line that connects
the qubits represents their entanglement. The double straight line links the qubits on which BSM is performed. Alice (Bob) randomly
performs Hadamard on qubit A(B) and performs a bit-flip operation when required on qubit 2(4).

+ |001111〉 + |110000〉 + |110011〉

+ |111100〉 + |111111〉). (11)

3) Swapping state preparation: Alice produces a max-
imally entangled Bell state |φ+〉AB.

4) Swapping qubit sending: Alice keeps the qubit (A) of
the maximally entangled state |φ+〉AB for herself and
sends the qubit (B) to Bob, see Figure 1.(b).

5) Hadamard operation performing: Alice (Bob)
chooses between the two operators, Hadamard and
identity, to perform on her (his) qubit A (B) with
probabilities p and (1 − p), respectively. If Hadamard
operation is performed on both of the qubits simultane-
ously by Alice and Bob, the state H (1)H (2)

|φ+〉AB =

|φ+〉AB will stay intact. If the Hadamard operation is
performed successively, let us say Alice first as she is
the sender, then Bob, we get: H (1)

|φ+〉AB = |W
+
〉AB,

see Figure 1.(b). Then, Bob receives qubit B and per-
forms theHadamard operation, whichwill undoAlice’s
Hadamard operation, H (2)

|W+〉AB = |φ
+
〉AB. Alice

randomly chooses to perform a Hadamard operation on
her qubit A before sending qubit B to Bob or after send-
ing. If she performs the Hadamard operation after send-
ing, Eve intercepts qubit B of the state |φ+〉AB. If she
performs the Hadamard operation before sending, Eve
intercepts qubit B of the state |W+〉AB. Whether this
operation is conducted before or after sending; it won’t
affect the measurement outcomes; however, it secures
the transmission of the qubit B. The security benefit of
Alice’s random decision is discussed in Section X-A.

6) Bell state measurement (BSM): Qubits 1, 2 and A
belong to Alice, and qubits B, 3 and 4 belong to Bob.
Alice and Bob perform BSM on qubits 1 and A, and B
and 3, respectively. Conducting BSM results in project-
ing the remaining qubits (2 and 4) belonging to Alice

(Bob), into one of the Bell states |φ±〉24 or |ψ
±
〉24,

|9〉1AB324 =
1
2

[(
|φ+〉1A |φ

+
〉B3 |φ

+
〉24

+ |φ+〉1A |φ
−
〉B3 |φ

−
〉24

+ |φ−〉1A |φ
+
〉B3 |φ

−
〉24

+ |φ−〉1A |φ
−
〉B3 |φ

+
〉24

)
+

(
|φ+〉1A |ψ

+
〉B3 |ψ

+
〉24

+ |φ+〉1A |ψ
−
〉B3 |ψ

−
〉24

+ |φ−〉1A |ψ
+
〉B3 |ψ

−
〉24

+ |φ−〉1A |ψ
−
〉B3 |ψ

+
〉24

)
+

(
|ψ+〉1A |ψ

+
〉B3 |φ

+
〉24

− |ψ+〉1A |ψ
−
〉B3 |φ

−
〉24

+ |ψ−〉1A |ψ
+
〉B3 |φ

−
〉24

− |ψ−〉1A |ψ
−
〉B3 |φ

+
〉24

)
+

(
|ψ+〉1A |φ

+
〉B3 |ψ

+
〉24

− |ψ+〉1A |φ
−
〉B3 |ψ

−
〉24

+ |ψ−〉1A |φ
+
〉B3 |ψ

−
〉24

− |ψ−〉1A |φ
−
〉B3 |ψ

+
〉24

)]
. (12)

Knowing their own BSM results, Alice and Bob, could
determine which Bell state they are sharing |φ±〉24,
or |ψ±〉24. They can decide their desired states before
starting the protocol, and we do not assume such infor-
mation is secret. If they choose |φ±〉24 as their desired
states, they will share the same secret bit ‘‘0’’ or ‘‘1’’
when measuring qubits 2 and 4. Thus, they have to
agree on amechanism that makes sure their shared state
is always |φ±〉24.
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7) Desired state preparation: If they choose |φ±〉24 as
their desired state, Alice(Bob) should perform a quan-
tum bit-flip to her(his) unmeasured qubit 2(4) only if
her(his) own measurement is |ψ±〉1A(|ψ

±
〉B3),

|b〉2(4) =

{
X |b〉2(4) , if |ψ〉1A(3B) = |ψ

±
〉

I |b〉2(4) , otherwise,
(13)

where |b〉2(4) represents Alice’s(Bob’s) qubit 2(4).
By doing so, Alice and Bob collaboratively, decen-
trally, and without classical communication prepare
the desired state between them, see Figure 1.(d) and
Table 1. The final shared state is not always |φ+〉AB,
it might have a phase shift |φ−〉AB; however, the prob-
ability of measuring the state on the computational
base(0 or 1) is unchanged.

8) Desired state measurement: Alice and Bob share
one of the maximally entangled states |φ±〉24 =
1
√
2
(|00〉24±|11〉24). Alice(Bob) performs a single-qubit

measurement on qubit 2 (4) on the computational basis
as no alternative measurement is required. They both
got either 00 or 11.

9) Repeat:Alice and Bob repeat steps 1–8 until they get a
sufficiently long string. For convenience, we consider
the protocol steps 1–8 as one round.

10) Sifting: Alice and Bob will follow the previous proto-
col steps without sharing with each other the measure-
ment results or the used operators. Once Bob receives
the qtotal-qubits, they start the sifting phase. During
the sifting phase, Alice and Bob reveal the operators
that are being used for each qubit through the public
channel. When they employ different operators, they
discard the results. The remaining results are retained
for further analysis.

11) Error estimation (QBER): Alice and Bob split the
approved results into two subsets based on the per-
formed unitary operator (Hadamard or Identity). They
then select a predetermined number of samples, say
n1, at random from the subset where they both con-
duct Hadamard operation, then compare their findings
publicly. The estimated quantum bit error rate (QBER)
on Hadamard operator e1 =

r1
n1

is determined by the
number of mismatches r1. Similarly, Alice and Bob
choose a fixed number of instances, say n2, at random
from the subset where they both perform identity opera-
tions and compare their measurement findings publicly.
e2 =

r2
n2

is the expected error rate based on the amount
of mismatches r2. They require

e1, e2 < emax −1e (14)

where emax is a specified maximum allowable error
rate and 1e is a minor positive value. According to
Shor–Preskill [32], emax is around 11%. If these two
separate limitations are met, they proceed to the next
step. Otherwise, they abort.

12) Information reconciliation and privacy amplifica-
tion: If the protocol passed the error estimation step,

we are left with (N − n1 − n2) measurement results,
which we consider as the raw key. Alice and Bob con-
struct the final secret key by performing information
reconciliation and privacy amplification, which utilize
classical algorithms. Our focus here is on raw key gen-
eration and discussion of privacy amplification algo-
rithms (which are based on classical algorithms) is
beyond the scope of our focus, which is centered on
quantum key generation.

V. ERROR CORRECTION
Following the protocol steps, Alice and Bob will share the
maximally entangled state |φ±〉24. Once they measure their
shared state’s qubits, Alice and Bob are supposed to share
the same classical bits (00 or 11). But, due to decoherence,
measurement errors, or other quantum noise, the sifted key
will have some erroneous values [40]. Thus, Alice and Bob
might share different classical bits (01 or 10). More gener-
ally, Alice and Bob choose a number p which represents the
probability of performing theHadamard operation, and (1−p)
the probability of performing the identity operator. Normally,
p value is chosen to be less than 1

2 as the biased approach
is followed. A faction, p, of the measurements where they
both perform Hadamard is used for eavesdropper check and
remaining fraction, 1− p, of measurements, are used to gen-
erate the key. QKeyShield always measures along the compu-
tational base. The final shared state might have a phase flip
|φ+〉AB or |φ−〉AB; however, the probability of measuring the
state on the computational base(0 or 1) is unchanged. The
phase-flip error rate does not affect the final measurement.
The bit-flip error rate is given by:

ebit−flip = pe1 + (1− p)e2 (15)

where e1 and e2 are the QBERs when Alice and Bob both
employ the Hadamard and identity operations, respectively.

The simplest classical error correction code is the three-bit
code whose encoder duplicates the bit three times: 0 →
000 and 1 → 111. This method is ineffective in a quantum
channel because the no-cloning theorem prohibits the repe-
tition of a single qubit more than three times. To overcome
this, a different method has to be used, such as the use of
GHZ state that is consists of 3 maximally entangled qubits
(|P〉 = 1

2 (|000〉 + |111〉)). We do not copy these qubits; we
create them and entangle them in such a way that they hold
the same value oncemeasured. TheGHZ state code is capable
of detecting and correcting a single error. For generalization
purposes, a state of Nq maximally entangled qubits can be
called cat state, |Cat〉,

|Cat〉 =
1
√
2
(
Nq∏
j=1

|bj〉 ±
Nq∏
j=1

|b̄j〉), j = 1, . . . ,Nq (16)

where b ⊂ {0, 1} and the bar above b indicates its logical
negation. Nq represents the number of qubits in the state.
Alice(Bob) can replaces her(his) private state |φ+〉12 (|φ

+
〉34)
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TABLE 1. Desired state preparation illustration. Once the system shown in Equation (12) is measured, it can be found in one of 16 possibilities. These
possibilities are aggregated based on the obtained states by both Alice and Bob:|φ±〉1A |φ

±〉B3 , |φ
±〉1A |ψ

±〉B3 , |ψ
±〉1A |ψ

±〉B3 ,and |ψ±〉1A |φ
±〉B3. The

default shared stated can be either |φ±〉24 or |ψ±〉24. Alice(Bob) follows Equation (13) to prepare the desired state.

FIGURE 2. QKeyShield protocol. (a) the initial state where Alice and Bob
prepare Cat state that consists of Nq qubits. Alice prepares another
entangled state (|φ〉AB). Alice sends the qubit B to Bob. (b) Alice and Bob
performs BSM on |SWA〉 and |SWB〉 which results in creating a larger Cat
state (qubits linked in red).

by a Cat state |Cat〉. Alice(Bob) can decide how many repet-
itive qubits (Nq) she(he) wants to use for the error correction.

Alice (Bob) performs a BSM between qubit A (B) and one
of her(his) Cat state qubits, |bj〉, which will results in a new
entangled pair, let us call it |SW 〉A (|SW 〉B), see Figure 2. Con-
ducting BSM results in projecting all the remaining qubits of
Alice and Bob, which are (2 × (Nq − 1)) into an entangled
state, let it be |ω〉,

|ω〉 =
1
√
2
(
2Nq−2∏
j=1

|bj〉 ±
2Nq−2∏
j=1

|b̄j〉). (17)

Alice(Bob) measures the state |SWA〉 (|SWB〉) to know if
a bit-flip operation on the remaining qubits (|Cat〉Nq−1) is
required,

|Cat〉 =

{
X |Cat〉Nq−1 , if |SW 〉A(B) = |ψ±〉
I |Cat〉Nq−1 , otherwise.

(18)

Assuming that Nq − 1 = 3, Alice (Bob) measure three
qubts and map the obtained code words into a single bit,
{000, 001, 010, 100} → 0 and {011, 101, 110, 111} → 1.
By doing so, they can decrease the probability of mismatch
between them.

VI. TIME-REVERSED QKEYSHIELD
The time-reversal scenario where the single-qubit measure-
ment is conducted before the swapping operation (BSM)
has first appeared in [41] and its security has been proven
in [6]. Interestingly, QKeyShiled can also be implemented
in a time-reversal fashion, see Figure 3. This is because
BSM operations commute with Alice’s and Bob’s single-
qubit measurements. As a result, the measurements might be
reversed in sequence. That is, Alice and Bob do not need
to wait for the BSM results to measure half of their Bell
states, but they can measure them beforehand. This converts
the original QKeyShiled protocol into an analogous prepare-
and-measure technique, in which the unmeasured qubits 1
(3) of Alice(Bob) can be considered as BB84 states. Similar
to step (6) of the QKeyShield protocol, Alice (Bob) per-
forms BSM between qubit A (B) and her(his) qubit 1 (3).
It’s worth noting that BSM provides no information about
the individual bit values that are obtained when measuring
qubits 2(4); however, it helps in preparing the desired shared
classical bit, detecting Eve’s intervention, and testing Bob’s
device credibility. Similar to step (7), Alice (Bob) performs a
classical bit-flip to her(his) obtained bit only if her(his) BSM
result is |ψ±〉1A(|ψ

±
〉B3). Most significantly, Alice and Bob

follow the same error estimation strategy used in the original
QKeyShield.

Using the time-reversed mode, the information is obtained
beforehand, which provides another layer of security. It helps
in securing the protocol against detector blinding attacks.
This version and the original version are almost similar;
therefore, throughout the rest of this paper, we only mention
QKeyShield.

VII. SECURITY DEFINITIONS
QKD’s security is assessed in comparison to a flawless key
distribution method in which Alice and Bob share a real

107692 VOLUME 10, 2022



M. Y. Al-Darwbi et al.: QKeyShield: A Practical Receiver-Device-Independent Entanglement-Swapping

FIGURE 3. (a) QKeyShield (b) Time-reversed QKeyShield.

random secret key. QKeyShield would consider a key (K ) to
be a perfect key if it is a random bit string whose value is
fully independent of Eve’s knowledge. The deviation ε from
a perfect key can be used to determine the security of K
which is formulated in terms of security definitions that were
proposed in [42]. Let SA and SB represent Alice’s and Bob’s
bit strings.
Definition 1 (Correctness): The protocol is said to be

εcorrect if

Pr[SA 6= SB] ≤ εcorrect , (19)

that is, the probability (Pr) that Alice’s and Bob’s keys are
not identical is not greater than εcorrect .
Definition 2 (Secrecy): With respect to an adversary hold-

ing a quantum system E, a protocol is said to be εsecret if the
joint state satisfies:

1
2
‖ρAB − τK ⊗ ρE‖1 ≤ εsecret (20)

where ‖.‖1 is the trace norm, τK is the mixed state of K . That
is, ρAB is εsecret close the perfect key. εsecret can be interpreted

as the maximum tolerated failure probability, where failure
indicates that Eve might have gained some knowledge.
Definition 3 (Security): A protocol is considered to be

εsecure if its both εcorrect and εsecret , with

εcorrect + εsecret ≤ εsecure. (21)
QKeyShield assures that if εcorrect +εsecret ≤ εsecure, a key

would be generated, otherwise it aborts.

VIII. KEY RATE
Let the percentage of the used qubits in key generation (η) be

η =
qk
qtotal

, (22)

where qk is the number of used qubits in the key genera-
tion and qtotal is the total qubits transmitted(it is used inter-
changeably with N , where N represents the total number of
the protocol rounds). QKeyShield minimizes the number of
discarded results as it adopts the use of a biased selection
approach along with adequate error analysis; therefore, the
probability of a qubit to used in the key generation is high.
The number of discarded measurement results (bits) can be
given by

ηdis = 2× p× (1− p)× N . (23)

where p represents the probability of performing the
Hadamard operation and it is bounded by 0 < p ≤ 0.5; and
(1 − p) represents the probability of performing the identity
operator. After we discard the mismatched measurements,
we divide the remaining results between error estimation and
the sifted key. As discussed earlier, two test sets, n1 and n2,
of length (1−p)×N are taken from bothmeasurements. Thus,
the total number of bits used for error estimations read

ηES = 2× (1− p)× N . (24)

The remaining measurements results are the sifted key and
can be given by

ηsif = (p2 − (1− p)2)× N , (25)

After the error estimation step, Alice and Bob are left with
M measurement results,M = N−n1−n2. Alice and Bob per-
form local error correction, discussed in Section V, to form
their raw key, denoted KM

A and KM
B , respectively. Then Bob

performs a one-way error correction over the public channel
to compare his key to Alice’s key. This error correction proce-
dure reveals bleak bits of information. Themaximum tolerable
probability of KM

A 6= KM
B after error correction is denoted as

εEC . To find out if the final raw keys are corrected, Alice com-
putes a hash hA of length dlog( 1

εEC
)e from her raw key KM

A .
She sends the hash function and hA to Bob over a public chan-
nel. Then Bob computes hB. If hA 6= hB, the protocol aborts.
The total leaked information during the error correction is
given by bleak + dlog( 1

εEC
)e ≤ bleak + log( 2

εECε2secure
). If the

error correction step is successful, Alice and Bob then per-
form privacy amplification to distill a shorter secret key. They
apply the same two-universal hash to the error corrected keys
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KM
A and KM

B of length n to obtain shorter keys SA and SB of
length L. The maximum tolerable probability of KM

A = KM
B

after privacy amplification is denoted as εPA. The secret key
length L satisfies

L ≤ H ε
min(K

M
A |E)− bleak − log2(

2
εECε2secure

), (26)

where H ε
min(K

M
A |E) is the conditional smooth min-entropy of

Alice’s key and Eve’s knowledge. Computing H ε
min(K

M
A |E)

is a challenge as Eve information is not accessible to Alice
and Bob; therefore, the correlation between KM

A and KM
B can

be used to bound the correlation between Alice and Eve [21],
which gives

H ε
min(K

M
A |E) ≥ Dqn−H

ε
max(K

M
A |K

M
B ), (27)

whereH ε
max(K

M
A |K

M
B ) corresponds to the amount of informa-

tion that Bob needs to reconstruct Alices’ keyKM
A with ε error

probability (H ε
max(K

M
A |K

M
B ) = nH (emax)); Dq corresponds

to the preparation device quality and we assume that the
source is ideal, that is, Dq = 1; emax is a specified maximum
allowable error rate; and H (x) is the binary Shannon entropy,
H (x) = −xlog2(x)−(1−x)log2(1−x). The secret key length
reads:

L ≤ n(1− H (emax))− bleak − log2(
2

εECε2secure
), (28)

According to the security definitions, If QKeyShield
always aborts, it is still secure. Consequently, completeness
is another crucial aspect that should be taken into account.
It represents the protocol probability of not aborting, 1−εabort
for small εabort . Due to the biased approach, QKeyShield
allows for a significantly higher sifting efficiency. The sifted
key is extracted from themeasurements of the dominant oper-
ator, let say the identity operator, and the measurements of the
non-dominant operator are used for error estimation. Finlay,
the secret key rate for finite N reads

δfin = ω(1− εabort )
L

qtotal(ηsif , ηES )
, (29)

where qtotal(ηsif , ηES ) = ηsif + ηES + 2√ηsif ηES represents
the total number of required qubits that should be sent until
ηsif sifted key bits and ηES error estimation bits are collected;
and ω is the experiments repetition rate, i.e. the inverse of the
time required for a single experiment. When qtotal is suffi-
ciently large, the sifted key tend to infinity ηsif → ∞, thus
L/qtotal(ηsif , ηES ) → 1. For arbitrary security bound, ε > 0,
the formula of the asymptotic secret key rate can be given by

δ = 1− H (e1)− H (e2), (30)

where H (.) is the binary Shannon entropy; and e1 and e2 are
the QBERs when Alice and Bob both employ the Hadamard
and identity operation, respectively. This equation represents
the upper bound on the secret key rate, which is only possible
with ideal implantation.

IX. FINITE-KEY SECURITY PROOF
We remark that the security definitions listed in Section VII
are composable. That is to say, the security of the resulting
combination can be deduced from the security of the individ-
ual components proofs.
Lemma 1 (Security of QKeyShield): QKeyShield protocol

is εtotal secure, with εtotal ≥ εEC + εsecure + εPA
Proof: To begin, we show that QKeyShield is εEC . Alice

and Bob obtained the hashes hA 6= hB of length dlog2(
1
εEC

)e
by performing a two-universal hash function on their raw
keys. The probability of two hashes of length dlog2(

1
εEC

)e of

two different inputs to coincide is small, 2−dlog2(
1
εEC
e.

Pr[hA = hB,KM
A 6= KM

B ] ≤ Pr[hA = hB|KM
A 6= KM

B ]

≤ 2−dlog2(
1
εEC
e
≤ εEC . (31)

It is observed that when the protocol aborts, SA and SB always
coincide, thusPr[SA 6= SB, hA 6= hB] = 0. By employing this
in Equation 31, we demonstrate the protocol is εEC :

Pr[SA 6= SB] ≤ Pr[SA 6= SB, hA = hB]

≤ Pr[KM
A 6= KM

B , hA = hB] ≤ εEC . (32)

To demonstrate the protocol’s secrecy, the Quantum Leftover
hashing lemma [43], [44] is used to give us the upper bound
that follows,

1
2
‖ρAB − τK ⊗ ρE‖1 ≤ εsecret +

1
2

√
2L−H

ε
min(K

M
A |ECE)

(33)

where L is the length of SA after the privacy amplification and
E represents the total information that Eve learned aboutKM

A .
This comprises her quantum system EQ, information gained
during Alice and Bob classical communication EC , and the
knowledge about the used hash function EF , E = EqECEF .
By employing the min entropy chain-rule [43]:

H ε
min(K

M
A |ECE) ≥ H

ε
min(K

M
A |E)− log2|EC | (34)

where log2|EC | represents Eve’s gained knowledge during
the error correction and is given by log2|EC | = bleak −
log2(

2
εECε2secure

). By substituting this in Equation 34,

H ε
min(K

M
A |ECE) ≥ H

ε
min(K

M
A |E)− bleak

− log2(
2

εECε2secure
) (35)

By inserting Equation 35 into 33 we obtain:

1
2
‖ρAB − τK ⊗ ρE‖1 ≤ εsecret

+
1
2

√
2
L−(H εmin(K

M
A |E)−bleak−log2(

2
εEC ε

2
secure

))
(36)

1
2
‖ρAB − τK ⊗ ρE‖1

≤ εsecret +
1
2

√
2log2(2εPA)2

= εsecret + εPA. (37)
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In the above, we have proven the QKeyShield secrecy and by
combining this with εEC proof, we have demonstrated that
QKeyShiled is εtotal secure with εtotal ≥ εEC+εsecure+εPA.

�

X. EAVESDROPPING STRATEGIES
In this section we explored all the attacks that are allowed by
quantum mechanics.

A. ENTANGLE-MEASURE ATTACK
Eve intercepts the transmitted qubit to Bob and entangles it
with her ancilla state (prepared, say, in the state |E〉) by per-
forming unitary operators. Eve then transmits the travelling
qubit to Bob. Finally, Eve measures the auxiliary qubit in her
hands to learn more about the shared key. As Alice randomly
chooses to performHadamard operation on her qubitA before
sending qubit B to Bob or after sending, the intercepted state
by Eve is either |φ+〉AB or |W+〉AB. Eve’s goal is to intercept
the qubits sent from Alice to Bob and attach her ancilla state,
let’s say |E〉, to the intercepted qubits. Eve has no information
about the intercepted state, so she uses the same unitary oper-
ator and the same ancilla state. Eve’s unitary operation Ue
performed on the composite system of the shared-state can
be written as:

Ue |φ
+
〉 |E〉 = |φ+〉 |Eφ+〉 , (38)

Ue |W+〉 |E〉 = |W+〉 |EW+〉 , (39)

where the states |Eφ+〉 and |EW+〉 are simply the states that
Eve holds after he unitary transformation depending on the
initial state that Alice has send. We know that the initial states
|φ+〉 and |W+〉 are not orthogonal to each other; therefore,
we can now compare the scalar product of the states on the
right hand side with the states on the left hand side of Equa-
tions 38 and 39.

〈φ+|W+〉 〈E|E〉 = 〈φ+|W+〉 〈Eφ+ |EW+〉 (40)

The scalar product of Eve’s initial states 〈E|E〉 is equal
to one. If Eve does not disturb Alice’s state, i.e 〈φ+|W+〉
has not changed on the right hand side, the scalar product of
〈Eφ+ |EW+〉 has to be one as well, which directly implies that
the two states have to be the same. That means, no matter
which state Alice prepares, Eve always gets the same state.
On the other hand, if Eve disturbs Alice’s state, she can gain
some information about Alice’s state.

〈φ+|W+〉 〈E|E〉 = 〈φ́+|Ẃ+〉 〈Eφ+ |EW+〉 (41)

The more distinguishable Eve’s states |Eφ+〉 and |EW+〉, the
more disturbed the states |φ́+〉 and |Ẃ+〉. The scalar prod-
uct 〈φ́+|Ẃ+〉 has to increase so 〈Eφ+ |EW+〉 decreases. This
implies that the more disturbance Eve introduces to the sys-
tem, the more information she gains. In the above, we have
proven the QKeyShield’s ability to resist the entangle-
measure attack.

FIGURE 4. Illustration of how Eve may attempt to perform a collective
attack strategy.

B. COLLECTIVE ATTACK
The essential concept behind a collective attack is as fol-
lows: the adversary Eve attempts to find a multi-qubit state
that retains the correlation between the two legitimate par-
ties (Alice and Bob). She also provides new qubits to dis-
tinguish between Alice’s and Bob’s measurement findings.
If Eve manages to find such a state, she can remain unno-
ticed throughout her intervention and obtain the shared key.
As shown in Figure 4, Eve might prepare a multi-qubit com-
plex state and try to perform a collective attack.

Before explaining Eve’s attack, let us summarize the
QKeyShield basic principles that Alice and Bob will obey:

• First, Alice(Bob) performs Hadamard/identity opera-
tion on the share-state |φ∓〉AB qubits based on biased
probability.

• Then, Alice(Bob) measures the state |ψ〉1A(|ψ〉3B) and
performs a quantum bit-flip on its unmeasured quibit
2(4) if the measurement results are |ψ±〉.

• Alice and Bob’s goal is to end up sharing maximally
entangled state |φ±〉24.

Eve’s attack purpose is to make the system end up in a state
|P±〉2E4 =

1
√
2
(|000〉 ± |111〉), where 2 is Alice’s qubit,

4 is Bob’s qubit, and E is Eve’s qubit. A MATLAB-based
simulator of QKeyShield has been developed to investigate
Eve’s possible collective attack scenarios.
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TABLE 2. Many scenarios that might occur when an eavesdropper applies the incorrect operators providing that eavesdropper’s initial state is |P±〉DEF .
Alice chooses between the two operators, H and I, to perform on her qubit A with probabilities p and (1− p), respectively. Then she sends qubit B to Bob.
After that, Eve intercepts qubit (B) and performs either H or I operator on it with probabilities p1 and p2, respectively. Then, she sends its qubit, F , to Bob
after performing either H or I operator on it with probabilities p1 and p2, respectively. Finally, Bob chooses between the two operators, H and I,
to perform on the received qubit F with probabilities p and (1− p), respectively.

In the first scenario, see Figure 4, Eve prepares a GHZ
state which is |P±〉. Eve intercepts the B qubit that has been
sent to Bob, and she follows the same protocol by performing
a Hadamard/identity operation on the intercepted qubit and
then conducting a Bell operator measurement between the
intercepted qubit and one of its qubits. Then, by following the
protocol steps, she conducts a quantum bit-flip on her unmea-
sured qubits. After that, she performs a Hadamard/identity
operation on one of its unmeasured qubits and sends it to
Bob. Alice(Bob) follows the same steps as usual, which will
project the unmeasured state into one of the states summa-
rized in Table 2. Whenever Eve tries to gain information,
the shared state of legitimate parties (Alice and Bob) is
disrupted.

This attack can be performed on the time-reversed
QKeyShield as well with small differences. The presence
of Eve will affect Alice’s and Bob’s BSM results, which
will affect the final shared bits due to the performed bit-flip
operations.

In search for the best multi-qubit state which preserves the
correlation between Alice and Bob, Eve can choose her initial
state to be any GHZ states, such as |P±〉 , |Q±〉 , |R±〉, and
|S±〉. By exploring Eve’s options, we found out that no matter
what initial state Eve uses, the results of the legitimate parties
(Alice and Bob) are always disrupted.

As can be seen in Table 2, 50% of the results are discarded
as Alice and Bob use different operators. On the other hand,
50% of the possibilities Alice and Bob use the same unitary
operator; however, the presence of Eve affects 75% of them.
Even though the affected results will be used for detecting
Eve, only a small portion of the results are used for the key
generation. Figure 5 shows the theoretical amount of useful
and discarded results while varying the biased selection prob-
ability. The use of fair operator selection probability, p=0.5,
indicates that 50% of the results are discarded. On the other
hand, when we have a completely biased scheme, p = 0,

FIGURE 5. Number of discarded results compared to the useful ones
while qtotal = 10000 and the selection probability varies 0 ≤ p ≤ 1

2 . Fair
random-based protocols such as RDI-QKD [24] discard at least 50% of the
results.

no results will be discarded; however, Eve cannot be detected.
The use of bias operator selection probability minimizes the
amount of results that will be discarded. To detect Eve while
using biased probability, we need n1 and n2 test samples cho-
sen from the subsets where they both perform the Hadamard
operator or identity operator, respectively. The number of test
samples n1 and n2 should be at least of order �(log2qtotal).

C. COHERENT ATTACK
In this attack, Eve creates a global auxiliary system that
interacts with all qubits transmitted through the channel via
a global unitary operator [45]. Eve saves the outputs of the
auxiliary systems in a quantum memory, waits for Alice and
Bob to complete their procedure over the public channel, and
then performs an optimum joint measurement on the quantum
memory.

In QKeyShield, all of the transmitted qubits are inde-
pendent of one another, and all of the measurements are
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performed on each round in a completely independent man-
ner as no classical messages are required. In addition to that,
QKeyShield is an entanglement-swapping-based protocol,
which means Eve isn’t interacting with information carriers
qubits, implying that a coherent attack is not more powerful
than an individual or collective attack.

D. DETECTOR BLINDING ATTACK
Entanglement-swapping has been utilized in the past for
building a side-channel-free QKD [5], [6]. The entanglement-
swapping dual teleportation channel serves as an ideal Hilbert
space filter. QKeyShield is an entanglement-swapping-based
scheme that allows Alice’s and Bob’s qubits that do not
interact directly to become entangled. Unlike BB84 [3] and
BBM92 [46], the qubit sent by Alice to Bob is not an infor-
mation carrier; however, it is used to help Alice and Bob
to establish secret entangled qubits, that are the information
carrier. Bob’s device performs three main operations before
measuring the secret qubit. It starts by randomly performing
a Hadamad operation on the received qubit. Then it conducts
BSM. After that, a bit-flip operation is performed on the
secret qubit if required. Finally, the secret qubit is measured.
A blinding attack will affect the BSM, which will increase
the error rate when measuring the secret qubit. Moreover,
the time-reversed QKeyShield is more robust against detector
blinding attacks as the information is extracted in advance and
Eve’s input cannot manipulate them.

XI. PROTOCOL EFFICIENCY
QKeyShield is an efficient QKD protocol as it man-
ages to balance several efficiency metrics: communication
(information-theoretical) efficiency, resource efficiency, key-
rate efficiency, and sifting-time efficiency. We compute the
communication efficiency, resource efficiency, and sifting
efficiency for each round (protocol steps 1–8).

A. COMMUNICATION EFFICIENCY (σ )
To compute the protocol communication efficiency, the defi-
nition proposed by Cabello in [47] is used,

σ =
bs

qt + b́t
, (42)

where bs represents the expected number of secret bits
obtained by Alice(Bob), qt is the number of qubits
exchanged, and b́t represents the number of classical bits sent
(to be realistic, we can consider it the number of classical
messages sent).

The sent classical messages for the purpose of sifting are
not included in this communication efficiency (only the mes-
sages that are used in each round for inferring the key). Com-
munication efficiency σ comparison was introduced in [47]
where several protocols were compared, such as Cabello,
Ekert, Bennett (BB84), etc. The proposed QKeyShield has
outperformed Cabello’s protocol because every transmission
of a single qubit can generate one classical bit of the shared
key with local measurements and without the use of classical

TABLE 3. Communication efficiency σ of different entanglement-
swapping-based QKD protocols along with the most recent related
protocols.

communication. Thus, the QKeyShield protocol is 100% effi-
cient in terms of σ . The high discard rate of [24] allows for a
maximum of 0.5 percent of acquiring a classical bit, similar
to the case of the B92 protocol reported in [47].

B. RESOURCES EFFICIENCY (U)
Some protocols use the communication efficiency definition
(σ ) to show that their efficiency is 100%; however, they
ignore that their protocols require either huge quantum mem-
ory for storing all the qubits sequences used in the protocol
or several relay nodes. To evaluate the efficiency of the used
resources per each protocol in obtaining a single classical bit,
we have included several criteria, which are: C1 represents
the number of required Bell states; C2 indicates whether the
protocol causes a time delay in each round or not, i.e., Alice
or Bob wait for each other’s results to infer the key; C3 is
the number of the performed BSMs; C4 represents the num-
ber of quantum memory cells required; C5 is the number of
used relay nodes; and C6 is the number of detectors in the
measurements. The proposed resource efficiency evaluation
is sophisticated and general, as well as beneficial—it encom-
passes different criteria. The resource efficiency does not take
into consideration everything performed in a QKD protocol
(only the required qubits, BSMs, time delay, quantum mem-
ory cells, and relay nodes). The performed operations by each
protocol, such as Hadamard and bi-flip, are not considered as
well.

To identify the resource efficiency of each protocol, a mul-
ticriteria decision problem needs to be solved; therefore, the
well-known Analytic Hierarchy Process (AHP) method is
used [53]. Pairwise comparison is used in AHP to establish
preferences between criteria, where a numerical scale that
ranges from 1 to 8 is used [54]. The value 8 indicates that
one criterion is highly more significant than the other, and the
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TABLE 4. Example of pairwise comparison: two scenarios were
considered: 1) all the criteria are ‘‘equal significant’’ to each other, and
2) some criteria are ‘‘more significant’’ than others
(C4 > C2 > C5 > C1,C3,C6).

TABLE 5. Resources efficiency of different entanglement-swapping-based
QKD protocols per each obtained classical bit.

value 1 shows that both criteria are equally significant. As a
result, if the significance of one criterion is stated in relation
to another, the significance of the second criterion in relation
to the first is the reciprocal,

Cij =
1
Cji
, (43)

where Cij represents the pairwise comparison between the
criterionCi andCj. The value 1/8 suggests that one criterion is
extremely less significant than the other. The weight of each
criterion is given by

Wi =

5∑
i=1

Ci, (44)

while the normalized weight is given by

W̄i =
Wi∑5
i=1Wi

. (45)

The table (4) shows the pairwise comparison of two scenar-
ios. In the first scenario, we considered that all the criteria are
equally significant. In terms of time delay or technological
challenges, some of these criteria are more expensive than
others. For example, when a protocol causes a time delay,
it becomes slow in establishing a shared key. Additionally,

due to the limitations of current quantum memory technol-
ogy, the use of quantum memory makes the protocol less
efficient than others. Finally, the use of intermediate nodes
(relay nodes) indicates that the protocol is slower and more
expensive. From these points of view, we cannot consider that
all the criteria are equally significant. The proposed resource
efficiency evaluation is general and it allows us to design dif-
ferent scenarios that match different case study requirements.
In the second scenario in the table (4), we think that time
delay, quantummemory, and relay nodes are more significant
than other criteria. Thus, we consider that: C4 is more signif-
icant than C2; C2 is more significant than C5; C5 is more
significant than C1 and C3; and C1, C3, and C6 are equally
significant to each other. The normalized weights obtained
from the pairwise comparison are used to evaluate different
entanglement-swapping-based QKD protocols, see Table 5.
The protocol resource efficiency, Uk , is given by

Uk = 1− (

∑5
i=1 Cki ∗ W̄i∑a

k=1
∑5

i=1 Cki ∗ W̄i
) (46)

where Cki represents the value of the criterion Ci of the pro-
tocol k , and a represents the total number of compared pro-
tocols. Cki values are given by: Ck1 =

#qubits
bs

; Ck2 = {0, 1}
where 0 means that Alice and Bob do not wait for each other
to proceed in measuring their qubits, and 1 means that Alice
(Bob) waits for Bob’s (Alice’s) results to proceed in measur-
ing her(his) qubit; Ck3 = #BSMs

bs
; Ck4 =

#quantum_memory_cells
bs

;

Ck5 =
#relay_nodes

bs
; and Ck5 equal the number of used

detectors.
The first scenario in table 5 where all the criteria are

equally significant shows that [24] protocol is the most
efficient because it is a prepare-measure protocol. It uses
single qubit along with classical messages to obtain a clas-
sical bit. In the second scenario, QKeyShield is the best
as it eliminates the need for costly criteria such as delay
time, classical messages, relay nodes, detectors, and quan-
tum memory. Other protocols that suffer from a time delay
can be considered infeasible for hard real-time applica-
tions. QKeyShield’s resource efficiency makes it feasible for
practical applications.

C. KEY RATE EFFICIENCY (δfin)
Besides minimizing the communication overhead and
increasing the resource utilization, QKeyShield has a high
key rate efficiency. It minimizes the number of discarded
results as it adopts a biased selection approach along with
adequate error analysis. Therefore, the probability of a qubit
being used in the key generation is high. To assure the secu-
rity of the transmitted qubits, QKD protocols fall into two
main categories: either random-based or memory-assisted,
see Figure 6. In the random-based protocols, the legitimate
parties choose the measurement basis (or the performed uni-
tary operator) randomly. Some random-based protocols are
fair, while others are biased. QKeyShield is biased. Some pro-
tocols measure on a different basis (X or Z ). Others, choose

107698 VOLUME 10, 2022



M. Y. Al-Darwbi et al.: QKeyShield: A Practical Receiver-Device-Independent Entanglement-Swapping

FIGURE 6. Comparison of the expected sifting efficiencies. (a) with the
help of quantum memory and classical messages, a deterministic
approach is used in several protocols [12], [14], [31], [49] and 50% of the
obtained bits end up in the sifted key. (b) QKeyShield uses the biased
approach; thus, the estimated proportion of bits with operators conflicts
drops from half to 2 ∗ p ∗ (1− p)× qtotal and the estimated proportion of
bits that end up in the sifted key increases to (p2 − (1− p)2)× qtotal . (c) a
fair approach that is used in most traditional QKD protocols [25], [48],
[50] and in most recent protocols such as [24] where only 25% of the
obtained bits end up in the sifted key because the probability of
performing the Hadamard operator is p = 0.5.

randomly between sending decoy state or normal state [29].
QKeyShield chooses different operators randomly (H or I ).
However, the probabilities is the same as we have two ran-
dom realizations. In the memory-assisted, one of the parties
chooses the random action (whether measurement basis or
unitary operator) and informs the other party about the cho-
sen action. In the memory-assisted approach, Bob does not
perform the Hadamard operator randomly; rather, he stores
the received qubits and waits for Alice to inform him if a
Hadamard operation is required, as in Cabello’s protocol.
With the help of classical messages and quantummemory that
cause great time delay in memory-assisted protocols, 50% of
the obtained bits end up in the raw key. The classical mes-
sages in this comparison are the ones that are sent before the
measurements by the other party. Aside from QKeyShield,
none of the examined protocols (see Tables 3 and 5) used bias
selection in performing the unitary operators. As shown in
Figure 6, QKeyShield allows for a significantly higher sifted
key length. When qtotal is sufficiently large, QKeyShield’s
efficiency can be made asymptotically close to 100%.

FIGURE 7. Finite Secret-key rate log2(δfin) of the three categories shown
in Figure 6. Parameters: ω = 1, emax = 0.11, bleak = 1.05h(emax ),
εEC = 10(−10), and εabort = 10−1. The value of p of QKeyShield is set in
such a way that qtotal (p2 −1) = n1 = �(logqtotal ), where 1 is a small
positive number (i.e., the error due to statistical fluctuations) chosen by
Alice and Bob.

Figure 7 shows numerical comparison in terms of finite secret
key rate between three approaches: memory-assisted proto-
cols [51], [52]; random-based protocols with fair selection
(p = 0.5) [39]; and the biased approach used by QKeyShield
where p is set with regards to qtotal to provide the highest
efficiency for the provided three scenarios. QKeyShield’s
flexibility in choosing the biased probability, p, improves the
protocol key rate efficiency. Not all biased approaches per-
form well all the time, such as the based decoy QKD [29].
They did not mention the probabilities that Alice uses to
choose between signal states, decoy pulses, or vacuum pulses.
If we assume that the signal states generation probability is
similar to Bob’s biased probability when measuring on the Z
basis, the protocol will achieve its maximum sifted key rate;
however, it provides fewer error estimation pulses. As it can
be seen, [29] requires large qtotal to achieve higher key rate.
It is worth mentioning that, only a biased memory-assisted
protocol can achieve a higher key rate than QKeyShield.

D. KEY ESTABLISHMENT DELAY (Tsif )
Many real-time applications are sensitive to delays in packet
delivery. Therefore, any key distribution scheme should take
this into consideration and hence minimizes the delay. The
total delay of the sifted key establishment can be given by

Tsif = N (qt × tqm + b́t × tcm)+ 2tcm (47)

where tqm is the propagation time of the quantum mes-
sages, tcm is the propagation time for the classical mes-
sages, and 2tcm is delay caused by the two messages that
are sent by Alice and Bob to inform each other about their
random choices. Figure 8 shows a numerical comparison
between the surveyed protocols and QKeyShield. It shows
that QKeyShiled is the fastest as it eliminates the need for
classical messages and minimized the quantum messages to
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FIGURE 8. Sifted key establishment delay.

FIGURE 9. Illustration of the channel disturbance (Dr ) effects on the key
rate. The key rates are depicted in blue and the channel disturbance rates
are depicted in red. The parameters are as in figure 7 except Bob’s
detector efficiency is Dq ∈ {0.6,0.7,0.8,0.9}, qtotal = 105, and the fibre
channel loss is 0.2/km.

the bare minimum. It is assumed that tqm = 10−2ms and
tcm = 10−1 ms.

E. DETECTORS EFFICIENCIES
Most DI-QKD protocols require highly efficient detectors.
DI-QKD requires the detector quality/efficiency to be Dq >
91.1% [22]. On the other hand, 1SDI-QKD allows the use of
less efficient detectors,Dq > 65.9% [22]. Thatmeans, we can
use the current arbitrary low-quality detectors. This feature
makes RDI-QKD protocols practical in situations in which
Bob’s measurement device is not trusted. Figure 9 shows the
key rate along with the channel disturbance as a function of
the channel loss. We assume that the channel is a fibre link.
The visibility of the signal can be given by:

V =
µ10−αFL/10Dq

µ10−αFL/10 + 2Pe
(48)

where α represents the fibre attenuation α = 0.2, Pe is
the probability of an error count per clock cycle Pe =
8.5 × 10−7, [55], µ is the average number of photons leav-
ing Alice’s device, and Dq is Bob’s detector efficiency. The
fidelity can be given by:

F =
1+ 3V

4
. (49)

The channel disturbance isDr = 1−F . In the event that Alice
and Bob find out the channel fidelity is insufficient based on
the results of their testing, they abort and restart the protocol.
They proceed if they are confident that the fidelity is high.

XII. DISCUSSION
In this work, we consider a scenario where an organization
wants to establish secret keys with its customers. The orga-
nization may invest a significant amount of money to cre-
ate reliable measuring devices and place them in a secure
environment, but the customers on the other end of the
channel might have low-cost detectors that are placed in
isolated areas. We proposed an RDI-QKD protocol called
QKeyShield. The entanglement source and Alice’s measur-
ing device are trusted/characterized but Bob’s measuring
device is not. In this work, we find that QKeyShield is an
efficient and secure RDI-QKD protocol. We found out that
despite the fact that entanglement-swapping-based protocols
use extra Bell states andBSM, they allow for performing local
error correction, defending against detector blinding attacks,
and having two modes of the protocol, namely, QKeyShield
and the time-reversed QKeyShield. These two modes allow
us to utilize the features of both entanglement-based and
prepare-measure-based protocols. The time-reversal mode of
QKeyShield provides another layer of security. That is, Alice
does not need to wait for her BSM results and Bob’s BSM
results to measure half of her Bell states, but she can measure
them beforehand. This converts QKeyShield into a prepare-
measure protocol; however, the sent qubits are just to detect
Eve’s presence and to test Bob’s measurement device.

We found that QKeyShield is more efficient than the prior
protocols in terms of communication efficiency, resource effi-
ciency, sifting efficiency, key establishment delay, and detec-
tion efficiency. It eliminates the need for classical messages,
quantum memory, and relay nodes. It minimises the number
of discarded results, the number of required detectors, the
required detector quality/efficiency, the number of exchanged
qubits, and key establishment delay. QKeyShield increases
the key rate, which makes it a practical QKD protocol.

Finally, the security of QKeyShield is assured by the
well-established quantum features such as the no-cloning
theorem [56], non-locality [57], or the monogamy (i.e.,
non-shareability) of entanglement [58]. We have proved
the protocol’s security in general and its security against
entangle-measure attacks. It is secure against the existing
attacks allowed by quantum mechanics, which has been
demonstrated by exploring all the attacks that are allowed
by quantum mechanics. It ensures that Eve’s intervention is
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detectable through the use of several measures. The trusted
party, Alice, randomly chooses to perform a Hadamard oper-
ation on her qubit A before sending qubit B to Bob or after
sending. The security QKeyShield protocol depends on the
probability of performing the Hadamard (identity) operator.
The probability of performing the Hadamard operation (p)
is chosen in such a way that, n1, n2 ≥ �(log2qtotal), where
n1 and n2 are the numbers of test samples chosen from the
subsets where they both perform the Hadamard operator or
identity operator, respectively. Two error rates, e1 and e2, are
obtained from the test samples to evaluate the untrustworthi-
ness of Bob’s devices and Eve’s intervention. Due to the ran-
domization probability, p, Eve does not know which operator
has been used by both Alice and Bob; hence, any eavesdrop-
ping attack will affect the correlation between Alice’s and
Bob’smeasurement results. In the absence of Eve, Alice’s and
Bob’s measurement outcomes when they use the same opera-
tor should exhibit deterministic correlations. If different oper-
ators are used by Alice and Bob, their measurement results
will not be correlated. Therefore, Eve should perform either
the Hadamard operator or the identity operator to ensure her
results are correlated with Alice’s and Bob’s results. Luckily,
Eve does not know which operator has been used by both
Alice and Bob; hence, any eavesdropping attack would vio-
late the security definitions discussed above. Having enough
test samples from each subset, QKeyShield is said to be εsecure
protocol.

XIII. CONCLUSION
In this work, we devised an efficient QKD protocol based on
entanglement swapping, calledQkeyShield, bywhich a secret
key can be established securely between two parties over an
ideal quantum channel. It has integrated several measures to
improve its practicality. It optimizes several factors: commu-
nication, resources, key rate, and key establishment delay.
The proposed protocol requires only two medium-quality
detectors that are currently on the market. It has two modes,
normal mode and time-reversed, that give us the benefits of
both entanglement-based and prepare-measure-based proto-
cols. The proposed protocol is not prone to detector blinding
attacks due to the use of entanglement-swapping and the time-
reversed mode.
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