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ABSTRACT Continuous variable quantum key distribution (CV-QKD) using a local-local oscillator (LLO)
is recently proposed to overcome security issues in conventional CV-QKD systems. However, Eve can
manipulate the phase or amplitude of the phase reference pulse (PRP) transmitted over the insecure quantum
channel, which has opened the door to new security issues. Maintaining optimal performance and preventing
Eve’s activities on the quantum channel depends on such a choice of modulation technique. In this paper, the
performance of CV-QKD employing LLO over the free space optical (FSO) channel under weak turbulence
conditions is investigated. Channel transmittance is introduced into the system model according to the
log-negative Weibull distribution. We have adopted the trusted noise model and included the channel phase
distortion in the excess noise calculations. We have also evaluated the secret key rate (SKR) using Gaussian
modulation (GM) and discrete modulation (DM) protocols. We have reported the superiority of GM in
achieving the highest SKR over long distances with the optimum choice of the modulation variance under
Eve’s attack on the PRP. Moreover, we analyzed phase and amplitude attacks on the PRP and showed that
phase attacks are more severe and deteriorate the communication link more rapidly than amplitude attacks.
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Gaussian modulation, discrete modulation, amplitude attack, phase attack, trusted noise model.

I. INTRODUCTION16

Quantum key distribution (QKD) is a promising alternative17

to classical cryptography algorithms for secure key sharing18

between two legitimate users, namely Alice and Bob, in the19

presence of a potential eavesdropper, namely Eve [1]. The20

two most common types of QKD systems are known as21

discrete variable QKD (DV-QKD) and continuous variable22

QKD (CV-QKD). The DV-QKD relies on counting photons23

with single photodetectors (SPDs) at Bob’s receiver. This type24

has a limited transmission distance due to the low power25

The associate editor coordinating the review of this manuscript and

approving it for publication was Mohamad Afendee Mohamed .

of the single photon and a low data rate due to the dead 26

time limitation of the SPDs [2]. For the CV-QKD counter- 27

part, Bob employs coherent detection of In-phase/Quadrature 28

(I/Q) modulated quantum signal (QS) using balanced detec- 29

tors. Consequently, CV-QKD is more compatible with the 30

existing optical communication systems while also having a 31

higher data rate compared to DV-QKD [3], [4], [5]. However, 32

coherent detection of CV-QKD requires a quite strong local 33

oscillator (LO) pulse (as a phase reference) to overcome the 34

shot-noise limitation at Bob’s detectors, especially for lossy 35

channels [6]. 36

In conventional CV-QKD, Alice generates strong LO and 37

weak QS, which are then co-transmitted to Bob through 38
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an insecure quantum channel. This method is known as39

the transmitted local oscillator (TLO) scheme [7], [8], [9].40

Unfortunately, the TLO scheme introduces several loopholes41

as Eve can develop numerous forms of attack on the LO,42

such as wavelength attack [10], [11], calibration attack [12],43

[13], and intensity fluctuation attack [14], [15]. Moreover,44

the necessary high intensity of the TLO imposes another45

limitation on the excess noise due to the considerable photon46

leakage from the LO to the QS [16], [17]. As a result, a new47

approach is required in order to overcome the earlier limi-48

tations. A revolutionary method called local-local oscillator49

(LLO) CV-QKD creates the LO locally at Bob’s side rather50

than sending it via the quantum channel [18], [19]. However,51

Alice still sends a relatively strong phase reference pulse52

(PRP) with the QS, as it is impossible to lock the phase of53

two free-running lasers due to the finite linewidth of the laser54

sources. The intensity of the PRP is relatively larger than the55

QS but much weaker than the TLO. Although this approach56

eliminates several security issues, Eve can still manipulate the57

PRP and introduce new loopholes. Recently, authors in [16],58

[17], [20], [21], [22], and [23] have introduced two types of59

attack on the PRP over fiber quantum channel: phase attack60

and amplitude attack.61

Free space optical (FSO) channels and fiber channels are62

of essential importance for a range of applications. These63

applications include radio astronomy, military services, dis-64

aster recovery, fiber failure, last-mile access, remote sensing,65

and backhaul for wireless cellular networks. Furthermore, the66

FSO channels offer more flexibility and cost-effectiveness67

than optical fiber channels for infrastructure deployment.68

Moreover, they provide a high data rate in the near-infrared69

(NIR) range. The increased demand for secure and high70

bandwidth communication links opens the door to employ-71

ing QKD protocols over space links. However, atmospheric72

effects such as air turbulence deteriorate the performance of73

the FSO systems [24], [25]. In addition, the FSO channel74

suffers from fluctuating transmission properties. The prop-75

agation of the optical beam through the atmospheric chan-76

nel is described using the transmittance probability distribu-77

tion model that varies according to the turbulence strength78

[26], [27]. It is well known that the security proof for Gaus-79

sian modulation (GM) with coherent states is recognized80

for the collective attack, which is the most effective type81

of attack. However, recent research has shown that discrete82

modulation (DM) techniques that employ phase shift key-83

ing (PSK) outperform GM in terms of the communication84

distance and secret key rate (SKR). This is because the85

DM techniques have a high reconciliation efficiency even86

when the signal-to-noise ratio (SNR) is low [28], [29], [30],87

[31]. Unfortunately, the proof of security for DM coherent88

states is not yet established and is still being investigated.89

The 4-states and 8-states protocols are the most commonly90

used for DM [29], [30], [31], [32]. This is as a result of91

the performance measured in terms of distance, and SKR92

gets better when the number of states in the analysis is93

increased.94

The main contributions of our work are (1) Studying 95

the performance of the LLO-based CV-QKD protocol over 96

the FSO channel under weak turbulence conditions. This is 97

achieved by applying the log-negative Weibull distribution 98

of the atmospheric transmission coefficient. (2) Developing 99

an integrated, trusted noise model to represent the system’s 100

excess noise. The proposed model combines the effects of 101

the noise sources of the transmitter, the channel, and the 102

receiver. (3) Characterizing the wavefront aberrations by 103

air turbulence in the FSO CV-QKD. This is accomplished 104

by incorporating the intricate phase-screen calculations that 105

establish the coherent efficiency. (4) Evaluating the CV-QKD 106

SKR under PRP amplitude or phase attacks for both GM and 107

DM using the channel transmittance model and the proposed 108

integrated, trusted noise model. We show the system’s robust- 109

ness against amplitude attacks when reaching its maximum 110

limit. (5) Ensuring the system’s security and performance by 111

adjusting Alice’s modulation variance to an optimal value for 112

different transmission distances, modulation techniques, and 113

PRP attacks. (6) Quantifying and comparing the performance 114

of GM and DM techniques in terms of SKR and reconcilia- 115

tion efficiency, showing the outstanding performance of the 116

GM-based protocol compared to the DM. 117

The rest of the paper is organized as follows: In Section II, 118

we introduce the LLO model, air channel model, and noise 119

models. In Section III, the SKR is calculated under the 120

existence of an eavesdropper. The results, including a com- 121

parative analysis of security in the GM and DM protocols 122

under phase and amplitude attacks of the PRP, are presented 123

in Section IV. Finally, we conclude our work in Section V. 124

II. CHANNEL AND NOISE MODELS 125

Fig. 1 shows the prepare and measure scheme employing 126

LLO generated at Bob’s side. In the preparation stage, Alice 127

generates a train of coherent states with a repetition rate 128

of 2/f and then splits it using an unbalanced beam splitter. 129

Then, she performs amplitude and phase (I/Q) modulation 130

on the weak pulses to produce QSs that carry the quan- 131

tum information. In contrast, the relatively strong pulses are 132

delayed by 1/f to represent the PRPs. Finally, she sends the 133

QSs and PRPs over the air channel using a polarization-time 134

multiplexing scheme. On the other side, Bob uses coher- 135

ent detection during the measurement stage by employing 136

homodyne detection for the QS, and heterodyne detection 137

for phase estimation of the PRP as in [21]. He generates an 138

LLO pulse train and then splits each pulse into two pulses 139

using a balanced beam splitter. The first LLO pulse is used for 140

heterodyne detection and quadrature measurement (XBR ,P
B
R) 141

of the PRP. The relative phase of the PRP θR, which is the 142

phase difference between the reference and the LLO pulse 143

(θR = φLO − φR), is estimated by [33] and [34] 144

θ̂R = arctan

(
PBR
XBR

)
(1) 145
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FIGURE 1. The system block diagram. PRP: Phase Reference Pulse, QS: Quantum Signal, LO: Local Oscillator, QM: Quantum Memory, UBS: Unbalanced
Beam Splitter, BBS: Balanced Beam Splitter, PBC: Polarizing Beam Combiner, PBS: Polarizing Beam Splitter, PC: Polarization Controller, RNG: Random
Number Generator, COL: Collimator.

Concurrently, the quadrature of the QS values (XBs ,P
B
s ) are146

measured by using the second LLO pulse as follows147

XBs =

√
Tη
δ
( XAs cos θs + PAs sin θs)+ XN (2a)148

PBs =

√
Tη
δ
(−XAs sin θs + PAs cos θs)+ PN (2b)149

where XN and PN combine the excess noise sources and can150

bemodeled as randomGaussian noises, δ depends on the type151

of detection of the QS; for homodyne detection, δ = 1 and152

δ = 2 for heterodyne detection. θs is the signal relative phase,153

which is the phase difference between the QS and the LLO154

pulse (θs = φLO − φs). Ideally, θs = 0, but practically the155

free-running laser sources of Alice and Bob suffer from phase156

drift. Thus the measured quadratures (XBs ,P
B
s ) are phase157

rotated by θs 6= 0. In order to restore the original quadratures,158

θs is estimated by the relative phase of the PRP θ̂R. In the159

reconciliation phase, either Alice or Bob rotates their quadra-160

tures by −θ̂R according to the reconciliation scheme; reverse161

or direct [33]. The rotation matrix is given by162

RM =
(
cos θ̂R − sin θ̂R
sin θ̂R cos θ̂R

)
(3)163

The process of rotating the quadratures is called quadrature164

remapping or phase correction/compensation scheme. This165

scheme is an alternative to employing complex phase-locking166

loops on Bob’s LO [34], [35]. However, the rotation process167

is not perfect, and sources of excess noise come into the168

picture [36] as illustrated later.169

A. CHANNEL MODEL170

Channel transmission coefficient (T ) is one of the key param-171

eters of the insecure quantum channel. The main difference172

between the classical and quantum FSO channel models is173

the input-output relation of the transmission. For the FSO174

quantum channel, the input-output relation is defined accord-175

ing to the Glauber-Sudarshan P-function, where (T ≤ 1) to176

preserve the canonical commutation relations for the quan- 177

tized optical field operators [37]. In terms of the Glauber- 178

Sudarshan P-function, which is a quasi-probability as it may 179

attain negativities, the relation between the input Pin(α) and 180

output Pout(α) states can be written as [27] 181

Pout(α) =
∫ 1

0
dT P(T )Pin(

α
√
T
), (4) 182

where P(T ) is the probability distribution of the transmission 183

coefficient (PDTC). Describing the transmission of quantum 184

light across a turbulent atmosphere simply comes down to 185

identifying this probability distribution. When the leading 186

effect of the fluctuating losses in atmosphere is the beam 187

wandering as the case for weak turbulence, the PDTC P(T ) is 188

given by the log-negative generalized Rice distribution [26, 189

eq. (9)]. The effect of the beam wandering is caused by the 190

random fluctuation of beam-center position around a point 191

at distance d from the center of the receiver’s aperture [27]. 192

In the particular case when the beam fluctuates around the 193

aperture center, (i.e. d = 0), the generalized Rice distribution 194

is reduced to the Weibull distribution and the PDTC is given 195

by [26] and [38] 196
P(T ) =

2
0T

(
R
σ

)2 [
2 ln

To
T

] 2
0
−1

×

exp

[
−

(
R

σ
√
2

)2 (
2 ln

To
T

) 2
0

]
, if T ∈ [0,To]

0, else

(5) 197

The coordinates of the beam-center position follow a two 198

dimensional Gaussian distribution with variance of σ 2 given 199

by [39] 200

σ 2
= 1.919× Cn2L3(2w0)−1/3, (6) 201

where Cn2 is the refractive index structure parameter of the 202

air, L is the transmission distance and w0 is the beam radius 203
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at Alice’s aperture. The transmission efficiency (T 2) of a204

Gaussian beam is given by [26]205

T 2
= T 2

o exp

[(
−r
R

)0]
, (7)206

where the beam deflection distance r follows a Rice dis-207

tribution with the parameters d and σ . To is the maximal208

transmission coefficient for the given beam-spot radius, R,209

and 0 are the scale and shape parameters, respectively. These210

last three parameters are obtained from the incompleteWeber211

integral in the forms [26], [38], [39]212

T 2
o = 1− exp

[
−2

( a
w

)2]
, (8)213

R = a

ln
 2T 2

o

1− exp
[
−( 2aw )2

]
Io
[
( 2aw )2

]
− 1

0

, (9)214

0 = 8
( a
w

)2 exp
[
−( 2aw )2

]
I1
[
( 2aw )2

]
1− exp

[
−( 2aw )2

]
Io
[
( 2aw )2

]215

×

ln
 2T 2

o

1− exp
[
−( 2aw )2

]
Io
[
( 2aw )2

]
−1 ,(10)216

where a is Bob’s aperture radius and In[.] is the modified217

Bessel function of the first kind of n-th order, and w is the218

received beam radius expressed as [39]219

w =

√
w2
0 +

(
3L
πw0

)2

, (11)220

with 3 is the optical wavelength.221

B. NOISE MODEL222

In addition to the channel transmittance, excess noise ξtot is223

the 2nd key parameter for analyzing the performance of the224

CV-QKD. In this part, we present the various noise sources225

that impact the entire system, as well as the effect of Eve’s226

attack.227

1) MODULATION NOISE228

The finite dynamics of the AM add some noise to the229

quadratures of the QS due to the finite extension ratio of the230

AM [40]. This excess noise is quantified by [40] and [33]231

ξAM = E2
s,max10

−ddB/10 (12)232

where ddB is the dynamics of the AM and Es,max ≈
√
10VA233

is the maximum signal amplitude to be modulated, with VA is234

Alice’s modulation variance.235

2) PHOTON LEAKAGE NOISE236

Polarizaion-multiplexing scheme was first proposed for con-237

ventional CV-QKD using TLO to reduce the leakage noise238

from the LO to the QS [7], [8], [9], but the noise level was239

still intolerant. Although LLO scheme has reduced this issue240

significantly, polarization- multiplexing is still preferable in241

many cases for further reduction of any probable leakage 242

noise from the PRP to the QS. This is done by separating both 243

the QS and PRP on different polarization directions. In this 244

way the leakage will not occur at Alice’s polarizing beam 245

splitter (PBS). However, the finite extinction ration Rpo of the 246

PBS at Bob’s side leads to some photon leakage. This excess 247

noise is quantified by [40] 248

ξLE =
2E2

R

Re + Rp
(13) 249

where Re is the finite extinction ratio of the pulse generation, 250

which represents the ratio between the low and high level of 251

the optical pulse, and Rp is the finite extinction ratio of the 252

PBS. 253

3) ADC QUANTIZATION NOISE 254

Quantization noise, ξADC, is introduced by analog-to-digital 255

converters (ADCs) at Bob’s side. According to the research 256

presented [16], this noise is constrained by the maximum 257

amplitude of the signal that it can accommodate. The quanti- 258

zation noise can be represented as 259

ξADC =
E2
s,max

12× 2n
(14) 260

where n is the number of quantization bits. The previous noise 261

sources can be lumped into one parameter ξ ′ 262

ξ ′ = ξo + ξAM + ξLE + ξADC (15) 263

where ξo is the system excess noise from undefined or unpro- 264

tected sources. 265

4) PHASE NOISE 266

Phase noise is caused by slow and fast drift of the optical 267

phase leading to estimation error in the compensation pro- 268

cess [40]. The slow drift is caused by the channel added noise 269

on the QS and PRP during transmission. The variance of the 270

channel phase noise is given by 271

Vchannel = var(φchs − φ
ch
R ) = 2τ 2 (16) 272

where φchs and φchR are the random accumulated phases on 273

the QS and PRP by the channel and τ 2 is the variance of 274

the phase distortion caused by air turbulence on any trans- 275

mitted laser signal. The channel variance is modeled accord- 276

ing to Monte-Carlo phase screen method using the Inverse 277

Fast Fourier Transform (IFFT) [41]. The turbulence-induced 278

phase is described using the Fourier series by 279

θ (x, y) =
∞∑

m=−∞

∞∑
n=−∞

cmn exp[i2π(κxmx + κxny)] (17) 280

where cmn donates the coefficients of Fourier series, κxm 281

and κxn are the spatial frequencies in the x and y directions, 282

respectively. According to Parseval’s theorem, the power of 283

the phase distortion is given by 284∫
∞

−∞

∫
∞

−∞

|θ (x, y)|2dxdy =
∫
∞

−∞

∫
∞

−∞

|2(x, y)|2dκxdκy 285

(18) 286
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where 2(x, y) is the power spectral density (PSD) of the287

phase distortion in the Cartesian coordinates, κx and κy donate288

the spatial frequencies in Cartesian representation. The PSD289

function is expressed by the pump spectral model in the polar290

coordinates as [39], [42]291

2(κ) = 0.49r−5/3o

[
1+ 1.802

( κ
κl

)
− 0.254

( κ
κl

)7/6]
292

×
exp[−(κ/κl)2]
(κ2 + κ2o )11/6

(19)293

where κ =
√
κ2x + κ

2
y is the spatial frequency in polar294

representation, κl = 3.3/lo, κo = 2π/Lo with lo and Lo295

are the inner and outer scale of turbulence, respectively and296

ro = (0.423 × C2
nLK

2)−3/5 is the coherence diameter with297

K = 2π/3 is the wavenumber. The cmn are randomly298

generated according to Gaussian distribution with zero mean299

and variance obtained using Eq. (19). The variance of phase300

distortion τ 2 = var
(
θ(x, y)

)
is obtained using the pre-301

calculated cmn and after performing the IFFT as in Eq. (17).302

The fast drift is the result of two components; the difference303

between the relative phases of the QS and PRP, as well as304

the estimation error of the PRP at Bob’s detectors. The noise305

variance of the 1st component is given by [16], [33], [40]306

Vdrift = var(θs − θR)307

= 2π (1υA +1υB)|tR − ts| (20)308

where 1υA and 1υB are the linewidths of Alice and Bob’s309

lasers and tR and ts are the emission times of the PRP and310

the QS, respectively. This noise is significant in the earlier311

pilot-sequential LLO schemes, where the PRP and the QS312

are generated sequentially from separate laser pulses [40].313

In conventional TLO schemes, time-multiplexing is applied314

to eliminate the fast drift between the LO and the QS [7],315

[8], [9]. Similarly, time-multiplexing cancels this noise con-316

tribution in LLO scheme as a single laser pulse is splitted to317

instantaneously generate the QS and the PRP. Consequently,318

both pulses have the same initial phase (φs = φR). Thus,319

tR = ts and Vdrift = 0. The noise variance of the 2nd320

component of the fast drift is given by [16], [17], [33]321

Verror = var(θR − θ̂R) =
χ + 1

E2
R

(21)322

whereER is the amplitude of the PRP andχ is the extra- added323

noise on the PRP, given by324

χ =
1− 〈T 〉
〈T 〉

+
χPRP
D

〈T 〉
(22)325

with 〈T 〉 represents the ensemble average of the transmit-326

tance. The 1st term of Eq. (22) stands for the loss-induced327

vacuum noise and the 2nd term is the generated noise during328

the imperfect detection of the PRP. In general, the detection329

noise referred to Bob’s input is given by330

χD =
δ(1+ υel)

η
− 1 (23)331

where η represents the detection efficiency and vel is the 332

electronic noise. In our system, we employ heterodyne 333

detection to measure both quadratures of the PRP. Thus, 334

χPRP
D = χD|δ=2. The total variance of the phase noise Vphase 335

and the corresponding excess noise ξphase are approximated 336

as [16], [33] 337

Vphase = Vdrift + Vchannel + Verror 338

≈ Vchannel + Verror (24a) 339

ξphase = 2VA
(
1− e−(Vphase/2)

)
≈ VAVphase (24b) 340

and the total excess noise is given by 341

ξtot = ξ
′
+ ξphase (25) 342

The total channel added noise referred to the channel input is 343

expressed as 344

χline =
1
〈T 〉
− 1+ ξtot (26) 345

and the total added noise imposed on the QS referred to the 346

channel input is given by 347

χtot = χline +
χ
QS
D

〈T 〉
(27) 348

where χQS
D = χD|δ=1 represents the detection noise of the 349

QS. 350

C. TRUSTED NOISE MODEL (TNM) 351

The detection of the PRP and QS was accomplished in a 352

variety of studies using a single coherent detection stage [40]. 353

Instead of a single detection stage, we employ two stages for 354

the PRP and QS simultaneously [21], [40], as shown in Fig. 1. 355

It is necessary to take into account the detection noise from 356

the two stages. The detection of the PRP is addressed for by 357

Eq. (22), while the detection of the QS is accounted by the 358

2nd term in Eq. (27). The detection process is characterized 359

by the detection efficiency, η, and the electronic noise, vel, 360

as expressed in Eq. (23). According to the trusted noise 361

model [16], [17], [23], the parameters η and vel can be trusted 362

and calibrated in the calculation of detection noise as long as 363

Bob’s detectors are not accessible to Eve. This is unlike the 364

other untrusted noise sources, including channel noise, which 365

Bob cannot easily calibrate. Therefore, part of the estimation 366

error in Eqs. (21,22), which represents the detection noise of 367

the PRP, can be trusted and the other parts are untrusted. 368

χ = χU +
χT

〈T 〉
369

=

[
1− 〈T 〉
〈T 〉

]U
+

[
XPRP
D

〈T 〉

]T
(28a) 370

ξerror = VAVU
error + VAV

T
error 371

=

[
VA
E2
R

(χU + 1)

]U
+

[
VA
E2
R

×
χT

〈T 〉

]T
372

= ξUerror +
ξTerror

〈T 〉
(28b) 373
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FIGURE 2. The block diagrams illustrate the two types of attack on the PRP. COL: Collimator, PBS: Polarizing Beam Splitter, PBC: Polarizing Beam
Combiner, PRP: Phase Reference Pulse, QS: Quantum Signal, AQS: Attacked Quantum Signal, QM: Quantum Memory, APRP: Amplified Phase Reference
Pulse, FPRP: Forged phase reference pulse.

The 2nd term in Eq. (27) is modified to include the total374

trusted detection noise of the QS and the PRP375

χTD =
(1+ υel)

η
− 1+ ξTerror (29)376

and according to the TNM, only the untrusted parts377

of excess noise should be accounted for in Eq. (26) (i.e.378

ξUtot = ξ
′
+ξUphase). Thus, only the variances of untrusted noise379

sources are considered (i.e. ξUphase = VAVchannel + ξUerror)380

and Eq. (26) is modified to381

χline =
1
〈T 〉
− 1+ ξUtot (30)382

and the total added noise in Eq. (27) is modified to383

χtot = χline +
χTD

〈T 〉
(31)384

It is worth to mention that χtot in Eq. (27) should remain385

unchanged even after applying the TNM in Eq. (31)386

III. SECURITY ANALYSIS WITH ATTACKS387

In this section, we investigate the SKR, as well as the security388

proof, for the PRP when it is subjected to attacks including389

both phase and amplitude.390

A. PHASE ATTACK OF THE PRP391

In this scenario, we study the phase attack on the PRP and392

its impact on the security analysis of the system model.393

This attack was initially presented in [21] and was further394

investigated in [22] and [20] over a fiber quantum channel.395

Fig. 2 illustrates the eavesdropping technique assuming that396

Eve is aware of the multiplexing pattern Alice sent. As a397

result, Eve can demultiplex and split this pattern into the398

PRP and QS. She first detects the phase of PRP and then399

generates a forged copy of PRP that contains additional noise.400

Since Bob receives the forged PRP with the added noise,401

he can view this signal manipulation as a direct attack on the402

phase of the PRP. However, this attack affects system security403

by significantly reducing the SKR over the transmission404

distance. To model this effect, we have assumed the added 405

noise follows the Gaussian distribution with zero mean and 406

variance of V PRP
attack [21], [22]. We can add the attack variance 407

to the channel variance to lump the total noise variance 408

directly affecting the phase during transmission over the FSO 409

channel. 410

This type of attack is applied only to the PRP. On the 411

other hand, Eve can apply the entangling cloner (EC) attack 412

to the QS [43], in which she keeps the entangled QS in a 413

Quantum Memory (QM) until Bob’s detection or she can 414

perform any collective attack for the more general case. Thus, 415

to include the noise imposed on the QS and the PRP due to 416

Eve’s activity, we can modify ξUtot in Eq. (30) to 417

ξUtot = ξ
′
+ VA(Vchannel + V PRP

attack)+ ξ
U
error + ξ

QS
attack (32) 418

where ξQSattack refers to the collective attack on the QS. 419

B. AMPLITUDE ATTACK OF THE PRP 420

Another technique to attack the PRP is by amplifying its 421

amplitude using a phase insensitive amplifier (PIA) [17], 422

as illustrated in Fig. 2b. In this technique, Eve attempts to 423

reduce the trusted noise ξTerror in Eq. (28b) after amplification. 424

This reduction is given by 425

1ξTerror =
VAχT

〈T 〉E2
R

−
VAχT

g〈T 〉E2
R

=
ξTerror

〈T 〉

(
1−

1
g

)
(33) 426

where g is the amplification factor, Eve can invest this reduc- 427

tion to hide the inevitable noise after performing any collec- 428

tive attack on the QS without affecting the total excess noise 429

in order to deceive Bob. In this way, Bob should not consider 430

the excess noise of the PRP’s detection totally trusted. Other- 431

wise, he will overestimate the actual ξTerror leading to a false 432

SKR [17]. Moreover, Eve adds unavoidable amplification 433

noise during amplitude manipulation. This additional noise 434

is referred to the channel input, and it is given by 435

ξAerror =
VAχA

E2
R

=
VA
E2
R

×
N (g− 1)
g〈T 〉

(34) 436
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where N is the noise variance of the PIA for the PRP mode437

and idler mode [44].438

The reduction of ξTerror should compensate for the ampli-439

fication noise and Eve’s attack on the QS to keep Bob’s440

measurement unaffected441

ξ
QS
attack = 1ξ

T
error − ξ

A
error (35)442

In order to include Eve’s noise into the total added noise,443

Eqs. (29,30) are modified to444

χTD =
(1+ υel)

η
− 1+ ξTerror − 〈T 〉ξ

QS
attack (36)445

χline =
1
〈T 〉
− 1+ ξUtot + ξ

QS
attack (37)446

In this attack, Eve is not interested in manipulating the chan-447

nel itself, but he manipulates the PRP’s amplitude and hides448

his effect in the ξTerror term.449

C. INTERRUPTION PROBABILITY450

Free space optical transmission requires a high directivity451

of the laser beam. Therefore, the connectivity breakdown is452

possible when there is a significant angle-of-arrival fluctua-453

tion. Image jitter on a focal plane is the direct reflection of454

angle-of-arrival fluctuations on the receiving aperture plane.455

Communication is interrupted when the focus is not inside the456

receiving fiber core at this point. The interruption probability457

due to angle-of-arrival fluctuations is given as [45]:458

Pinter = 1−
∫ dcor/2

−dcor/2

1√
2π〈β2a 〉F

exp
(
−l2

2F2〈β2a 〉

)
dl, (38)459

where the fiber core diameter in meter is dcor ranging between460

8.3 and 10.5 µm for single mode fiber, the focal length461

of the collecting lens is F , and the variance of the arriving462

angle is 〈β2a 〉 = 〈1x
2
0 〉/L

2. For weak turbulence consid-463

ered in this work, 〈1x20 〉 = 0.33 w2
0 σ 2

R �−7/6. σ 2
R =464

1.23 C2
n K 7/6 L11/6 is the Rytov variance. The Fresnel465

parameter is � = Kw2
0/2L.466

D. SKR AND SECURITY PROOF UNDER PRP ATTACK467

The security proof of CV-QKD mainly depends on which468

attack that Eve employs. This study focuses on the collective469

attack on the QS utilizing phase and amplitude attacks on470

the PRP. We apply the asymptotic calculations of the SKR,471

assuming the optimistic scenario with no accessibility to472

Bob’s devices by Eve [32]. The security proof under collec-473

tive attack is established upon the covariance matrix γAB that474

fully describes the quantum state ρAB475

γAB =

(
γA σAB
σAB γB

)
=

(
V I2

√
〈T 〉Zσz√

〈T 〉Zσz 〈T 〉(V+Xline)I2

)
(39)476

where I2 is 2 × 2 identity matrix, σz = diag(1,−1) is the477

Pauli’s z-matrix and Z is the correlation coefficient. The478

γAB is originally introduced for Gaussian modulated coherent479

states for the entanglement-based (EB) scheme. However,480

the calculations for the PM scheme are proved to be equiv-481

alent to the EB scheme. For Discrete modulated states, these482

calculations are applicable, if the covariance matrix for DM 483

converges to the GM (i.e. γDM
AB ≈ γGM

AB ,ZDM ≈ ZGM). 484

To ensure the convergence, the condition VDM
A < 1 should 485

be satisfied [30], [46]. In our work, we compare the behavior 486

of GM and the DM (with 4-states and 8-states). Accordingly, 487

the calculations of Z depending on the modulation type are 488

given by [20], [32], [46] 489

ZGM =
√
(V 2 − 1) (40a) 490

Z4 = 2α2
3∑

k=1

(
λ
3/2
k−1λ

−1/2
k

)
(40b) 491

Z8 = 2α2
7∑

k=1

(
λ
3/2
k−1λ

−1/2
k

)
(40c) 492

with V = VA+1, α =
√
VA/2, where λ is described in details 493

in Appendix for each type of modulation. The asymptotic 494

calculations of the lower bound of the SKR are based on the 495

reverse reconciliation scheme, which is proved to be more 496

efficient in CV-QKD protocols and obtained as [7]: 497

SKR ≥ (1− Pinter)
∫

P(T ) [βIAB − χBE] dT (41) 498

where IAB is the mutual information between Alice and 499

Bob, χBE is the Holevo bound that stands for the maximum 500

Eve’s information on Bob’s information, and β represents 501

the reconciliation efficiency. Using Shannon’s equation, IAB 502

is calculated using Bob’s measured variance VB and the 503

conditional variance VB|A as [20]: 504

IAB =
δ

2
log2

(
VB
VB|A

)
=
δ

2
log2(1+ SNR) (42) 505

with SNR = VA/(1 + χtot) represents the Signal to Noise 506

Ratio. For more practical scenario β is evaluated as a function 507

of the SNR that varies with the transmission distance as 508

in [44] 509

β =

(
log10(1+ SNR1.2)
1.29 log10(1+ SNR)

)
+ 0.02 (43) 510

χBE is calculated and derived using γAB in Eq. (39) 511

χBE =

2∑
i=1

G
(
νi − 1
2

)
−

5∑
i=3

G
(
νi − 1
2

)
(44) 512

where G(x) = (x + 1) log2(x + 1) − x log2(x) and the 513

symplectic eigenvalues νi(i = 1, 2, . . . , 5) are given by 514

ν21,2 =
1
2
(A±

√
A2 − 4B) (45a) 515

ν23,4 =
1
2
(C ±

√
C2 − 4D) (45b) 516

and ν5 = 1, with 517

A = det(γA)+ det(γB)+ 2 det(σAB) 518

= V 2
+ (〈T 〉(V + χline))2 − 2〈T 〉Z2 (46a) 519

B = det(γAB) =
(
〈T 〉(V 2

+ Vχline − Z2)
)2

(46b) 520
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TABLE 1. The fixed simulation parameters [16], [17], [20], [40]. All
variances and noises are in SNU.

and for homodyne detection521

Chom =
AχD + V

√
B+ c1

c1 + χD
(46c)522

Dhom =
V
√
B+ BχD

c1 + χD
(46d)523

with c1 = 〈T 〉(V + χline) [30], [32], [47].524

IV. RESULTS AND DISCUSSION525

In this section, the security analysis and SKR calculations are526

presented. These analysis and calculations are based on the527

channel and noise models that were described in Section II528

and are presented under the phase and the amplitude attacks529

of the PRP over the FSO channel with fluctuating transmit-530

tance as stated in Section III. The values of the simulation531

parameters are listed in Table 1 [16], [17], [20], [40].532

A. CHANNEL NOISE VARIANCE533

The Monte Carlo simulation is used to generate 1000 phase534

screens to calculate the channel noise variance Vchannel. The535

simulation uses a grid size of M × M with M = 2w/1,536

where 1 = 2.92 × 10−4 m is the grid spacing. Each537

point on the screen represents the accumulated phase φch538

at a specific (x, y) location on the laser beam at a certain539

distance. Then, the average phase screen is obtained, and540

its variance is calculated, as shown in Fig. 3. We have per-541

formed these calculations for distances up to 20 km. This542

process is repeated many times, and the average variances543

at each distance are obtained for better fitting, as shown544

in Fig. 4. For the optimal coupling of the laser beam into545

Bob’s aperture, the ratio between the received beam radius546

and the radius of Bob’s aperture (w/a) is adjusted in the547

range [1.1 − 2.3] across the distance range up to 20 km.548

This is practically achieved using optical lenses to colli-549

mate the laser beam. The initial beam radius at Alice’s side550

w0 ∈ [0.12− 6.26] cm is obtained after numerically solving551

Eq. (11) for w0.552

FIGURE 3. The average phase screen at 1200 m with variance of
8.0855× 10−4 rad2.

FIGURE 4. Avg. transmission coefficient 〈T 〉 (left y-axis) and Phase
distortion variance τ2 (right y-axis) v.s. distance.

B. AVERAGE TRANSMISSION COEFFICIENT 553

Wehave obtained the average transmission coefficient 〈T 〉 for 554

the calculations of the SKR as described in the CV-QKD by 555

using the previously computedwo and Eqs. (5-10) . In the first 556

step, we used the Rice distribution to generate 1000 points 557

as a random variable for the beam deflection distance r . The 558

noncentrality and the scale parameters are set to d = 0 and σ 559

in Eq. (6), respectively. Then, Eqs. (7-10) are used to calculate 560

〈T 〉 according to the PDTC of the log-negative Weibull dis- 561

tribution in Eq. (5) as a function of the transmission distance, 562

as shown in Fig. 4. 563

C. SKR CALCULATIONS AND SECURITY ANALYSIS 564

Choosing the modulation variance VA is extremely impor- 565

tant for maintaining a high SKR over long distances. In the 566

first step, we calculated the SKR by considering that VA is 567

equal to 18.9, 0.35, and 0.5 for GM, 4-states, and 8-states, 568

respectively, as mentioned in [21], [22], and [20]. We did this 569

while assuming that no existence of Eve’s attack on the QS 570

and the PRP as in Fig. 5a. After that, we optimized VA with 571

respect to the distance, and the results are shown in Fig. 5b. 572

The optimal values of VA throughout the distances that are 573

acceptable for secure transmission are [1.2−6.3], [0.45−0.5], 574
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FIGURE 5. SKR v.s. Distance without introducing attack on the QS and the PRP. (a) VA is set to 18.9,0.35 and 0.5 for GM, 4-states and 8-states,
respectively as in [21], [22], [20]. (b) The optimal ranges of VA based on the transmission distance for optimal security, VA ∈ [1.2− 6.3],
VA ∈ [0.45− 0.5] and VA ∈ [0.6− 0.9] for GM, 4-states and 8-states, respectively.

FIGURE 6. SNR v.s. Distance for GM (left y-axis) and 8-states (right y-axis).

FIGURE 7. Reconciliation efficiency (β) v.s. Distance for GM (left y-axis)
and 8-states (right y-axis).

and [0.6 − 0.9] for GM, 4-states, and 8-states, respectively.575

Although GM shows higher SKR with extended distances576

compared to DM when employing the optimal VA at each577

distance point, the SNR required tomaintain this performance578

for GM is very high compared to DM, as seen in Fig. 6.579

This requires a significant amount of signal power in order to580

FIGURE 8. Optimum VA v.s. Eve’s variance attack, Vattack, at different
transmission distances for GM under phase attack.

keep the SKR for GM at its optimal level. In contrast to GM, 581

the DM with 8-states can still provide secure communication 582

at SNR lower than −3dB for distances less than 6km. This 583

illustrates that DM protocols can provide security at very low 584

signal power. According to Eq. (43), the calculations of the 585

reconciliation efficiency β provide that GM is more efficient 586

compared to DM, as shown in Fig. (7). 587

In the case of eavesdropping using the phase attack, 588

increasing the variance of attack, Vattack, changes the opti- 589

mal value of VA as well as the optimum SKR during the 590

transmission. According to [39], Eve’s attack on the QS, 591

ξ
QS
attack, is set to 0.001. In the event, the VA and SKR in GM 592

or 8-states modulations are highly affected by increasing 593

Vattack. As Vattack and the transmission distance increases, 594

the optimal VA rapidly decreases, as shown in Fig. 8 and 595

Fig. 9 for GM and DM (8-states), respectively. This causes 596

a significant drop in the SKR with the transmission dis- 597

tance as presented in Fig. 10 and Fig. 11 for GM and DM 598

(8-states), respectively. In addition, increasing the 599
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FIGURE 9. Optimum VA v.s. Eve’s variance attack, Vattack, at different
transmission distances for DM (8-states) under phase attack.

FIGURE 10. SKR v.s. transmission distance using optimum VA for GM
under phase attack.

FIGURE 11. SKR v.s. transmission distance using optimum VA for DM
(8-states) under phase attack.

transmission distance necessitates a decrease in the value600

of VA in order to maintain the highest possible SKR before601

dropping, as shown in Fig. 8 and Fig. 9 for GM and DM602

(8-states), respectively.603

FIGURE 12. Optimum VA v.s. Eve’s attack gain, g, at different distances for
GM under amplitude attack.

FIGURE 13. Optimum VA v.s. Eve’s attack gain, g, at different distances for
DM (8-states) under amplitude attack.

FIGURE 14. SKR v.s. transmission distance using optimum VA for GM
under amplitude attack.

In the case of eavesdropping employing the amplitude 604

attack by attack gain (g), an increase in g affects the optimal 605

value of VA as well as the optimum SKR during the transmis- 606

sion. Fig. 12 illustrates the impact of increasing the attack 607
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FIGURE 15. SKR v.s. transmission distance using optimum VA for DM
(8-states) under amplitude attack.

FIGURE 16. SKR v.s. Eve’s attack on the PRP using the optimum VA at
1200 m under phase attack.

gain on the optimal value of VA while using GM. As can608

be seen, when attack gain changes in the range [1 − 4], the609

optimal VA decreases significantly. For (g > 4), the optimal610

VA slightly decreases until it almost saturates for a high gain611

value. The effect of attack gain on the optimal VA using612

DM (8-states) is shown in Fig. 13, whereas the optimal VA613

decreases significantly when the attack gain changes in the614

range [1 − 10] while slightly affected for (g > 10). We can615

still observe that longer distances require lower values of the616

optimal VA, as seen in Fig. 12 and Fig. 13. The effect of617

increasing the transmission distance on the SKR at different618

values of g for GM and DM (8-states) is shown in Fig. 14619

and Fig. 15, respectively, while maintaining the value of VA620

optimal according to the applied distance. The saturation of621

the optimum SKR and VA under the amplitude attack is due622

to the increment of 1ξTerror with increasing g until reach-623

ing ξTerror/〈T 〉, from Eq.(33). In this case, the trusted noise624

model will return to the untrusted model, and the amount625

of the PRP’s trusted detection noise will be inconsiderable.626

This is due to the large amplitude of the PRP after Eve’s627

FIGURE 17. SKR v.s. Eve’s attack on the PRP using the optimum VA at
1200 m under amplitude attack.

amplification, but the communication link is still secured for 628

shorter distances. 629

Finally, the GM shows higher resistivity to Eve’s attack 630

than the DM since it keeps a higher SKR for a wider range 631

of attacks, especially phase attacks. This is illustrated in the 632

SKR v.s Eve’s calculations at a fixed distance of 1200m, 633

as shown in Fig. 16 and Fig. 17 for phase and amplitude 634

attack, respectively. Furthermore, we can observe the mini- 635

mal diversity of the curves in the case of the amplitude attack 636

compared to the phase attack, as presented in Fig. 10 and 637

Fig. 14 for GM and Fig. 11 and Fig. 15 for DM (8-states). 638

Thus, we can ensure the system robustness under amplitude 639

attack and consider the effect of the phase attack more severe 640

on the communication link. 641

V. CONCLUSION 642

This work developed an integrated, trusted noise model of 643

the LLO-based CV-QKD scheme over an atmospheric quan- 644

tum channel. We have included the effect of the fluctuating 645

transmittance assuming weak turbulence by applying the 646

log-negative Weibull distribution model. In order to evaluate 647

the phase distortion caused by atmospheric turbulence, the 648

Monte-Carlo phase screen method has been utilized. Eve’s 649

attack on either the amplitude or phase of the PRP has 650

been included in the SKR calculations. The optimal value of 651

Alice’s states that satisfy the maximum SKR is quantified 652

for each transmission distance. Consequently, the system 653

security is compared for GMandDMwith 4 and 8 -states con- 654

sidering all the previous assumptions. The numerical results 655

have confirmed the out-performance of the GM compared 656

to DM protocols regarding achievable SKR, transmission 657

distance, and reconciliation efficiency. However, the analysis 658

has revealed that this performance of GM is restricted by the 659

availability of relatively high levels of SNR compared to that 660

required in DM.Moreover, it is found that the SKR has exhib- 661

ited great stability under amplitude attack with increasing the 662

gain of the PIA at Eve’s side. On the contrary, phase attack 663

causes a severe reduction of the SKR with increasing phase 664
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noise variance due to Eve’s activity on the PRP. As future665

work, we could investigate the possibility of detecting Eve’s666

attack by presenting a comprehensive setup for monitoring667

the amplitude of the PRP as well as the phase noise of668

the QS and the PRP. Additionally, this will enable precisely669

determining several types of attacks.670

APPENDIX671

For n-state system, the density matrix is given672

by [20], [32], [46]673

ρn =

n−1∑
i=0

λi|φi〉〈φi| (V.1)674

For n = 4675

λ0,2 =
1
2
e−α

2
(coshα2 ± cosα2) (V.2a)676

λ1,3 =
1
2
e−α

2
(sinhα2 ± sinα2) (V.2b)677

For n = 8678

λ0,4 =
1
4
e−α

2
(
coshα2 + cosα2 ± 2 cos

α2
√
2
cosh

α2
√
2

)
679

(V.3a)680

λ1,5 =
1
4
e−α

2
(
sinhα2 + sinα2 ±

√
2 cos

α2
√
2
sinh

α2
√
2

681

±
√
2 sin

α2
√
2
cosh

α2
√
2

)
(V.3b)682

λ2,6 =
1
4
e−α

2
(
coshα2 − cosα2 ± 2 sin

α2
√
2
sinh

α2
√
2

)
683

(V.3c)684

λ3,7 =
1
4
e−α

2
(
sinhα2 − sinα2 ∓

√
2 cos

α2
√
2
sinh

α2
√
2

685

±
√
2 sin

α2
√
2
cosh

α2
√
2

)
(V.3d)686
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