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ABSTRACT Water distribution systems are one of the critical infrastructures and major assets of the water
utility in a nation. The infrastructure of the distribution systems consists of resources, treatment plants,
reservoirs, distribution lines, and consumers. A sustainable water distribution network management has to
take care of accessibility, quality, quantity, and reliability of water. As water is becoming a depleting resource
for the coming decades, the regulation and accounting of water in terms of the above four parameters is
a critical task. There have been many efforts towards the establishment of a monitoring and controlling
framework, capable of automating various stages of the water distribution processes. The current trending
technologies such as Information and Communication Technology (ICT), Internet of Things (IoT), and
Artificial Intelligence (AI) have the potential to track this spatially varying network to collect, process,
and analyze the water distribution network attributes and events. In this work, we investigate the role and
scope of the IoT technologies in different stages of the water distribution systems. Our survey covers the
state-of-the-art monitoring and control systems for the water distribution networks, and the status of IoT
architectures for water distribution networks. We explore the existing water distribution systems, providing
the necessary background information on the current status. This work also presents an IoT Architecture
for Intelligent Water Networks - IoTA4IWNet, for real-time monitoring and control of water distribution
networks. We believe that, these components need to be designed and implemented effectively to build a
robust water distribution network.
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INDEX TERMS Internet of Things, IoT communication technologies, IoT services, water distribution
network.

I. INTRODUCTION20

A round 70% population in this world live in urban areas and21

50% of the population is expected to live in water-stressed22

areas by 2025 [1]. Over two billion population are facing23

extreme water stress, as they consumemore than 80% of their24

available supply of water [2], [3]. According to the United25

Nations, ‘‘The human right to water entitles everyone with-26

out discrimination to sufficient, safe, acceptable, physically27

The associate editor coordinating the review of this manuscript and

approving it for publication was Chih-Min Yu .

accessible and affordable water for personal and domestic 28

use [4].’’ The UN sustainable development goal (SDG) #6 29

targets improved water availability, sustainable management 30

of water and sanitation for entire population [5]. To achieve 31

this goal, the researchers can approach in various ways as dis- 32

cussed in [6] and [7]. Albeit 70% of the earth contains surface 33

water and 30% ground-water, only 2.5%water is available for 34

consumption [1]. Engineered hydrologic and hydraulic com- 35

ponents, such as a water supply network, are used to transport 36

the water. Water distribution system refers to the part of the 37

water supply network that distributes portable water from a 38
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centralised treatment plant or a storage system to residential,39

commercial, industrial, and firefighting purposes [8]. Water40

distribution systems (WDS) have always been important for41

the well-being and development of communities; they grow42

and evolve in tandem with the growth of towns. However, the43

water supply has been suffering serious issues as a result of44

population growth, increased demand, infrastructure ageing,45

and leakage, necessitating long-term solutions for both water46

supply and consumption. Therefore it is very challenging to47

achieve an equitable water supply for the water distribution48

system [9].49

A. CHALLENGES IN THE WATER DISTRIBUTION SYSTEMS50

Due to the unauthorized and unauthenticated extension of51

the network without considering the system’s capacity, most52

water distribution systems lack quality and quantity of water53

supply, topological parameters, cost and energy manage-54

ment, and plant efficiency. The population increase, climate55

change, and urbanization enhance water depletion. Further-56

more, urbanization and population growth are the primary57

causes of increased water withdrawal. The migration from58

rural to urban areas, loss of peri urban agriculture and loss of59

green areas, due to deforestation, urbanization and so on leads60

to population growth and urbanization. The climate change,61

i.e, the rainfall intensity, variability in sea level, melting of62

glaciers, temperature rise, increasing floods, droughts and63

storm and changing the seasonality are also challenges the64

WDS. The governance and policies, some of the global poli-65

cies, institutional frameworks, political regimes makes the66

WDS functionality and institutional management complex.67

Even though agriculture uses 70% of freshwater worldwide68

according to Food and Agriculture Organization (FAO) [10],69

there is an increasing imbalance in water usage between70

developed and developing countries. Most developed coun-71

tries consume a major portion of their water for industries72

rather than agriculture and domestic purposes. However,73

in developing countries, agriculture consumes the majority74

of water, rather than domestic and industry [11]. In addition,75

the growing number of international water disputes might of76

considerable concern.77

Deterioration in infrastructure system, such as increased78

water main breaks, decreased freshwater resources, untrace-79

able non-revenue water consumption, physical loss, commer-80

cial loss, unbilled authorized users, increased water demands,81

increased operational costs and water leakage is the another82

major challenges identified for the water distribution sys-83

tems [12], [13], [14]. Non-revenue water (NRW) [15], [16],84

[17], also known as physical losses or apparent losses, is a85

significant concern for most countries’ water distribution sys-86

tems, as illustrated in Table 1. Leakage, evaporation, incorrect87

metering, inadequate data collection, and theft all contribute88

to the NRW. Furthermore, leakages can result in considerable89

financial losses in water transportation as well as additional90

costs for the consumer (end-user) due to the wastage of91

energy and chemicals in water treatment plants. The esti-92

mated losses due to leakage account for up to 30% of the93

TABLE 1. Summary of per capita usage and non revenue water in various
countries.

total amount of extracted water. Water leakage is primarily 94

caused by the aging of the pipeline (corroded), excavation 95

across the road, high pressure across the pipeline, unnoticed 96

underground pipe leakage, extremeweather conditions, mate- 97

rial of construction, soil conditions, increased water con- 98

sumption of systems that are at capacity and/or are already 99

stressed, increased treatment costs due to larger treatment 100

system requirements, capital expenditure, chemical require- 101

ments, operational expenditure, and increased power require- 102

ments through larger capacity treatments and pumping assets 103

to support the higher demand [16]. To reduce the leakage, 104

a propermonitoring andmaintenance of thewater distribution 105

system is required. Moreover lack of historic scientific data 106

on distribution system can leads to impropermanagement and 107

maintenance of the resources and consumer connections such 108

as supply deficiency, leakage, higher demand, low pressure. 109

Table 2 depicts various stages of the WDS and its parameters 110

to be monitored in each stage to achieve better functioning 111

and equitable supply. Changes in public priorities, emerging 112

technologies, energy costs and increasing complexity are also 113

challenges for theWDS. In this paper, we are interchangeably 114

using the terms water distribution system and water supply 115

systems. 116

B. ROLE OF IOT IN WATER SECTOR 117

Based on the aforementioned water distribution network 118

(WDN) challenges in section I-A, it can be concluded that 119

an effective monitoring and automation system can alleviate 120

such issues. One of the most prominent technologies for 121

efficient monitoring and automation of the water distribution 122

network is IoT, which enables individuals and objects to 123

connect at any time, anywhere, with anything and anybody, 124
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TABLE 2. Different stages in water supply systems and the key
parameters to be monitored in each stage to understand the system
performance.

preferably via any network (route) and using any service [29].125

IoT has evolved in such a way that, it has to deal with126

tremendous data, storage, processing, and analytics [30],127

[31], [32]. The capabilities of IoT includes data sensing,128

processing, analyzing, and inferring parameters from natural129

resources and delicate ecologies to urban environments [33].130

Further, it provides network utilization and context awareness131

to the system [34]. The embracing of Wireless Sensor Net-132

works (WSN), low power communication technology with133

small embedded devices led to the technical convergence134

of IoT [35]. IoT offers several refined and ubiquitous solu-135

tions in various applications, such as intelligent transporta-136

tion systems, governance, environment monitoring, smart137

homes, smart health, and quality of life [36]. Sustainability138

has become a key issue nowadays for the world population,139

as the dynamic and progressive advancement in the area of140

IoT technologies are leading to totally different helpful edges,141

however this fast growing developments must be rigorously142

monitored and evaluated from an environmental point of view143

to limit the presence of harmful impacts and make sure the144

smart utilization of limited world resources. There should145

require a significant analysis efforts within the previous sense146

to rigorously investigate the positives and negatives of IoT147

technologies [37].148

IoT is considered as an important tool for monitoring and149

automation [38], [39], [40], [41] applications. IoT allows150

precise control over water resources data, thus the key players151

in the water sector proactively innovate and resolve issues of152

water scarcity and address the aging water infrastructure [42],153

[43]. The water sector can no longer sustain itself in isolation154

from the technological shifts happening in other infrastruc-155

ture industries and at the customer level. Inspection of corrod-156

ing pipes, enabling predictive maintenance, analyzing data in157

real-time to identify leaks, and leveraging software to help158

utilities and consumers track their homewater usage are some159

applications of IoT enabled monitoring systems.160

IoT is one of the powerful monitoring tools for WDS that161

can integrate analytics and intelligence to achieve control162

and automation features. Sensing systems, communication163

technologies, networking capabilities, and computing with164

storage and visualization makes IoT an efficient platform for165

an intelligent monitoring system.166

Introducing IoT into WDN can tackles one of the 167

critical challenges in water management; data unavailabil- 168

ity/inadequate scientific information on various WDN ele- 169

ments such as water reservoirs and network health. The real 170

time data collected by heterogeneous interconnected devices 171

and sensors can analyze and process the application environ- 172

ment information, hence IoT would be a promising solution 173

for the WDN. Moreover, the application of IoT technology 174

can prove valuable in better water collection, storage, distri- 175

bution, leakage prevention, waste water management, as well 176

as distribution [44]. 177

C. MOTIVATION 178

Although IoT-based water supply systems are introduced 179

recently, there are several commercial solutions and plat- 180

forms [45], [46], [47] available indicating the growingmarket 181

demand. We found that most of the commercial solutions and 182

platforms are focusing on the data collection, data integra- 183

tion, and data visualization using IoT sensors, while only a 184

few offer predictive analytics of the acquired data [48]. The 185

technological advances in IoT in recent years have fuelled 186

the need for systematic progress of the present commercial 187

systems and solutions in every industry sector. Based on 188

the progress made at the research level, successful com- 189

mercial solutions are constantly emerging using innovative 190

technologies. 191

Table 3 summarizes the existing review articles on the 192

methodologies for monitoring technologies in water distri- 193

bution systems. They provide different orientations, such as 194

these two articles [1], [49] focus on water quality monitoring 195

systems based on WSN and IoT systems, information and 196

communications technology (ICT) in water supply systems 197

in terms of the importance of the network pressure man- 198

agement and stakeholders engagement via social media and 199

gaming [50], [51], and blockchain solutions [52]. However, 200

most of the review articles do not consider IoT solutions 201

for water distribution systems with monitoring, control, and 202

automation. 203

D. CONTRIBUTIONS 204

The management of water distribution is critical for the utili- 205

ties and authorities, as they need to get a thorough analysis of 206

the distribution network with the scope of IoT to embrace the 207

system flawlessly. In this paper, we have explained the water 208

supply/distribution system with the pervasive inclusion of the 209

IoT and presented the applications. This survey endeavors 210

to examine the research carried out to provide a sustainable 211

water distribution system by utilizing the features of IoT. The 212

major contributions of this paper are as follows. 213

• Presentation of the water supply system taxonomy, its 214

components and parameters, and their different pro- 215

cesses at each stage. 216

• Providing extensive insights into the IoT communication 217

technologies, cloud platforms, and their characteristics 218

applicable to water distribution systems. 219
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TABLE 3. Summary of some popular survey articles in the area of IoT and water distribution systems.

TABLE 4. Comparative study of existing surveys in IoT-based WDS from
2019-2022.

• Analyzing the scope of various real-world IoT applica-220

tions in water distribution systems.221

• Providing a brief overview of IoT-based monitoring,222

control, and automation strategies for water distribution223

system applications.224

• Presentation of a IoT Architecture for Intelligent Water225

Network-IoTA4IWNet.226

• Presentation of existing challenges, recommendations,227

and future research directions for IoT-based water dis-228

tribution network.229

We have considered relevant and recent six publications230

of surveys and reviews conducted in IoT-based water dis-231

tribution networks, smart water grids, and ICT on WDS232

from 2019 to 2022. To acquire insights on IoT-based WDN,233

existing surveys compared to our work based on the following234

concepts; the background of the water distribution system,235

an overview of IoT technologies, IoT-based different water236

supply applications, an architecture based on the study, and237

challenges and future directions in IoT-based water distri-238

bution systems as shown in Table 4. To the best of our239

knowledge, we have considered all the above aspects 240

together, which provide a holistic approach that turns out to 241

be novel in this review paper. We feel that this paper will 242

help newcomers to understand the role of IoT in developing 243

a sustainable WDS. 244

E. ORGANIZATION 245

The organization of the paper is as follows. Section II briefly 246

explains the research method used in the study and develop- 247

ment of the research questions such as resources for the study, 248

thought process for the research development, and finally 249

presents the research questions. Each research question is 250

addressed and discussed in detail in Section III. Section IV 251

comprises the analysis of IoT characteristics and constraints 252

in the deployments of WDN. Section V explains the ser- 253

vices and techniques to facilitates WDN by presenting IoT 254

enabled framework for WDN. Section VI recommends an 255

IoT architecture capable of monitoring, control and automate 256

WDN systems and explains the existing challenges and future 257

direction. Section VII concludes the paper. 258

II. RESEARCH METHOD 259

In this section, we introduce the research approach, by con- 260

ducting a systematic literature review to understand the role 261

of the IoT in the WDS. Four research questions are consid- 262

ered as the first step of the literature review. A comprehen- 263

sive review analysis conducted based on literature which are 264

focused on IoT systems in water distribution domain. The 265

objective of this study is to synthesize the current knowl- 266

edge and approaches for monitor, control, and automation 267

strategies for the water distribution systems. Towards this 268

objective, a quantitative review method, based on the sys- 269

tematic approach, is used in this study. Moreover, qualitative 270

analysis of the core area publications i.e., carefully selected 271

journals and conferences presented in this study. This task 272

is performed such that, the identification and presentation 273

of each articles is reviewed and categorized based on its 274
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FIGURE 1. Information sources used for the search phase and overview of research
methodology.

research focus and results. Moreover, we considered only the275

publications written in English. Fig. 1 depicts an overview of276

the research methodology adopted for this paper. The major277

resources for the articles discussing in this work are identi-278

fied via Google Scholar and Scopus. Most of the selected279

articles are from Elsevier, IEEE, and Springer, and the rest280

from other scholarly article resources like arXiv, MDPI, and281

Wiley. Furthermore, the collected articles are categorized as282

journals, conference proceedings, white papers, and so forth283

and their further analysis leads to the development of the284

research questions.285

A. THOUGHT PROCESS286

To investigate the role of IoT in the WDS, the primary287

step is to review the existing system based on its param-288

eters, attributes, and different events. Therefore the ini-289

tial research question deals with the identification of the290

stages and processes in WDS. Next, we surveyed the avail-291

able literature in IoT technologies for the period 2000 to292

2021, to comprehend the importance, specifications, and293

characteristics of the IoT technologies, which turned out294

as the second research question. Subsequently, we inves-295

tigated the literature to discover various applications of296

IoT in WDN. Finally, the fourth question introduces the297

importance of an integrated methodology to monitor, con-298

trol, and automate the water distribution networks with an299

IoT-based closed-loop system.300

B. RESEARCH QUESTIONS301

We aim to identify the scope of IoT in the WDS and302

synthesize this research evidence to propose an IoT-based303

communication architecture for the same. This is achieved by304

comparing and contrasting the existing approaches and ana-305

lyzing this in an application framework. Accordingly, this306

paper attempts to solve the following research questions:307

• RQ1: What are the major processes and stages in the 308

supply of water distribution networks? 309

• RQ2:What are the available IoT technologies applicable 310

to monitor/control/automate various parameters in water 311

distribution networks? 312

• RQ3: What are the real-world IoT applications in the 313

water distribution network? 314

• RQ4: What is the scope of IoT-based monitoring, con- 315

trol, and automation in water supply systems? 316

III. FINDINGS AND DISCUSSIONS 317

In this section, we will discuss the above-mentioned four 318

research questions and present the findings of each. 319

A. ADDRESSING RQ1: WHAT ARE THE PROCESSES AND 320

STAGES IN THE SUPPLY OF WATER DISTRIBUTION 321

NETWORKS? 322

The water supply system is a spatially organized network that 323

ensures safe water access to the people/community, which 324

consists of water resources, intake system, storage system, 325

conveyance systems, treatment plants, distribution networks, 326

and consumers. The water intake from the source is followed 327

by the transmission system in which conveyance of the raw 328

water is carried out from the collection unit to the water 329

treatment plants (WTP). Subsequently, the distribution of the 330

treated water to the consumers through the pipe networks. 331

In a further attempt to provide more insights into the water 332

distribution system, we portrayed the water supply system 333

with stages, processes, and its attributes and parameters in 334

Fig. 2. The water supply system consists of the following 335

seven subsystems. 336

1) WATER RESOURCES 337

The commonly used water sources are rivers, lakes, aquifers, 338

and bore wells. These water sources can be of different 339

types such as surface water sources, groundwater sources, 340
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FIGURE 2. Water supply system taxonomy, consisting of different processes in the supply system from the water resources to the stakeholder.
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atmospheric water, recycled wastewater, and saline water.341

One of the biggest challenges concerning the sources is water342

availability, which depends on climate change, population,343

and urbanization. Besides, general longevity of the sources344

(short-term and long-term), water quality, susceptibility to345

pollution, and ease of access to the water resources are some346

other challenges [61].347

2) INTAKE STRUCTURES348

The water resources are associated with an intake system.349

These intake systems are installed to safely withdraw water350

from the source and to discharge it into the withdrawal (or351

intake) conduit, through which it reaches the WTP. It can352

be categorized into three (see Fig. 2), according to the type353

of source (river, canal, reservoir and lake intakes), water354

presence in the intake tower (wet and dry intake) and the355

position of intakes (submerged and exposed intake) [62].356

3) WATER CONVEYANCE/TRANSPORT SYSTEM357

Conveyance or the transportation system has the following358

two stages (see Fig. 2).359

• Water can be transported by three methods depending360

on relative elevations of WTP and water supply sources,361

whether it is by pumping or by gravity/free-flow, or by362

the combined action of both pumping and gravity flow.363

• Water transported either by pumping directly to the364

water mains or by pumping to an intermediate overhead365

tank and then supplying to the water mains via gravity366

for distribution.367

4) WATER STORAGE SYSTEMS368

Water storage systems can be situated in water distribution369

networks in the following ways (see Fig. 2):370

• Before the intake system to store tapping water streams371

with the low and inconsistent flow372

• After the intake system to store water for consistent373

supply to the treatment plant374

• Before the treatment system to store water for consistent375

supply to the treatment plant376

• After the treatment plant to safely store the treated water377

before it reaches the end consumer.378

5) WATER TREATMENT PLANT379

The water treatment plant (WTP) is one of the most vul-380

nerable stages in the supply system. It has the following381

processes [63].382

• Screening: Screening refers to the filtration of the383

coarser floating and suspended materials, and removes384

impurities like wood, leaves, aquatic plants, papers,385

polythene, and so forth.386

• Aeration: An aeration is a unit that brings water and387

air in close contact and aims at the removal of iron388

and manganese, dissolved gases, and volatile organic389

compounds (VOCs).390

• Sedimentation: Phase separation process to settle down391

the suspended materials including clay and silt, organic392

matter, and other associated impurities under the effect 393

of gravity. 394

• Coagulation and flocculation: Respective steps intended 395

to overcome the forces stabilizing the fine suspended or 396

colloidal particles, allowing particle collision and floc 397

development. 398

• Filtration: Water is passed through sand or multimedia 399

filters for the removal of left-over suspended solids and 400

micro-flocs. 401

• Disinfection: Disinfection is the process to remove, 402

deactivate or kill pathogenic microorganisms so that 403

they are not infectious to humans and animals. 404

6) WATER QUALITY 405

The water abstracted from the source may not be of usable 406

quality in its natural state. Moreover, anthropogenic activities 407

in many regions and the industrial, agriculture, and social pol- 408

lution [64] compel water quality deterioration. Thus, the qual- 409

ity of the supplied water should ensure public health safety 410

(essentially free of disease-causing microbes and chemicals). 411

Some of the widely used water quality guidelines [65] are 412

the European Union Water Framework Directive, the Clean 413

Water Act in the United States, the World Health Organi- 414

zation (WHO) drinking water quality guidelines, and the 415

Bureau of Investigation Standards (BIS) in India. The valid 416

implementation of these standards depends on the establish- 417

ment of a robust and verifiable monitoring regime of water 418

supply systems. Systematic and proactive water quality gov- 419

ernance and control in the water source management enables 420

earlier identification of the number of quality parameters so 421

that the distribution system can have a reasonable amount 422

of time to act on the quality risk factors. The water quality 423

monitoring parameters can be categorized into three - phys- 424

ical, chemical, and biological [66]. Some of the standard 425

water quality parameters (see Fig. 2) include temperature, 426

color, odor, turbidity, conductivity, solids (total, suspended, 427

dissolved, fixed, volatile) pH, acidity, alkalinity, hardness, 428

nutrients (nitrogen, phosphorous), metals (Fe, Al, As, Cr, Zn, 429

Ni, Co, and so on.), ions (chloride, carbonate, nitrate, sul- 430

fate, and so on.), pesticides, radioactive emission, dissolved 431

oxygen (DO), chemical oxygen demand (COD), biochemi- 432

cal oxygen demand (BOD), and other trace elements, Most 433

Probable Number (MPN), Total and Fecal Coliform. 434

7) WATER DISTRIBUTION NETWORK 435

The water distribution network majorly consists of pipes, 436

valves, appurtenances, pumps and storage structures, and 437

other supporting infrastructure. The water pumping stations 438

can be equipped with pumps, motors, pressure switches, 439

valves and pump on-off valves, and so forth. The energy con- 440

tent in the distribution network employed in this stage, where 441

monitoring, automation, and control together can accom- 442

plish the optimized performance of the pumping system, 443

thereby leading an increase in the performance of the entire 444

supply system. Further, the water quality parameters like 445

pH, chlorine, dissolved oxygen, conductivity, turbidity, and 446
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oxidation-reduction potential need to monitor in the water447

system, before supplied to the customers. In centralized water448

distribution systems, water treatment is carried out before449

sending water to consumers. Positively, post-treatment safety450

is also ensured by eliminating the chances of contamination in451

distribution systems. Moreover, the treated water is unstored452

for a long in storage or overhead reservoirs to reduce the453

chances of contamination due to long storage [67].454

As stated in Section I-A, the challenges such as tracking455

of pipe cracks, pipe bursts, leakage, and water quality are456

difficult to carry out at frequent time scale, without adequate457

technical support due to its spatial distribution. Consequently,458

overall operation and monitoring have been grossly ineffi-459

cient with traditional practices of monitoring and manage-460

ment, especially with aging infrastructure. Here, some of the461

critical parameters to monitor are the flow and pressure in462

mains and consumer end, reservoir level, and valve operations463

of WDN. In short, both monitoring, control, and automation464

of the water supply system can enhance the reliability of465

the entire supply system from the water generation to the466

consumer. Moreover, a robust water distribution system must467

be capable of providing the water, without deterioration in the468

quality in the pipes and deliver with the optimum pressure469

head for various purposes such as domestic, commercial,470

industrial, and firefighting. Furthermore, the conventional471

WDN system can upgrade into three steps as follows: (i) to472

upgrade the system into an instrumental system with the abil-473

ity to detect, measure, acquire and record data, (ii) to upgrade474

the system into an interconnected one with the ability to475

communicate and interact with system operators, managers,476

utilities and stakeholders and (iii) to control the system with477

the feedback from step (ii).478

Hence, entire water distribution system management can479

be divided in to nine applications such as water quality mon-480

itoring, leak detection and monitoring, pressure control and481

monitoring, parameter estimation and monitoring, state esti-482

mation and monitoring, demand prediction and monitoring,483

pipe health monitoring, pump energy consumption monitor-484

ing, and water resource management [68].485

B. ADDRESSING RQ2: WHAT ARE THE AVAILABLE IOT486

COMMUNICATION TECHNOLOGIES/INTERFACES487

APPLICABLE TO MONITOR/CONTROL/ AUTOMATE THE488

PARAMETERS IN WATER DISTRIBUTION NETWORKS?489

IoT deals with billions of devices ‘connected to the inter-490

net’ with the help of various IoT technologies (shown in491

Table 5), cellular technologies, machine to machine (M2M)492

technologies, and so forth [69]. The growth of the IoT can493

be identified from various statistical data such as there exist494

21.7 billion active connected devices worldwide, from that495

11.7 billion (or 54%) is the IoT device connections. By 2025,496

it is expected to be more than 30 billion IoT connections,497

which is on an average four IoT devices per person [70], [71].498

The total volume of data exceeding 600 ZB per year by 2020,499

and the global spending on IoT of more than $3.7 trillion in500

2018 and projected to grow up to $11.1 trillion per year in 501

2025 [72], [73], [74]. 502

Since IoT is a highly advanced technology, it can trig- 503

ger the development of intelligent devices, smart sensors, 504

actuators, and M2M devices [75], [76] with the coexistence 505

of different IoT technologies like Near Field Communica- 506

tion (NFC) [77], ZigBee [78], Wi-Fi [79], [80], LoRa [81], 507

and NB-IoT [82]. The IoT communication technologies are 508

intend to connect heterogeneous objects or devices within one 509

framework to achieve smart applications and services, with 510

low cost and low power even in adverse communication envi- 511

ronments such as in lossy and noisy communication links. 512

To provide more insights into the different IoT technologies 513

and their characteristics, a comparison is shown in Table 5. 514

From different IoT communication technologies, RFID is 515

considered as the first IoT communication technology, which 516

realized the M2M communications via RFID tag and reader 517

concept [83]. NFC is another technology that supports high 518

frequency, low data rate communication with an applicable 519

range up to 10 centimeters [84] which allows the shortest 520

communication distance. The Bluetooth technology is known 521

as the cable replacement technology which is widely used 522

in headphones, mouse, and keyboards while Bluetooth Low 523

Energy (BLE) is used in accessories for smartphone apps and 524

internet-connected devices [85], [86], [87]. Wi-Fi is the most 525

common communication technology in which used to build 526

smart sensor ad-hoc networks [88], [89]. LTE (Long-Term 527

Evolution) is a standard wireless communication technology 528

for high-speed data transfer between mobile phones based on 529

GSM/UMTS network technologies [90], [91]. 530

Besides the communication technologies, other important 531

aspect of IoT is the cloud platforms and protocols. There are 532

a number of public and private cloud platforms available for 533

IoT applications. Most of the cloud platforms are providing 534

end to end connectivity and services to the edge network 535

and end devices. The major focuses of the cloud platforms 536

are connectivity and normalization, device management, pro- 537

cessing and decision making, data visualization and analytic, 538

external interface and database management [95]. The cloud 539

platforms are supported by various data transfer protocols 540

such as Message Queuing Telemetry Transport (MQTT) 541

that handles publish subscribe for message broker, Hyper- 542

text Transfer Protocol (HTTP) and so on. Prominent cloud 543

platforms and their supporting protocols are shown in the 544

Table 6. 545

The IoT system has different functional blocks like iden- 546

tification, sensing, services [48], management [96], secu- 547

rity [97], semantics [38], and applications. Moreover, each 548

IoT system needs to accomplish the major IoT characteristics 549

like interoperability, scalability, QoS, reliability, distributive, 550

and security [98]. Furthermore, the steps involved in the 551

IoT system development are understanding the necessities 552

and requirements of IoT users (consumer/utility/stakeholder) 553

and their appliances and devices, pervasive communication 554

networks, and software architectures to transmit, process 555

and compute the sensor data to where it is relevant, and 556
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TABLE 5. Overview of different IoT technologies for water supply system.
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TABLE 6. IoT cloud platforms and supported protocols.

analytic tools for autonomous and intelligent behavior in IoT557

systems [99], [100].558

C. ADDRESSING RQ3: WHAT ARE THE REAL-WORLD IOT559

APPLICATIONS IN THE WATER DISTRIBUTION NETWORK?560

The advanced technological shifts are happening to all561

infrastructure industries at the customer level, and the water562

sector can no longer sustain itself from this advanced563

technological isolation. IoT is considered as a tool for564

monitoring and automation [38], [39], [40] that allows565

precise control over water resources data thereby proac-566

tively innovates and resolves the water scarcity problems567

and address the water infrastructure aging [41], [42], [43].568

Additionally, IoT can integrate analytic and intelligence569

to achieve control and automation features in a WDS.570

Moreover, the sensing systems, communication technolo-571

gies, networking capabilities, and computing with storage572

and visualization makes IoT an efficient platform for an573

intelligent monitoring system. Some of the main applica-574

tions of IoT-enabled monitoring systems are inspection of575

pipes (e.g. corroding and crack), enable maintenance pre-576

diction, real-time analysis of sensor data to identify leaks577

and cracks, and software leverage to help utilities and con-578

sumers to track their water usage pattern for the better water579

management.580

In this section, our aim is to provide a brief summary of581

existing literature in IoT-enabled WDS, which are as follows.582

• A Low Power Wide Area Network (LPWAN) based583

IoT system for real-time water quality, availability, and584

quantity monitoring system is a smart water grid solu-585

tion [101]. This system incorporated five quality param-586

eters such as oxidation reduction potential (ORP), pH,587

salinity, turbidity, and temperature along with water588

level and water flow meter. Furthermore, it addressed589

the challenges in a distribution grid such as clean water 590

and sewage water mixing, incomplete water treatment, 591

intermittent water supply, and inefficient flow control 592

gate management. LoRa communication technology is 593

used for long communication range and to support small 594

data rates and long communication range. Moreover, 595

the system can overcome the power consumption and 596

computational power efficiency constraints. 597

• A water usage control and equipment management sys- 598

tem with an integrated approach of WSN, IoT, and 599

cloud computing presents various IoT applications in 600

WDS [102]. The water flow meters are used to get 601

consumption and leakage data and the system monitors 602

the intermittent supply, availability, leakage localization, 603

billing, and consumption pattern of the user. The archi- 604

tecture of the smart water distribution system consists 605

of a source (tanks/reservoirs), pumping stations, valves, 606

and pipes. Continuous level sensors, water flow meters, 607

and valves are in the WSN layer. IoT layer occupies 608

2G/3G communication techniques and it also acts as an 609

adaption layer for both WSN and cloud in this architec- 610

ture. User awareness, control, and management appli- 611

cation and data analytics have been done in the cloud 612

layer. The system is costly and interdisciplinary, hence 613

challenging for the real-world deployment of the system. 614

IoT layer occupies 2G/3G communication techniques 615

and acts as an adaption layer for both WSN and cloud 616

in this architecture. User awareness, control, manage- 617

ment application, and data analytics have been made 618

in the cloud. The system is costly and interdisciplinary, 619

hence challenging for the real-world deployment of the 620

system. 621

• A water quality monitoring system in a single-chip 622

solution interfaces transducers to sensor networks using 623

Field Programmable Gate Arrays (FPGA) with the 624

help of a wireless XBee module [103]. This sys- 625

tem incorporates four water quality parameters like 626

pH, turbidity, temperature, and carbon dioxide with 627

an ultrasonic water level sensor. The research focused 628

on developing a number of energy-constrained sen- 629

sor nodes in an unnoticed environment. Therefore they 630

used low-power, low-cost single-chip fully-integrated 631

autonomous System-on-Chip (SoC) wireless sensor 632

nodes, which use VHSIC Hardware Description Lan- 633

guage (VHDL) and C programming for SoC data com- 634

putation. Further, they used ZigBee wireless nodes for 635

information transfer. 636

• A sustainable WDS for utilities and consumers to save 637

water resources and energy is integrates the technolo- 638

gies Big data and IoT. In this system, Wi-Fi-enabled 639

IoT devices are installed on the consumer side, and the 640

accumulated data is transmitted via the Global System 641

for Mobile Communications (GSM) to the utility. The 642

Big-data analytic platform has automated water audits, 643

billing, and hydraulic performance analyses. More- 644

over, analyzing these data utilities controls the network 645
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performance optimization that includes the monitoring,646

control, pressure, and overflow of the consumer home647

network.648

• Integrating ICT into traditional water management sys-649

tems can develop Smart Water Management (SWM).650

SWM can monitor the water resources, diagnose prob-651

lems, improve efficacy, and coordinate and manage a652

sustainable water supply. Furthermore, SWM takes care653

of the whole water management cycle from source to654

consumer, includingwithdrawal, treatment, conveyance,655

distribution, and reuse of water [104].656

• The IoT-based water quality monitoring system com-657

prised of three subsystems, a central measurement658

node, a control node, tiny notification nodes, and a659

central measurement node through an interconnected660

ZigBee-Radio Frequency (RF) transceiver. This sys-661

tem provides near-tap notifications locally to the user662

through interfaced peripherals such as LED and LCD663

displays and buzzer. This setup has six water quality664

sensors that can determine water flow, conductivity,665

ORP, pH, temperature, and turbidity. Since the water666

distribution system is rapidly polluted with hazardous667

pollutants, there is an urgent need for such rapid quality668

detection systems [105], [106].669

To provide more insights into IoT-enabled WDS,670

we reviewed the literature and present the analysis of var-671

ious IoT technologies and their applications in the WDN672

in Table 7. Further, we listed the types of sensors required673

to capture different processes or events of the WDN in674

Table 8. An effective WDS can be built by effective usage675

and implementation of proper devices, components, and676

communication technologies.677

D. ADDRESSING RQ4: WHAT IS THE SCOPE OF IOT-BASED678

MONITORING, CONTROL, AND AUTOMATION IN WDN679

The water supply system is a complex distributed net-680

work that is being converted to networked control systems681

deployed to monitor, control, and automate in response of682

physical infrastructure.With the integration of the compatible683

IoT devices the deprecated infrastructure can be changed into684

supervisory systems, which enables remote monitoring and685

control for the infrastructures. These upgraded infrastruc-686

tures help the utilities to get higher reliability and existabil-687

ity of the deployed systems [140]. Moreover, to promptly688

detect the defects and deficiencies of WDN novel water689

management procedures are necessary to carefully control the690

system.691

The primary objectives of IoT, which will helps to con-692

struct a proper monitoring system, sensor and device integra-693

tion, sensed information security, information analysis and694

real-time decision making. Therefore the main steps in the695

IoT-based water distribution system operation are as follows.696

The initial step is to facilitate a visualization schematically697

to gather sufficient information of water supply network698

components such as, pipes, pumps, air valves, tanks, and699

stabilizers, to group them in the next step in the geographic700

information framework [141]. Next, to continuously monitor 701

the various water supply system parameters such as water 702

flow, pressure, and quality a set of sensors are deployed. 703

Finally, the sensed parameters are transmitted via communi- 704

cation channels to an information system for the analysis and 705

to take suitable action [99]. Fig. 3 presents the closed-loop 706

strategy for an IoT network to attain the automatic control 707

features for the the system. An automated real-time control 708

systems can be achieved by the closed-loop strategy with the 709

feedback system. Further, the analysis of monitored results, 710

the hydraulic simulation strategies and the prediction of the 711

control variables according to the control factors can enhance 712

the efficiency of automated real-time WDS. 713

The hydraulic simulation and optimization strategies in 714

water distribution system, deals with demand prediction, 715

network design, pump operation, and real-time processes. 716

Although, major advances were made in this area, these 717

are still unexplored (or poorly explored) methodologies 718

that can be tested and applied in a considerable number 719

of water systems. Furthermore, AI models are power- 720

ful tools in hydrology that can facilitate reliability, cost- 721

effectiveness, problem-solving, decision-making, efficiency, 722

and effectiveness. 723

The use of IoT and AI technologies [146], [147], [148] are 724

capable to result in the progressive transformation of moni- 725

toring, control, and automation of WDN [149], including (a) 726

smart sensor data usage improvement [150], [151], (b) man- 727

agement and governance of the internal functions within 728

the smart water distribution environment which includes 729

the management of the source, storage, and distribution of 730

water [47], [152], [159], (c) detection and limiting of the leak- 731

age and cost-saving [160], (d) increase the business efficacy 732

via automating the traditional processes and functions [161], 733

[162] and, (e) the water quality improvement [163]. A major 734

challenge that the WDS has to conquer is to provide the 735

utility with the required information in a rapid manner. 736

Therefore AI possesses significant potential to address the 737

urgent challenges encountered by the WDN. Over previ- 738

ous decades, there has been a considerable of research and 739

applications of IoT, including in (a) intelligent distribution 740

network [164], (b) robotics [165], [166], (c) WDN optimiza- 741

tion management [167], [168], (d) automation [169], [170], 742

and (e) knowledge-based systems and decision support sys- 743

tems [171], [172], [173]. The list of various WDN applica- 744

tions, their monitoring parameters and used machine learn- 745

ing (ML)/AI techniques listed in Table 10. Further, we list 746

the real-world water supply system monitoring platforms in 747

Table 9. 748

IV. ANALYSIS OF IOT CHARACTERISTICS AND 749

CONSTRAINTS IN THE DEPLOYMENT OF WDN 750

The IoT system suffers with inherent constrains such 751

as updates, heterogeneity, standardization, security and 752

resources [174]. This section explains the predominant IoT 753

characteristics and the major constrains in implementing an 754

IoT system for WDN. 755
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TABLE 8. Sensors used in different stages of water distribution network.

FIGURE 3. Closed-loop strategy for water supply system.

• The non-linear and non-stationary features and vague756

properties due to the unpredictable natural processes,757

interdependent relationship, and human interference758

make the water-related data difficult to design [175].759

• To avoid the poor quality of data, advanced tools and760

technologies like AI and ML are used to achieve relia-761

bility [176].762

• A standardized architecture for IoT is not proposed763

yet, and is customized according to the applications in764

order to achieve the IoT system characteristics [177].765

Greater standardization can improve the compatibility766

among different vendors and ensure sufficient network767

TABLE 9. Real-world water supply system monitoring platform.

connectivity, data management, and security measures 768

across devices, actuators, and sensors cloud servers and 769

end-user interfaces in the system. This also reduces the 770

gaps between the protocols, hence improves the security 771

as well as reduce the overall cost of data [178]. 772

• Another limiting factor of IoT deployment is energy 773

depletion [179]. The life span of the IoT network deploy- 774

ments can be improved by better power management 775

using alternative power storage mechanisms. 776

• Sophisticated design and development for various mod- 777

ular hardware and software exclusively for the water 778

distribution system are required. The high-quality sen- 779

sors and actuators for water distribution systems are 780

costlier compared to the low-cost embedded computing 781

platforms. IoT solutions require huge number of nodes 782

(may be hundreds and thousands in number), and hence 783

the overall cost for hardware components, internet com- 784

munication, and data roaming have to be reduced [180]. 785

• There exists compatibility between the water supply 786

infrastructure which is a legacy system to the specialized 787

devices, field equipment, and software, and so forth. 788

As data synchronization and data reliability are more 789

important, the scaling of the IoT networks and IoT 790

devices are critical [181]. Therefore a systematic design 791

and development of the software can standardize the 792

analysis of the generated data, code refining, and feature 793

introduction and upgrading [182]. 794

• The water supply infrastructure is spatially distributed 795

and the whole supply process is temporally distributed. 796
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Hence, to improve efficiency for field deployments the797

commercial IoT solution must handle basic environmen-798

tal parameters such as temperature variations, humidity,799

and illumination to deal with seasonal variations and800

infrastructure-wide climatic variability.801

• The security for the IoT realization in the water distri-802

bution system is necessary [183], since the water net-803

works are spatially distributed networks, it requires804

IoT systems to address the end-to-end data security805

and integrity of the field-deployed devices. IoT secu-806

rity is a major constraint in IoT system deployment807

where the vulnerabilities include clone attack, network808

hacking, jamming, eavesdropping, distributed denial-of-809

service (DDoS), and untrusted communication between810

devices [52], [184], [185]. The cloud server downtime811

and inaccessibility of services can influence trust and812

manipulation of data residing in a central location archi-813

tecture [140], [186], [187]. Moreover, the industries814

are introducing external internet access to the existing815

infrastructure which can increase the vulnerabilities of816

the cyber-attacks.817

• The system design for water supply can be divided818

into three-levels: user-centric, utility-centric, and819

infrastructure-centric. User-centric design and sustain-820

able practices are also important in the field of IoT821

implementation for water distribution systems [188].822

Therefore we can conclude capacity, cost and exponential823

growth of IoT devices, vulnerabilities in IoT architecture and824

data theft are the major challenges for IoT deployments.825

V. SERVICES AND TECHNIQUES TO FACILITATES WDN826

The realization of an IoT based WDS includes, the type of827

IoT network architectures (edge/fog/cloud), underlying pro-828

tocols, appropriate communication technologies etc. Based829

on the survey conducted in this paper, Table 11 summarizes830

these details with existing platforms for various WDS appli-831

cations.832

A. IOT ENABLED FRAMEWORK FOR WDN833

To summarize the findings of this study, we propose an834

IoT-based WDN framework for monitoring, control and835

automation of the system, as illustrated in Fig. 4. The service836

architecture includes sensors, hardware, software, communi-837

cations, visualization modules and controllers, data manage-838

ment software, data mining software, customer systems, and839

business systems. The layered framework intend to classify840

the components and interfaces into various categories accord-841

ing to their features and functionalities. It has four main842

layers: physical layer, communication layer, service layer,843

and application layer.844

1) PHYSICAL LAYER845

Physical layer includes the sensors, actuators, pre-processors,846

interfaces and other devices to intelligently capture and con-847

nect the valuable data on the functioning of the WDN while848

TABLE 10. Monitor-automation-control applications in WDN based on AI.

sensing field variables using an IoT communication network. 849

The sensors (see Table 8) are to monitor the stimuli and 850

respond to events in the water supply systems. The sensors 851

or actuators can achieve two-way communications within 852

the network by providing commands to be sent from the 853

water utility to the smart sensors for various functionali- 854

ties, including real-time monitoring of parameters such as 855

water flow at the pipes, pressure at the nodes and changing 856

the frequency sampling of readings. Furthermore, short-term 857

deployments of devices/sensors powered by batteries, and 858

long term deployments can be powered by solar panels due 859

to their low-power consumption characteristics in the sensing 860

layer. Moreover, the control part of the sensing layer can 861

acts as a data sink, transceiving data from the communica- 862

tion layer. The data/information received to the control layer 863

can alter the actuators state. The communication network 864

between the sensors and the utility center intends to collect 865

and distribute the relevant information to consumers, suppli- 866

ers, stakeholders, utility companies, and service providers. 867

Each sensor has a specific communication technology, which 868

is dependent on the climatic and geographic (spatial and 869
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TABLE 11. Real-world application platforms for IoT based water distribution systems.

temporal) conditions, and multi-criteria decision methods.870

Therefore to choose the most appropriate and reliable com-871

munication technology, both the quantitative and qualitative872

variables are taken into the consideration. Furthermore, the873

sensor location and distribution, the distances to the edge874

device, the communication costs, the urban context, restric-875

tions and governance, and the scalability are the parameters876

that need to be considered for choosing the best communica-877

tion technology.878

2) COMMUNICATION LAYER879

The communication layer which is contextually known as880

network layer, is responsible for the IoT system connectivity881

to the network technologies for a secure and robust data882

communication to other layers. Therefore, the communica-883

tion layer reciprocate the communication between the data884

collected from the sensing layer and send the data via field885

gateways. The primary objective of the communication layer886

is to establish a communication channel for data transfer from887

the physical layer to the internet and receive data from the888

IoT gateway based either on Ethernet or other communi- 889

cation technologies (see Table 5) Wi-Fi, WiMAX, Zigbee, 890

mobile communications, LoRa, RFID, and Bluetooth Low 891

Energy (BLE), NB-IoT, 5G etc [203], [204], [205]. This 892

layer has the field gateways which interfaces IoT gateways or 893

edge nodes with transceivers using ZigBee, Bluetooth, NFC, 894

Wi-Fi, LoRa, or Sigfox. 895

3) SERVICE LAYER 896

The service layer serves as the interface for both the 897

consumer and the IoT system. The service layer has two 898

sub-layers, IoT services sub-layer and analytical services 899

sub-layer. The IoT services sub-layer handles data ingestion 900

from the communication layer and the analytical services 901

sub-layer handles data processing (digestion) and perform 902

various analytics. The IoT services sub-layer provide ser- 903

vices for the system to achieve device management [206], 904

data acquisition [207], device discovery [208], [209], remote 905

sim provisioning [210], [211], platform hosting [33], [212], 906

[213], and computer vision [214], [215] which are closely 907
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FIGURE 4. IoT-based framework for monitoring, control and automation of the WDN.

accessible for the physical layer, i.e., data and device inter-908

action (middleware layer) [216], [217], [218]. The analytics909

services sub-layer handles data processing such as target910

modeling and detection, identification of suspicious behav-911

ior in the network, data storage and situational awareness,912

crowd dynamics, object tracking, and activity recognition.913

The services of Big-data [219], [220], Machine learning and914

AI [221], [222], [223] analytic tools are taken in this layer in915

order for the water distribution network modeling, hydraulic916

simulation, and optimization [224] to form useful insight917

to which the real-time data can accommodate, validate and918

predict the system behavior, as shown in Fig. 3. The storage,919

security, data analytic tools, and visualization modules are920

needed to process and compute the data and data models.921

These modules intend to provide services for both the service922

layer and the application layer.923

Since the service layer shares and analyze the informa-924

tion of the consumers and the IoT system, this layer is925

highly vulnerable and affects the authentication and secu-926

rity of the system. To rectify the issue some robust and927

flexible security protocols are widely used. The following928

are the specifically proposed IoT protocols (see Fig. 5):929

MQTT, Constrained Application Protocol (COAP), Secure930

Message Queue Telemetry Transport (SMQTT), IPv6 over931

Low -Power Wireless Personal Area Networks (6LoWPAN)932

and Routing Protocol for Low-Power and Lossy Networks933

(RPL). Since these communication protocols are modifiable,934

the user can define the desired functionalities according to935

the applications without compromising the protocol perfor- 936

mance. Therefore the factors influencing the selection of the 937

most appropriate protocol for an IoT system are the network 938

range (area of the action), openness, interoperability, and 939

network architecture [225]. 940

4) APPLICATION LAYER 941

The application layer takes services from the service layer 942

and allows the end-user to handle monitoring, control, pre- 943

diction, and services. For the WDS, there are specific appli- 944

cations [226], [227] such as water quality monitoring, treat- 945

ment processes monitoring, the data analysis leads to the 946

control measures, and automation of the control process 947

(e.g., Chlorination). Environmental monitoring, water dis- 948

tribution network infrastructure monitoring (asset monitor- 949

ing), leakage detection, the anomaly detection for the entire 950

network by analyzing both spatial and temporal scale, con- 951

sumption analysis, and demand prediction are the differ- 952

ent application-level functionalities for the water distribution 953

system. 954

The components required for the implementation of Intel- 955

ligent IoT based water distribution network shown in Fig. 5. 956

This encapsulates most of the studies analyzed in this paper 957

such as IoT sensors, communication technologies, protocols, 958

architectures, optimization techniques, data analysis methods 959

and types of middle-wares. With all these insights we are 960

recommending an architecture for intelligent IoT based water 961

network. 962
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FIGURE 5. Components required to build an IoT-based architecture for monitoring, control and automation of WDN.

VI. RECOMMENDATIONS BASED ON THE SURVEY963

A. RECOMMENDED ARCHITECTURE: IOT ARCHITECTURE964

FOR INTELLIGENT WATER NETWORK - IOTA4IWNET965

The proposed architecture depicted in Fig. 6 summarises the966

studies performed in this survey. The architecture contains967

the WDN applications for a system’s monitoring control968

and automation. The IoTA4IWNet architecture is split into969

WDN applications and four planes i.e, IoT edge plane, IoT970

fog plane, IoT cloud plane and IoT service plane. The IoT971

service plane further divided into edge services sub-plane, fog972

services sub-plane and cloud services sub-plane.973

1) WDN APPLICATIONS974

IoTA4IWNet can monitor, automate and control the water975

distribution system in applications such as demand (con-976

sumer), junctions, water levels, leaks, reservoir, treatment977

plant, and utility (services). Consumer demand monitoring is978

beneficial for optimizing the water quantity allocation from979

various water sources, deriving individual and cumulative980

water usage patterns, and creating awareness regarding water981

usage among stakeholders of WDN. In WDN, junctions are982

one of the vital entities where monitoring is essential since983

they are prone to various threats. Information on water level984

variations in each reservoir, storage system, and water tower985

are significant for planning the water allocation, optimizing986

the water usage, scheduling the pump on/off, and determining987

the water overflow. In WDN, water leakages are also one988

of the significant threats, and their monitoring is tedious989

(see Table 10). Reservoir monitoring is required to determine 990

the quantity, quality, seasonal variations, and optimized water 991

allocation. Treatment plants are one of the essential entities in 992

WDN as the change in water quality can adversity affect the 993

health of consumers as well asWDN infrastructure. The qual- 994

ity and quantity assessment of portable water, usage pattern 995

analysis, water demand profile maintenance and prediction, 996

the discovery of malpractices, and automated water meter 997

readings and billing are some of the services that come under 998

utility that are intended for the consumers. For enabling all 999

these services, WDNmonitoring, automation, and control are 1000

essential. 1001

An example scenario for the IoTA4IWNet architecture is 1002

as follows; sensors are deployed to monitor water pressure 1003

within a distribution network. A single sensor out of a thou- 1004

sand deployed, sensed the pressure variation in one single 1005

node due to a water hammer (single instance), thus raising 1006

a false alarm. The edge node closest to that sensor reacts 1007

immediate due to proximity, however, a hierarchically higher 1008

fog node at the city’s observatory office collates all responses 1009

from sensors and passed it to the cloud. Thus, a predictive 1010

judgment is made based on machine intelligence. This pre- 1011

diction can be used for future occurrences. 1012

2) IOT EDGE PLANE 1013

The edge plane consists of four layers; the first layer contains 1014

sensors and actuators for sensing water system parameters 1015

and state transitions for the parameters. The second layer 1016
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contains the interface devices such as analog to digital con-1017

verters, multiplexers, relays, filters, and so on, whichwill help1018

in data acquisition. The third layer consists of IoT network1019

and processing devices such as base-station, switches, pro-1020

cessors, visualization modules, and so on. The fourth layer in1021

the edge plane is the communication interfaces for sensors to1022

edge devices. From the survey (Table 5, 7, 11) the commu-1023

nication technology used in edge planes are BLE, Bluetooth,1024

Zigbee, NB-IoT, LoRa, Wi-Fi and LTE. The communication1025

interface between edge to fog nodes is shown as an overlap-1026

ping layer between the edge plane and the fog plane. The edge1027

plane contributes resources and voluntarily assists the fog1028

and cloud plane in transmission, communication, and com-1029

putation, and handles multiple end devices/users. Scheduling1030

and resource provisioning, mobility consideration, security,1031

privacy, and authentication are the tools that help in satisfying1032

the edge plane functioning [228], [229]. Low power wide1033

area networks [230] can be used for the best communication1034

results in this plane as it has the advantage of low power1035

consumption and long-range communication features [231].1036

IoT Edge Services: The services provided by the edge1037

plane are sensing and actuation of the system parameters.1038

These services are transferred to routing of the devices in1039

the edge network, caching the data (micro data centers),1040

computing (things/devices), and control of the edge plane1041

devices. Context-aware and location-aware services can be1042

extracted in the edge plane. It also provides communication1043

interfaces for cloud and fog planes. The security service1044

provides a trust relationship between the edge plane to the fog1045

and cloud plane by guaranteeing the required device security,1046

communication security and integrated computing module1047

security. The possible threats and attacks in the edge plane1048

and their mitigationmeasures are listed in Table 12. Federated1049

edge computing can also be brought into this architecture for1050

computation optimization.1051

The introduction of edge plane reduces the latency1052

and perform distributed computation and storage in local1053

proximity of the IoT devices, which will reduce delay,1054

improve the security, scalability, and bandwidth for the entire1055

system [232].1056

3) IOT FOG PLANE1057

The fog plane is responsible for infrastructure-based com-1058

puting [233]. It can inter-operate all its connected devices1059

and provide the necessary service support even if the internet1060

connection is intermittent. The fog plane can be considered1061

as the distributed virtualized platform dedicated for inter-1062

section of edge services and cloud services. It extends the1063

services and functionalities of the cloud plane to the edge1064

plane such as database operations, storage (mini data centers),1065

computing, integration, security, and device management to1066

the proximity of the edge plane. The benefits of the IoT1067

fog plane are reducing network congestion and end-to-end1068

latency, improving privacy and security, and enhancing scal-1069

ability and connectivity [234]. The fog network device layer1070

consists of devices that can enable connectivity between edge1071

to fog, fog to cloud and within fog plane. The fog computing 1072

devices can get the context-aware computing paradigm by 1073

moving the intelligence to LAN level and data processing 1074

at fog plane. The communication interface layer enables the 1075

communication between fog nodes using LPWAN technolo- 1076

gies and communication interface for fog plane to cloud plane 1077

using 4G/5G/6G technologies. 1078

IoT Fog Services: The services provided by the fog plane 1079

includes storage (mini data centers) and computation of the 1080

data. The data from the edge plane processed in fog plane and 1081

enables the services to both edge plane and fog plane. Various 1082

computing algorithms run at the fog plane and extract remote 1083

intelligence of the data by the analytics. The anatytic service 1084

is vital for extracting the insights for future updation of the 1085

system. ML and deep learning are some of the tools used 1086

for analytics. Furthermore it provides integration services 1087

and user interface services. The integration services allow 1088

dynamic management and future development of the fog 1089

plane. It also provides the communication interfaces services 1090

for cloud and edge plane. The security service provides a 1091

trust relationship between fog plane to the edge plane and 1092

cloud plane by guaranteeing the required network security, 1093

communication security and integrated computing modules 1094

security. Refer Table 12 for security threats and mitigation 1095

measures for fog plane. 1096

4) IOT CLOUD PLANE 1097

The IoT cloud plane is introduced to deal with massive 1098

data (Big data). It is the most powerful plane in terms of 1099

computation, efficacy, storage and other resources. The cloud 1100

plane consist of network of data centers which accumulates 1101

with various application data. From the survey conducted (see 1102

Table 11) COAP, MQTT, AMQP and HTTPS are the com- 1103

munication and application protocols that provide services 1104

based on Representational State Transfer Application Pro- 1105

gramming Interface (REST API) [235]. The communication 1106

interface layer for data centers and cloud platforms consist 1107

of 3G/4G/5G/6G [236] networks. The IoT cloud platforms 1108

widely used for various water system application are given 1109

in Table 6. Since the IoT cloud layer deals with Big data, 1110

the analytic techniques can combine with the Big data, which 1111

can be structured, semi-structured, or unstructured. The data 1112

cleaning and autonomous data quality check are significant 1113

roadblocks to the WDN system due to the integration of 1114

several heterogeneous data sources/sensors. We can fine-tune 1115

the Big data analytics for WDN by including all the influ- 1116

encing parameters, such as physical, chemical, biological, 1117

socio-economical, geospatial, and behavioral of the WDN 1118

system, to predict short-term to long-term changes. Data- 1119

driven decision-making, scientific discovery, and process 1120

optimization of WDN can be achieved with the help of Big 1121

data analytics [237]. Demand forecasting, water leak pre- 1122

dictions, reservoir capacity prediction, reservoir water level 1123

predictions, queries, reports, visualization and interpretation, 1124

modeling and prediction, service improvement, and auditing 1125

and evaluation [238], [239] are the other outcomes of the 1126
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data analytics for WDN system. The following are the major1127

outcomes of WDN integrated with Big data analytics:1128

• Sustainability: Big data analytics with existing and1129

future water infrastructure represent a significant unex-1130

plored opportunity for the operation, maintenance, and1131

rehabilitation of WDN infrastructure to achieve eco-1132

nomic and environmental sustainability [240].1133

• Responsiveness: For a failure scenario event, big data1134

analytics can accelerate and improve response and selec-1135

tion of mitigation strategy by elucidating the state of1136

emergency and the effectiveness of alternative scenarios1137

to the decision-makers [241].1138

• Durability: Big data analytics models can help by1139

extending the service life of existing long-term water1140

infrastructure assets through a set of strategies to1141

intensify, maintain, rehabilitate, and replace infrastruc-1142

ture [239], [240].1143

• Model-based risk analysis: With high-resolution, real-1144

time data feed integrated with the hydraulic model,1145

an actual image of the current system conditions and1146

its projections under different possible response and1147

recovery scenarios is provided [241].1148

• Resilience: To gain a critical view of a utility’s infras-1149

tructure for strategizing recovery efforts by integrat-1150

ing real-time, high-resolution data with their water dis-1151

tribution model. The improved response times during1152

planned and emergency outages by reducing the time1153

spent setting the model boundary conditions. [241].1154

• Reliability: The improved operation, maintenance,1155

and optimal scheduling, rehabilitation, and resilience1156

improve the reliability of the WDN [242].1157

IoT Cloud Services: The cloud services are integral part1158

of IoT realization. The services provided by the cloud plane1159

includes storage (macro data centers) and computation of the1160

data. The knowledge-base and global intelligence analytics of1161

the system are performed in the cloud plane. It provisions AI1162

model building and updates, threshold modeling and learning1163

models. It also provides user interface services. Furthermore,1164

it enables the communication interfaces for fog and edge1165

plane and security services.1166

Cyber attacks focus on IoT devices, software, and net-1167

work as device attacks, data attacks, privacy attacks, and1168

network availability attacks. As WDN systems are critical1169

to human lives, the IoT-based WDN infrastructure can be1170

sensitive to/prone to political, military, and terrorist activ-1171

ities [243], [244]. Hence the cyber security for the WDN1172

system should be ensured for the reliable water distribution1173

networks [245], [246], [247]. The types of attacks on cloud1174

plane and its existingmeasures for maintaining cyber security1175

in the WDN-enabled IoT system are present in Table 12.1176

B. EXISTING CHALLENGES AND FUTURE DIRECTIONS1177

This paper deals with two contexts, WDN and impact of1178

IoT in WDS. The challenges for water distribution systems1179

are climate changes, urbanization, population growth, infras-1180

tructure deterioration, governance and policies, emerging1181

TABLE 12. Cyber security measures for an IoT system.

technologies, energy costs, changing priorities of public, and 1182

complexity. The challenges for the IoT in WDS are listed in 1183

Table 13. 1184

A sustainable management of water distribution network 1185

requires both technical and hydrological dependent system. 1186

A water distribution network varies spatially and temporally, 1187

i.e, according to seasonal changes, the water availability 1188

varies in the case of water network. The water distribution 1189

network is a complex infrastructure with inter-dependent 1190

entities and parameters, hence challenging the IoT integration 1191

on top of the network. The non-invasive sensors and control 1192

modules preferred over invasive modules as health of the 1193

infrastructure is delicate. Most of the real time implementa- 1194

tions are pilot set ups and lacking end-to-end real time system. 1195

The scalability, security, implementation cost optimization, 1196

maximum bandwidth utilization via virtualization are the 1197

future directions of this application. 1198

The real-time monitoring and control of the WDN is chal- 1199

lenging due to dynamic spatio-temporal variabilities. Health 1200

monitoring of each entities in the network such as pipe, 1201

valves, pump, nodes, and so on, due to cost effective and 1202

lack of appropriate IoT compatible sensors and devices. This 1203

can be rectified by design and implementation of a full 1204

fledged monitoring system, in a framework of optimized 1205

available sensor usage and incorporated software advance- 1206

ment (AI based ML algorithms). Real-time demand moni- 1207

toring, forecast and the implementation of the algorithms are 1208

primitive in WDS area. 1209

Several factors include seasonal variations, climatic 1210

changes, types of geographical regions such as urban, 1211
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TABLE 13. Challenges and recommendations for IoT applications in WDN.
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suburban, and rural, and user behaviour that affects the vari-1212

ations in water demand. In a year, temporal variations of1213

water demand can experience spatially based on geographical1214

variations. For instance, in India, water usage is 30-40%1215

higher in the summer than in other seasons [262]. However,1216

in some nations like Netherlands, water usage is higher in1217

winter as the heater always works [263]. Likewise, climatic1218

changes influence water demand variations. For example, the1219

water requirements on a rainy day are lesser than on a humid1220

day. Moreover, the daily water demand varies for rural, and1221

urban areas as the water usage is 40 liters per capita per day1222

(lpcd) for rural areas and 140 lpcd in urban areas as per the1223

Ministry of Housing and Urban Affairs [22]. Variations of1224

user behaviors based on social practices, religious practices,1225

and regional practices influence the water demand. Major1226

challenge in designing the IoT architecture for water demand1227

application is comprehending all these dynamically varying1228

factors that affect water demand.1229

AI-ML enabled data driven operations, predictive1230

algorithms, and digital twin methods can be mitigate the1231

challenges in demand forecasting. The water quantity is one1232

of the influencing factor for sustainable WDS operation.1233

Monitoring the water levels of different kind of storage struc-1234

tures is necessary as its dynamic spatio-temporal variability1235

characteristics. It is also important for planning and regula-1236

tions of policies for an area. Suitable sensor unavailability due1237

to cost and performance, the sub optimal manual intervention1238

for the pump, valve and motor operations, climatic changes1239

makes monitoring of the application challenging.1240

Water level monitoring challenging as the sub-optimal1241

decision making due to human intervene, hence automation1242

of the level monitoring has an important role inWDS automa-1243

tion. Real time monitoring of the water level leads to low1244

water wastage, optimized water usage, sensible intake of1245

water from reservoir. The water levels in any storage structure1246

depends on climatic variability. A fully automated system1247

with optimal decision making can overcome the challenges1248

due to manual interventions (pump, motor and valve opera-1249

tions (dry run, on/off)).1250

In WDS, junctions plays an important role as it is the most1251

vulnerable entity. Control and monitoring of the junctions1252

enables the WDN to identify the theft, illegal connection,1253

pressure drops, pipe burst and so on. Predictive maintenance1254

and autonomous operation can make the entity self resilient.1255

Security is the one of the key element is automation of1256

junctions. Hence block chain based predictive maintenance1257

and autonomous system can mitigate the challenges.1258

Water leaks is one of the frequent and unavoidable factor1259

in a distribution network. Since most of the pipes are in1260

underground, the leaks may leads to the wastage of consider-1261

able amount of water. Ultrasonic sensors, ground penetrating1262

radar (GPR), sonar, nano/micro robots, radars are some of the1263

techniques used to identify and prevent the leaks. However,1264

it requires an integrated framework for monitoring, control1265

and automation of junctions pipes and appurtenance, as junc-1266

tions and underground pipes are more prone to leaks. It is also1267

TABLE 14. Challenges and recommendations for IoT system design.

important to analyse the impact of risk assessment due to the 1268

pip burst or leakage. 1269

Water system starts with reservoir, hence it is important 1270

to monitor the quantity, quality, and health of the reser- 1271

voirs. The system able to handle the dynamic characteristics 1272

of the reservoirs such as spatio-temporal variations climate 1273

changes (seasonal variability) and pollution due to waste 1274

dumping, industries, agriculture etc. A cost effective sustain- 1275

able IoT-integrated intake system, which caters all the above 1276

parameters can mitigate the challenges. 1277

Water treatment plant monitoring, control and automation 1278

is one of the critical and complex task. The input water for the 1279

treatment plant depends on seasonal variability and the IoT 1280

system has to capture its dynamically varying quality param- 1281

eters and also the systematic controlling and automation for 1282

each treatment process. Since theWDS is an spatial-temporal 1283

distributed system, the dynamic nature of the infrastructure 1284

makes the system unreliable for the static strategic function- 1285

alities. 1286

Table 14 listed the challenges and recommendations 1287

required for IoT system design. Advantages of the IoT in 1288

WDN are enhanced transparency for the entire system pro- 1289

cesses, immense response for identifying and predicting the 1290

anomalies and damages, optimized use of human resources, 1291

optimized cost, and sustainability (reducing water wastage, 1292

pollution and carbon footprint). 1293

VII. CONCLUSION 1294

This paper presented a detailed, up-to-date review of the state- 1295

of-the-art of the role of IoT in water distribution systems. 1296

It presented the taxonomy of the water distribution system 1297

and role of IoT technologies, architectures, cloud platforms 1298

in various water distribution applications. It proposed an IoT 1299

architecture for intelligent water networks - IoTA4IWNet, 1300

for real-time monitoring, control and automation of different 1301

water distribution system applications. This work was guided 1302

by an exhaustive literature review and based on that, the 1303

research questions pertaining to IoT in water distribution 1304

networks and applications were formulated and analysed in 1305

great detail. During this study, it was discovered that most of 1306

the research focused on monitoring applications and did not 1307
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cover closed-loop control strategy and prediction for water1308

distribution applications using IoT. An efficient and reliable1309

water distribution system can reduce water stress by avoiding1310

the challenges of the water distribution network. An intel-1311

ligent water distribution system with operational excellence1312

and productivity can be achieved by using automated IoT1313

systems with predictive analytics. The architecture presented1314

in this paper, for the network automation and real-time opera-1315

tion, will make a significant contribution towards meeting the1316

challenges of building an efficient water distribution system.1317
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