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ABSTRACT This article presents the fast convergent stability of disturbance observer (DO) and sliding
mode control (SMC) for a secure communication of fractional-order chaotic-based system. First, the
fractional-order is remodeled into a Takagi-Sugeno fuzzy (TSF) systemwith the aim of softening the calcula-
tions of observer and controller design. Second, the master and slave systems (MSSs) were synchronized by
the fast convergent stability (FCS) sliding mode control with double phases of the same stability condition.
Third, the disturbance observer was newly proposed for estimating the disturbance and uncertainty of the
secure communication system (SCS). Fourth, the stability of the proposed method was archived via the
Lyapunov condition. The MATLAB simulation with support of FOMCON tool box was used to validate
the correction of the proposed control theory. The obtained results such as small tracking errors and small
settling-times were used to confirm that the proposed theory is good at rejecting perturbations and used
control method is good at synchronizing the chaotic systems.
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INDEX TERMS Disturbance observer, sliding-mode control, Takagi-Sugeno fuzzy, master and slave
systems, fast convergent stability, secure communication system.

I. INTRODUCTION14

The secure communication of chaos-based system (CBS) is15

an attractive topics in applied control area. The background16

of the secure communication of CBS is synchronization [1].17

The discussions of secure communication system (SCS) of18

CBS based on internet communication can be found in [2]19

and [3]. The secure communications of the CBS of electronic20

circuits can be found in [4] and [5]. The synchronization21

control methods of electronic circuits can be found in [6], [7],22

[8], and [9]. The synchronization of network system can be23

found in [10], [11], and [12]. Some neural networks are used24

The associate editor coordinating the review of this manuscript and

approving it for publication was Shihong Ding .

for chaos and secure communication, such as brain imitating 25

neural network [13], dual function link brain emotional [14] 26

and TSK Brain emotional learnings controller [15]. 27

SCS of the CBS can be applied for image encryption 28

[16], [17], for satellite image [17], and for multiple image 29

and video encryption [18]. To suppress the disturbance and 30

uncertainty of the SCS of CBS, themathematical model of the 31

chaotic systems should be remodeled by the Takagi-Sugeno 32

fuzzy (TSF) systems. The synchronization control design and 33

disturbance observer (DO) design are then simpler the in 34

original format. 35

The concept of TSF modeling can be found in [19]. TSF 36

consists of sub-linear systems and fuzzy memberships. The 37

applications of TSF modeling in control can be found in 38
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[20], [21], [22], and [23]. In [24] the H∞ was designed for39

T-S fuzzy system. The energy-to-peak filtering for T-S fuzzy40

system can be found in [25]. To the best of our knowledge,41

the number of discussion of DO for such a synchronization of42

CBS based on the TSF control is limited. There are improve-43

ment of nonlinear DO [1], [3], [4], and [6]. This paper used44

the basic concept of the previous published paper of the new45

DO of inversed model-based [26], [27], [28] to design a new46

fast DO for the SCS of CBS. There are some first publications47

of the new DO methods.48

DO is an estimation method for estimating the unknown49

information. Due to the reason of cost, structure, working50

space. The DO is now more and more applied in industrial51

equipment. As well known, the nonlinear DO can be found52

in [29]. The applications of the nonlinear DO can be found53

in [30] and [31]. Sometimes, the DO needs the information54

of disturbance such as a fixed-format [32]. This paper aim to55

provide a DO without the conjunction of the first derivative56

and the fixed format of disturbance. The proposed DO with57

the fast reaching law of previous SMC with an improvement58

of adaptive gains to avoid the chattering phenomenon. The59

DO can work with the background of SMC. Which was used60

to synchronize the MSSs of SCS of CBS.61

SMC is a nonlinear control methodwith existence of equiv-62

alent and switching control values. These values are used to63

stabilize and force the state of system onto the predefined64

surface. The basic concept of SMC can be found in [33]65

and [34]. The mixed-delays and uncertainty problems were66

investigated by using robust SMC [35]. The main problem of67

SMC is chattering, which comes from the switching control.68

To avoid the inversed effects of chattering, the boundary layer69

thickness of SMC can be found in [36]. In this paper, the70

fast reaching law is used with the adaptive law to ovoid the71

chattering. The basic mathematical model of the fast reaching72

law can be found in [37]. The SMC in this paper is aim to73

force the states of MSSs close to each other. TheMSSs in this74

paper are fractional-order (FO). The mathematical models75

of MSSs are reused from [4] and [38]. The FO calculus76

operations can be found in [39].77

Motivations of this paper are came from the previous78

papers. The proposed DO in [1] is complicated. In [3], the DO79

is depended on the SMC. In [5], disturbance rejection of SMC80

was not mentioned. The number discussions of complicated81

disturbance and uncertainty is limited. Especially, the free82

condition of the first derivative disturbance for SCS is also83

limited number of investigations. Combinations of SMC and84

DO, the contributions of this paper are listed as follows:85

1. The MSSs were synchronized with an improvement of86

fast reaching law SMC. The double phases with the87

same reaching condition were proposed for synchroniz-88

ing two different chaotic systems. The adaptive laws89

were designed to avoid the chattering value. The proof90

of improvement of SMC was provided in this paper.91

2. A new DO was proposed for rejecting both disturbance92

and parameter variations of SCS. Two case studies were93

used for illustrating the performances of proposed DO94

with disturbances and fully disturbances and uncertain- 95

ties. In both cases, the performances were good for 96

rejection ability. 97

3. Themathematical proof was provided precisely together 98

with the simulation in MATLAB software to show the 99

correction and effectiveness of proposed method on the 100

SCS of CBS. 101

The organization of this paper is as follows: First, the intro- 102

duction of the basic related control method is presented. 103

Second, the preliminarymathematics are presented. There are 104

mathematical of fractional-order (FO) of Chen chaotic sys- 105

tem together with some FO calculus operations and primary 106

concept of fast convergent speed SMC and proposed DO 107

are all represented. Third, the proposed control methods for 108

SCS of CBS are presented. Fourth, an illustrative example is 109

given to show the effectiveness and correction of the proposed 110

theories. Final, the conclusion and future work will be given 111

to conclude the contributions of the work and draw the future 112

direction of our research. 113

Notes: sign(x) =
[
sign(x1), sign(x2), , sign(xn)

]T
114

where x =
[
x1, x2, , xn

]T . sign(xi) = xi
|xi|

. sign(xi) = 1 if 115

xi > 0, sign(xi) = −1 if xi<0, and sign(xi) = 0 if xi = 0. 116

Im×m is the identity matrix. AT is transposed matrix of A. 117

II. MATHEMATICAL MODEL OF CHAOTIC SYSTEM AND 118

SOME PRELIMINARY MATHEMATICS 119

In this section, the preliminary of FO, TSF, fast convergent 120

SMC, and proposed DO are all presented. First, the concepts 121

of FO operation is presented. Second, the concept of TSF is 122

presented. Third, the basic concept of fast convergent SMC 123

is represented. Final, the basic operation of the proposed DO 124

for SCS is shown. 125

A. FO CALCULUS 126

Definition 1 [39]: The Euler’s Gamma function. 127

The Gamma function is 128

0(α) =

∞∫
0

tα−1e−αdt (1) 129

Herein, the α and t are the order and the time of the the 130

operation. 131

Definition 2 [39]: Fractional function derivatives and its 132

integrals. 133

Dαt =



dα

dtα
, α > 0

1, α = 0
t∫

a

(dτ )−α, α < 0

(2) 134

Definition 3 [39]: The Caputo fractional derivative. 135

Dαt h(t) =
1

0(l − α)

t∫
a

f α(τ )
(t − τ )α−l+1

dτ (3) 136

where l − 1 < α < l. 137
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Definition 4 [39]: Stability of the FO system.138

Consider139

Dαt X = h(X ) (4)140

where X = [X1, . . .Xl]T and h(X ) = [h1(X ), . . . hl(X )]T are141

the state and the functions of the system. Where 0 < α< 1 is142

the FO. System (4) stable if143

|arg(eig(J ))| > α
π

2
(5)144

where J = ∂h(X )/∂x. Some properties of FO calculus are as145

below.146

Property 1: If α = 0 the operation is then147

D0
t h(X ) = h(X ) (6)148

Property 2:Caputo operationwith property of linearization149

Dnt (g(X )+ h(X )) = Dnt g(X )+ D
n
t h(X ) (7)150

Property 3: The product property.151

Dn+mt h(X ) = Dnt D
m
t h(X ) (8)152

B. TSF MODELING153

Definition 5: TSF modeling [19].154

By considering system155 {
Ẋ = g(X , u)X + h(X , u)u
y = l(X , u)X

(9)156

where X and y are state and output vectors, respectively.157

g, h, and l are the smooth functions. The condition Xj ∈158

[Xmin,Xmax], where j = 1, . . . , p. The weighting function159

s are160  nj0(·) =
Xmax − Xj(·)
Xmax − Xmin

nj1(·) = 1− nj0(·)
(10)161

The fuzzy membership is162

ϕi(X ) =
p
5
j=1
ϕij(Xi) (11)163

where ϕij(Xi) is either n
j
0(·) or n

j
1(·). System (9) can be164 

Ẋ =
m∑
i=1

ϕi(Xj)(AiX + Biu)

y =
m∑
i=1

ϕi(Xj)CiX

(12)165

System (12) is called TSF system.m is number of fuzzy rules.166

C. TSF MODELING 167

Consider the reaching law as follows: 168

ṡ = −
γ

σN + κ exp(−αN |s|)
sat(

s
ε0 +

∫
|ex |

) (13) 169

where s is surface of SMC, γ > 0, 0 < σN < 1, αN > 0, 170

and κ > 0. The Lyapunov is selected as follows: 171

V (s) =
1
2
s2 (14) 172

Taking derivative for Eq. (14) have 173

V̇ (s) = sṡ 174

= s(−
γ

σN + κ exp(−αN |s|)
sat(

s
ε0 +

∫
|ex |

)) (15) 175

Case 1: |s| > ε0 +
∫
|ex | 176

According to the [37], the settling-time of Eq. (15) can be 177

calculated by solving Eq. (22). 178

ṡ[σN + κ exp(−αN |s|)] = −κsign(s) (16) 179

Integrating Eq. (22) respect to the time from zero to Tmax, 180

where Tmax is maximum value of time, where the stability is 181

obtained. 182

s(Tmax)∫
s(0)

1
sign(s)

[σN + κ exp(−αN |s|)]ds =

Tmax∫
0

−γ (17) 183

If s ≥ 0, we have 184

σN s|
s(Tmax)
s(0) +

s(Tmax)∫
s(0)

κ exp(−αN |s|)ds = −γ t|
Tmax
0 (18) 185

or 186

Tmax =
σN s(0)
γ
−

1
γ

s(Tmax)∫
s(0)

κ exp(−αN |s|)ds (19) 187

or 188

Tmax =
σN s(0)
γ
+

1
γαN

κ(1− exp(−αN s(0))) (20) 189

If s < 0, Eq. (17) becomes 190

Tmax = −
σN s(0)
γ
+

1
γαN

κ(1− exp(αN s(0))) (21) 191

or 192

Tmax =
σN |s(0)|
γ

+
1
γαN

κ(1− exp(−αN |s(0)|)) (22) 193

We have 1− exp(−αN |s(0)|) < 0, then 194

Tmax <
σN |s(0)|
γ

(23) 195

The settling-time of reaching law in Eq. (13) better than the 196

conventional SMC with reaching law as below. 197

ṡ = −κsign(s) (24) 198

Case 2: |s| ≤ ε0 +
∫
|ex | 199
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We have200

ṡ[σN + κ exp(−αN |s|)] < −γ (25)201

Integrating both sides Eq. (25) yields202

s(Tmax)∫
s(0)

[σN + κ exp(−αN |s|)]ds =

Tmax∫
0

−γ (26)203

or204

Tmax =
σN s(0)
γ
−

1
γ

s(Tmax)∫
s(0)

κ exp(−αN |s|)ds (27)205

If s ≥ 0, Eq. (27) can be206

Tmax =
σN s(0)
γ
−

κ

γαN
(1− exp(−αN s(0))) (28)207

Maximum value of settling-time of Eq. (28) is208

Tmax <
σN

γ
(29)209

If s < 0, Eq. (32) can be written as follows:210

Tmax =
σN s(0)
γ
−

κ

γαN
(1− exp(αN s(0))) (30)211

or212

Tmax <
1
γαN

κ(1− exp(− |αN s(0)|)) (31)213

The development of fast reaching law of SMC is better than214

the conventional SMC. Then, the reaching law of this section215

is used for constructing the synchronization and DO. In this216

paper, themathematicalmodel of previous paper [4] is reused.217

The master system is218

Dα

dt
Xm(t) =

2∑
i=1

ω(Xmi(t)AiXm(t)+ Clm(t)) (32)219

where lm(t) =
[
lxm(t) lym(t) lzm(t)

]T is master’ disturbance220

and uncertainty vector. The parameters of (32) are as follows:221

C = I3×3, A1 =

−35 35 0
−7 28 −100
0 25 −3

 and222

A2 =

−35 35 0
−7 28 100
0 −25 −3

 .223

The slave system is224

Dα

dt
Xs(t) =

2∑
i=1

ω(Xsi(t)AiXs(t)+ Bus(t)+ Cls(t)) (33)225

where ls(t) =
[
lxs(t) lys(t) lzs(t)

]T is disturbance and226

uncertainty vector of slave system. B = I3×3.227

Assumption 1: The disturbances and uncertainties of228

the MSSs need to be bounded as follows: |lxm(t)| ≤229

Lm1,
∣∣lym(t)∣∣ ≤ Lm2, |lzm(t)| ≤ Lm3, |lxs(t)| ≤ Ls1,

∣∣lys(t)∣∣ ≤230

Ls2, and |lzs(t)| ≤ Ls3, where Lm1,Lm2, Lm3,Ls1,Ls2, and 231

Ls3 are positively defined. 232

The proposed DO can be found below. 233

Remark 1: The parameters of master and slave systems 234

were an example of remodel the original chaotic system to 235

the TSF system. These value depends on the rescaled states 236

of chaotic system. 237

D. PROPOSED DO 238

We have 239

Dα

dt
Xm(t)−

Dα

dt
Xs(t) 240

=

2∑
i=1

ω(Xmi(t)AiXm(t)+ Clm(t)) 241

−

2∑
i=1

ω(Xsi(t)AiXs(t)+ Bus(t)+ Cls(t)) (34) 242

or 243

2∑
i=1

ω(Xis(t))AiXs(t)+ Bus(t)−
2∑
i=1

ω(Xim(t))AiXm(t) 244

=
Dα

dtα−1
Xs(t)− Cls(t)− (

Dα

dt
Xm(t)− Clm(t)) (35) 245

or 246

Cl(t)=
2∑
i=1

ω(Xis(t))AiXs(t)+ Bus(t)−
2∑
i=1

ω(Xim(t))AiXm(t) 247

(36) 248

According to the previous paper [38], if D
α

dtα Xs(t)→
Dα
dtα Xm(t) 249

or Xs(t)→ Xm(t).l(t) = [ lx(t), ly(t), lz(t) ]T . In this paper 250

the proposed DO is shown in Theorem 1 below. 251

Theorem 1: If DO for the SCS in Eq. (34) is proposed as 252

follows: 253

l̂j(t) =
(
Cjj
)
[

2∑
i=1

ω(Xijs(t))AijXs(t)+ Bijus(t) 254

−

2∑
i=1

ω(Xijm(t))AijXm(t)] 255

+

∫
γlj

σNlj+κljexp(−αNlj
∣∣∣l̃j(t)∣∣∣) sat(

l̃j(t)

ε0lj+
∫ ∣∣∣l̃j(t)∣∣∣ ) 256

(37) 257

The disturbance tracking error is then calculated as follows: 258

Tl̃jmax <
σNlj

∣∣∣l̃j(0)∣∣∣
γlj

(38) 259

if 260∣∣∣l̃j∣∣∣ > ε0lj +

∫ ∣∣∣l̃j(t)∣∣∣ (39) 261

and 262

Tl̃ jmax <
1

γl̃ jαN l̃j
κl̃ j(1− exp(−

∣∣∣αN l̃j l̃(0)∣∣∣)) (40) 263
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when264 ∣∣∣l̃j∣∣∣ ≤ ε0lj + ∫ ∣∣∣l̃j(t)∣∣∣ (41)265

Proof: The disturbance error is266

l̃j(t) =
(
Cjj
) 2∑
i=1

ω(Xijs(t))AijXsj(t)+ Bijusj(t)267

−

2∑
i=1

ω(Xijm(t))AijXmj(t)− l̂j(t) (42)268

Taking the first derivative for both sides of Eq. (42) yields269

˙̂lj(t) = l̇j(t)+
γlj

σNlj + κljexp(−αNlj
∣∣∣l̃j(t)∣∣∣) sat(

l̃j(t)

ε0lj +
∫ ∣∣∣l̃j(t)∣∣∣ )270

(43)271

or272

˙̃lj(t) = −
γlj

σNlj + κljexp(−αNj
∣∣∣l̃j(t)∣∣∣) sat(

l̃j(t)

ε0lj +
∫ ∣∣∣l̃j(t)∣∣∣ )273

(44)274

The stablity of the proposed DO is same with the reaching275

law in Eq. (13).276

This completes proof of Theorem 1:277

III. PROPOSED APPROACH278

A. SMC FOR SCS279

The surface of SMC for each axis is designed as below.280

sj =
Dα−1

dtα−1
ej281

+
Dα−2

dtα−2
[

γej

σNej + κ exp(−αNej
∣∣ej∣∣) sat( ej

ε0ej +
∫ ∣∣ej∣∣ )]282

(45)283

where j = 1÷ 3, taking derivative for Eq. (45) have284

ṡj =
Dα

dtα
ej285

+
Dα−1

dtα−1
[

γej

σNej + κejexp(−αNej
∣∣ej∣∣) sat( ej

ε0ej +
∫ ∣∣ej∣∣ )]286

(46)287

By ignoring the effection of disturbance and considering ṡj =288

0,. Solving Eq. (46) by289

0 =
Dα

dtα
ej290

+
Dα−1

dtα−1
[

γej

σNej + κejexp(−αNej
∣∣ej∣∣) sat( ej

ε0ej +
∫ ∣∣ej∣∣ )]291

(47)292

or293

2∑
i=1

ω(Xim(t))AiXm(t)−
2∑
i=1

ω(Xis(t))AiXs(t)− Bus(t)294

+
Dα−1

dtα−1
[

γej

σNej + κejexp(−αNej
∣∣ej∣∣) sat( ej

ε0ej +
∫ ∣∣ej∣∣ )] = 0 295

(48) 296

The equivalnent control is then calculated 297

Bj,jueqsj 298

=

2∑
i=1

ω(�ijm)AijXm −
2∑
i=1

ω(�ijs)AijXs 299

+
Dα−1

dtα−1
[

γej

σNej + κejexp(−αNej
∣∣ej∣∣) sat( ej

ε0ej +
∫ ∣∣ej∣∣ )] 300

(49) 301

The reaching law is 302

Bj,juswsj (t) =
γsj

σNsj + κsjexp(−αNsj
∣∣ssj∣∣) sat( sj

ε0sj +
∫ ∣∣exj∣∣ ) 303

(50) 304

The proposed DO for SCS can be found in Eq. (37). 305

B. STABILITY ANALYSIS 306

The Lyapunov condition is selected as follows: 307

Vj(t) =
1
2
s2j +

1
2
l̃2j (51) 308

Taking the derivative for Eq. (51) have 309

V̇j(t) = sjṡj + l̃j
˙̃lj (52) 310

By using Eqs. (37) and (45-50) to solve Eq. (52) yields 311

V̇j = sjṡj + l̃j
˙̃lj 312

= −sj[
γsj

σNsj + κsjexp(−αNsj
∣∣ssj∣∣) sat( sj

ε0sj +
∫ ∣∣exj∣∣ )] 313

− l̃j(
γj

σNj + κjexp(−αNj
∣∣∣l̃j(t)∣∣∣) sat(

l̃j(t)

ε0j +
∫ ∣∣∣l̃j(t)∣∣∣ )) 314

< 0 (53) 315

This completes the proof. 316

Therefore, the proposed DO for three axes are as below. 317

First, DO for x-axis is 318

C1,1 l̂x(t) = [
2∑
i=1

ω(Xijs(t))A11Xs(t)+ B11us(t) 319

−

2∑
i=1

ω(Xijm(t))A11Xm(t)] 320

+

∫
γl1

σNl1 + κljexp(−αNl1
∣∣∣l̃1(t)∣∣∣) 321

322

×sat(
l̃1(t)

ε0l1 +
∫ ∣∣∣l̃1(t)∣∣∣ ) (54) 323

DO for y-axis is 324

C2,2 l̂y(t) = [
2∑
i=1

ω(Xijs(t))Ai,2Xs(t)+ B2us(t) 325
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−

2∑
i=1

ω(Xijm(t))Ai,2Xm(t)]326

+

∫
γl2

σNl2 + κl2exp(−αNl2
∣∣∣l̃2(t)∣∣∣)327

×sat(
l̃2(t)

ε0l2 +
∫ ∣∣∣l̃2(t)∣∣∣ ) (55)328

DO for z-axis is329

C3,3 l̂z(t) = [
2∑
i=1

ω(Xijs(t))A31Xs(t)+ B31us(t)330

−

2∑
i=1

ω(Xijm(t))A31Xm(t)]331

+

∫
γl3

σNl3 + κl3exp(−αNl3
∣∣∣l̃3(t)∣∣∣)332

×sat(
l̃3(t)

ε0l3 +
∫ ∣∣∣l̃3(t)∣∣∣ ) (56)333

The equivalent control value for x-axis is334

B1,1ueqs1335

=

2∑
i=1

ω(�ijm)A11Xm −
2∑
i=1

ω(�ijs)A11Xs336

+
Dα−1

dtα−1
[

γe1

σNe1 + κe1exp(−αNe1 |e1|)
sat(

e1
ε0e1 +

∫
|e1|

)]337

(57)338

The reaching law is339

B1,1usws1(t)=
γs1

σNs1+κs1exp(−αNs1 |ss1|)
sat(

s1
ε0s1+

∫
|ex1|

)340

(58)341

The equivalent control value for y-axis is342

B1,2ueqs2343

=

2∑
i=1

ω(�ijm)A12Xm −
2∑
i=1

ω(�ijs)A12Xs344

+
Dα−1

dtα−1
[

γe2

σNe2 + κe2exp(−αNe2 |e2|)
sat(

e2
ε0e2 +

∫
|e2|

)]345

(59)346

The reaching law is347

B1,2usws2(t)=
γs2

σNs2+κs2exp(−αNs2 |ss2|)
sat(

s2
ε0s2+

∫
|ex2|

)348

(60)349

The equivalent control value for z-axis is350

B1,3ueqs3351

=

2∑
i=1

ω(�ijm)A13Xm −
2∑
i=1

ω(�ijs)A13Xs352

FIGURE 1. SCS of CBS.

+
Dα−1

dtα−1
[

γe3

σNe3 + κe3exp(−αNe3 |e3|)
sat(

e3
ε0e3 +

∫
|e3|

)] 353

(61) 354

The reaching law is 355

B1,3usws3(t)=
γs3

σNs3+κs3exp(−αNs3 |ss3|)
sat(

s3
ε0s3+

∫
|ex3|

) 356

(62) 357

Remark 2: Ai,j is element at row ith and colum jth ofmaxtrix 358

A. Aij is row i with colum from 1 to j. 359

IV. AN ILLUSTRATIVE EXAMPLE 360

This paper used the MATLAB simulation to validate the 361

correction and power of the proposed control method. There 362

are two cases of studies of parameter variations and both 363

disturbance and parameter variations are considered. The 364

structure of SCS of CBS is shown in Figure 1 below. 365

Remark 3: The order of FO chaotic system was selected 366

α = 0.98. 367

In Figure 1, the basic communication method of CBS is 368

shown with the function of secure the data. First, the states 369

of MSSs need to be precisely tracked each other. Second, any 370

changes need to be suppressed such as disturbance, uncer- 371

tainty or sometimes the attack from hacker or destroyer. The 372

parameters of control system are as follows: 373

The parameters of sliding surface were designed as fol- 374

lows: σNe1 = 0.75, κe1 = 10, αNe1 = 10, γe1 = 5, ε0e1 = 375

0.1, σNe2 = 0.8, κe2 = 2, αNe2 = 20, γe2 = 15, ε0e2 = 376

0.15, σNe3 = 0.85, κe3 = 2, αNe3 = 15, γe3 = 3, and 377

ε0e3 = 0.2. 378

The parameters of reaching law are as follows: σNs1 = 379

0.9, κs1 = 15, αNs1 = 15, γs1 = 500, ε0s1 = 0.15, σNs2 = 380

0.85, κs2 = 15, αNs2 = 15, γs2 = 500, ε0e2 = 0.15, σNs3 = 381

0.95, κs3 = 20, αNs3 = 20, γs3 = 1 = 500, and ε0s3 = 0.2. 382

The parameters of proposed DO are as follows: σNl1 = 383

0.8, κl1 = 0.15, αNl1 = 0.15, γl1 = 3750, ε0l1 = 20, σNl2 = 384

0.85, κl2 = 1.5, αNl2 = 1.5, γl2 = 3750, ε0l2 = 10, σNl3 = 385

0.9, κl3 = 1.5, αNl3 = 0.15, γl3 = 5000, and ε0l3 = 20. 386

This section shows two cases study. First the disturbances 387

on public channels are considered. 388

Remark 4: Both cases are used the same control gains. 389
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FIGURE 2. States of MSSs: (a), states on x-axis, (b) states on y-axis,
(c) states on z-axis, and (d) tracking errors.

Case 1: Effectiveness of the proposed DO on SCS with390

disturbances on public channels.391

The tested disturbances are l1 = 5 sin(2π t), the infor-392

mation of l2 are amplitude is 2, Period is 0.75 second,393

Pulse Width is 60%, and phase delay is 1.25 second. l3 =394

2.5 sin(2π t) + 2.5 cos(2π t), for x-, y-, and z- axes, respec-395

tively. The performances of the control system for SCS of396

CBS are shown in Figures 2 to 7 below. First, Figure 2 is used397

to show the performances of synchronization control.398

The synchronization is obtained in the very short times.399

Texmax < 0.03 (s), Teymax < 0.035 (s) and Tezmax < 0.05 (s).400

FIGURE 3. Phases of MSSs: (a), phases on x-axis, (b) phases on y-axis,
(c) phases on z-axis, and (d) phases in 3D space.

The tracking error values are ex(t) < (−6.75, 6.75 ) × 401

10−4, ey(t) < (−1.04, 1.04 ) × 10−4, and ez(t) < 402

(−6.5, 6.5 )×10−3. The maximum values of tracking errors 403

are exmax ∼ 0.026, eymax ∼ 0.065, and ezmax ∼ 0.14. The 404

phases of MSSs are mostly identical to each other and same 405

format with the original chaotic system. The performance of 406

phase portraits are as in Figure 3 below. 407

The phases of MSSs are mostly identical, which is used 408

to perform that the synchronization control is good at com- 409

plicated disturbances such as sine, square and cosine waves. 410

The performances of the proposed DO in the fist 10 seconds 411

can be found in Figure 4 below. 412
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FIGURE 4. DO performances: (a), tested disturbances on x-axis, (b) tested
disturbances on y-axis, and (c) tested disturbances on z-axis.

FIGURE 5. Secured data: (a) sent and received data and (b) encrypted
data.

As Shown in Figure 4, the DO is good at rejecting dis-413

turbances at sine, cosine, and square formats. The tested414

FIGURE 6. DO performances with fully disturbance and uncertaity: (a),
tested perturbations on x-axis, (b) tested perturbations on y-axis, and
(c) tested perturbations on z-axis.

disturbance was mostly rejected by proposed DO. The per- 415

formances of DO effects to the outcome of SCS. The sent 416

and received data are shown in Figure 5 below. 417

The sent and received data were mostly tracked each other, 418

which is used to confirm that the proposed method is good in 419

synchronization the chaotic system. The secure communica- 420

tion was successfully archived. 421

Case 2: Effectiveness of the proposed DO on SCS with 422

fully disturbances on public channels and uncertainties. 423

In this section, the information of disturbance on x-axis 424

are as follows: amplitude is 1.5, Period is 2 second, Pulse 425

Width is 75%, and phase delay is 1.25 second, the informa- 426

tion of disturbance on y-axis are as follows: amplitude is 2, 427

Period is 2.5 second, Pulse Width is 60%, and phase delay is 428

1.25 second, and the information of disturbance on z-axis are 429

as follows: amplitude is 2.5, Period is 3 second, Pulse Width 430

is 70%, and phase delay is 1.25 second. The uncertainties of 431

master are add as follows: 1am = 1.5 sin(10π t),1bm = 432

1.5 cos(12.5π t), and 1cm = 2.5 sin(25π t). The uncertain- 433

ties of TSF are then calculated as follows: as shown in the 434
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1A1m =

 −1.5sin(10π t) 1.5sin(10π t) 0
−1.5sin(10π t)+ 2.5sin(25π t) 2.5sin(25π t) 0

0 0 −1.5cos(12.5π t)

 ,

1A2m =

 −1.5sin(10π t) 1.5sin(10π t) 0
−1.5sin(10π t)+ 2.5sin(25π t) 2.5sin(25π t) 0

0 0 −1.5cos(12.5π t)

 ,

TABLE 1. Comparison of this work to previous paper [5].

equation at the top of the page, and as shown in the equation435

at the top of the page.436

The performances of proposed DO method with fully dis-437

turbance and uncertainties in the first 5 seconds are shown in438

Figure 6 below.439

Remark 5: This section shown the performance of DOwith440

disturbance rejection ability only.441

The comparisons of this work to previous paper are shown442

in Table 1 below.443

V. CONCLUSION444

This paper proposed a new DO for the synchronization of the445

CBS with an application of SCS. Two cases of disturbances446

on public channels and fully disturbances and uncertainties447

were considered and tested. Both cases, the perturbations448

were rejected mostly. The proposed DO can reject the pertur-449

bations in very fast time. Especially, the disturbance informa-450

tion was not needed such as the information of first derivative451

or disturbance formats. The proposed DO can be applied in452

other control system such asmotor control, power electronics,453

etc. This is open a new gate of design the DO for SCS of CBS454

with the inversed model based. Furthermore, the improved455

reaching lawwas providedwith the reduction chattering func-456

tion and fast convergent speed. The improvement of reaching457

law was successfully applied to design the SMC and DO.458

Otherwise, many types of disturbance was tested on the SCS459

with a good result. The novelty of this paper is the new DO.460

In the future work, the improvement of DOwill be considered461

for the FO system with fully considerations of disturbance,462

uncertainty, and time-delay.463
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