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ABSTRACT Automatic Dependent Surveillance—Broadcast (ADS-B) is an emerging means of aero-
nautical surveillance for air traffic control. Aircraft periodically broadcast positional updates to ground
stations. Although ADS-B outperforms traditional radars in terms of accuracy and update rate, positional
verification—a technique used to check the validity of the position report—is necessary to counter anomalies.
In this study, two different methods were compared when the ground stations measure time difference
of arrival (TDOA). One is direct; the test statistic is essentially the difference between the measurement
and a prediction calculated from the position report. Another method is multilateration (MLAT)-based and
two-step; the emitter position is firstly estimated, whereupon the difference between the estimated and
reported positions constitutes the test statistic. As a result of the comparison, a performance difference,
which depending on the number of receivers, was revealed. This is an useful suggestion for implementing
ADS-B when the existing multilateration infrastructure is exploited.

INDEX TERMS Automatic dependent surveillance—broadcast (ADS-B), multilateration (MLAT), time
difference of arrival (TDOA).

I. INTRODUCTION

Automatic Dependent Surveillance-Broadcast (ADS-B) is an
emerging means of aeronautical surveillance for air traffic
control, which outperforms conventional radars in terms of
accuracy, update rate. ADS-B is one of the important compo-
nents in the global air navigation plan [1]. Aircraft periodi-
cally broadcast positional updates to ground stations, which
are then collected via a network to the central processor.
Deployment of ADS-B has been carried out worldwide [2],
[31, [4], [5], [6]. However, ADS-B is dependent on aircraft for
position source and also open system without autentication
and encryption. Therefore, anomalies due to avionics trou-
bles [7], [8] or illegal transmissions [9], [10], [11], [12] have
been concerned.

Various countermeasures have been proposed so far, which
have been categorized into positional veification' and broad-
cast authentication [13], [14], [15]. Among them, a promising
candidate for air navigation service providers is positional
vereification that uses time difference of arrival (TDOA) [16],
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1 [13], [14], [15] call it secure location verification.

[17], [18], [19], [20], [21]. The receivers measure the TDOA
of the ADS-B signal and use it for verifying the positional
information inside the signal. Compared with other methods,
the TDOA-based method has the following advantages.

1) Compared to broadcast authentication [22], [23], [24],
[25], [26], [27], the TDOA-based method eliminates
the need for avionics upgrade and standardization
process.

2) Intrusion detection using a transponder finger-
print [28], [29], [30], [31] can detect a transmission
by an adversary but may overlook a false position due
to avionics failure, which is transmitted by an aircraft.
The TDOA-based method can detect the both cases as
lomg as the reported position deviates from the true
position.

3) Unlike other position verification methods [32], [33],
[34], [35], implementation onto the existing systems
called multilateration (MLAT) [5], [39], [40], [41],
[42], [43], [44], [45] is possible without any significant
change, and ideally, with only a software upgrade of the
central processor. This is of benefit for air navigation
service providers.
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4) Compared with radar-based verification [18], [36],
[37], no radar is needed.

5) To exploit time of arrival (TOA), the timing of signal
transmission is needed but not available in ADS-B.
On the other hand, TDOA does not require the timing
of signal transmission.

We focus on scope to coexist with ADS-B and MLAT (the
3rd item above), because this is what inspired the current
work. MLAT is an another means of aeronautical surveil-
lance for air traffic control, which also outperforms con-
ventional radars. Implementation in Frankfurt airspace [5],
[40] and Austrian airspace [41] are well known examples.
Unlike ADS-B, MLAT does not rely on positional reports
but estimates the aircraft position independently based on
TDOA measured at multiple ground stations (usually more
than three). Both ADS-B and MLAT use the same signal
format called Mode-S. Accordingly, ground stations and net-
works can be shared between ADS-B and MLAT, provided
TDOA-based positional verification is employed for ADS-B.
The function of the central processor differs. Accordingly,
if an MLAT system exists, TDOA-based ADS-B positional
verification can be implemented without significant change.
However, in such cases, two possible approaches to posi-
tional verification can be considered: direct and MLAT-based
methods. The former directly uses the difference between
measurements and predictions as calculated from the reported
position for a test statistic. The latter takes two steps; firstly
estimating the emitter position (the aircraft or adversary),
then using the difference between estimated and reported
positions to calculate the test statistic.

The two methods have not yet been fully investigated in lit-
erature particularly from a theoretical perspective. Only brief
discussion is available in [16] and [17]. In most studies [21],
[23], [371, [38], [39], [40], [41], [42], [43], [44], [45], only
either of the two methods was investigated. Otherwise, the
main focus is not comparison [19], [20], or detail is not dis-
closed [18]. Given that merely comparing the two methods is
insufficient, it is not known which method should be selected
upon system implementation.

Accordingly, in this study, a direct method and an
MLAT-based method were compared using statistical theory.
Two methods were formulated within the same theoretical
framework, where the test statistic, its distribution, and the
probability of detection were derived. Both methods were
then compared based on the derived formulas. The result
depends on the number of receivers N. When N < 4, only
the direct method is available. When N = 4, the two meth-
ods perform practically identically. When N > 4, the two
methods may differ in performance due to different degrees
of freedom. A numerical calculation is needed to compare,
for which the derived formula can be used. In the scenario
presented, the MLAT-based method showed superior perfor-
mance. The above result suggests that switching the method
adaptively depending on N may improve performance.

The rest of the paper is organized as follows: the following
subsection provides literature review. Section II introduces

VOLUME 10, 2022

the system model followed by Sections III and IV, direct
and MLAT-based methods, respectively. Section V fea-
tures a comparison based on Sections III and IV. Finally,
in Section VI, a numerical simulation is presented to verify
the derived formulas and numerically compare the two meth-
ods. Section VII concludes the paper.

A. STUDIES RELATED TO TDOA AND MLAT
In [16], as an improvement of a direct method, a solu-
tion of the minimum distance between the ADS-B posi-
tion and the TDOA-hyperbola was derived. In [17], a direct
method was proposed, where measurement was processed
by a Kalman-filter for time-synchronization then the filter
output was used for positional verification. In [16] and [17],
a direct method was said to be more advantageous in the
number of receivers. However, it was not discussed which
method should be selected if the both methods are avail-
able. In [18], two methods were evaluated through proto-
type development by manufacturers, thereby being likely to
contribute to current and future implementations. However,
detail of [18] is not available. In [19], performance improve-
ment on TDOA-based localization and positional verification
was achieved by data-driven techniques and a participatory
sensor network. In [20], the data-driven TDOA-method was
improved in privacy and efficiency by introducing an encryp-
tion scheme. However, comparison between the two methods
is not the main focus of [19], [20]. In [21], a theoretical
model for a direct method was proposed and verified with
measurement, but no MLAT-based method was considered.
In [37], a framework for integrating ADS-B, MLAT, and
radars was proposed, where metrics of ADS-B were applied
to interprete the performance of MLAT and radars. In [38],
the principle of MLAT was applied to air-to-air surveillance.
Expected performance was assessed for an uniform distri-
bution of aircraft. In [39] and [23], a MLAT method was
proposed and integrated into a holistic security framework.
In [40] and [41], implementation and evaluation of wide area
MLAT systems for Frankfurt airspace [40] and for Austrian
airspace [41] was described. In [42], data fusion and fault
detection using MLAT and ADS-B was proposed, where
aircraft dynamics and Kalman filter were employed. In [44],
[45], and [43], performance improvements of MLAT by
exploiting angle-of-arrival [43], [45], frequency-difference-
of-arrival [43], and altitude information [44] were proposed.
In [23], [37], [38], [39], [41], [42], [43], [44], [45], and [40],
adirect method was not considered. In [46], a comparison was
made when it was possible to measure distance, but TDOA
was not considered.

Il. SYSTEM MODEL

A. NOTATION

x ~ N(p, X) denotes that the variable x follows a Gaussian
distribution with mean g and covariance matrix X. x ~
Xz(m) denotes that x follows a chi-squared distribution with
the degree of freedom m. x ~ X2(m, 8) denotes that x

97277



IEEE Access

J. Naganawa, H. Miyazaki: Comparison of ADS-B Verification Methods: Direct TDOA and MLAT

follows a noncentral chi-squared distribution with the degree
of freedom m and the noncentrality parameter §. A tilde " is
used to indicate a measurement value or an estimated value.

B. SYSTEM MODEL
There assumed to be an aircraft and N ground stations. Let
ri =[x, yi, z1T and 1 = [x, Y, 217 be the positions of the ith
ground station and the true aircraft position, respectively. The
aircraft transmits a position report and let I’ = [x{, y], zi]T
be the reported position. Each ground station measures the
time of arrival (TOA) of the position report. The differences
of the TOA between one receiver (called a reference) and
the other receivers are the time difference of arrival (TDOA).
Here the 1st receiver is assumed be the reference without
loosing generosity. Let #; be the TOA at the ith receiver and
t;,1 be the TDOA between the ith receiver and the 1th receiver
as the reference. Let fx be the time when the aircraft starts
transmission.

A function that calculates the time of signal propagation
between ith ground station and a position, r = [x,y, 7|7
is defined as follows:

Vo —x)2+ 0 —yi)? + (2 —z)?
. :

s

fir) =

ey

where ¢ is the speed of propagation. A function g; 1, which
computes the TDOA, is defined by

gi,l zﬁ(-x’y7z) _.fl(-xvy’z)' (2)

These functions allow the true TOA, f;, and true TDOA, ¢; 1,
to be calculated as follows:

ti = fil) + 1 3
tin = gi1d). 4

In practice, the measurement contains an error. The TOA
measurement and the error contained at the ith receiver are
denoted by #; and ¢;, respectively:

i =ti+ e =fill) + i + €. ®)

The TDOA measurement and the contained error are denoted
by 7; j and €; j, respectively:

i1 =14i—1h
= (ti+e€)— (1 +e€1)
=filh)=filh)+ € — €l
€1

=gi1)+€i1. (6)

The TOA error is assumed as Gaussian with the standard
deviation of the error o;:

€ ~ N, ap). @)

Also assuming that the TOA error is uncorrelated, the TDOA
error can be characterized in the form of a vector as follows:

e=[er e evi] ~NOV) ®)
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V is positive definite, the proof of which is attached in
Appendix B-A. The difference between actual and reported
positions is denoted by A;:

U'=1+A,. (10)

The assumption regarding A; depends on whether the posi-
tion report is valid or not. To model this, two hypotheses
are introduced: #Ho (the reported position is valid) and #;
(the reported position is anomalous). Under H, the reported
position is around the true position with an error due to
self-localization or localization-transmission latency. A; is
assumed as follows:

A; ~ N(O, W) an

Because W is a covariance matrix, W is a positive semidef-
inite. Conversely, under | the reported position is far apart
from the true position. A; is assumed to be a deterministic
value, denoted by A; 71, as follows:

A=A (12)

A; 741 is subject to the intention of the adversary or the type
of navigation system failures, which hampers the statistical
characterization. Accordingly, A; 7,1 is assumed to be numer-
ically changed.

lIl. DIRECT METHOD FOR POSITIONAL VERIFICATION
This section derives the direct method.

A. DETECTION LOGIC

The TDOA measured at the ground station are compared with
those calculated from the position report. The difference is
denoted by A; ; for the pair of the ith and reference receivers
and its measurement A,, ; 1s written as follows:

Avi=1t1—giad). (13)

Substituting (6) and applying the Taylor series approximation
(Appendix A-A), (13) is written as follows:

A= gi1l) —gi1d) +e€in
= —a] | Al + €1, (14)

where a; 1 is the coefficient for the approximation. From (8),
(9), (11) and (14), A; ; under H, is characterized as a Normal
distribution as follows:

Arni ~ N, a] | Wa; ) +207). (15)
Vectors comprising A; ; and Aly ; are introduced as follows:
T
At = [Az,2 Az,N]
- - - T
A= [At,2 At,N] (16)
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With (16), (14) is written in the form of a vector as follows.

Ar = —AA; + €

A=la1 a3 aN,l]T )

From (8), (9), (11), and (17), At under H is characterized as
follows:
Ay~ N(”‘&t,HO’ X X 10)
Karro =0
T

TaiHo = AWA" + V. (18)
X Ar 30 is a positive definite as proven in Appendix B-B.
A positive definite matrix is non-singular and invertible

according to Theorem 8.1.4 and Lemma 14.2.8 [47], which
means a test statistic can be designed as follows:

~T _ ~
Taiecr = A; 23,5 Ar. (19)

Using [52, Th. A.1], Tgirect follows a chi-square distribution:
Tairect ~ x*(N — 1) (20)

Therefore, by comparing Tyirect With the threshold Yirect, the
decision can be made as follows:

if Tdirect < Vdirect decides Ho (Valid Position)

if Tdirect > Vdirect decides H1 (Anomaly Position). (21)

Vdirect €an be decided from (20) such that a constant probabil-
ity of a false alarm is obtained.

B. MECHANISM OF ANOMALY DETECTION
Substituting (6), (10), (12) into (13) yields

Ari=gi1l) —gird)+ e
= —[gi1d+ Ary) —giaD] +ein  (22)

Ari M1

where A, ; 741 was introduced as a term expressing the effect
of the anomaly on the TDOA. With (16), (22) is written in the
form of a vector as follows:

&t = _At,H] + €
T
Aran = [Ar2 Arni] - (23)

With (8), (9), (12) and (23), A; under H, is characterized as
follows.

A~ N(”“At,Hl’ A H1)
Rxe1 = — A
Elt,?—ll =V (24)

Comparing (24) and (18), one important difference is that A,
is zero-mean under H( and not zero-mean under |, which
means the distribution of the test statistic Tgirect, s given in
(19), is noncentral. Accordingly, the logic in (21) can detect
H1. In more detail, the distribution and non-centrality can be
derived as follows.
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1) SPECIAL CASE
An special case is W = 0, where the derivation is explicit.
Substituting W = 0 into (18) and (24) yields

Tano =Za =V (25)

This enables [52, Th. A.1] to be applied with (19) and (24),
which yields

Tdirect ™ XZ(N — 1, 8direct)
Sairect = Al 51V A (26)

2) GENERAL CASE

When W # 0, the derivation is not explicit. Instead, the
theorem in Appendix A-B enables the distribution of Tgjrect
to be calculated as the weighted sum of chi-square distribu-
tions. Importantly, the non-centrality is given by substituting
B Ar 31 into p, in (56).

C. PERFORMANCE METRIC

The detection performance is measured by the probability
of anomaly detection, which is denoted as Pp. When the
probability distribution of Tgjrect is denoted by pgirect(x), Pp
is calculated by integrating pgirect(x) above the threshold as
follows:

00
Pp = / Ddirect(x) dx. 27)
Y

direct

With the result of Section III-B1 and III-B2, Pp can be
numerically evaluated.

IV. MLAT-BASED METHOD
This section derives the MLAT-based method.

A. LOCALIZATION

A well known MLAT localization scheme is reviewed [48],
[49]. The method assumes an initial guess, lo, which is
obtained by, for example, a close-form method [50]. By intro-
ducing the difference between the true and initial positions

Ao = I — g, a Taylor-series approximation around g is
obtained as follows:
g ~ gi1lo) +a; ( — o). (28)
Substituting (6) into (28) yields
al (I —1o)+ €1 = i1 — gia(o). (29)

With the N — 1 measurements, the following linear model is
obtained:

AAjp+e=b (30)
. ~ T

b=[i1—g.lo) - ivi—gnvalo)] . (31

According to [51], a solution is obtained by
A =ATV 14 TATY " 1p. (32)

—/—H
P

Whether ATV !4 is invertible depends on the rank of A,

which is determined by the number of receivers and the
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locations. If rank(4) = 3, ATV™!A is invertible, the proof
of which is attached in Appendix B-C. This condition, how-
ever, can be addressed by appropriately designating receiver
positions provided sufficient receivers are available (N > 4).
Therefore, in the rest of this section, it is assumed that
rank(A) = 3. It is also noted that the inverse, here denoted
by P, corresponds to the covariance matrix of the localization
error.

B. APPLICATION TO POSITIONAL VERIFICATION

The above localization scheme is applied to positional verifi-
cation. To do so, the reported position, ', is substituted into
the initial position, /o, whereupon, Ao becomes equivalent to
—A;. Accordingly, the estimation of the position difference,
Ay, is given as follows:

A= —Ap
= —PATV 1p. (33)
The statistical characteristic of ll is examined. Under H,
substituting (6) and Iy = !’ and applying the Taylor series

approximation, the ith element of b in (31) can be written as
follows:

bi =11 — gi1(lo)
= —a; | Aj+€i1. (34)

Eq. (34) is written in a vector from as follows:
b=—-AA; +e. (35)

With (8), (9), (11) and (35), b under H is characterized as
follows:

b ~ N(wp.20- p,40)
Hp 3o =0
TpH0 = AWAT 1 V. (36)

The derivation of X, 7y is attached in Appendixes B-D. With
(33) and (36), A; is characterized as follows:

Ar ~ N(zg 3000 Z a1.340)
i1z =0
Tais0=WHP. (37)

The derivation of X3, ;,, is attached in Appendix B-E.
> ALHO is a positive definite as proven in Appendix B-F,
thereby being non-singular and invertible.

Based on these characteristics, a test statistic can be
designed as follows:

~T_ ~
Tt = Ay 23, Al (38)

Using [52, Th. A.1], Tmiar under Ho follows a chi-square
distribution:

Tolat ~ x2(3). (39)

97280

The degree of freedom is 3 because the position is three
dimensional. By comparing Tia¢ With the threshold ymiac, the
decision can be made as follows:

if Tlat < Vmlar decides Ho (Valid Position)

if Tlat > Vmlat decides H | (Anomaly Position). (40)

Ymlat can be decided from (39) such that a constant probability
of a false alarm is obtained.

C. MECHANISM OF ANOMALY DETECTION
Under H1, substituting (12) into (35) yields

b=—-AA; 3 +€ 41)

With (8), (9) and (41), b is characterized as follows:
b~ N(—AA 31, V). (42)
With (33) and (42), A; under H, is characterized as follows:

A~ N(’LAI,HI’ X i)
Rxrn1 = A
Zaipu =P 43)

The derivation of IR and X AL are attached in
Appendixes B-G and B-H, respectively.

Comparing (37) and (43), one important difference is that
&l is zero-mean under Hp and not zero-mean under Hi,
which renders the distribution of Ty, as given in (38),
noncentral. Accordingly, the logic in (40) can detect H;.
In more detail, the distribution of Tiy15; and non-centrality can
be derived as follows:

1) SPECIAL CASE
An special case is when W = 0, where the derivation is
explicit. Substituting W = 0 into (37) and (43) yields

a0 = Tarw =P (@4

This enables [52,Th. A.1] to be applied with (38) and (43),
which yields

Timlat ~ X2(37 Smlat)
Smiat = Al 3 P Arpr. (45)

2) GENERAL CASE

When W # 0, the derivation is not explicit. Instead, the
theorem in Appendix A-B enables the distribution of Ty to
be calculated as the weighted sum of chi-square distributions.
The non-centrality is given by substituting u AL into p,
in (56).

D. ANOMALY DETECTION PERFORMANCE
Like the direct method, i.e. (27), Pp is calculated by integrat-
ing the probability distribution of T above ymiat-
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V. COMPARISON

Based on the derivations in Sections III and IV, the two meth-
ods were compared. The comparison focused on availability
and performance, which, in turn, depends on the number of
receivers.

A N <4

In this case, the MLAT-based method is unavailable and only
the direct method is available. Although this disadvantage of
MLAT has been known [17], the contribution of this paper is
that it proves the advantage of the direct method against the
MLAT-based method.

To show this, the matrix inverses, which regulate the avail-
ability, were examined. The direct method involves EZ tl 240’
but X3, 5,0 18 a positive definite and always invertible as
proven in Appendix B-B. Thus, the direct method is always
available, including the N < 4 case. Conversely, the
MLAT-based method is unavailable because ATV ~'A, which
is a 3 x 3 matrix, becomes rank-deficient. This can be proven
by combining the following equations:

rank(ATV14) < rank(4) (46)
rank(A) < min(N — 1, 3) “n
N <4 (48)

where (46) was derived by [47, Corollary 4.4.5].

B. N=14

In this case, the direct method is available, as is the
MLAT-based method provided rank(A) = 3. Although the
availability of the MLAT-based method remains constrained,
it is expected that the condition will be satisfied by designing
the receiver locations appropriately. Accordingly, the focus of
comparison is detection performance. In a nutshell, the two
methods show practically identical performance, which can
be shown as follows:

First, the two methods have identical distribution of the
test statistic under #Ho. This can be shown by substitut-
ing N =4 into (20) and comparing it with (39). Next,
‘H, is examined. For comparison, the following Taylor series
approximation is considered.

A =AA (49)
Substituting (49) into (26) and (45) yields

Sdirect = AZylvilAt,Hl-
= AA 3 VAN 3.

= A3 ATVTIAA 3. (50)
Omlat = A;HIPilAl,Hl
= A3 ATVTIAA 5 (51)

(50) and (51) indicate that non-centrality becomes the same.
Substituting N = 4 into (26) and (45) also yields the same
degree of freedom. Thus, Tgirect and T have identical dis-
tribution and the probability of detection becomes the same.
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Rx #b * [ "° Hx #4
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ADS-B/Emitter Positign

-150 -100 -50 0 50 100 150
X [km]

FIGURE 1. Simulation setup of Scenario A.

It is noted that the above discussion assumes the Taylor
series approximation, which can be inaccurate for a large
value of A; ;1. However, in that case the probability of
detection will approach 1, rendering the difference between
the two methods negligible. Accordingly, the two methods
show practically identical performance. Also noted for the
discussion above is the assumption that W = 0. The case
for W # 0 is evaluated numerically in Section VI, where the
two methods show identical performance.

C N>4

Here, the two methods perform differently, due to differing
degrees of freedom. Comparing the probability of detection
requires numerical calculation and the derivation is as fol-
lows:

Under Hy, the two methods follow a chi-square distribu-
tion with different degrees of freedom; N — 1 for the direct
method and 3 for the MLAT-based method, respectively,
as shown in (20) and (39). Under H, the two methods follow
a noncentral chi-square distribution. The non-centrality is the
same, as shown in (50) and (51), but the degree of freedom
differs, as shown in (26) and (45). Also noted is the fact that
the above discussion assumes W = 0. The case for W # 0 is
evaluated numerically in Section V1.

VI. NUMERICAL SIMULATION

Simulations were conducted to verify the derived formulas
and numerically compare both methods. Three simulation
scenarios were considered: A, B, and C.

A. SCENARIO A

Scenario A mainly focused on verifying the derived for-
mulas and five receivers and an emitter were considered.
Fig. 1 shows the receiver (labeled as “Rx’) positions and
the position for the emitter or ADS-B. This arrangement was
designed as receivers located in a continent and an oceanic
airspace. Receiver #1 was located at the origin and the other
receivers were located at the corner of the rectangle, with
edges of 60 km and its center at the origin. The receivers
were on the ground. The ADS-B/emitter position was at
[—=30 km, —200 km, 9144 m (30, 000 feet)], which was not
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Direct MLAT-based
1 el e
08 08
L 0.6 L 0.6
[a] [a]
Coa4 Coa4
— Theory — Theory
0.2 = = = Simulation 0.2 = = = Simulation
— Threshold — Threshold
0 ! 0 !
0 5 10 15 20 0 5 10 15 20
. T
direct mlat
(a) Direct method. (b) MLAT-based method.

FIGURE 2. Simulation result for 3£y of Scenario A: W # 0.

surrounded by the receivers and elicited conservative config-
uration in terms of expected performance.

Two types of simulations were conducted: namely ¢ and
‘H1. In the Ho simulation, the emitter position was fixed.
For each trial, measurements and an ADS-B position were
generated according to (6)—(11). Based on the trials, the test
statistics, probability of a false alarm and threshold were all
evaluated. In the 7{; simulation, the ADS-B position was
also fixed. The emitter was also fixed but deviated from
the reported position by giving A; 7/1. In each trial, mea-
surements were generated according to (6)—(10) and (12)
detection logics was also applied. Based on the trials, the test
statistics and probability of detection were evaluated.

o; = 13.9 ns was selected based on [21]. Two cases of W
were considered: W = Oand W # 0. For W # 0, W is
assumed as follows:

W = diag(o2, oyz, o) (52)

The lack of correlation among x, y and z is assumed, given the
difficulty in deciding on the correlation parameters in reality.
ox = 75.6 m and o, = 75.6 m were selected based on the
accuracy requirement of [55], where Navigation Accuracy
Category for Position (NACp) of 7 is required for a separation
of five nautical miles.” o, = 173.1 m were selected based
on oy, oy and the yearly statistics of the horizontal/vertical
dilution of precision reported in [56]. A; 7y1 = [1852 m, 0, O]
(1 nautical mile) was selected based on [55], which also
requires the detection of significant ADS-B error by a sec-
ondary surveillance radar.

B. RESULT

1) CONFORMATION UNDER g

Fig. 2 shows the distribution of the test statistic, where the
W # 0 case was selected as a representative example. Lines
labeled as “Theory” correspond to x*(N — 1) for the direct
method, as derived in (20) and X2(3) for the MLAT-based
method, as derived in (39), respectively. Effective agreement
with the simulation result (the lines labeled as ““Simulation’)

21t is noted that oy and oy differed from the authors’ previous work [21],
where measurement data were used to decide the parameters.
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FIGURE 3. Simulation result for #{; of Scenario A: W = 0.

was observed, which meant the derived formulas were con-
firmed.

From the test statistic distribution, the thresholds were
obtained such that the probability of a false alarm was
0.05. For the direct method, both simulation and theory
obtained Ygirect = 9.5, showing positive correlation. For
the localization-based method, both simulation and theory
obtained ymia = 7.8, also showing agreement. Conformation
was made for W = 0 but omitted for brevity.

2) CONFORMATION UNDER

Fig. 3 shows the test statistic distribution for W = 0
under ;. Lines labeled as “H1 Theory” corresponds to
XZ(N , 8direct) for the direct method, as derived in (26) and
X2(3, Smiat) for the localization-based method, as derived in
(45), respectively, Compared with Hg (Fig. 2), the test statis-
tics under H; are significantly larger, allowing the anomaly
to be detected. The probability of detection was 1.0 for both
simulation and theory, regardless of the method used.

Good agreement with the simulation (labeled as “H1 Sim-
ulation’”) was also observed for the direct method, thereby
confirming the derived formulas. However, slight disagree-
ment was observed for the MLAT-based method; the median
of Ty differed by 0.4 % between the simulation and theory.
The reason and correction were investigated, which is avail-
able in Appendix C. The reason identified was that the MLAT
method did not obtain an unbiased solution due to the Taylor
series approximation. As a result of the correction, the new
theoretical line labeled as “H1 Theory w/ Corrected Input”
was obtained, which correlates well with the simulation.
In practical terms, however, the impact of this disagreement is
negligible because the test statistic was sufficiently high and
the probability of detection was 1.0

The case for W # 0 was also confirmed in the same
manner. Fig. 4 shows the result. The main difference is that
the lines labeled as “H1 Theory” were calculated following
Sections III-B2, Section IV-C2, and Appendix A-B. Effec-
tive agreement with the simulation was also observed for
the direct method. Slight disagreement was observed for the
MLAT-based method for the same reason as in the W = 0
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FIGURE 5. Simulation setup of Scenario B.

case. The probability of detection was 1.0 for both simulation
and theory regardless of the method.

C. SCENARIO B

Scenario B mainly focuses on comparing two methods. The
simulation setup in Scenario B was set to be harsher than
that in Scenario A because Scenario A showed effective
probability of detection for both methods without any dif-
ference. In particular, the distances between the receivers
were shortened, as shown in Fig. 5. Changing the receiver
distances was inspired from the prior knowledge on Dilution
of Precision (DOP), which has been widely used to examine
localization accuracy [41], [43], [44], [57], [58]. DOP rep-
resents geometrical effect on accuracy. DOP is good in area
surrounded by receivers but poor in outer area. Therefore,
in order to deteriorate the performance, a shorter distance was
introduced, which results in a larger outer area. In a practical
sense, the arrangement can be interpreted such that receivers
located in an island monitor an oceanic airspace. The TDOA
accuracy was also degraded to o; = 50.0 ns, which can be
interpreted as the use of a low-cost receiver. N = 5 (an
example of N > 4), N = 4 and N = 3 (an example of
N < 4) are evaluated; Rx #5 is removed for N = 4 and Rx
#4 and #5 are removed for N = 3.

D. RESULT

1) COMPARISON FOR N = 3 (An EXAMPLE OF N < 4)

As discussed in Section V-A, the MLAT-based method is
inapplicable due to rank-deficiency. Actually, the numerical
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FIGURE 7. Probability of detection for N = 4 of Scenario B.

computation of the test statistic was unsuccessful, although
the direct method was applicable. The probability of detection
is shown in Fig. 6. Accordingly, when N < 4, the direct
method is the only choice. Agreement between the theory and
simulation was also confirmed.

2) COMPARISON FORN =4
As discussed in Section V-B, the two methods are expected to
show practically identical performance. This was confirmed
in Fig. 7, where both methods showed agreement in term of
the probability of detection. Further, the parameters of the test
statistic distribution were compared. Because the distribution
is a weighted sum of (noncentral) chi-squared distributions,
the non-centrality and weight of each component is compared
as shown in Figs. 8(a) and (b). The parameters also agreed
between the two methods, so identical performance from both
methods was confirmed.

It is added that agreement between the theory and simula-
tion was also confirmed in Fig. 7.

3) COMPARISON FOR N =5 (An EXAMPLE OF N > 4)

As discussed in Section V-C, the two methods are expected
to differ in performance. Fig. 9 compares the probability of
detection, where the MLAT-based method showed a better
performance. To investigate why, the parameters of the test
statistic distribution were compared as shown in Fig. 10(a)
and (b), whereupon agreement in the weight coefficients
and non-centrality parameters was observed. The difference
was in the number of components, which can be inter-
preted equivalently as the difference in the degree of free-
dom because all the weight coefficients are almost 1. The
improved preformance of the MLAT-based method can be
intuitively understood as a result of the difference on how to
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FIGURE 9. Probability of detection for N = 5 of Scenario B.

exploit prior knowledge on the problem. There is a cause-and-
effect relationship between a positional difference (cause)
and TDOA-differences (effect). The direct-based method
only examines the effect, whereas the MLAT-based method
tries to estimate the cause. As a result, the MLAT-based
method obtains an improvement if successful.

E. SCENARIO C

Scenario C demonstrates that the derived formula can be
easily extended for a moving case. The parameters were the
same as Scenario B with N = 5 except that the ADS-B
and the emitter positions under ;. A moving trjectory was
simulated as the collection of M (= 7) ADS-B positions as
shown Fig. 11.

The derived formulat and numerical simulation was
applied to each position. This produced the probability of
detection at the mth position, which is denoted by Pp(m)
and plotted in Fig. 12. The average over the trajectory
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FIGURE 11. Simulation setup of Scenario C.
TABLE 1. Average probability of detection.

Method | Theory  Simulation

Direct 0.93 0.93
MLAT-based | 0.94 0.94

was then calculated by

) 1 M
%=M§%m (53)

Table 1 summarizes the result. Agreement between the theory
and simulation was observed. Also, the MLAT-based method
showed a better performance. Thus, the derived formula can
be applied to a moving case.
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VII. CONCLUSION

The direct method and MLAT-based method of ADS-B posi-
tional verification were compared. Using statistical theory,
the test statistic and its distribution were derived, so that
the detection threshold and probability of detection could
be determined. The difference of the two methods depends
on the number of receivers, N. When N < 4, only the
direct method is available. When N = 4, the two methods
have practically identical performance. When N > 4, the
performance of the two methods may differ due to the degree
of freedom. An actual comparison requires numerical cal-
culation, for which the derived formula can be used. In the
presented scenario, the MLAT-based method showed superior
performance. The result above suggests switching the method
adaptively depending on N for a better performance.

APPENDIX A

THEOREMS

This section introduces some mathematical results that are
frequently used.

A. TAYLOR SERIES APPROXIMATION OF TDOA
A Taylor series approximation of g; 1(I) around I’ is given as
follows:

g ~ gl +al A1)
~ gial') —al Ay

dg; '
ai1 :{ 8.l } (54
0x —

B. QUADRATIC FORM IN NORMAL VARIABLES (General
Case)

For x ~ N (x, Xy), the quadratic form 7 = xTCx is consid-
ered where C # X, ! and C is a positive semidefinite and
symmetric. To obtain the Cumulative Distribution Function
(CDF) of T, computing is necessary [53], [54]. To do so, the
quadratic form can be rewritten as follows [53]:

0gi,1
0z

9gi1
dy

r=Il' r=l'

T =z"Az (55)

where z ~ AN(ug, I) and A is a diagonal matrix. This
result says T is the same as a weighted sum of independent,
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potentially noncentral, chi-squared random variables. The
computing procedure is as follows:

1) By the Cholesky decomposition of X, X!/2 such that
¥ = 32 12(x1/2)T is calculated.

2) M = (EVHTCx/2 is calculated.

3) The eigenvalues of M, the diagonal matrix of the eigen-
values A and the orthonormal matrix such that M =
OAQr are calculated.

4) g is given by

pe=0" =" px. (56)
5) The CDF in the form of (55) can be calculated accord-
ing to [54].
APPENDIX B
DERIVATIONS

A. DEFINITENESS OF V
V can be written as follows:

V=0o/d+J) (57)
where I is the identity matrix and J is the matrix, the elements
of which are all one. I is positive definite and J is a positive
semidefinite, so V is positive definite [47].

B. DEFINITENESS OF 35, , o

The two terms constituting % Ar.o Are examined. The first
term AWAT is a non-negative definite because W is positive
semidefinite and Theorem 14.2.9 [47] can be applied. The
second term V is a positive definite, making. X At HO is a
positive definite, according to Lemma 14.2.4 [47].

C. INVERSION OF ATV 14

First, V™! is considered. V™! is a positive definite because
V is a positive definite as proven in Appendix B-A and [47,
Corollary 14.2.11] is applicable. Additionally, rank(A) =
3 is considered. Then, using [47, Th. 14.2.9], [47, Lemma
14.2.8], and [47, Th. 8.1.4], ATV™'A is a positive definite
and invertible. The inverse, P = (ATV_IA)’1 also becomes
a positive definite.

D. DERIVATION OF 1Mo

%5240 was derived as follows:
Xp 0 =E [(b — Mp30)b — ILb,Ho)T]
—E [bbT]
—E [(AA, ) (AA + e)T]
= AE[AAT]AT + E[ec”]
=AWAT + V. (58)

E. DERIVATION OF X i1,H0

) Al30 Was derived as follows.
r r T
a0 = E [(Al — a1 o) (AL — B 300) ]
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~ =T
—E [A,A,]

T
- E[PATV_lb {PATV_lb} }
—E [PATV’]bbT(V’l)TAPT]
= PATV 3, 30V HTAPT
=PATV'AWAT + vy (v HTapPT
=PATV A WAT(v1HTAPT

+PAT(vHTAPT

=wATv14)TPT + PATV14)TPT
=W+P. (59)

F. DEFINITENESS OF © A1,70

The two terms constituting X 3, 5, are examined. The first
term W is positive semidefinite. The second term P is positive
definite as long as rank(A) = 3. Then, X ALHO is positive
definite, according to Lemma 14.2.4 [47].

G. DERIVATION OF 3, ..,
R a; 2 Was derived as follows:

a1 = EIA[]
= —PATVE[b]
= PATVTIAA; 3
= A; w1 (60)

H. DERIVATION OF T A1

To derive X, 4/, the following equation was firstly
obtained:
A — Bara = —PATVT'b— Apgy

= —PATV ! (—AA; 31 +€) — Ay

= —PATV e (61)

Using the equation above, X A1 Was derived as follows:
" X T
Ta =E [(Al — AL Ar— g 30) ]
T
—E [PATVIeeT (PaTv) ]
T
= PATV'E[ec™| (PATV )
T
= PAT (PATV )
= PAT(v HTapPT
T
=P(aTv7'a) P
=P (62)

APPENDIX C

ERROR UNDER 7{; FOR MLAT-BASED METHOD

Slight disagreement between the simulation and theory was
observed in Fig. 3 for the MLAT-based method. The reason
and correction are explained in this section.
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A. REASON

The reason identified was the Taylor series approximation,
which was used to derive (35) and (41), applicable to a general
case and H 1, respectively. The assumption is that the ADS-B
position is sufficiently close to the emitter, which may cause
an error under H;. For the case of Fig. 3, the error was
evaluated by the following equation:

€approx =b +AA; 3, — € (63)

which was obtained by taking the difference between the
left-hand site and the right-hand side in (41). All the terms
were available in the simulation. The result was €approx =
[5.9ns,0.6 ns, —2.8 ns, —5.1 ns].

B. CORRECTION

The approximation error further caused a bias in the esti-
mation Al. Fig. 13 shows Al where x, y, and z components
were separately plotted. The red lines indicate the true values,
ie. A1 = [1852m,0,0]. As shown in Fig. 13, a bias
was obvious for z-component. The other components are also
slightly biased, although they are not so visible. The amount
of the bias was then evaluated as follows:

E [A,] — Apni =[-0.7m, —21.0m, 184.5m] (64)

The bias is related to the non-centrality parameter via (45).
Therefore, a correction is possible by substituting the biased
estimate, E [&l], instead of the true value, A; 7;;. The result
is given as the line labeled as “H1 Theory w/ Corrected
Input” in Fig. 3, which agreed with the simulation.

It is noted that the above case is for W = 0, but the same
mechanism was also observed for W # 0, i.e. Fig. 4 In
this case, a correction was made by substituting the biased
estimate into (56).
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