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ABSTRACT The rapid advance of manufacturing Unmanned Aerial Vehicles (UAVs, aka drones) has led
to a rise in the use of their civilian and commercial applications. The access of these drones to controlled
airspace can be efficiently coordinated through particular layered network architecture, often referred to
as the Internet-of-Drones (IoD). The nature of IoD, which is deployed in an open-access environment,
brings significant safety and security concerns. Classical cryptosystems such as elliptic curve cryptography,
Rivest-Shamir-Adleman, and Diffie-Hellman are essential building blocks to secure communication in the
IoD. However, with the rapid development of quantum computing, it will be easy to break public-key
cryptosystems using efficient quantum algorithms like Shor’s algorithm. Thus, building quantum-safe
solutions to enhance IoD security has become imperative. Fortunately, quantum technologies can provide
unconditional security solutions to protect data and communications in the IoD environment. This paper
proposes a quantum-based scheme to prevent unauthorized drones from accessing a specific flight zone
and authenticates the identities and shared secret messages of involved entities. To do so, we used a quantum
channel to encode the private information based on a pre-shared key and a random key generated in a session.
The involved entities also perform mutual authentication and share a secret key. We also provide the security
proofs and analysis of the proposed scheme that indicates its resistance to well-known attacks.

INDEX TERMS
cryptography.

Authentication, internet-of-drones, quantum-based communication, quantum

I. INTRODUCTION

Recently, the IoD has received a lot of attention from both
research and industry thanks to the fact that the IoD can
provide direct or indirect access to drones. In this scenario, the
drones may only operate as mobile routers to forward infor-
mation to distant nodes or be a part of the operations them-
selves, establishing autonomous swarms or mesh networks
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of drones for Unmanned Aerial System (UAS) applica-
tions. Ongoing developments in communication and wire-
less networked systems make drones attractive systems to be
employed in a wide range of applications and services ranging
from military to civilian applications. Also, rapid technologi-
cal advancements in manufacturing high-quality and low-cost
commercial drones have opened up a slew of new business
opportunities for consumer services like rescue operations,
goods delivery, aerial photography and videography, live
streaming, firefighting, disaster relief, crop spraying, crop
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monitoring, etc. By 2025, the potential economic impact of
integrated UAS is expected to reach $82 billion and generate
employment of up to 100,000 individuals, thanks to increased
government initiatives to simplify the regulatory environ-
ment [43], [44]. Aerial technology can provide services at a
lower cost and higher efficiency not easy to provide by tradi-
tional methods, making giants such as Amazon and Walmart
praise it as the future of e-commerce. UAS involve critical
strategic and financial information, making them vulnerable
to attacks by unauthorized users that target communication,
transmitted data, or even physical elements. Without robust
security and privacy communication systems, drones can be
used for illegal acts ranging from simple surveillance to seri-
ous crimes like terrorist attacks and targeted assassinations.
In the beginning, researchers and engineers were focused on
the development of drone architecture and their functional
effectiveness without giving much attention to protecting the
integrity or confidentiality of drones’ communications and
data. Therefore, several recent papers have been published to
address the problems of security and privacy based on classi-
cal cryptography [11, [21, [31, [4], [23], [241, [25], [26], [27],
[28], [29], [30], [311, [32], [33], [34], [35], [36], [37], [38].
However, none of these recent papers considered the threat of
quantum computing and only focused on the classical sense
of security. In such works, public-key cryptosystems like
elliptic curve cryptography, Rivest-Shamir-Adleman (RSA),
and Diffie-Hellman are essential building blocks to secure
communication. All these classical cryptosystems have one
thing in common: they are all based on the difficulty of
solving some complex mathematical problems. To assure the
security of such cryptosystems, it must be shown that crack-
ing them is as difficult as solving an intractable mathematical
problem without possessing a secret piece of information.
The security of such a cryptosystem is guaranteed by the
hardness of adopted mathematical problems like the discrete
logarithm problem and the integer factorization problem.
If an advanced cryptanalysis algorithm defeats the hardness,
such a cryptosystem is deemed compromised. In 1994, Shor
developed a quantum cryptanalysis algorithm that could find
discrete logarithms and factor integers exponentially faster
than classical algorithms [39]. Shor’s algorithm theoretically
enables quantum computers to crack the majority of public-
key cryptosystems currently in use. Quantum computers exist
presently, but they need significant technical improvement to
be widely utilized. It is believed that a quantum computer with
around 20 million quantum bits (qubits) is required to break
an RSA-2048 algorithm [40]. Once scaled, quantum comput-
ers will catastrophically break most of our commonly used
standardized mechanisms for ensuring the integrity and con-
fidentiality of the data [5], [6]. Fortunately, quantum cryptog-
raphy is able to provide unconditional security for the stored
and communicated data (i.e., a protocol remains secure even
if an attacker has unlimited computing power or a powerful
quantum computer) [41], [42]. Therefore, securing the com-
munication of drones based on quantum cryptography could
resist the potential threat of a powerful quantum computer
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and is significant for scenarios where the communicated data
is of high value to the attackers.

In 2020, Liu et al. [7] experimentally developed an air-
borne mobile quantum communication network using a
quantum-based drone. They used the quantum-based drones
as nodes capable of generating and measuring quantum bits
(qubits); hence the drones can build a secure quantum chan-
nel among communicators. Liu et al.’s mobile quantum net-
work could be used for multiple functions: 1) to interconnect
quantum satellites with quantum fiber ground networks; 2) to
connect two quantum ground nodes or servers; 3) to con-
nect quantum drones with other quantum ground nodes or
users and so on. Their work opens the door for a new era of
quantum-based drone development that could be used in real
life. In this paper, we propose an authentication scheme based
on quantum cryptography for authenticating the involved
entities and securing the transmitted data in the IoD deploy-
ment. The network model of the proposed scheme contains
various drones deployed in many zones that send their data to
a ground station. We will prove the security of communica-
tion between entities against related common attacks such as
impersonation attacks and man-in-the-middle attacks.

A. MOTIVATION

Previous works have indicated that there are many challenges
threatening the expansion of the use of drones for civilian and
military purposes [8]. Among these threats and challenges are
the authentication of drones and the other involved entities,
controlling and hacking of the drones, jamming of the broad-
cast communication, and others. Recently, several drone inci-
dents have occurred due to a lack of drone authentication. For
example, many heavy-traffic airports in different countries
were closed and incurred huge financial losses due to unau-
thorized access from suspicious drones (a recent relevant sur-
vey on this topic can be found in [9]). Therefore, it is crucial
to achieve authentication between ground stations and drones
to check whether a drone is authorized to access a certain
zone or not. Also, in some special cases, authentication is
needed between a drone and another drone for sharing some
information as well as authenticating the sensitive transmitted
messages among participants. The importance of authenti-
cation and such incidents motivate the need to propose and
design secure authentication schemes for drones. As a result,
several schemes employed classical cryptosystems to ensure
the security and privacy of communications in the IoD envi-
ronment [24], [25], [26], [27], [28], [29], [30], [31], [32], [33],
[34], [35], [36], [37], [38]. However, Quantum computing
can efficiently break those classical cryptosystems that rely
on the complexity of these problems [39]. In 2016, NIST
(National Institute of Standards and Technology) published a
report on post-quantum cryptography, anticipating that a uni-
versal quantum computer capable of breaking 2000-bit RSA
in a few hours will be available by 2030, making the exist-
ing public-key infrastructure (PKI) insecure [45]. Therefore,
quantum-safe schemes based on quantum cryptography or
post-quantum cryptography to secure the IoD is imperative.
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FIGURE 1. Proposed model.

B. RELATED WORK

In 2018, Wazid et al. [10] provided a comparative study on
some previous authentication protocols for the IoD in terms
of communication overheads and the features of functionality
and security. They also introduced a generalized taxonomy of
the authentication protocols in the IoD environment. More-
over, the authors provided a list of practical challenges for
designing secure authenticated protocols in the IoD deploy-
ment. In 2019, Srinivas et al. [11] presented an authenticated
lightweight method for users in the IoD environment with
temporal credentials. The authors employed the techniques of
hash function and fuzzy extractor. Also, they provided a com-
parative analysis of their proposed mechanisms with other
existing schemes, demonstrated that their scheme is better in
both security and functionality, and has lower computation
and communication costs. In 2020, Alladi et al. [12] provided
a lightweight authentication scheme to secure the communi-
cation between drones and their ground stations based on the
technique of Physical Unclonable Function. Pu and Li [31]
presented a lightweight authentication scheme to provide
secure communications between ground stations and drones.
The basic idea behind their scheme is that the ground station
and drone employ the chaotic maps’ seed value to randomly
rearrange genuine messages according to the created chaotic
sequence. Also, Pu ef al. [22] proposed a lightweight mutual
authentication and key agreement scheme with protecting pri-
vacy for the IoD. A chaotic system and physical unclonable
function are used to provide mutual authentication and create
a session key between IoD system communication parties.
However, drones are vulnerable to device capturing and cer-
tain types of attacks because of remote environments and
limited resources. This raises the possibility of attackers steal-
ing drone data. In the same context, several authentication
protocols have been presented [3], [4], [13], [14], [15]. How-
ever, securing communication channels in such schemes are
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Control room
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based on classical cryptosystems, which are vulnerable to the
massive power of a quantum computer or classical computing
resources [5], [6]. As a response to those problems, quantum
cryptography, as one of the most mature quantum computing
applications, has been adopted to provide unconditionally
secure solutions in various communication systems that seek
optimal security of sensitive data and communication against
attackers [16]. In 2019, Liu et al. demonstrated a drone-based
mobile communication system for multi-node construction
and real-time all-location coverage. The designed system has
been proven robust against all-weather conditions and can be
scaled to multi-node structures. In 2021, Yu et al. designed
an airborne quantum key distribution model that connects
terrestrial networks with satellite networks to establish a real-
time on-demand quantum network. These works focused on
the ability to build quantum communication through drones
and its efficiency in the IoD deployment and did not con-
sider significant security features such as authentication, key
sharing, and key management. Inspired by Liu ez al. [7] and
other related works [17], [18], [19], this work introduces a
robust and lightweight authentication scheme to secure the
communication and data in the IoD deployment.

C. RESEARCH CONTRIBUTIONS

« We propose a mutual identity and message authentica-
tion scheme between the drones and the ground stations.

o A pre-shared secret key can be reused without informa-
tion leaks.

« Sharing a secure random key among authenticated enti-
ties for securing transmitted data.

o The proposed model is secure against well-known
attacks.

The remainder of the paper is organized as follows.
In Section II, we introduce the model considered for the
main result of this paper, provide a table of notation, then
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FIGURE 2. Database server pre-shares K;g with both the drone and the ground station and preloads the drone data into the drone before taking off. The

dashed line refers to a quantum channel.

describe our new protocol. Section III introduces system
models. In Section IV, we prove the security of our protocol
against an adversary attempting to become authenticated and
access a secret session key. We then provide a description
of other possible attacks that an adversary may attempt and
argue security against such attacks.

Il. SYSTEM MODELS
We consider two models in designing the proposed work as
follows.

A. NETWORK MODEL AND ASSUMPTIONS

Fig. 1 depicts the network model for remote mutual authenti-
cation. The airspace includes multiple fly zones, and each fly
zone may contain several drones in order to monitor a certain
environment according to the network concept. A deployed
drone in a certain fly zone collects targeted data from the sur-
rounding environment and transmits it to a database server in
a control room through a ground station. The database server
stores sensitive information related to all involved entities
and the airspace. It also stores the data collected by legit-
imate drones. An internal trusted user in the control room
can access the control room’s database server to monitor the
IoD system. Quantum technologies are used to provide secure
wired/wireless connectivity in the IoD environment. Private
keys are pre-shared between the server and the involved enti-
ties (i.e., drones and ground station) through a secure private
channel. Generally, a drone in a specific fly zone and a ground
station must authenticate each other before establishing a
secure session key to secure their future communications.
This work assumes that the server, drones, and ground sta-
tion are equipped with quantum capabilities to generate and
measure quantum photons. We also assume that quantum
channels are optimal, i.e., quantum channels are noiseless
and lossless. Each drone has a GPS, inertial measurement
units, and inertial navigation system to determine its present
geographical location and mobility.

B. THREAT MODEL
Our threat model is based on the following principles:

o Drones are usually deployed in unattended or hostile
environments. Thus, involved entities can use public
channels and endpoint nodes are honest. An adversary
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has the ability to intercept the communication channels
and can also forge or modify the exchanged message.

« Itis possible that an adversary has unlimited computing
power and can use it to apply powerful computational
attacks. However, the server and ground stations are
considered secure entities in this work. Thus, the adver-
sary cannot extract useful information from the quan-
tum channels that are information-theoretically-secure
thanks to the principles of quantum physics.

lll. THE PROPOSED WORK

In this paper, we consider the following model of drones,
ground stations, and a central control room with a database
server. The database server is able to communicate with each
ground station and each pre-take off drone through secure
private channels. Each ground station is also able to commu-
nicate with the drones within a known fly zone but cannot
communicate with other ground stations. The drones are able
to communicate with other drones within and beyond their
current fly zone.

A. MUTUAL AUTHENTICATION BETWEEN THE DRONE
AND GROUND STATIONS

Before a drone d takes off, the database server pre-shares
a secret K4, with both a drone (d) and a ground station (g)
through a secure private channel (see also Fig. 2). Addition-
ally, the database server preloads ID, and FP; into the d,
and sends /D, and FP, to g through a secure private channel.
Throughout this work, we assume that quantum channels are
optimal, i.e., quantum channels are noiseless and lossless.
Also, we assume that all involved entities agree on the four
Bell states {|¢poo) , |¢o1) , |$10) , |¢11) }, indicated in (1), and
the four unitary operations {ogo, 001, 010, 011}, indicated in
(2), to represent the four two-bits classical information {00,
01, 10, 11}, respectively.

|$oo |00
|Po1

) >+|11>>/f—(|++>+|——>>/f
) = (100) — [11))/v/2 = (|4++) — |——)/~2,
lp10) = (101) + [10))/v/2 = (|+— >+|+ N/V2,
lp11) = (101) — [10))/v/2 = (|+=) — [+=)/~/2. (1)
o0 = 10) (01 + 11) 1|—[ ‘1)]

(
(0
(
(
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TABLE 1. List of notifications.

Notations Description

1Dy The identity of a drone d, IDy € {0, 1}%,
where n is even, and n > 2

1D, The identity of a ground station g, where
IDg € {0,1}%

FP, The ﬂight plan of a drone d, where F'P; €
{0,1)3

&) The XOR operation

I The concatenation operation
{000,001, 010, 011} | The four unitary operations
{|¢00), |#01)s |¢01), | The four Bell states

[11)}

h() One-way hash function

m Number of registered drones

Kgg = k1 || k2 A pre-shared key, where k1, k2 € {0,1}3"

rq A random key generated by d, where r4 €
{0,13

K, A secret key gnenerated by the ground station g,
Ky e€{0,1}2

mgq=1Dy || FP, The secret message of a drone d, where mg €
{0, 1}

mg =1Dy || Kq4 The secret message of a ground station g,
where mg € {0,1}"
The hashing of my, where h(mg) € {0,1}"™

The hashing of my, where h(mg) € {0,1}"

h(ma)
h(mg)

oo1 = 10) (1] + 1) (0] = |© 1},

1
010 = 10) (0] = 1) (1] = | _01],

0 1
The detailed steps of the proposed model are as follows:

Step 1: The drone d prepares the sequence Sy = h(IDg @
ID,), where ID,4 and ID, represent the destination identity of
the drone d and the ground station g, respectively.

Step 2: The drone d randomly generates 3n Bell quan-
tum states selected from the agreed four Bell states in (2).
Then, d divides the 3n Bell states into four sequences:
S1 = di,da,....dp, S2 = dyy1,dpto, ... d3n, S3 =
81,82, - 8n>and S4 = gni1, gnt2, - - - &3n- Here, d; and g;
(i=1,2,...,3n) represent the first and the second photons
of the ith Bell state, respectively.

Step 3: d creates an n — bit random number (r;) and gets
(rg ® myg) || (h(rg) & h(mg)) by using the XOR operation
and then the one-way hash function. Using the four unitary
operations {oog, 001, 010, 011}, d encodes ry and (rg D myg) ||
(h(rg) @ h(mg)) on S3 and Sy, respectively, obtaining Sé =
e,(S3) and S = e(ry@my)||(h(ra)®hma))S4, Where e represents
the encoding process based on the four unitary operations.
For example, when n = 2, if r; = 00 d applies the unitary
operation ogo on S3, and if (rg®my) || (h(rg)Dh(mg)) = 0111,
d applies the unitary operations o9 and o1 on S4.

Step 4: d determines the initial basis for each qubit in the
sequence S || S; based on the pre-shared key ki produc-
ing S5, = br1(S5 || Sy) according to the following rule: if
k1,; = O the drone d selects the Z — basis = {|0),|1)}
to transfer the corresponding qubit in the sequence S || Sj;
otherwise, d selects the X — basis = {|+),|—)} to trans-
fer the corresponding qubit in the sequence S5 || S, where

o = 10) (1] = 1) (0] =
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by represents the selected measurement bases based on k.
Similarly, d determines the initial basis for each qubit in the
sequence S; || Sz based on the pre-shared key k, producing
Sa = bik2(S1 || S2) according to the same rule, i.e., if kp; =
0 the drone d selects the Z — basis to transfer the correspond-
ing qubit in the sequence S; || S»; otherwise, the drone d
selects the X — basis to transfer the corresponding qubit in
the sequence S || S, where by, represents the selected mea-
surement bases based on ky. Here, k1 = k1 1, k12, ..., k1,30,
ky =ka1,k22,....,kp3pandi=1,2,...,3n.

Step 5: The drone d generates a sufficient number of
decoy-qubits, where every decoy-qubit is randomly selected
from the quantum states {|0),|1), |+) = \/LE(K)) + 1)),

or|—) = %(|O)—| 1)}. Then, d randomly inserts these decoy-
qubits into the sequences S, ng, and Sy.

Step 6: Through a quantum channel, d sends the sequences
So, 833 and Sy to the ground station g.

Step 7: Upon g receiving S, ngt and Sy, the drone d
announces the positions of each decoy-qubits and its cor-
responding initial bases to g. Subsequently, based on the
received information, g measures these decoy-qubits to com-
pute the error value. If the error rate is lower than a preset
value, d and g continue to the next process. Otherwise, they
must terminate the protocol.

Step 8: Upon confirming that the quantum channel
between d and g is secure, d sends the hashing value of the
random key ry, i.e., h(ry), to g through a quantum channel. d
and g also employs the decoy-qubits technique used in Step 5
and Step 7 to ensure the security of transmitting h(rz).

Step 9: The ground station g checks whether So = h(ID;®
ID,) is identical with its corresponding data (ie., S|, =
h(IDg @ IDg)') or not. If Sy = S|; g partially authenticates
the identity of d and continues to the next step. Otherwise, g
revokes d’s request and ends the protocol.

Step 10: Upon confirming that Sy is valid, g uses the pre-
shared key (k2) and the rules indicated in Step 4 to measure
(S511S2) getting (S51|S,) ; note, if g has the identical pre-shared
key (k2), (S] |l S5) is identical to (S1 || S2). Also, g uses the
pre-shared key k; and the rules indicated in Step 4 to measure
8% = br1(S5S)) getting (S5 || S); note, if ¢ has the identical
pre-shared key (k1), (S5 || ) is identical to (S5 || Sy). Based on
(mg || h(imy)), g applies unitary operations selected from the set
{000, 001, 010, 011 } to S} getting a new evolved sequence S;".

Step 11: Using Bell measurement, g measures every corre-
sponding pair (d; and g;) in (S5 || ;) and (S5 || S}") getting the
result 7, | M ; note, r is identical to r; if the quantum channels
are secure and g has the matching pre-shared key (Ky,). The
ground station g then computes (7, || (r};)) ®M & (mg || h(mg))
getting a computation result representing m; || h(mg)'. After
that, g performs two comparisons: 1) g computes A(m;) and
checks whether h(m),) is identical to h(mg) or not; 2) g com-
putes h(r;) and checks whether A(r))) is identical to h(rg)
or not. If so, g knows with certainty that the message is
genuine and fully authenticates the identity of d. Otherwise,
g and d end the protocol and restart the protocol from the
beginning.
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Step 12: g sends M to d through a quantum channel and
checks the security of transmission with d as in Steps 6 & 7.

Step 13: Upon confirming the secure transmission of M, g
also sends h(rq @ Kj) to d through a quantum channel and
checks the security of transmission with d as in Steps 6 & 7.

Step 14: d computes (rg ®h(rg)) DM B(myDh(my)) getting
the computation result m;, | A(mg)". Subsequently, d computes
h(mfg) and checks whether h(mg,) is identical to h(m,) or not.
If so, d deduces the shared secret key Ké, where mg, =my =
IDg || Ké. Finally, d checks whether h(ry ® Ké) is identical
to h(r; @ Kg) or not. If so, d believes that Ké is genuine and
authenticates the identity of g. Otherwise, d and g end the
protocol and restart the protocol from the beginning.

IV. SECURITY ANALYSIS AND PROOFS

In this section of the paper, we perform our security anal-
ysis of our proposed protocol beginning with its provable
security against an adversary attempting to be authenticated
and acquire the shared secret key. Following that, we provide
heuristic arguments for security against additional quantum-
based attacks.

A. THE PROVABLE SECURITY OF THE PROPOSED SCHEME
Definition 1: In [20], Wootters-Zurek introduced the
no-cloning theorem, which proved that it is impossible to
duplicate an unknown quantum state without knowing the
polarization basis of that quantum state. Due to the no-cloning
theorem, eavesdroppers cannot infer useful information from
a quantum channel without being detected. Eavesdroppers
must know all required information, e.g., the initial bases,
to correctly measure the transmitted qubits from one legit-
imate user to another. Without knowing this information
before transferring qubits, there is a high probability eaves-
droppers will be caught when they try to intercept them.

Definition 2: Assume MB € {Z — basis, X — basis} is
the qubit-creation algorithm [21]. An observer O has two
polarization bases Z — basis, X — basis and receives an arbi-
trary single qubit g. O can know ¢ that was generated by
the algorithm MB with probability £. Here, we can define
the advantage adv(O) of the observer O to predict the polar-
ization bases as adv(O) = & — (%). So, we can say that the
qubit-creation algorithm (MB) is secure against predicting the
correct polarization basis when adv(O) is close to Zero or
negligible.

Theorem 1: Assume there is an eavesdropper E trying to
authenticate himself and get the shared secret key (K ) from
g. The highest probability for the attacker (E) succeeding is
equal to W, where [ is the length of the decoy-photons
and n is a security parameter.

Proof of Theorem 1: To prove Theorem 1, we first
explain why other methods of attack for E cannot be success-
ful; thus, the highest probability for E is to guess the informa-
tion necessary to authenticate themselves and get the shared
key. In the next session, we discuss various attacks in more
detail. During communications between d and g, E is unable
to obtain copies of the private messages sent between the two
parties without a high probability of being detected. If E were
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to be detected, the two parties would restart the session with
new random values to be generated. The only information E
could obtain without the risk of being detected would be the
announcement of the information of decoy photons, which
does not cause leakage of any private information used to
generate any of the messages in the protocol. Additionally,
E is unable to intercept any messages sent between d and g
without being detected with high probability. This prevents £
from attempting to recover or inject information needed to be
authenticated and/or get the shared key. Thus, E must attempt
to guess the information necessary to be authenticated and get
the shared key.

In Stepl, d uses the XOR function to encrypt the ID; and
ID, and uses a one-way hash function to produce Sy. Then,
based on a randomly generated key r;, the secret data my; =
ID; || FP4, and the two shared sub-keys k; and k>, d creates the
sequences S33 and Sy and sends them to g in Step 6. To get K,
E needs to 1) successfully guess the generated 3n Bell states;
2) get the transmitted sequences Sp, IS Sy, and h(ry) that
are sent by d correctly (i.e., So, S5, Sq, and h(ry)); 3) then
successfully pass the eavesdropping check process in Steps 7
& 8. So, the probability (P) of getting K is as follows:

1) In Stepl, d randomly generates 3n Bell states from the
four states in (1). So, the probability (P1) of E correctly
guessing the Bell states is as follows:

1 1

Pl= 5 =& (€)

2) To successfully know_ So, S;j,_Sd, and h(ry), E must cor-
rectly guess ry, my, k1, and k. So, the probability (P2)
of guessing the correct sequences for E is as follows:

P2 = Prlrg = rqlPrimg = my]

Priky = k11Prlky = k2]
1 1 1 1

3 X 30 X 3 X 7
1
= 5o @)
3) InSteps7 & 8, d and g employ / decoy photons to detect
E. To successfully pass this check, E must correctly
guess the measurement basis of the targeted photon and
must also guess the initial basis to resend it to g. The
probability of deciding the correct measurement basis
(z-basis) is 50%, and the probability of deciding the
initial basis is also 50%. Therefore, the probability (P3)
of passing the eavesdropping check is as follows:

P3=(tx )=t )
= (— X — = —
2 2 22l
Finally, the overall probability of getting K, is as
follows:
P =Pl xP2xP3
1 1 1
=6 o X o
1
= S5 ©
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Drone (d)

Step 1: Sq = h(ID4 © ID,)

Step 2:

S1={dy,dy, ., dn}, So = {dns1, dnya, -, dsnls

S3 = {91, 92, - 9n}> and Sy = {Gn+1, In+2, > Gan}-
Step 3: Creates 74; (g @ my) 1| (h(rq) @ h(my)),
Compute S5 = e,(S3),

Sa = €(rg® ma)lI(h(ra) Dh(my)) 45

Step 4:
S3% = bra(S3 11 S4), Sa = bya(S1 11 S2).
Step S:
Insert decoy-qubits into Sy, S35, and Sy
Step 6:
So, S35, Sa-
————————— >
Step 8:
h(ry)
————————— >
& Detecting eavesdroppers
Step 14:
Computes

my I h(my) « (rq @ h(14)) ® M & (my @ h(my)),
Checks h(mg)' =? h(mg) , and gets my.

d deduces IDg & K from mg, where mg=IDg || K,

If ID, = IDg; d authenticates the identity of g.

Finally, d checks

h(ry ® Kg) =?h(rg @ K;) to approve K.

Ground station (g)

Step 7:
Detecting eavesdroppers

Step 9:

Checks h(IDg @ ID,;) =? h(IDy @ ID,)'.

Step 10:

(51 11 52) < bra(Sa), (S5 11 S5 < bya (S35),

Sy« €(mylin(m,)) Sy

Step 11:

14 | M « Bell measurement ((S1 Il S3), (S5 11 S5'"))

Computes my; | h(mg)' « (rg I h(r}))) M D (mg I h(mg))'
Checks A(ry) =2 h(r}) & h(mg)' =? h(ml).
Step 12:

& Detecting eavesdroppers
Step 13:
h(rg @ Kg)

& Detecting eavesdroppers

FIGURE 3. Steps of the proposed method. The dashed arrow represents a quantum channel.

B. FURTHER SECURITY DISCUSSIONS

We now discuss additional security notions that an adversary
may try to exploit to gain information or access to private
information.

1) INFORMATION LEAKAGE

Preventing information leakage is crucial for some quantum
authentication protocols that enable attackers to deduce the
secret message or extract useful information from the clas-
sical public channels. In this subsection, we show that the

VOLUME 10, 2022

proposed protocol can prevent the information leakage issue.
In the proposed protocol, the drone transfers So, S35, and
Sq to the ground station through a quantum channel. These
sequences are encoded based on the Kz, = ki || k2, mg, and ry.
As indicated in Theorem 1, any attackers who try to recover
secret information will be caught with high probability. More-
over, the decoy-photon protocol [46] that is used for detecting
eavesdroppers in Step 7 just uses the inserted decoy-photons
to check the security of transmission and does not expose any
other photons used for encoding secret data.

94969



IEEE Access

H. Abulkasim et al.: Authenticated Secure Quantum-Based Communication Scheme in loD Deployment

In addition, if legitimate users detect an intruder in any
step through the protocol, they start the protocol from the
beginning. d will select different random Bell states and gen-
erate a new ry for encoding the secret information. Hence,
the newly transmitted data will be completely different and
will be carrying the same secret data as well as the pre-shared
keys that can be reused safely. Thus, the proposed protocol is
secure against information leakage.

2) INTERCEPT-AND-RESEND ATTACK

In Steps 6 & 8, before the drone d sends the quantum
sequences (So, S5, and Sy) to g, it must randomly insert
decoy-qubits in the states {|0), [1), [+), or |—)} into the
sequences Sp, S5 and Sy. d stores arecording of decoy-qubits
positions and sends the quantum sequences to g and asks it to
measure these qubits in the two bases Z — basis, X — basis
according to their initial bases. Then, d and g check the
measurement results. Since E does not know the positions
and the states of the decoy qubits, they will possibly measure
them with incorrect bases. Therefore, E will be detected with
probability 1 — (?T)l, where [ is the number of decoy-qubits.
Hence, the probability is close to 1 when [ is large enough
(see also Fig. 4).

3) ENTANGLE-AND-MEASURE ATTACK
An attacker (E) may steal partial information about secret
messages by using ancillary photons to entangle the qubits
sent to the ground station and measuring the ancillary pho-
tons. E may use a unitary operation Ug to entangle a random
qubit on the decoy-qubits and measure the random qubit in
the Z — basis or X — basis to steal the secret. In the follow-
ing, E performs a unitary operation Ug to entangle a qubit
|E), on the decoy-qubits in the quantum states (|0), [1), |+),
or |—)).

Ug |0) IE) = a1 10) |Eoo) + a2 1) |Eo1)

Ue 1) |E) = a310) |[E1o) + a4 [1) |E11), )
where |ai|> + |a2|> = |a3]® + |as]> = 1. Since the
decoy-qubits involved in the proposed protocol, the unitary
operation Ug must meet the following conditions:

Ug 10) |E) = a1 |0) |Eoo) ,

U 1) |E) = a4 |1) |[E11),

U |+) |E) = %[H‘) (a1 |Eoo) + a2 |Eot)

+a3 |Eio) + as |E11))],
Ug|-)IE) = %[I—) (a1 |Eoo) — a2 |Eor)

—az |E10) + a4 |E11))]. 3

When the operation of E introduces no error, Ug must meet
the following conditions:

ay |Eoo) + az |Eo1) = a3 |Ej0) + a4 |Eq1)
ay |Ego) — az |[Ep1) = —a3 |[Evo) +as |Evn) . ©)

We can easily obtain a; + a4 = 1 and a; + a3 = 0, and
|[Eoo) = |E11). We have Ug |0) |[E) = ai|0)|Epo), and
Ug |1) |E) = aa |1) |E11) , which means that E introduces no
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Number of decoy photons (1)

FIGURE 4. Probability of detecting intercept-and-resend attacks.

errors only if |E) and the targeted states are product states.
Therefore, E cannot perform the entangled-and-measure-
attack without being caught.

4) IMPERSONATION ATTACK

In the Case of Impersonating the Drone (d): If the attacker
tries to impersonate the drone (d) by sending forged
sequences Soq, S35, and Sq, to the ground station, they will
be detected in Step 9 because the attacker does not know /Dy
and ID that are required to produce h(IDy @ IDy).

In Case of Impersonating the Ground Station (g): If the
attacker tries to impersonate g, they will send to d an invalid
data (i.e., M in Step 12 and h(r); @ k,) in Step 13) because the
attacker does not know the pre-shared key (K, ) that was used
to reorder the transmitted sequences. Hence, the attacker can
be detected in Step 14 when d checks whether: 1) h(mg)" is
identical to h(m;,) or not; 2) h(ry @ Kg,) is identical to h(r), &
K,) or not.

5) MODIFICATION ATTACK

In this attack, the attacker tries to modify the contents of
the transmitted photons (in Step 2 or Step 6) to make the
communicants obtain different secret messages without being
caught. Then, in the first case, the attacker tries to modify
So, 833 and S; in Step 6 and send the modified quantum
sequences, Soq, S5y, and Sg, to the ground station. But, the
attacker may also modify the decoy-photons since they can-
not distinguish between the decoy-photons and secret pho-
tons. Thus, the attacker could be detected in Steps 7 & 8 when
d and g check the security of the quantum channel. Also,
even if a single photon has been modified; the ground station
will detect the modification when checking the hash values of
h(IDg4; ® ID,) in Step 9. Also, the attacker may try to modify
the sequences M transmitted in Step 9. However, both the
drone and ground station perform a security check using the
decoy-photon protocol as in Step 7. Thus, the attacker will be
detected with high probability.

6) PERFECT FORWARD SECRECY

A proposed scheme supports perfect forward secrecy when
an attacker cannot deduce the shared secret key using a com-
promised pre-shared secret key of any node. In this work,
the final shared secret message/key of the session (Kj) is
shared between d and g using a random number r,, that is not
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included in the pre-shared secret information Kyg, ID,, IDy
and FPy, or transmitted through the communication of the
protocol. As such, the attacker cannot gain any information
about r; from the pre-shared secret information. Thus, the
proposed scheme achieves the perfect forward secrecy.

V. CONCLUSION

In this work, we focused on the problem of authenticating the
identity and the secret messages of the involved entities in
the IoD environment. To address this problem, we proposed
a quantum-based authenticated communication scheme for
drones in Internet-of-Drones Deployment. A database server
is used to pre-share private information with both the ground
station and the legitimate drones through secure private chan-
nels. The drone uses its private information and a randomly
generated key to encode some generated quantum states and
then sends them through a quantum channel to the ground
station. The randomly generated value by the drone is used to
encode the transmitted secret which has not been transmitted
through any of the communication channels, which guaran-
tees the security of the secret messages. Both the drone and
ground station check the security of the transmission based on
the principles of quantum physics; they then authenticate their
identity and the transmitted secret messages. The security
proofs and analysis show that attackers can be detected with
high probability. Through informal security discussions, the
proposed protocol is shown to be secure against well-known
attacks.
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