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ABSTRACT Perfect forward secrecy, cross-verification, and robust mutual authentication guarantee secure
communication through unfavorable and unsafe channels. The speedy development in wireless communica-
tion and drone-assisted networking technology has miserable significance in many areas, including wildlife
monitoring, sidewalk checking, infrastructure inspection, and smart city surveillance. But guaranteeing
message integrity, non-repudiation, authenticity, and authorization for information transmission for these
areas are still challenging for researchers when using Flying Ad Hoc Networks (FANETs). The FANET’s
existence for drone technology is more complicated due to dynamic changes in its topology and easily
vulnerable to the adversary for numerous attacks. So far, before exhilarating a drone in the Internet-of-
Drones (IoD) environment, controlled layered network architecture is indispensable to allow only legitimate
drones to collaborate securely with each other and with the ground control station (GCS) for building the
highest trust. A minor lapse creates a severe complication for communication security because an attacker
might be trapping data from the open network channel and using it for their unusual deeds. Attentively,
identification authentication and message authentication are necessary for such a sensitive environment.
Therefore, in this research article, we have designed a verifiably secure Elliptic Curve Cryptographic (ECC)-
based authentication scheme for IoD using FANET. The formal security proof of the scheme has been made
using a programming verification toolkit ProVerif2.03, Random Oracle Model (ROM), and informally by
pragmatic illustration. And the performance evaluation section of the article has been made by considering
storage, computation, and communication costs. When comparing the proposed security mechanism with
state-of-the-art schemes, it has been shown that the work done in this article is efficient and effective and is
suitable for practically implementing in the IoD environment.

21 INDEX TERMS Manageability, sensors, drones, latency, integrity, authorization, cryptography.

I. INTRODUCTION22

An environment where drones can provide secure access,23

controlled over the internet and operationalized for generic24

purposes, is termed Internet-of-Drones (IoD). A drone is25

also called Unmanned Aerial Vehicle (UAV). It can be26

operationalized in two ways: autonomously or through a27

The associate editor coordinating the review of this manuscript and

approving it for publication was Marco Martalo .

pilot manually. The first type requires a communication link 28

between the drone and the ground control station (GCS) 29

for operating its flight and preprogrammed or automation 30

systems. While in the second type, an operator manually 31

controls, supervises, andmanages the drone via Line-of-Sight 32

(LoS) mode [1]. 33

The rapid growth of drone technology in the past decades 34

has led to the successful adoption of IoD in the military 35

and civilian domains. In both areas, this adoption of IoD 36
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is implemented for various purposes like infrastructure and37

pipeline inspection, filming movies, search and rescue oper-38

ations, traffic monitoring, war reporting, troop movement,39

package delivery, cinematography, military mission, wildlife40

surveillance, and agricultural-land spraying [2].41

Usually, the drone has a set of micro-electromechanical42

systems, low-capacity batteries, airframes, micro-processors,43

micro-radio devices, and a limited capacity and volume of44

payload. Due to its too fewer capabilities yet not qualified45

for complex operations, like aerial surveillance during natu-46

ral disaster assessment, infrastructure inspection, reconnais-47

sance mission, and other processes. However, multi-drone48

systems that operate across FANETs can allow drones and49

GCS to work collaboratively for such a complex mission50

completion. The synergy among all the participants is neces-51

sary to improve IoD’s functionality. After achieving synergy,52

the drone can communicate with itself and the GCS through53

wireless and self-organizing networks called Flying Ad-hoc54

Networks (FANETs), a sub-type ofMobile Ad Hoc Networks55

(MANET). However, FANET causes networking problems56

that prevent a drone from communicating effectively with57

GCS. So far, considering all the basic features of FANET,58

message authentication and identification authentication are59

challenging tasks in providing successful path discovery, data60

transmission, and route maintenance services to all IoD par-61

ticipants [3].62

Moreover, without presenting creative and sustainable63

solutions to the critical security features like integrity,64

non-repudiation, and confidentiality, the drone cannot show65

considerable protection against multiple attacks, including66

physical capture, clogging, DoS, and stolen-verifier, etc. And67

these issues and serious challenges can only be tackled by an68

innovative security design/framework to delegate it to vari-69

ous IoD participants and other entities for effective services.70

For this purpose, a cryptographic algorithm (cryptosystem)71

is crucial for making it practical for user accomplishments.72

However, according to the literature, standard cryptographic73

algorithms/protocols have been developed but do not offer74

efficient service [4]. For example, Ronaldo et al. [5] proposed75

an ECC key for encrypting symmetric cryptographic keys and76

Koblitz’sMethod for encoding decoding purposes. But due to77

heavy transmission time, their security scenario cannot offer78

efficient services to the drone. Even though there is a lot of79

research [6], [7], [8] done on drone communication security,80

still no systematic infrastructure or framework has been given81

for IoD’s networking and communication difficulties. As a82

result, it is necessary to design an authentication scheme to83

fully use drones’ potential in strengthening communication84

security, such as a mobile device to drone, drone to drone,85

drone to the mobile device, drone to GCS, and GCS to drone,86

and increase its performance.87

A. MOTIVATION AND CONTRIBUTIONS88

As the drone (D), mobile device (M), and ground-control-89

station (GCS) in IoD can exchange information via an open90

network channel (FANET), so the security of information91

broadcasting remains a noticeable concern. The attacker can 92

catch data from the insecure channel and use it later for mali- 93

cious deeds. Furthermore, suppose the integrity, confidential- 94

ity, and authorization of this sensitive information becomes 95

leaked and exposed to the attacker; they can easily be 96

launching reply, masquerade, man-in-the-middle, and drone 97

physical capture attacks at any time. Also, the attacker can 98

rebound it to an adversary (an algorithm, powerful computer 99

or software program, etc.) for disrupting Ephemeral-Secret- 100

Leakage (ESL) attack. Therefore, it is extremely required to 101

build an authentication protocol that can provide access to 102

an end-user at any time without interacting with the GCS. 103

As a result, we suggested an ECC-Based protocol for IoD 104

deployment drone using FANET. The major contributions of 105

this research work are as under: 106

i. An ECC-based lightweight protocol is designed for an 107

IoD deployment drone using FANET. The Computation 108

Diffie-Hellman (CDHP) technique is used to securely 109

exchange ECC keys among all the participants of IoD 110

during the session key generation process. 111

ii. The proposed protocol guarantees to be secured against 112

all known threats faced by IoD, incredibly privileged 113

insider, stolen-verifier attacks, andmitigates the outdated 114

data transmission and design flaws that are often noticed 115

in state-of-the-art protocols. 116

iii. The randomized key over finite filed Fq has the capabil- 117

ity of minimum computation costs, less communication 118

and storage overheads, and strong security. 119

iv. The generation of 160-bit random keys, formal proof 120

using [9], [10] and informal proof using [11] demonstrate 121

the robustness of the proposed protocol. 122

v. The security and performance balancing approach has 123

been accomplished, which is often lacking in previous 124

protocols. 125

B. PAPER ORGANIZATION 126

The organization of the paper is structured as follows: 127

Section 2 contains the foundation of this research, section 128

3 demonstrates the literature, section 4 proposes a lightweight 129

ECC-based authentication protocol for IoD, and section 130

5 explains how to perform a security analysis using ROM 131

[9], ProVerif2.03 [10], and proposition/pragmatic illustra- 132

tion [11] for the proposed protocol. Section 6 contains 133

the proposed protocol’s performance analysis regarding 134

storage overheads, communication, and computation costs 135

and comparative analysis. Finally, in section 7, we will 136

conclude the paper and make some recommendations for 137

future work. 138

II. PRELIMINARIES 139

This preliminary section of the paper will briefly explain the 140

fundamental background and different security features con- 141

sidered to be the building blocks for the proposed verifiably 142

secure ECC-based authentication and key agreement protocol 143

for IoD using FANET. 144
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A. ELLIPTIC CURVE CRYPTOGRAPHY (ECC)145

The elliptic curve over points (x, y) can be defined by y2 =146

x3+ax+b mod p, where a, b∈ Zp and whereas p is a prime.147

ECC is a widely used public-key cryptographic technique in148

which cryptographic primitives can be constructed on a cyclic149

group of finite filed (Fq) [12]. A standard methodology to150

automatically conceptualize E(Fq) is to understand the curve151

of the equation y2 = x3+ax+b mod p. It is to mention that152

the curve intersects three pints means point P is counted153

twice along with the point Q that can satisfy all these key154

pairs: The negation P is –P, P+(-P) = Q, P+(-P)+ Q=155

(P+(-P))+Q=Q+Q=Q. The point P is on the x-axis and is156

P(x, y), and -P=-(x, y)=(x, -y). Also, for two arbitrary points157

P1 and P2, the curve E/Fq P1+P2=-Q=Q [12].158

B. DIFFIE-HELLMAN KEY EXCHANGE TECHNIQUE159

The Diffie-Hellman key exchange method is a safe and160

efficient way for two parties to exchange a shared key161

without encrypting the data. It is important to note that162

Diffie-Hellman does not provide authentication. Diffie-163

Hellman algorithms can be used as part of an authentication164

protocol. We will use it for the secure exchange of keys,165

random numbers, identities, etc., among different peers that166

will be used for mutual authentication and cross-verification.167

In cryptosystems, elliptic curves are commonly occurred and168

defined over a finite field Fq forms a group G of order169

prime. So, there is no non-generic algorithm is available for170

solving the Computational Diffie-Hellman Problem (CDHP)171

on elliptic curves. By taking points (P, Q) from a curve and172

by applying CDHP will definitely make it hard to compute173

by anyone like aP, bQ, abP, abQ, or (P, Q)ab [13].174

C. FLYING AD HOC NETWORK (FANET)175

FANET is a type of network that can connect several small176

unmanned aerial vehicles (UAVs) in an ad hoc way and inte-177

grate into a team/group/cluster to achieve high-level targets.178

The essential characteristics of FANETs include mobility,179

absence of central control, self-organization, and ad hoc180

nature amongst the UAVs, which might enhance connec-181

tion and communication range in infrastructure-less areas.182

On the one hand, FANETs can provide an immediate deploy-183

ment, flexibility, self-configuration, and comparatively low-184

cost operating network in the development of a disaster where185

ordinary communication infrastructure is unavailable, and on186

the other way, it connects multiple UAVs in an ad hoc manner187

which is considered a big challenge. Therefore, in order to188

build a stable, reliable, and durable connection, this degree189

of coordination requires suitable communication-controlled190

architecture along with efficient and robust authentication191

protocols that can make UAVs functionalized for a complex192

tactical tasks in highly dynamic flying zones [14].193

D. NETWORK MODEL194

The proposed Internet-of-Drones (IoD) model consisted of195

the following main entities/participants:196

Trusted Authority Center (TAC): The trusted authority 197

center (TAC), also known as the certification authority, is a 198

legitimate organization that verifies IoD services in order to 199

determine with whom you interacted. It is an essential part 200

of the designed security framework which is responsible for 201

supplying real-time problem handling, data processing, and 202

networking services to the IoD environment as a whole. 203

Ground Control Station (GCS): It is the centralized 204

command and control center for drones’ secure flight and 205

direction services. It manages operational parameters, mon- 206

itors drone sensors, and governs surveillance cameras. GCS 207

creates flight separation operations andmission-critical activ- 208

ities and controls the drones’ payload subsystems. GCS is 209

also responsible for interpreting, gathering, and disseminat- 210

ing data gathered by the drone during a critical task. 211

Drone (D): A drone is a key participant in the IoD envi- 212

ronment. Light materials like sensors, actuators, payloads, 213

batteries, and GPS lasers reduce weight and enhance maneu- 214

verability. The navigational system and sensors are installed 215

in the nose of a drone. Different companies selling drones 216

are designed as highly complex and composite features that 217

absorb vibrations, increase the communication module, and 218

onboard small computer systems to supervise, monitor, and 219

control the fundamental components of the drone. 220

Mobile-Device (M):Mobile devices (M) of different vari- 221

eties are available now a day in the market. It must have 222

the functionalities to control a drone remotely by operating 223

someone (User). It must be powerful enough to prevent the 224

drone flight from lagging, crashing during use and freezing, 225

etc. Figure 1 shows the proposed network or system model in 226

this article in which each entity first registers with TAC and 227

then is deployed in IoD for the task. 228

E. ADVERSARY MODEL 229

This model is based on [15], suppose the proposed protocol 230

is denoted by
∏
, entities involved are Mobile-Device (M), 231

Drone (D), ground-control-station (GCS) and many instances 232

are −Pi means an ith instance of
∏
. GCS has a confidential 233

key s; let suppose the drone has its identity IDD, nonce 234

ND, and public key RD; mobile-device (M) has IDM, nonce 235

NM, publicly known key RM. Drone (D) stores (RD, SD, 236

PKD, SKD), and Mobile-Device (M) stores (RM, SM, PKM, 237

SKM) parameters in their memories. Adversary interacts
∏

to 238

represent themselves as a malicious drone with D, M, or GCS 239

in the following manner. 240

1. A extracts information for finding out the internal secrets 241

in it 242

2. A can change the internal parameters stored in either 243

drone’s or GCS’s memory, which later were used for 244

malicious deeds. 245

3. A might erase some or whole data from the internal 246

storage. 247

4. A upgrades the stored information to fulfill their desired 248

work. 249

5. A may corrupt the internal secret information. 250
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6. A can also falsify the secret parameters by injecting their251

own false credentials.252

7. A copy message from the open network line and later used253

for a potential replay attack.254

8. A using power analysis and reverse engineering tech-255

niques for extracting the valuable information from the256

stolen/take-down/crashed drone and later on use it for their257

own purpose.258

Similarly, more generally, let suppose the static IoD’s par-259

ticipant is denoted by f and dynamic by nwhereas n>f, n>2f,260

or n>3f, so the power with adversary A in the stated situation261

is:262

1) A corrupt either static or dynamic or both participants.263

2) A gains some computational power for rebounding secu- 264

rity parameters, perform a polynomial times calculation 265

to figure out the internal credential by launching a pos- 266

sible attack. 267

3) Amight construct some hash-rated values to match with 268

the actual hash values for possible hash value collision. 269

4) A sees the different messages over the public network 270

channel of all participants. 271

5) Finally, A can inject wrong things into an actual message 272

by copying a message from the line, corrupting it, mod- 273

ifying it or deleting something from it, or dynamically 274

taking extra round trips to decide what message needs 275

to be corrupted and which one is un-corrupted, etc. 276

FIGURE 1. Network model.
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F. THREAT MODEL277

Dolev and Yao first introduced the threat model called DY278

[16] model, later elaborated by Myagmar et al. [17]. It is279

a practical risk assessment approach when using a system’s280

security technique. This model must recognize and under-281

stand any possible threat to the system by formulating ran-282

dom tests to detect it and how the given security mechanism283

responds to such a threat. If someone understands how risk284

can affect systems, categorize it as either an active threat or285

passive threat, and then implement preventive measures or286

countermeasures for them like spoofing, privilege escalation,287

DoS, information leakage, tampering, and repudiation are all288

potential threats to our proposed security paradigm. We can289

quickly discover problems early by using DY [16] and [17],290

identifying design flaws, and specifying where the danger291

agents are located. We can also emphasize an attacker’s292

strengths, maintain protocol ahead of internal and external293

attacks, consider risks that are not typical, and make a list294

of security requirements.295

III. RELATED WORKS296

This section of the paper demonstrates the various security297

protocols for IoD or IoT proposed by multiple researchers.298

Boneh et al. [18] proposed the first authentication method299

in 2003. Their protocol was adequate for the two parties,300

but when the number of users increased, it has vulnerable to301

forgery attack. Lysyanskaya et al. [19] offered an authenti-302

cation protocol based on three algorithms, i.e., permutation,303

RSA, and combination, for securing the random numbers304

exchanged across different parties. Herranz [20] proposed305

a dynamic identity-based deterministic authentication sys-306

tem. However, an attacker can easily access a legitimate307

user’s internal credentials when using an extract algorithm.308

Paterson and Schuldt [21] devised an efficient and effec-309

tive protocol in the random oracle model compared to [20].310

But intruder can successfully extract the hidden credentials311

by running an extract query with the help of a challenger.312

Boldyreva et al. [22] developed a public cryptographic-based313

authentication protocol based on dynamic identity. However,314

the adversary can quickly enter and extract the internal cre-315

dentials by running the access algorithm due to the non-usage316

of the Computational Diffie-Hellman Problem (CDHP).317

Zhang et al. [23] suggested a many-to-one certificateless318

authentication protocol for IoD, claiming that it is resistant319

to forgery attack and protected in restricted bandwidth. They320

used the CDHP for exchanging the public-private key pairs321

among all the participants. Despite CDHP, it still noticed sev-322

eral drawbacks, like the inability towithstandDoS and insider323

attacks. Xing et al. [24] proposed a protocol based on cubic324

residues, claiming that their method is the most effective due325

to working in Einstein cubic ring design. Xiong et al. [25],326

Tian et al. [26], and Viet et al. [27] explained a certificateless327

public key cryptographic-based aggregate signature authen-328

tication protocol. They established a system of small-scale329

drones that can operate in low-altitude areas and provide330

different services. They used the mathematical lemma and 331

RSA to improve the security of their certificateless aggre- 332

gate signature-based protocols. However, it does not offer 333

efficiency during message broadcasting among participants. 334

Won et al. [28] proposed a set of three security protocols 335

for IoD implementation of drones for smart car parking, 336

smart city infrastructure health monitoring, and infrastructure 337

inspection after a severe earthquake. But due to the batch 338

verification instead of one-to-one, the one protocol from 339

three suits, i.e., CLDA (Certificateless Data Aggregation), 340

is incompetent in computation. It does not secure under a 341

random oraclemodel using CDHP. Zhong et al. [29] proposed 342

an aggregate signature-based protocol and stated that it could 343

withstand types I and II attacks in the random oracle model 344

but later failed to resist a side-channel attack. 345

In the IoT environment, Challa et al. [30] developed a 346

new user authentication and key exchange protocol that can 347

also be used in the IoD environment. Haque et al. [31] 348

suggested a protocol based on simple encryption/decryption 349

with low computation complexity and efficiently running on 350

a low-resource computer system. Benzart et al. [32] proposed 351

a security mechanism that offered integrity, nonrepudiation, 352

unforgeability, and confidentiality because they used encryp- 353

tion and aggregate signature concepts. But digitally sign- 354

ing and then encrypting a document takes more computer 355

cycles and bloats the message by adding extra information. 356

In an IoT environment, Turkanovic et al. [33] demonstrated 357

a user authentication protocol that can also be used in an 358

IoD environment. Farash et al. [34] proposed an improved 359

authentication protocol and addressed all the security flaws 360

identified in Turkanovic et al. [33] protocol. Farash et al. [34] 361

cryptanalysis Turkanovic et al. [33] protocol and said that 362

[33] is vulnerable to user impersonation, known temporary 363

session key details, smart card problems, and off-line pass- 364

word guessing attacks. 365

Pu and Li [35] used a physical unclonable function (PUF) 366

to verify and validate messages between drones and ground 367

stations. They demonstrated that traditional cryptography 368

is insufficient to protect sensitive data transmission; how- 369

ever, PUF may ensure communication. They also merged 370

the Chaotic Map method for generating random keys, but 371

it did not provide perfect forward secrecy. Alladi et al. [36] 372

also suggested a PUF-based authentication protocol for UAVs 373

using FANET. Their protocol computed two session keys to 374

ensure high protection in UAVs’ critical data transmission 375

environment. Their protocol is unsafe, and confidentiality, 376

privacy, and reliability are not guaranteed [38]. Jan et al. [37] 377

proposed an HMACSHA1-based authentication protocol for 378

securing IoD and have combined hash message authenti- 379

cation code with a secure hash algorithm (HMACSHA1) 380

to offer a much more secure IoD environment for drone 381

technology. Their scheme securely communicated between 382

a drone to GCS, GCS to drone, drone to drone, and GCS. 383

Nikooghadam et al. [38] demonstrated an ECC-based proto- 384

col, claiming that their protocol is stable and resists all known 385

attacks under the random oracle model when using CDHP. 386
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However, it still has traceability issues and is not appropriate387

for realistic implementation in the IoD setting due to impor-388

tant key-escrow issues. To implement IoD deployment drones389

for smart city surveillance and user-specific information to390

many smart objects, [39] suggested authentication proto-391

cols based on elliptic curve cryptography. [40] introduced392

a particular protection framework known as the demand393

response management authentication scheme (DRMAS) for394

grid computing. Jan et al. [41] proposed aggregate signature395

based pairing cryptographic key agreement protocol for IoD396

deployment military drone using UAVNs or FANET. They397

successfully mitigated the flaws found in literature like side-398

channel attacks, Unlink-ability, anonymity and traceability,399

forgery attack, and replay attacks. They have proved their400

scheme using mathematical lemma, logic, and ProVerif2.03;401

while the performance has been analyzed by considering402

threemetrics. Their schemes have shownmuchmore efficient403

and effective results, but instead of one-to-one authentica-404

tion, aggregate signature minimizes the performance of the405

system.406

Finally, Chen et al. [42] proposed a security protocol for407

small UAVs. Later, these small UAVs can be used for various408

applications, like entertainment, personal aerial photography,409

commercial markets, cargo transportation, military, police410

law enforcement activities, border control, disaster relief,411

and even agricultural and industrial applications. In addition,412

if implemented and installed for small UAVs, their protocol413

may provide smart city services such as traffic control and414

management, stock distribution, health, and emergency assis-415

tance. Their scheme is a hybrid cryptosystem-based privacy-416

preserving authentication protocol (e.g., digital signature,417

ECC, and cryptographic hash function). They claimed that418

their protocol is safe against malicious attacks and efficiently419

provides anonymity, confidentiality, and data integrity. How-420

ever, after an extensive study of Chen et al. [42] scheme, the421

following drawbacks have been noticed. These are explained422

as under:423

A. FORWARD SECRECY ISSUE424

The attacker may put a fake request using a fake random425

number. The GCS understands that the said request was426

received from a legal drone, deriving a random number rA,427

a large prime number PA, calculates a master key KA =428

rAPA, and computes SEKA = H1(KA, PA). Also, if the secret429

is available to an adversary at any form/stage, they can effi-430

ciently compute the session key. Similarly, if a drone crashes431

or an adversary captures it physically or takedown and tries432

to recover the secrets from its memory, i.e., rGCS, rUAV, rPMD,433

and RUAV=rUAVP, they can easily recover. After recovering434

these stored credentials, the adversary can launch any attack.435

Therefore, Chen et al. [42] scheme failed to deliver perfect436

forward secrecy.437

B. PRIVILEGED INSIDER ATTACK438

What happens if the offender uses internal channels to access439

the systems? What if it is someone whom you trust? What440

if it is an insider with a security clearance? Because sev- 441

eral high-profile cases have arisen where a trusted indi- 442

vidual caused great harm to an organization. It is unclear 443

whether that person committed the sabotage willingly, but 444

the payload only activated upon particular criteria. Therefore 445

considering these questions in mind, the scheme presented 446

by Chen et al. [42] contains a random number rUAV and an 447

identity IDUAV during its initial flight; an operator can easily 448

use it for malicious purposes. 449

Microsoft statistics tells us that 1.5 million users have 450

used 6.5 identities and passwords for just 25 websites in 451

just three months, implying that a single password is shared 452

in 3.9 online accounts/applications. As a result, if GCS’s 453

privileged insider/administrator knows the identity (IDUAV), 454

he/she can easily impersonate that specific user by using it 455

on another website for other reasons. In [42], a drone sends 456

identity to GCS directly where the privileged insider can 457

get and abuse it in some other place for accessing other 458

applications. Therefore, Chen et al. [42] methodologies are 459

vulnerable to privileged insider attacks. 460

C. STOLEN VERIFIER ATTACK 461

Suppose an attacker can steal the mobile device (M), 462

in [42], they can easily figure out credentials from it using 463

power analysis attack and reverse engineering. The attacker 464

extracts the internally stored credentials by choosing an 465

imaginary random number RA, mobile-device (M) com- 466

putes and multiply it with public key rAP, hPMD = 467

H1(IDPMD, RPMD), SPMD = rPMD+hPMD and confirms 468

SPMDP?=RPMD+H1(IDPMD, RPMD)PKTAC. Due to this, 469

an attacker identifies RPMD, SPMD, PKPMD, and SKPMD 470

parameters, which can then be used for launching any attacks 471

at any time. Therefore, Chen et al. [42] protocol is weaker 472

against stolen verifier attack. 473

D. OUT DATED DATA TRANSMISSION FLAW 474

In Chen et al. [42], it might send the previous session data 475

in the upcoming session, and it has not mentioned how to 476

deal with the already used credentials of other sessions. For 477

example, during session key generation, the mobile device 478

sent (IDPMD, cPMD, CHKUP) without any time threshold 479

and the system couldn’t identify who sent it and when it 480

was sent. The drone sends (IDUAV, cUAV2, CHKGU) message 481

towards GCS, and GCS sends (IDGCS, cGCS2, SigGCS2) mes- 482

sage towards UAV which can misguide each one at any time. 483

Also, if a drone is deployed to identify the temperature status, 484

it is widely a chance to send the previous session’s recorded 485

temperature instead of a new one. Therefore, the outdated 486

data transmission issue in Chen et al. [42] protocol has been 487

observed. 488

E. MISSING UAV ADDITION PHASE 489

If the system needs another drone for some other task, it has 490

never been explained how a drone can be added dynamically 491

to the network. Therefore, Chen et al. [42] protocol doesn’t 492
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provide a dynamic UAV addition facility to the synchronous493

network topology.494

F. MISSING UAV REVOCATION/REISSUE PHASE495

If a drone goes out of a system, Chen et al. [42] never496

explain what happened to its stored record. Therefore [42]497

failed to offer a facility for the UAV revocation phase or498

cancellation/deletion of the previous drone (malfunctioned499

drone for some reason) record.500

IV. PROPOSED SCHEME501

This section presents the improved, lightweight, ECC-based502

authentication and key-agreement protocol for secure drone503

communication with the ground control station and other504

participants. The proposed authentication protocol consists505

of five phases, including the setup phase, registration phase,506

authentication phase, dynamic drone addition phase, and507

drone revocation/reissue phase; each of these phases is508

described one by one under the following headings, while509

different notations used for designing the protocol are shown510

in Table 1.511

TABLE 1. Notations and its descriptions.

A. SETUP PHASE512

In the setup phase, the TAC generates the public parameters513

for the IoD aswell as their own private key by choosing a large514

prime P, elliptic curve points Eq(a, b), a base point P∈Eq(a,515

b) of order prime q, one-way hash function h:(0. 1)∗ →(0,516

1)l , a secret key s∈Zq of the same order prime q, and publish517

system parameters (Ep(a, b), P, s, h(.)).518

B. REGISTRATION PHASE519

This phase completed in the following three sub-phases,520

while the different computation steps are shown in521

module I (a), (b), and (c).522

1) DRONE’S REGISTRATION 523

A drone (D), must, first, registers with the trusted authority 524

center (TAC). First, selects drone’s identity IDD, chooses 525

a random nonce ND, computes: MIDD=h(IDD||ND) and 526

sends MIDD towards trusted authority center (TAC). The 527

TAC picks a random number rD, computes: RD=rDP, 528

hD=H1(MIDD||RD), SD=rD⊕hDs and transmits (RD, SD, 529

PKD, SKD) towards the drone over a secure channel. Upon 530

receiving (RD, SD, PKD, SKD) message, the drone verify 531

SDP?=RD⊕H1(MIDD||RD)||PKC, if confirmed, TAC stores 532

(RD, SD, PKD, SKD) in the memory of a drone (D). 533

2) MOBILE-DEVICE REGISTRATION 534

The mobile device (M) chooses identity IDM and picks a ran- 535

dom nonce NM, computes MIDM= h(IDM||NM) and sends 536

MIDM towards the trusted authority center. TAC selects a ran- 537

dom number rM, computes: RM= rMP, hM=H1(MIDM||RM), 538

SM= rM⊕hM||s and transmits (RM, SM, PKM, SKM) towards 539

mobile device over a secure channel. The mobile device con- 540

firms SMP?=RM⊕H1(MIDM||RM)||PKC, if verified, stores 541

(RM, SM, PKM, SKM) parameters in the memory of the 542

mobile device (M). 543

3) GROUND CONTROL STATION REGISTRATION 544

The ground control station (GCS) chooses identity IDG, 545

random nonce NG, computes MIDG= h(IDG||NG) and 546

sends MIDG towards trusted authority center. The TAC 547

picks a random number rG, computes RG= rGP, hG= 548

H1(MIDG||RG), SG= rG⊕hG||s and transmits (RG, SG, PKG, 549

SKG) message towards GCS over a secure channel. Upon 550

receiving (RG, SG, PKG, SKG) message, GCS confirms 551

SGP?=RG⊕H1(MIDG||RG)||PKC, if verified stores (RG, SG, 552

PKG, SKG) parameters in the memory of GCS. 553

C. AUTHENTICATION PHASE 554

This phase of the protocol comprising of Mobile-Device→ 555

Drone, Mobile-Device → Ground Control Station, Ground 556

Control Station → Drone and Mobile-Device → Drone 557

→ Ground Control Station. Each of these sub-phases is 558

described one-by-one under the following step of computa- 559

tions and shown in module II (a), (b), (c) and (d). 560

1) MOBILE-DEVICE AND DRONE AUTHENTICATION 561

By controlling the drone via a mobile device the following set 562

of computations are to be performed: 563

i. The mobile-device chooses a random number a, calcu- 564

lates XM = aP||TS1, where TS1 is the timestamp; and 565

sends (IDM, RM, XM, TS1) message towards the drone 566

(D). 567

ii. The drone first checks the timestamp with the cur- 568

rent time TSc-TS1 ≤ 1TS and chooses a ran- 569

dom number b, calculates XD = bP||TS2, PKM = 570

RM⊕H1(MIDM||RM)||PKC, KUP2 = b||XM, KUP1 = 571

SD||(XM⊕b)||PKM, and computes session secret shared 572

keys i.e. SEKUP = H2(KUP1||KUP2), and CHKPU = 573
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H3(SEKUP||XPMD), Build amessage having (MIDD, RD,574

XD, CHKPU, TS2) parameters and sends back towards575

the mobile device.576

iii. There, the mobile-device, first checks the time thresh-577

old, by subtracting the received timestamp from its578

current time TSc-TS2 ≤ 1TS, if not validates,579

it means the data is outdated, else, computes: PKD =580

RD⊕H1(MIDD||RD)||PKC, KPU1 = SM||(XD⊕a)||PKD,581

KPU2 = aXD, and confirms SEKUP = H2(KPU1||KPU2),582

and CHKPU?=H3(SEKUP||XM), if not matched, termi-583

nation of the process performed, else, keep SEKUP and584

CHKPU are session secret shared keys.585

2) MOBILE-DEVICE AND GCS AUTHENTICATION586

Drone doesn’t provide services without obtaining flight-path587

by an operator from the ground control station. To do so,588

authentication of mobile-device with the ground control sta-589

tion is necessary. For such a communication, the following590

computations are performed:591

i. The mobile device extracts a random number c592

timestamp TS1 and computes XM2 = cP||TS1,593

sends (MIDM, RM, XM2, TS1) message 594

towards GCS. 595

ii. The GCS upon receiving (MIDM, RM, XM2, TS1) 596

message, checks whether the received data is fresh or 597

outdated by subtracting the received timestamp from 598

its current timestamp TSc-TS1 ≤ 1TS, if not vali- 599

dated, the message is considered for potential replay 600

attack, else, chooses a random number d and computes: 601

XG= dP||TS2, PKM=RM⊕H1(MIDM||RM)))PKC, 602

KGP1=SG||(XM2⊕d)||PKM, KGP2= dXM2, and com- 603

pute session secret keys i.e. SEKGP=H2(KGP1||KGP2), 604

and CHKPG=H3(SEKGP||XM2). Build amessage having 605

(IDG, RG, XG, CHKPG, TS2) parameters and send back 606

towards mobile device. 607

iii. The mobile device, first checks the freshness of 608

the message TSc-TS2 ≤ 1TS and computes: 609

PKG=RG⊕H1(MIDG||RG)||PKC, KPG1=SM|| 610

(XG⊕c)||PKG, KPG2= cXG, confirms 611

SEKGP=H2(KPG1||KPG2), and CHKPG?=H3 612

(SEKGP||XM2), if matched, keep it session secret 613

keys. 614
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3) GCS AND DRONE AUTHENTICATION615

If a ground control station wants to know the status of a616

drone, flight-plan, GPS coordinates and scope of regulations,617

it needs to properly authenticate each other. In this regard, 618

the following step will assure a successful communication 619

between GCS and drone: 620
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i. The ground-control-station, first chooses a random num-621

ber r∈Z∗q calculates XG=rP||TS1 and build a sig-622

nature containing drone identity, encrypted with a623

private key r i.e. SigG=Encr(MIDD||RG) and sends624

(SigG, MIDG, RG, XG, TS1) message towards a625

drone (D).626

ii. The drone firstly verifies the timestamp TSc-TS1 ≤ 627

1TS in XG. if found outdated, shall be considered 628

a potential replay attack, else decrypts and confirms 629

(MIDD||RG)?=VPKG(SigG), Further drone extracts t, 630

computes XD=tP||TS2 and built a response signature 631

containing IDM, GPS values and drone certificate i.e. 632
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SigD=Enct(MIDM||RD||MGPS||certD) and sends (SigD,633

MIDD, RD, XD) to GCS.634

iii. GCS checks timestamp in XD, if it was outdated, the635

GCS discard and terminate the process, else, confirms636

(MIDM||RD||MGPS||certD)?=VPKD(SigD4) and authen-637

ticate each other.638

4) M, D AND GCS AUTHENTICATION639

The purchase approval, flight-path and other necessary640

authentication will be utilized by M, D, and GCS. Now,641

the operator can use D via his/her M for any operation.642

But mutual authentication among these (D, M and GCS)643

is necessary which can be performed in the following644

steps:645

i. First, the M computes: cM3=ESEKup(MR||certD),646

SigM3=SSKM(MR||certD) and sends (MIDM, cM3,647

SigM3) message towards D.648

ii. The drone decrypts (MR||certD)=DSEKup(cM3), con-649

firms (MR||certD)?=VPKM(SigM3) and extracts a ran-650

dom number e computes: XD2=eP||TS1 and sends651

(MIDD, RD, XD2, TS1) message towards GCS.652

iii. GCS checks timestamp in XD2, TSc-TS1 ≤ 1TS and653

computes: PKD=RD⊕H1(MIDD||RD)||PKC, extracts654

another random number f and calculates XG2=fP||TS2.655

KGU1=SG||(XD2⊕f)||PKD, KGU2=fXD2 and computes656

shared session secret keys i.e. SEKGU=H2(KUG1657

||KUG2), and CHKUG=H3(SEKUG||XD2) and sends658

(MIDG, RG, XG2, CHKUG) message back towards drone.659

iv. Drone checks timestamp in XG2, TSc-TS2 ≤ 1TS, com-660

putes PKG=RG⊕H1(MIDG||RG)PKC, KUG2=eXG2,661

KUG1=SD||(XG2⊕e)||PKG, verify SEKUG=H2(KUG1662

||KUG2), and CHKUG?=H3(SEKGU||XD2). Build663

(MIDG, RD, XG2, CHKUG, TS3) message and transmits664

toward M.665

v. The mobile device check timestamp in XG, TSc-TS3 ≤666

1TS, computes PKD=RD⊕H1(MIDD||RD) PKC,667

extracts random number g, calculates KUG1=gXM,668

computes KUG1=SM||(XD⊕g)||PKD and confirms669

SEKUG?=H2(KUG1||KUG2) and CHKUG?=H3(SEKUG670

||XD2) and keeps it the session shared keys in M, D and671

GCS.672

D. DYNAMIC DRONE ADDITION PHASE673

The protocol which is presented in this paper pro-674

vides the facility of adding a new drone to the system675

securely. Let a new drone (Dnew) added to the system,676

the trusted authority center chooses a random nonce Nnew
D677

and unique identity IDnew
D for the drone (Dnew) and com-678

putes: MIDnew
D =h(ID

new
D ||N

new
D ) and sends MIDnew

D towards679

the trusted authority center (TAC) over a secure chan-680

nel. The trusted authority center (TAC) chooses a ran-681

dom number rD of 160-bits and computes the master key:682

Rnew
D =r

new
D P; further calculates hnewD =H1(MIDnew

D ||R
new
D ),683

SnewD =r
new
D +h

new
D ||s and sends (Rnew

D , SnewD , PKnew
D , SKnew

D )684

towards the drone over a secure channel. The Dnew (drone)685

verifies SnewD P?=Rnew
D ⊕H1 (MIDnew

D ||R
new
D )||PKC, if val- 686

idated, the TAC stores (Rnew
D , SnewD , PKnew

D , SKnew
D ) in 687

the memory of the drone (Dnew). Now it is ready to be 688

deployed in the IoD environment for the assigned task. 689

It is worth mentioning that the topology of FANET is 690

dynamically changed without losing values. This important 691

phase has not been mentioned by Chen et al. [42] in their 692

protocol. 693

E. DRONE REVOCATION/RE-ISSUE PHASE 694

If an authentic mobile-device (M) stolen by someone or lost 695

somewhere from a legitimate user/operator and user desires to 696

operationalize another mobile-device for operating a drone; 697

the following steps must be performed: 698

i. The newly mobile device must create a random num- 699

ber c/ computes: MIDnew
M =h(ID

New
D ||c

/) and presents 700

(MIDnew
M , h(.)) to TAC over a secure channel. 701

ii. TAC chooses a random number rnewM and computes: 702

Rnew
M =r

new
M P, hnewM =H1(MIDnew

M ||R
new
M ), SnewM =r

new
M ⊕ 703

hnewM ||s and dispatches (Rnew
M , SnewM , PKnew

M , SKnew
M ) via 704

a reliable line. 705

iii. The mobile-device (M), first checks and confirms 706

SnewM P?=Rnew
M ⊕H1(MIDnew

M ||R
new
M )||PKC, if verified, 707

replaces old (RM, SM, PKM, SKM) credentials with 708

(Rnew
M , SnewM , PKnew

M , SKnew
M ) in the memory of the mobile 709

device. 710

iv. It is to mention that before using mobile-device (M), 711

it must first securely authenticate with GCS for reliable 712

communication. To do so, the following steps of compu- 713

tations are performed with the GCS: 714

v. The secret value at mobile device is Xnew
M2 =c

/P, and other 715

stored values are MIDnew
M , Rnew

M . Now (MIDnew
M , Rnew

M , 716

Xnew
M2 ) parameters are transmitted towards GCS. 717

vi. When receiving (MIDnew
M , Rnew

M , Xnew
M2 ) message, the 718

GCS chooses a random number dnew and computes: 719

XG=dnewP, PKnew
M =R

new
M ⊕H1 (MIDnew

M ||R
new
M )||PKC, 720

KGP1=SG||(Xnew
M2 ⊕d

new)||PKnew
M , KGP2=dnewXM2, 721

SEKGP=H2(KGP1||KGP2), and CHKPG=H3(SEKGP 722

||XM2). The GCS send (IDG, RG, XG, CHKPG) message 723

back towards mobile device (M). 724

vii. The mobile-device (M) calculates: PKG=RG⊕H1 725

(MIDG||RG)||PKC, KPG1=SnewM || (XG⊕c/)||PKG, 726

KPG2=c/XG, and confirms: SEKGP=H2(KPG1||KPG2) 727

with CHKPG?=H3(SEKGP||XM2). If matched with the 728

previously stored values, the operation become success- 729

ful, otherwise, a denied message will be displayed. 730

V. SECURITY ANALYSIS 731

In this section, the security analysis for the proposed ECC- 732

based authentication protocol in the IoD environment is per- 733

formed both informally using the general adversarial model 734

and pragmatic discussions [42] and formally using the ran- 735

dom oracle model (ROM) [13]/ProVerif2.03 [15]. Both of 736

these methodologies (ROM and ProVerif2.03) for formal 737

security analysis are given one by one as under: 738
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A. ROM [13] ANALYSIS739

We scrutinize the proposed security mechanism by a740

worldwide used technique ROM. This is a theoretical model741

investigating the adversary’s advantage regarding breaking742

the proposed protocol for IoD using FANET. Suppose our743

protocol is denoted by , adversary by AAA, and participants744

(M, D, GCS) by −P. Let ith instances are available with AAA745

for breaking our protocol by launching attack(s) on M, D,746

and GCS. Before analyzing in −P, the following actions are747

performed:748

1) STATES & PARTICIPANTS749

There exist three ROM states: 1-Accept, 0-Reject, and -750

denied. The ith instance in P are ,M,D, GCS and are denoted751

as INP, IND, INM, INGCS, respectively.752

2) QUERIES753

Let an adversaryAAA and a responder establish communica-754

tion with GCS and D, and let Ei denotes both. In contrast,755

i indicate the ith occurrence of GCS and D. Whereas EDS756

means adversary action to impersonate D,M, or GCS by forg-757

ing (RD, SD, PKD, SKD), (RM, SM, PKM, SKM) or (RG, SG,758

PKG, SKG). ESD forges ND or NM, G, a, r, b for impersonating759

any participant, and ESC is considered to be an action of the760

adversary for semantic security of the proposed protocol is761

given as under:762

1) If a challenger C runs Setup Query and returns system763

parameters toAAA.764

2) And then runs Hash Query and stores the output in765

a list of parameters, applies the one-way hash func-766

tion, i.e., h(Ms, Mp, Mn, Ma, Mb, etc.), and generates767

a random number rD, rM, or rG of order prime and768

stored with any of the given hash message and random769

numbers (Ma, rG) or (M, rD) or (M, RM) and return it770

also toAAA.771

3) Next, C authenticates the message using MAC(Mi)772

Query; if succeeded, return Mi toAAA.773

4) Now, C sends Send(Ei, Mi) towards GCS, acts as a774

legitimate drone, and the response received also returns775

to AAA, but in our protocol, we have added an extra776

step, taking 160-bits of random keys in each round trip777

in which C cannot verify. Let C return the response778

toAAA.779

5) Using Execute (D∞
i , GCS) Query, the proposed proto-780

col returns RD, RM, or RG toAAA.781

6) Reveal (Ei): The challenger C given message but782

not SEKUG?=H2(KUG1||KUG2)/CHKUG?=H3 (SEKUG783

||XD2).784

7) Test (Ei): In this step,AAA can flip a coin 1–ValidM (Win),785

0 – Reject (Loss).786

3) FRESHNESS787

If is in the state of Accept,Reveal (Ei) query is not executed788

while Corrupt (Ei) query executed at once which in turn789

means that the freshness of messages are confirmed.790

4) SEMANTIC SECURITY 791

The proposed authentication protocol P involves three enti- 792

ties: the mobile device U, drone V and ground control station 793

G. Each entity has several instances to connect with s after 794

P is executed, which is referred to as an oracle. Let Uk
795

represent the xth instance of U, Vk is the yth instance of V, 796

and Gk is the zth instance of G. However, Ik is known to 797

be the instance of all three members, namely, U, V, and G; 798

likely, an oracle has three outcomes, namely, accept, reject, 799

⊥ and do nothing/no result; accept means receiving a mes- 800

sage authentically, rejection means getting a wrong message, 801

and do nothing/no result. Before execution, has ((RM, 802

SM, PKM, SKM)) parameters, has ((RD, SD, PKD, SKD)) 803

parameters and G-- has ((RG, SG, PKG, SKG)) parameters and 804

supposes these are in the memory of each participant stored 805

securely [37]. 806

Suppose adversaryAAA has complete control over the public 807

network channel; they may initiate, cancel, and arbitrate the 808

formed session among the participants for violating their 809

privacy and tracking them. As a result, AAA can use Oracle 810

to run these queries, which include: i) (MIDM, RM, XM), 811

(MIDD, RD, XD, CHKPU), ii) (MIDM, RM, XM2), (MIDG, 812

RG, XG, CHKPG), iii) (SigG, MIDG, RG, XG), (SigD, MIDD, 813

RD, XD), iv) (MIDM, cM3, SigM3), (MIDD, RD, XD2) and 814

v) (MIDG, RG, XG2, CHKUG), (MIDG, RD, XG, CHKUG). 815

AAA can also make Execute ( x, y), Execute ( y, G-- z), 816

Execute (G-- z, y), andExecute ( y, x) queries,Reveal (Ik) 817

query for recognizing the session secret key SK, fraudulent 818

for apprehending the arguments stored in the and Test 819

(Ik) query for finding the shared secret session key. Each 820

one of these participant, however, has a secretly encrypted 821

unique identity, and it will consent to the creation of a 822

session if and only if any message from I to v) is sent to 823

any participant. It must confirms: SEKUP?=H2(KUP1||KUP2), 824

CHKPU?=H3(SEKUP||XM, SEKGP?=H2(KPG1||KPG2), 825

CHKPG?=H3(SEKGP, TPMD2), and (MIDM||RD|| 826

MGPS||certD)?=VPKD(SigD4) for SK calculated by each par- 827

ticipants.AAA has only the probability of breaking the security 828

of PPP by flipping a coin �, and supposeAAA flip a coin and get 829

�/ output, the advantage is: 830

AdvProtocolP (A) =
∣∣2Pr ∣∣� = �/

∣∣ − 1| (1) 831

Despite attempting polynomial times,AAA cannot compute the 832

160 bits arbitrary selection of key by the ground control 833

station (GCS), drone (D), andmobile device (M) for each ses- 834

sion. As a result, the proposed authentication protocol is reli- 835

able against all potential adversary attempts. Furthermore, if a 836

hash oracle’s performance is q2he/2
ths+1, q2he+1/2

ths+1
and q2he/2

ths
837

then the full probability of collision among hash-output is 838

(qsend+qreceive)2/2(p-1), we will get: 839∣∣Prob ∣∣Success2| − Prob ∣∣Success1| = q2hs + q
2
hs1 + q

2
hs2

q2hs + 1
840

+
(qsend + qreceive)

2

2(q− 1)
(2) 841
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If AAA computes correct tuple without hash, AAA either forge842

(MIDM, cM3, SigM3), (MIDD, RD, XD2) by doing so, he/she843

must know finite points/keys Ep, identities and random844

keys/numbers selected in different round trip like a, b, c, d,845

e, f, g, h, r, N, P, but AAA cannot catch certD, and also cannot846

check the inner secrets in (MIDM, cM3, SigM3), (MIDD,847

RD, XD2). So, this attempt of AAA also looks to be failed,848

even AAA forge (MIDG, RG, XG2, CHKUG), (MIDG, RD, XG,849

CHKUG), still they cannot win. They have the knowledge of850

KUG2 = eXG2, KUG1 = gXM and KGU1 =SG||(XD2⊕f )||851

PKD,PKD =RD⊕H1(MIDD||RD)||PKC and points to be852

taken arbitrarily from the cure E/Fq which does not lie in the853

record of AAA. Therefore, AAA cannot realize in gaining fruitful854

information, as given as:855

[Prob|Success3 − Prob|Success2|] ≤
2qsend + 2qhs1

2lhs
(3)856

Also, ifAAAwishes to obatin session secret key, they can try for857

calculating SK using:858

[Prob|Success3 − Prob|Success2| ≤ qreceive.AdvPTAA (XGCS )859

(4)860

As PTA stands for polynomial-times-attempt, while W is the861

session secret key ofAAA, if the total chances withAAA is [1/D],862

then863

Prob |Success3| =
1
2
+max(

qhs1
2lhs

,
qsend
|D|

) (5)864

Combine all the possible calculations done by an adversary865

for impersonating, masquerading the legal peer(s), we get866

AdvprotocolP (A)867

= Prob|Success0| − 1868

= 2 |Prob| Success0 |−Prob| Success4|869

+max
{
qh1
2lhs

,
qsend
|D|

}
(6)870

≤ 2 (Prob |Success0| − Prob |Success4|871

+max
{
qh1
2lhs

,
qsend
|D|

})
(7)872

≤ 2 (Prob|Success0| − prob|Success4|873

+max
{
qh1
2lhs

,
qsend
|D|

})
(8)874

≤ 2 (Prob|Success1| − prob|Success2|875

+max
{
qh1
2lhs

,
qsend
|D|

})
(9)876

≤
q2hs + q

2
hs1 + q

2
hs2

2lhs
+

(qsend + qreceive)
2

2 (q− 1)
877

+2qreceive.AdvPTAA (XGCS)878

+2
{
qh1
2lhs

,
qsend
|D|

}
(10)879

B. PROVERIF2.03 [15] SIMULATION880

In this section, a programming verification toolkit881

ProVerif2.03 [15], can be used for session key secrecy,882

confidentiality, and reachability. It is a widely used toolkit883

for confirming the secrecy, robustness, reachability, and 884

authorization of the session key. To do so, we first define 885

two communication channels, i.e., private and public; declare 886

variables, events, constraints, functions, and equations, and 887

write code for all the computations in each peer. After that, 888

we will run the code to check whether the shared session key 889

is safe against an adversary or not, as shown in Appendix A 890

and Appendix B. 891

C. INFORMAL SECURITY ANALYSIS 892

This section of the paper presents a pragmatic illustration of 893

the proposed protocol. This is the informal security analysis 894

of the protocol. So far, we will discuss the proposed protocol 895

for different security functionalities in the following manner. 896

1) RESISTS PRIVILEGED INSIDER ATTACK 897

In the registration phase the identities of drone (D), mobile- 898

device (M) and ground control station (GCS) have not 899

been exchanged in plain-text format i.e. MIDD=h(IDD||ND), 900

MIDM=h(IDM||NM) and MIDG=h(IDG||NG). The operator, 901

administrator, privileged user, or manufacturer doesn’t figure 902

out any identity among these for creating any future hurdle 903

for the system. Therefore, the proposed protocol, now in the 904

registration phase, resists privileged insider attack. 905

2) SAFE AGAINST STOLEN VERIFIER ATTACK 906

This attack is subject to the stolen/lost mobile device 907

(M) from a legal operator/user, and the attacker finds it else- 908

where. After that, an attacker can attempt to expose identity, 909

keys, and attached information related to the IoD frommobile 910

device (M) memory. Either attacker uses power analysis/ 911

reverse engineering techniques to extract IDM or launches an 912

offline identity/password guessing attack. In the first case, 913

the attacker, let’s suppose, reaches the different arguments 914

MIDM, RM, PKUP, SKUP, PKPU SKPU, h and tries to identify 915

IDM, IDD, or IDG as it is fully chained with 160-bits key 916

and then hashed so that the attacker couldn’t get success. 917

To do so, an attacker must know XM or NM, SKM, which 918

is impossible for them. In the second case, an attacker must 919

extract elliptic curve random points over a finite field E/Fq, 920

which they cannot perform such a considerable calculation 921

even in months. 922

Similarly, if an attacker stole a mobile device (M) or 923

a legal user lost it somewhere, the attacker struggles to 924

identify the identity and other credentials. They couldn’t 925

find it due to no knowledge of MIDM=h(IDM||NM) and 926

hM=H1(MIDM||RM). Also, they cannot pass through this 927

SPM?=RM⊕H1 (MIDM||RM)||PKC due to 160-bits random 928

nonce, secret identity exchange, and frivolous hash values 929

length. Therefore, the proposed protocol strongly resists 930

stolen verifier attack. 931

3) UNTRACEABILITY OF PEER 932

If an adversary capture a message (MIDM, cM3, SigM3), 933

(MIDD, RD, XD2) or (MIDG, RG, XG2, CHKUG) transmit- 934

ted over an open channel. Mobile-device identity IDMis in 935
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(MIDM, cM3, SigM3) message having 160-bits of big nonce936

value, drone’s identity IDD is in (MIDD, RD, XD2) message937

and IDG in (MIDG, RG, XG2, CHKUG) message. Adversary938

must first extract the random nonce or public-private keys939

pair, i.e., XM, XD, or XG, to identify any identity. Also, each940

identity is different for a different session. Furthermore, all941

the other parameters in thementionedmessages are computed942

based on random numbers and TS (timestamps). So identity943

exposure or traceability is wholly hidden in the proposed944

protocol.945

4) OUTDATED DATA TRANSMISSION FLAW946

Before passing to the next round trip, each participant must947

check whether the data arrived in the pre-defined time thresh-948

old or not. If the answer is no, the participant considered949

it outdated data and discarded it for potential replay attack,950

else, smoothly performing onward operations. This means951

that our protocol removes Chen et al.’s [42] outdated data952

transmission flaw.953

5) SPOOFING ATTACK954

Suppose an adversary represents him/her(self) as a legit-955

imate peer and sends false messages towards GCS956

or D. Each one first checks timestamp and verify957

(MR||certD)?=VPKM(SigM3), SEKUG?=H2(KUG1||KUG2),958

and PKD=RD⊕H1(MIDD||RD)||PKC, which cannot get/pass959

to the next phase. Adversary failed to spoof any peer at960

any stage due to the matching of parameters at each stage.961

Therefore, the proposed protocol is safe against spoofing962

attack.963

6) REPLAY ATTACK964

If an adversary capture any message (MIDM, RM, XM, TS1),965

(MIDD, RD, XD, CHKPU, TS2), or (MIDM, RM, XM2, TS1),966

(MIDG, RG, XG, CHKPG, TS2), or (SigG, MIDG, RG, XG,967

TS1), (SigD, MIDD, RD, XD, TS2), or (MIDM, cM3, SigM3),968

(MIDD, RD, XD2, TS1), (MIDG, RG, XG2, CHKUG, TS2),969

or (MIDG, RD, XG2, CHKUG, TS3) and replay it some other970

times towards GCS or drone (D) or mobile-device (M). Each971

peer first checks its time threshold with its current time; if972

found outdated, discard and consider a potential replay attack.973

Therefore, the proposed protocol is muchmore secure against974

replay attack.975

7) DOS ATTACK976

Suppose an attacker copies (MIDD, RD, XD2) message from977

the open network channel and repeatedly starts transmis-978

sion towards GCS. Due to the selection of mutual ran-979

dom keys PKG, SKG, PKD, and SKD at both sides and the980

offering of signature function and its verification function,981

i.e. SigM3 =SSKM(MR||certD), (MR||certD)?=VPKM(SigM3),982

they couldn’t pass to the next step. Also, key generation is983

different for different sessions at both ends, and the server984

cannot compute the session key without knowing the ran-985

dom number on both sides. For such an attempt, the GCS986

first checks mutually calculated identities, arbitrary numbers,987

identities in its database, and confirmation of freshness of 988

every message; a DoS attack is impossible in the proposed 989

protocol. 990

Similarly, upon authenticating M with D, if the adversary, 991

for example, copied (MIDM, RM, XM, TS1) message and sent 992

towardsD for getting helpful information and cannot succeed, 993

alternately sent hundreds of thousandmessages for disturbing 994

the standard functionalities, such an attempt cannot accom- 995

plish, due to timestamp, the adversary requests will be dis- 996

carded in the first phase; Or (MIDD, RD, XD, CHKPU, TS2) 997

message towards M, due to timestamp, the M considered it 998

outdated and discarded for potential DoS attack. Also, during 999

the authentication of M with GCS, the GCS contains the pre- 1000

defined time threshold, if within the limit, accept, else, denied 1001

to prevent DoS attack and vice versa. Correspondingly, in the 1002

authentication of GCS with D, if the attacker copied (SigG, 1003

MIDG, RG, XG, TS1) message, the D first check the time 1004

interval, and secondly confirms (MIDD||RG)?=VPKG(SigG), 1005

while the GCS, also, first checks the timestamp, and then 1006

verifies (MIDM||RD||MGPS||certD)?=VPKD(SigD4) which 1007

means to prevent denial-of-service (DoS) attack. Fur- 1008

thermore, upon authenticating M, D, and GCS, due to 1009

(MR||certD)?=VPKM(SigM3), TSc-TS1 ≤ 1TS, TSc-TS2 ≤ 1010

1TS, SEKUG?=H2(KUG1||KUG2), TSc-TS3 ≤ 1TS, and 1011

SEKUG?=H2(KUG1||KUG2) messages can guarantee for DoS 1012

attack. Therefore, the proposed protocol is strong against a 1013

DoS attack. 1014

8) CLOGGING ATTACK 1015

If an attacker desires to launch a clogging attack, he/she 1016

has to send a fake message (MIDD, RA, XD2) towards 1017

GCS. For doing so, the attacker must first generate a 1018

public-private key pair XD, and random number RA and 1019

simulates it by calculating PKD=RD⊕H1(MIDD||RD)||PKC, 1020

KGU1=SG||(XD2⊕f )||PKD, SEKGU=H2(KUG1||KUG2) and 1021

CHKUG=H3(SEKUG||XD2). For such a calculation, an 1022

attacker must identify the curve points by flipping a coin 1023

to win (MR||certD)?=VPKM(SigM3) or (MR||certD) 6=VPKM 1024

(SigM3) and (MR||certD)=DSEKup(cM3). But doing such a 1025

complicated calculation requires the drone’s identity MIDD, 1026

XD2, and the previously computed value eP||TS1. 1027

Similarly, if the attacker transmits (MIDG, RD, XG, 1028

CHKUG) message, he/she must correctly send the message 1029

in the pre-defined time threshold, which is not possible 1030

TSc-TS2 ≤ 1TS. Also, the attacker must iden- 1031

tify MIDD, random number RD, and PKC by calculat- 1032

ing PKD =RD⊕H1(MIDD||RD)||PKC. Next, he/she has 1033

to extract two random points in the curve, compute 1034

KUG1 =SM||(XD⊕g)||PKD, and confirms: SEKUG?=H2(KUG11035

||KUG2) and CHKUG?=H3(SEKUG|\XD2) which is not pos- 1036

sible. The proposed protocol can detect clogging attack 1037

in both cases because the attacker couldn’t pass from 1038

SEKUG?=H2(KUG1||KUG2) and CHKUG?=H3(SEKUG|\ 1039

XD2) authentication check. Therefore, the proposed protocol 1040

strongly resists a clogging attack. 1041
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9) PHYSICAL CAPTURE ATTACK1042

Due to the addition of drone dynamically to the network at1043

any time, it is necessary to evaluate the proposed protocol1044

for drone capture attack. Let an adversary captures a drone1045

and extracts ND, RD, public key (PKD), secret key (SKD)1046

and SD=rD⊕hDs. The attacker even attempted for months but1047

couldn’t calculate PKD and SKD as they have unknown points1048

on the x-axis and y-axis of the elliptic curve over finite filed1049

Fq. Similarly, he/she has to compute MIDD=h(IDD||ND) and1050

RD=rDP, hD=H1(MIDD||RD), and SD=rD⊕hDs; and iden-1051

tify the stored (RD, SD, PKD, SKD) parameters, confirming1052

SDP?=RD⊕H1(IDD||RD)||PKC. All these calculations are1053

not possible for anyone at anytime and anywhere. These1054

calculations also restrict attackers from deploying a drone1055

in the network, and if deployed, for example, they cannot1056

establish a secure session among ground control station due to1057

several checks. Therefore, by capturing D, the attacker cannot1058

settle a session with GCS, M and other participants of IoD.1059

The compromised drone does not result in ensuring secure1060

communications with ground-control-station (GCS) and D.1061

As a result; our protocol is unconditionally secure against1062

drone capture attack.1063

10) EPHEMERAL-SECRET-LEAKAGE (ESL) ATTACK1064

If an attacker obtained the ephemeral secret of drone1065

like ND and RD using ESL attacks, he/she needs1066

to verify (MIDD||RG)?=VPKG(SigG) XD= tP||TS2and1067

SigD=Enct (MIDM||RD|| MGPS||certD). Also, if he/she1068

obtains NG and RG using power analysis or reverse engineer-1069

ing techniques, still he/she needs to authenticate/confirms1070

(MIDM||RD||MGPS|| certD)?=VPKD(SigD4). In the next1071

round, suppose, the attacker recovers XD2; he/she has to pass1072

PKD=RD⊕H1(MIDD||RD)||PKC. And, if they obtain PKC1073

or PKD, he/she must has to solve SEKGU=H2(KUG1||KUG2),1074

CHKUG=H3(SEKUG||XD2), SEKUG?=H2(KUG1||KUG2)1075

and CHKUG?=H3(SEKGU||XD2). So far, without knowing1076

the secret values of M, D, and GCS, an adversary cannot1077

succeed in exacting secret values. Therefore, the proposed1078

protocol resists ESL attack.1079

11) MODIFICATION ATTACK1080

Assume that an adversary obtains access to the confiden-1081

tial information (RD, SD, PKD, SKD) stored in the mem-1082

ory of a drone (D) or (RM, SM, PKM, SKM) stored in the1083

mobile device (M) and diverts all messages sent between1084

the Drone (D) and the GCS. After that, the adversary uses1085

an offline dictionary attack to see if his/her guesses are1086

correct. The adversary needed additional information in this1087

attack, like knowing the stored credentials in the memories1088

of different participants like ND, RD=rDP, MIDD and NM,1089

RM=rMP, MIDM. However, without knowing ND, RD=rDP,1090

MIDD, and NM, RM=rMP, the extra details cannot assist the1091

adversary in correctly guessing the drone’s/Mobile-identity.1092

He/she must know the GCS secret key rG, NG and RG =rGP,1093

which is impossible for him/her to identify. Therefore, the1094

modification attack with the drone, mobile device, or GCS 1095

is invalid in the proposed protocol. 1096

12) DENNING-SACCO ATTACK 1097

Suppose an adversary gets the previous session key. The 1098

adversary cannot deduce the drone’s identity from the old 1099

session key because the session key is made up of three 1100

random integers chosen separately by the mobile device (M), 1101

drone (D), and GCS and are unrelated to the identity MIDD, 1102

GCS’s secret key rG. But even if the adversary compromises 1103

an old session key, they can’t find the RD, MIDD, PKD, SKD 1104

for drone D or the private key rG for the GCS. 1105

In addition, a new session key is created for each session 1106

based on the integer chosen by the Drone, Mobile Device and 1107

GCS. As a result, even though the adversary compromises an 1108

old session key, they will be unable to acquire new session 1109

keys because the session key SEKUG?=H2(KUG1||KUG2) is 1110

not connected in any manner. Therefore, the proposed proto- 1111

col can resist Denning-Sacco attacks. 1112

13) MAN-IN-THE-MIDDLE ATTACK 1113

In the authentication phases, let an adversary struggle to 1114

inject, delete, insert or modify the messages (MIDM, RM, 1115

XM, TS1), (MIDD, RD, XD, CHKPU, TS2), or (MIDM, RM, 1116

XM2, TS1), (MIDG, RG, XG, CHKPG, TS2) or (SigG, MIDG, 1117

RG, XG, TS1), (SigD, MIDD, RD, XD, TS2) in believing 1118

the participant for receiving the messages from a legitimate 1119

participant. To do so by an adversary means man-in-the- 1120

middle attack, let adversary modifies (MIDM, RM, XM, TS1) 1121

message or (MIDD, RD, XD, CHKPU, TS2) message, (MIDM, 1122

RM, XM2, TS1) message or (MIDG, RG, XG, CHKPG, TS2), 1123

and (SigG, MIDG, RG, XG, TS1), (SigD, MIDD, RD, XD, 1124

TS2) messages. Adversary failed for such an attempt due to 1125

no knowledge of MIDM, MIDD, MIDG, CHKPU, CHKPG, 1126

and SigD, SigG. Similarly, for (MIDM, cM3, SigM3), (MIDD, 1127

RD, XD2, TS1), (MIDG, RG, XG2, CHKUG, TS2) and (MIDG, 1128

RD, XG2, CHKUG, TS3) messages, an adversary’s attempt 1129

cannot be successful due to the involvement of randomness 1130

in messages, timestamps, secrets and 160-bits ECC keys. 1131

A cannot make an independent connection for computing 1132

session shard key due to no knowledge of secret credentials, 1133

identities, and random numbers. Therefore, the proposed key 1134

agreement protocol withstands man-in-the-middle attack. 1135

14) PERFECT FORWARD SECECY 1136

The 160-bit long keys of mobile-device (a, c, and g), 1137

drone (b, t, and e), and ground-control-station (d, r, 1138

and f) are computed randomly for each session. Sup- 1139

pose an adversary can extract these keys from the previ- 1140

ous session key; he/she needs to extract a form KUP1 = 1141

SM||(XD⊕a)||PKD, c from KPG1=SM||(XG⊕c)||PKG, and 1142

g from KUG1=SM||(XD⊕g)||PKD and vice versa. How- 1143

ever, an adversary cannot extract any of these keys from 1144

the captured information without knowing KUP2=aXD, 1145

XD= bP||TS2, XM2=cP||TS1, KGP2=dXM2, XG=rP||TS1, 1146

XD= tP||TS2 and secret information XD2=eP||TS1, XG2= 1147

VOLUME 10, 2022 95335



S. U. Jan et al.: Verifiably Secure ECC Based Authentication Scheme for Securing IoD Using FANET

f P||TS2, KUG2= eXG2, and KUG1= gXM. Also, the1148

adversary cannot obtain (XD⊕a), (XG⊕c), and (XD⊕g)1149

form SEKUP=H2(KUP1||KUP2), CHKPU=H3(SEKUP||XM),1150

SEKGP=H2(KGP1||KGP2), CHKPG=H3(SEKGP||XM2), and1151

SigD=Enct (MIDM||RD||MGPS||certD) as these are fully pro-1152

tected in collision free one way hash functions, and is1153

in cipher form. Even if A extracts (XD⊕a), (XG⊕c), and1154

(XD⊕g), he/she cannot compute the session key without1155

knowing hash values. It means that the secrecy of the previous1156

session is not affected, even if the adversary can identify the1157

long-term secret key, but still, A cannot succeed for hashed1158

and encrypted values. Therefore, the proposed key-agreement1159

protocol satisfies the feature of perfect forward secrecy.1160

15) INSIDER THREAT1161

In the registration phase, drone submits MIDD=h(IDD||ND),1162

mobile-device submits MIDM=h(IDM||NM), and GCS sub-1163

mits MIDG=h(IDG||NG) to TAC, whereas ND, NM, and1164

NGCS are the random values. The administrator doesn’t get1165

IDD, IDM, and IDGCS. Also, suppose an adversary reached1166

internally to GCS and tried to figure out the internally stored1167

secret. In that case, he/she cannot access it due to many1168

long-term ECC keys, identities, and signature/verification1169

functions. Therefore, any insider attempt at the proposed pro-1170

tocol is strongly unsuccessful. Hence, the proposed protocol1171

withstands insider threat.1172

16) KEY SECRECY1173

Each participants cross-verify messages like (MR||certD)?=1174

VPKM(SigM3), SEKUG?=H2(KUG1||KUG2), (MIDD||RG)?=1175

VPKG(SigG), and (MIDM||RD||MGPS||cert D)?=VPKD(SigD4)1176

for confirming session shared keys CHKUG?=H3(SEKUG||1177

XD2) SEKUP?=H2(KUP1||KUP2), CHKPU?=H3(SEKUP||1178

XM), SEKGP?=H2(KPG1||KPG2), and CHKPG?=H3(SEKGP,1179

TPMD2) which in turn means key secrecy.1180

17) DESYNCHRONIZATION ATTACK1181

In the proposed security mechanism, RD, SD, PKD, SKD are1182

updated Rnew
D , SnewD , PKnew

D , and SKnew
D on the drone side1183

and calculated at the mobile side. Even though if adversary1184

intercepts, create no hurdle for SK in the upcoming session1185

key among all the three participants. Therefore, the proposed1186

scheme is safe against desynchronization attack.1187

18) UNLINKABILITY AND ANONYMITY1188

A drone’s identity IDD or any other message transmitted over1189

public channels is much more complicated for an adversary1190

to compute. Because any identity is linked with several other1191

parameters, the adversary first struggles to compute the asso-1192

ciated credentials for reaching the identity of participants.1193

Similarly, each session extracts new random numbers of size1194

160-bits, records a separate timestamp and then concatenates1195

with the identity to ensure anonymity and Unlink-ability.1196

As these credentials are rugged for an adversary to trace;1197

therefore, the proposed security scheme for each session is1198

anonymously started and guarantees Unlink-ability.1199

FIGURE 2. Storage overheads comparsions graph.

TABLE 2. Storage overheads analysis.

19) KNOWN KEY ATTACK 1200

Suppose A knows the session key, as each session starts 1201

with a different SK; therefore, A doesn’t launch any attack; 1202

therefore, knowing the session key creates no problem 1203

for the IoD. 1204

VI. PERFORMANCE ANALYSIS 1205

This section evaluates the proposed protocol’s performance 1206

and compares it with state-of-the-art protocols for satisfying 1207

all the security functionalities in detail. These security func- 1208

tionalities are discussed one by one as under: 1209

A. STORAGE OVERHEADS ANALYSIS 1210

The storage overheads mean the parameters stored in the 1211

memory during the registration phase of the proposed 1212

scheme. According to [44], identity requires 64 bits of space, 1213

timestamp 56 bits, ECC key is 160 bits, the output of hash 1214

map using SHA-1 is 160 bits, while Enc/Dec functions need 1215

192 bits of space. So far, the parameters stored in the memory 1216

of the drone (D), mobile device (M), and ground control 1217

station (GCS) are shown in Table 2. 1218

The proposed protocol has much better storage over- 1219

heads compared to Tian et al. [26], Won et al. [28], 1220

Challa et al. [30], Turkanovic et al. [33], and Chen et al. [42], 1221

the graphical representation of storage overhead is shown in 1222

figure 2. 1223

B. COMMUNICATION OVERHEADS ANALYSIS 1224

To evaluate communication cost or estimate this fea- 1225

ture, we will consider [45] in which the identity, 1226
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TABLE 3. Communication overheads comparison.

FIGURE 3. Communication cost comparsion graph.

FIGURE 4. Computation time comparsion graph.

ECC key, timestamp, and Encryption/Decryptions occupy1227

64 bits, 160 bits, 56 bits, and 160 bits, and 192 bits1228

of memory space, respectively. Figure 3 demonstrates1229

the communication cost in bits of the proposed pro-1230

tocol with state-of-the-art protocols like Tian et al. [26],1231

Won et al. [28], Challa et al. [30], Turkanovic et al. [33],1232

Nikooghadam et al. [38], Chen et al. [42] Ever [43],1233

Odelu et al. [46], and Kumar et al. [47] at the authentication1234

key generation process.1235

TABLE 4. Execution time comparison in milliseconds.

FIGURE 5. Comparison with [42] graph.

The result in table 3 shows that our proposed authen- 1236

tication protocol has a better performance compared to 1237

Tian et al. [26], Won et al. [28], Challa et al. [30], 1238

Turkanovic et al. [33], Nikooghadam et al. [38], 1239

Chen et al. [42] and Ever [43]. The difference in the pro- 1240

posed protocol with Tian et al. [26], Won et al. [28], 1241

Challa et al. [30], Turkanovic et al. [33], 1242

Nikooghadam et al. [38], Ever [43], Odelu et al. [46], and 1243

Kumar et al. [47] in term of communication costs in bits 1244

is also shown graphically in Figure 3. But it is to mention 1245

that [43] is for network-enabled IoT using Elliptic Curve 1246

cryptographic techniques. 1247

C. COMPUTATION OVERHEADS ANALYSIS 1248

We use the experimental findings from [38] and [45], [46] 1249

to determine the execution time complexity or computation 1250

costs. They [38] used a Samsung Galaxy S5 (CPU: 2.45GHz 1251

Quad-core; RAM: 2BG; Android OS version 4.4.2) and a 1252

Dell PC (Processor: Intel Core i5-4460S, CPU: 2.90GHz; 1253

RAM: 4GB, and Windows OS of version 8.1), for various 1254

cryptographic operations. The PC is regarded as the GCS, the 1255

cell phone as for the D or M. The result obtained for different 1256

processes on using these resources are given as under: 1257

• TPAmeans the execution time for Elliptic Curve Point 1258

Addition=0.081ms in drone/mobile device and 0.013ms 1259

in GCS. 1260
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TABLE 5. Comparison of necessary security functionalities.

TABLE 6. Communication cost comparison with chen et al. [42] protocol.

• TSM means the Elliptic Curve Scalar Multiplication1261

Operation = 13.405ms in drone/mobile device and1262

2.165ms in GCS1263

• Thash means the Hash Function Execution Time =1264

0.056ms 405ms in drone/mobile device and 0.007ms in1265

GCS.1266

• Tσ means the time require for signature genera-1267

tion/verification = 0.081ms 405ms in drone/mobile1268

device and 0.027ms in GCS.1269

• TMul means the execution time of multiplication oper-1270

ation = 0.008ms 405ms in drone/mobile device and1271

0.001ms in GCS.1272

• TEnc means the running time for encryption Operation=1273

3.2500ms 405ms in drone/mobile device and 3.2500ms1274

in GCS.1275

• TDec means the running time for decryption Operation=1276

3.2500ms 405ms in drone/mobile device and 3.2500ms1277

in GCS.1278

Therefore, keeping in view the aforementioned1279

results/findings, in the proposed protocol, mobile-device1280

(M) executes 1TSM, 3Thash, 1TMul which is collectively1281

equal to 2TEnc, 1TMS+3Thash+1TMul+2TEnc ≈ 20.081ms;1282

drone (D) executes 2TMS, 3Thash, 2TMul and 2TDec, equal 1283

to 2TMS+3Thash+2TMul+2TDec ≈ 33.494ms and ground- 1284

control-station (GCS) executes 2TMS, 3Thash and 2TMul, 1285

equal to 2TMS+3Thash+2TMul ≈ 26.994ms. Therefore, keep- 1286

ing in view all these computations, the total computa- 1287

tion/execution time in millisecond for the proposed protocol 1288

is 80.569 ms as shown in table 4. 1289

Figure 4 shows the comparison of the proposed protocol 1290

in terms of execution time complexity with [26], [28], [30], 1291

[33], [38], [42], [43], [46], and [47]. 1292

D. SECURITY AND FUNCTIONALITY COMPARISON 1293

Let suppose SF1 represents session key agreement, SF2 1294

formal verification, SF3 Mutual Authentication, SF4 resists 1295

to known session key attack, SF5 resists replay attack, 1296

SF6 resists impersonation attack, SF7 resists stolen-verifier 1297

attack, SF8 support forward secrecy, SF9 support of 1298

anonymity, SF10 withstands ESL attack, SF11 resists drone 1299

physical capture attack and SF12 safe against privileged 1300

insider attack. Table 5 shows that the proposed protocol ful- 1301

fills all the given necessary security functionalities comparing 1302

with [26], [28], [30], [33], [38], [42], [43], [46], and [47]. 1303
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E. COMPARISON WITH CHEN ET AL. [24]1304

If we compare the proposed scheme with Chen et al. [42]1305

protocol only, the results show a clear difference in com-1306

munication cost. The messages exchanged among different1307

participants, parameters, message values in bits and total cost1308

as shown in table 6. The communication cost of [42] is much1309

higher than that of the proposed scheme. For example, in the1310

messages exchanged among different participants (Mobile-1311

Device (M)→ Drone (D)→ GCS), which is denoted as IV,1312

the communication cost in [42] is 3072 and in the proposed1313

is 2240 bits. The overall result shows that the proposed pro-1314

tocol is lightweight and robust and has achieved balancing of1315

‘‘security with performance’’ compared to Chen et al. [42]1316

protocol, as shown in figure 5.1317

VII. CONCLUSION1318

This research article uses the infrastructure-less, resourceless,1319

and self-organizing network FANET for the IoD environ-1320

ment, which requires a robust security mechanism. So far,1321

we have successfully achieved the goal of designing an ECC-1322

based robust and lightweight scheme for IoD deployment1323

drone. We have first designed a controlled infrastructure for1324

IoD (network model, defined different entities involved in it1325

like mobile-device, ground-control-station, and drone), spec-1326

ified the role of adversary, and demonstrated possible threats1327

to the system. After all these efforts, next, we have designed a1328

protocol that can guarantee fast and secure communication in1329

IoD and can resist all known threats. The proposed scheme’s1330

security analysis and performance assessment sections have1331

been efficiently tackled. The result obtained in this article1332

based on the ECC technique shows that it is a much more1333

secure, efficient, and effective method. When comparing it1334

with other protocols, we conclude that it is stunningly effi-1335

cient and can be recommended for operationalizing in IoD for1336

infrastructure surveillance after severe damage due to flood or1337

earthquake. In the future, we plan to present a survey paper1338

for our previous work regarding the security and performance1339

trade-off, sum up all the security schemes and give their1340

combined effect on the system.1341

APPENDIX-A1342

ProVerif2.03 is used to confirm the session key secrecy, con-1343

fidentiality, and reachability among mobile-device (M) and1344

drone (D) and mobile-device (M) and ground-control-1345

station (GCS).1346

PROVERIF2.03 SIMULATION (MOBILE-DEVICE1347

(M) AND DRONE (D), MOBILE-DEVICE (M) AND1348

GROUND-CONTROL-STATION (GCS))1349

1350

CODE: MOBILE DEVICE & DRONE1351

1352

(∗=======Channels======∗)1353

free ChSec:channel [private].1354

free ChPub:channel.1355

(∗=======Constants and Variables=======∗)1356

free IDM:bitstring.1357

free IDD:bitstring.1358

free MIDm:bitstring.1359

free MIDd:bitstring.1360

free PKc:bitstring [private]. 1361

free SEKup:bitstring [private]. 1362

free TS:bitstring. 1363

free TS2:bitstring. 1364

free CHKpu:bitstring. 1365

free Sm:bitstring. 1366

free Sd:bitstring. 1367

free Rm:bitstring. 1368

free Rd:bitstring. 1369

const P: bitstring. 1370

(∗=======Queries=======∗) 1371

query attacker(SEKup). 1372

query id:bitstring; inj-event(end_M(IDM)) ==> 1373

inj-event(start_M(IDM)). 1374

query id:bitstring; inj-event(end_D(IDD)) ==> 1375

inj-event(start_D(IDD)). 1376

(∗=====∗Events∗=====∗) 1377

event start_M(bitstring). 1378

event end_M(bitstring). 1379

event start_D(bitstring). 1380

event end_D(bitstring). 1381

(∗========Constructors=======∗) 1382

fun h(bitstring): bitstring. 1383

fun Concat(bitstring,bitstring): bitstring. 1384

fun XOR(bitstring,bitstring): bitstring. 1385

fun ECPM(bitstring, bitstring): bitstring. 1386

fun Add(bitstring, bitstring): bitstring. 1387

(∗======Equations=======∗) 1388

equation forall a: bitstring, b: bitstring; 1389

XOR(XOR(a,b),b)=a. 1390

(∗=======Login and Authentication=======∗) 1391

(∗=======User=======∗) 1392

let pM= 1393

event start_M(IDM); 1394

new a: bitstring; 1395

let Xm=Concat((ECPM(a,P)),TS) in 1396

out(ChPub,(MIDm, Rm, Xm)); 1397

in(ChPub,(MIDd:bitstring, Rd:bitstring, Xd:bitstring, 1398

CHKpu:bitstring)); 1399

let PKd=XOR(Rd,h(Concat(MIDd,(Rd,PKc)))) in 1400

let Kup1=Concat(Sm,(Add(Xd,a),PKd)) in 1401

let Kup2=ECPM(a,Xd) in 1402

if SEKup=h(Concat(Kup1,Kup2)) then 1403

if CHKpu=h(Concat(SEKup,Xm)) then 1404

event end_M(IDM) 1405

else 1406

0. 1407

(∗=======Login and Authentication=======∗) 1408

(∗ =====∗Drone∗ ======∗) 1409

let pD= 1410

event start_D(IDD); 1411

in(ChPub,(MIDm:bitstring, Rm:bitstring,Xm:bitstring)); 1412

new b:bitstring; 1413

let Xd=ECPM(b,P) in 1414

let PKm=XOR(Rm,(h(Concat(MIDm,(Rm,PKc))))) in 1415

let Kup1=Concat(Sd,(Add(Xm,b),PKm)) in 1416

let Kup2=Concat(ECPM(b,Xm),TS2) in 1417

if SEKup=h(Concat(Kup1,Kup2)) then 1418

if CHKpu=h(Concat(SEKup,Xm)) then 1419

out(ChPub,(MIDd,Rd, Xd, CHKpu)); 1420

event end_D(IDD) 1421

else 0. 1422

process ( (!pD) | (!pM)) 1423

1424

RESULT: MOBILE DEVICE & DRONE 1425

1426

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 1427

Verification summary: 1428

Query not attacker(SEKup[]) is true. 1429

Query inj-event(end_M(IDM[])) ==> 1430
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inj-event(start_M(IDM[])) is true.1431

Query inj-event(end_D(IDD[])) ==>1432

inj-event(start_D(IDD[])) is true.1433

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -1434

1435

CODE: MOBILE-DEVICE AND GCS1436

1437

(∗=======Channels=======∗)1438

free ChSec:channel [private]. (∗secure channel between1439

MD and GCS∗)1440

free ChPub:channel.(∗publicchannel between MD and GCS∗)1441

(∗ ========Constants and Variables=======∗)1442

free IDMD:bitstring.1443

free IDGCS:bitstring.1444

free MIDm:bitstring.1445

free MIDg:bitstring.1446

free PKc:bitstring [private].1447

free PKd:bitstring [private].1448

free SEKgp:bitstring [private].1449

free TS1:bitstring.1450

free TS2:bitstring.1451

free Tpmd2:bitstring.1452

free CHKpg:bitstring.1453

free Sm:bitstring.1454

free Sg:bitstring.1455

free Xd:bitstring.1456

free Rm:bitstring.1457

free Rm2:bitstring.1458

free Rg:bitstring.1459

const P: bitstring.1460

(∗ ===-=Queries=====∗)1461

query attacker(SEKgp).1462

query id:bitstring; inj-event(end_MD(IDMD)) ==>1463

inj-event(start_MD(IDMD)).1464

query id:bitstring; inj-event(end_GCS(IDGCS)) ==>1465

inj-event(start_GCS(IDGCS)).1466

(∗ =====∗Events∗ =====∗)1467

event start_MD(bitstring).1468

event end_MD(bitstring).1469

event start_GCS(bitstring).1470

event end_GCS(bitstring).1471

(∗ ========Constructors=======∗)1472

fun h(bitstring): bitstring.1473

fun Concat(bitstring,bitstring): bitstring.1474

fun XOR(bitstring,bitstring): bitstring.1475

fun ECPM(bitstring, bitstring): bitstring.1476

fun Add(bitstring, bitstring): bitstring.1477

(∗ ======Equations=======∗)1478

equation forall a: bitstring, b: bitstring;1479

XOR(XOR(a,b),b)=a.1480

(∗=======Login and Authentication=======∗)1481

(∗=======Mobile Device=======∗)1482

let pMD=1483

event start_MD(IDMD);1484

new c: bitstring;1485

let Xm2=Concat((ECPM(c,P)),TS1) in1486

out(ChPub,(MIDm, Rm2, Xm2));1487

in(ChPub,(MIDg:bitstring, Rg:bitstring, Xg:bitstring,1488

CHKpg:bitstring));1489

let PKg=XOR(Rg,h(Concat(MIDg,(Rg,PKc)))) in1490

let Kpg1=Concat(Sm,(Add(Xg,c),PKd)) in1491

let Kpg2=ECPM(c,Xg) in1492

if SEKgp=h(Concat(Kpg1,Kpg2)) then1493

if CHKpg=h(Concat(SEKgp,Tpmd2)) then1494

event end_MD(IDMD)1495

else1496

0.1497

(∗=======Login and Authentication=======∗)1498

(∗ =====∗Drone∗ ======∗)1499

let pGCS=1500

event start_GCS(IDGCS); 1501

in(ChPub,(MIDm:bitstring,Rm2:bitstring,Xm2:bitstring)); 1502

new d:bitstring; 1503

let Xg=ECPM(d,P) in 1504

let PKm=XOR(Rm,(h( Concat(MIDm,(Rm,PKc))))) in 1505

let Kgp1=Concat(Sg,(Add(Xm2,d),PKm)) in 1506

let Kgp2=Concat(ECPM(d,Xm2),TS2) in 1507

if SEKgp=h(Concat(Kgp1,Kgp2)) then 1508

if CHKpg=h(Concat(SEKgp,Xm2)) then 1509

out(ChPub,(MIDg,Rg, Xd, CHKpg)); 1510

event end_GCS(IDGCS) 1511

else 0. 1512

process ( (!pGCS) | (!pMD)) 1513

1514

RESULT: MOBILE-DEVICE AND GCS 1515

1516

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 1517

Verification summary: 1518

Query not attacker(SEKgp[]) is true. 1519

Query inj-event(end_MD(IDMD[])) ==> 1520

inj-event(start_MD(IDMD[])) is true. 1521

Query inj-event(end_GCS(IDGCS[])) ==> 1522

inj-event(start_GCS(IDGCS[])) is true. 1523

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 1524

1525

APPENDIX-B 1526

Also, to verify mutual authentication and the secrecy, con- 1527

fidentiality and reachability of secret session shared key 1528

between ground-control-station (GCS) and drone (D) as 1529

well as in all three participants, again, we have used the 1530

ProVerif2.03 software toolkit. The code below confirms that 1531

attackers couldn’t reach for any session key, and their attack 1532

cannot affect the SK. Therefore, the proposed protocol is 1533

provable and secure against all known attacks. 1534

PROVERIF2.03 SIMULATION (GROUND- 1535

CONTROL-STATION (GCS), DRONE (D), 1536

MOBILE-DEVICE (M), DRONE (D) AND GROUND- 1537

CONTROL-STATION (GCS)) 1538

1539

CODE: GCS AND DRONE 1540

1541

(∗ ----- Channels ----- ∗) 1542

free ChSec:channel [private].(∗secure channel between 1543

GCS and D∗) 1544

free ChPub:channel.(∗public channel between GCS and D∗) 1545

(∗=======Constants and Variables=======∗) 1546

free IDGCS:bitstring. 1547

free IDD:bitstring. free MIDm:bitstring. 1548

free MIDd:bitstring. free Mgps:bitstring. 1549

free MIDg:bitstring. free PKc:bitstring. 1550

free certd:bitstring. free TS1:bitstring. 1551

free TS2:bitstring. free Rg:bitstring. 1552

free Rd:bitstring. 1553

free VpkgSigd4:bitstring [private]. 1554

const P: bitstring. 1555

(∗=======Queries=======∗) 1556

query attacker(VpkgSigd4). 1557

query id:bitstring; inj-event(end_GCS(IDGCS)) ==> 1558

inj-event(start_GCS(IDGCS)). 1559

query id:bitstring; inj-event(end_D(IDD)) ==> 1560

inj-event(start_D(IDD)). 1561

(∗=====∗Events∗=====∗) 1562

event start_GCS(bitstring). 1563

event end_GCS(bitstring). 1564

event start_D(bitstring). 1565

event end_D(bitstring). 1566
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(∗ ========Constructors=======∗)1567

fun h(bitstring): bitstring.1568

fun Concat(bitstring,bitstring): bitstring.1569

fun XOR(bitstring,bitstring): bitstring.1570

fun Encr(bitstring): bitstring.1571

fun ECPM(bitstring,bitstring): bitstring.1572

fun Enct(bitstring): bitstring.1573

fun Add(bitstring, bitstring): bitstring.1574

(∗======Equations=======∗)1575

equation forall a: bitstring, b: bitstring;1576

XOR(XOR(a,b),b)=a.1577

(∗-Login and Authentication-∗)1578

(∗=======GCS=======∗)1579

let pGCS=1580

event start_GCS(IDGCS);1581

new r: bitstring;1582

let Xg=Concat((ECPM(r,P)),TS1) in1583

let SIGg=Encr(Concat(MIDd,Rg)) in1584

out(ChPub,(SIGg,MIDg, Rg, Xg));1585

in(ChPub,(SIGg:bitstring,MIDd:bitstring,Rd:bitstring,1586

Xd:bitstring));1587

let PKd=XOR(Rd,h(Concat(MIDd,(Rd,PKc)))) in1588

if VpkgSigd4=h(Concat(MIDm,(Rd,Mgps,certd))) then1589

event end_GCS(IDGCS)1590

else 0.1591

(∗=======Login and Authentication=======∗)1592

(∗=====∗Drone∗======∗)1593

let pD=1594

event start_D(IDD);1595

in(ChPub,(SIGg:bitstring, MIDg:bitstring,1596

Rg:bitstring, Xg:bitstring));1597

if VpkgSigd4=Concat(MIDd,Rg) then1598

new t:bitstring;1599

let Xd=Concat(TS2,ECPM(t,P)) in1600

let SIGd=Enct(Concat(MIDm,(Rd,Mgps,certd))) in1601

out(ChPub,(SIGg,MIDd,Rd, Xd));1602

event end_D(IDD)1603

else 0.1604

process ( (!pD) | (!pGCS))1605

1606

RESULT: GCS AND DRONE1607

1608

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -1609

Verification summary:1610

Query not attacker(VpkgSigd4[]) is true.1611

Query inj-event(end_GCS(IDGCS[])) ==> inj-1612

event(start_GCS(IDGCS[])) is true.1613

Verification summary:1614

Query inj-event(end_D(IDD[])) ==> inj-1615

event(start_D(IDD[])) is true.1616

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -1617

1618

CODE: MOBILE-DEVICE, DRONE AND GCS1619

1620

(∗=======Channels=======∗)1621

free ChSec:channel [private]. (∗secure channel between1622

M,GCS and D∗)1623

free ChPub:channel. (∗public channel betweenM, GCS and1624

D∗)1625

(∗=======Constants and Variables=======∗)1626

free IDGCS:bitstring. free IDD:bitstring. free1627

IDM:bitstring.1628

free g:bitstring. free f:bitstring. free1629

MIDm:bitstring.1630

free Mr:bitstring. free Kug2:bitstring. free1631

Xm:bitstring.1632

free Sm:bitstring. free Sd:bitstring. free1633

Sg:bitstring.1634

free Xd:bitstring. free Xg:bitstring. free1635

MIDd:bitstring.1636

free Mgps:bitstring. free MIDg:bitstring. free 1637

PKc:bitstring. 1638

free certd:bitstring. free TS1:bitstring. free 1639

TS2:bitstring. 1640

free Rg:bitstring. free Rd:bitstring. free 1641

SEKgu:bitstring [private]. 1642

const P: bitstring. 1643

query attacker(SEKgu). 1644

query id:bitstring; inj-event(end_M(IDM)) ==> inj- 1645

event(start_M(IDM)). 1646

query id:bitstring; inj-event(end_D(IDD)) ==> inj- 1647

event(start_D(IDD)). 1648

query id:bitstring; inj-event(end_GCS(IDGCS)) ==> 1649

inj-event(start_GCS(IDGCS)). 1650

(∗=====∗Events∗=====∗) 1651

event start_M(bitstring). event end_M(bitstring). 1652

event start_D(bitstring). event end_D(bitstring). 1653

event start_GCS(bitstring).event end_GCS(bitstring). 1654

(∗========Constructors=======∗) 1655

fun h(bitstring): bitstring. 1656

fun Concat(bitstring,bitstring): bitstring. 1657

fun XOR(bitstring,bitstring): bitstring. 1658

fun ESEKup(bitstring): bitstring. 1659

fun ECPM(bitstring,bitstring): bitstring. 1660

fun Mul(bitstring,bitstring): bitstring. 1661

fun SSKM(bitstring): bitstring. 1662

fun Add(bitstring, bitstring): bitstring. 1663

equation forall a: bitstring, b: bitstring; 1664

XOR(XOR(a,b),b)=a. 1665

let pM= 1666

event start_M(IDM); 1667

let CM3=ESEKup(Concat(Mr,certd)) in 1668

let Sigm3=SSKM(Concat(Mr,certd)) in 1669

out(ChPub,(MIDm, CM3, Sigm3)); 1670

in(ChPub,(MIDg:bitstring,Rd:bitstring,Xg:bitstring, 1671

CHKug:bitstring)); 1672

let PKd=XOR(Rd,h(Concat(MIDd,(Rd,PKc)))) in 1673

let Kug1=Mul(g,Xm) in 1674

let Kug1=Concat(Sm,(Xd,g,PKd)) in 1675

if SEKgu=h(Concat(Kug1,Kug2)) then 1676

event end_M(IDM) 1677

else 1678

0. 1679

(∗=======Login and Authentication=======∗) 1680

let pD= 1681

event start_D(IDD); 1682

in(ChPub,(MIDd:bitstring, CM3:bitstring, 1683

Sigm3:bitstring)); 1684

new e:bitstring; 1685

let Xd2=Concat(TS1,ECPM(e,P)) in 1686

out(ChPub,(MIDd,Rd, Xd2)); 1687

in(ChPub,(MIDg:bitstring, Rg:bitstring, Xg2:bitstring, 1688

CHKug:bitstring)); 1689

let PKg=XOR(Rg,(h(Concat(MIDg,(Rg,PKc))))) in 1690

let Kug1=Concat(Sd,(Xg2,e,PKg)) in 1691

let Kug2=Mul(e,Xg2) in 1692

if SEKgu=h(Concat(Kug1,Kug2)) then 1693

if CHKug=h(Concat(SEKgu,Xd2)) then 1694

out(ChPub,(MIDg,Rd, Xg,CHKug)); 1695

event end_D(IDD) 1696

else 1697

0. 1698

let pGCS= 1699

event start_GCS(IDGCS); 1700

in(ChPub,(MIDd:bitstring,Rd:bitstring,Xd2:bitstring)); 1701

let PKd=XOR(Rd,(h(Concat(MIDd,(Rd,PKc))))) in 1702

let Xg2=Concat(TS2,(Mul(f,P))) in 1703

let Kug1=Concat(Sg,(Xd2,f,PKd)) in 1704

let Kug2=Mul(f,Xd2) in 1705

let SEKgu=h(Concat(Kug1,Kug2)) in 1706

let CHKug=h(Concat(SEKgu,Xd2)) in 1707
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event end_GCS(IDGCS)1708

else 0.1709

process ( (!pGCS) | (!pD)| (!pM))1710

1711

RESULT: MOBILE-DEVICE, DRONE AND GCS1712

1713

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -1714

Verification summary:1715

Query not attacker(SEKgu[]) is true.1716

Query inj-event(end_M(IDM[])) ==>1717

inj-event(start_M(IDM[])) is true.1718

Query inj-event(end_D(IDD[])) ==>1719

inj-event(start_D(IDD[])) is true.1720

Query inj-event(end_GCS(IDGCS[])) ==>1721

inj-event(start_GCS(IDGCS[])) is true.1722

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -1723
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