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ABSTRACT In recent years, following the introduction of the IoT (Internet of Things) into our lives and
thanks to the rapidly increasing number of digital applications, data is collected from a wide variety of sources
at an astonishing rate, and the amount of data is increasing exponentially. Today, social networks, cloud
computing and data analytics make it possible to collect huge amounts of data. The concept of big data has
subsequently emerged and is an important topic in many fields. However, it is not only very difficult to store
big data and analyze it, but it is also a serious threat to the security of an individual’s sensitive information.
This study describes the issues surrounding big data security and privacy, and provides a solution involving
a new blockchain-based security model. This proposed model is called the Blockchain-based Special
Key Security Model (BSKM). BSKM proposes, implements and integrates three elements (confidentiality,
integrity and availability) of information security together for big data. With this proposed model, a more
practical and flexible structure is established for all operations (read, write, update and delete) performed
on a database with real data. In this study performed with a special key, all separate blockchain transactions
were used for read, write, update and delete operations, and there was a structure that could ensure both
confidentiality and integrity at the same time. By looking at a special key for all the blockchain transaction
operations performed on the big data it has been shown what type of authorization and access control can be
established between which processes and which users. Thus, in contrast to previous studies seen in published
literature, data confidentiality, data integrity and data consistency were guaranteed for all transactions. The
results of the proposed BSKM model have also been compared by conducting an experimental study of its
application. Moreover, this study has shown the effectiveness and benefits of the path compression algorithm.
This result has been shown with experimental studies modeling big data and also shows promise for further
studies.

INDEX TERMS Big data, blockchain, path compression, privacy, security.

I. INTRODUCTION

In recent years, technological advancements have brought
about the rise of big data and other digital assets. Big data
generates huge amounts of data, and following analysis,
making use of this huge amount of information in various
scientific and engineering domains. Despite many advantages
and applications, there are many challenges involved with big
data to be tackled for better quality of service, e.g., analytics,
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management, and privacy and security. Blockchain has the
greatest potential to improve big data services and applica-
tions. The popularity of blockchain technology, and the huge
extent of its application, results in much ongoing research in
different practical and scientific areas. Blockchain, with its
decentralized structure, transparency, auditability and privacy
has attracted attention in many sectors with its immutability
and the sense of trust it provides. This technology is used in
many industries and organizations to improve performance
and security. The most important use of blockchain technol-
ogy is in the cryptocurrency concept and Bitcoin. In addition,
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it is widely used in many banks and in the financial, health,
public, construction, food and energy sectors [1]. The concept
of big data is related to large-volume datasets that are from
multiple sources, that are complex, and that are growing.
In addition to its increased networking, data storage and data
collection capacities, this concept is spreading rapidly in all
fields of science and engineering by developing fast. While
big data has recently become a prominent and fashionable
word, studies conducted in this field are being followed
as an interrelated research field. This section presents an
overview of big data and discusses the related challenges
and new opportunities that occur with big data. Although
there are frameworks and platforms that have state-of-the-art
technology for processing and managing big data, a number
of problems arise in its security and confidentiality. Big data
addresses a wide range of issues and points to opportunities
and research issues that will arise as a result [2], [3], [4].

Big data has brought with it a plethora of opportunities
for the improvement of health care, advancement of science,
enhancement of education systems, promotion of economic
growth and increasing ways of social interaction and enter-
tainment; however big data has its issues. A number of prob-
lems arise with big data, such as authorization, confidential-
ity, integrity, availability and access control [5]. Security and
privacy are great issues in big data due to its huge volume,
high speed and great variety, like large scale cloud infrastruc-
ture, differences in data sources and formats, data acquisi-
tion of streaming data, inter-cloud migration and others [1].
Big data applications are a great benefit to organizations,
businesses, companies and many other large and small scale
industries. Today, the main focus is on security issues that
are associated with big data. The diversified concentration
of attacks on big data requires new technological methods in
addition to privacy techniques. The main challenges include
capture of data, compilation of data, storage of data, and
transfer and sharing of data. This requires strong security and
privacy [6].

The contribution of this scientific study using BSKM was
developed to maintain confidentiality, including privacy, with
data flow control. This model consists of a user, an object, and
a special key. The owners of the objects are users, and they
need to share their data objects with others. Users send the
data objects and then require blockchain transactions (read,
write, update and delete). A special key contains the policy
statements of data security issued by each of the owners.
Each owner sets their own security and privacy policy inde-
pendently of other owners. The confidentiality of data in
unsecured transport channels is ensured for all the actors in
the system by means of special keys while the data are in
transit. Data objects are spread and shared securely among
users within unsecured environments. In addition, with path
compression, the long node chain that is formed while the
data objects are passing between the source node and the
destination is broken, so that the objects are retrieved speed-
ily, and the cost of access is reduced. This result was shown
experimentally by modeling big data for two real datasets
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FIGURE 1. Hospital example.

(banking and financial data). In addition, the results of the
study were carried out on different platforms: Ethereum and
Hyperledger. When the path compression algorithm is used,
the maximum length and mean length of the chain decreases.
Thus, with the path compression algorithm, the long node
chain created by the objects is broken, the cost of access-
ing the objects is reduced, and fast access to the objects is
enabled. In short, this study shows that fast access to data can
be ensured for big data.

The rest of this paper study is organized as follows.:
Section section 2 describes the related works regarding stud-
ies in the published literatiireliterature. Moreover, we discuss
the blockchain security solutions that are being used in the
area of big data are discussed.; Section section 3 presents
big data security and access control issues that need to
be solved in order to provide secure data management
platforms.; Section section 4, defines the traditional secu-
rity model.; sIn Section 5, defines the blockchain archi-
tecture.; Section section 6, describes the study architecture
of the proposed system and the its security infrastructure.;
Section section 7, presents the experimental results of the
proposed model;. Finally, sin Section 8, we presents a per-
formance evaluation and finally, section 9 presents our the
conclusions.

A. PROBLEM DEFINITION

As an example, let us consider a scenario that keeps patient
records in two medical centers, as in Figure 1. The aim
is to share records quickly and securely at both centers.
If one center updates the data, the identical patient records
should be observed when viewed from either center. In each
medical center, a patient’s general information is kept, this
includes name, surname, TR identity number, date of birth,
place of birth, blood group, gender, telephone, address,
as well as diagnosis, treatment process, past health findings,
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medications used, laboratory reports, radiology reports, past
surgeries, chronic diseases, infectious diseases, pregnancy
status, etc. This includes personal health-related information
that must be kept confidential. There is also general and
confidential information about patients, as well as medical
center registration data. The example given shows a com-
mon knowledge object and the users contributing to it. The
main users can be seen as patients, doctors and medical
center staff. That is, the mentioned users jointly own this
information object and can perform read, write, update or
delete transactions on this common information according to
the access rights granted to them. When access to patient-
related information is required between one medical center
and another, it receives and sends the information it wants
to access in accordance with local security policies. The
realization of these policies is ensured by information flow
control. The records of the patients should be shown to the
authorized persons in both centers and the other users should
be blocked. This study answers the following questions about
this example:

1) According to which access rights do users determine
read, write, update and delete transactions? How are these
access rights granted to users?

2) How to prevent any access violation other than users’
access rights?

3) How can the access granted to users be revoked after
they complete their transactions? How to prevent access to
the system?

In short, with the model proposed, the aim is to provide
access control and access revocation in a secure manner.
In other words, within the scope of this study, the BSKM
model that will protect data confidentiality with information
flow control for big data is explained. This model was used
in a real environment and the effectiveness and success of the
algorithm proposed was demonstrated by experimental study.
In accessing the data, the cost of access was reduced and the
data was accessed quickly.

The difference to other studies is that it targets data privacy
with untrusted users and in untrusted environments using
the BSKM model. By means of the private keys given to
the data, each user can determine their own access authority
independently from other users. The issue of reviewing access
authorization is one of the laborious studies undertaken under
the title of information security. The studies on this subject are
time consuming and involve labor costs within institutions.
Especially for complex big data, the review of access autho-
rizations cannot always be done in a cost-effective manner;
therefore, it may be neglected or not performed in a suffi-
ciently proficient manner. In this current study, access control
and authorization were provided by considering information
flow control without causing data leakage in accordance with
the wishes of the users. Users can create their own security,
privacy and integrity policies in a practical and flexible way.
At the same time, they can easily change these policies or
delete them completely when they are done. This is done
during runtime in this study, both statically and dynamically.
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Unlike other studies, it provides data confidentiality, data
integrity and data consistency combined.

Il. RELATED WORKS

Due to the development of technology, huge amounts of data
are produced in agriculture, finance, banking, business, edu-
cation, medicine and healthcare. Because diversity in size and
format of data is continuously increasing, more flexible data
processing tools and platforms are needed to find patterns and
useful information in the data [7].

With this large amount of data, information security prob-
lems have emerged. These problems are data privacy preser-
vation, identity and access control, data ownership authen-
tication and authorization. Nowadays, the development in
technologies gives rise to concerns about the security and
protection of data during storage, transmission, processing
and access. Blockchain technology is gaining more attention
from the security industry, which is looking for effective ways
to secure, protect, store and modify data. Blockchain is a
distributed ledger that records transactions linked and secured
using cryptography. Transactions can be an exchange of an
asset, the execution of the terms of a smart contract, or an
update to a record.

In recent years, various studies using different techniques
for the purposes mentioned have been described in published
literature. Lv er al. adopted blockchain technology to solve
the privacy protection problem of unmanned aerial vehicle
(UAV) big data [5]. In that study, a cryptosystem unit for
encryption of the blockchain data was used. This proposed
model for analysis using blockchain to protect the privacy of
drone big data included a user layer, a data layer, a cloud
layer and a blockchain layer. In the user layer, users used
blockchain technology to track transactions to prevent shared
data from being stolen or tampered with. The information that
the user wants to protect is stored in the data layer. The data
layer uses a decryption algorithm to recover the original data.
The cloud layer is a medium for downloading, uploading,
writing and reading data. The blockchain layer can provide
a powerful abstraction for distributed protocols. The perfor-
mance evaluation results show a big data privacy protection
scheme based on blockchain technology has low computing
costs in terms of key production, encryption and decryption.
However, there are some difficulties in implementing this in
practice. In addition, this study was only recommended for
UAV data.

Li et al. proposed a blockchain technique to develop
a novel public auditing scheme for integrity recognition
in big data in cloud storage [8]. In the proposed scheme
that involved three participants, the centralized and expen-
sive third party auditor was removed, and the computa-
tion and communication involved were reduced. The aim of
that study was to use a blockchain technique for security
issues to defend against malicious attacks in cloud stor-
age. But, more secure and efficient services are required on
blockchain-based public auditing techniques.
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Tan et al. proposed a blockchain-based access control
framework for cyber-physical social system big data called
BacCPSS [6]. It is important to preserve privacy of access
control in CPSS big data by utilizing blockchain fea-
tures. In BacCPSS, the account address of the node in the
blockchain with access control permission is redefined and
stored in the blockchain. Also access control and audit in
BacCPSS are designed for authorization. Results showed
that BacCPSS was feasible and effective, and could achieve
secure access in CPSS while protecting privacy.

Biswas et al. presented a solution for e-health systems
using a unified blockchain-based model [9]. In that study, a
blockchain network connected individual and independent e-
health systems. Access to patient data was controlled through
patient-centric channels and policy transactions. A patient’s
digital assets could be transferred from one service provider
to another using policy transactions. The proposed solution
could interconnect different e-health systems efficiently. The
protection of privacy is to prevent sensitive and important
personal or corporate data from getting into the hands of
individuals who might abuse it. However, the rapid increase
in patients and transactions brings with it a scaling problem.
Protecting the sensitive data of new users comes with some
problems such as authorization, authentication and storage.

Ma et al. proposed trusted data sharing with flexible
access control based on a blockchain system [2]. Also, new
searchable encryption was described. It presented a trusted
data sharing framework based on attribute-based encryption
(ABE), searchable encryption and blockchain technology
with multi-keywords. They transferred the retrieval process
from the untrusted cloud to a distributed trusted blockchain.
However, with the rapid growth of big data technology, new
privacy problems may emerge, such as the leakage of user’s
sensitive data and user’s privacy queries. Also the problem
of data updates and access control authorization updates
occurred due to insufficient schema usage.

Liu et al. proposed blockchain access control in the IoT
environment called Fabric-IoT [3]. This work containsed a
device contract (DC), a policy contract (PC) and an access
contract (AC). Moreover, it combined the blockchain tech-
nology with attribute-based access control (ABAC). This
improved the distributed performance of the system and more
physical devices could be used to test the reliability and
the throughput of the system. It could be used to try and
improve the scalability of Fabric-IoT and to support more IoT
application integration.

Lyu et al. proposed information-centric networking (ICN)
to meet the increasing demand for efficient content delivery
[4]. In this study, they proposed a secure blockchain-based
access control framework called Secure blockchain-based
access control (SBAC), to provide data security and privacy
for content providers. Mounnan et al. created a decentralized
access control infrastructure based on blockchain technology
for big data to publish the policies and provide the identifi-
cation and authentication processes [10]. The policies were
visible to the public. Hence, every user could see the policy
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paired with a resource. However, this needed to use access
control tools and a private blockchain.

In order to solve the security problem of personnel infor-
mation management in big data, a personnel management
system based on blockchain was proposed [11]. It created
a prototype system separating and storing data to solve the
problem of blockchain information redundancy and insuf-
ficient storage space and developed a prototype system to
query, add, modify and track personnel information. How-
ever, this model was not effective in solving such issues
as information leakage and tampering. Moreover, the data
storage mode proposed by that study needed a better solution
to the problem of large-scale data storage in main blockchain
technology.

Zhang et al. proposed an attribute-based access control
scheme that provides decentralized, flexible and fine-grained
authorization for IoT devices using blockchain technology
[12]. Sultana et al. proposed a blockchain-based smart con-
tracts data sharing and access control system for commu-
nication between Internet of Things (IoT) devices [13].
Egala et al. proposed a blockchain-based access model that
provided a decentralized and smart contract-based service
automation without compromising the system security and
privacy. This research introduced hybrid computing with a
blockchain-based distributed data storage system for an IoT
healthcare system [14]. Zhou et al. proposed a blockchain-
based access control framework for secured data sharing
and smart contract technologies in the Industrial Internet of
Things [15]. Lopez et al. presented a blockchain framework
for addressing the privacy and security challenges associated
with big data in smart mobility. It sent encrypted data to
the blockchain network and could make information trans-
actions with other participants for smart mobility big data
[16]. Yang et al. proposed a blockchain-based access control
framework with privacy protection called AuthPrivacyChain.
They defined the access control permission for data in the
cloud, which was encrypted and stored in a blockchain, and
they designed processes for access control, authorization and
authorization revocation in AuthPrivacyChain [17].

1ll. BIG DATA SECURITY

The most important problem with big data collected from
many areas, such as government agencies, health, education
and banking sectors, private enterprises, telecommunications,
the Internet, databases of large enterprises, Google, Face-
book, Yahoo, YouTube and Skype, is security and confi-
dentiality. With the acquisition of information by users and
the collection and sharing of information, security problems
related to data confidentiality, data integrity and unauthorized
access arise. In this case, the protection of sensitive and
valuable personal and public data is mandatory. Therefore,
in order to solve the problems arising from the seizure of
information by unauthorized persons, information leakage
and modification, and non-provision of information confi-
dentiality and privacy, some studies have been conducted and
are seen in published literature [18].

94741



IEEE Access

C. Bakir: New Blockchain Based Special Keys Security Model With Path Compression Algorithm for Big Data

Big data security consists of three basic elements: con-
fidentiality, integrity and availability. Data confidentiality
refers to preventing the transfer of valuable data of compa-
nies, institutions or individuals into the hands of unautho-
rized persons and ensuring that only authorized users can
process the data. For example, viewing bank data belonging
to customers by unauthorized users is a data confidential-
ity violation. Data confidentiality is ensured by using dif-
ferent encryption methods in communication security. Data
integrity aims not only to prevent unauthorized users from
modifying the data, but also to ensure that the data is obtained
from up-to-date, error-free and accurate sources. Methods
combining different techniques such as cryptography and
access control have been used to ensure data confidentiality
and integrity. Availability, on the other hand, is the fact that
the data can be accessed and used at any time by authorized
users [19].

These three basic elements need to be provided together
for big data security. In addition to these three elements,
the term privacy has emerged, which limits access to data
to protect a person’s identity in the collection, sharing and
storage of users’ data, is a more complex concept than data
confidentiality. Privacy refers to the ability of users to show
the desired amount of sensitive data (patient data, bank data,
etc.) to the people that they want and restriction of access
to users’ other data. As an example, let us say that with an
application, users want to get access to a museum system
from different places through smartphones. In this type of
museum application, in general, data such as users who visit
the museum, the museum administration, the works of art
exhibited in the museum, and the environmental information
of the museum are collected and stored by different services
in a database. Suppose that when a user purchases a ticket,
some information such as the user’s name, phone number,
gender, zip code, ticket type and payment type are saved
and stored by the museum system. In addition, the level
of the surrounding temperature, humidity, particulate matter
and noise is detected by various sensors and recorded in the
database in order to avoid causing damage to the works of
art in the museum when users are visiting. Several violations
of privacy occur in the collection, sharing and storage of this
museum data. To be more specific, for example, an attacker
can access the phone numbers of all museum visitors or find
out which people are in which sector (health care worker,
soldier, sailor, pilot, civil servant, etc.) according to the type
of ticket. In addition, payment information may be provided
to various advertising companies, and these companies may
send a number of unwanted random messages to users. These
can be shown as concrete examples of privacy violations.

All stages of big data security and confidentiality are
shown in Table 1. Big data security includes all the steps from
data collection to data processing, storage, visualization and
programming, and it is important at every step.

Big data security and privacy challenges are examined in
four stages: data collection, data management, system pro-
gramming and data analysis [20].
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TABLE 1. Big data security stages.

Data Data Programming Data
Collection Management | and System Analysis
Data Data Recursive Queries
Cleaning Storage Programming
Data Distributed Graph Semantic
Conversion Databases Programming Analysis
Data Distributed Memory Human-
Integration File Programming Computer
Interaction
Data Data Calculation of | Data
Normalization Hiding Data Flow Visualization

Data Collection: Big data consists of real-time structured,
unstructured, or semi-structured data obtained from online
services, business processes and media. At this stage, con-
ventional security methods (encryption, authorization, access
control, etc.) cannot fully ensure confidentiality and privacy
due to the variety of big data (one of the 5V characteristics:
velocity, volume, value, variety and veracity), due to the fact
that the data consists of different types from different sources.
It is not possible to monitor the data traffic that occurs when
storing the data because the data increases very quickly.
Differences in data format cause security vulnerabilities [21].

Data Management: This stage includes security and confi-
dentiality issues that occur when storing data collected during
the data collection process. The main purpose of data storage
is to ensure that authorized individuals in an organization
can access the data at any time that they want [22]. But due
to the increasing volume of big data, the servers of orga-
nizations are negatively affected. Conventional data ware-
houses are not capable of solving this problem. Outsourced
data servers such as cloud and distributed systems are used.
For example, many necessary or unnecessary data such as
customer feedback, e-mails, blogs, social media messages
and marketing information can be stored in an e-commerce
application. If the processed data is necessary for the organi-
zation, it is important to analyze and simulate it. Otherwise,
too much data is shared unnecessarily over different units
within the organization. This, in turn, leads to cost and time
losses. In addition, because a large number of operations are
performed in storing the same data due to these problems,
data integrity is negatively affected. Integrity, which is one
of the three basic elements of data security, is not provided
by conventional encryption and security methods in multiple
structures. It can give attackers the opportunity to hijack
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servers by taking advantage of these specified vulnerabilities
in such structures. Misuse of any data will cause a data leak.

These problems may cause data breaches, haphazard shar-
ing of data, and data theft. Access control shows which
users can perform which operations on the data. There are
mandatory, discretionary and role-based access control mod-
els. In the mandatory access model, users’ access to data
is determined based on some rules predetermined by the
central authority. In the discretionary access model, users can
access data within the limits determined for them, or their
access rights can be revoked. Users define their authorization
as “there is” or ‘“‘there is not”. In the role-based access
control model, roles are assigned to users based on their
obligations in the organization in which they work. Users
use their privileges according to the assigned roles, and all
access operations are determined based on these roles. Due
to the differences in users and their permissions, these access
control methods cannot be effectively applied in large data
storage. For good backup, recovery and improvement, the
data that needs to be stored and that needs to be destroyed
must be followed up at every stage of big data.

System Programming: For the security and confidential-
ity of big data, precautions should be taken against attacks
and hacking risks from inside or outside. This can also be
realized with good systems programming. Against malicious
attacks that can exploit the vulnerabilities of a system, secure
software that can detect all kinds of threats and provide
protection against these threats and risks must be created. For
the security and confidentiality of big data consisting of a
large amount of data from different sources, a good systems
program against attacks, such as identity theft, modification
of data, disclosure and Denial of Service (DoS), is required.

Data Analysis: The purpose of this stage is to ensure the
secure presentation of the collected sensitive data to users
after its use, processing, storage and analysis. With personal
products and personal services in an organization, a lot of
data is obtained to analyze the interaction between users
[23]. Meaningful data is created using various data min-
ing and machine learning techniques. However, data leaks
that may compromise big data confidentiality may occur at
this stage. Confidentiality issues may arise due to security
vulnerabilities at any stage, from collecting data to cleaning,
storing, processing and analyzing it. The data may have been
damaged during data storage. In this case, data reliability may
be compromised. For example, new applications developed
without security tests can allow hackers to hijack sensitive
information by hiding malicious program code, or by visu-
alization of the data. Users can access all kinds of informa-
tion with just one click without applying security and con-
fidentiality policies. Therefore, timely and correct decisions
should be made to counter security risks that may occur at all
stages of big data.

IV. TRADITIONAL SECURITY MODEL
Access control models are an important tool developed for
securing modern data systems. Institutions use access control
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models specifically to define who their employees are, what
they can do, which resources they can reach, and which
processes they can perform. Then they use them to manage
the whole process. Access control is a fundamental concept
in security by determining who or what can view or use
resources in many places and in many businesses. Authen-
tication and authorization of users and entities is important to
minimize the security risk of unauthorized access. The main
models of traditional access control are Mandatory access
control (MAC), Discretionary access control (DAC), Role-
based access control (RBAC) and Attribute-based access con-
trol (ABAC).

MAC is a hierarchical model in which access rights are
regulated by a central authority by security levels. All users
and user groups are allocated a security level. All information
is allocated a security label. Users can access or be denied
resources that correspond to a security level equal to or lower
than theirs in the hierarchy. This system can be quite cumber-
some to manage because the administrator must allocate all
authorization.

DAC policy is a means of assigning access rights deter-
mined by users who have access to their objects. This model is
implemented using access control lists by users that can give
access authorizations to other users within the limits assigned
to them or they can determine the limitations. However, this
model increases the risk that data will be made accessible to
users that should not necessarily be given access.

RBAC provides access rights based on the roles and priv-
ileges of the users. RBAC requires users to be assigned to
different roles to get the associated permissions. However, the
problems with role explosion limits its use to enterprise sys-
tems only. Here, a user may have multiple roles or capacities
within a given organization. Thus, when the subject is seeking
access to an object, the user must first indicate the role within
which the request is being made.

ABAC is an authentication and an authorization model
that controls access to objects by evaluating rules against the
attributes of entities (subject and object). This model requires
the basic principles of logical access control. ABAC is an
extension of traditional RBAC and can define permissions
based on just about any security relevant characteristics,
known as attributes. This model is richer and more expres-
sive because it can be based on any combination of subject,
resource and environmental attributes.

V. BLOCKCHAIN ARCHITECTURE

Today, IoT, cloud computing and social networks make it
possible to collect huge amounts of data. Big data has arisen
from a growing amount of information that organizations
are storing, processing and analyzing [24], [25]. Recently,
big data has become a important topic for businesses and
government organizations, and in various industry sectors
such as healthcare, manufacturing, banking, education and
transportation [26], [27]. However, it consists of a variety of
big data security and privacy challenges. These challenges
are data loss, data breach, data leaking and data theft, and
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FIGURE 2. Blockchain structure.

they have become critical threats to organization assets. Tra-
ditional security access control models are inadequate for
solving these problems and are unable to cope with this rapid
data explosion. Moreover, these models have failed to cope
with the scalability, interoperability and adaptability of big
data [28]. Therefore, blockchain-based access controls have
been proposed in this current study.

Blockchains are tamper-evident digital ledgers imple-
mented in a distributed fashion and usually without a cen-
tral authority (i.e., a bank, company or government). Fig-
ure 2 illustrates the blockchain structure. Blockchain models
consist of the blocks that make up the blockchain and the
ledgers that make up these blocks. The blockchain is a dis-
tributed ledger that a chain of blocks containing transaction
information records in a secure manner. Blockchain ledgers
are any content information in which the related blockchain
structure is built. This information can be values, such as
money transfer and customer records. Ledgers are combined
and processed at regular intervals and written into blocks.
Each block also contains hash information. It is a distributed
database that is encrypted with special algorithms such as
hash functions and provides data tracking. Transactions in a
blockchain can be an exchange of an asset, the execution of
the terms of a smart contract, or an update to a record.

Blockchain technology is not a suitable technology to be
applied in every field, but it can offer some advantages spe-
cific to the fields in which it will be applied. In this context,
it can lead to various improvements due to the advantages of
its technical structure in areas where it is applicable. From
this point of view, it can present a significant advantage
in processes such as confirmation, signature and approval,
especially within companies. In the same way, it can con-
tribute to the monitoring of the transactions. In this way, the
retrospective determination of the actions of the employees
will provide assurance to the employers in terms of inter-
nal security. Likewise, the fact that the transactions of the
managers can be detected in the transactions made by the
employee will provide a guarantee. With a technological
infrastructure established in this way, information sharing
with stakeholders inside or outside a company will provide
significant improvements for processes such as managing the
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confidentiality of information. From this point of view, it can
be said that the use of this technology in the processes where
it is applicable has the potential to deliver great benefits.

VI. THE STUDY PROPOSAL

It is of great importance that the technological infrastructure
of the company is compatible with blockchain technology.
Investment may be needed in this technology during the
adaptation process, and costs such as time and training may
need to be considered. However, from a security point of
view, data in the blockchain structure can be stored on nodes
located in different locations in a distributed manner. If the
data is stored openly in an open network structure, there is a
risk that the data in these nodes may be intercepted.

A transaction is the name given to the process of moving
the value of a cryptocurrency from one asset to another in
the blockchain network. In this current study, the aim was
to ensure data privacy in big data by preventing the capture
of valuable data in nodes. The scientific contribution of this
study is that data privacy is ensured by defining a private key
for each transaction that occurs in the blockchain. This special
key has then been applied to real and different large data
sets, unlike the studies in published literature. In addition, this
private key was created with a bidirectional list data structure.
A special path compression algorithm was proposed for data
speed while ensuring data security and privacy [29]. This
path compression algorithm is implemented for all operations
such as adding, deleting, changing and selecting data in the
blockchain. The proposed model (BSKM) consists of users,
objects and special keys.

A. USER

A user is the person involved in the blockchain transaction.
Users include data owners and users, or groups of users, who
perform operations such as granting and receiving data autho-
rization. Each user labels their data for data confidentiality
and integrity. The special key consists of a list of security
policies that are provided by the users. Each user labels their
data for data privacy. That is, a special key is determined that
is paired with a data object. In addition, each user has the right
to safely change these security policies separately.

B. OBJECT

This refers to the data that users have in the blockchain, that
they share with each other, and that they perform various
transactions on.

C. SPECIAL KEY

A special key is a collection of policies that are created
for the protection of data. That is, a key is determined that
is paired with a data object. This special key contains the
encrypted version of the data sent, added, deleted or updated
for each transaction that takes place in the blockchain. The
special key is encrypted by creating policies. In addition, each
user has the right to safely change these security policies
separately. This model was developed for unreliable users and
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Ul : U2(for T1),U3 (for T8), U6(for T5)......... pl
U2 : U5(for T3),U1 (for T3), U6(for T2)......... p2
Un: Ul(for T4),U7 (for T3), Ul(for T9)......... pn

FIGURE 3. Special key structure.

FIGURE 4. A doubly link list S modeling of the special key.

environments. Each user changes their own policy indepen-
dently of each other. The object consists of data to which
authorization is granted or received by users. The user rep-
resents a list of security policies issued by users. In addition,
each user separately has the authority to safely change these
security policies.

Ul: U2(for T1),U3 (for T8), U6(for TS)......... pl

U2: US(for T3),U1 (for T3), U6(for T2)......... p2

Un: Ul(for T4),U7 (for T3), Ul(for T9)......... pn

Figure 3 shows the contents of a special key. Here, while
Ul, U2, ..., Un show the owners of the data object from
the users in the system, the terms U2(for T1),U3 (for T8),
U6(for T5)...refer to the users to whom authorization has
been given for a particular transaction by the data owners: p1,
p2, ..., pni.e., each content definition on the S key shows the
security policy of the relevant actor regarding these common
data. Each user who owns a data object determines their own
policy for the key. Then, one of the users sends these data
objects to the other users with the key.

The transaction structure of the proposed blockchain is
shown in Figure 4 with a doubly linked list structure. In the
doubly linked list structure, the transaction is determined
according to the type of arrow. Users of U1, U2, U3 and U4
perform a transaction with each arrow.

T1: Read Transaction (from U1 user to U2 user)

T2: Write Transaction (from U2 user to U1 user)

T3: Update Transaction (from U2 user to U3 user)

T4: Delete Transaction (from U3 user to U2 user)

T5: Write Transaction (from U3 user to U4 user)

T6: Read Transaction (from U4 user to U3 user)

S consists of five parts, namely owner, readers, writers,
updaters and deleters. The way the arrows are drawn in the
graph show the types of authority needed to access the data.
Here, while ‘owner’ denotes the actors who own the labeled
object, ‘readers’ refers to the users to whom authorization is
given to read the owners’ data transactions; ‘writers’ refers to
the actors to whom authorization is given to write to the data
owners’ transactions; ‘updaters’ refers to the actors to whom
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authorization is given to update the data owners’ transactions
and ‘deleters’ refers to the users to whom authorization is
given to delete data owners’ transactions. The example spe-
cial key shown with the doubly linked list can be expressed
in the S typing format as follows [27]:

S ={U; : Uz, Us; Uy : Uz, Us; Uz : Uy, Us; Uy : Us; Us}
(D

The semicolon used when creating a label separates the
policies from one another. Accordingly, the S label has five
policies: {U71:Us,Us}, {Uz:U3, Us}, {U3:U4, Us}, { Us:Us}
and {Us: }. While Uy, Uy, Us, and Uy denote the owners of
the data object to which the Slabel belongs, U, U3, U4 and vs
represent the actors authorized by the data owners for various
object transactions (read, write, update and delete).

Let us assume that the first policy shows the read operation
on the object:

The first policy is expressed by U} — U, Uy — U; and
U; — Uy edges. This means that the U; user allows the vy,
v, and vy users to read their data.

Let us assume that the second policy shows the write
operation on the object:

The second policy is expressed by U, — Uy, Uy — Us,
and U, — Uy edges. This means that the v, user allows the
Uy, Uz and Uy actors to write to their data.

Let us assume that the third policy shows the update oper-
ation on the object:

The third policy is expressed by Uz — Uz, U3 — Uy,
Uz — Us edges. This means that the U3 user allows the Us,
U4 and Usactors to read their data.

Let us assume that the fourth policy shows the delete
operation on the object:

This is expressed by Us — U4, Us — Us edges. This
means that the Uy user allows the Uy and Us users to delete
their data.

The last policy is expressed by the Us — Us edge. This
means that Us does not allow anyone other than themselves
to perform any transaction on their data.

D. REVOCATION OF ACCESS RIGHT

When a user performs any blockchain transaction (read,
write, update, delete), they may want to revoke this access
right. In this case, private keys are determined for the object
again and the access right granted is revoked. With the
re-issued private key, the data is made less restrictive and less
stringent.

With the user hierarchy in Figure 5, client_X user allows
the lawyers group to read their legal data.

Figure 6 shows the user hierarchy in a law firm. The
lawyers user creates a group and all users in this group
(lawyer_X, lawyer_Y, lawyer_Z) are members of this group.
These lawyers exercise the authority and responsibility for
this group. Considering the user hierarchy, the action to re-use
4 different private keys regarding the revocation of the access
right is given below:
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Legal data of

client X

lawyers

FIGURE 5. Example a user hierarchy.

lawyer X lawyer Y lawyer_Z

lawyers

FIGURE 6. User hierarchy examples.

Action 1: Reader access right revocation: The data can
be made more restrictive by removing the reader from a
private key. For lawyer_X and lawyer_Y attorneys in the
lawyers’ group to see and evaluate the client_X legal data in
the user hierarchy in Figure 5, the data {client_X: lawyer_X,
lawyer_Y} and the private key are specified. However, later,
lawyer_Y can remove lawyer_Y from the reader list and
request only lawyer_X to defend herself. The private key
{client_X: lawyer_X} provides this status. In short, users can
set their policies and ensure the privacy of their own data
through private keys.

Action 2: Cancellation of update access rights: It may be
necessary to change the users to whom a power of attor-
ney is given by the owner of the data. For example, the
client_X—lawyer_X proxy process is shown in the user hier-
archy in Figure 5 and Figure 6. The owner of the data tagged
with {client_X: client_X} can be changed to lawyer_X, since
the client_X actor is deputizing for the lawyer_X actor. With
the new tag { lawyer_X: client_X}, the data can be updated
with a different private key.

Action 3: Revocation of adding access rights: Set private
keys for a client_X user’s legal data as follows:

{client_X : lawyer_X; lawyer_X : lawyer_Z}

With this private key, the legal data of client_X is given
to lawyer_Z via lawyer_X and lawyer_X. However, when
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FIGURE 7. Node chain formation.

the lawyer_X: lawyer_Z addition needs to be cancelled, the
client_X can re-determine the private key of the legal data
{client_X: lawyer_X} with the private key. By deleting a
new policy from a private key, data becomes more tightly
protected.

Action 4: Self-authorization. Let S be the private key
{X:Y}. X is the data owner and Y is the reader of this tag.
Also, let the user X give the power of attorney to users Z and
T. Users given the power of lawyers are added to the data as
a reader with their private key {X:Y}. Thus, the data is more
restricted with the newly created private key {X:Y,Z,T}. Ata
law firm, the lawyers authorized by the client can represent
the client by adding them as readers to the new label. With
the {client_X: lawyer_X} tag, client_X authorizes lawyer_X
to conduct their own case. Considering the user hierarchy in
Figure 5 and Figure 6, client_X gives the power of lawyers
to all lawyers in the lawyers group. By adding lawyer_Y
and lawyer_Z as readers to the old private key, the data
becomes more restricted with the newly created private key
{client_X:lawyer_X, lawyer_Y, lawyer_Z}.

Any transaction can be canceled by the re-switching rules
given above because these rules are recreated without break-
ing the security level. For example, in the multi-level secu-
rity model, each user includes their own data in one of
these classes, including unclassified, classified, secret and top
secret, in order to protect their own data, and private keys are
determined again. Each user in each security class acts on
behalf of its own class, and these users can see all transactions
in its class.

The transactions for revoking the access rights granted by
a data object from user ui to user uj are shown below in
pseudocode. Meanwhile, in order for the user uj to revoke the
access right (read, write, update, delete) granted to the user ui
—apolicy in S — which is the private key for this data, it must
be included in the data owner or all authorized lists. This is
expressed by the following condition:

Revocation of Access Right on Data:

if {1<1i < n; Vju; ereader;[S], writer;[S], updater;[S],
delete;[S]} or {1<1i < n; J; uj € owner;[S]}

{

u; has revoke access right to read,write, update and
delete data

}

else

{

u; has hasn’t revoke access right to read,write,
update and delete data

}
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Algorithm 1 Path Compression Algorithm
Algorithm YolKisalt (Start:Diigiim)

//Start node

1: X <Start;

2:Y <Start;

3: if (X=null or next[X]==null) return;
4: // determine previous node to probe (Y)
5: while (next[X]!=nll) do
6.
7
8

Y <X;
: X<«—next[X];
: end while
9: // update display
10: Z<Start;
11: while (Z!=X) do
12: next[Z]<next[Y];
13: Z<—next[Z];
14: end while
15: return;

Ay Ay Az Ay M
oid, (1) oid; (2) oid, (3) oid; (4) oid, (5)

FIGURE 8. The new condition that occurs as a result of the path
compression.

E. PROPOSED PATH COMPRESSION ALGORITHM

The path is a doubly linked list data structure that shows
the transmission of the data objects by the users. The nodes
are connected to each other in the form of chains. As an
object moves between the users, the object identifier (oid)
that shows the identity of the object is updated to include
the next address of the object. For example, in Figure 7 an
object (oidy) is transferred to the storage nodes Aj, Az, Az,
A4 and As, respectively. When the object is transferred, only
the address information remains on the previous node and
the object is transported to the new node. When the object is
moved from the A4 storage node, it is transferred to node As
and the new address is saved as oid;(4) to node A4. In other
nodes where the object is passed, the address (reference)
of the object remains (oid; (1)—oid;(2)—o0id;(3)—0id;(4)). The
object shown with 0id;(5) is actually located in node As.
0id;(5) in As shows the new oid value of the object. Because
object movements create long chains between nodes in this
format, the cost of accessing the object increases. In order
to prevent long chains, the path compression method is used,
which gives the result shown in Figure 8. Path compression
is the process of updating the reference in each node on the
path, which starts from the root node to the node where the
object is currently located, with the current location address
(See Algorithm 1).
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VII. EXPERIMENTAL STUDY

When the proposed Blockchain-based Special Key Model
(BSKM) was compared with the traditional security models
in published literature, the performance results obtained in
terms of accuracy and time are given in the following sec-
tions.

A. DATA SETS

The two real datasets used in the study taken from different
sectors underwent a preliminary process so that each user
and object mentioned in the dataset was classified according
to the security transactions. Real classification scales for
these institutions were taken as the basis for the classification
process. Datasets were labeled as the bank dataset and the
financial dataset.

The first dataset is a real dataset obtained from a Turk-
ish bank. Moreover, this dataset consisted of approximately
10 million customers and nearly 100 million transactions
such as money transfers and electronic fund transfers. This
dataset contained confidential and sensitive information. For
this reason, no information is given about the content of the
data.

The financial data is what investors use to analyze a
company’s economic and financial health. It contained a
100 million different transactions. This dataset also contained
confidential and sensitive information. For this reason, it was
not shared between different environments.

B. ACCURACY

Together with the proposed model, other access control mod-
els (MAC, DAC, RBAC, ABAC) have been used on a plat-
form operating a real distributed system, and all models have
been separately applied to the two datasets. Accuracy and
time results attained for all models applied to each dataset
were compared using the ratio of the transaction performed
by the user with the authorization permission to all transac-
tions and the working times for a transaction in the system
results in use by the application belonging to the sector from
which the dataset was taken. This allowed the performance
values of the methods to be compared. The proposed model
performance was calculated by Equation 2:

Accuracy = Number of all transactions performed
x correctly by all authorized
xusers / Number of all transactions  (2)

is calculated. All classes related to being true or false of for
all transactions performed are available in the datasets.

The time performance criterion was calculated by Equa-
tion3:

Time= System uptime for a transaction 3)

In Table 2 and Table 3, the success of the proposed model
was compared to published literature methods in terms of
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TABLE 2. Traditional security model and Bskm accuracy rate (bank
dataset).

Transaction/ | MAC DAC | RBAC | ABAC | BSKM
Accuracy

Rate (%)

Read 70.81 71.05 | 73.09 80.00 95.75
Write 67.34 68.55 | 69.57 77.71 84.12
Update 65.30 66.77 | 69.34 73.38 81.09
Delete 71.97 7542 | 77.27 82.65 99.82

TABLE 3. Traditional security model and Bskm accuracy rate (financial
dataset).

Transaction/ | MAC DAC | RBAC ABAC | BSKM
Accuracy

Rate (%)

Read 82.04 81.72 | 84.65 87.83 99.67
Write 75.42 78.64 | 80.55 82.64 92.64
Update 68.42 61.42 | 73.57 79.64 91.04
Delete 77.18 72.42 | 80.34 82.60 95.37

TABLE 4. Results for some datasets in the literature.

Methods used | DAC MAC
in the
literatiire/
Datasets
KDD99 cup 75.24 78.64 80.01 82.34 98.52
data set
DARPA BSM | 69.36 69.24 75.99 80.34 95.34

RBAC ABAC BSKM

NSL-KDD 71.67 73.52 77.30 80.65 96.85
dataset

accuracy against real data sets, which has been taken respec-
tively from the data of a bank and a financial institution whose
classes are obvious. Accuracy rates were calculated using
transactions randomly selected from these data sets. In addi-
tion, all classes of this data set were specified. Accuracy rates
were calculated according to their real class. While measuring
the accuracy rate, the classes of the model created for this
study were calculated by comparing them with real classes.
The success of the proposed model is clearly shown in Fig-
ure 9 and Figure 10 for the bank and for the financial data.
When the performances of both methods were compared for
all operations performed on objects in terms of accuracy rates,
the success of the proposed BSKM can be clearly seen. In par-
ticular, it gave more successful results in reading and deleting
operations. This is because writing and updating operations
are more difficult than other operations. In particular, read
and delete operations produced more successful results in all
tables compared to other operations. This is because updating
operations with writing are more difficult than reading and
deleting operations. In addition, as the number of users and
data decreased, the success rates increased in both methods
because less users and more accurate results were produced
with the data.
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FIGURE 9. Traditional security models and BSKM accuracy rate (Bank
dataset).
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FIGURE 10. Traditional security models and BSKM accuracy rate
(Financial dataset).

The proposed model I was compared with some datasets
used in published literature in Table 4. The proposed model I
gave successful results on the datasets used in the literature.
In addition, the success of model I is clearly shown in Fig-
ure 11.

This study evaluated the performance of BSKM on the
Ethereum and Hyperledger Fabric blockchain platforms.
The performance evaluation results of the proposed model
were obtained with different numbers of transactions. The
experimental infrastructure consisted of four servers, each
with 8GB of RAM, a 128G SSD hard drive and running
Ubuntu16.04 with four clients to send transactions. The sim-
ulation parameter for the current study are shown in Table 5.
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FIGURE 11. Results for some datasets in the literature.

TABLE 5. Simulation Parameter for blochchain platforms.

Peers Orderer CA
Nodes
Devices Virtual HP Laptop Virtual
Machine Machine
of nodes 4 2 4
CPU 4 8 4
RAM 4GB 8GB 4GB
Ledger vl4 vl.4 vl.4

Blockchain Transaction / Accuracy (%)
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FIGURE 12. Traditional security models and BSKM accuracy rate for bank
data in Ethereum platform.

Ethereum is a decentralized and open source blockchain
that forms the infrastructure of many cryptocurrencies thanks
to the ERC-20 code system. This study shows the results of
the proposed model on the Ethereum platform in Figure 12 for
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FIGURE 13. Traditional security models and BSKM accuracy rate for
financial data in Ethereum platform.

bank data and in Figure 13 for financial data. This study
built an Etherum blockchain platform, firstly by downloading
and installing the latest version of Ethereum (geth1.7.3 [11])
on four servers in the same local area network, deploying
four separate nodes, then specifying the same network id
and genesis.json for all nodes to ensure that nodes could
be properly connected to each other, finally completing the
connection between the main node and child node by file
configuration.

Hyperledger is an open source project created to sup-
port the development of blockchain-based distributed ledgers.
Hyperledger consists of a collaborative effort to create the
necessary frameworks, standards, tools and libraries to build
blockchains and related applications. This study built a
blockchain platform of Hyperledger Fabric by firstly down-
loading and installing the Hyperledger Fabric v0.6 on the
server, then configuring the fabric environment, and finally
deploying the fabric network and testing the chaincode. The
results showed that the maximum number of nodes that Fabric
v0.6 can have is 40 nodes in the network.

The results of the model for bank data on the Etherum
platform are shown in Figure 14. Separately, all transactions
for financial data on the Hyperledger platform are shown in
Figure 15. When the proposed model was compared with
traditional security models, it was observed to give more
successful results on both platforms.

C. TIME

In Table 6 the success of the proposed model (BSKM) is
compared with published literature in terms of time against
the real data set taken from the bank. In Table 7, the success
of the proposed model (BSKM) is compared with published
literature in terms of time against the real data set taken from
the financial data. Accuracy rates were calculated by random
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FIGURE 14. Traditional security models and BSKM accuracy rate for bank
data in Hyperledger platform.

TABLE 6. Traditional security model and Bskm time comparision for
financial data (sec).

Transaction/ | MAC | DAC | RBAC | ABAC | BSKM
Time (Sec)

Read 10.92 | 9.00 14.54 7.93 4.78
Write 15.08 13.54 | 17.37 12.75 8.24
Update 12.34 | 11.20 | 18.99 9.90 6.16
Delete 9.22 8.27 11.74 7.24 2.30

TABLE 7. Traditional security model and Bskm time comparision for
financial data (sec).

Transaction/ | MAC DAC | RBAC | ABAC | BSKM
Time (Sec)

Read 13.07 11.92 | 16.64 8.74 5.24
Write 18.64 15.72 | 20.98 14.25 7.55
Update 14.08 12.71 | 18.44 10.48 6.20
Delete 10.83 9.72 12.45 8.92 3.18

selections from these data sets. The success of the proposed
model is clearly shown in Figure 16 and in Figure 17 for the
bank and the financial data, respectively. In terms of time,
it was seen that operations were performed on the data in
less time with the proposed model. Writing and updating
operations took longer in both methods in terms of time
compared to other operations. This is because performing
writing and reading operations on the object takes more time.
Also, when compared in terms of time, the proposed model
gave very successful results for all operations performed on
the object. Looked at it in terms of time, it was seen that
transactions were performed on the data in less time with the
proposed model. Writing and updating transactions take more
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FIGURE 15. Traditional security models and BSKM accuracy rate for
financial data in Hyperledger platform.
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FIGURE 16. Traditional security models and BSKM time comparision for
bank data (sec).

time than other transactions. This is because it takes more
time to write and update the object.

Vill. PERFORMANCE EVALUATION

The developed model being proposed in this study has been
applied on a dataset obtained from real life bank data.
The performance of the proposed model has been com-
pared with the performances of traditional access control
models. When the results obtained were compared, it was
observed that object access levels were presented more con-
sistently and quickly with the proposed model. The accuracy
results obtained by using the path shortening algorithm with
the BSKM model and the traditional recommended access
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FIGURE 17. Traditional security models and BSKM time comparision for
financial data (sec).
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FIGURE 18. Path Compression Evaluation Performance (%).

control models are shown in Table 8. Looking at Figure 18,
the path compression algorithm gave more successful results
for all methods. When evaluated in terms of performance, the
success rate without using the path compression algorithm
was lower.

Table 9 shows the comparison of the proposed BSKM
model and traditional access control models in terms of the
work carried out using the path compression algorithm. The
path compression algorithm suggested in Figure 19 gave
faster results with all methods. As a result, the proposed
path compression algorithm is both faster and more success-
ful. Simulation of the big data was carried out through an
experimental study, and in addition to the evaluation of the
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TABLE 8. Path compression performance evaluation.

Method/ without Path with Path
Avg Accuracy Compression Compression
Rate (%)

MAC 68.24 73.66

DAC 71.88 77.48

RBAC 74.49 80.75

ABAC 79.80 82.37
BSKM 90.57 99.99

TABLE 9. Path compression performance evaluation time (sec).

Method/ without Path with Path
Avg Time (sec) Compression Compression
MAC 12.00 9.64
DAC 9.32 5.35
RBAC 16.87 10.94
ABAC 10.66 6.48
BSKM 6.35 2.07
Method / Avg Time (sec)
20
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B without Path Compression B with Path Compression

FIGURE 19. Path Compression Evaluation Time (sec).

algorithm, its effectiveness was also demonstrated by the
experimental study.

IX. CONCLUSION AND DISCUSSION

In this study, BSKM was introduced to ensure big data secu-
rity. In the proposed model, both authorized and unautho-
rized operations between users were carried out. Also, in the
proposed model, there was separate authorization or access
control for each blockchain transaction, such as reading,
writing, updating and deleting. Access control and authoriza-
tion operations were performed using special keys. Unlike
previous studies, data security was ensured for all operations
performed on the big data. Users could take back the authority
that they gave at any time, or they can give authority to the
user they want. Challenges that occurred during the imple-
mentation of security policies on big data were overcome.
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In this current study, the problem of data security for
big data was addressed. In particular, BSKM related to data
flow control was introduced, and examples of applications
for its use were shown. The proposed model consisted of
users, objects and special keys. In addition, data object flows
were modeled in a blockchain-based doubly linked list struc-
ture. In the doubly linked list structure, each transaction
occurring in the blockchain was determined according to the
shape of the arrow. The direction of the arrow only indicates
from which user to which other user the transaction will be
made. Unlike traditional methods from other studies that were
selected, BSKM performed all transactions on data in a fast
and reliable way. The results of our study were shown applied
to bank data, which was a real data set, by comparing it with
traditional methods. The results of the proposed BSKM for
all blockchain transactions performed on the data were also
shown by the experimental study. It delivered more successful
results, especially in reading and deleting operations. In addi-
tion, by combining the path compression algorithm with
BSKM, both the success and speed of the proposed model
with a hybrid model were increased. The proposed model was
also compared with the traditional methods used in previous
studies in terms of time, and it was seen that it performed
all blockchain transaction operations in a shorter time (read,
write, update and delete). In this way, data confidentiality,
integrity and consistency was ensured. This also shows that
the proposed model is flexible.

In this current study, both granting and receiving permis-
sions were performed between users. In this work, no separate
authorization or access control was made for each opera-
tion, such as reading, writing, updating and deleting. Access
control, authorization and revocation of access rights are
done through private keys in the blockchain. Unlike previous
studies, data security is provided by BSKM for all operations
on big data. Users can withdraw the authorization they have
given at any time or give the authorization to the users they
want. This authorization is done through policies made up of
private keys. This shows that the proposed model is flexible.

Preventing information disclosure was performed by mon-
itoring the access of malicious users to data. The results for
all operations performed on the data of the proposed BSKM
model are also shown in the experimental study. It gave more
successful results, especially for reading and deleting opera-
tions. It was also compared in terms of time with methods
used in previous studies, and it performed operations in a
shorter time.

In this study, a novel blockchain-based big data model
was introduced to provide advanced security and privacy
properties to big data-based bank and financial data. Use of
the blockchain technique for big data-based models is not
straightforward. Therefore the goal was to eliminate many
challenges and improve the security of two real datasets.
The proposed model provided reliable data communication
over the network and storage of the big data for differential
transactions. The concept of BSKM, which provides confi-
dentiality and privacy, was introduced.
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For future studies, a prototype application will be created
that shows the work of the BSKM, and the model will be
enriched by using multi function special keys, which take into
account the group of users as well. The main future direction
for this work is to implement this system into a testable
framework to provide some real world security and efficiency
guarantees beyond what has already been established for
all the individual components used. It is also hoped to find
partners to help bring some of the novel ideas mentioned in
this study to become available to the general public.
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