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ABSTRACT The arrival of IoT has brought constant innovation. This innovation has allowedmany ‘‘things’’
(sensors, wearable devices, smart appliances, among others) to be connected to the Internet to deliver the
information they collect. This need for connection has set the tone for the development of new protocols that
adapt to the IoT environment, taking into consideration low energy consumption and low computational
cost. These protocols are known as Low Power Wide Area Network (LPWAN). In this context, one of
the most used is LoRaWAN. As many other IoT protocols, it is exposed to security threats. These threats
aim to compromise security principles like confidentiality, integrity and availability (CIA Triad) of the
information. This paper aims to analyze weaknesses related to gateways within LoRaWAN infrastructure
to propose a lightweight security protocol to address gateway authentication vulnerabilities. This protocol
uses lightweight cryptographic functions to achieve this goal as it is intended to be deployed over IoT devices
which are very limited in terms of hardware and power resources. Likewise, this protocol has gone through
a formal security analysis with the use of BAN-Logic and a tool called Scyther, to validate the security of
the proposed protocol.

14 INDEX TERMS LoRaWAN, gateway authentication, lightweight protocol, Scyther-tool, BANLogic.

I. INTRODUCTION15

The world of Internet of Things (IoT) is growing expo-16

nentially. By 2025, there will be nearly 77 billion devices17

connected to the Internet [1], [2], [3], [4], [5]. This growth18

has leveraged the emerge of certain smart initiatives (i.e.19

Smart Cities, Smart Campus, Smart Metering, Smart Fac-20

tory, among others). Most of IoT solutions do not require21

high-speed connectivity, but they demand long life batteries.22

The amount of information transmitted by an IoT device is23

normally very small [6]. For instance, a temperature sensing24

device, would only use 7 bytes at most to inform about the25

temperature of a particular place.26

With the aforementioned constraints (transmission and27

power), it is required to use lightweight secure wireless28

communication protocols to interconnect and exchange data29

among end-nodes/sensors [7], [8], [9]. These protocols or30

technologies are called Low Power Wide Area Network31

The associate editor coordinating the review of this manuscript and

approving it for publication was Eyuphan Bulut .

(LPWAN).LPWAN protocols support long range commu- 32

nications (kilometers); they are optimized for power con- 33

sumption and they are not expensive to be implemented [9]. 34

LPWAN is able to reach up to 10-40 km in rural areas whilst 35

1-5 km in urban areas, providing long-range communication. 36

Moreover, a battery used in IoT devices with LPWAN has 37

an estimate lifetime of around 10 years. Finally, IoT devices 38

based on LPWAN are very affordable as their cost is no more 39

than $5 dollars in some cases [8]. 40

In terms of LPWAN protocols, there are multiple options 41

such as LTE-M, SigFox, NB-IoT, Long Range Wide Area 42

Network (LoRaWAN), Weightless-N, and EC-GSM. Among 43

them, the most used are Long Range Wide Area Network 44

(LoRaWAN), SigFox and Narrow Band – Internet of Things 45

(NB-IoT) [7], [8], [9], [10]. These protocols have similarities 46

in terms of architecture but differ in other parameters such 47

as frequency of operation, security, connection fees, among 48

others. 49

In comparison with other LPWAN protocols, LoRaWAN 50

possess some benefits. First of all, its level of openness allows 51
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researchers to perform changes and customizations in all of52

its components. Moreover, there is no interconnection fee to53

be paid for the use of the spectrum. Finally, LoRaWAN does54

not require a third-party infrastructure (back-end servers) for55

its deployment. Anyone is free to deploy a private network56

by using open source tools. For these reasons LoRaWAN has57

been selected as the subject of study in this work.58

This work reviewed papers that have identified potential59

vulnerabilities issues in the current version of LoRaWAN60

v1.1. Based on such review, this work focused on addressing61

vulnerabilities that have not beenmitigated yet. The proposed62

solutions use lightweight cryptographic functions to design63

new protocols to mitigate potential vulnerabilities that affect64

the communication between end-node and gateway. Com-65

pared to other works, this approach tries to solve security66

problems that are not described in the specification regarding67

the gateway. The main contribution of this work is to propose68

a protocol design that could be easily implemented over any69

IoT LoRaWAN End-Node.70

This paper is structured as follows: Section 2 provides a71

technical overview of LoRaWAN 1.1. and describes potential72

security issues. Section 3 describes improvements to be made73

to address some of the vulnerabilities. Section 4 analyzes the74

protocol from the security perspective in a formal way and75

performance perspective from the number of cryptographic76

operations. Section 5 discusses potential strengths of the77

current solution. Finally, Section 6 concludes the work and78

analyzes future improvements.79

II. LoRaWAN 1.180

A. TECHNICAL OVERVIEW81

Long Range Wide Area Network (LoRaWAN) is an IoT82

protocol that uses CSS and FSK modulation. The cover-83

age range of this protocol oscillates between 5km within84

urban areas and 20 km for rural areas. It operates over85

unlicensed ISM bands (868 MHz in Europe, 915 MHz in86

North America, and 433 MHz in Asia). It has an unlim-87

ited number of messages to be sent per day. In terms of88

bandwidth it supports 125Khz and 250Khz. A payload can89

handle up to 243 bytes. It implements mutual authenti-90

cation with the use of two symmetric keys. For encryp-91

tion it uses AES-128 in CTR mode and for integrity it92

uses Message Authentication Codes (MAC). Its infrastruc-93

ture is completely open and allows private implementations94

given the chance that anyone could implement his own95

infrastructure by using open source tools like ChirpStack96

(https://www.chirpstack.io/) [3], [7], [8], [9], [11].97

LoRaWAN operates at the MAC layer and it is based on98

LoRa (physical layer protocol). LoRa is the physical layer99

protocol. It is based con Chirp Spread Spectrum which is100

similar to FSK modulation, but it provides a longer commu-101

nication range [12].102

LoRaWAN has gone through several improvements so that103

its specification has changed several times. The specification104

which will be considered for this work will be [13] which has105

major changes in terms of session keys.106

FIGURE 1. LoRaWAN classes.

LoRaWAN operates over unlicensed Regional Industrial 107

Scientific Medical (ISM) bands. ISM bands are 868 MHz in 108

Europe, 915 MHz in North America, and 433 MHz in Asia. 109

LoRaWAN has three classes known as Class A, B and C as 110

shown in Figure 1. Class A is not optional and has to be imple- 111

mented by all end-nodes. Devices that implement more than 112

the mandatory class are considered High-End devices [13]. 113

There are three classes of devices according to LoRaWAN 114

specification. First, class A devices are bi-directional end 115

nodes which are more energy efficient and have two short 116

defined reception windows after every uplink message. Class 117

B devices open additional receive windows on scheduled 118

times with the use of beacons sent by the gateway. On the 119

other hand, Class C devices are continuously listening and 120

they are the least energy efficient but offer the lowest latency 121

level [13]. 122

1) ARCHITECTURE 123

LoRaWAN is composed of three elements: end-nodes, gate- 124

ways and back-end servers. On the other hand, back-end 125

servers are composed of: Network Server (NS), Join Server 126

(JS) and Application Server (AS). Any end-node that wants 127

to communicate with the back-end server infrastructure must 128

go through a gateway (Gw). The communication between 129

end-node (EN) and gateway is performed through LoRa pro- 130

tocol which is based on Chirp Spread Spectrum [12]. Gw 131

to back-end servers communication is handled over TCP/IP 132

protocols [9], [10], [12]. The following Figure 2 shows the 133

architecture of LoRaWAN with all its actors. 134

2) LoRaWAN BACKEND INFRAESTRUCTURE 135

As described in LoRaWAN Backend Interfaces Specifi- 136

cation [14], besides radio gateway, there are three types 137

of servers that are part of the backend architecture of 138

LoRaWAN. Those servers are: Network Server, Applica- 139

tion Server (AS), and Join Server; each of them perform 140

specific tasks within the whole architecture. The Network 141

Server (NS) is in charge of handling LoRAWAN MAC layer 142

for end-nodes, forwarding messages to AS, forwarding Join 143
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FIGURE 2. LoRaWAN architecture.

messages to JS, frame authentication, end-node verification144

among others. For Roaming scenario, LoRaWAN Backend145

Interfaces Specification [14] describes three roles for the NS146

which are home (hNS), serving(sNS) and forwarding(fNS).147

hNS is responsible for persisting information related to Ser-148

vice, Device and Routing profile, andDeviceEUI. These roles149

depends on JS for joining purposes and is connected to AS.150

In roaming scenario sNS and hNS are separated and uplink151

or downlink messages are passed from sNS to hNS. hNS is in152

charge of forwarding uplink messages to the proper AS based153

on DevEUI parameter. In addition, sNS role handles only154

MAC layer for the End-Node. Last, fNS handles gateways155

and there may exist more than one fNS serving a single End-156

Node. According to [14] JS manages End-Device activation157

process through Over the Air Activation (OTAA). A single158

JS could be connected to multiple NSs. This server contains159

information concerning Join-Request frames (uplink) and160

Join-Accept frames (downlink). It shares derived sessions161

keys with AS and NS. A JS could be connected to several AS,162

also a single AS could be connected to multiple JS. The AS is163

in charge of handling payloads (uplink and downlink frames)164

sent by the End-Devices. AS may be connected to multiple165

NSs and JSs, and several AS may be connected to a single166

NS. According to [14], there are several interfaces in place to167

support several procedures within LoRaWAN network from168

the perspective of the End-Device (home or roaming). These169

interfaces are:170

• sNS - JS: Used during Roaming Activation Procedure,171

it helps to obtain NetID from hNS of a particular EN.172

• hNS - JS: Supports Join Procedure between NS and JS.173

• hNS - sNS: Supports signaling whilst in roaming as well174

as payload delivery between hNS and sNS.175

• sNS - fNS: Supports signaling whilst in roaming as well176

as payload delivery between sNS and fNS.177

• AS - hNS: Supports payload delivery between AS and178

hNS.179

• AS - JS: Supports delivery of Application Session Key180

(AppSKey).181

• EN - NS: Used to support LoRaWAN MAC-layer sig-182

nalink and payload delivery between EN and NS.183

The procedure for activating and End-Node (EN) within the184

LoRaWAN infraestructure is known as Join Procedure or185

Over The Air Activation (OTAA). This procedure is described186

in detail in the next section.187

3) JOIN-PROCEDURE AT HOME SCENARIO 188

LoRaWAN supports two activation processes (join proce- 189

dures) for enabling end-nodes over a LoRaWAN network. 190

Those processes are: Activation By Personalization (ABP) 191

and Over the Air Activation (OTAA). 192

The OTAA procedure is started by the end-node. For this 193

purpose, each end-node has the following security parameters 194

DeviceEUIENi, JoinEUIENi, NwkKeyENi and AppKeyENi . The 195

last two parameters are 128-bit keys used to derive session 196

keys. These parameters are factory stored settings. This pro- 197

cedure is considered more secure than ABP since other keys 198

are derived from known parameters stored in the device. 199

In ABP mode, it is required that all sessions keys have to be 200

preloaded in the end-node, application server, network server 201

and join server for executing the join procedure and then 202

sending uplink messages. 203

The Join-Procedure is a process for authenticating End- 204

Nodes over a LoRaWAN network. This process is mandatory 205

before sending any uplink message. In order to proceed the 206

End-Node must first build a Join-Request message com- 207

posed as follows by the JoinEUI,DevEUI and theDevNonce. 208

JoinEUI is an identifier of the JS, DevEUI is a unique iden- 209

tifier of the Device and DevNonce is a sequential 2-byte 210

number generated by the EN. This message is sent in plain- 211

text. These parameters are evaluated by the JS and NS as 212

follows. JS verifies that DevEUI is in the authorized list 213

whilst NS validates and keeps a track of every DevNonce 214

generated. If the procedure is successful, the Network Server 215

will respond with a Join-Accept message to the EN so that 216

it could derive session keys (Application Session, Network 217

Session and Join Session keys) [10], [13]. 218

The Join-Accept message contains the following parame- 219

ters JoinNonce, Home_NetID, DevAddr DLSettings, RxDelay 220

and CFList [13]. The following table describes the parame- 221

ters that are part of the Join-Accept message see Table 1. 222

Once the EN receives the Join-Accept message, the fol- 223

lowing session keys are derived according to the specifica- 224

tion [13]. Every session key is used for a particular purpose. 225

FNwkSIntKey and SNwkSIntKey are used to calculate MIC 226

fields for preserving message integrity.NwkSEncKey is used 227

to cypher messages for NS.AppSKey is used to cypher Frm- 228

Payload for AS [13]. The session keys are derived as follow 229

according to the specification: 230

FNwkSIntKey=SEnc(NwkKey,0x01||JoinNonce||JoinEUI 231

||DevNonce||pad16) 232

SNwkSIntKey=SEnc(NwkKey,0x03||JoinNonce||JoinEUI 233

||DevNonce||pad16) 234

NwkSEncKey=SEnc(NwkKey,0x04||JoinNonce||JoinEUI 235

||DevNonce||pad16) 236

AppSKey=SEnc(AppKeyENi ,0x02||JoinNonce||JoinEUI|| 237

DevNonce||pad16) 238

JSIntKey=SEnc(NwkKeyENi ,0x06||DevEUIENi||pad16) 239

After the Join-Accept, JS must record and keeps a track of 240

every JoinNonce generated every time a Join or a Rejoin is 241

performed. 242
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TABLE 1. Join-accept parameter summary.

On the other hand, ABP procedure requires the manual243

input of session keys listed before. This procedure does use244

the same session keys for all their lifetime. It is then, more245

insecure than OTAA. There is no join-procedure or session246

key derivation and if keys are required to be renewed, they247

need to be manually configured.248

Although there are some security considerations and acti-249

vation processes described in the specification, there are still250

some issues that need to be addressed as they may compro-251

mise integrity and confidentiality of data and actors. These252

issues are described next.253

B. SECURITY ISSUES IN LoRaWAN254

LoRaWAN like any other LPWAN protocol, takes into con-255

sideration the typical limitations of constrained IoT devices.256

These constraints limit the ability to provide higher lev-257

els of integrity, confidentiality, and availability. However,258

LoRaWAN itself is not computationally constrained as pay-259

loads might reach 242 bytes over US915 frequency consider-260

ing a Spread Factor (SF) of 7 a bandwidth of 125kHz [15].261

This protocol has gone under some improvements, partic-262

ularly in the security field with the specification released in263

2017. This specification is currently under version 1.1 and264

is maintained by LoRa alliance [13]. This version corrects265

several vulnerabilities identified previously [16], and adds266

important features like the inclusion of a second key and267

separation of duties. Nevertheless, the improvements made268

to the specification have not addressed several issues like269

bit-flipping attacks, channel eavesdropping, rogue gateway270

attacks among others as described in [10], [17], and [18].271

These attacks represent a threat for applications developed272

under this technology. LoRaWAN is a popular protocol and273

it is being deployed in several applications in different areas274

such as health care, smart city, smart farming, environmen-275

tal monitoring, geolocation among others. However, it still276

presents vulnerabilities that can affect the deployment of277

solutions as well as end-users.278

In terms of research, several works have been published279

to increase the level of security in LoRaWAN. Most of the280

reviewed papers are oriented to correct weaknesses over281

LoRaWAN v1.0. Published works are more oriented to deal282

with secure key distritbution and generation in order to secure283

keys that are the root component to guarantee confindential-284

ity and privacy of the payloads generated. Very few papers285

analyze security vulnerabilities in LoRaWAN 1.1 version and286

TABLE 2. LoRaWAN research summary in terms of vulnerabilities.

only a few propose some improvements. Table 2 shows some 287

of the reviewed works, their research focus and the version of 288

LoRaWAN used for the research [10]. 289

As can be seen in the previous table, there is very few 290

research being carried out in terms of vulnerabilities associ- 291

ated to gateways. In spite of recommendations that have been 292

made, there are no formal requirements in the specification 293

that focus on mitigating gateway vulnerabilities. In this situ- 294

ation, this research will be oriented on securing the commu- 295

nication between the Gw and the backend infrastructure. 296

For its part, the work presented by [20] discusses about 297

impersonating gateways. Although the author performs this 298

analysis over LoRaWAN 1.0, they are still aplicable as the 299

current specification does not address any security require- 300

ments or improvements to the gateway. The author describes 301

that registering a gateway is not a mandatory requirement. 302

The proof of concept that he perfomed used the platform 303

The Things Network (TTN). This platform is able to accept 304

traffic from unregistered gateways and they mark traffic as 305

unstrusted to differentiate from traffic generated by regis- 306

tered gateways. This attack takes place in four stages as 307

described by the author. First, a malicious user has to acquire 308

the gateway unique id. Then, the gateway gets disabled by 309

the attacker. Once the id has been obtained, the malicious 310

gateway is configured with the original id to communicate 311

with the valid Network Server. Finally, a malicious user is 312

able to perform anACK spoofing. This attack is discussed and 313

tested by [16] where they showed that a gatewway can selec- 314

tively decide which packets not being transmitted. Under the 315

described scenario, the attacker would have physical access to 316

the device or perform a jamming attack to completely disable 317

it. As the used platform does not perform any further vali- 318

dations, once the malicious gateway ‘‘assumes’’ the identity 319

of the compromise gateway it will be able to push messages 320

through a malicious device. Finally, the author propose some 321

countermesaures to prevent this attack from happening. The 322

author suggests using IDS devices to detect a change of 323

the IP address, and putting gateways in a safe and secure 324

place. Moreover, the authors indicate that having gateway 325
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redundancy is an alternative. Securing the channel between326

gateway and the backend infrastructure is also a suggested327

countermeasure. Last but no least, dereasing spread factor328

would notably reduce the possibility of a jamming attack.329

On the other side, the authors in [19] perform a review on330

vulnerabilities over gateways and propose possible solutions.331

That work reviews problems like: Radio Jamming Attack,332

Beacon Attacks, Eavesdropping, Replay Attack, Wormhole333

attack and Rogue Gateway Attacks. i) Radio Jaming Attacks334

target the physical layer of LoRaWAN because end-nodes335

use radio signals to communicate with gateways. These sig-336

nals can be interrupted through malicious hardware. Authors337

describe triggered and selective attacks. Triggered ones are338

easier to detect as they target all devices whilst selective339

affect a specific device only. ii) Beacon Attacks according to340

authors may affect class B devices since those beacons are341

not secured, a fake gateway might cause packet collisions342

leading to a Denial of Service (DoS). iii) Eavesdropping343

mainly affects packets that may be encrypted with the same344

key. iv) Replay attacks as mentioned by authors is an efficient345

attack against gateways as an attacker is able to send packets346

as if it were authorized. An attacker uses the highest value of347

the counter to repeat messages. v) Wormhole attacks consist348

on capturing packets and retransmitting it to another location349

in the network. This attackmight cause downlingmessages to350

be routed to an invalid location. Although there are integrity351

checks within the packet sent, the receiver server does not352

validate the packet or its place of origin. vi) Rogue Gateway353

Attacks are possible since gateways are not authenticated in354

any way within the protocol.355

The authors in [10] defines the GW as the weakest link356

of the communication between EN and the backend infras-357

tructure. They emphasize that at this level, it is posible to358

perform any kind of capture or physical attack. In addition,359

authors state that gateways has been catalogued as ‘‘reliable’’360

from the very beginning of LoRaWAN. In their work, they361

describe that there are two potential attacks that can take362

place. First, Beacon synchronization DoS attacks produced363

by attackers using untrusted GWs to send fake packets to364

affect synchronization of Class B devices. Moreover, GWs365

can be impersonated to sniff traffic generated by an autho-366

rized EN and therfore determine their network address. Also,367

the physical location of a EN can be determined by using a368

triangulation method. Finally, authors suggest that a mech-369

anism to address this issue would be to implement mutual370

authentication between EN-GW and GW-NS.371

Abrief overview of vulnerabilities over some IoT protocols372

is reviewed in [21]. The authors in their work aim to brute-373

force the MIC of a LoRaWAN packet. In their test they aim to374

build forged packets by calculating the MIC of future packets375

based on captured data. Although the are not fully able to376

forge packets, they made the server to accepted a packet377

with incorrect data. The authors highlight that this scenario378

is possible due to an insecure communication between Gw379

and NS leading to a Man-In-The-Middle-Attack (MiTM).380

Also, the authors highlight that this scenario is feasible to381

TABLE 3. Scyther results claims with Gw.

exploit as the Semtech Packet Forwarder does not guarante 382

an authenticated connection between Gw and NS. 383

C. GATEWAY ATTACKS 384

1) FORMAL SECURITY VERIFICATION OF LoRaWAN 1.1 WITH 385

THE INCLUSION OF THE GATEWAY ROLE 386

The authors in [30] performed a formal security verification 387

by using a tool known as Scyther to analyze the state of 388

security of the Join-Procedure in the LoRaWAN protocol for 389

both versions 1.0.3 and 1.1. In such work, they demonstrated 390

that LoRaWAN v1.1 is more secure. The authors considered 391

only the end-node and the Join Server, but they did not include 392

the gateway as it acts as packet translator to deliver uplink 393

messages to the back-end infrastructure; however, Gw plays 394

a crucial role as if it fails packets could not be delivered. 395

In our approach, we will use the same tool but considering 396

the role of the Gateway in the protocol and taking the same 397

assumptions as described in [30]. The following results were 398

obtained after running the Scyther tool (see Table 3). 399

The results show that the inclusion of this role produces 400

an affectation in the protocol. This inclusion has affected 401

the Weakagree principle, meaning that the partners might be 402

communicating with an intruder. The other claim affected is 403

Niagree, which means that the parties are not able to agree 404

on the value of variables after execution. Besides, the claim 405

Nisynch is also affected. It means that the protocol is not exe- 406

cuted in order and that contents cannot be preserved during 407

communication. Failing the the claim of synchronicity Nys- 408

inch implies that there is no mutual authentication between 409

gateway and server (Network Server). Therefore, the gateway 410

must be authenticated within the LoRaWAN infraestructure 411

as this claim fails also between End-Node and Gateway. The 412

table 3 shows that either the End-Node (Dev), Gateway (Gw), 413

or Join Server (JS) could be attacked. This attack can be 414

replicated not only during the Join-Procedure but also during 415

uplink and downlink messages. 416

Uplink messages contains information payloads generated 417

by the end-nodes that are intended to be delivered to an 418

application server for further data processing and analysis. 419

This process could be executed once an end-node has been 420

activated either through OTAA or ABP join-procedures. The 421

uplink message delivery protocol is shown in Figure 3. 422
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FIGURE 3. Uplink message protocol.

FIGURE 4. Malicious gateway injecting packets.

2) THREAT MODEL423

For defining the threat model, the uplink message protocol424

will be considered. The following assumptions are in place.425

The device has already approved successfully theOTAA Join-426

Procedure. The communication between the End-Node and427

the Gw flows over an insecure open channel. The Gw is not428

an authenticated device over the infrastructure. The adversary429

could be either internal or external. According to the specifi-430

cation this issue is not specified and assumes that the gateway431

is a ‘‘trusted’’ device. This lack of authentication allows432

malicious users to produce the following attack scenarios:433

1) A malicious (not authenticated) gateway deployed for434

injecting captured or fake packets to a network server of435

a real LoRaWAN network as shown in Figure 4, might436

affect network server availability due to processing an437

excesive number of unauthorized packets.438

2) A malicious attacker deploying a rogue-gateway to439

sniff the traffic and perform cryptoanalysis over the440

packets that are delivered to a valid back-end infras-441

tructure affecting confidentiality and integrity of infor-442

mation as shown in Figure 5.443

From the scenarios described before, a malicious user is444

able to compromise the communication channel between the445

End-Node and the Gateway as it is not protected. Although446

the frame payloads are encrypted, a malicious user is able447

to decode PHYPayload. According to LoRaWAN specifica-448

tion [13] a PHYsical PAYLOAD of an uplink message is449

composed as shown in Figure 6.450

Any user is able to decode information sent from a451

PHYPayload of LoRaWAN as only some parameters of it are452

FIGURE 5. Channel eavesdropping.

FIGURE 6. LoRaWAN PHY payload structure.

encrypted. The information that can be obtained by applying 453

a simple Base64 or Hex decoding is listed in the following 454

Table 4. 455

Although a malicious user would have a hard time trying to 456

decrypt FRMPaylod, it is important to denote that LoRaWAN 457

session keys live for a long a time and they are just renewed 458

with rejoin procedure or by sending aRekeyInd command that 459

is triggered by the device and shall be processed by the NS 460

to produce a new pair of keys [13]. With the aforementioned 461

before, a cryptoanalysis procedure is valid to infer the content 462

of the FRMPaylod considering that the minimum length is 463

7 bytes protected with an AES-128 bit key. In addition, 464

as a malicious user is able to capture packets he is also 465

able to resend this packets or craft malicious packets based 466

on previous informaiton and send them to the LoRaWAN 467

infrastructure since the gateway is assumed to be ‘‘trusted’’. 468

The exposed vulnerabilities require a mechanism that prevent 469

malicious users to easily sniff, divert or inject unathorized 470

traffic. 471

Within LoRaWAN infrastructure, gateways are a key ele- 472

ment since they convert LoRa frames into IP packets; there- 473

fore, they could be considered as a point of failure, which 474

may affect packet delivery to the backend infrastructure 475

or downlink messages to the End-nodes. Because of their 476

importance, these elements must be recognized within the 477

network to guarantee their authenticity when forwarding or 478
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TABLE 4. LoRaWAN parameters obtained through decoding.

delivering messages. If gateways are not authenticated within479

LoRaWAN infrastructure, they are exposed to rogue gate-480

way attacks which may affect their availability and may481

affect the normal flow of packets. An authenticated gateway482

will enhance the security level of messages, it would pro-483

tect/cypher certain data from FHDR to prevent cryptoanal-484

ysis or using a known key to forward messages to authen-485

ticated network servers only. Likewise, this authenticated486

gateway would be the only authorized to send class B bea-487

cons to End-Nodes, these beacons might contain additional488

validation fields to prevent Class B nodes being flooded489

by such type of messages. The proposed approach aims to490

provide an enhancement over the End Node-Gw and Gw-491

NS relationships to use only registered gateways within492

LoRaWAN infrastructure by using lightweight cryptography493

protocols without requiring third-parties like Certification494

Authorities (CA).495

III. SECURING END-NODE TO GATEWAY496

COMMUNICATION IN LoRaWAN497

To achieve the proposed goal, the following solutions are pro-498

posed. First of all, register the gateway through the Network499

Server (fNS if in roaming scenario) by generating a new key500

to authenticate it over the LoRaWAN infrastructure. Also,501

produce a new session key that will be used between the EN502

and the Gw. This key will be known as GwSKey and will be503

generated during the Join Procedure. It will be shared to the504

NS and later to the Gw or group of Gw tied to a particular NS.505

Table 5 shows the notation used in the following protocols.506

A. GATEWAY REGISTRATION PROTOCOL507

This protocol registers a gateway within a LoRaWAN net-508

work. During this registration, the Gateway (Gw) will share509

its symmetric key with the Network Server (NS). In this510

scenario, it is assumed that the gateway symmetric key will511

reside in secure place that cannot be tampered.512

In the proposed scenario each NS is in charge of one or513

a group of gateways. According to the LoRaWAN backend514

specificaction V1.0 [14], fNS is in charge of managing Gate-515

ways. A Gateway points to a particular fNS. There might516

be several Gws deployed within the network and connected517

to a network server. The number of gateways depend on518

the number of nodes that can be handled and the scope of519

the deployed network. This protocol aims to mitigate the520

vulnerability described as Rogue Gateway attacks. This is a521

formal protocol that must take place before any Gw wants to 522

be part of a LoRaWAN network. The process for registering 523

a gateway into the LoRaWAN network is executed as follows 524

(see Figure 7). For this scenario, it is assumed that the network 525

administrator has to configure the Gwi to connect to a fNS or 526

a set of them. 527

First, the user in charge of performing the configura- 528

tion is a network administrator which provides his/her cre- 529

dentials IDUi, PWUi into the gateway. Then, the gateway 530

Gwi generates a randmon nonce RN1, a random symmetric 531

key RSK, computes GwSKa=h(RSK || GwKeyGwi), where 532

GwKeyGwi is a symmetric key that comes from factory and 533

is stored in a secure place in the gateway, and calculates 534

GwInf=SEnc(GwSka, RN1||GwEUIGwi)whereGwEUIGwi is 535

a 64-bit Unique Identifier of the gateway, and SEnc(x,y) is 536

a symmetric encryption function y using the key x, || is a 537

concatenation operation, and h(.) is a one-way hash function. 538

Then, it calculates the following: 539

• MReq = h(IDUi||h(PWUi)) ⊗ GwSka 540

• M1 = (MReq||IDUi||GwInf) 541

The gateway (Gwi) communicates with the fNS and 542

asks for gateway registration by sending M1. After receiv- 543

ing the request, fNS Obtains IDUi from M1 and calcu- 544

lates h(IDUi||h(PWUi)). It obtains GwSKa by executing 545

MReq ⊗ h(IDUi||h(PWUi)) . It extracts RN1||GwEUIGwi 546

by performing SDec(GwSKa, GwInf) where SDec(x,y) 547

is a symmetric decryption function of message y using 548

key x. It generates two random nonces RN2 and RN3 549

and then computes the symmetric groupkey key for all 550

gateways associated to fNS by executing GrpKeyGrpId = 551

h(GwKeyGwi ||GwKeyGwj ||GwKeyGwj+1 ||GwKeyGwj+n ||RN3), 552

where GwKeyGwn is a symmetric key that belongs to a partic- 553

ular registered gateway n. This key is the group symmetrickey 554

that will be used by the fNS to share multicast messages 555

with its registered gateways. Then, it generates a sequential 556

integer GrpId to identify the group of gateways connected 557

to it. It stores (GwEUIGwi,h(GwEUIGwi),GrpKeyGrpId,GrpId) 558

in its LocalDB. For this scenario, every time a gateway is 559

registered, the GrpKeyGrpId will be calculated and shared 560

(multicast) to all the gateways tied to a fNS. Finally, it calcu- 561

latesM2=SEnc(GwSka,GrpKeyGrpId||RN1’||RN2) and sends 562

it back to Gwi. 563

Once Gwi receives M2, it obtains GrpKeyGrpId|| RN1’|| 564

RN2’ by decrypting SDec(GwSKa,M2). Then, it validates 565

if the received random nonce RN1’ matches the pre- 566

viously generated one RN1, to guarantee the freshness 567

of the message. If previous validation was ok, it calcu- 568

lates MICGw = aes_cmac(GrpKeyGrpId, RN2’||GwEUIGwi), 569

where aes_cmac(x,y) is an AES Message Authentication 570

Code function that uses a key x to produce a code of amessage 571

y. Then, it computesMA=SEnc(GrpKeyGrpId, RN2’||MICGw) 572

Finally, it calculatesM3 =MA||h(GwEUIGwi ) and sendsM3 573

to fNS. 574

Finally, upon reception of M3, fNS obtains h(GwEUIGwi ) 575

and compares against its LocalDB to obtain the GrpKeyGrpId 576
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FIGURE 7. Gateway registration protocol.

of the gateway that is requesting the registration process577

used for further decrytption operations. It decrypts MA to578

obtain RN2’ and MICGw by executing SDec(GrpKeyGrpId,579

MA) using the key retrieved from its LocalDB. Then, fNS580

calculates MICGw’ by executing aes_cmac(GrpKeyGrpId,581

RN2||GwEUIGwi) where RN2 is the previous random nonce582

generated by fNS. It comparesMICGw’ against the received583

MICGw to validate that the message has been generated584

by the gateway requesting registration. Also, it validates585

RN2 against RN2’ to validate the freshness of the mes-586

sage. If both comparisons are valid, fNS stores the tuple587

(h(GwEUIGwi||GrpKeyGrpId), AUTHORIZED_TRUE) in its588

database to authorize messages coming from the just regis-589

tered gateway. Otherwise, it prohibits the gateway by regis-590

tering the tuple (h(GwEUIGwi), AUTHORIZED_FALSE). For591

future use, the fNS will first validate the authorization status592

of a gateway before accepting/forwarding packets to other593

network servers.594

The proposed scenario applies for home or roaming sce-595

narios. In case of home deployment, NS acts as fNS, sNS and596

hNS according to the LoRaWAN backend interfaces specifi-597

cation [14]. In our proposal the fNS plays the role of NS.598

It is important to consider that if a gateway Gwi leaves599

or enters the group, then a recalculation procedure should600

be conducted by fNS and the resulting key must be shared601

among the group through multicast. For the leaving sce-602

nario, the multicast operation will not consider the leaving603

gateway, it will unauthorize Gwi in the fNS database by604

registering the tuple (h(GwEUIGwi), AUTHORIZED_FALSE) 605

and calcuating the new group key as follows GrpKeyGrpId = 606

h(GwKeyGwj ||GwKeyGwj+1 ||GwKeyGwj+n ). 607

B. GATEWAY SESSION KEY DERIVATION PROTOCOL 608

1) HOME SCENARIO 609

The process for deriving the Gateway Session Key 610

(GwSKeyENi) in a LoRaWAN Home Scenario is executed as 611

follows (see Figure 8). The steps highlighted in green are part 612

of our contribution. 613

This procedure is executed during the Join-Procedure 614

OTAA described in the LoRaWAN 1.1 specification. Once 615

the EN has passed all validation procedures by NS and JS, 616

it starts the Session Key Derivation Process. According to the 617

specification, there are five keys that are derived and shared 618

with the Network Server and the Application Server. In this 619

scenario, a new symmetric key based on previous Network 620

Key and Application Key is calculated by using an XOR 621

function and then using it to calculate a sixth session key 622

known as GwSKeyENi. The following steps are executed: 623

• NAKeyENi=NwkKeyENi ⊗ AppKeyENi 624

• GwSKeyENi=aes_cmac(NAKeyENi ,h(DevEUIENi|| 625

DevNonceENi||JoinNonceENi||JoinEUIENi)) 626

Once obtained, JS generates M1 and asymmetrically 627

encrypts it with the public key of the Netowrk Server (NS) 628

NSPubkey. JS is able to determine GwEUIGwi as it comes in 629

the payload of the Join-Procedure. JS computes: 630
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TABLE 5. Notations used in designed protocols.

• M1=AEnc(NSPubkey,GwEUIGwi||DevEUIENi631

||GwSKeyENi )632

• GwDevIdENi=h(GwSKeyENi ||DevEUIENi )633

JS stores {GwDevIdENi , DevEUIENi} for further processing,634

M1 is sent back to the network server by using the sharing635

process of session keys and JoinAccept is forwarded to End 636

Node. 637

The network server (NS) receives M1 and decrypts it 638

by executing ADec(NSPubkey,M1) to obtain GwEUIGwi|| 639

DevEUIENi ||GwSKeyENi , where ADec(x,y) is an asym- 640

metric decryption function that uses a public key x 641

to decrypt a message y. Then, it calculates M2 by 642

executing M2=SEnc(GrpKeyGrpId,GwEUIGwi ||DevEUIENi|| 643

GwSKeyENi) and sends it to the gateway. 644

The Gateway receives M2 and decrypts it by executing 645

SDec(GrpKeyGrpId,M2) to obtain GwEUIGwi|| DevEUIENi || 646

GwSKeyENi .Then, it calculates h(GwSKeyENi|| DevEUIENi) 647

to generate a unique anonymous identifier for the end-node. 648

Gwi, also stores a maximum idle time (defined by the net- 649

work administrator) Max Idle Time (MITENi) for such ENi 650

to prevent storing data of devices that are not using that 651

gateway or that devices that have not transmitted data in a 652

period of time greater than (MITENi). Finally, the gateway 653

stores {GwDevIdENi, GwSKeyENi, MITENi} in its database for 654

decrypting further messages sent by a particular end-node. 655

According to the specification, once the Join-Accept mes- 656

sage was received, the end-node must derive session keys. 657

At this point the End-Node calculates: 658

• NAKeyENi=NwkKeyENi ⊗ AppKeyENi 659

• GwSKeyENi=aes_cmac(NAKeyENi ,h(DevEUIENi|| 660

DevNonceENi||JoinNonceENi||JoinEUIENi)) 661

to obtain the session key used to send messages to a particular 662

Gateway. The GwSKeyENi is a 128-bit key. This key will 663

be renewed on every Re-Join procedure according to the 664

protocol described before. The key is assumed to be stored 665

in a secure place with tamper proof mechanisms. 666

2) ROAMING SCENARIO 667

In case the LoRaWAN infrastructure is working on Roaming 668

Scenario, the following considerations are in place, and the 669

protocol for such scenario is shown in Figure 9. 670

According to the LoRaWAN backend specification [14] 671

when an End-Node ENi works over roaming the following 672

additional steps are required once a Join Request has been 673

dispatched. First, the Join Request arrives to NS2 and it has 674

to determine if it is acting as the (hNS) for the ENi. It also has 675

to determine if it has been identified to work with JS which 676

is identified by JoinEUI, if such is not the case, the process 677

must terminate at this point. Otherwise, it has to perform a 678

DNS lookup to identify the IP address of JS. In case NS2 is 679

not able to identify the (hNS), it has to send a request that 680

contains DevEUI to JS to retrieve such information. JS has 681

to respond to such request either with a succesfull response 682

containing the NetID of NS1 if NS2 belongs to authorized 683

networks or with a No Roaming Agreement Response. Then, 684

NS2 performs a DNS lookup to obtain the IP Address of 685

NS1 (hNS) by using the previously obtained NetID and also 686

it sends a request (ProfileReq) containing the DevEUI to 687

retrieve profile information of the device. Later, if the device 688

is allowed for roaming NS1 should inform to NS2 through 689
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FIGURE 8. Gateway session key registration protocol home sceneraio.

a successfull notification (ProfileAns). If the device has not690

been authorized a failure notification is forwarded. Once NS2691

received a successfull confirmation with handover roaming692

type, it has to start a new message request (HRStartReq) to693

NS1 that contains the JoinRequest, MACVersion, ULMeta-694

Data, DevAddr, DLSettings, RxDelay, CFList and Device695

Profile Timestamp. NS1 forwards the Join-Request to JS696

to start the JS Session Key Derivation process. During this697

process, the derivation of the new keyGwSKeyENi is the same698

as described in previous section. JS send an answer message699

(HRStartAns) toNS2 containing the roaming activation status700

as well as Join-Accept response. The differences here com-701

pared to previos home scenario are thatM1 will be encrypted702

with the public key ofM2 andM2 is message encrypted with703

the public key of NS1, as described below:704

• M1 = AEnc(NS1PubKey, GwEUIGwi ||DevEUIENi ||705

GwSkeyENi )706

• M2 = AEnc(NS2PubKey,ADec(NS1PubKey,M1))707

Upon reception of M2, NS2 calculates M3 by execut-708

ing ADec(NS2PubKey,M2) and then builds M4 by executing709

SEnc(GrpKeyGrpId),M3,M4 is then forwarded to the gateway.710

OnceGwi receivesM4, it executes SDec(GrpKeyGrpId),M4)711

to obtainGwEUIGwi ||DevEUIENi ||GwSkeyENi . Then, it calcu-712

lates GwDevIdENi = h(GwSkeyENi ||DevEUIENi ) and stores {713

GwDevIdENi , GwSkeyENi} in tis LocalDB.714

Finally, ENi derives GwSkeyENi in the same way as stated715

in the previous section (Home Scenario).716

C. UPLINK MESSAGES THROUGH AUTHENTICATED 717

GATEWAYS 718

The process for sending uplink messages through a reg- 719

istered gateway is described as follows. This procedure is 720

executed after the OTAA Join-Procedure has been success- 721

fully acknowledge with a Join-Accept message. It applies 722

for Unconfirmed Data Up Messages and is divided in two 723

scenarios. 724

The first one applies when a end-node ENi has joined 725

(OTAA Activation) through a registered gateway Gwi which 726

has already been registered through the fNS. The second 727

scenario applies when an end-node ENi wants to send a mes- 728

sage over a registered gateway but ENi is not registered over 729

that Gwi. In our proposal a Gwi must be registered over the 730

LoRaWAN infraestructure before forwarding any message. 731

First of all, ENi calculates all the following as part of the 732

construction of the uplink message according to LoRaWAN 733

1.1 specification [13]: 734

• MHDR=Mtype||EJP||Major 735

• FHDR=DevAddr||FCtrl||FCnt||FOpts 736

• msg=MHDR||FHDR||FPort||FRMPayload 737

• cmacS=aes_cmac(FNwkSIntKeyENi,B1||msg) 738

• cmacF=aes_cmac(FNwkSIntKeyENi,B0||msg) 739

• MIC=cmacS[0..1]||cmacF[0..1] 740

• FRMPayload = SEnc(AppSKeyENi,Payload) 741

• PHYPayload=MHDR||FHDR||FPort||FRMPayload 742
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FIGURE 9. Gateway session key registration protocol roaming scenario.

Then, ENi calculates GwDevIdENi=h(GwSKeyENi||743

DevEUIENi ) which is a temporary anonymous identifier that744

depends on a session key previously established with a745

Join-Accept and changes with every message, it is 9 bytes746

long distributed as follows. The hashed parameter has been747

divided in 4 parts, the protocol will randomly take one of748

the parts (8 bytes) and will add a ninth byte to mark the749

corresponding portion sent.750

For the FHDR, we propose to use dynamic Device751

Address to make sniffing harder. The new device Address752

(DevAddr) will be calculated as follow DevAddrENi =753

SEnc(GwDevIdENi, DevAddr). This parameter will use the754

full key GwDevIdENi generated and will be increased with755

every time an uplink message is sent.756

Also, According to LoRaWAN 1.1 Specification [13] there757

are two unused (4..2) bits in MAC Header that are reserved758

for future use (RFU). This proposal uses thise bits so that759

ENi defines the type of message to be built by creating760

EJP which will take the value EJP = 0x01 to identify a761

secured type of message to be delivered through a registered762

gateway (Gwi).763

In addition, our proposal considers adding an integrity 764

MIC for FRMPayload. ENi calculates a new MIC after 765

FRMPayload has been symmetrically ciphered. This new 766

MIC is 4 bytes length as is calculated as follows 767

MIC_Py=aes_cmac(AppSKeyENi, FRMPayload)[0..3] and 768

will be used to validate, accept or decline a message if 769

FRMPayload was tampered by malicious users. 770

Moreover, our proposal considers adding a 4-byte 771

MIC for validating messages sent from ENi to Gwi. 772

This MIC is calculated as follows by ENi MIC_PENi= 773

aes_cmac(GwSKeyENi,msg||GwDevIdENi||FCntUp)[0..3]. 774

Finally, once all previous components have been cal- 775

culated, ENi calculates M1 = MHDR||FHDR||FPort|| 776

FRMPayload||MIC||MICPy||MIC_PENi and sends it to Gwi. 777

1) PROTOCOL FOR SENDING UPLINK MESSAGES OVER 778

AUTHENTICATED END-NODES AND GATEWAYS (UMOAEG) 779

The purpose of this protocol is to deliver messages over 780

a Gwi that has already been registered within LoRaWAN 781

infrastructure by using an authenticated Eni. 782
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Once Gwi receives M1, it verifies if GwDevIdENi is in the783

LocalDB GwDevIdENi, GwSKeyENi. If such validation is true,784

it calculates DevAddr = SDec(GwDevIdENi, DevAddrENi),785

extracts GwSKeyENi and calculates MIC_PENi’=aes_786

cmac(GwSKeyENi,msg||GwDevIdENi||FCntUp)[0..3] and787

compares against MIC_PENi from M1, if it matches, Gwi788

builds M2 = MHDR||FHDR||FPort||FRMPayload||MIC||789

MICPy and calculatesM3=SEnc(GrpKeyGrpId,M2) which is790

then forwarded to the Network Server (NS).791

Then, NS calculates SDec(GrpKeyGrpId,M3) to obtainM2.792

It then calculates cmacS and cmacF to validateMIC accord-793

ing to [13], if such validation is trueM2 is then forwarded to794

the Application Server (AS).795

Finally, after AS receives M2, it calculates MIC_Py’=796

aes_cmac(AppSKeyENi, FRMPayload)[0..3] and validates797

againstMIC_Py fromM2 to verify that FRMpayload has not798

been altered whilst in transit. If that validation was succesfull799

it then executes SDec(AppSKeyENi,FRMPayload) to obtain800

Payload in plain text and then decodes it; otherwise,AS aborts801

the process. The designed protocol is shown in Figure 10.802

2) PROTOCOL FOR SENDING UPLINK MESSAGES OVER803

unAUTHENTICATED END-NODES AND GATEWAYS804

(UMOUEG)805

The protocol designed can be seen in Figure 11 In this806

scenario, the purpose is to deliver an uplink message807

over an authenticated ENi a registered Gwi but the ses-808

sion key has not been delivered yet to Gwi. First of809

all, once Gwi receives M1, it verifies if GwDevIdENi810

is not in the LocalDB GwDevIdENi, GwSKeyENi. If so,811

it temporally stores M1,GwDevIdENi,GwSKeyENi in a812

TempDB. Then, it extracts DevEUIEni from LocalDB,813

calculatesM2=SEnc(GrpKeyGrpId,GwDevIdENi||GwEUIGwi||814

DevEUIENi) and forwards it to NS.815

Upon reception ofM2,NS executes SDec(GrpKeyGrpId,M2)816

to obtain GwDevIdENi||GwEUIGwi||DevEUIENi and then817

calculates M3=AEnc(PubkeyJS,GwDevIdENi||GwEUIGwi||818

DevEUIENi) using asymmetric encryption with the public key819

of JS and forwards it.820

Once JS receives M3 it asymmetrically decrypts it821

by executing ADec(PubkeyJS,M3) to obtain GwDevIdENi||822

GwEUIGwi|| DevEUIENi and then it validates if GwDevIdENi823

is in LocalDB andDevEUIENi is in the Supported Device List824

of JS, if so it calculates the following:825

• NAKeyENi=NwkKeyENi ⊗ AppKeyENi826

• GwSKeyENi=aes_cmac(NAKeyENi ,h(DevEUIENi827

||DevNonceENi||JoinNonceENi||JoinEUIENi))828

• M4=AEnc(PubkeyNS,GwEUIGwi||DevEUIENi ||829

GwSKeyENi ||GRANTED)830

On the other hand if there is no match JS calculates831

M4=AEnc(PubkeyNS,GwEUIGwi||DevEUIENi ||832

UNAUTHORIZED). ThenM4 is sent back to NS.833

NS receives M4 and then asymmetrically decrypts it by834

executing ADec(PubkeyNS, M4) to obtain M5 to calculate835

M6=SEnc(GrpKeyGrpId,M5) and then sents it back to Gwi.836

TABLE 6. Notations used in BAN logic.

Gwi receives M6 and symetrically dercrypts by execut- 837

ing SDec(GrpKeyGrpId,M6) to obtain MR = GwEUIGwi ’|| 838

DevEUIENi ’||GwSkeyENi ’||STATUS. Then, Gwi validates 839

if MR contains GRANTED response, if so, it then 840

retrieves M1,GwDevIdENi ,GwSkeyENi from TempDB by 841

using GwSkeyENiand calculates MIC_PENi’ = aes_cmac 842

(GwSKeyENi, msg||GwDevIdENi||FCntUp)[0..3]. It com- 843

pares if MIC_PENi’ is equal to MIC_PENi obtained from 844

M1, stores (GwDevIdENi , GwSkeyENi , DevEUIENi ), calcu- 845

lates DevAddr = SDec(GwDevIdENi, DevAddrENi), builds 846

MP1=MHDR||FHDR||FPort||FRMPayload||MIC||MICPy, 847

calculates MP2=SEnc(GrpKeyGrpId, MP1) and forwards it 848

to NS . 849

Then, NS calculates SDec(GrpKeyGrpId,MP2) to obtain 850

M2. It then calculates cmacS and cmacF to validate MIC 851

according to [13], if such validation is true M2 is then for- 852

warded to the Application Server (AS). 853

Finally, after AS receives M2, it calculates MIC_Py’= 854

aes_cmac(AppSKeyENi, FRMPayload)[0..3] and validates 855

againstMIC_Py fromM2 to verify that FRMpayload has not 856

been altered whilst in transit. If that validation was succesfull 857

it then executes SDec(AppSKeyENi,FRMPayload) to obtain 858

Payload in plain text and then decodes it; otherwise,AS aborts 859

the process. 860

IV. SECURITY ANALYSIS 861

A. FORMAL ANALYSIS 862

In this section we demonstrate the security of the Gateway 863

Registration Protocol by using BAN logic. 864

1) BAN LOGIC NOTATIONS 865

The following Table 6 presents the notations used for BAN 866

logic. 867

2) BAN LOGIC RULES 868

The following are the rules of BAN logic: 869

1) Message meaning rule: X |≡X
K
←→Z ,XG{Y }K
X |≡Z |∼Y 870

2) Nonce verification rule: X |≡#(Y ),X |≡Z |∼YX |≡Z |≡Y 871

3) Jurisdiction rule: X |≡Z⇒Y ,X |≡Z |≡Y
X |≡Y 872

4) Freshness rule: X |≡#(Y )
X |≡#(Y ,W ) 873

5) Belief rule: X |≡(Y ,W )
X |≡Y 874

VOLUME 10, 2022 96683



J. J. Barriga, S. G. Yoo: Securing End-Node to Gateway Communication in LoRaWAN

FIGURE 10. Uplink messages over authenticated end-node and gateway.

3) SECURITY GOALS875

The following are the goals defined for the Gateway registra-876

tion protocol:877

Goal 1: Gwi |≡ (Gwi

GrpKeyGrpId
←−−−−−−→ fNS)878

Goal 2: fNS |≡ (Gwi

GrpKeyGrpId
←−−−−−−→ fNS)879

Goal 3: Gwi |≡ fNS |≡ (Gwi

GrpKeyGrpId
←−−−−−−→ fNS)880

Goal 4: fNS |≡ Gwi |≡ (Gwi

GrpKeyGrpId
←−−−−−−→ fNS)881

4) IDEALIZED FORMS OF MESSAGES882

The idealized form of the messages of our protocol are shown883

below:884

Msg1 :885

Gwi→ fNS : {GwSKa}h(IDUi||h(PWUi)), ID Ui, (RN1,886

GwEUIGwi)GwSKa887

Msg2 :888

fNS → Gwi : {RN1,RN2,Gwi

GrpKeyGrpId
←−−−−−−→ fNS}GwSKa889

Msg3 :Gwi→ fNS :890

{RN2,MICGw, h(GwEUIGwi )}
Gwi

GrpKeyGrpId
←−−−−−−→ fNS

891

5) ASSUMPTIONS892

The assumptions are listed below:893

A1: fNS |≡ (Gwi
h(IDUi)||h(PWUi)
←−−−−−−−−−→ fNS)894

A2: fNS |≡ #(RN1) 895

A3: Gwi |≡ (Gwi
h(IDUi)||h(PWUi)
←−−−−−−−−−→ fNS) 896

A4: Gwi |≡ #(RN2) 897

6) PROOF USING BAN LOGIC 898

1) According toMsg1, the following is obtained: 899

(S1) : fNS G GwSKah(IDUi || h(PWUi)), IDUi, 900

(RN1,GwEUIGwi )GwSKa 901

2) By using S1 and A1 with the message meaning rule, 902

we obtain: 903

(S2) : fNS |≡ GWi |∼ 904

{(h(IDUi||h(PWUi)),RN1,GwEUIGwi}GwSKa 905

3) Using S2 and A2, with the freshness rule, the following 906

is obtained: 907

(S3) : fNS |≡ #(GWSKa(h(IDUi || h(PWUi))), IDUi, 908

{RN1,GwEUIGwi}GwSKa 909

4) By using S1 and A1 with the message meaning rule, 910

we obtain: 911

(S4) : fNS |≡ GWi |∼ GWSKa 912

5) By using Nonce Verification Rules, S3 and S4, 913

we obtain: 914

(S5) : fNS |≡ GWi |≡ GWSKa 915
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FIGURE 11. Uplink messages over unauthenticated end-node and gateway.

6) According to S5 and Jurisdiction rule, we obtain:916

(S6) : fNS |≡ GWSKa917

7) According toMsg2, we obtain:918

(S7) : Gwi G {RN1,RN2,Gwi

GrpKeyGprId
←−−−−−−→ fNS}GwSKa919

8) Using S6 and S7 with the message meaning rule,920

we obtained:921

(S8) : Gwi |≡ fNS |∼ Gwi

GrpKeyGprId
←−−−−−−→ fNS922

9) Using S8, A2 and A4 with the nonce verification rule,923

we obtained:924

(S9) : Gwi |≡ fNS |≡ Gwi

GrpKeyGprId
←−−−−−−→ fNS (Goal3)925

10) Using S9 and jurisdiction rule, the next is obtained:926

(S10) : Gwi |≡ Gwi

GrpKeyGprId
←−−−−−−→ fNS (Goal1)927

11) By using the Key Generation Algorithm of the Protocol 928

(Since Gwi

GrpKeyGprId
←−−−−−−→ fNS is generated by fNS) 929

(S11) : fNS |≡ Gwi

GrpKeyGprId
←−−−−−−→ fNS (Goal2) 930

12) According toMsg3, the following is obtained: 931

(S12) : fNS 932

G{RN2,MICGw, h(GwEUIGwi )}
Gwi

GrpKeyGprId
←−−−−−−→ fNS

933

13) By using S11, S12, and message meaning rule, 934

we obtain: 935

(S13) : fNS |≡ GWi |∼
(
RN2,MICGw, 936

h(GwEUIGwi )
)

937

14) Using S13, A2 and A4 with the nonce verification rule 938

(S14) : GWi |≡ fNS |≡ (RN2,MICGw, h(GwEUIGwi )) 939

15) By using the validation of the returned RN2, MICGw 940

(S15) : fNS |≡ GWi |≡ Gwi

GrpKeyGprId
←−−−−−−→ fNS 941

(Goal4) 942
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7) SCYTHER TOOL943

Scyther is a tool that performs formal security analysis of pro-944

tocols considering the assumption of perfect cryptography.945

It means that the adversary cannot learn from an encrypted946

message unless he possesses the key for decryption [36].947

According to the authors, this tool helps finding problems948

when building protocols. This tool uses Security Protocol949

Description Language (SPDL), which has a programming950

syntax similar to C or Java.951

Scyther is able to evaluate security properties such as; i.952

Aliveness ensures that partners are live, ii.Weakagree assures953

that a partner is communicating with each other rather than an954

intruder, iii. Niagree which means that the parties shall agree955

on the value of variables after a protocol has been executed,956

iv. Nisynch validates that everything is executed by triggers,957

occurs in order and contents are preserved, v. SKR refers to958

secrecy of session keys, vi. Secret refers to the secrecy of a959

particular parameter as stated in [36].960

Scyther is developed over python and has a Graphic User961

Interface (GUI) and CLI interface, both of them can be used962

to analyze protocols and show claims. The results shown963

in tables 7 and 8 are taken from the GUI and are able to964

show a ‘‘Failed’’ statement in the ‘‘Status’’ column when965

there is a security issue and will display all attacks found966

with the help of a button that will launch a new window967

containing a graphic that denotes the attack. On the other968

hand, if everything goes well the ‘‘Status’’ column will show969

an ‘‘OK’’ statement combined with the ‘‘No attacks’’ words970

meaning that there are no attacks that affect the analyzed971

claim.972

In terms of data types, Scyther is flexible and any type973

could be defined in order to represent a variable. It is impor-974

tant to clarify that Scyther does not analyze data types,975

it views the state of security of the whole protocol rather than976

checking for robustness of keys or algorithms used.977

From the literature review, Scyther has been used to978

perform a formal analysis of the LoRaWAN protocol as979

described in [30]. In that work, authors prove the security980

of the OTAA Join-Procedure process by designing the pro-981

tocol from scratch according to the specification. The results982

obtained showed that V1.0 is susceptible to attacks as there983

is a weak relation between the End-Node and the NS/AS984

particular during the join process. The tests performed were985

focused on Non-injective agreement and Non-injective syn-986

chronization.987

To perform the analysis of the proposed protocols, we took988

the designs established in the previous section and translated989

them to the SPDL language following all the steps designed.990

8) ANALYSIS OF GATEWAY REGISTRATION PROTOCOL991

First of all, this protocol was coded including all variables as992

described in Figure 7. For this scenario, the Gwi is authen-993

ticated against NS . Then NS , calculates a group key that994

includes all previous symmetric keys received from other995

gateways that have been registered already. Every time a996

gateway arrives or leaves this GrpKeyGrpIdis recalculated.997

The Scyther analysis of this protocol is shown in Table 7. The 998

secrecy of GrpKeyGrpIdremains intact by showing no attacks, 999

likewise all claims (Alive, Weakagree, Niagree, Nisynch) are 1000

marked with status OK showing that no attacks are possible. 1001

This validates that the proposed protocol is secure. 1002

9) ANALYSIS OF GATEWAY SESSION KEY DERIVATION 1003

PROTOCOL 1004

The Gateway Session Key Derivation Protocol was coded 1005

by including all variables involved during the OTAA pro- 1006

cedure as described in the specification of LoRaWAN 1.1. 1007

This protocol is composed of three main roles: End-Node 1008

(Dev), Gateway, Network Server and Join Server. The results 1009

shown that Alive, Weakagree, Niagree and Nisynch are OK 1010

and are not susceptible to attacks. In addition, the secrecy of 1011

all the sessions keys generated is preserved among all the 1012

roles. The new introduced key GwSKeyENi represented by 1013

aes_cmac(NAKeyENi ,h(DevNonceENi||JoinNonceENi|| 1014

JoinEUIENi)) shows no attacks, meaning that the OTAA Join 1015

Procedure is not feasible to other attacks due to its inclusion. 1016

It is important to mention that this new session key preservers 1017

the same length (16 bytes) as other derived keys during Join 1018

Procedure. 1019

This new key is shared to the Gateway through the Network 1020

Server, which uses a pre calculated group key (GrpKeyGrpId) 1021

to multicast this session key (GwSkeyENi ) to other gateways 1022

that are connected to the same Network Server. Therefore, 1023

only the gateway or its group of gateways that belong to 1024

the same Network Server can decrypt messages sent by ENi 1025

and then forward payloads to the backend infrastructure. The 1026

results of Scyther execution are displayed in Table 7. 1027

10) ANALYSIS OF PROTOCOL UMOAEG 1028

According to the LoRaWAN 1.1 specification once the Join 1029

Procedure has performed and End-Node device would be able 1030

to send data to the Application Server. As stated before, the 1031

design was translated to a SPDL file to reflect all interactions 1032

between the involved roles. In this case the participants were: 1033

End-Node (Dev), Gateway, Network Server (NS) and Appli- 1034

cation Server (AS). 1035

All the variables used in the protocol where declared as 1036

String for testing purposes. String was defined as a userType 1037

variable as it is not a common data type of Scyther. 1038

As shown in, Table 7 there are no potential vulnerabili- 1039

ties in the proposed protocol. It means that as long as an 1040

End-Node uses a valid GwSkey, a message will be delivered 1041

to the Application Server, otherwise, it will be discarded by 1042

the Gateway before sending it to the backend infrastructure. 1043

The secrecy of session keys is preserved according to the 1044

results shown by Scyther as well as MIC and MIC_PENi 1045

validation fields to protect the FRMPayload from bit-flipping 1046

attacks. 1047

11) ANALYSIS OF PROTOCOL UMOUEG 1048

In our proposed scenario, we have identified that if an ENi 1049

has gone through a Join procedure using a differentGateway. 1050
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TABLE 7. Scyther results for proposed protocols I.

It is possible to re-generate the GwSkeyENiand pass it to the1051

Gateway so that it could deliver messages to the back-end1052

infrastructure no matter if this is a newly authenticated Gate-1053

way over the platform. In case a rogue gateway aims to for-1054

ward a message to the AS, it will not be able to determine the1055

GrpKeyGrpIdrequired to forward the payload to the NS /fNS .1056

For this scenario, there are five roles participating in1057

the communication Dev, Gateway, NS, Join Server(JS) and1058

Application Server (AS). Each of them is in charge of1059

encrypting/decrypting particular parts of the message.1060

The results displayed by Scyther (see Table 8) showed 1061

that the implementation does not have potential attacks 1062

and it could be considered as a secure protocol. All 1063

claims are marked with the OK word and the Ver- 1064

ified Niagree, Nisynch, Alive, Weekagree and session 1065

keys. 1066

B. SECURITY ANALYSIS 1067

This part examines the security of the proposed set of proto- 1068

cols by reviewing possible attacks [37]. 1069
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TABLE 8. Scyther results for proposed protocols II.

1) MAN IN THE MIDDLE ATTACK1070

This attack is not possible as the uplink messages dis-1071

patched are using secure encryption functions. When ENi1072

sends a message to Gwi, it uses the symmetric session key1073

(GwSKey) derived during the Join-Procedure. And when the1074

Gwi wants to send a message to fNSi, it uses the symmetric1075

keyGrpKeyGrpId. Likewise, when fNSi wants to communicate1076

with Gwi, it uses the calculated symmetric key GrpKeyGrpId.1077

Using secure encryption functions, let proposed protocols to1078

maintain confidentiality and integrity of messages.1079

2) REPLAY ATTACK1080

During the gateway registration protocol phase, random1081

nonces are used to avoid replay attacks. Even if the1082

attacker grabs the random nonce, he needs to have gate-1083

way credentials to perform a full registration procedure.1084

Also, the attacker will not be able to generate valid1085

messages to the gateway as the session key used to1086

cipher it is calculated during Join and Rejoin procedures1087

respectively.1088

3) PASSWORD GUESSING ATTACK1089

PWUi is not stored and is only known by the user in charge of1090

performing registration procedure. A variant of it this value1091

h(PWUi) is used to validate a user. It is important to consider1092

that h(.) is a one way has function that cannot reversed to1093

obtain original credentials.1094

4) PRIVILEGED-INSIDER ATTACK1095

In the proposed solution, the network administrator (Ui) only1096

have credentials for registering gateways and could not be1097

able to capture other credentials because they are transmitted1098

with a one-way hash function h(PWUi).1099

TABLE 9. LoRaWAN cryptographic operations.

5) BRUTE FORCE ATTACK 1100

The attacker might try to decrypt the uplink message gener- 1101

ated by an end-node. However, the message is protected by 1102

symmetric key of 128-bit length that could be changed on 1103

demand. 1104

6) SEPARATION OF RESPONSIBILITIES 1105

A gateway (Gw) will only handle a pre-calculated tem- 1106

porary root key (GwSKa) and every end-node session 1107

key (GwSKeyENi). A gateway will not be able to derive 1108

GwSKeyENi as it does not store parameters for such purpose. 1109

C. CRYPTOGRAPHIC OPERATIONS 1110

In order to determine a potential performance affectation, 1111

it is important to analyze and identify the number of addi- 1112

tional cryptographical operations that will take place with the 1113

current proposed solution. This cryptographical operations 1114

comprise hashing, simple XOR, symmetric encryption, sym- 1115

metric decryption, asymmetric encryption, and asymmetric 1116

decryption. 1117

First of all, the current operation of the protocol already 1118

includes some cryptographic operations according to the 1119

specification [13] that are listed in the table below. The 1120

considered operations were taken from the Join-Procedure 1121

activation and the Uplink message delivery. Table 9 contains 1122

the operation name, the number of cryptographic operations, 1123
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TABLE 10. Table cryptographic operations of the proposed solutions.

FIGURE 12. Cryptographic operations of the proposed solution per role.

the entity that performs such operation and the phase where1124

that operation takes place (Join-Procedure or UplinkMSG1125

delivery). For the analysis it is important not to overload1126

the End-Node as it has limited computational and power1127

resources.1128

The following table 10 shows the total number of addi-1129

tional cryptographic operations to be executed by every entity1130

considering the new protocols proposed.1131

The following Figure 12 provides a summary of the addi-1132

tional effort to be made by all participant entities to imple-1133

ment the protocols of the proposed solution. According to1134

the results shown in table 10 and figure 12, there are more1135

encryption and decryption functions to be executed; how-1136

ever, none of them belong to the end-node. As mentioned1137

before, the End-Node should not be overloaded as that is1138

the entity with the lowest computational capacity, the other1139

devices provide more computational resources so that the1140

inclusion of new cryptographic functions would not affect1141

its overall performance. Devices like the gateway are able to1142

run over robust devices. The whole back-end infrastructure1143

(Join-Server, Application Server and Newtork Server) are1144

able to run over servers, virtual servers or containers in cloud1145

infrastructures.1146

To have a better understanding on the impact over the1147

End-Node the following Figures 13, 14 show a comparison1148

FIGURE 13. Cryptographic operations for end-node session key
derivation.

FIGURE 14. Cryptographic operations for end-node on uplink message
delivery.

of the proposed solution with current LoRaWAN version in 1149

terms of cryptographic operations during the Session Key 1150

Derivation (Join-Procedure) and Uplink Message Delivery. 1151

In blue are all the new cryptographic functions added by the 1152

proposed solution whilst in orange are the current LoRaWAN 1153

cryptography operations. As showed one new type of oper- 1154

ation is XOR. Also, another operation that comes from our 1155

proposal is hashing. CMAC operations refer to actions for 1156

calculating Message Integrity codes to guarantee message 1157

integrity. The proposed solution does not add new decryption 1158

functions or asymmetric operations. 1159

The proposed protocols do not aim to implement new 1160

symmetric algorithms or to increase their encryption level 1161

(i.e. changing to AES-256). The solution is tied to the spec- 1162

ification and although it will perform more cryptographic 1163

operations, their complexity will remain whichmeans that the 1164

current computational resources would be enough to process 1165

the new operations. 1166
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TABLE 11. Parameters and its sizes.

V. PERFORMANCE ANALYSIS OF THE PROPOSED1167

PROTOCOLS1168

A. COMMUNICATION OVERHEAD1169

This section illustrates the communication overhead gen-1170

erated for Gateway Registration, GwSkey Derivation,1171

UMOAEG and UMOUAEG protocols. This is an attempt to1172

evaluate communication overhead over the aforementioned1173

protocols. To calculate communication overhead, we assume1174

that there are j number of ENi and k number ofGwi that might1175

be connected to a LoRaWAN network infraestructure. The1176

total number of additional bytes transmited for each protocol1177

are the total number of bytes generated in each message of1178

the previous listed protocols. The list of the parameters and1179

its sizes is shown in table 11. The comparative analisys for1180

communication overhead of the protocols is shown table 12.1181

For this scenario, the communication overhead of the pro-1182

posed protocols is computed as follows:1183

1) Gateway Registration Protocol1184

M1=MReq||IDUi||GwInf1185

M1=32*k + 16*k + 48*k1186

M1=96*k1187

M2=SEnc(GwSKa, GrpKeyGrpId||RN1’||RN2)1188

M2=SEnc(32,32+8+8)*k1189

M2=64*k1190

M3=MA||h(GwEUIGwi )1191

M3=32*k + 32*k1192

M3=64*k1193

Total_Overhead =M1+M2+M3 = 224*k1194

1195

2) Gw Session Key Derivation Protocol1196

M1= AEnc(NSPubkey,GwEUIGwi||DevEUIENi1197

||GwSKeyENi )1198

M1=AEnc(256, 8+8+16) * k1199

FIGURE 15. Gateway registration protocol communication overhead.

M1=256*k 1200

M2=SEnc(GrpKeyGrpId,GwEUIGwi||DevEUIENi 1201

||GwSKeyENi ) 1202

M2=SEnc(32,8+8+16) * k 1203

M2=32*k 1204

Total_Overhead =M1+M2 = 288*k 1205

1206

3) UMOAEG Protocol 1207

M1 =MICPy||MIC_PENi ||GwDevIdENi 1208

M1 = 4*j + 4*j + 9*j 1209

M1 = 17*j 1210

M2 = SEnc(GrpKeyGrpId, GwEUIGwi||DevEUIENi 1211

||GwSKeyENi ) 1212

M2 = SEnc(32,8+8+16)*k 1213

M2 = 48*k 1214

M3 =MICPY 1215

M3 = 32*k 1216

Total_Overhead =M1+M2+M3 = 17*j+80*k 1217

1218

4) UMOUAEG Protocol 1219

M1=MICPy||MIC_PENi ||GwDevIdENi 1220

M1 = 4*j + 4*j + 9*j 1221

M1 = 17*j 1222

M2 = 64*k 1223

M3 = 256*k 1224

M4 = 256*k 1225

M6 = 64*k 1226

MP1 = 17*k 1227

MP2 = 32*k 1228

Total_Overhead=M1+M2+M3+M4+M6+MP1+ 1229

MP2 = 17*j + 689*k 1230

The total overhead for the Gateway Registration Protocol is 1231

224*k this effect is shown in Figure 15. The total overhead for 1232

the Gateway Session Key Derivation Protocol is 288*k, this 1233

is shown in Figure 16. For UMOAEG protocol is 40*j+80*k 1234

(see Figure 17) and for UMOUAEF is 40*j + 689*k as 1235

described in Figure 18. Previous figures are estimates based 1236

on the effect of adding more nodes and gateways respectively 1237

for each of the designed protocols in this work. In all figures 1238

there is a directly proportional effect between the overhead 1239

generated and the number of devices added. 1240
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TABLE 12. Communications overhead per protocol.

FIGURE 16. Gateway session key derivation protocol communication
overhead.

FIGURE 17. UMOAEG protocol communication overhead.

B. POWER CONSUMPTION ESTIMATION1241

In order to determine power consumption, it is important to1242

clarify that it depends on the platform architecture where1243

it will be deployed and the way the algorithm has been1244

implemented as stated by [38].1245

To provide an estimate of the solution that we are proposing1246

in this work, we will refer to one of the most common1247

board for developing IoT prototypes and solutions which is1248

Arduino. The authors in [39], perform a validation of the1249

power used to cypher payloads using AES-128 in ECB,CBC1250

and CTR modes, they have provided some statistics in terms1251

of milliWatt (mW) consumed on the experiments performed.1252

We are considering AES-128 in CTR mode as it is the algo-1253

rithm used in LoRaWAN for encryption. For CMAC opera-1254

tions we will be considering the power used by an AES-1281255

encyrption operation.1256

FIGURE 18. UMOUAEG protocol communication overhead.

TABLE 13. Values used to estimate power consumption.

For estimating hashing power consumption, we will use 1257

the work described in [40]. The authors in their work use 1258

SHA-256 to validate crytographic hardware in IoT devices. 1259

The values obtained in their experiment will be used to 1260

establish an approximate value of consumption for hashing 1261

operations. 1262

Based on the aforementioned approaches, we will con- 1263

sider the values obtained in their works and perform an 1264

estimation over the end-node because is the entity with 1265

the smallest amount of computational resources and power. 1266

The following Figure 19 shows the estimate power con- 1267

sumption expressed in milliWatts (mW) of the current 1268

LoRaWAN v1.1 Join procedure and uplink message proco- 1269

tol. The values taken to perform the estimation are shown 1270

in table 13. 1271

According to the estimation the proposed solution would 1272

be adding an extra power consumption of 20% approxi- 1273

mately on the end-node during the Join Procedure where the 1274

Gateway Session is generated. When sending uplink mes- 1275

sages the proposed solution would add 40% extra power 1276

consumption. These values are estimates and intend to 1277

show the extra effort in terms of power needed by the 1278

end-node. 1279
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FIGURE 19. Power consumption in mW on the end-node for the proposed
protocols.

FIGURE 20. ToA for 125kHz considering the number of ENi .

C. TIME OVER THE AIR (ToA) ESTIMATION1280

In order to determine the Time Over the Air for a particular1281

payload of data being transmitted over a LoRaWAN network,1282

we will use The Things Network LoRaWAN airtime calcu-1283

lator [42]. This calculator has four parameters to perform1284

calculations, those are: Input Bytes, Spreading Factor (SF),1285

Region, and Bandwidth. We have used this calculator to1286

estimate ToA for the payload being generated by ENi . The1287

following table (see Table 14) shows the estimate ToA for1288

a 19-byte payload (53-byte total packet size) generated with1289

uplink messages over US915 region frequency. The Tail Size1290

column includes MIC with 4 bytes, MICPy with 4 bytes,1291

MICPEni with 4 bytes and GwDevIdENi with 9 bytes. The1292

chosen region does not support 250kHZ bandwidth [15];1293

therefore, that information is not shown in the following1294

table.1295

The following Figures 20 and 21 shows the effect of ToA1296

when more ENi are presented within a LoRaWAN network.1297

There is a directly proportional in time when more nodes1298

send uplink messages through the network. It is important to1299

remark that for US915 region there is a maximum dwell time1300

(amount of time needed to transmit on a frequency) of 400ms1301

per channels 0 to 63 but for channles from 64 to 71 there1302

are no restrictions. Any payload above that time might not1303

be delivered.1304

FIGURE 21. ToA for 500kHz considering the number of ENi .

VI. DISCUSSION 1305

The results of the formal security validation probe that the 1306

proposed protocol is secure in terms of security properties as 1307

validated by the Scyther tool. Although the results are favor- 1308

able it is important to consider that when implementing these 1309

enhancements secure robust encryption algorithmsmust be in 1310

place (AES-128 at least) as well as a proper hashing algorithm 1311

(SHA-1 at least). Likewise, it is crucial to preserve the length 1312

of keys as the encryption algorithm in place suggested by 1313

the specification is AES-128; therefore, keys are restricted to 1314

have no more than 16 bytes. 1315

Most of the reviewed works are focused on proposing 1316

new approaches for enhancing key management such as 1317

using blockchain which are the newest proposals. However, 1318

in terms of securing end-node to gateway communication 1319

there are no formal proposals although these issues are dis- 1320

cussed in [10] and [19] in depth. The authors expose the need 1321

of mutual authentication protocols for securing communi- 1322

cations between the aforementioned devices. To best of our 1323

knowledge those works are the only ones that point out the 1324

existence of this issue still in the new version of LoRaWAN. 1325

Although other works like [20] or [16] exploit weaknesses 1326

in gateways, they do not show designs for possible implemen- 1327

tations or new protocols that allow the identified gaps to be 1328

adequately mitigated. 1329

Compared to other works our solution proposes a novel 1330

approach for authenticating a gateway within the back-end 1331

infrastructure as well as the interaction with the end-node by 1332

preserving the IoT premise of designing features that demand 1333

low energy consumption and low computational cost as well. 1334

The proposed approach does not include third-party services 1335

or infrastructure, on the contrary, it uses the elements defined 1336

in the specification and combines them to build protocols 1337

that allow ensuring the channel between the end-node and 1338

the gateway. Our proposed approach compared to the recent 1339

Basic Station [43] does not require the inclusion of a Cer- 1340

tification Authority. In LoRa Basics Station, there are two 1341

scenarios that can be deployed onewithout authentication and 1342

the other which consists on using client and server authenti- 1343

cation which involves configuring the service endpoint url, 1344
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TABLE 14. Time over the air for a single ENi .

a trusted certificate of the server’s certification authority,1345

a client token authentication or a client certificate with its1346

private key. Our approach requires a pair of credentials (user-1347

name and password) to be configured before automatically1348

negotiating symmetric keys. Although our solution might1349

be suceptible mistakes, it requires less steps than the LoRa1350

Basics Station implementation based on TLS.We are looking1351

forward to include these improvements by suggesting modi-1352

fications to the current LoRaWAN specification, as there are1353

fields that are not used like RFU which can be used to signal1354

new cyphered packets created by the end-node according to1355

the protocols proposed in this work. To the best of our knowl-1356

edge, there are no other works that propose modifications to1357

the current LoRaWAN specification.1358

VII. CONCLUSION, LIMITATIONS AND FUTURE WORK1359

The proposed solutions are secure according to the formal1360

security verification analysis performed by Scyther. This tool1361

allowed to identify potential security breaches that might1362

affect the implementation of the protocol. Moreover, it allows1363

to notice some concepts of freshness that are important when1364

designing security protocols. During these formal verifica-1365

tions, we noticed that although the gateway acts as a ‘‘simple1366

packet forwarder’’ it plays a crucial role in terms of security1367

as it could affect the normal execution of the protocol.1368

This approach uses lightweight cryptographic functions1369

that are not complex to be calculated and could be imple-1370

mented over IoT devices without making further changes.1371

It is expected that these new protocols demand more power1372

consumption, but it will not be that significant to degrade the1373

performance of the device. These functions are XOR, one-1374

way hashwhich could be represented with SHA-1, symmetric1375

encryption by preserving AES-128, CMAC calculation based1376

on AES-128. As asymmetric encryption is not going to be1377

implemented over the IoT, it will not degrade the performance1378

of the overall solution as this will be executed by entities that1379

have good computational resources.1380

One limitation of this protocols is that they have been1381

tested by using Scyther, given that thare are many protocols1382

in literature that have used this tool, some of them have been1383

broken later. However, we have added BAN-Logic to prove1384

that in terms of authentication betweenGwi andNS /fNS there1385

are no potential issues.1386

For future work, we have considered to modify a 1387

LoRaWAN library for including these new changes over IoT 1388

devices based on Arduino hardware architecture to deploy the 1389

following proposed protocols. Likewise, perform a penetra- 1390

tion testing over the Gateway Registration Protocol to prove 1391

its effectiveness. In addition, design a protocol to authenticate 1392

Class B beacon messages. 1393
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