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ABSTRACT Crowdsourcing is a rapidly growing paradigm that commercial platforms such as Amazon
MTurk and UpWork are adopting for allocating tasks to workers. Such frameworks typically employ a
centralized infrastructure to implement required mechanisms such as task allocation, submission evaluation,
and payment computation. However, centralized deployment comes with unresolved challenges in terms
of trust, reliability, and transparency. Blockchain technology has been embraced for the deployment of
crowdsourcing frameworks to enable trusted and autonomous execution. Each of the existing Blockchain-
based crowdsourcing/ crowdsensing framework targets a specific application context due to the constraint
capabilities of Blockchain. In this paper, we propose a context-aware Blockchain-based crowdsourcing
framework where the context is defined by task requirements and workers’ availability. The proposed
framework is developed upon the review of existing works integrating Blockchain and crowdsourcing where
the challenges and future directions are identified. The proposed framework has two classes of components:
1) core components implementing the basic framework functionalities, and 2) advanced components which
are context and data managers that help improve the framework performance. The Advanced Context
Manager is designed tomonitor the current context and select themechanisms to run for the core components
accordingly. The core components are implemented as smart contracts on Blockchain for autonomous and
trusted execution, while the advanced components are implemented spanning Blockchain and the cloud
for flexibility and scalability. A case study demonstrating the performance of context-aware task allocation
algorithms is presented. It shows how capturing the current system context can help achieve better overall
performance based on the objective of the sensing application under consideration.

20 INDEX TERMS Crowdsourcing, blockchain, smart contracts, task allocation, context.

I. INTRODUCTION21

The increasing connectivity of users has paved the way22

for the wide deployment of crowdsourcing frameworks.23

Crowdsourcing [1] is a contemporary practice to answer24

tasks from end-users (requesters), being service or data25

requests, by crowd members (workers). It has been used in26

multiple domains such as environment monitoring [2], [3],27

The associate editor coordinating the review of this manuscript and

approving it for publication was Mehdi Sookhak .

healthcare [4], [5], transportation [6], [7], and social net- 28

works [8], [9]. Commercial crowdsourcing applications have 29

recorded high user engagement as for Uber (3.9 million 30

drivers1), Amazon Mechanical Turk MTurk (100 thousand 31

Turkers), and GigWalk (1.5 million Gigers). 32

A critical component in crowdsourcing applications is 33

the intermediary platform deployed by an organization or 34

cooperation to manage the interactions between requesters 35

1https://www.uber.com/newsroom/company-info/
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FIGURE 1. Crowdsourcing system model [10].

and workers. This platform is responsible for collecting tasks36

from requesters, allocating high-performance workers, and37

collecting their submissions. Furthermore, it evaluates and38

aggregates workers’ submissions before returning them to the39

requesters for payments.40

Fig. 1 illustrates a centralized crowdsourcing framework41

with some of its core components [10]. Each component hosts42

computational mechanisms required for its operation. For43

example, User Manager holds functions for user registration44

while Task Manager hosts functions for task creation and45

allocation. The functions within the managers differ based on46

the application the framework targets.47

Different challenges arise when trying to propose an effi-48

cient crowdsourcing platform due to the diverse require-49

ments of requesters and the different capabilities of workers.50

Requesters create location-based tasks with time constraints51

and some quality requirements. On the other hand, workers52

differ in their task eligibility, availability, and reliability.53

Selecting the appropriate workers is crucial to the frame-54

work’s success.55

In addition, while centralized crowdsourcing frameworks56

can optimize performance, they are susceptible to security57

threats in terms of the availability and quality of the pro-58

vided service. In fact, in April 2015, Uber China users were59

faced with a service break that prevented them from end-60

ing their ride once reaching their destinations [11]. Biased61

execution arises from the concealed mechanism execution at62

the framework. An example is MTurk, which does not vali-63

date requesters’ decisions for fairness, allowing requesters to64

potentially misbehave.65

The existing research works in the crowdsourcing domain66

primarily focus on - 1) proposing appropriate mechanisms67

that answer crowdsourcing needs [12], [13], [14], [15], [16],68

[17], [18], [19], [20], [21], [22], [23], [24], [25], [26], and69

2) improving the framework’s deployment infrastructure, for70

instance by integrating Blockchain [27], [28], [29], [30], [31],71

[32], [33], [34], [35], [36], [37].72

In the literature [12], [13], [14], [15], [16], [17], [18],73

[19], [20], [21], [22], [23], [24], [25], [26], diverse task74

allocation algorithms are proposed based on greedy, opti-75

mization, auction, and stable matching theory. Each of these76

algorithms guarantees different properties for allocated tasks77

and workers. However, the main limitation of these existing78

works is that they are designed for a specific application area79

such as environment monitoring, delivery, ride-sharing, etc.80

In addition, their performance varies based on the context81

defined by the number of tasks (demand), the number of 82

workers (supply), and task requirements. 83

Meanwhile, Blockchain has been applied to different appli- 84

cations such as Crowdsensing [34], [37], VANET [38], Sup- 85

ply chain logistics [39], and News Tracing [40]. In specific, 86

Blockchain-based crowdsourcing frameworks [27], [28], 87

[29], [30], [31], [32], [33], [34], [35], [36], [37] have been 88

proposed to overcome the limitations of centralized deploy- 89

ment. Blockchain [41] was proposed for trusted exchange of 90

Bitcoin between users and was extended to Ethereum [42] for 91

execution of programs on-chain- smart contracts [43]. Smart 92

contracts are executed in a decentralized, transparent, and 93

autonomous manner without a trusted third party. Commer- 94

cial blockchain-based crowdsourcing applications are emerg- 95

ing using this paradigm such as Drive ride-sharing applica- 96

tion2 developed as a replacement for Uber, and Taskopus 97

competing with MTurk [44]. 98

Commercial and research frameworks are migrating some 99

functionalities of the framework such as task allocation, sub- 100

mission evaluation, and worker payment to the Blockchain, 101

making them benefit from its properties, mainly the execu- 102

tion transparency. However, Blockchain-based frameworks 103

require computationally efficient functions to maintain the 104

cost efficiency of the framework. In addition, each framework 105

is designed for a specific application requirement and cannot 106

adapt to the change in context between different applications. 107

In summary, the research problem this work tries to address 108

is: How to design a crowdsourcing framework that can pro- 109

vide trusted execution while answering different crowdsourc- 110

ing application contexts including the application domain of 111

the sensing task, its urgency, the current worker’s availability 112

in the area of interest? 113

To the best of our knowledge, this paper presents the first 114

context-aware Blockchain-based crowdsourcing framework. 115

First, the challenges and opportunities in general crowd- 116

sourcing and Blockchain-based crowdsourcing frameworks 117

are identified and discussed. Second, a Blockchain-based 118

crowdsourcing framework is proposed, which is capable of 119

answering the requirements of different contexts. The pro- 120

posed framework consists of core and advanced components 121

that manage the crowdsourcing process. The core compo- 122

nents manage the task allocation, the contribution evaluation, 123

the payment, and the user feedback. These components are 124

hosted as smart contracts on Blockchain for autonomous 125

and transparent execution. The advanced components are 126

context and data managers, which are implemented using the 127

resources of Blockchain and/or the cloud for scalability. 128

The proposed context manager is responsible for monitor- 129

ing the current application requirements and demand on the 130

framework to intelligently switch the usedmechanisms by the 131

framework’s core components. Meanwhile, the data manager 132

is responsible for the data relevant to the framework users 133

and created tasks. It is implemented as part of the Blockchain 134

and the cloud to provide alternatives for data storage. 135

2https://www.drife.io/
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FIGURE 2. Challenges in crowdsourcing framework process.

Data storage on the Blockchain provides transparency and136

traceability though it comeswith a highmonetary cost. On the137

other hand, cloud storage is cost-efficient yet is not tamper-138

proof. The manager organizes the framework’s data between139

the Blockchain and the cloud. In addition, it analyzes the140

available data to improve the framework.141

A case study focusing on the task allocation component is142

presented using a real-life dataset to understand the change in143

the performance of possible task allocation algorithms under144

different contexts.145

Overall, our contributions are summarized as follows:146

• A review for general and blockchain-based crowdsourc-147

ing frameworks to identify remaining challenges.148

• An evaluation for different task allocation mechanisms149

for blockchain-based crowdsourcing frameworks.150

• A context-aware blockchain-based crowdsourcing151

framework capable of answering different application152

contexts.153

The rest of the paper is organized as follows. Section II154

highlights the current efforts and open challenges in the155

areas of crowdsourcing and Blockchain. Section III presents156

the proposed Blockchain-based crowdsourcing framework.157

Section IV details the conducted case study. Section V con-158

cludes the paper.159

II. CURRENT EFFORTS AND OPEN CHALLENGES IN160

INTEGRATING CROWDSOURCING AND BLOCKCHAIN161

In this section, the current efforts in crowdsourcing are sum-162

marized. In addition, the efforts targeting Blockchain-based163

crowdsourcing are summarized to identify open research164

gaps.165

A. CROWDSOURCING166

There are four main stages a published crowdsourcing task167

goes through: 1) workers’ selection, 2) task outcome eval-168

uation, 3) payment computation, and 4) workers’ feedback169

and reputation. This section presents a summary for each170

stage as well as open challenges in centralized crowdsourcing171

deployment. Fig. 2 summarizes the used mechanisms and 172

challenges at each of these stages. 173

1) WORKERS’ SELECTION 174

The first stage a task goes through is its allocation to available 175

worker/s. The allocation of the right task to the right worker is 176

the processor for successful task completion. The allocation 177

process starts with understanding the requirements and con- 178

straints of a task as it affects the eligibility of workers. A task’s 179

requirements and constraints mainly include the required data 180

type, location, time, quality, and the number of required 181

responses. It is important to consider these requirements in 182

the selection of the task allocation mechanism. Tasks can be 183

allocated either by an allocation mechanism or by volunteer 184

workers. Nevertheless, task allocation is used to maintain the 185

scalability of the framework and reduce the complexity of 186

workers trying to identify suitable tasks when many tasks are 187

concurrently available [45]. 188

The existing works adopt different allocation algorithms 189

based on the requirements of available tasks. The algorithms 190

use greedy algorithms, optimization techniques [12], [13], 191

genetic algorithm [14], [15], [16], auction mechanisms [17], 192

[18], [19], [20], [21], [22], and stable matching theory [23], 193

[24], [25], [26]. Each of the algorithms offers different prop- 194

erties and is selected based on the objective of the frame- 195

work. For instance, greedy algorithms do not offer an optimal 196

solution but tend to be computationally efficient, while opti- 197

mization techniques provide an optimal solution but are 198

computationally expensive. Auction mechanisms motivate 199

sharing truthful information and are applicable when workers 200

and/or requesters are required to share their information. 201

Matching theory provides a methodology to pair workers and 202

requesters from two different sets which can lead to stable 203

matches being formed. Therefore, it is beneficial when they 204

are of different preferences. 205

2) TASK OUTCOME EVALUATION 206

The evaluation of worker contribution provides constructive 207

feedback about the submitted data or completed task by a 208

VOLUME 10, 2022 93661



M. Kadadha et al.: Context-Aware Blockchain-Based Crowdsourcing Framework

worker in terms of its quality. This assessment is important209

for the requester and the framework to determine the worker’s210

payment. The worker contribution evaluation differs based on211

the task type. Multiple approaches have been used such as212

the completion percentage of the task, group truth, majority213

voting, or requester feedback. The completion percentage214

is useful for tasks concerned solely with the completion of215

the tasks such as surveys and rides. Evaluation against a216

ground truth is useful for sensing tasks when the outcome is a217

fixed known value. However, as this is not always available,218

majority voting becomes helpful as it relies on collecting219

submissions from multiple workers about the expected result220

of a task and taking the most occurring result as the correct221

one. Voting is feasible with a finite number of possible results222

but is too complicated when the result is from an infinite223

number of possibilities. On the other hand, direct requester224

feedback is used for design tasks where the evaluation is225

subjective to the requester’s opinion.226

While some of the existing works such as [12], [20],227

and [23] evaluate workers’ contribution, other works rely228

on the expected performance of allocated workers as an229

indication for the actual performance of workers.230

3) PAYMENT COMPUTATION231

Monetary incentive motivates workers to engage in crowd-232

sourcing activity. The payment amount needs to be computed233

based on the entitlement of the workers and the dedicated234

budget of the task. Depending on the used approach and235

the nature of the task, payment per worker could be fixed236

or computed using an optimization technique based on the237

contribution quality, or the declared cost. For instance, pay-238

ments based on the contribution quality are widely adopted in239

crowdsensing where the quality of the submitted data is eval-240

uated to determine the worker’s entitled payment. Alterna-241

tively, a combination of a fixed payment and the declared cost242

is used in ride-sharing tasks to accommodate the worker’s243

interest and the requester’s budget.244

Auction mechanisms have been used to compute workers’245

payments based on their declared bids in the works [13], [17],246

[19], [20], [21], [22]. There are multiple types of auctions,247

such as first-price auction, second-price auction, and double248

auctions. Double auctions are used to consider the payment249

a requester is capable of paying and the payment a worker250

is interested in acquiring. This auction is truthful, which251

implies that workers and requesters will maximize their gain252

by bidding their true valuations for the available tasks. For253

example, if a worker/ requester bid a value higher or lower254

than their true valuation for a task, they might either be255

unallocated or overpay for the task being completed.256

4) WORKERS’ FEEDBACK AND REPUTATION257

The last stage for a task is collecting and compiling feedback258

about workers and requesters to have an indication about their259

trust and commitment. One metric that reflects the trust of260

the users is their reputation, computed based on the historical261

interactions of the users [48]. The feedback and reputation is262

important for better task allocation in consequent tasks. It can 263

be compiled for workers and requesters in the framework, yet 264

the existing centralized works mostly compile the reputation 265

of workers. The worker reputation is accounted for during 266

task allocation, yet it is assumed to be available without 267

proposing a model to compute it. On the other hand, few 268

existing works such as [12], [15], [16], and [23] present a 269

worker reputation computation model within their proposed 270

frameworks. 271

B. CROWDSOURCING CHALLENGES 272

There are different challenges and open issues that impact 273

crowdsourcing frameworks at different stages. The chal- 274

lenges can be divided into 1) optimization challenges and 275

2) User strategy challenges. Each type is elaborated on in the 276

following sections. 277

1) OPTIMIZATION CHALLENGES 278

The crowdsourcing process entails optimization at the differ- 279

ent stages to be able to allocate tasks to workers and evaluate 280

the worker’s outcome. There are multiple aspects that need 281

to be accounted for during the optimization, which makes the 282

optimization problem challenging. Below are a few aspects. 283

a: TASK-SPECIFIC REQUIREMENTS 284

The different application areas that crowdsourcing is applied 285

to such as sensing, delivery, and health emergency vary 286

in the requirements for their tasks. The type of the task, 287

location-dependency, and time-dependency are a few of the 288

requirements that affect the allocation scheme applicable in 289

the framework. For example, environment sensing tasks are 290

usually location-dependent and delay-tolerant, unless in the 291

scenario of a natural disaster. They also require the availabil- 292

ity of sensors when performing the allocation and demand 293

high-quality data. Ride-sharing tasks are time-sensitive and 294

require the availability of the vehicle for the ride. Emergency 295

health tasks are time-sensitive and location-dependent while 296

being medical image labeling tasks are delay-tolerant and 297

location-independent [46]. Hence, different algorithms are 298

required to answer the diverse requirements of the tasks. 299

b: DIFFERENT WORKERS’ CAPABILITIES 300

Workers vary in their abilities (computation, sensing, knowl- 301

edge level) and reputation metrics. It is crucial to account for 302

such information in the allocation as competent workers are 303

more capable of fulfilling tasks with high quality. Workers’ 304

capabilities may vary in time depending on the dynami- 305

cally changing conditions, which consequently affects the 306

allocation. 307

c: REPUTATION BOOTSTRAPPING 308

When a worker joins the framework, an initial reputation 309

needs to be assigned to them. While justifiable, the adop- 310

tion of a low initial reputation might contribute in reducing 311

the worker’s eligibility for available tasks, which excludes 312

workers for possible tasks that could increase their reputation. 313
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Alternatively, a high reputation might be too optimistic and314

grant the worker priority over more competent workers for315

the task. Different mechanisms have been used to bootstrap316

reputation values such as initializing a similar reputation317

to similar agents [49], based on their social network [50],318

or based on collected endorsements [51].319

2) USER STRATEGY CHALLENGES320

a: MECHANISM DESIGN CHALLENGES321

The crowdsourcing framework includes multiple mecha-322

nisms as part of the process. Designing such mechanisms323

is challenging as it requires considering different aspects as324

mentioned below.325

i) CONFLICTING USER PREFERENCES326

Requesters and workers in the framework are of conflicting327

preferences that need to be considered during task allocation.328

Requesters are usually interested in the fulfillment of their329

tasks, with the least possible payment; whereas, workers are330

interested in the profit acquired from fulfilled tasks. These331

conflicting preferences may lead to either category of users332

misbehaving to maximize their gain. Therefore, it is impor-333

tant to account for the different metrics related to the tasks334

and workers during task allocation.335

ii) DISCREPANCY BETWEEN EXPECTED PERFORMANCE336

AND RECEIVED PERFORMANCE337

While task allocation is based on the expected performance338

of workers for a task, the contribution is important to reflect339

the received performance of a worker in an allocated task.340

In some cases, workers with high expected performance do341

observe a drop in their actual performance. Alternatively,342

workers with low expected performance might complete343

tasks with high quality. Therefore, it is important to use344

mechanisms that evaluate the contribution of workers to pay345

them their entitled payment and update their reputations and346

profit accordingly.347

iii) WORKER PAYMENT FAIRNESS348

With workers of different capabilities performing tasks in349

the framework, it becomes increasingly important to fairly350

compute the entitled payment for each of them. In fact, some351

workers might complete tasks with a quality below what is352

agreed upon for their payments whether intentionally or due353

to their limited capabilities. Therefore, the framework needs354

to determine the entitlement of a worker for their computed355

payment during and task allocation. Another aspect that hin-356

ders the payment fairness is workers colluding to submit a357

given outcome for the task, thus reducing the payment of358

honest workers.359

iv) MUTUAL REPUTATION VIEW360

While requesters can favor workers based on their reputa-361

tions, workers do not usually have sufficient information362

to differentiate tasks based on their requester’s reputation.363

In fact, most of the existing works do not indicate the 364

requester’s commitment to their created tasks. Consequently, 365

a requester can cancel the task upon the acceptance of the 366

worker or refuse to pay the worker without prior indication 367

for the worker. This introduces unfairness in the allocation 368

process and the framework. Therefore, it is important to 369

design an allocation mechanism that takes this into account. 370

b: SECURITY ATTACK CHALLENGES 371

There are multiple security challenges that hinder a crowd- 372

sourcing framework which we describe below. 373

i) TRUSTED EXECUTION 374

While a centralized platform is assumed to be trusted, this 375

assumption is not always valid or verifiable. In fact, a major 376

problem in task allocation is the concealed execution of the 377

allocation mechanism since it is hosted on private servers. 378

Hence, the framework can bias the allocation of tasks to 379

increase its profit by colluding with requesters or workers, 380

which hinders the execution trust. 381

ii) FALSE REPORTING REQUESTERS 382

Such requesters attempt to report untruthful feedback about 383

a worker’s submission to reduce the entitled payment. This is 384

a major challenge to resolve in tasks that cannot be evaluated 385

by the framework itself as, in the long run, it may reduce the 386

interest of workers in engaging with the framework. 387

iii) PAYMENT BIASING 388

This can be seen as a result of malicious workers exploit- 389

ing the framework. Workers can launch a Sybil attack [47] 390

on the framework to bias their payments by impersonating 391

other workers. These malicious workers use the impersonated 392

workers’ accounts to submit biased cost values or data to 393

alter the outcome of the payment computation mechanism. 394

Consequently, they can acquire higher payment for their 395

completed tasks. This is an important problem to tackle as it 396

gives workers undeserved payments and consumes the budget 397

from task requesters. 398

iv) REPUTATION INTEGRITY AND VALIDATION 399

The reputation of a worker is a dynamically changing met- 400

ric based on their behavior and is usually updated by the 401

framework. The framework’s update for the reputation is 402

assumed to be trusted. However, the concealed execution at 403

the framework makes it possible for the framework to bias 404

the reputation in an untraceable manner. Therefore, there is 405

a need for a methodology to guarantee the integrity of the 406

reputation and to validate its update. 407

C. THE INTEGRATION OF BLOCKCHAIN AND 408

CROWDSOURCING 409

The idea of incorporating Blockchain into crowdsourcing 410

frameworks was first introduced in the proposed PaySense 411

framework [52], thus opening the way for Blockchain-based 412

crowdsourcing frameworks to emerge [27], [28], [29], [30], 413
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TABLE 1. Summary of surveyed crowdsourcing frameworks.

[31], [32], [33], [34], [35], [36], [37]. The main objective414

of such frameworks is to overcome some of the challenges415

in centralized crowdsourcing frameworks more specifically416

security attack challenges. Alternatively, mechanism design417

challenges are independent from the use of blockchain.418

In this section, we describe the contribution of the exist-419

ing Blockchain-based efforts, to the different aspects of420

the crowdsourcing process, such as: 1) task allocation,421

2) worker’s contribution evaluation, 3) payment computation,422

and 4) feedback and reputation.423

c: TASK ALLOCATION424

The Blockchain-based crowdsourcing frameworks follow425

one of two different approaches, i.e. either voluntary selection426

by workers or through allocation mechanisms. The existing427

works such as [27], [28], [29], and [30] assume that workers428

will identify possible tasks and perform them voluntarily in429

order to maintain the cost-efficiency of the framework and430

the privacy of workers’ information. On the other hand, the431

works in [31], [32], [35], [36], and [37] utilize task allocation432

mechanisms to ensure a minimum level of performance qual-433

ity for allocated tasks. The execution of the allocation mech-434

anism varies where some works perform it using resources435

off Blockchain (off-chain) as in [31], while other perform436

it on Blockchain (on-chain). With on-chain execution, the437

framework guarantees the transparent and autonomous exe-438

cution of the mechanism, yet the computational complexity439

of the mechanism becomes important due to the monetary440

cost implications. Different mechanisms have been explored441

for on-chain execution such as greedy [32], auction [33], [34],442

and stable matching theory [35], [36], [37]. Suchmechanisms 443

aim to improve the performance of the framework by improv- 444

ing the allocated pairs while maintaining the cost efficiency 445

of the framework. 446

d: WORKER CONTRIBUTION EVALUATION 447

The Blockchain-based frameworks perform the contribution 448

evaluation, either off-chain as in [27], [28], [30], and [31] 449

or on-chain as in [29], [32], [33], and [35]. In [29], 450

a requester-defined evaluation function is used to evaluate 451

the contribution of workers transparently.While transparency 452

is preserved, requesters may bias the submitted evaluation 453

function to reduce the quality of workers’ submissions, and 454

consequently their payments or reputations. On the other 455

hand, the work in [32] proposes using an evaluation function 456

embedded as part of the smart contract to compute the con- 457

tribution of a worker’s submission. The evaluation function 458

determines the similarity of the submission to other submitted 459

values. 460

e: MONETARY PAYMENT 461

The works in [27], [28], [29], [30], [31], and [32] employ 462

Blockchain to exchange monetary payments in a trusted 463

end-to-end manner between workers and requesters in a 464

crowdsourcing framework. These frameworks share mon- 465

etary incentives with workers once they complete their 466

assigned tasks, mostly according to the expected worker 467

contribution quality. However, this may lead to overpaying 468

workers who submit low-quality data despite their expected 469

high quality. Other works such as [33] and [34] go beyond 470
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payment exchange and apply auction mechanisms to deter-471

mine the payment of a worker before exchanging it.472

f: Feedback AND REPUTATION473

User reputation is considered by a few of the Blockchain-474

based frameworks to help in determining the eligibility of475

workers such as [29], [32], and [35]. The works compute476

the reputation based on a worker’s previous interactions and477

assume the availability of the reputation on Blockchain. The478

work in [32] goes further and proposes computing the reputa-479

tion of requesters to provideworkers with feedback about task480

requesters. The work proposes the computation of workers’481

and requesters’ reputations in a smart contract to ensure its482

integrity.483

The existing Blockchain-based crowdsourcing framework484

elevates the crowdsourcing paradigm by introducing dif-485

ferent properties. However, the use of Blockchain entails486

multiple challenges concerning scalability, security, privacy,487

integration, regulations, and professional preparations [53].488

We further elaborate on two main challenges that need to be489

considered when designing a crowdsourcing framework on490

Blockchain being: scalability and computational efficiency,491

and security.492

i) SCALABILITY AND COMPUTATIONAL COMPLEXITY493

When deploying a Blockchain-based framework, the scalabil-494

ity of the framework and its ability to properly handle a large495

number of users and requests is a crucial aspect, especially for496

near real-time applications. For instance, a centralized crowd-497

sourcing framework such as Uber handles around 18.7 mil-498

lion trips per day,3 thanks to the computational capability499

of the centralized resource. Meanwhile, the scalability of a500

Blockchain is limited by the need to maintain the full list501

of transactions at least at two nodes in the network. The502

maximum block size and the deployed consensus protocol of503

the Blockchain affect the processing speed of transactions.504

In Bitcoin, 7-8 transactions can be processed per second,505

while for Ethereum it is 20 transactions per second [54]. This506

limits the applicability of Blockchain-based crowdsourcing507

frameworks.508

Looking at commercial crowdsourcing platforms, these509

numbers fall below the real demand where Uber managed510

to handle around 18.7 million trips per day in 2020.4 With511

a limited number of transactions per second, the processing512

time of transactions varies based on the gas price, compu-513

tational resources, and consensus mechanism used. Hence,514

it is important to select the right category of Blockchain being515

public, private, or consortium to answer the requirements of516

the intended crowdsourcing framework.517

In addition, the monetary cost of executing a mechanism518

on Blockchain, especially public Blockchain, is directly pro-519

portional to its computational complexity. Therefore, the use520

of optimization techniques for the different components of521

3https://www.businessofapps.com/data/uber-statistics/
4https://www.businessofapps.com/data/uber-statistics/

the framework becomes challenging and there is a need to 522

select computationally efficient mechanisms that balance the 523

computational complexity and the framework performance. 524

Adesigned framework needs to account for the distribution of 525

the its components between on-chain and off-chain resources 526

as it impacts the computational efficiency of the framework. 527

ii) SECURITY 528

The security of the crowdsourcing framework infrastructure 529

directly relates to the security of Blockchain. Unfortunately, 530

Blockchain is vulnerable to multiple security attacks such 531

as the >50% attack [55]. It is possible when the major- 532

ity of the miners are managed by a single entity or when 533

they maliciously collide to validate transactions for their 534

benefit. In this attack, illegitimate transactions are validated 535

to double-spend coins and reject legitimate transactions to 536

threaten Blockchain’s trust. The success of this attack in 537

2018 led to the loss of more than $20M worth of cryptocur- 538

rency [56]. This attack hinders the trust of a crowdsourcing 539

framework as it would not only lead to the loss of monetary 540

assets but also the injection of incorrect transactions to the 541

record of the framework. 542

D. DISCUSSION 543

Table 1 presents a summary of the surveyed crowdsourcing 544

efforts in centralized and Blockchain infrastructures.5 It can 545

be seen that the proposed works focus on different stages 546

of crowdsourcing. In addition, each of them focuses on a 547

specific application domain where the adopted mechanisms 548

for allocation, evaluation, and feedback answer the require- 549

ments of that application domain. It can be seen that none 550

of the existing works propose a trusted generic framework 551

that overcomes the limitations of centralized frameworks and 552

adapts to different application domains and contexts. There- 553

fore, our main contribution is a crowdsourcing framework 554

that is capable of processing crowdsourced tasks for different 555

applications and varying contexts with high performance, 556

while leveraging Blockchain to provide transparency and 557

verifiable execution to the overall process. 558

III. PROPOSED BLOCKCHAIN-BASED CROWDSOURCING 559

FRAMEWORK 560

Fig. 3 shows the novel envisioned Blockchain-based crowd- 561

sourcing framework that 1) provides requesters and workers 562

with high performance and trust, and 2) answers different 563

contexts by intelligently switching the used computational 564

mechanisms based on the current context. The main differ- 565

ence between the envisioned framework and existing ones is 566

the consideration of the current context of the environment 567

and the workers, enabling the switch between the alloca- 568

tion different mechanisms, allowing for better task require- 569

ments’ satisfaction. The context is defined by the supply, 570

demand, and task requirements. The proposed framework is 571

formed from two classes of components: core and advanced. 572

5OFF= Off-chain, ON= On-chain,- = Not Available.
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FIGURE 3. Proposed blockchain-based framework showing the users and the framework with the division of its components.

The core components are responsible for the basic function-573

alities of the framework such as task allocation, contribution574

evaluation, payment computation, and user feedback. They575

are designed as smart contracts on Blockchain to offer trace-576

able and autonomous execution. The advanced components577

are responsible for context and data management. As these578

components require computationally expensive mechanisms,579

they are implemented spanning Blockchain and the cloud to580

reduce the computations performed on Blockchain by the581

framework.582

A. FRAMEWORK USERS583

The users in the framework are the requesters and workers584

interacting with it. Both categories of users have a reputation585

value associated with them. For requesters, their reputation586

is associated with their task cancellation rate as proposed587

in [32]. This allows workers to differentiate requesters based588

on their reputations before accepting to perform their tasks.589

For workers, reputation is associated with their task comple-590

tion rate proposed in [32].591

An additional metric that characterizes workers is the592

Quality-of-Information (QoI). QoI is a standard metric for593

crowdsourcing applications used to evaluate the contribution594

of workers to a task by integrating multiple independent595

metrics such as distance from the task, completion time, and596

worker reputation. The QoI considered in this work is the one597

proposed in [32]. 598

QoIwt =
Repw

Dwt × CTwt
(1) 599

whereRepw is the reputation of workerw,Dwt is the euclidean 600

distance between worker w and task t , and CTwt is the 601

completion time of worker w for task t . 602

B. BLOCKCHAIN SELECTION 603

Three categories of Blockchain can be used to construct the 604

Blockchain part of the framework: public, private, or consor- 605

tium. The different categories vary in their properties where 606

the respective Blockchain can be selected for the framework 607

accordingly. 608

A public Blockchain is permissionless and open for any 609

user interested to join as an anonymous client or a miner. 610

Therefore, the consensus algorithms used for it require com- 611

putational effort, time, or stake to verify the blocks due to the 612

lack of trust among the members. Hence, the transaction fee 613

is required to compensate miners’ efforts where a higher pay- 614

ment results in a fast confirmation time. A public Blockchain 615

is designed to be immutable where a transaction is irreversible 616

with non-repudiation guaranteed. This category is suitable for 617

crowdsourcing tasks that are not concerned with the privacy 618

of data such as item-selling platforms. 619

A private Blockchain is permissioned, and users are 620

known members of a single organization. Unlike a public 621

Blockchain, transactions are verified by selected miners from 622
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TABLE 2. Blockchain categories based on privacy, org. implies an
organization.

within the same organization. Consensus protocols such as623

Practical Byzantine Fault Tolerance (PBFT) and Tendermint624

are designed for it with the transaction speed being consid-625

erably high while the transaction fee is negligible. Unfortu-626

nately, a private Blockchain is not immutable as it is managed627

by a centralized organization. Thus, the organization can roll628

back its chain to an earlier block removing transactions from629

the chain. This category is appropriate for internal use by630

the framework and tasks concerned with data privacy such631

as collected data.632

A consortium Blockchain is an intermediary between the633

previously mentioned types of Blockchain. It is a permis-634

sioned Blockchain with the properties of private Blockchain635

in terms of miners and consensus protocols. However, the636

difference is that members who are granted permission to637

access it or allocated as miners can be from different orga-638

nizations. Immutability, in this case, is partially preserved639

as a single organization in the consortium cannot roll back640

the chain. However, if the majority of the organizations641

agree, the current chain can be tampered with or rolled back.642

A consortium Blockchain fits crowdsourced supply chain643

frameworks as multiple entities are part of the crowdsourcing644

process. Table 2 presents a summary of the characteristics of645

each Blockchain type. In the proposed framework, the public646

Blockchain is considered.647

C. CORE COMPONENTS- SMART CONTRACTS648

The core components with their respective computational649

mechanisms implemented as smart contracts and hosted650

on Blockchain are shown in Fig. 3. This ensures that the651

mechanisms are highly available, transparently executed,652

cost-efficient, and open to users to utilize the framework653

capabilities. Different computational mechanisms are imple-654

mented for each stage to equip the framework with sufficient655

ones for different possible contexts.656

Table 3 shows the User Manager Contract (UMC)657

responsible for maintaining the information of workers and658

requesters and compiling their feedback and reputations.659

The User data structure is designed to hold a user’s infor-660

mation with its different fields. UMC stores users’ informa-661

tion in the User List mapping, which maps a user’s address662

to their User object. City Workers maps the city code to the663

addresses of available workers within the city. City codes are664

used for the mapping, as opposed to latitude and longitude665

coordinates since they change less frequently, making them666

a more cost-efficient choice when Blockchain is used. The667

addUser() function allows a user to register by providing the668

TABLE 3. User manager contract (UMC).

TABLE 4. Task directory contract (TDC).

necessary information for a User object to be created and 669

mapped inUser List andCityWorkers. The updateWorkerSta- 670

tus(), updateCities(), and updateLocation() functions allow 671

workers to update their information. The updateReputation() 672

is an internal function called to update the reputation of a 673

requester/ worker according to the adopted mechanism such 674

as the one proposed in [32]. Meanwhile, the getWorkers() 675

function is used to acquire the list of workers in a 676

specific city. 677

Table 4 presents the Task Directory Contract (TDC), 678

which is responsible for storing available tasks. 679

The Task data structure holds the information of a single 680

task. TDC maintains the information of tasks in the City 681

Tasks mapping, which maps a city code to an array of tasks 682

within the city. Active Cities holds the list of cities with avail- 683

able tasks. TDC includes the addTask() and updateTaskSta- 684

tus() functions. The addTask() function allows requesters to 685

publish their task to the framework by specifying the task 686

attributes and transferring the intended budget. The func- 687

tion creates a Task object, initializing the default values and 688

appending them to the corresponding city in themapping. The 689

updateTaskStatus() function is used for updating the current 690

status of a task, whether pending or completed. 691

Table 5 presents the Task Allocation Contract (TAC), 692

which is responsible for allocating tasks to workers according 693

to the set mechanism. 694
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TABLE 5. Task allocation contract (TAC).

TABLE 6. Contribution evaluation contract (CEC).

The Task-Worker Allocation mapping maps the address of695

a task to an array of allocated workers for it. In addition,696

TAC includes multiple boolean variables that indicate the697

currently used mechanism among the ones hosted within698

the smart contract. Each of the algorithms is presented by699

its respective function being GreedyMechanism(), Auction-700

Mechanism(), and MatchingMechanism(). The functions use701

the list of workers and tasks for the allocation based on the702

currently used mechanism. Consequently, it sets the task-703

worker allocation mapping. The UpdateUsedMechanism()704

function is triggered to set the used function by setting its705

corresponding variable. The AllocateTasks() function per-706

forms the allocation by checking the variables and running707

the corresponding used mechanism.708

Table 6 presents the Contribution Evaluation Contract709

(CEC), which is responsible for evaluating the contribution710

of each worker by the end of an allocated task.711

The contract holds two mappings:Worker Submission and712

Worker Evaluation. TheWorker Submissionmaps a worker’s713

address to their submitted value for the task, while Worker714

Evaluation maps the worker’s address to their calculated715

evaluation result. CEC holds multiple boolean variables that716

reflect which evaluation mechanism is used. The Evalu-717

ateCompletion() function evaluates whether a worker has718

completed their allocated tasks or not. The EvaluateQual-719

ity() function computes the quality of a worker’s submis-720

sion for tasks based on similarity, majority voting, etc. The721

AddRequesterEvaluation() function allows a requester to sub-722

mit an evaluation for a given task. The UpdateUsedMecha-723

nism() function is used to set the used evaluation mechanism.724

TABLE 7. Payment computation contract (PCC).

ContributionEvaluation() function executes the set contribu- 725

tion evaluation function. 726

Table 7 presents the Payment Computation Contract 727

(PCC), which calculates and distributes the payments on 728

workers. 729

The contract stores workers’ submitted costs and 730

requesters’ submitted budgets in the respective mappings, 731

Worker Cost and Requester Budget. The AddWorkerCost() 732

function allows a worker to submit their required pay- 733

ment to perform an allocated task. On the other hand, the 734

AddRequesterCost() function allows a requester to declare 735

the maximum possible payment for a task. The QualityPay- 736

ment() function computes the payments for workers based on 737

their contribution and the budget of the task, a mechanism 738

similar to the one presented in [32]. The AuctionPayment() 739

function calculates the payment based on an adopted auction 740

mechanism accounting for the declared costs by the worker 741

and requesters similar to the work in [34]. The PaymentCom- 742

putation() function calculates workers’ payments according 743

to the selected computation mechanism and forwards the 744

payments to the entitled workers from the deposited budget. 745

TheUpdateUsedMechanism() function sets the used payment 746

mechanism by setting the corresponding boolean variable. 747

D. ADVANCED COMPONENTS 748

The proposed framework has advanced components that 749

are part of its architecture. Two managers are proposed: 750

1) Context Manager and 2) Data Manager. While the 751

basic components are deployed fully on-chain, the advanced 752

components span resources on Blockchain and the cloud 753

to benefit from both of these architectures’ capabilities. 754

Blockchain provides the managers with transparency and 755

trust. However, it is computationally expensive to per- 756

form all the context inference and store the data on the 757

Blockchain, as it all translates to monetary cost. Therefore, 758

cloud resources are employed to migrate mechanisms for cost 759

efficiency. 760

The Context Manager is responsible for monitoring and 761

evaluating the current context to infer the suitable mecha- 762

nisms for the core components. 763

In this work, the context is defined by the current supply 764

(workers) and demand (tasks) as well as the requirements of 765

the tasks shown in Table 8. The concept of context manager 766

is already implemented in centralized crowdsourcing. Its role 767
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TABLE 8. Possible contexts and the respective mechanisms at the process stages.

is to monitor the current context of the framework being the768

number of tasks and workers as well as other metrics and769

adjust the used algorithms in the framework components for770

task allocation, payment, etc to maximize its performance771

and users’ satisfaction. Uber6 is an example of a crowdsourc-772

ing framework that applies the surge factor to balance the773

load-based on the supply and demand on the platform.774

This manager serves two main functions: 1) context moni-775

toring and 2) mechanism selection. The context monitoring776

component aims to record relevant metrics for the current777

context being the number of tasks (demand), the number778

of workers (supply), and task requirements. These metrics779

can be collected periodically from Blockchain since it holds780

users’ interactions and the published information about the781

current tasks as transparent transactions. These collectedmet-782

rics can be further used in mechanism selection.783

The mechanism selection component aims to determine784

the mechanisms to employ based on the current context. The785

selection can be done through statistical methods. Emerging786

technologies such as Artificial Intelligence (AI) andMachine787

Learning (ML) can be also employed. ML allows utiliz-788

ing the collected context information to train ML models789

that predict the most suitable mechanisms to deploy given790

the current context. The computational cost of determining791

the context of a task depends on the ML model used and792

where is it applied (cloud or blockchain). If the ML model793

is to be hosted on blockchain, then its computational cost794

needs to be minimized. However, if the ML model is to795

be hosted on the Cloud, then more complex models can be796

used. Upon the prediction of the models, the smart contracts’797

updateUsedMechanisms() functions can be invoked to set the798

corresponding mechanisms. The ML models can be trained799

and hosted on the cloud or Blockchain, yet the cloud poses a800

cost-efficient option.801

Table 8 presents the context for a few application domains802

that the framework can consider. In addition, it presents803

suggested mechanisms for each category of tasks. It can be804

6https://www.uber.com/us/en/drive/driver-app/how-surge-works/

seen that tasks in distinct applications vary in their time 805

and location dependencies. In addition, they differ in their 806

requirements for the number of workers and their sensitivity 807

to change in Demand-to-Supply Ratio (DSR) as well as qual- 808

ity requirements. Some tasks require being fulfilled without 809

constraints on the quality while other tasks required fulfill- 810

ment with high-quality constraints. In addition to the above 811

domains, the proposed framework can be used to answer tasks 812

for AI and ML models applicable for different application 813

domains.Workers can be selected by the framework to collect 814

data required by the ML models. 815

The Data Manager deals with the generated data by the 816

crowdsourcing system such as users’ profiles, and the crowd 817

collected data. It is responsible for processing and aggre- 818

gating the collected data before being pushed back to the 819

requesters of the tasks. In requires determining cost-efficient 820

storage and a mechanism to out-date data that cannot be 821

reused. Crowdsourced data can be stored either on the 822

Blockchain or the cloud. It is worth noting that storage on 823

the Blockchain is of higher cost and slower access time than 824

storage on the cloud. Therefore, the cloud is used to store 825

huge amounts of data in a private and cost-efficient manner. 826

Consequently, a small quantity of data can be stored on the 827

Blockchain, which in turn overcomes the storage scalability 828

constraint of the public Blockchain. 829

IV. A CASE STUDY ON TASK ALLOCATION MECHANISMS 830

FOR BLOCKCHAIN-BASED FRAMEWORKS 831

The proposed framework is a holistic Blockchain-based 832

crowdsourcing framework that accommodates tasks from 833

various contexts. It is envisioned that the framework will 834

intelligently switch between the different mechanisms based 835

on the monitored context. In this evaluation, three state- 836

of-the-art task allocation algorithms for Blockchain-based 837

crowdsourcing frameworks are compared to understand their 838

performance under different contexts. The selected mecha- 839

nisms perform on-chain task allocation and are hosted on 840

Blockchain, which aligns with the objective of the pro- 841

posed framework. Other surveyed state-of-the-art Blockchain 842
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works were excluded from the evaluation as they either do not843

perform allocation on Blockchain such as [33] or their allo-844

cation mechanisms are tailored to answer the requirements of845

a more specific objective such as privacy such as the works846

in [31], [35], and [36]. The considered mechanisms are-847

1) SenseChain [32] which performs a greedy allocation848

of tasks to workers based on a proposed QoI metric,849

maximizing its value for allocated pairs. Workers sub-850

mit their task of interest, one task at a time for each851

allocation round.852

2) Repeated task allocation mechanism proposed in [34]853

and [57] which utilize an auctionmechanism to allocate854

tasks based onworkers’ bids. Aworker can submit a bid855

for one task or more every repetition of the allocation.856

Repeated-Single-Minded Bidder (R-SMB) is referred857

to in this section.858

3) Gale-Shapley Matching (GSM) [37], which employs859

a matching mechanism to account for the preferences860

of the workers and requesters during task alloca-861

tion. Workers determine their task preferences based862

on a proposed Quality-of-Task (QoT) metric, while863

requesters determine their worker preferences based on864

a QoI metric.865

The details for the allocation mechanisms can be found in866

their respective references.867

A. SIMULATION SETUP AND PARAMETERS868

The allocation mechanisms were implemented on Matlab869

2020b to compare their performance. A real dataset collected870

from the Xively platform7 with around 500 workers at ran-871

dom locations was used. The dataset includes the IDs of the872

workers and their locations. Out of them, a set of randomly873

selected workers was identified. These workers’ reputations874

were generated as uniformly distributed random values and875

appended to the dataset. In addition, a random set of tasks876

was generated within the area of the workers. The sets of877

workers and tasks were used as an input to the allocation878

mechanisms. The obtained results were compared to evaluate879

the performance of each in several contexts.880

Table 9 outlines the evaluation setup as well as the param-881

eters for the dataset used in the evaluation and the generated882

tasks. In addition, it presents the parameters for the task883

allocation mechanisms considered in the evaluation.884

B. PERFORMANCE EVALUATION AND COMPARISON885

The evaluation aims to understand the performance of the886

different mechanisms in terms of the percentage of allocated887

tasks, their allocation time, allocated workers’ QoI, and the888

traveled distance by allocated workers. The change in context889

in the evaluation is implied by the different DSRs presented890

in this section.891

Fig. 4 illustrates the percentage of allocated tasks which892

reflects the fulfillment of the tasks. Each allocation algorithm893

is repeatedmultiple times to account for unallocated tasks and894

7https://eprints.soton.ac.uk/354861/3/XivelyData.csv

TABLE 9. Simulation parameters.

FIGURE 4. Percentage of allocated tasks (red) and number of
rounds (blue).

the algorithm is terminated when either all tasks are allocated 895

or no task is feasible for available workers. The number of 896

repetitions reflects the time required for the allocation and is 897

referred to as the number of rounds. The number of rounds 898

required by each mechanism is also presented in Fig. 4. 899

GSM and R-SMB maximize the percentage of allocated 900

tasks independent from the DSR value where the results over- 901

lap in the figure shown. Meanwhile, SenseChain performs 902

similar to the other mechanisms at DSR values below 2 in the 903

task allocation percentage while the allocation percentage is 904

much lower at higher DSR values. 905

GSM converges to the maximum task allocation percent- 906

age within a lower number of rounds than R-SMB. The 907

gap between GSM and R-SMB, in the number of rounds, 908
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FIGURE 5. Average workers QoI.

increases with the reduction in the competition between909

workers for available tasks (high DSR values). GSM requires910

fewer rounds as workers submit multiple preferences at each911

round, compared to the other approaches where one pref-912

erence is submitted. For both mechanisms, the number of913

rounds increases with the increase in DSR as the workers’914

preferences are more spread due to the drop in the com-915

petition between workers. On the other hand, SenseChain916

terminates the allocation at a smaller number of rounds than917

R-SMB at DSR values greater than 2. However, the termi-918

nation is linked to a lower task allocation percentage, which919

would affect the performance of the framework.920

Fig. 5 shows the average QoI of allocated workers by921

the end of the allocation rounds. At high competition con-922

text (DSR less than 1), GSM outperforms the other two923

mechanisms with a big difference compared to R-SMB as924

QoI is not part of the selection criteria in the latter mecha-925

nism. The performance of SenseChain consistently improves926

with the drop in the competition between workers while the927

other mechanisms do not increase with the same proportion.928

SenseChain provides the best QoI compared to the alternative929

mechanisms as QoI is used at the worker and the task for the930

allocation. GSM follows as QoI is only considered in the task931

allocation while the worker selection uses the QoT metric.932

Fig. 6 shows the average traveled distance by allocated933

workers, which is proportional to the time needed to perform934

the task. The results show that SenseChain performs well935

in the high competition context (DSR less than 0.2) and936

minimizes the traveled distance, hence the time to perform937

an allocated task. However, the average traveled distance938

increases logarithmically with the reduction of the compe-939

tition between workers due to the admission of workers940

at further locations to perform tasks. The performance of941

GSM and R-SMB improves as the distance reduces with the942

reduction in the competition, and they converge to a similar943

value for the traveled distance. GSM and R-SMB are of small944

distance as they both incorporate it in the allocation. It was945

expected that R-SMB results in the smallest traveled distance,946

but the small additional difference compared to GSM is due947

FIGURE 6. Average travelled distance.

FIGURE 7. Allocation mechanism flow.

to the additional rounds that admit further workers to the 948

allocation. SenseChain focuses on QoI, which incorporates 949

other metrics, leading to longer distances. It is inferred from 950

the figure that GSM can converge to a smaller distance value 951

at the different DSR values. 952

C. EVALUATION SUMMARY 953

Fig. 7 presents a logical map that reflects the usability context 954

for the different mechanisms based on the observed results. 955

The greedy mechanism is best when the quality of allocated 956

workers is important and the competition in the framework 957

is low as in the case of environmental monitoring applica- 958

tions. However, such allocation does not maximize either 959

the fulfillment or the allocation time. On the other hand, 960

the auction mechanism is best when the fulfillment needs 961

to be maximized while sacrificing the allocation time and 962

the completion time under high competition contexts as in 963

the case of delivery applications. In alternative contexts, the 964

results demonstrated that the stable matching mechanism 965
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performs best for the measured metrics such as ride-sharing966

and environment monitoring under high DSR.967

V. CONCLUSION968

In this paper, the current crowdsourcing frameworks are969

discussed and the challenges and opportunities in general970

and blockchain-based crowdsourcing framework are identi-971

fied. Additionally, a novel context-aware Blockchain-based972

crowdsourcing framework is proposed. It consists of core973

components hosted on Blockchain and advanced components974

hosted spanning Blockchain and the cloud for flexibility975

and scalability. The framework holds a manager responsible976

for updating the used mechanisms according to the context.977

Finally, a use case study for the possible task allocation algo-978

rithms is presented using a real dataset. The evaluation aimed979

to assess the performance of the algorithms under different980

contexts. The results demonstrate the applicability of each981

algorithm in different demand to supply ratios. In futurework,982

different machine learning models for context switching can983

be studied to understand their impact on the performance of984

the proposed framework.985
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