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ABSTRACT The IoT-based smart grid provides many benefits to both energy consumers and energy
producers, such as advanced metering functions, improved reliability, and management. Increasingly with
the rise of smart homes and smart cities, security is a concern, as data networks increasingly run parallel
to power networks. Ensuring good security practices are implemented in the smart home is critical. This
study proposes a Home Area Network architecture design, and secure ChaCha20-Poly1305 Authenticated
Encryption with Associated Data (AEAD) based authentication scheme, based on the recent LoRa 2.4 GHz
technology; a robust and highly tunable transmission technology. This results in a network that balances
performance considerations, whilst providing confidentiality, integrity and authenticity through the use of
symmetric key-based authentication and encryption scheme. A performance analysis is conducted using
a practical test bench to determine the impact that the proposed security mechanisms have on the LoRa
network. The secure architecture proposed by this study has a minimal impact on the transmission time of a
packet compared to a network with no security measures. This additional latency does not negatively impact
on the smart home user in terms of network performance.

INDEX TERMS IoT, ChaCha20, Poly1350, authentication, key management, home area network, smart
home, smart grid, network performance, symmetric key encryption, LoRa 2.4 GHz.

I. INTRODUCTION battery storage, there exists exciting possibilities such as

The electricity grid has evolved from the traditional grid
used to distribute electricity from large generators to cus-
tomers, to the smart grid (SG); a complex combination of
energy systems and IT systems allowing the two-way flow
of both data and power [1], [2]. More recently, the benefits
of the Internet of Things (IoT) based SG have been realised.
IoT-based smart grids can enable many benefits such as
Advanced Metering Infrastructure, improved reliability and
management, and demand response functions based on
dynamic pricing [3]. With more households having energy
generation and storage capabilities through distributed energy
resources (DERs) such as photovoltaic (PV) systems and
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a decreased reliance on traditional generators with energy-
independent neighbourhoods [4].

With all these benefits come risks and challenges. There
are numerous recent examples of attacks on critical infras-
tructure. In May 2021 the IT systems of Colonial Pipeline; a
system that is responsible for fuel distribution in the United
States were attacked, which resulted in the entire system
being taken offline [5]. This resulted in an outage lasting sev-
eral days, which caused significant fuel shortages and panic
buying across the United States [6]. In November 2021, aran-
somware attack was launched on CS Energy, a Government-
owned energy generator in Queensland, Australia [7].
Fortunately, in this case, CS Energy was able to contain this
incident by segregating parts of the network to prevent it from
spreading into the power stations [8].
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When dealing with any system or systems related to or con-
nected to critical infrastructure, networking solutions need
to be robust and secure; they must provide an acceptable
level of performance, while also reducing the likelihood of a
potentially devastating cyber-attack. Networking and security
solutions are vital to the stable operation of the SG with mul-
tiple traditional and IoT-based technologies used across the
SG. The SGis a widespread interconnection of many systems,
ranging from power generation to home appliances [9]. The
SG has many more attack surfaces than the traditional power
grid; the potential exists for an attacker to gain access to
SG systems via homes and businesses [9].

A. RESEARCH SCOPE

The communication networks that underpin the smart grid
can be divided into three broad categories; the home area
network (HAN), the neighbourhood area network (NAN),
and the wide-area network (WAN) [10]. The roles of these
networks are discussed in Section II. The scope of this paper
is to study and propose cost-effective Internet of Things (IoT)
based networking technology and authentication solutions in
the Home Area Network (HAN).

The IoT technology that will be focused on in this study
is LoRa 2.4 GHz, a recently released version of the popular
LoRa sub-GHz technology, based upon the Semtech SX1280
transceiver [11]. This research focuses on ensuring confi-
dentiality and integrity can be maintained between partici-
pants on the HAN; through the proposal and evaluation of
network architecture, network protocols, and authentication
mechanisms. These solutions must offer acceptable security
protections, with minimal impact on network latency. When
looking at the well-understood OSI model [12], the scope of
our work is within the first three layers, the architecture and
infrastructure of the network. Specific application layer uses
are not in the scope of this study.

B. RESEARCH QUESTIONS AND OBJECTIVES
This research will address the following questions:

o How can LoRa 2.4 GHz be used to design and imple-
ment a lightweight and secure Home Area Network with
sufficient network performance?

« How can security mechanisms and protocols be imple-
mented to support the operation of smart home appli-
ances in the Home Area Network?

To assist in addressing the research questions, this study
proposes network architecture designs and secure protocols
suitable for use in the HAN. This study also provides insight-
ful network performance evaluations which show the impact
of network performance tuning, highlighting the optimal
combination of LoRa parameters. It does this by realising the
following objectives:

1) Propose a secure LoRa 2.4 GHz based network archi-
tecture design suitable for use in the HAN by defining
the components of the network, including their roles
and functions.
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2) Create network protocols and algorithms that define
packet structures, commands, and processes for data
transmission and key management.

3) Evaluate the network performance in terms of latency
and packet delivery rate in a typical home environment
and provide recommendations on optimal network tun-
ing parameters.

C. OUR CONTRIBUTION

The contribution of our work is the creation of a secure and
efficient network communication and authentication scheme
for the LoRa 2.4 GHz based smart home, verified with a
practical implementation approach, rather than simulations.
As LoRa 2.4 GHz is a more recent addition to the LoRa sub-
GHz offering, minimal studies are currently available that
focus on its capability, particular in a smart home environ-
ment. Further, at the time of writing, there are no other studies
that have created a HAN protocol based on LoRa 2.4 GHz.
This study may be of interest to IoT network designers, secu-
rity professionals, and others with an interest in implementing
secure, lightweight, and efficient [oT-based networks. While
this study focuses on the HAN, it could easily apply to other
domains.

D. PAPER STRUCTURE

This paper will first provide some background information
on key topics such as the smart grid, the HAN, LoRa and
LoRaWAN and a brief overview of encryption and authen-
tication mechanisms. Previous related work will then be
discussed, with the research gaps highlighted. The network
architecture design will then be presented. The proposed
session key establishment mechanisms and algorithms will
then be covered. An evaluation of the security effectiveness,
as well as a performance analysis, will then occur. A dis-
cussion will then be presented that will cover interesting
findings, difficulties that were encountered, and recommen-
dations on the optimal LoRa tuning parameters. The paper
will then conclude and highlight future work.

Il. BACKGROUND

A. SMART GRID

As technology has evolved, we now have SGs that are capable
of bidirectional flows of both data and power [1]. This has
provided many improvements for both customers and suppli-
ers such as smart metering, advanced monitoring, automated
fault detection and self-healing abilities [1]. One of the key
technologies that underpin the SG is IoT through the use
of smart metering and other components of the Advanced
Metering Infrastructure [13].

There are multiple layers in the SG. There is the elec-
tric power system layer, the communication layer and the
SG application layer [14], [15]. Our study will be mainly
concerned with the communication and security aspects.

There are three different data network domains within
the smart grid; the HAN, the NAN, and the WAN [10].
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The HAN and similar related networks exist on the premises
of the customer [16]. These networks are commonly used for
home automation and control, as well as to obtain energy
usage information from appliances [16]. They can also facil-
itate control and monitoring of the home appliances by the
consumer and by the utility provider, in either a “utility man-
aged architecture” or a combination of “utility and consumer
managed architecture” [17]. These networks would typically
be implemented with short-range transmission technologies,
as they are located within a home or building.

The NAN is the infrastructure that enables the HANs to
communicate with the WAN (wide area network) and vice-
versa [16]. It is also a critical part of the network in support-
ing Advanced Metering Infrastructure [16]. The NAN could
also enable the HANs to communicate with each other in
the context of sharing DERs to decrease reliance on power
generators, through peer-to-peer arrangements [18].

The WAN is the wider network that sits above the neigh-
bourhood level. It facilitates the connection to the utility
provider [16]. It provides services to the entire power net-
work, such as stability monitoring [16]. The term WAN
could refer to any networks above the neighbourhood
level.

B. HAN AND HOME ENERGY MANAGEMENT SYSTEMS
This research is focused on the HAN, and as such, some fur-
ther background information about the purpose and function
of the HAN is necessary. As a society, we need to devise
more efficient ways of consuming less energy to reduce
carbon usage to improve our future environmental outlook.
An important area that cannot be overlooked is the home.
Giving residential users the tools to monitor and positively
impact their energy usage will promote personal account-
ability through behavioural change [19]. The systems that
are implemented within the smart home/HAN to allow home
users to monitor and control their energy usage are typically
called Smart Home Energy Management Systems (SHEMS)
and/or Home Energy Management Systems (HEMS) [19],
[20], [21]. Mendes et al. [19] define four general areas of the
smart home; energy efficiency and management, entertain-
ment, health care and physical security.

HEMS can allow home users to manage, monitor, and
act on energy usage within the home. With the increasing
prevalence of renewable energy sources within the home such
as PV modules and battery storage of energy, these systems
can also work together collaboratively in smart neighbour-
hoods to share energy resources to decrease reliance on the
grid and energy suppliers [4]. According to Zhou et al. [22],
the main functions that should be provided by the HEMS
are monitoring, logging, control, alarm, and management.
The HEMS infrastructure consists of components including
networking, smart meters, a HEMS management centre, and
appliances [22]. The HEMS can enable energy reduction
through demand response price-based incentives by modify-
ing the usage patterns of schedulable appliances [22], [23].
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TABLE 1. Summary of the valid LoRa modem parameters used for the
$X1280 devices for the parameters of SF, BW, and CR.

Spreading Factor
(SF) 5,6,7,8,9,10, 11, 12
Bandwidth
(BW) KHz 203 (200), 406 (400), 812 (800), 1625 (1600)
Code Rate
(CR) 4/5, 416, 417, 4/8

C. LoRa AND LoRaWAN

LoRais an unlicensed band, sub-GHz proprietary Low Power
Wide Area Network (LPWAN) technology developed by
Semtech [24]. LoRa communicates using a Semtech pro-
prietary physical layer implementation based on a modu-
lation technique known as Chirp Spread Spectrum (CSS)
[25]. Developers are free to implement their own media
access control mechanisms on top of this Physical layer.
A common media access control protocol implementation
is LoRaWAN [24]. LoRa contains tunable parameters that
have a direct impact on network performance [26]. LoRa’s
maximum communication range can exceed 10 km [27], [28],
[29]. LoRa implementations can reach a maximum data rate
of around 27 Kbps [30]. In certain regions and nations, the
amount of transmissions allowed per hour is limited by a duty
cycle [30]. Not only does LoRa have a substantial range, it is
also a robust technology that is resilient to noise [31].

Recently, Semtech released LoRa chipsets that can operate
on the 2.4 GHz band through the release of their SX1280
chipset [32], [33]. Like its sub GHz predecessor, it uses a
CSS-based modulation and forward error correction to pro-
tect from noise, and interference and to generally improve its
resilience and robustness [11]. Unlike its sub GHz predeces-
sor, it is not subject to duty cycle limitations and can provide
faster data throughput, up to 250 Kbps [34]. It provides
tunable parameters such as Spreading Factor (SF), Bandwidth
(BW), Forward Error Correction Coding Rate (CR) and trans-
mission power [11].

Increasing the BW will increase the transmission rate while
decreasing the communication range [35]. As LoRa is based
on CSS, the SF defines the chirp rate [36]. A lower SF
increases the chirp rate; this causes a faster transmission rate
with a lower communication range [35], [36]. With each
increase in SF the chirp rate is halved [36]. Increasing the CR
will introduce redundancy into the transmission, improving
the resilience while increasing the transmission time [35].
CR is expressed as k/n where k represents the bits of use-
ful data and n represents the bits to be transmitted [37].
n — k will provide the number of redundant bits in a transmis-
sion. A summary of the valid parameters for SF, BW, and CR
can be seen in Table 1. There is no security implementation
built into LoRa. This is entirely up to the network designer.

LoRaWAN is a protocol maintained by the LoRa Alliance;
it is designed to run on top of LoRa providing an architecture
and media access control functions. The architecture is a
star-of-stars topology that uses multiple gateways that bridge
the LoRa traffic to a central network server, which in turn

VOLUME 10, 2022



L. Kane et al.: Network Architecture and Authentication Scheme for LoRa 2.4 GHz Smart Homes

IEEE Access

converts the traffic into IP-based traffic [38]. This traffic is
then processed by multiple servers such as network servers,
join servers, and application servers [38]. LoRaWAN offers
three classes of end devices; Class A, Class B, and Class C.
Class A devices mostly sleep and can only receive downlink
transmissions directly following an uplink transmission, thus
using minimal power [38]. Class B uses a schedule to wake
and receive downlink messages [38]. Class C is always awake
and ready to receive downlink transmissions [38]. Security
in LoRaWAN is provided by a symmetric multi-key design
with keys protecting network communication, and separate
keys protecting application-specific data [39]. Whilst the
LoRaWAN protocol is widely used, as the name suggests, it is
geared toward WAN communication. Given the architecture
design of multiple gateways and backend servers, imple-
mentation into the HAN may not be practical. In contrast
with LoRaWAN, our research proposes a lightweight LoRa
protocol and architecture.

D. ENCRYPTION AND AUTHENTICATION

Our work makes use of Authenticated Encryption with Asso-
ciated Data (AEAD) to provide confidentiality, integrity, and
authenticity. Not only is the encrypted data protected by such
a scheme, the associated unencrypted data such as packet
header information that is sent with a given message can
be checked for integrity to ensure it has not been mod-
ified or tampered with [40]. There are numerous options
of AEAD algorithms available, with many being based on
AES (Advanced Encryption Standard) [40]. The AEAD algo-
rithm that is used in this study is ChaCha20-Poly1305 [41].
ChaCha20-Poly1305 was chosen due to its proven secu-
rity [42] and its favourable performance in resource-
constrained devices [43].

E. SECURITY THREATS IN IoT NETWORKS

Our research proposes an authentication scheme for an
IoT-based network. It is important to provide some back-
ground context into the types of security threats faced by IoT
networks. A common and well-established IoT architecture
model used to describe and define the components of an IoT
network is the Three Layer Architecture [44], [45]. The layers
are defined as:

« Perception/Physical Layer - This layer defines the phys-
ical capabilities of the IoT network. Sensors are a com-
mon component of the perception layer.

« Network Layer - This layer enables device connectivity.
The network layer also provides the functionality to
enable transmission and processing capabilities.

« Application Layer - The application layer is where the
specific application is defined. This layer enables ser-
vices to be supplied to an end-user.

In Liang and Kim’s work [46], security risks were cate-
gorised based on the three-layer IoT architecture model.
Given that our research is concerned with network architec-
ture design and authentication schemes, we will just focus
on attacks classified as “network layer” by Liang and Kim.
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Kominos et al. [47] also classified security threats, however,
they specifically examined threats related to the HAN. Some
noteworthy attacks discussed in these studies [46], [47] are:

1) Man-in-the-middle attack: An attack that allows a third
party to eavesdrop and intercept the traffic between
two nodes. The attack could be passive or active.
An attacker either seeks to change the data in transit
(active) or simply capture the data (passive).

2) Spoofing: In a spoofing attack, a message is sent from
an attacker to a node with its source address disguised
to appear as though it is from a legitimate network
participant. This allows an attacker to impersonate a
user or another device.

3) Replay attack: This is the act of recording a legitimate
message in transit, and then simply retransmitting the
message at a later time. This could cause an unwanted
or unauthorised action to occur on the destination
device.

4) DoS/DDoS (Denial of Service/Distributed Denial of
Service) attack: Large amounts of traffic are directed
at a particular device with the express purpose of over-
whelming the destination. When the destination device
is overwhelmed, it is unable to respond to legitimate
requests. This malicious traffic can either come from
one (DoS) or many (DDoS) nodes. An example of a
relevant DoS attack in the HAN would be a jamming
attack. This type of attack works by an attacker inter-
rupting wireless transmissions with the introduction of
noise at the same frequency that the legitimate devices
are communicating.

In Section V, our proposed architecture and authentication
scheme will be evaluated against these attacks.

Ill. RELATED WORK

In our previous work [48], we evaluated the performance and
energy cost of numerous encryption algorithms, running on
various microcontrollers to benchmark power consumption,
time cost, and energy cost. It was found that the ChaCha
family of encryption algorithms performed faster whilst using
less energy when compared with AES running in all tested
modes. This has influenced the design decision in this study to
use ChaCha20-Poly1305 as the AEAD algorithm of choice.

Javed et al. [49] outlined important security challenges and
design considerations that should be closely examined when
designing any IoT network. In their work, they highlighted
the importance of authentication mechanisms, key distribu-
tion techniques, and device pairing processes. Our work will
address these three areas in our proposed LoRa 2.4 GHz
based home area network (HAN) network authentication
scheme.

Luo et al. [50] conducted a study to evaluate the impact of
SF and BW on the energy consumption of LoRa 2.4 GHz net-
works using simulations. The LoRa evaluation conducted in
our research does not measure energy consumption. It instead
focuses on latency using a practical based experimental
approach. They do not consider security in their research.
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TABLE 2. A comparative table showing the security and/or performance
focus of the related work against this research.

Luoetal [50] Kauretal [51] Schappacheretal.[52] Our Work
v v v v

Performance
Security X X X v

Kaur et al. [51] performed some experimental measure-
ments of LoRa in an indoor environment. Like our work,
experiments were conducted to measure reliability through
packet delivery. Unlike our research, Kaur et al. [51] conduct
experiments using the original sub-GHz LoRa. They do not
examine security in their work.

Schappacher et al. [52] implemented a LoRa 2.4 GHz
based network using a combination of LoRaWAN and
time-slotted channel hopping. Performance tests were car-
ried out indoors in a university campus environment. Being
LoRaWAN based, the study uses several gateways and back-
end servers. As the focus is solely on performance, there is
no mention of security. Our study differs in that we seek
to design a system that can be implemented into a HAN
environment without the overhead of LoRaWAN. We also are
focusing on both security and performance.

Due to the relatively short time since the release of these
chipsets and availability in the market, there is a research
gap, with only limited studies evaluating the technology, and
none in the specific use case of the HAN. Further to this,
security is not considered in any of these studies. The main
advantage of our research is to address this gap by examining
the LoRa 2.4 GHz technology and by proposing a network
architecture design and secure authentication scheme, backed
by a security and performance evaluation. Through our work,
we are providing an innovative and lightweight protocol
that is suitable for the HAN. As LoRaWAN is targeted at
wide area networks, 2.4 GHz support is not in the specifica-
tion [53]. While several studies focus on the performance of
LoRa, our work focuses on both the security, and the perfor-
mance aspects, and the relationship between them. This is fur-
ther highlighted through a comparison of the previous work
in Table 2.

IV. NETWORK ARCHITECTURE DESIGN
The presented architecture design and authentication scheme
can be seen in Figure 1. At the time of writing, no such
authentication schemes or architecture designs currently exist
for LoRa 2.4 GHz networks, and there is no research on the
use of LoRa 2.4 GHz in a HAN environment. In our architec-
ture, there is an authenticator application on a smartphone or
tablet, one HAN Controller and n appliances. There are two
networks, the Home Wi-Fi network, and the LoRa 2.4 GHz
based HAN (LoRaHAN). The Wi-Fi network is used by both
the HAN Controller, and the authenticator application for:
1) Pairing a new appliance to the HAN. In this case,
the device ID (A) along with the device’s initial key
(IK) must be communicated to the HAN Controller
(H) via our proposed LoRaAuth protocol (discussed in
greater detail in Section IV-C). Each appliance must be
pre-configured with an IK.
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2) Updating an appliance’s long-term key (K). In this
case, A;, must be communicated to H.

The HAN Controller and the appliances operate on a LoRa
2.4 GHz based network. All communications in the HAN
are secured and authenticated using a symmetric key-based
ChaCha-Poly1305 AEAD scheme. Initially, before pairing
has occurred between a given appliance (A) and the HAN
Controller (H), A only has an Initial Key (IK). Using a pairing
process which will be covered in detail later in this paper, the
Authenticator Application communicates the device ID A and
the IK to the HAN Controller. For example, in the case of
appliance A1, the following occurs:

1) H sends a pairing request to A; encrypted and tagged

using IKj.

2) H generates a long-term key K| and communicates it
to Ay encrypted and tagged using IKj.

3) A responds with a message encrypted and tagged using
K to confirm the successful pairing.

4) H can now discard IK; as this key will no longer be
used. A will continue to store IK; to be used in the
case of future un-pairing and re-pairing.

5) A session key establishment process then takes place
between H and A; to negotiate SK;.

6) SK; can now be used to encrypt and tag communica-
tions between H and A for the duration of the session.
In this paper, a session is defined as 24 hours. If this
architecture was applied to a scenario with greater
security requirements, this period could be shortened.

7) Once the session has ended, A and H can re-negotiate
the session key using the long-term key Kj to secure
and tag messages that are exchanged during the
process.

In the case of an already paired appliance A1, a user may
want to update Ki. As K is already known to both H and A,
there is no need to communicate IK; to the HAN Controller.
The rest of this process can continue in the same fashion as
the initial pairing process discussed above. Appliances in this
design do not share any keys, long-term or otherwise. This
prevents them from directly communicating. In the case an
appliance needs to send a message to another appliance, this
can be forwarded by the HAN Controller. The communica-
tion between any appliance A and H is in a request-response
style, which can be initiated from either A or H.

Many components come together to enable the HAN to
function. Our proposed architecture design is mainly focused
on components from the physical layer (layer 1), the data-link
layer (layer 2) and the network layer (layer 3) of the com-
monly understood 7 layers OSI (Open Systems Intercon-
nection) model [12]. The application layer (layer 7) is only
discussed in the context of the Authenticator Application.
This allows our proposed architecture design to manage the
lower layers of communication for many potential applica-
tions. The remainder of this section will discuss the physical
components required for the architecture, the Authenticator
Application, the structure of packets, the proposed network
protocols, and key management.

VOLUME 10, 2022



L. Kane et al.: Network Architecture and Authentication Scheme for LoRa 2.4 GHz Smart Homes

IEEE Access

LoRaHAN - LoRa Home Area Network

LoRa 2.4GHz (Symmetric Key ChaCha20-Poly1305 AEAD)

yu

Home WiFi Network (WPA2-PSK)

g

Encrypted with IK| K or SK
A

r R

L REEEEEEEEEEEEEEEEEEEEE Request:- -
(O))

rResponse -------------------- >

) T &

5/ LoRa 2.4 GHz

Wi-Fi

LoRa 2.4 GHz -
Appliance (A4) HAN Controller (H)
Long- | Session e R?sponse
Initial Key termKey| Key Device ID Lonlg;t;rm Se;:)i/on
IK; K SK; Mt

Al K, SK; Authenticator Application

(‘ ’) ‘/ A2 K2 SK2
A, K, SK,

LoRa 2.4 GHz

Appliance (Ap)

Long- | Session

Initial K
M term Key Key

K, K, SK,

FIGURE 1. Network architecture design of the LoRa HAN showing the participants, and certain aspects of the key management process.

A. HARDWARE

Our architecture design is based upon several physical hard-
ware components. These components form the foundation of
the design, upon which all other aspects are based upon. The
required physical components are:

1) A HAN Controller. This controller connects to the
LoRa 2.4 GHz appliances and the Home Wi-Fi access
point. This device can be a lost-cost, low-powered
microcontroller with an appropriate power supply.
It is required to have both a LoRa 2.4 GHz SX1280
transceiver and a Wi-Fi transceiver.

2) Appliances are required and must contain a microcon-
troller. The microcontroller can be simple and low-
powered. A LoRa 2.4 GHz SX1280 transceiver is
required to be connected to the microcontroller to
enable network access.

3) A home Wi-Fi access point is required to facilitate
communications from the user to the HAN, and key
management functions. This device should support, at a
minimum, the WPA?2 standard.

4) A smartphone or tablet device. This device will run
the Authenticator Application, providing the user with
an interface to the HAN. This function could also be
achieved by hosting a web application on the HAN
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Controller and accessing it from a web browser on
any PC. The implementation of this is left up to
the network designer, depending on the individual
requirements.

B. SOFTWARE

The three main software components include the HAN Con-
troller software, the Authenticator Application, and the appli-
ance software. This section will cover the requirements that
should be implemented into the software of each of these
three components. This is not an exhaustive list of require-
ments, and a network designer may implement additional
application-specific requirements.

The HAN Controller software is responsible for all oper-
ations of the HAN Controller. It functions as the central
point to facilitate communication between the appliances
and the Authenticator Application. The HAN Controller is a
bridge between the Home Wi-Fi network and the LoRaHAN
network. It communicates directly to each appliance in a
one-to-one manner via the LoRaHAN protocol. The HAN
Controller, at a minimum, has the following main functions
that must be implemented in the software:

1) An implementation of the LoRaHAN protocol.

2) An implementation of the LoRaAuth protocol.
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3) The ability to receive and send communication to the
appliances on the LoRaHAN network.

4) The ability to receive and reply to communications
sent from the Authenticator Application via the Wi-Fi
network.

5) A mapping scheme to associate the appliance identifier
A with its corresponding keys K and SK.

The Appliance software is responsible for the operation
of each appliance. Each appliance can communicate with
its paired HAN Controller only via the LoRaHAN network.
As each appliance can only maintain one IK, K, and SK,
the appliance can’t communicate with other non-paired con-
trollers or any other device or appliance. At a minimum, the
appliance software should support the following features and
functions:

1) An implementation of the LoORaHAN protocol.

2) The ability to receive commands and requests from the

HAN Controller and send an appropriate response.

The Authenticator Application provides an interface to
allow a user to securely pair an appliance with the controller.
It can be run on a smartphone or tablet device. It works by
connecting via Wi-Fi to the HAN Controller. Once connected,
the user can utilise authentication-related functions such as
pairing a new appliance to the network, and changing the key
K of an existing appliance. There should be some authenti-
cation mechanism between the user, the application, and the
HAN controller, such as a username and password. There
are many well-understood ways to accomplish this. Security
across a Wi-Fi network is not the focus of this study, and the
implementation of such a scheme is left up to the network
designer according to their specific requirements.

C. PROTOCOLS

There are two separate networks in this architecture design.
There is the main network that allows the HAN Controller
and the appliances to communicate using LoRa 2.4 GHz, and
there is also a Wi-Fi network that allows the Authenticator
Application to provide security services and functions to the
controller. Both of these networks must follow protocols to
ensure they are functioning as required, and can securely
authenticate. These networks also must work together to
facilitate the initial key distribution between a HAN Con-
troller and an appliance, and provide a way to update long-
term keys. In our work, we propose two new protocols. The
LoRa 2.4 GHz section of the architecture will be subject to
the LoRaHAN protocol, while the network between the HAN
Controller and the Authenticator Application will be sub-
ject to the LoRaAuth protocol. There are some requirements
that the devices need to comply with to participate in this
architecture:

1) An appliance must be configured with an initial
256-bit key IK. This key will be used in the initial
device pairing process.

2) Appliances must be configured with a device ID A.
This ID is used as an address to uniquely identify a
device operating in the Home Area Network. As the
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LoRaHAN network is not IP based, this ID will serve
as its unique identifier. In our proposal, we have defined
a device ID to be represented by a 5-byte string. This
could be customised if required by a network designer.
The Authenticator Application and HAN Controller com-
municate with IP-based communication that utilises the UDP
protocol at the transport layer. Encapsulated inside this UDP
datagram’s payload is a lightweight data structure containing
two fields, which form the LoRaAuth packet (P); a Control
Code field (C) and a payload field (Y). These fields are the
underlying packet data structure for the LoRaAuth protocol.
The control code field is used to indicate the type of action
the recipient device is to perform or to define the contents
of the data in the payload. The payload is used to carry any
additional or supporting data, such as encryption keys or
device IDs. The structure can be seen in Figure 2. The general
format of a LoRaAuth packet is represented in Equation (1).
For example, to pair a new device A,, its initial key (IK},)
must be sent to the HAN Controller. The payload will appear
as in Equation (2). A summary of the accepted control codes,
as well as their payload requirements, and formatting require-
ments can be seen in Table 3.

P=Cl|Y @))
Y = AylIKy (2)
7 7
Source Port Destination
2 byt Port
ytes 2 bytes T
25
23
Length Checksum =
2 bytes 2 bytes
( _< o
- Control Code -]
1) g c
3 © ta S
© g 9
o 4 bytes s
°
3
S - 85
o &
P Payload
E] )
< Variable Size
14
)
4

- J J

FIGURE 2. LoRaAuth protocol packet structure.

LoRa only provides the physical layer implementation
and modulation. Network designers are free to implement
higher-layer protocols that can be built on top of LoRa. At the
time of writing, LoRa 2.4 GHz networks are relatively new,
and as such, minimal higher layer implementations currently
exist. The LoRaHAN protocol is designed to fill this gap
by providing a secure communications protocol, specifically
aimed at the HAN. As is seen in the previously presented net-
work architecture design in Figure 1, the LoRaHAN network
is used between the HAN Controller and the appliances.

The LoRaHAN protocol uses authenticated encryption
with associated data (AEAD) to provide confidentiality
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TABLE 3. Summary of the accepted LoRaAuth control codes C, their
purpose, and their associated payload requirements.

) Control Payload (Y)
Code
Purpose
NEWK  Transmit a The payload Y is required to contain the

new device ID A of the new appliance to be

encryption paired, as well as the 256-bit symmetric
key, for encryption key IK that will be used to
pairing a pair the HAN Controller and the
previously appliance. For example, to pair a new
unpaired device D1234 with the key
appliance to 5v8yxBxEfH1Mb-
the HAN QeShVmYq3t6w9zECzFz the LoRaAuth
Controller. packet sent from the Authenticator
Application to the HAN Controller would
be: NEWKD12345v8yxBxEfH1Mb-
QeShVmYq3tow9zECzFz
UPDK  Generate a The payload is required to contain the
new device ID A of the previously paired
encryption appliance. For example, to update the key
key for an of an appliance with the device ID of
appliance D4576, the LoRaAuth packet sent from
that is the Authenticator Application to the
currently HAN Controller would be: UPDKD4576
paired with
the HAN
Controller.
CONF Confirms if No payload.
an action
was
successful or
not.
FAIL Confirms No payload.
that an
action was
unsuccess-
ful.

through encryption and message integrity. Specifically, it uses
ChaCha20-Poly1305 in a combined mode to provide this,
as defined in RFC 8439 [41]. Unique to each appli-
ance/controller pair, is a shared long-term key K. The
long-term key is used to encrypt and decrypt messages
between the pair to provide confidentiality and message
integrity during the session key negotiation process. Session
keys are then used for all ongoing communications for the
remainder of the session.

LoRaHAN packets must be structured following the packet
structure diagram as seen in Figure 3. The fields that
are present in the packet include source and destination
addresses, nonce, command, and optionally, additional data.
The authentication tag is then appended to the end of the
packet before transmission.

The addressing, as seen in the blue layer in Figure3 is used
to ensure that the transmission’s source and destination can
be identified. This ensures a functional network and provides
the ability for devices to be able to communicate effectively.
It is important to note that the address fields do not undergo
encryption, to ensure other nodes that may receive this traffic
do not consume resources trying to decrypt traffic that is not
addressed to them. The addresses form part of the associated
data, which is authenticated by the tag. Any attempt to alter

VOLUME 10, 2022

the addresses will result in the authentication tag being invalid
once it is verified at the receiving end. The nonce must be
unique for each transmission that is encrypted with a given
key. In LoRaHAN the nonce increments on each message
doubling as a counter. If on the receiving end, a repeated
nonce is seen, this packet will be discarded. This assists in
the mitigation of replay attacks.

In the purple layer of the packet structure is the command
field. This field defines the type of transmission that the
packet contains, and the action that is expected from the
receiving device. The commands that were used in this work,
along with their meanings, are:

« PAIRK - The HAN Controller sends this message to pair

a new appliance with the HAN Controller.

o« ACKNW - Acknowledge the receipt of a message.

« READY - The appliance is ready to receive an encryp-
tion key from the HAN controller.

« NEWKY - The HAN Controller is supplying a new key
long-term key to an appliance.

o SKEY1 - Sent from the HAN Controller to an appliance
to initiate a new session key agreement process

o SKEY2 - The second stage of the session key agreement
process. Sent from an appliance to the HAN Controller
in response to a SKEY 1 message.

o SKEY3 - This is the final message sent in the key
agreement process. It is sent from the HAN Controller
to an appliance in response to a SKEY2 message.

We will look at the specific key management processes and
algorithms later in this section; this will put these commands
into context. The additional data field is used to supply any
additional data that needs to accompany the transmission,
such as encryption keys and device IDs.

In the orange layer is the authentication tag. This tag is
used to provide message integrity. Any attempt to alter the
command, additional data, or the addresses will result in
the tag being invalid when validation is performed by the
receiver. If this occurs, the packet is discarded.

Devices that participate in the LoRaHAN protocol must
comply with the following:

1) Session keys should be used to encrypt messages. The
long-term key should only be used to encrypt and
decrypt messages during the session key negotiation
process. The initial key should only be used to encrypt
and decrypt messages during an initial appliance
pairing.

2) Appliances can not communicate in a peer-to-peer
manner. All communication in LoRaHAN occurs
between the appliance and the controller.

3) There must be a unique long-term key used between
the controller and each appliance. A key must not be
shared between appliances.

D. KEY MANAGEMENT

In our discussion of the architecture and the protocols so
far, we have described the roles of the various keys among
the numerous participants of the architecture. This section
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Source Address
5 bytes
40 bits

Destination Address
5 bytes

Plaintext

40 bits

Nonce
8 bytes
64 bits

Command
5 bytes
40 bits

Y
AEAD ChaCha20-Poly1305

‘r
Ciphertext

Additional Data
Variable up to 216 bytes maximum

Authentication Tag
16 bytes
128 bits

-

FIGURE 3. Structure of the LoRaHAN protocol packet.

provides more specific details on relevant key management
processes. Topics that are covered include key generation,
distribution, rollover, and revocation. This section presents
important processes that are essential to the key management
of the network. These processes are presented via several
sequence diagrams. These diagrams show the core partici-
pants, as well as the flow of messages that are core to the
key management processes. The algorithms that drive the
session key agreement process are then presented. To prevent
the risk of any of the keys being extracted from any of the
participating devices, it is recommended that the keys be
stored inside a tamper-resistant element.

1) AUTHENTICATOR APPLICATION LOGIN

Before any key management processes can occur, the user
must log in to the Authenticator Application. This process
authenticates the user, the Authenticator Application, and
then HAN Controller. The user opens the Authenticator
Application and provides a preconfigured username and pass-
word. This is then sent from the application to the HAN Con-
troller via the LoRaAuth protocol for authentication. Once
authenticated, further actions such as device pairing and other
key management tasks can occur. A sequence diagram for this
process can be seen in Figure 4. As previously mentioned, the
specific security mechanisms for encryption between devices
participating in the Wi-Fi network are not defined by this
study and are left up to developer implementation.

2) DEVICE PAIRING, INITIAL KEY DISTRIBUTION, AND
LONG-TERM KEY ESTABLISHMENT

The device pairing process is an important component of the
HAN network design. As mentioned earlier in this section,
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each appliance must be preconfigured with IK and A. The
pairing process authenticates the appliance with the HAN
Controller by establishing a common long-term symmetric
key. This key can then be used for secure authentication,
as well as the basis for establishing an agreed session key.
This pairing process is aided by the Authenticator Applica-
tion.

Once the user has made an initial connection to the con-
troller using the application, several steps must take place to
successfully pair an appliance with the HAN Controller:

o The user first needs to activate the device pairing mode
and provide the device ID and the Initial Key of the
appliance that will be paired with the HAN Controller.

o The Authenticator Application sends the Device ID and
the Initial Key to the HAN Controller.

o The HAN Controller sends a pairing request to the appli-
ance, encrypted with the Initial Key.

« The appliance then acknowledges the pairing request.

o The HAN Controller will then generate a new long-term
key to be used for future communications.

o The HAN Controller then sends the new key through to
the device, encrypted with the Initial key.

o The appliance will then save the long-term key, and
send an acknowledgement message back to the HAN
Controller.

After the process, a long-term key is established that only the
two participating devices are aware of. A sequence diagram
of the device pairing process can be seen in Figure 5. Once
this process has been completed, the session key agreement
must then occur. This process will be discussed later in this
section.

3) LONG-TERM KEY ROLLOVER AND REVOCATION

The long-term key can be updated by the user through the use
of the Authenticator Application if required. The user needs
only provide the application with the ID of the appliance
that requires a new key to be issued. This process shares
similarities with the initial pairing process, however, it does
not require the transmission of the existing/initial key as is
the case in the pairing process.

The full process for updating an appliance’s key can be
seen in Figure 6. The new long-term key replaces the exist-
ing long-term key that was stored by the appliance and the
controller. As the previous key has not been retained by
either party, it is hence revoked. Following the long-term key
update, a new session key must then be established.

4) SESSION KEY ESTABLISHMENT

Once a long-term key has been established between the HAN
Controller and an appliance, a session key should be estab-
lished for ongoing communication. The key establishment
mechanism that we have integrated into the LoRaHAN pro-
tocol is based on the ISO/IEC 11770-2 Key Establishment
Mechanism 6 [54], which in turn is based on the ISO/IEC
9798-2 three-pass mutual authentication mechanism [55].
This mechanism includes a three-way exchange of various
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FIGURE 4. A sequence diagram showing the process for establishing a
connection between the user, the Authenticator Application, and HAN
Controller.

nonces between the two participating nodes, as seen
in Figure 7. These three messages: SKEY1, SKEY2, and
SKEY3 should be encrypted with the long-term key that
the HAN Controller and the appliance share. This section
will explain each step of the figure in detail, and define the
algorithms used in the key agreement process.

The first message sent in the three-way exchange is from
the HAN Controller to the appliance. Each field of the
LoRaHAN packet should be populated as follows:

1) Source Address: The 5-byte address of the HAN
Controller.

2) Destination Address: The 5-byte address of the
appliance.

3) Nonce: An 8-byte number that has never been used
before with the long-term key.

4) Authentication Tag: A 16 byte tag generated by
ChaCha20-Poly1305 AEAD. The authenticated data
used in the tag generation should be the ‘“Source
Address” and “Destination Address” fields. The data
that will be encrypted by the algorithm will be the
“Command” and ‘““Additional Data” fields.

5) Command: The command that is sent should be
“SKEY1”.

6) Additional Data: Rg should be contained in this field.
Rp is simply a random 32-byte number generated by
the HAN Controller. Refer to Algorithm 1 for details
on how the additional data field is generated.

Once the first message is received from the HAN Con-
troller by the appliance, it must be processed and a response
message sent. Refer to Algorithm 2 for further details on the
SKEY validation process, as well as the SKEY2 Additional
Data field generation. The second message in the three-way
exchange is sent from the appliance to the HAN Controller.
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FIGURE 5. A sequence diagram showing the process for pairing a new
appliance with the HAN Controller.

Algorithm 1 SKEY1 Message Generation

: Rp < {0, 1}*°% {randomly generated 32 byte number}

: Storedgp < Rp {saved for later use}

: Messagerx < “SKEY1”||Rp

: return MessageTx {ready for encryption, tagging, and
transmission }

AW N =

The fields of the LoRaHAN packet should be populated as
follows:

1) Source Address: The 5-byte address of the appliance.

2) Destination Address: The 5-byte address of the HAN
Controller.

3) Nonce: An 8-byte number that has never been used
before with the long-term key.

4) Authentication Tag: A 16 byte tag generated by
ChaCha20-Poly1305 AEAD. The authenticated data
used in the tag generation should be the “Source
Address” and ““Destination Address™ fields. The data
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FIGURE 6. A sequence diagram showing the process for updating an
appliance key with the HAN Controller.

_1.SKEY1 (Rg)

Appliance b
A 2. SKEY2 (RallRgll Ig Il Fa) Controller
(A) B)

_3.SKEY3 (Rg|| Rall Fg)

FIGURE 7. The three-way nonce exchange process for session key
establishment between two nodes. The diagram is a customised version
based on key establishment mechanism 6 from ISO/IEC 11770-2 [54].

that will be encrypted by the algorithm will be the
“Command” and “Additional Data” fields.

5) Command: The command that is sent should be
“SKEY2”.

6) Additional Data: Four values are to be included in
the additional data, appended together. The first value
is R4 which is a random 32-byte number generated
by the appliance. Appended to this is Rp, which was
the 32-byte number received by the appliance in the
first message. Then follows Ip, which is the source
address of message 1 (the HAN Controller). F4 should
then be appended; it is another 32-byte random number
generated by the appliance.
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Algorithm 2 SKEY1 Message Validation and SKEY2
Response

Require:

Messagerx = “SKEY1”||Rp {MessageTx from Alg. 1}
Ip {the device ID of the HAN Controller}
Storedrp < Rp

Storedig < Ip

Ry < {0, 1}?%

Fp < {0, 1}?

Storedrp < Ry

Storedps < Fa

Messagerx < “SKEY2”||R4||Rp||IB||Fa
return MessageTx

A S o e

Once the SKEY2 message is received and validated by
the HAN Controller, The final message in the three-way
exchange is sent from the HAN Controller to the appli-
ance. For further details on the SKEY?2 validation, and the
SKEY3 generation process, please refer to Algorithm 3. The
LoRaHAN packet should be populated as follows:

1) Source Address: The 5-byte address of the HAN
Controller.

2) Destination Address: The 5-byte address of the
appliance.

3) Nonce: An 8-byte number that has never been used
before with the long-term key.

4) Authentication Tag: A 16 byte tag generated by
ChaCha20-Poly1305 AEAD. The authenticated data
used in the tag generation should be the ‘““Source
Address” and “Destination Address” fields. The data
that will be encrypted by the algorithm will be the
“Command” and “Additional Data’ fields.

5) Command: The command that is sent should be
“SKEY3”.

6) Additional Data: Rp followed by R4, and a new
32 byte random number generated by the HAN
Controller Fp.

Lastly, the SKEY3 message must be validated by the appli-
ance. For further details on the validation process, please refer
to Algorithm 4.

Once the final validation process has succeeded, two
final processes must occur to generate the session key so
that encrypted and authenticated communication can occur
between the HAN Controller and the appliance. First, a key
extraction function (KTF) must be applied, followed by a key
expansion function (KPF). The requirements in the ISO/IEC
11770-2 standard [54] state that a two-step key derivation
function should be used from the ISO/IEC 11770-6:2016
standard [56].

For the KTF, the "key extraction function 1’ (KTF1) from
ISO/IEC 11770-6:2016 [56] standard has been used in this
design. The design can be seen in Algorithm 5. To remain
compliant with the standard, the following requirements have
been met by this protocol:
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Algorithm 3 SKEY2 Message Validation and SKEY3
Response
Require:
Messagerx = “SKEY2”||Ra||R5||I5||Fa
{Messagerx from Alg. 2}
Storedrp {from Alg. 1}
DevicelD {The address of this HAN Controller}
. if (I = DevicelD) and (Rp = Storedrg) then
Fg < {0, 1}%°
Storedgg < Fp
Storedra < Ry
Storedig < Ip
Storedps < Fyu
Messagerx < “SKEY3”||Rp||Ra||FB
return MessageTx
else
return ERROR {terminate session key establishment
process}
11: end if

R A A S o

—
e

Algorithm 4 SKEY3 Message Validation

Require:
Messagerx =
from Alg. 3}
Storedrp {from Alg. 2}
Storedra {from Alg. 2}

. if (Rp = Storedgrg) and (R4 = Storedra) then
Storedgg < Fp
return SUCCESS

else
return ERROR {terminate session key establishment
process}

6: end if

“SKEY3”||Rp||RA||Fp {Messagerx

b

1) The HAN Controller and the appliance will both
use KTF1.

2) The target key length on both devices is 256 bits.

3) The Message Authentication Code (MAC) function
that is used by both devices to implement KTF1 is
HMAC-SHA3-256 and is compliant with ISO/IEC
9797-2:2021 [57].

4) Both of the devices are using the same salt value ()
in this design. The value is a constant known by both
devices. This salt value is used as the key to the KTF.

5) Both devices already have F4 and Fp from the
three-way nonce exchange process as seen in
Figure 7. These values will be used as the secret input
to the KTF, which fulfils the requirement in ISO/IEC
11770-2:2016 [54].

Once the KTF has been executed, the output data must be
passed to the KPF. The KPF that has been used in this design
is the ’key expansion function 1° (KPF1) from ISO/IEC
11770-6:2016 [56]. To remain compliant with the standard,
the following requirements have been met by this protocol:
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Algorithm 5 Key Extraction Function
Require:
KTF {a SHA3-256 object}
t {a 32-byte constant value known by both parties that
does not need to be secret}
Fa
Fp
1: KTEkey < ¢
2: KTF.data < Fu||Fp
3: KTFOuptut <— KTF.execute() {execute the HMAC algo-
rithm with the key and data}

1) The HAN Controller and the appliance will both
use KPF1.

2) The MAC function that is used by both devices to
implement KPF1 is HMAC-SHA3-256 and is compli-
ant with ISO/IEC 9797-2:2021 [57].

3) The requirement for another counter to be included
in the encoding is unnecessary, as only one key will
be derived from this process. If an implementation
requires multiple keys to be generated at once, then this
should be implemented.

4) The target key length on both devices is 256 bits.

5) The salt value (¢) that will be used as the data in the
function should be known to both devices. In compli-
ance with ISO/IEC 11770-2:2018 [54], this should be
t = Ral|Rp||Ip.

Algorithm 6 Key Expansion Function
Require:
KPF {a SHA3-256 object}
t = Ral|Rp||p
KTFOutput {the output from the key extraction process }
1: KPFkey <« KTFOutput
2: KPF.data < ¢
3: KPFOutput «<— KPF.execute() {execute the HMAC algo-
rithm with the key and data}
4: SessionKey <— KPFOutput

V. EVALUATION

This section will first discuss how the authentication scheme
proposed in our research addresses the attacks that were
previously discussed in Section II. Following this, the
method and results of experiments that were conducted
to measure the impact of our proposed security mech-
anisms on the IoT network performance will then be
discussed.

A. SECURITY EVALUATION

In Section II, relevant security threats and attacks were iden-
tified from the literature, listed, and briefly defined. In this
section, we will discuss how the proposed authentication
scheme addresses them.
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1) MAN IN THE MIDDLE ATTACK

Our proposed authentication scheme protects against man-in-
the-middle attacks. Each appliance shares a unique long-term
key with the HAN controller. This long-term key is used
to negotiate temporary session keys that are used to secure
communications between them for a session. As long as
the long-term key remains secret, the risk of a man-in-the-
middle style attack remains extremely unlikely. It is important
to ensure the initial key exchange process remains secure.
As discussed in Section IV, it is left up to the network
designer to ensure that the communication between the HAN
controller and the Authenticator Application is encrypted in
any implementation.

2) SPOOFING

A device is unable to impersonate another device in our
proposed authentication scheme. During the initial pairing
process, the HAN controller records the device ID, the long-
term key, and the session key of any given device. When a
communication is sent between the HAN Controller and an
appliance, the communication is encrypted, so it is unread-
able to a third party without the appropriate key. In addition
to this fact, the unencrypted fields of the packet header are
authenticated using ChaCha20-Poly1305 AEAD as discussed
in Section IV. If any change were to occur in any part of the
transmission, including the source address, the tag would not
be validated by the receiver. The malicious packet would be
detected and discarded.

3) REPLAY ATTACK

A message can not be replayed by an attacker, as the nonce
present in the packet also acts as a counter. The nonce incre-
ments with each message and is unique for a given key.
If an attempted replay attack were to occur, the receiver
would see the repeated nonce, and discard the packet. If an
attacker captures a packet, increments the nonce and attempts
retransmission, the tag would be invalid. This is because the
nonce forms part of the associated data in the AEAD scheme.
The malicious packet would be detected and discarded.

4) DDoS/DoS/JAMMING ATTACK

Our work does not specifically address DDoS/DoS/Jamming
attacks. LoRa operates across a wide variety of SFs and BWs.
Parity data can also be included with a message via the CR.
A frequency hopping mechanism could be implemented to
counteract these attacks. This was out of the scope of this
research.

B. NETWORK PERFORMANCE EVALUATION

A prototype network was constructed to design and test the
key distribution and key agreement systems, as well as to con-
duct performance measurements to determine the impact that
our proposed security mechanisms would have on network
performance. The prototype network consists of two LoRa
2.4 GHz devices which contain the SX1280 LoRa transceiver
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manufactured by Semtech [11] and are powered by an ESP32
microcontroller [58]. Device one acts as a controller, whilst
device two acts as an appliance. The ESP32 microcontroller
has a built-in Wi-Fi radio, which is only used on the controller
device. The device acting as the home Wi-Fi router was a
Linksys EA8500 running OpenWrt 21.02.0 custom firmware.
The LoRaAuth application was running on an iPhone 13 Pro
smartphone running iOS 15.1. Each of the LoRa devices was
programmed with the Visual Studio Code software with the
PlatformIO extension installed on a Mac computer. Exter-
nal libraries were used to implement the LoRa communica-
tions [59] and the cryptographic functions [60]. An imple-
mentation of the Authenticator Application was created For
the iPhone. It was programmed using the same computer
running Xcode 13.3.1. The library that was used to provide
the network services was the Network Framework [61].

The first set of performance measurement tests was
designed to capture the average time taken to send LoRa
packets from the HAN Controller to the appliance. All pos-
sible combinations of SFs, BWs, and CRs were measured.
The test bench was set up as seen in Figure 8§ with the HAN
Controller and the appliance both connected to an Arduino
Uno device. When the HAN Controller device started the
communication process, it set a pin to HIGH. When the appli-
ance device received and processed the packet, it set a pin
to HIGH. The Arduino device was used to measure the time
between these two events, which was then output to the serial
monitor on the PC. The algorithm that was implemented
on the Arduino device to conduct this testing can be seen
in Algorithm 7.

Algorithm 7 Measurement of LoRa Transmission Time
Between Two Devices

1: startPin < 2

2: endPin <« 3

3: pinMode(startPin, INPUT)
4: pinMode(endPin, INPUT)
5
6

: while 1 do
while digitalRead(startPin) # 1 do
{do nothing and wait for the start pin to pull up high}
7:  end while
8:  startTime <— micros()
9:  while digitalRead(endPin) = 1 do
{do nothing and wait for the end pin to pull up high}
10:  end while
11:  endTime <— micros()
12:  totalTime <— endTime — startTime
13:  Serial.println(totalTime)
14:  while digitalRead(startPin) = 1
Read(endPin) = 1 do
{do nothing and wait until both pins are reset to the
low state}
15:  end while
16: end while

or digital-
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FIGURE 8. The test bench was used to measure the total processing and
transmission time between the HAN Controller and the appliance devices.
The numbers indicate the relevant pins on each of the devices.

TABLE 4. The total average processing and transmission time (ms)
required to send a 39-byte LoRaHAN packet with no encryption or tagging
from the HAN Controller to an appliance device for all BWs, SFs, and CRs.

BW (kHz) CR SF5 SF6 SF7 SF8 SF9 SF10 SF11 SF12
4/8 2631 44.43 76.90 143.00 245.31 449.85 980.06 1799.32
4/7 23.62 40.01 69.33 129.13 222.61 409.49 889.29 1637.96
4/6 20.94 35.59 61.75 115.26 199.90 369.13 798.52 1476.60
4/5 18.25 31.17 54.18 101.40 177.19 328.77 707.75 1315.24
4/8 13.46 22.52 38.76 71.81 122.97 225.23 490.34 899.97
4/7 12.12 20.31 34.97 64.87 111.61 205.05 444.95 819.29
4/6 10.78 18.10 31.18 57.94 100.26 184.87 399.57 738.61
4/5 9.44 1589 27.40 51.01 88.90 164.70 354.18 657.93
4/8 7.04 11.57 19.69 36.21 61.79 112.92 245.48 450.29
4/7 637 1046 17.79 32.74 56.11 102.84 222.78 409.95
4/6 570 9.36 1590 29.28 5043 92.74 200.09 369.61
4/5 502 825 14.01 2581 4476 82.66 177.40 329.27
4/8 382 6.09 10.15 18.41 3120 56.77 123.04 225.45
4/7 349 554 920 16.68 2836 51.72 111.70 205.28
4/6 3.15 498 825 1494 2552 46.68 100.35 185.11
4/5 2.82 443 731 1321 22.69 41.63 89.00 164.94

200

400

800

1600

The first test that was conducted was to construct
LoRaHAN packets and send them from the HAN Controller
to the appliance device. The total packet size was set to the
minimum allowable by the packet structure of the LoRaHAN
packet, as seen in Figure 3 which is 39 bytes (5 bytes for the
source address, 5 bytes for the destination address, 8 bytes
for the nonce, 16 bytes for the authentication tag, 5 bytes
for the command, and no additional data). The packets were
sent in plaintext with no encryption/decryption or tag verifi-
cation process. The total processing and transmission time of
200 packets were captured for every combination of SF, BW,
and CR. The results can be seen in Table 4.

The second test that was conducted was to construct
LoRaHAN packets and send them from the HAN Controller
to the appliance device. The total packet size was set to the
maximum allowable by the packet structure of the LoORaHAN
packet, as seen in Figure 3 which is 255 bytes (5 bytes for the
source address, 5 bytes for the destination address, 8 bytes
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for the nonce, 16 bytes for the authentication tag, 5 bytes for
the command, and 216 bytes of additional data). The packets
were sent in plaintext with no encryption/decryption or tag
verification process. The total processing and transmission
time of 200 packets were captured for every combination of
SF, BW, and CR. The results can be seen in Table 5.

TABLE 5. The total average processing and transmission time (ms)
required to send a 255-byte LoRaHAN packet with no encryption or
tagging from the HAN Controller to an appliance device for

all BWs, SFs, and CRs.

BW (Hz) CR SF5 SF6 SF7 SF8 SF9 SF10 SF11  SF12
4/8 135.62 226.81 390.34 688.40 1214.24 2225.33 4853.15 8737.95
4/7 119.38 199.70 343.69 606.47 1070.53 1963.15 4278.36 7709.38
4/6 103.15 172.60 297.05 524.54 926.81 1700.96 3703.56 6680.79
4/5 8691 14549 250.40 442.60 783.10 1438.78 3128.76 5652.21
4/8 68.56 114.15 19591 344.95 607.87 1113.41 2427.32 4369.72
4/7 60.43 100.60 172.59 303.98 536.01 982.32 2139.92 3855.43
4/6 5232 87.04 149.27 263.01 464.15 851.23 1852.53 3341.14
4/5 4420 73.49 12594 222.05 39229 720.14 1565.13 2826.85
4/8 3502 57.82 98.70 17322 304.68 557.45 1214.41 2185.61
4/7 3096 51.04 87.04 152.73 268.75 491.90 1070.71 1928.46
4/6 2691 4427 7538 13225 23282 42636 927.01 1671.32
4/5 2284 3749 63.72 11177 196.89 360.81 783.31 1414.17
4/8 1826 29.65 50.10 87.35 153.08 279.47 607.95 1093.55
4/7 1623 2627 4426 77.11 13512 246.70 536.10 973.29
4/6 1420 22.88 3843 66.87 117.16 213.92 46425 836.40
4/5 12.17 1949 32.60 56.63 99.19 181.15 39240 707.83

200

400

800

1600

The third test that was conducted was to construct
LoRaHAN packets and send them from the HAN Controller
to the appliance device. The total packet size was set to the
minimum allowable by the packet structure of the LoRaHAN
packet, as seen in Figure 3 which is 39 bytes (5 bytes for the
source address, 5 bytes for the destination address, 8 bytes
for the nonce, 16 bytes for the authentication tag, 5 bytes for
the command, and no additional data). The packets were first
encrypted and tagged using ChaCha20-Poly1305 AEAD,
sent across the network, received, decrypted and validated.
The total processing and transmission time of 200 packets
were captured for every combination of SF, BW, and CR. The
results can be seen in Table 6.

TABLE 6. The total average processing and transmission time (ms)
required to send a 39-byte encrypted and tagged LoRaHAN packet
from the HAN Controller to an appliance device for all

BWs, SFs, and CRs.

BW (kHz) CR SF5 SF6 SF7 SF8 SF9 SF10 SF11 SF12
4/8 26.38 44.50 76.98 143.08 245.39 449.93 980.14 1799.40
4/7 23.70 40.08 69.40 129.21 222.68 409.57 889.37 1638.04
4/6 21.01 35.66 61.83 115.34 199.97 369.21 798.60 1476.68
4/5 18.33 31.24 54.25 101.47 177.27 328.85 707.83 1315.32
4/8 13.54 22.59 38.83 71.88 123.04 225.31 490.41 900.04
4/7 12.19 20.39 35.05 64.95 111.69 205.13 445.03 819.36
4/6 10.85 18.18 31.26 58.01 100.33 184.95 399.64 738.68
4/5 9.51 1597 27.47 51.08 88.98 164.77 354.26 658.00
4/8 7.11 11.64 19.76 36.29 61.87 113.00 245.55 450.37
4/7 6.44 10.54 17.87 32.82 56.19 102.91 222.86 410.03
4/6 577 9.43 1598 29.35 50.51 92.82 200.17 369.69
4/5 5.10 833 14.08 25.890 44.83 8273 177.47 329.35
4/8 390 6.17 1023 18.49 31.28 56.84 123.12 225.53
4/7 357 561 928 1675 2844 51.80 111.77 205.36
4/6 323 506 833 1502 2560 46.76 100.43 185.19
4/5 290 451 739 1329 2276 41.71 89.08 165.02

200

400

800

1600
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The fourth test that was conducted was to construct
LoRaHAN packets and send them from the HAN Con-
troller to the appliance device. The total packet size was set
to the maximum allowable by the packet structure of the
LoRaHAN packet, as seen in Figure 3 which is 255 bytes
(5 bytes for the source address, 5 bytes for the destination
address, 8 bytes for the nonce, 16 bytes for the authen-
tication tag, 5 bytes for the command, and 216 bytes of
additional data). The packets were first encrypted and tagged
using ChaCha20-Poly1305 AEAD, sent across the network,
received, decrypted and validated. The total processing and
transmission time of 200 packets were captured for every
combination of SF, BW, and CR. The results can be seen in
Figure 9 and Table 7. As the results from all the latency tests
followed similar trends, this is the only latency test that is
graphed.

TABLE 7. The total average processing and transmission time (ms)
required to send a 255-byte encrypted and tagged LoRaHAN packet
from the HAN Controller to an appliance device for all BWs, SFs, and CRs.

BW (kHz) CR SF5 SF6 SF7 SF8 SF9 SF10  SF11  SF12
4/8 135.89 227.08 390.61 688.67 1214.52 2225.61 4853.42 8738.22
4/7 119.66 199.98 343.97 606.74 1070.80 1963.43 4278.62 7709.64
4/6 103.41 172.86 297.32 524.81 927.08 1701.24 3703.83 6681.06
4/5 87.18 145.76 250.67 442.87 783.37 1439.06 3129.03 5652.48
4/8 68.83 114.42 196.18 34522 608.14 1113.68 2427.59 4369.99
4/7 60.71 100.87 172.86 304.25 536.28 982.59 2140.19 3855.70
4/6 52.59 8731 149.54 263.28 464.42 851.50 1852.79 3341.41
4/5 4447 7376 12622 22232 392.56 72041 1565.40 2827.12
4/8 3529 58.09 98.97 173.49 304.95 557.72 1214.68 2185.88
4/7 3123 5131 87.31 153.00 269.02 492.17 1070.98 1928.73
4/6 27.17 44.54 75.65 13252 233.09 426.63 927.28 1671.59
4/5 2311 37.76 63.99 112.04 197.16 361.08 783.58 1414.44
4/8 18.53 29.93 5037 87.62 15335 279.74 60822 1093.82
4/7 1650 26.54 44.53 77.38 13539 24697 536.37 973.56
4/6 14.47 23.15 38.70 67.14 11743 214.19 464.52 836.67
4/5 1244 19.76 32.87 5690 99.46 18142 392.67 708.10

200

400

800

1600

After the latency tests for standard LoRa 2.4 GHz transmis-
sions were conducted, data was then collected to determine
the average time taken to establish a session key between the
HAN Controller and the appliance device. The same test bed
setup was used as the first set of tests, which can be seen
in Figure 8, as well as the same algorithm for the Arduino
Uno as seen in Algorithm 7. The HAN Controller initiated the
session key establishment process as seen in Figure 7. At the
beginning of the establishment process, the HAN Controller
would set a pin to HIGH. The nonce exchanges then occurred.
After these exchanges, and after the appliance has generated
the session key, a pin on the appliance was then set to HIGH.
The Arduino Uno measured the time between these two
events. 200 session key establishment events were captured
for every combination of SF, BW, and CR. The average of
these results can be seen in Table 8.

The last set of tests that were conducted measured the
packet delivery rate. These tests required a modification to
the test bench setup. The Arduino was not used in these tests.
These tests were conducted in a typical suburban Australian
home setting. The HAN Controller and the appliance were
placed at opposite ends of the home, each connected to a
laptop. 200 encrypted and tagged packets, each of 255 bytes
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TABLE 8. The total average time (ms) required to perform the three-way
nonce exchange process and establish a session key for all BWs,
SFs, and CRs.

BW (kHz) CR SF5 SF6 SF7 SF8 SF9 SF10  SF11 SF12
4/8 196.62 330.25 566.33 1006.76 1787.41 3313.46 7057.30 12822.55
4/7 17422 292.74 502.02 893.30 1588.22 2925.11 6270.72 11410.76
4/6 151.82 255.22 437.71 779.84 1389.03 2562.08 5484.14 9998.97
4/5 129.43 217.71 373.40 666.39 1189.84 2199.05 4697.55 8587.19
4/8 100.70 167.51 285.56 505.77 896.10 1646.47 3531.05 6413.68
4/7 89.50 148.76 253.40 449.04 796.50 1464.95 3137.76 5707.78
4/6 78.30 130.00 221.24 39231 696.90 1283.43 2744.46 5001.89
4/5 67.11 111.25 189.09 335.58 597.31 1101.92 2351.17 4296.00
4/8 5274 86.14 145.17 25527 450.44 825.62 1767.91 3209.23
47 47.15 76.77 129.09 22691 400.64 734.86 1571.27 2856.28
4/6 4155 67.40 113.02 198.55 350.85 644.12 1374.63 2503.35
4/5 3595 58.02 96.94 170.19 301.05 553.36 1177.99 2150.40
4/8 2877 4547 7498 130.04 227.62 41521 886.36 1607.01
4/7 2596 40.77 66.93 115.84 202.71 369.82 788.02 1430.54
4/6 23.17 36.08 58.89 101.66 177.81 324.44 689.70 1254.06
4/5 2036 3140 50.86 8748 15291 279.06 591.38 1077.58

200

400

800

1600

in size, were sent from the HAN Controller to the appliance,
for each combination of BW, SF, and CR. When the appliance
received a packet that was successfully validated, a ““1” was
output to the serial monitor. These 1°s were then counted, with
the results being expressed as a percentage of successfully
received packets. These results can be seen in Table 9. Only
the combinations that demonstrated a latency under 200 ms
as per Table 7 were evaluated. The reason for this decision is
discussed in Section VI.

TABLE 9. The percentage of successfully delivered packets measured
between the HAN Controller and the appliance device, colour graded
from green being the best, to red being the worst performing. “X”
indicates combinations that were not tested.

BW (Hz) CR SF5 SF6 SF7 SF8 SF9 SF10 SF11 SF12
4/8 [100.00 X X X X X X X

200 4/7 100.00 100.00 X X X X
4/6 [100.000 99.50 X X X X X X
4/5 9950 99.50 X X X X X X
4/8 100.00 100.00 100.00 X X X X X
400 4/7 '100.00 98.50 100.00 X X X X X
4/6 100.00 100.00 100.00 X X X X X
4/5 99.50 100.00 100.00 X X X X X
4/8 100.00 100.00 100.00 100.00 X X X X
800 4/7 1100.00 100.00 100.00 99.50 X X X X
4/6 1100.00 100.00 100.00 99.50 X X X X
4/5 '100.00 100.00 100.00 100.00 98.50 X X X
4/8 100.00 100.00 100.00 100.00 100.00 X X X
1600 4/7 98.50 100.00 100.00 100.00 100.00 X X X
4/6 98.50 100.00 100.00 100.00 100.00 X X X
4/5 9550 98.00 100.00 100.00 100.00 100.00 X X

VIi. DISCUSSION

In terms of latency from a user perspective, smart home
devices running on a HAN should exhibit minimal latency
to ensure a quality user experience. According to Attig et
al. [62], there is no definitive latency guideline. There have
been various studies by numerous authors, with some more
recent guidelines suggesting an action that provides some
kind of feedback to the user should not exceed 1000 ms
with up to 200 ms being preferred in some situations [63].
Accordingly, as seen in Figure 10 are our recommendations
on the optimal combination of LoRa parameters for the HAN,
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FIGURE 9. The total average processing and transmission time (ms) required to send a 255-byte encrypted
and tagged LoRaHAN packet from the HAN Controller to an appliance device for all BWs, SFs, and CRs
displayed with a logarithmic scale of 10 for improved visibility.

that offer latency under 200 ms when sending the maximum
packet size of 255 bytes. While the study did briefly examine
transmission range in terms of these faster performing SF,
BW, and CR combinations, this was not the focus of this study
and as such detailed ranging was not conducted.
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FIGURE 10. The combinations of the optimal LoRa performance
parameters that offer under 200 ms latency with a 255-byte
total packet size.

On analysis of the results from the tests conducted in this
study, it is evident that implementing an effective encryption
and authentication scheme on a LoRa 2.4 GHz network has
minimal impact on latency. The tests that were performed in
the evaluation were designed to look at both the best case
(39 bytes) and the worst case (255 bytes) scenarios. This
is important as it provides clarity on the range of expected
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performance. In a real-world scenario, it is reasonable to
expect that the performance could fall somewhere in between
these values, depending on the amount of data being trans-
mitted. An average impact of 76.27 us was observed with the
minimum packet size of 39 bytes and an average of 270.11 us
was observed when increasing the packet size to 255 bytes.
If you take SF 7 as an example, across all combinations of
BW and CR, the time spent on encryption, decryption, and
authentication averages to just 0.43% of the time.

The biggest negative impact that occurs on network per-
formance is realised by decreasing the BW; this is closely
followed by increasing the SF. When looking at the three
tunable parameters, the CR has the lowest impact on the
network performance.

With such a large amount of possible LoRa configurations,
and examining both encrypted and plaintext as well as session
key establishment, it can be difficult to make a comparison.
The trends seen are consistent across the multiple spreading
factors, and as such, Table 10 provides a comparison of all
combinations of BW and CR with SF set to 7. The table shows
figures for plaintext and encrypted transmission times, as well
as session key agreement times. All values are presented
in ms.

ChaCha20-Poly1305 was our choice of AEAD algorithm
in this study and was informed by our previous research [48],
as previously mentioned in Section III. This algorithm could
be substituted for another AEAD scheme with little modifi-
cation to suit individual implementation requirements. If this
were to occur, the encrypted and tagged processing and trans-
mission time measurements could not be relied upon, with
further measurements being necessary.
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TABLE 10. A comparison table showing the total time (ms) for plaintext
and encrypted transmissions at both 39 and 255 bytes, as well as the
total time (ms) for the key agreement process. Only SF 7 is shown

for all combinations of BW and CR.

Transmission Ke
BW-CR Plaintext Encrypted A Y
Min Max Min Max greement

200-4/8 7690 39034 7698 390.61 566.33
200-4/7 69.33  343.69 69.40 34397 502.02
200-4/6 61.75 297.05 61.83 29732 437.71
200-4/5 54.18 25040 5425 250.67 373.40
400-4/8 3876 19591 38.83 196.18 285.56
400-4/7 3497 172,59 3505 172.86 253.40
400-4/6 31.18 149.27 3126 149.54 221.24
400-4/5 2740 12594 2747 12622 189.09
800-4/8 19.69  98.70 19.76  98.97 145.17
800-4/7 1779  87.04 17.87 87.31 129.09
800-4/6 1590 75.38 1598  75.65 113.02
800-4/5 14.01 63.72 14.08 63.99 96.94
1600-4/8  10.15 50.10 10.23  50.37 74.98
1600-4/7  9.20 44.26 9.28 44.53 66.93
1600-4/6  8.25 38.43 8.33 38.70 58.89
1600-4/5  7.31 32.60 7.39 32.87 50.86

The session key establishment processes and algorithms
discussed in our work rely heavily on random number gen-
eration. It is assumed that any implementation would use a
suitable function that will not return predictable numbers.
In our evaluation, we used the ESP32 hardware random
number generator [64]. An interesting fact to note is that
either Bluetooth or Wi-Fi should be enabled at the time of the
number generation to produce truly random numbers. If the
requirements in the manual are not adhered to, the numbers
are pseudo-random only.

When conducting the latency testing for encrypted trans-
missions using SF10, BW 200 kHz at all CRs, data integrity
proved to be an issue with the bytes being received on the
appliance not matching what was sent from the HAN Con-
troller, causing the authentication tag to be invalid. We would
not recommend using this combination until further investi-
gation is conducted. Given that this combination far exceeds
200 ms, this particular combination of tuning parameters may
not be suitable for the HAN. This could be improved with a
higher quality antenna, as in this evaluation, only the built-in
antenna on the SX1280 was used.

Using a single SX1280-based device as a HAN Controller
could be problematic, particularly in a large home environ-
ment. Each SX1280 device can only be configured to com-
municate at a single BW and SF at any one time. This means
that each device would have to be configured with a single
BW and SF that would cater for the device operating in the
worst-case scenario (i.e. the device that is furthest away).
To mitigate this, a HAN controller could consist of several
SX1280 transceivers operating at different BWs and SFs.

VIi. CONCLUSION
This study proposed a secure architecture and protocol suite
for LoRa 2.4 GHz based HANSs. It introduced mechanisms
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that focus on secure data transmission, initial key distribution,
and ongoing key management through a standards-based ses-
sion key agreement protocol. We then discussed the proposed
authentication scheme’s effectiveness against some common
relevant security risks and attacks.

Next, a network performance study was conducted, which
showed that the proposed security mechanisms in this
research have minimal impact on the network performance
compared with an open, non-secure network. We then mea-
sured the expected packet delivery rate in a typical home.
Finally, we recommended the most optimal combinations
of LoRa network performance tuning parameters. Through
this work, we have demonstrated that LoRa 2.4 GHz is suit-
able as a basis for a secure HAN with appropriate security
mechanisms.

A summary of the key findings and conclusions from this
study are:

o LoRa 2.4 GHz is a suitable technology for use in the
HAN, however, security measures must also be put in
place to mitigate against attacks.

« The implementation of encryption, authentication, and
key management adds additional latency to the network.
This increase in network latency is insignificant to the
overall network performance for the HAN.

o To achieve an optimal latency of under 200 ms, the
correct management of the SF, BW, and CR parameters
is vital.

As this study focused on a small-scale HAN environ-
ment, we did not specifically address scalability and multiple
access protocols. Future work will include the evaluation and
improvement of the scalability of LoRa 2.4 GHz networks,
as well as examining and designing strategies to mitigate
jamming attacks. We also plan to study mitigation against
side-channel attacks.
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