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ABSTRACT Chaotic systems are widely used in signal and image encryption schemes. Therefore, the design
of new chaotic systems is always useful for improving the performance of encryption schemes in terms of
security. In this work, we first demonstrate the chaotic behavior of fractional order Meixner polynomials
(FrMPs) for introducing a new two-dimensional (2D) chaotic system called FrMPs map. This system is very
sensitive to any variation by 10−15 of its control parameters (µandβ).Next, we use FrMPs to introduce a new
type of orthogonal transforms called quaternion fractional order Meixner moments (QFrMMs). The latter
generalize the existing fractional order Meixner moments. To demonstrate the relevance of the proposed
FrMPs map and QFrMMs in the field of signal and image processing, they are applied in the development
of a new encryption scheme. The main advantage of this scheme is its applicability to the encryption of
different types of biomedical data such as multi-biomedical signals, multiple grayscale medical images,
color medical image, and grayscale medical image. Several simulation analysis (visual, histogram, runtime,
correlation, robustness, etc.) are conducted to verify the efficiency of the proposed scheme. Simulation and
comparison results confirm that our encryption method is effective in terms of high security level, high
quality of the decrypted information, strong resistance to different types of attacks, etc. These findings
support the suitability of the proposed scheme for the secure exchange of biomedical multimedia via a public
communication channel.
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INDEX TERMS Quaternion theory, quaternion fractional order moments, fractional-order polynomials,
multiple image encryption, medical image encryption.

I. INTRODUCTION19

In order to detect pathology in a patient, specialists/20

physicians must analyze a variety of data that are collected21

from a patient. These data can be biomedical signals and22

images, which are usually collected in hospitals and/or in23

medical analysis centers. Biomedical data can be transmitted24

The associate editor coordinating the review of this manuscript and
approving it for publication was Mehedi Masud.

between medical analysis centers and between specialists/ 25

physicians for the purpose of diagnosis and analysis. The 26

transmission of these data is typically done via unsecure com- 27

munication channel such as the Internet [1]. The privacy of 28

individuals can therefore be negatively affected if the private 29

medical data are misused by unauthorized persons who use 30

the Internet [2]. 31

A literature survey onmedical data security approaches [3], 32

[4], [5], [6], [7], [8] indicates that encryption schemes 33
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can provide a high security level when exchanging the34

medical data via unsecured channels. However, existing35

encryption schemes are designed for either medical images36

[9], [10], [11], [12] or biomedical signals (bio-signals)37

[13], [14], [15]. To the best of our knowledge, no encryption38

scheme applicable to both medical images and bio-signals39

has yet been developed. For this purpose, we develop a novel40

encryption scheme, which is applicable for the encryption of41

bio-signals and images. The importance of developing such42

encryption scheme is that it is unified and can be used to43

encrypt different types of biomedical multimedia. It is also44

important to state that nomulti-biomedical signals encryption45

scheme is available in the literature. Therefore, we propose46

in this work an encryption scheme that can be applied to47

the encryption of multi-biomedical signals. Examples of48

bio-signals that can be used as inputs to the proposed encryp-49

tion scheme include the electrocardiogram (ECG) [13], [14]50

fingertip photoplethysmogram (PPG) [16], arterial blood51

pressure (ABP), electroencephalogram (EEG), electromyo-52

gram (EMG) signals; galvanic skin response (GSR), etc.53

Figure 1 shows some bio-signals that can be measured from54

a person’s body with the positions where they are measured.55

FIGURE 1. Some measurable bio-signals from the human body [17].

Encryption schemes are usually based on chaotic systems56

that are very sensitive to the variation of their initial condi-57

tions and parameters. The latter are used as security keys that58

are shared between the sender and the receiver via a secure59

communication channel.60

Various chaotic systems can be found in the literature.61

However, the design of new chaotic systems remains an open62

research area. Starting from the idea that a high complexity63

level of the chaotic system can improve the security level of64

an encryption scheme [18], we put forward in this paper a new65

two-dimensional (2D) chaotic system called fractional order66

Meixner polynomials (FrMPs) map. Themathematical model67

of FrMPs map is complex in comparison to other models68

of existing 2D chaotic systems [19], [20], [21], [22], [23].69

Therefore, a high level of security can be predicted by using 70

FrMPs map in an encryption scheme. Moreover, the matrix 71

form of FrMPs map is exploited in the introduction of a 72

new type of discrete orthogonal moments called quaternion 73

fractional order Meixner moments (QFrMMs). Then, FrMPs 74

and QFrMMs are involved in the design of our unified 75

encryption scheme. Indeed, QFrMMs are used in the diffu- 76

sion phase of four inputs. Then, FrMPs map is used in the 77

confusion phase. In both phases, QFrMMs and FrMPs map 78

parameters are given as security keys. Finally, the encrypted 79

data can be securely transmitted between different medical 80

analysis centers. In the decryption phase, a reverse process 81

of the encryption process is followed to recover the original 82

data with negligible reconstruction/decryption errors. In both 83

encryption and decryption phases, the same security keys 84

must be used to correctly recover the original input data. The 85

simulation results (see sections IV and VII.C) show that any 86

variation by the order 10−15 of the security key parameters 87

leads to the failure in recovering the original input data, which 88

reflect the strong security level of our scheme. 89

The main contributions of the work presented in this paper 90

are summarized as follows: 91

? New 2D chaotic system called FrMPs map is proposed, 92

which is very sensitive to any variation by the order 93

10−15 of its control parameters (µ and β). 94

? New quaternion fractional order Meixner moments 95

(QFrMMs) are proposed for the encryption of multiple 96

inputs in a holistic and compact way. 97

? Introduce a novel unified encryption scheme based on 98

QFrMMs and FrMPs map for encrypting both bio- 99

signal, grayscale medical image, color medical image, 100

multi-biomedical signals and multi-grayscale medical 101

images. 102

? Provide experimental analysis and comparisons to prove 103

the validity, efficiency and superiority of the proposed 104

scheme. 105

The rest of the work is presented as follows: the second 106

section covers the related work. The third section briefly 107

presents the theoretical background of FrMPs. In the fourth 108

section, we present the proposed FrMPs map. The proposed 109

QFrMMs are presented in the fifth section. The details of 110

the suggested unified encryption scheme are delivered in the 111

sixth section. In the seventh section, the results of simulations 112

and comparisons are offered to valid the efficiency of the 113

designed scheme. Finally, conclusion and future work are 114

outlined in the last section. 115

II. RELATED WORK 116

Discrete orthogonal moments (DOMs) are regarded as 117

powerful descriptors in the field of digital signal and 118

image processing. DOMs are computed based on dis- 119

crete orthogonal polynomials (DOPs), like Tchebichef [24], 120

Krawtchouk [2], Hahn [25], Meixner [26], Charlier [27], 121

dual Hahn [28], [29] and Racah polynomials [30]. Lately, 122

some discrete orthogonal polynomials involving fractional 123

102600 VOLUME 10, 2022



A. Daoui et al.: Biomedical Multimedia Encryption

order have been introduced in the literature. Many inno-124

vative discrete orthogonal moments of fractional order125

have been suggested based on these polynomials. Indeed,126

Liu et al. [31] derived the fractional order Krawtchouk127

polynomials (FrKPs) as a generalization of integer order128

Krawtchouk polynomials. Yamni et al. derived the fractional129

order Charlier polynomials (FrCPs) [32] and the fractional130

order Meixner polynomials (FrMPs) [33] as generaliza-131

tions of Charlier and Meixner polynomials of integer order,132

respectively. Xiao et al. [34] derived the fractional order133

of Tchebichef polynomials (FrTPs) as generalization of134

Tchebichef polynomials of integer order. These authors135

used fractional order polynomials as kernel functions to136

express new discrete orthogonal moment transforms of frac-137

tional order. In addition, recent discrete orthogonal trans-138

forms of fractional order have been introduced that use two139

types of fractional order polynomials as kernel functions,140

such as the separable fractional order Charlier-Krawtchouk141

transform (FrCKTs) [2], and the separable fractional order142

Charlier-Meixner transform (FrCMTs) [35]. More recently,143

some fractional order transforms are extended to quaternion144

space using the quaternion theory. Indeed, Liu et al. extend145

the fractional order Krawtchouk transform to the quaternion146

fractional order Krawtchouk transform based on quater-147

nion theory [36]. Yamni et al. extend the fractional-order148

Charlier and Hahn transforms to the quaternion fractional149

order Charlier transform [37] and quaternion fractional-order150

Hahn transform [38]. These transforms generalize the exist-151

ing classical discrete orthogonal moments of integer order152

and provide excellent feasibility in various signal and image153

applications. However, the majority of the fractional-order154

transforms are designed for the analysis of single input155

(grayscale image or 1D signal). Motivated by the idea of156

introducing new discrete fractional order transforms that can157

be applied in the analysis of multiple inputs (color image158

channels, multiple 1D signals, multiple grayscale images,159

etc.), we introduce in the present work a new type of fractional160

order transforms called quaternion fractional order Meixner161

moments (QFrMMs). These moments are introduced on162

the one hand to generalize the existing fractional-order163

Meixner moments [33] and on the other hand to describe164

four input signals in a compact and simultaneous way.165

Table 1 presents a literature review on some discrete frac-166

tional order transforms including the proposed one with its167

applications.168

From the analysis of the works illustrated in Table 1,169

it appears that the input data used in these works are either170

single or multiple. To overcome this limitation, we present in171

the current paper a generic framework that can be applied for172

the analysis of single or multiple inputs based on quaternion173

moments. Indeed, we introduce an unified encryption scheme174

using FrMPs and QFrMMs. This scheme is applicable to both175

single input and multiple inputs. The proposed scheme is176

applied for the encryption of biomedical multimedia (signals177

and images) that are transmitted via unsecured communica-178

tion channels.179

TABLE 1. Different discrete fractional order transforms and their
applications.

III. FRACTIONAL ORDER MEIXNER POLYNOMIALS 180

The well-known Meixner polynomials belong to the fam- 181

ily of discrete orthogonal polynomials familiarized by Josef 182

Meixner. The normalized Meixner polynomials (MPs) are 183

defined as follows [40]: 184

M̃ (µ,β)
n (x) = M (µ,β)

n (x)

√
ω(x)
ρ(n)

(1) 185

whereM (µ,β)
n (x) is the n-th order Meixner polynomials well- 186

defined by the following hyper-geometric function [41]: 187

M (β,µ)
n (x) = (β)n2F1

(
−n,−x, β; 1−

1
µ

)
(2) 188

where 2F1(.) is the hyper-geometric function given by: 189

2F1

(
x1, x2
y1
|z
)
=

∞∑
k=0

(x1)k (x2)k
(y1)k

·
zk

k!
(3) 190

The weight ω(x) and the square norm ρ(n) functions in Eq. 191

(1) are defined as follows: 192

ω(x) =
µx0(β + x)
x!0(β)

with β > 0 and 0 < µ < 1 (4) 193

ρ(n) =
n!(β)n

µn(1− µ)β
=

n!0(β + n)
µn(1− µ)β0(β)

(5) 194
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The computation ofMPs using Eq. (1) is numerically unstable195

[26]. To overcome this problem,Daoui et al. use the following196

modified three-term recursive relation [26]:197

M̃ (β,µ)
n (x)=ψ ×

[
AM̃ (β,µ)

n (x − 1,N )+ BM̃ (β,µ)
n (x − 2,N )

]
198

with σ (x) = x; τ (x) = βµ− x(1− µ); λn = n(1− µ)199

ψ =
1

σ (x − 1)+ τ (x − 1)
;200

A = [2σ (x − 1)+ τ (x − 1)− λn]

√
µ(β + x − 1)

x
;201

B = −σ (x − 1)

√
µ2(β + x − 1)β + x − 2)

x(x − 1)
(6)202

where the initial PMs values for x=0, 1 are calculated accord-203

ing to the next relations [26]:204

M̃ (β,µ)
n (0) =

√
µ(β + n− 1)

n
M̃ (β,µ)
n−1 (0)205

with M̃ (β,µ)
0 (0) =

√
(1− µ)β (7)206

M̃ (β,µ)
n (1) =

(
β + n−

n
µ

)√
µ

β
M̃ (β,µ)
n (0) (8)207

It is worth noting that Eqs. (6)-(8) represent the basic math-208

ematical model that is used to generate MPs of orders n =209

0, 1, . . . ,N − 1, which are stored in a square matrix of size210

N × N . Then, a spectral decomposition of this matrix is211

performed to obtain the following FrMPs [35]:212

Mα
= V̂DαV̂ T

=

N−1∑
k=0

e−jkαπvkvTk (9)213

where Mα represents FrMPs matrix of size N × N , V̂ is a214

set of orthonormal eigenvectors of MPs that is specifically215

rearranged such that the MPs eigenvectors correspond to the216

eigenvalues of MPs, vk (k = 0, 1, . . . ,N − 1) are the k-th217

column of V̂ , and Dα is defined as follows [35]:218

Dα = Diag{1, e−jαπ , e−j2απ , . . . . . . , e−j(N−1)απ } (10)219

FrMPs have been used in the area of image processing with220

success [33], [35]. However, the chaotic behavior of these221

polynomials has not yet been studied or exploited. For this,222

we will highlight the chaotic character of FrMPs in the next223

section.224

IV. PROPOSED CHAOTIC FrMPS MAP225

In this section, we focus on highlighting the chaotic behavior226

of FrMPs in order to introduce a new 2D chaotic system called227

FrMPs map. First, FrMPs are computed for µ = 0.3, β =228

128, α = 0.5, and n, x= 0,1,. . . ,255. It should be mentioned229

that the parameters µ and β are set in Eqs. (6) - (8), and the230

fractional order parameter (α) is specified in Eq. (9). Then,231

the real and imaginary parts of FrMPs matrix of size 256 ×232

256 are demonstrated in Figure 2. From this figure, we can233

see that the values of FrMPs are almost randomly distributed234

in the polynomial matrix. This particularity of FrMPs can be235

successfully exploited for multimedia encryption.236

FIGURE 2. 3D plot of (a) real and (b) imaginary components of FrMPs
calculated for n, x = 0,1, . . . ,255 with µ = 0.5, β = 128 and α = 0.3.

To display the chaotic behavior of FrMPs, one compute 237

these polynomials up to a given order N for specified values 238

of the parameters α,µ and β. Then, a slight variation is 239

performed on one of these parameters to visualize the behav- 240

ior of FrMPs to the performed variation. Indeed, FrMPs are 241

computed for n, x = 0, 1, . . . , 15 with µ = 0.8, β = 8 and 242

α = 1.3, which allow to create a complex polynomial matrix 243

of size 16 × 16. The latter is then decomposed into real 244

and imaginary parts (matrices). The obtained matrices are 245

then reshaped into RV and IV vectors each of size N = 256, 246

respectively. Next, the value of the parameterµ is changed by 247

a variation of the order 1 = 10−15 (µ∗ = µ + 1), and 248

the process thus described to generateRV and IV is repeated to 249

generate the vectors RVµ (real part) and IVµ (imaginary part) 250

corresponding to FrMPs computed for n, x = 0, 1, . . . , 15, 251

µ∗ = 0.8 + 10−15, β = 8 and α = 1.3. RV and RVµvectors 252

are shown in Figure 3 (a), and the vectors IV and IVµ are 253

shown in Figure 3 (b). In Figure 4, we display the influence 254

of β parameter variation by the order 10−15 on FrMPs that 255

are calculated for n, x = 0, 1, . . . , 15, µ = 0.8, β = 256

8, α = 1.3 and n, x = 0, 1, . . . , 15, µ = 0.8, β∗ = 257

8 + 10−15, α = 1.3, respectively. In Figure 5, we display 258

the consequence of the fractional order (α) variation by 259

the order 10−15 on FrMPs. 260

From the analysis of the results shown in Figures (4)-(6), 261

we can see that the variation of the local parameters (µ and 262

β) by the order 10−15 leads to a large variation of FrMPs 263

values, while a variation by the order 10−15 of the fractional 264

order parameter (α) does not lead to a significant variation 265

on FrMPs. From these results, we can conclude that FrMPs 266

displays a chaotic behavior. Therefore, FrMPs is considered 267
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FIGURE 3. Influence of µ parameter variation by the order 10−15 on the (a) real (RVµ) and (b) imaginary (IVµ)
parts of FrMPs.

FIGURE 4. Influence of β parameter variation by the order 10−15 on the (a) real (RVβ ) and (b) imaginary (IVβ )
parts of FrMPs.

FIGURE 5. Influence of the fractional order α parameter variation by the order 10−15 on the (a) real (RVα) and (b)
imaginary (IVα) parts of FrMPs.

as a new 2D chaotic system where the real part of FrMPs268

is the first dimension of this system and the imaginary part269

of FrMPs represents the second dimension of this system, 270

which is called FrMPs map. The control parameters of this 271
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map are the parameters µ(0 < µ < 1) and β(β > 0) with272

the fractional order α is set to a real value (α ∈ R). The273

mathematical model of the proposed FrMPs map is described274

by Eqs. (6)-(9). FrMPs map will be used in the confusion275

process of the proposed encryption scheme.276

V. PROPOSED QUATERNION FRACTIONAL ORDER277

MEIXNER MOMENTS278

Based on the quaternion algebra and FrMPs, a new dis-279

crete orthogonal transform called quaternion fractional order280

Meixner moments (QFrMMs) is proposed in this section.281

This transform can be used in the diffusion process of the282

proposed encryption scheme.283

The quaternion number (q) is firstly introduced by284

Hamilton as follows: [42]:285

q = a+ bi+ cj+ dk (11)286

where a,b,c and d are real values with i,j and k are three287

imaginary numbers satisfying the following rules:288

i2 = j2 = k2 = ijk = −1289

ij = −ji = k, jk = −kj = i, ki = −ik = j (12)290

If a = 0 in Eq. (11), q is called a pure quaternion.291

The q number can be used to compactly represent four292

signals (S1, S2, S3 and S4) as follows [43]:293

S = S1 + S2i+ S3j+ S4k (13)294

Since the quaternion number is not commutative, we define295

the right-side QFrMMs as follows:296

QFrMMR
nm(S) =

N−1∑
x=0

M−1∑
y=0

S ×Mα1
n
(x)×Mα2

m
(y)µ297

for n = 0, . . . ,N − 1 and m = 0, . . . ,N − 1 (14)298

where µ is a pure unit quaternion selected in this paper as299

µ = −(i+j+k)/
√
3 .Mα1

n andMα2
m represent FrMPsmatrices300

of fractional orders α1and α2, respectively.301

Eq. (14) is equivalent to:302

QFrMMR
nm(S) = A0 + iA1 + jA2 + kA3303

where304

A0 =
1
√
3

N−1∑
x=0

M−1∑
y=0

A×Mα1
n
(x)×Mα2

m
(y)

305

A1 = −
1
√
3

N−1∑
x=0

M−1∑
y=0

B×Mα1
n
(x)×Mα2

m
(y)

306

A2 = −
1
√
3

N−1∑
x=0

M−1∑
y=0

C ×Mα1
n
(x)×Mα2

m
(y)

307

A3 = −
1
√
3

N−1∑
x=0

M−1∑
y=0

D×Mα1
n
(x)×Mα2

m
(y)

 (15)308

with 309

A = S2(x, y)+ S3(x, y)+ S4(x, y), 310

B = S1(x, y)+ S3(x, y)− S4(x, y), 311

C = S1(x, y)+ S4(x, y)− S2(x, y), 312

D = S1(x, y)+ S2(x, y)− S3(x, y) 313

It is worth mentioning that the proposed QFrMMs depend on 314

six parameters (µ1, β1, α1, µ2, β2, α2). These parameters can 315

be used as a security key of our encryption scheme. 316

The inverse transformation of the right-side of QFrMMs 317

can be computed by the following relation: 318

Ŝ = Ŝ1 + iŜ2 + jŜ3 + kŜ4 319

with 320

Ŝ1 =
−1
√
3

[
N−1∑
n=0

M−1∑
m=0

(A1 + A2 + A3)Mα1
n
(x)Mα2

m
(y)

]
321

Ŝ2 =
1
√
3

[
N−1∑
n=0

M−1∑
m=0

(A0 + A2 − A3)Mα1
n
(x)Mα2

m
(y)

]
322

Ŝ3 =
1
√
3

[
N−1∑
n=0

M−1∑
m=0

(A0 − A1 + A3)Mα1 (x)Mα2 (y)

]
323

Ŝ4 =
1
√
3

[
N−1∑
n=0

M−1∑
m=0

(A0 + A1 − A2)Mα1
n
(x)Mα2

m
(y)

]
(16) 324

where Ŝ1, Ŝ2, Ŝ3 and Ŝ4 represent the reconstructed versions 325

of the original signals S1, S2, S3 and S4, respectively. 326

To measure the reconstruction error between an original 327

signal (S) and its reconstructed form (Ŝ), we can use the 328

following mean-square error (MSE) criterion: 329

MSE =
1

N ×M

N−1∑
x=0

M−1∑
y=0

[
S(x, y)− Ŝ(x, y)

]2
(17) 330

The peak signal-to-noise ratio (PSNR) criterion is also uti- 331

lized to compute the reconstruction error. This criterion is 332

given by the next relation: 333

PSNR = 10 log10


N∑
x=1

M∑
y=1

[S(x, y)]2

N∑
x=1

M∑
y=1

[
S(x, y)− Ŝ(x, y)

]2
 (18) 334

If the MSE value tends to zero (high PSNR), it means that the 335

original signal and its reconstructed form are very similar. 336

To quantity the difference between the reconstructed 337

1D signal f̂ (i) and the original one f (i), we can use the fol- 338

lowing Percentage Root Difference (PRD (%)) criterion [44]: 339

PRD(%) =

√√√√√√√√
N∑
i=1

[
f (i)− f̂ (i)

]2
N∑
i=1

[
f̂ (i)

]2 × 100 (19) 340

The next section presents the proposed unified encryption 341

scheme based on FrMPs and QFrMMs. 342
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VI. PROPOSED ENCRYPTION SCHEME FOR343

BIOMEDICAL MULTIMEDIA344

The diagram of the novel suggested encryption scheme is345

presented in Figure 6, which show that our scheme involves346

two main phases, namely (i) the holistically encryption of347

four biomedical data records in a storage device, and (ii) the348

decryption of the received data via the internet in another stor-349

age device. The details of the proposed scheme are presented350

in the next subsections.351

A. BIOMEDICAL DATA ENCRYPTION PHASE352

This phase is conducted at a storage device located in a353

medical analysis laboratory or in a hospital. The present phase354

includes the following steps:355

Step 1: In this step of preprocessing, four inputs356

(I1, I2, I3 and I4) of biomedical data are used simultaneously.357

These data can be one bio-signal divided into four frames,358

four bio-signals reshaped in 2Dmatrices, four grayscale med-359

ical images, one color medical image represented in CMYK360

color space, or one grayscale medical image divided into361

four blocks. The dimensions of the inputs are stored in a362

matrix noted Dim = [D1,D2,D3,D4] where D1,D2,D3363

and D4 represent the dimensions of I1, I2, I3 and I4, respec-364

tively. Then the inputs are reshaped into four matrices365

S1, S2, S3 and S4 where the size of each matrix is N × M .366

Note that the zero-padding method [45] can be used to make367

S1, S2, S3 and S4 of equal size. Next, Eq. (13) is used to368

represent the S1, S2, S3 and S4 by quaternion representation,369

which allows to obtain a quaternion matrix noted S of size 370

N×M . The latter is then divided into non-overlapping blocks 371

each of size 8×8 to optimize the computation time of FrMPs 372

matrix in the next step. 373

Step 2:This step represents the input data diffusion process 374

of our scheme. For this purpose, the S matrix produced in 375

the previous step is divided into blocks each of size 8 × 8. 376

Next, Eq. (15) is used to compute QFrMMs of each block. 377

Then, QFrMMs corresponding to each block are concate- 378

nated to produce a quaternion matrix named QM of size 379

N ×M (e.g. 512 × 512, 1024 × 768, 1800 × 1200, 1024 × 380

1024 etc.). The resulting QM matrix represents the dif- 381

fused input data. It is worth mentioning that the parameters 382

{α1, α2, µ1, µ2, β1, β2} of QFrMMs (Eq. (15)) are provided 383

as a security key noted KEY1. The optimal choice of these 384

parameters is conducted according to the systematic method 385

presented in [2], which is based on the Sine Cosine Algorithm 386

(SCA) [46]. The use of this method guarantees the good 387

quality of the reconstructed image when using our scheme. 388

To illustrate the relevance of this method, three medical color 389

images of various sizes are reconstructed by QFrMMs.Then, 390

we display in Figure 7 the reconstructed images with 391

the selected parameters by the method given in [2], and 392

the reconstruction error (PSNR) that corresponds to each 393

image. 394

From the results shown in Figure 7, we can notice that 395

the PSNR values are high, which indicates that the medical 396

images are reconstructed with high quality. These results 397

FIGURE 6. Diagram of the proposed scheme for multiple biomedical data encryption.
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FIGURE 7. Color medical images reconstructed by QFrMMs with the
optimal parameters of QFrMMs selected by the method given in [2].

confirm that the method presented in [2] is successful in398

selecting the optimal parameters of QFrMMs.399

It is important to mention that FrMPs are computed only400

for n,x = 0,1,. . . ,7. Therefore, the runtime of QFrMMs basis401

polynomials is fast.402

Step 3: This step is known as the scrambling process403

(confusion) and it is designed to increase the security level404

of our scheme. During this step, we use FrMPs map in the405

following way:406

(a) Generate a 2D chaotic sequences (C1 and C2) each407

of size L with L ≥ max[N ,M ]. Then, these sequences408

are normalized in the interval [−N ,N ] with rounding their409

components to integer values.410

(b) Use the elements of C1 sequence to confuse each411

row of QM matrix via a circular shifting operation by412

k-positions with ki = C1(i), i = 1, 2, . . . ,N i.e. QM ∗413

(i, :) = circshift (QM (i, :) , ki) , i = 1, 2, . . . ,N , where Y =414

circshift(A,k) is a function that circularly shifts the elements415

of the A matrix by k positions [47].416

(c) Use the elements of C2 sequence to confuse each417

column of MQ∗ matrix by a circular shifting operation of418

h-positions with hj = C2(j), j = 1, 2, . . . ,M i.e.419

QM∗∗ (:, j) = circshift
(
QM∗ (:, j) , hj

)
, j = 1, 2, . . . ,M .420

Thus, the resulting QM∗∗ matrix represents the encrypted421

medical data that will be communicated from one storage422

device to another one via the Internet.423

In the present step, the values of the FrMPsmap parameters424

are specified as a security key noted KEY2 with KEY2 =425

{α3, µ3, β3}. It should be mentioned that the selection of426

KEY2 parameters is made by the user in the definition domain427

of FrMPs parameters. Moreover, it is important to mention428

that the Dim matrix, and the security keys (KEY1 and KEY2)429

are transferred from the sender to the receiver via a secure430

communication channel [48] to assure the confidentiality of431

the proposed encryption scheme.432

B. DECRYPTION PHASE OF THE RECEIVED DATA 433

The present phase is performed at the storage device 434

that receives the encrypted biomedical data. In this phase, 435

we perform the inverse process of the steps given in the 436

encryption phase to retrieve the original biomedical data. 437

Indeed, the following steps are involved: 438

Step 1: In this step, the inverse process to that described 439

in Step 2 of subsection VI.A is followed. Indeed, 2D chaotic 440

sequences C1 and C2 each of size L are generated via the 441

proposed FrMPs map using KEY2 as initial conditions of 442

this map. Then, C2 and C1 sequences are used to apply the 443

inverse confusion of QM∗∗ columns and rows, respectively, 444

for recovering matrix. 445

Step 2: This step consists first of subdividing QM matrix 446

into 8× 8 blocks. Then, the inverse of QFrMMs (IQFrMMs) 447

is computed for each block according to Eq. (16). Finally, the 448

computed IQFrMMs of the blocs are concatenated to retrieve 449

the quaternion matrix S of size N × M . In the current step, 450

KEY 1 is used for computing IQFrMMs. 451

Step 3: This step begins with separating the quaternion 452

matrix S into four components (S1, S2, S3 and S4). The 453

latter are then reshaped into Î1, Î2, Î3 and Î4 matrices (or 1D 454

signals) that represent the decrypted medical data of sizes 455

D1,D2,D3,D4 (withDim = [D1,D2,D3,D4]), respectively. 456

It is worth mentioning that the four biomedical input data 457

are decrypted with very low reconstruction errors, which can 458

be measured using the reconstruction error criteria (MSE, 459

PRD, PSNR, etc.). It is also important to note that an efficient 460

transform-based encryption scheme requires the reconstruc- 461

tion error to be close to zero (MSE,PRD ' 0). 462

VII. SIMULATION RESULTS AND PERFORMANCE 463

ANALYSIS 464

In this section, we outline the strengths and capabilities of the 465

suggested method for encrypting multi-biomedical signals 466

and images. It should be noted that all the experiments of 467

the actual work are realized using Matlab 9.6 installed on a 468

2.4 GHz processor PC with 4 GB of RAM. 469

A. RECONSTRUCTION ERRORS ANALYSIS OF 470

BIOMEDICAL SIGNALS 471

To perform the following test, we use four biomedical signals 472

of different types selected from the PhysioBank database [49] 473

that contains more than 90,000 digitized physiological sig- 474

nal records. The types of the selected bio-signals are ECG, 475

impedance pneumography respiratory (IPR), EEG and EMG, 476

and the size of each signal is N = 4096 samples (Figure 8). 477

The selected ECG signal is labeled as ‘‘Record 100’’ in 478

the MIT-BIH arrhythmia database, where the recordings are 479

digitized at 360 samples per second. The IPR signal is labeled 480

as ‘‘bidmc01’’ in the BIDMC PPG and Respiration Dataset. 481

This signal is sampled at 125 Hz. Regarding the EEG signal, 482

it is denoted ‘‘chb01_01_edfm’’ in CHB-MIT Scalp EEG 483

Database, which contains signals sampled at 256 samples 484

per second with a resolution of 16 bits. The EMG signal is 485
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FIGURE 8. (a)-(d) Original and decrypted biomedical signals (ECG, PPG, EEG, and EMG) with the MSE and PRD values that
correspond to the decrypted signals. (e) Real and (f) imaginary parts of the encrypted signals.

labeled ‘‘emg_healthy’’ in the Examples of Electromyograms486

database. The EEG signals of this dataset were recorded at 50487

KHz and then downsampled to 4KHz. It should bementioned 488

that the amplitudes of these signals are not normalized in 489
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FIGURE 9. The average execution time details of (a) the encryption and
(b) the decryption phases of the ECG, PPG, EEG, and EMG test signals,
each of size N = 4096 samples.

the original database. For this reason, we normalize their490

amplitude to the interval [−1, 1] for performing the numer-491

ical simulations. Then, the test signals are encrypted by the492

proposed method, generating a quaternion matrix (QM∗∗)493

of size N × M . The four components of this matrix are494

mapped to create a complex matrix of size 2N × 2M in order495

to facilitate the presentation of the achieved results. Then,496

this matrix is reshaped into 1D vector that represents the497

encrypted bio-signals. The latter is of complex form, for that498

it is displayed in Figure 8 in two parties that represent the499

real part and the imaginary one of the complex vector. It can500

be seen from Figure 8 that there exists no visual likeness501

between the original signals and their encrypted form. This502

result indicates that the suggested scheme is able to hide all503

visual information of the input signals.504

The decrypted signals with the corresponding PRD (%)505

values are given in the same Figure 8. The results achieved506

in this figure display that the four bio-signals are decrypted507

with reconstruction error tending to zero (MSE < 10−27508

and PRD (%) < 10−12). This evidently specifies the high509

quality of the reconstructed bio-signals by the suggested510

method.511

Noting that the present test is performed by using the 512

following security key in both encryption and decryption 513

phases: 514

KEY = {α1, α2, µ1, µ2, β1, β2, α3, µ3, β3} 515

= {1.3, 1.45, 0.8, 0.75, 8, 7.5, 1.25, 0.77, 8.1} 516

B. RUNTIME ANALYSIS 517

To show the execution speed of our scheme, one measures 518

the execution time of the encryption and decryption phases 519

the four test signals (ECG, PPG, EEG, and EMG). Indeed, 520

each phase is executed 100 runs, and then the average time 521

of both phases is obtained and shown in Figure 9. From the 522

achieved results, we can observe that the average time to 523

encrypt and then decrypt the four input signals each of size 524

N = 4096 is 0.5842 sec. This encouraging result makes our 525

method promising for use in the encryption of bio-signals. 526

C. KEY SENSITIVITY AND KEY SPACE ANALYSIS 527

This section analyses the influence of the security KEY 528

parameters modification on the reconstruction quality of the 529

decrypted bio-signals. Indeed, a slight variation by the order 530

1 = 10−15 is performed in the decryption phase on one of 531

the following KEY parameters: 532

{µ1, µ2, β1, β2, µ3, β3} = {0.8, 0.75, 8, 7.5, 0.77, 8.1}. 533

Then, we observe the effect of the performed deviation on 534

the quality of the decrypted signal. It should be noted that 535

the KEY parameters {α1, α2, α2} are not very sensitive to a 536

slight variation by the order 1. For this reason, they are not 537

considered in the present test. The original signals as well as 538

the decrypted ones are demonstrated in Figure 10. From this 539

figure, it is obvious that the quality and the visual representa- 540

tion of the decrypted signal are significantly degraded when 541

a slight variation by the order 1 = 10−15 is performed on 542

one parameter value of the security key (KEY). This result 543

clearly designates that the proposed map is quite sensitive to 544

the slight deviation of the security key. 545

By considering the precision order of about 10−15 for real 546

type value of double precision, the KEY size of our scheme 547

comes approximately equal to (1015)6 = 1090 ' 2294. This 548

key space is sufficiently higher than the minimum recom- 549

mended key size that is 2100 [50], which delivers adequate 550

security against exhaustive brute-force assaults. 551

D. HISTOGRAM ANALYSIS 552

Histogram analysis is frequently used to illustrate the tough- 553

ness of an encryption scheme against statistical attacks. The 554

histograms of the original, encrypted and decrypted signals 555

are displayed in Figure 11. From this figure, we can clearly 556

note that the original and the decrypted signals histograms 557

are quite same, which specifies that the anticipated scheme 558

does not change the statistical characteristics of input signals. 559

On the other hand, we notice that the histograms of the real 560

and imaginary parts of encrypted signal are very different 561

from the histograms of the original/decrypted signals, which 562

means that our scheme can efficiently resist statistical attacks, 563
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TABLE 2. Correlation analysis results of the proposed scheme using
various bio-signals.

so any useful information can be obtained by analyzing the564

histograms of the encrypted signal.565

E. CORRELATION ANALYSIS566

To assess the statistical dependence between input, encrypted567

and decrypted signals, the correlation coefficient rXY is568

widely used. The following relation defines this coefficient569

for two input signals X and Y of the same size:570

rXY =
C(X ,Y )

√
V (X )
√
V (Y )

(20)571

where C(X, Y ) represents the covariance of X and Y , with572

V (X ) and V (Y ) are the variance of X and Y signals, respec-573

tively. If rXY tends to zero, this implies that there is no statis-574

tical dependence between X and Y . In contrast, when |rXY |575

tends towards one, there is a strong statistical dependence576

between X and Y .577

Since the size of each original/decrypted signal is N , and578

the encrypted signals size is 4N, we select arbitrary sequences579

of size N from the encrypted signal to compute rXY values580

in the following test. The same test signals demonstrated in581

Figure 8 are used in the present test. The results of this test582

are given in Table 2 that indicate,on the one hand, that the583

values of rXY corresponding to the original signals and the584

encrypted one tend towards zero, which specifies that there585

is no statistical dependency between the original signals and586

the encrypted ones. It is also noticeable that the rXY values587

are equal to one for the original and decrypted signals, which588

designates that our scheme provides a perfect reconstruction589

of the decrypted signals with an insignificant reconstruction590

error.591

The following test is provided for a comparison between592

the suggested method and other excellent bio-signal signal593

(ECG and EEG) encryption methods presented in [14], [51],594

and [52]. The comparison is conducted in terms of the corre-595

lation coefficient and the average runtime for both encryption596

and decryption phases of each method. For this persever-597

ance, the test signals demonstrated in Figure 8 are used. The598

average |rXY | value corresponding to the original and the599

encrypted signals is premeditated for each encryption scheme600

and then reported in Table 3. Similarly, the average |rXY |601

values corresponding to the original and the decrypted signals602

are presented in the same table. It is worth mentioning that the603

TABLE 3. Comparison in terms of average values of |rXY | between our
scheme and recent schemes given in [14], [51], [52], and [53].

bio-signal encryption methods provided in [14], [51], [52], 604

and [53] are suitable for encrypting a single input bio - 605

signal. For this purpose, the average time of 100 executions 606

is calculated for each method and then multiplied by four 607

to compare the obtained time with the mean running time 608

of the projected method, which is used for the simultaneous 609

encryption of four input bio-signals. From the comparison 610

results achieved in Table 3 it appears that, the suggested 611

scheme achieves improved performance than the competi- 612

tive approaches in terms of statistical dependence between 613

the original, encrypted and decrypted signals. This can be 614

explained by the fact that FrMPs exhibit chaotic characters on 615

the one hand, and QFrMMs generate a decrypted signal with 616

negligible reconstruction errors on the other hand. Moreover, 617

we notice that the execution time of the suggested encryption 618

method is lower than the compared methods. The reason for 619

this can be explicated by the circumstance that our scheme is 620

block-based method, which reduces the computational time 621

in comparison to the compared methods. 622

After confirming the usefulness of our scheme for the 623

encryption of multi-biomedical signals, we show in the next 624

section the usefulness of our scheme in the encryption of 625

multiple grayscale medical images. 626

F. VISUAL AND HISTOGRAM ANALYSIS 627

This section presents the tests that justify the competence of 628

the suggested scheme in the encryption of multiple medical 629

images. For this purpose, we arbitrary select four Magnetic 630

resonance imaging (MRI) from the [54] dataset and four 631

Computed Tomography (CT) images from the [55] dataset, 632

which contains over 32,000 labelled lesions detected on CT 633

images. 634

In the present test, the selected images of size 512×512 are 635

encrypted via the suggested method. Then, the four input 636

test images, encrypted and decrypted ones are displayed 637

in Figure 12. The results presented in this figure specify 638

that the quality of the decrypted CT images is very high 639

(PSNR>290). Therefore, the diagnosis of a specific pathol- 640

ogy cannot be influenced by this very low degradation of the 641

derypted images. On the other hand, we can see that the real 642

and imaginary parts of the encrypted image fully hide the 643

visual information of the plaintext CT images. Therefore, the 644
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FIGURE 10. Influence of µ1 and β1 KEY parameters variation by the order 1 = 10−15 on the quality of decrypted bio- signals.

FIGURE 11. Histograms of the (a) original, (b) the encrypted and (c) the decrypted bio-signals.

attacker cannot predict the content of the original images via645

a visual analysis of the encrypted image.646

Moreover, we can see the large difference between the 647

histograms of the encrypted and decrypted CT images 648
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FIGURE 12. Original CT images. (e) - (f) Real and imaginary parts of the encrypted images, respectively.
(g) - (j) Decrypted images with the PSNR values.

FIGURE 13. Histograms of (a)–(d) the original CT images, (e)–(f) the encrypted images, and (g)–(j) decrypted images.

(Figure 13). Therefore, the statistical analysis is not success-649

ful when it is applied to the proposed scheme.650

The present analysis is not sufficient to corroborate the effi-651

cacy of the suggested scheme. For this, we perform statistical652

analysis in the following tests653

G. ROBUSTNESS TO DIFFERENTIAL ATTACKS ANALYSIS 654

In attack analysis, the assailant employs two alike images 655

with a minor change in one pixel of these images. Then, the 656

attacker attempts to identify the resemblances between the 657

encrypted images trying to identify the used security key in 658
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the encryption scheme [56]. The number of pixels change rate659

(NPCR) and the unified average changed intensity (UACI)660

criteria are used to appraise the robustness of an encryption661

scheme against differential attacks. NPCR and UACI criteria662

can be defined as [57], [58] :663

NPCR =

∑
i,jDf (i, j)

N ×M
× 100664

withDf (i, j) =
{
0C(i, j) = C ′(i, j)
1C(i, j) 6= C ′(i, j)

(21)665

UACI =

∑
i,j

∣∣C(i, j)− C ′(i, j)∣∣
255× N ×M

× 100 (22)666

where C and C ′ are the original image and the changed one667

of size N ×M , respectively.668

It should be reported that a well-performing encryption669

scheme must meet the following criteria: NPCR > 99.50%670

and UACI > 33.33% for 8-bit grayscale images, as indicated671

in [59]. Furthermore, the ideal values of NPCR and UACI672

for 8-bit gray scale images are 99.6094% and 33.4635%,673

respectively [60].674

As previously stated in this work, a variation of the order675

10−15 in any value of QFrMMs and FrMPs map parameters676

(µ1, µ2, µ3, β1, β2, β3) leads to the failure in decrypting the677

input biomedical data. Therefore, we can rely on this property678

to resist differential attacks. Indeed, we can define a constant679

value (i.e. γ = 2.6 × 10−15) that is added to only one680

of the above KEY parameters (i.e. µ1 = 0.34 + γ ) while681

the rest of the parameters remain unchanged. Then, at each682

execution of the encryption algorithm, the value of γ is683

incremented by a slight value (i.e. γ = 2.6×10−15+10−15).684

That is, each input image is encrypted/decrypted with its685

own security key. The use of this method guarantees the686

resistance of suggested system against differential attacks.687

That is, for the same input, the proposed algorithm generates688

two different outputs in two successive iterations. In this689

way, it is expected that the suggested encryption process690

can avoid differential attacks. To test the efficiently of this691

method against differential attacks, we use the test the images692

‘‘X-ray1’’, ‘‘X-ray2’’ and ‘‘X-ray3’’ of size 1024 × 1024693

(Figure 14). Then, wemodify one pixel by 1 bit in the original694

images at arbitrary positions in these images. Next, the values695

of NPCR and UACI are deliberated, assessed and reported696

in Tables 4 and 5, respectively. The achieved results in these697

tables show that the suggested encryption method is able to698

resist differential attacks because the average values of NPCR699

and UACI criteria achieved by the proposed method are very700

close to the ideal values of these criteria as indicated in [60].701

In the following test, we compare the UACI and NPCR702

values obtained by our scheme versus recent transform-based703

encryption schemes, which are presented in [33], [34], [61],704

and [62]. To perform the current test, we use 8-bit grayscale705

medical images of various size that are shown in Figure 15.706

Then, one pixel is changes by a 1-bit variation at the arbitrary707

positions in all the test images. Next, the values of NPCR708

FIGURE 14. Original X-ray images of size 1024× 1024 used in the test.

TABLE 4. NPCR values for 1-bit variation of various pixels.

TABLE 5. UACI values for 1-bit variation of various pixels.

FIGURE 15. 8-bit grayscale test images of different sizes used in the
comparative analysis of NPCR and UACI criteria.

and UACI are calculated and reported in Tables 6 and 7, 709

respectively. 710

The results of the current test show on the one hand that 711

all the compared methods meet the NPCR and UACI criteria 712

according to work presented in [59] since NPCR > 99.50% 713

and UACI > 33.33%. On the other hand, we can notice that 714

our method provides superior performance with respect to the 715

compared schemes. This superiority can be explained by the 716

fact that our scheme is based on FrMPs map and QFrMMs 717

that demonstrated a good chaotic behavior. In contrast, the 718

compared schemes are not very sensitive to the variation of 719

their control and fractional order parameters. 720

H. NOISE ROBUSTNESS ANALYSIS 721

The encrypted image/signal can be affected by different noise 722

types during communication or processing. Therefore, it is 723

102612 VOLUME 10, 2022



A. Daoui et al.: Biomedical Multimedia Encryption

FIGURE 16. Decrypted MRI image with PSNR values for various noise strengths (k).

TABLE 6. NPCR values for 1-bit variation of various pixels.

TABLE 7. UACI values for 1-bit variation of various pixels.

essential to test the toughness of our planned scheme against724

noise. Let’s consider that I is the original encrypted image725

contaminated by a noise (G) as follows:726

IN = I + kG (23)727

where IN is the noisy image, G represents a ‘‘Gaussian’’728

noise with zero-mean and identity standard deviation, and k729

indicates the strength of the noise. To perform the present730

test, a MRI medical image of size 1024× 1024 is taken from731

the database [63]. This image is encrypted by the proposed732

method and then affected by a noise a ‘‘Gaussian’’ noise733

(Eq. (23)) with different values of k . The original image and734

the decrypted ones are presented in Figure 16. From this735

figure, it appears that the quality of the decrypted images 736

decreases proportionally to the increasing of k value. How- 737

ever, the visual content of the decrypted images seems iden- 738

tifiable. The archived results designate that the suggested 739

scheme can counterattack noise contamination. 740

I. CROPPING ATTACKS ROBUSTNESS ANALYSIS 741

Congestion or failure of a communication channel can occur 742

during the transmission of medical data (images, signals, 743

videos, etc.), which can lead to partial loss (cropping) of the 744

transmitted data. Therefore, it is requirement to assess the 745

robustness of our scheme against cropping. For this purpose, 746

we use an MRI image (Figure 17) of size 512 × 512, which 747

is taken from the database [63]. This image is encrypted by 748

the proposed method. Then, the real and imaginary parts of 749

the encrypted image are cropped in the same area by various 750

occlusion values. Finally, the cropped images are decrypted 751

via our scheme. The results of the actual test are offered in 752

Figure 17, which show that the quality of the decrypted image 753

reduces (decrease PSNR) when the occlusion ratio increases. 754

However, we can see that the visual content of the decrypted 755

images is still presented, which specifies that the suggested 756

system can withstand cropping attacks. 757

J. COMPARISON ANALYSIS WITH SIMILAR WORK 758

In the following test, we use DTI images shown in Figure 18 759

to calculate the correlation coefficient values according to 760

the proposed method and other similar approaches presented 761

in [33], [34], [61], and [62]. The test results are given in 762

Table 5. From this table, we can observe that the coeffi- 763

cients are tending towards 1 for the original images, which 764

shows the strong dependence between the adjacent pixels 765
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FIGURE 17. Decrypted MRI medical image from the attacked encrypted one for various occlusions.

TABLE 8. Correlation coefficient values obtained by the proposed method and other similar ones.

of these images. We also see that the correlation coeffi-766

cients tend towards zero for the encrypted images by the767

different encryption methods with a clear superiority of 768

the proposed method since it allows generating correlation 769
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FIGURE 18. Original color DTI images of size 720× 720.

coefficient values very close to zero. The results validate that770

the projected method delivers decent diffusion and confusion771

characteristics. It is prominent that the execution time of772

our suggested method is relatively higher than the compared773

methods (Table 8). This limitation remains an open problem774

to be addressed in future work.775

VIII. CONCLUSION776

In this paper, a new type of chaotic systems is introduced,777

namely FrMPs map. Then, a novel discrete orthogonal778

transform is called QFrMMs is also introduced. Next,779

a new encryption scheme applicable for biomedical data780

is proposed based on QFrMMs and FrMPs map. This781

scheme is designed to be adaptable to several biomedical782

multimedia (bio-signals, grayscale medical images, color783

medical images, multi-biomedical signals and multiple med-784

ical images). To support the validity of the of the proposed785

scheme, several analysis tests are performed in terms of the786

decrypted data quality, key sensitivity, correlation, robust-787

ness to statistical attacks, robustness to noise addition and788

cropping, timing, etc. The results clearly demonstrated the789

efficiently and good robustness of the suggested encryption790

method. Comparisons with similar methods are also provided791

to show the validity and of the proposed scheme for the secure792

transmission of various biomedical data over the Internet.793

In the future, the planned scheme will be developed to be794

applied in 3D medical image encryption.795
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