
Received 7 August 2022, accepted 13 August 2022, date of publication 23 August 2022, date of current version 12 September 2022.

Digital Object Identifier 10.1109/ACCESS.2022.3201071

VeloCash: Anonymous Decentralized Probabilistic
Micropayments With Transferability
TAISEI TAKAHASHI , TAISHI HIGUCHI, AND AKIRA OTSUKA , (Member, IEEE)
Institute of Information Security, Yokohama, Kanagawa 221-0835, Japan

Corresponding author: Taisei Takahashi (dgs194102@iisec.ac.jp)

1

2

3

4

5

6

7

8

9

10

11

12

13

ABSTRACT Micropayments are one of the challenges in cryptocurrencies. Micropayments on the
blockchain have the problem that the fee is high for the transfer amount. As a countermeasure, a method
called Layer-two has been proposed to consolidate transactions outside the blockchain and improve the
blockchain’s throughput. As one of the existing Layer-two schemes, Decentralized Probabilistic Micropay-
ments have been proposed. The winning amount is registered in the blockchain, and the lottery tickets are
issued to be won with probability p, which allows us to aggregate approximately (1/p) transactions into one.
Unfortunately, existing solutions do not allow for ticket transferability, and the smaller p, the more difficult
it is to use them in the real world. Here we propose VeloCash, Decentralized Probabilistic Micropayments
with Transferability, which preserves anonymity. By introducing tamper-proof assumptions for sending and
receiving the tickets, we make p smaller. As a tamper-proof hardware assumption, VeloCash uses Attested
Execution Secure Processors, a formal abstraction of secure processors with attested execution functionality
and Direct Anonymous Attestation to achieve anonymity for sending and receiving tickets. VeloCash can
detect double-spending attacks perfectly and revoke the adversary’s device.
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INDEX TERMS Blockchain, anonymity, micropayment, transferability, direct anonymous attestation,
attested execution secure processors.

I. INTRODUCTION16

Micropayments are minimal payments, e.g., less than $1, and17

can be used in a wide range of applications, such as per-page18

billing in e-books and delivering content billed per minute.19

However, it is challenging to realize micropayments in the20

blockchain.21

The problems in realizing micropayments in the22

blockchain are the low throughput and the high blockchain23

transaction fee. Since the capacity of each block is fixed,24

miners prioritize transactions that can generate high fees and25

put off micropayment transactions with low fees. In addition,26

the blockchain transaction fees do not depend on the amount27

of money to be transferred. Thus, the blockchain transaction28

fees can be relatively small for high-value transfers but high29

for micropayments.30

The above problems can be solved by Layer-two [2].31

Instead of registering all transactions in the blockchain,32

The associate editor coordinating the review of this manuscript and

approving it for publication was Chien-Ming Chen .

Layer-two aggregates small transactions into a few larger 33

ones, increasing transaction throughput and reducing trans- 34

action fees. Decentralized probabilistic micropayments [1], 35

[3] have been proposed as one of the methods for Layer- 36

two. It is a lottery-based scheme, the amount of required 37

payments is locked in an escrow, and micropayments are 38

issued as lottery tickets. Let the winning amount be β, and 39

the winning probability is p, the expected value per lottery 40

ticket is p · β, and the ticket is used as currency. Probabilistic 41

micropayments allow us to aggregate the entire transactions 42

by approximately p. For example, if 10, 000 transactions are 43

processed by a probabilistic micropayments scheme, only 44

10, 000 · p transactions will be registered in the blockchain. 45

Almashaqbeh et al. have proposed MicroCash [3] which 46

is a lightweight protocol for non-interactive and sequential 47

payments. The disadvantage of MicroCash is that the game 48

theory guarantees safety against double-spending attacks. 49

Thus, the amount of money for the escrow account, which 50

is confiscated when a double-spending attack is discov- 51

ered, is considerable. As an example, when m = 5 and 52
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Bescrow = 2000, the penalty escrow is Bpenalty = 477.6.53

In addition, tickets can only be sent once by the ticket issuer;54

in other words, the tickets can not be transferable.55

As MicroCash, when safety is constructed using only56

a game-theoretic approach, considering penalty escrow, the57

number of honest users who can receive the ticket, u, is real-58

istically constrained to about 5. If we make u large, we need59

to make the penalty escrow large in proportion to u. As an60

alternative plan, if we assume that the users can not commit61

malicious activity, such as a tamper-proof assumption, u can62

be largewithout penalty escrow.However, the smaller p is, the63

higher the gambling potential becomes and the less the payee64

can use it for actual economic transactions. If many tickets65

with a minimal winning probability are sent and do not win,66

the honest users can not make any income. This is because if67

the ticket can not be transferable, the payee will not earn any68

income unless the ticket they received wins. The smaller p,69

the more the opportunity to get an income is lost.70

If the ticket is transferable, p can be reduced. The payees71

do not lose anything since the ticket can be used to pay72

others even if the ticket is not won. However, it is challenging73

to achieve transferability with existing solutions. Since the74

ticket is transferable, the issuer and all users can perform the75

double-spending attacks. Requiring game-theoretically guar-76

anteed penalty escrow for all users is practically undesirable77

because of high collateral costs. Suppose the ticket transfer78

is limited to a tamper-proof device, malicious activities that79

deviate from the protocol can be prevented, and transferabil-80

ity can be achieved without high penalty escrow.81

Takahashi and Otsuka [1] have proposed the probabilistic82

transferable payment scheme. All the ever-proposed proba-83

bilistic schemes are based on lottery tickets where only a84

small fraction of payees will win the lottery and receive85

multi-fold awards. Their probabilistic micropayment utilizes86

transferability, where every payer has to pay a transaction87

fee proportional to the paid amount, say 10%, and the fees88

are accumulated inside the transferred ticket. Then, only the89

winner of the lottery ticket will take all of the accumulated90

transaction fees as the lottery award. In addition, non-winners91

will always gain expected revenue with far less speculativity.92

The value of the ticket will diminish exponentially as trans-93

ferred until the expected velocity. Most of the payments fall94

into the range of micropayments.95

They assume tamper-proof wallets which prevent double-96

spending before it happens. Their double-spending detection97

techniques are shown to detect perfectly when the double-98

spent ticket is about to be registered in the blockchain (fork99

detection) and detect probabilistically when received at the100

payee (collision detection). With these detection techniques,101

they can eliminate the need for penalty escrow (required in102

the previous works [3]) and force adversaries to weigh the103

cost of breaking a tamper-proof wallet against the maximum104

expected value that the adversary can obtain from the attack.105

However, the probabilistic transferable payment scheme106

proposed by Takahashi and Otsuka [1] does not specially107

take care of anonymity, and eventually, the transaction history108

of tickets will be published on the blockchain. Hence its 109

anonymity is equivalent to Bitcoin as far as addresses are not 110

reused. 111

A. CONTRIBUTION 112

In this paper, we have achieved stronger notions of anonymity 113

on the previous work of Takahashi and Otsuka [1]. The main 114

contributions of this paper are the followings: 115

1) Extended anonymity notions for blockchain-based 116

decentralized transferable payment schemes: 117

All of the previous anonymity notions [4], [5] assume 118

the existence of the bank as the central authority. Thus, 119

applying those anonymity notions to the blockchain- 120

based decentralized payment schemes is not straight- 121

forward. In this paper, we introduced the general- 122

ized anonymity notions of transferred electronic cash 123

schemes to cover both centralized and decentralized 124

payment schemes. 125

2) Revocable anonymity extension for attested execution 126

secure processors: 127

Attested Execution Secure Processors (AESP) [6] is the 128

abstraction of tamper-proof secure processors, which 129

enforces every installed program to attach an attested 130

signature as proof to show that the output is the 131

result of the execution of the program. In this paper, 132

we proposed a new mechanism to revoke tampered 133

AESP’s utilizing the idea of key extractor when double- 134

spending is detected. In order not to be too abstracted, 135

our key extractor is defined over Enhanced Privacy 136

Identifier (EPID) [7]. Still, our technique can be 137

applied to any Direct Anonymous Attestation (DAA) 138

scheme [8] with Fiat-Shamir proof of knowledge for 139

NP relation. 140

3) Secure construction of probabilistic anonymous pay- 141

ments with transferability: 142

We propose VeloCash, an anonymous probabilis- 143

tic micropayment scheme with transferability. The 144

construction satisfies all the security and anonymity 145

notions claimed in the theorems. 146

B. ORGANIZATION OF THIS PAPER 147

We organize the rest of this paper as follows. Section II 148

describes related works. Section III describes DAA as a 149

preliminary to achieve anonymity. Section IV introduces 150

decentralized probabilistic micropayments with transferabil- 151

ity. Section V describes the anonymization of the transferable 152

payment scheme. In Section VI, we prove that VeloCash 153

satisfies the anonymity property and, even with anonymity, 154

VeloCash satisfies the conditions of the transferable payment 155

scheme. In Section VII, we analyze the efficiency of our 156

scheme and compare it with the previous transferable e-cash 157

scheme. Finally, Section VIII concludes this paper. 158

II. RELATED WORK 159

A. PAYMENT CHANNELS AND NETWORKS 160

The payment channel establishes a private, peer-to-peer trans- 161

mission protocol. Based on pre-defined rules, two parties can 162
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agree to update their state and transfer money by exchanging163

authenticated state transitions in a so-called off-chain fashion.164

To conduct a transaction on Payment Channel, two parties165

must first register a shared 2-of-2 multi-sig escrow fund in166

the blockchain and establish the channel. The payment chan-167

nel enables the two parties to perform transactions through168

private communications. After the sending and receiving are169

completed in the channel, the final fixed value is registered170

in the blockchain. Only two transactions are registered in the171

blockchain per channel, the escrow fund transaction and the172

final fixed value. A payer can send money to a user who has173

not established a channel with the payer through the Payment174

Network between users who have established a channel. For175

example, suppose Alice sends 0.1 coins to Charlie, who176

has not established a channel with Alice. First, Alice sends177

0.1 coins to Bob, with whom Alice has a channel. Next, Bob178

sends 0.1 coins to Charlie, whom Bob has a channel.179

Unfortunately, the payment channel and the network have180

the disadvantage of high collateral cost [9]. Each time a181

channel is established, escrow is required between two par-182

ties. Also, the longer the payment network path, the more183

reserves are required and locked. Since the reserves can not184

be used during the locktime periods, the reserves represent185

a lost opportunity. Furthermore, in a payment network, a fee186

is charged for each pass through the nodes. Therefore, it is187

impractical to adopt a payment network for micropayments188

since it is undesirable to incur the cost for each node.189

B. PROBABILISTIC MICROPAYMENTS190

The idea of Probabilistic Micropayments has been proposed191

byWheeler [10] and Rivest [11]. Since small payments would192

be costly if settled each time, they proposed a lottery-style193

protocol where the ticket issuer deposits a large amount of194

money in the bank, and the winner could receive the money195

if they won. The lottery tickets can be used as currency, and196

the value per ticket is regarded as the ticket’s expected value.197

In this scheme, the existence of a bank is mandatory, and198

participants are limited to peoplewho have a relationshipwith199

the bank.200

MICROPAY [12] and DAM [13] have been pro-201

posed as Decentralized Probabilistic Micropayments using202

blockchain. Since both have a large overhead supporting203

sequential micropayments, Almashaqbeh et al. have pro-204

posed MicroCash [3] which is a light-weight protocol for205

non-interactive and sequential payments.206

C. INTERMEDIATED ANONYMITY207

In TumbleBit, an untrusted intermediary, Tumbler, exists208

between Alice (the payer) and Bob (the payee), and even209

Tumbler can not link the payer and the payee.210

Zhang et al. [14] have extended TumbleBit and proposed211

an Anonymous Off-blockchain Micropayments scheme,212

AOM. In AOM, an escrow for micropayments under the stan-213

dard RSA assumption is set up by Alice with an intermedi-214

ary, who later aggregates the transactions. Ferretti et al. [15]215

have introduced Bitcoin’s Pay-To-Script-Hash (P2SH) on216

TumbleBit, allowing anonymous transfer of coins from Bob 217

to a third party Charlie. 218

Both [14], [15] realize the anonymous coin spending 219

through an intermediary. Their schemes require setting up 220

an online intermediary for each spending, possibly increasing 221

the transaction fee, which is unsuitable for micropayments. 222

D. E-CASH 223

If lottery tickets are used as currency, it is desirable to have 224

anonymity as physical currency has. Several schemes for 225

anonymous transfer have been proposed earlier. However, 226

some problems were pointed out, such as the existence of 227

the trusted party. Recently, Foteini Baldimtsi et al. pro- 228

posed a new anonymous transferable scheme, Transferable 229

E-cash [16]. It makes it possible to create a fully anony- 230

mous transferable electronic cash scheme without trusted 231

third parties with malleable signatures to construct their 232

secure and anonymous transfer of coins. However, the Trans- 233

ferable E-cash scheme has the drawbacks such as effi- 234

ciency pointed out by Bauer et al. [5]. In the work [5] they 235

revisited and proposed the definition of the security and 236

anonymity properties, which Transferable E-cash systems 237

should satisfy - (1) unforgeability: an adversarial user cannot 238

spend more e-coins than he withdrew, and (2) anonymity: 239

nobody can link spending transactions to each other or to spe- 240

cific withdrawal transactions. Their definition of anonymity 241

consists of three parts - (1) coin anonymity, (2) user 242

anonymity and (3) coin transparency. 243

III. PRELIMINARIES 244

As in [1], the transferable payment scheme is realized 245

using tamper-proof devices. In this study, which realizes 246

the anonymity of the transferable payment scheme, we also 247

assume tamper-proof devices. More specifically, we use 248

Attested Execution Secure Processors (AESP), that abstracts 249

‘‘attested execution’’ secure processors. In the ‘‘attested exe- 250

cution’’ of AESP, the output of the installed program is 251

digitally signedwith the secret key in theAESP. The signature 252

enables verification that the output is indeed from a legitimate 253

AESP. 254

Direct Anonymous Attestation (DAA) has been used for 255

the attested signature. DAA can be seen as group signa- 256

tures [17] but differs from group signatures in that DAA does 257

not have an opening algorithm that allows the group manager 258

to obtain the identity of the signer from the signature. Instead 259

of having opening function, DAA has a so-called ‘‘revocation 260

function’’. Suppose a particular hardware module has been 261

broken and its secret key has been compromised; the secret 262

key is placed on the revocation list. When a verifier receives 263

the signature, he can verify whether it is signed with the secret 264

key on the revocation list. 265

In this study, we use AESP to send and receive tickets, and 266

DAA is used for attested signatures and for sending tickets. 267

There are three reasons to adopt DAA: 1) For anonymization 268

of attested signature. 2) To extract the adversary’s secret if 269

the double-spending attacks are performed 3) To revoke the 270
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extracted adversary’s secret key. In particular, extracting and271

revoking the adversary’s secret key is a strong motivation272

for adopting DAA. We adopt Enhanced Privacy ID (EPID),273

a DAA scheme that uses Fiat-Shamir proof of knowledge for274

NP relation. Thus, since the Extractor can be configured, it is275

possible to extract and revoke the adversary’s secret key from276

the double-spending tickets with the same commitment but277

different challenges.278

A possible alternative to anonymization other than DAA279

is using ring signatures. Traceable ring signatures [18], [19]280

limit the number of times a secret key can sign transac-281

tions, making it possible to detect double-spending attacks.282

However, ring signatures grow proportionally to the size of283

the anonymity set. There is an inevitable trade-off between284

anonymity and signature size while DAA signature size is285

constant.286

A. DIRECT ANONYMOUS ATTESTATION (DAA)287

Direct Anonymous Attestation (DAA) remote authentication288

scheme for trusted hardware module has been proposed by289

Brickell et al. [8]. DAA has been adopted by the Trusted290

Computing Group (TCG).291

There are multiple DAA schemes have been proposed [20],292

[21], [22], [23], [24]. In this paper, we adopt Enhanced293

Privacy ID (EPID) scheme proposed by Brickell and Li [7],294

[25]. EPID is a scheme proposed by Intel Corporation and295

is already in use in the real world, embedded in chipsets296

such as Intel SGX. EPID is compliant with International297

Standards Organization standard ISO/IEC 20008, 20009 and298

approved by the Trusted Computing Group (TCG) as the299

recommended scheme. Intel has made EPID an open-source300

to processor manufacturers under the Apache 2 license. In301

2015, Microchip and Atmel announced that they had licensed302

the EPID technology [26], [27].303

1) SPECIFICATION OF EPID304

EPID is one of the DAA schemes which preserves anonymity305

proposed by Brickell and Li [7], [25]. There are two types306

of revocation in EPID, the secret key based revocation, and307

the signature based revocation. In the secret key based revo-308

cation, put the secret key into the secret (private) key based309

revocation listPriv-RL. In the signature based revocation, put310

the signature into the revocation list Sig-RL. The verification311

process will invalidate the signatures with the keys in the312

corresponding revocation lists in both revocation schemes.313

There are four entities in EPID: an issuer I, a revocation314

manager R, platforms1 Pi, and verifiers V . The scheme315

consists of five polynomial-time algorithms:316

5EPID =
(
Setup, Join,Sign,Com,Verify,Revoke

)
. (1)317

See Appendix A for more details.318

1In the original definition by Brickwell and Li [7], [25], platforms are the
secure hardware-based signing entities such as SGX in Intel processors. Pass
et al. [6] refers to the signing entities to produce attested signatures as ideal
functionality Gatt, and they used the term ‘platform’ for the entities who is
allowed to invoke functionalities in Gatt.

2) SECURITY DEFINITION OF EPID 319

An EPID scheme is secure if it satisfies the following three 320

requirements: correctness, anonymity, unforgeability [7], [8]. 321

The correctness requires that every signature a platform 322

generates is valid except when the platform is revoked by the 323

secret key based revocation or the signature based revocation. 324

Theorem 1 (Theorem 4 of [28]): The EPID scheme is 325

correct. 326

The EPID scheme is anonymous if the adversary can not 327

determine from the signature the secret key used to generate 328

the signature. 329

Theorem 2 (Theorem 5 of [28]): An EPID scheme is 330

anonymous in the random oracle model under the decisional 331

Diffie-Hellman assumption in G3. 332

The EPID scheme is unforgeable if the adversary can not 333

forge a valid signature with all secret keys known to the 334

adversary that has been revoked. 335

Theorem 3 (Theorem 6 of [28]): The EPID scheme is 336

unforgeable in the random oracle model under the strong 337

Diffie-Hellman assumption in (G1,G2). 338

See Appendix C for more detailed definitions and 339

Appendix B for the construction of EPID. 340

IV. PROBABILISTIC TRANSFERABLE PAYMENT SCHEMES 341

A. PROBABILISTIC TRANSFER SCHEME 342

The probabilistic transferable payment scheme [1] uses 343

the lottery-based mechanism to enable micropayments. The 344

ticket issuer creates an escrow account with the winning 345

amount and registers it on the blockchain. Then, the ticket 346

is issued based on the escrow account and distributed among 347

users. The users who receive a ticket that meets the winning 348

condition can receive the winning amount. 349

All tickets are sent and received via a tamper-proof device 350

wallet, and tickets are sent using the digital signature key in 351

the wallet. Since the tamper-proof device is used, double- 352

spending attackswould not be performed. However, in reality, 353

tamper-proof devices can be broken, and double-spending 354

attacks can be performed. Thus, Takahashi and Otsuka [1] 355

proposed two detection methods that can completely detect 356

double-spending attacks and place an upper bound on the 357

expected value of the attack when the tamper-proof devices 358

are broken. 359

We denote by σA a signature signed by A. 360

Definition 1: A lottery tickets τ consists of a four-tuple: 361(
A,B, τpre, σ

)
(2) 362

where A and B are accounts of a sender and a receiver, 363

respectively. τpre is a reference to the previous ticket or the 364

escrow account ε. σ is the EPID digital signature on τ . 365

For readability, we write a ticket τ as: 366

τ =
(
A→ B, τpre

)
X . (3) 367

Let A and B both be the receiving addresses. Also, X is 368

the signature of the sender A, which indicates the signer’s 369

identity. 370
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We define |τ | the ‘‘number of generations’’ of τ , which is371

the length of the sequence from ε to τ . For example, |τ | = n372

if there exists a sequence τ1, . . . , τn−1 such that τε ≺ τ1 ≺373

τ2 ≺ · · · ≺ τn−1 ≺ τ . We define |τ | = ∞ if no such374

sequence exists.2 To write compactly, we denote by τi the i-th375

generation of τ .376

Definition 2 (Transferred Transaction): Two tickets τi =377 (
A→ B, τpre

)
X and τi+1 =

(
A′→ B′, τ ′pre

)
X ′
are said to be378

transferred if and only if following properties satisfies:379 
Hash(τi) = τ ′pre
A = X , B = A′ = X ′

σ is valid
(4)380

Then, we write τi ≺ τi+1.381

We write τi ≺≺ τi+n if there exists a sequence of ordered382

lottery tickets τ ′1 ≺ . . . ≺ τ
′
n for n ≥ 1 and they satisfy τi ≺ τ ′1383

and τ ′n ≺ τi+n. If τ has no previous lottery tickets, the ticket384

is called a ‘‘genesis’’ ticket. For the genesis tickets τ1 tied to385

an escrow account ε, we specially denote by ε ≺ τ1 so that386

lottery tickets are simply written as:387

ε ≺ τ1 ≺ τ2 ≺ . . . ≺ τn. (5)388

Definition 3: A lottery ticket τ is said to be valid with389

respect to a blockchain C for some security parameter k if390

and only if there exists an escrow account ε and a sequence391

of transactions {τ1, . . . , τn} such that392

ε ∈ Cdk and ε ≺ τ1 ≺ . . . ≺ τn ≺ τ. (6)393

Cdk denotes the set of blocks that are k or more before the394

beginning of the blockchain. This notion is borrowed from395

Garay et al. [29].396

To specify the parameters of the transferable transaction,397

the escrow account ε further contains:398

(β, p, q, µ) (7)399

where β is the ticket winning amount, p is the probability for400

determiningwinning a ticket, q is the lottery ticket transaction401

rate of proportional fee scheme,3 and µ is a fixed value used402

to determine the winning ticket.403

We define an escrow as active when the ticket generated404

from the escrow has been distributed. Still, the ticket does405

not meet the condition for winning and is not registered in406

the blockchain.407

Definition 4 (Active Escrow): We define escrow account ε408

to be active if and only if the following conditions are met:409 {
τ is valid
ε ∈ Cdk ∧ τ /∈ Cdk

(8)410

where τ is the sequence of transactions such as411

{ε ≺ τ1 ≺ · · · ≺ τn}.412

2For practical purposes, we assume that the height of τ can only be
measured when all tickets in the sequence from τε to τ are given. Even if
such a sequence exists, the height of τ is considered to be∞ unless the entire
sequence is specifically presented.

3See Appendix D.

1) TICKET WINNING CONDITION 413

This section describes the design of the ticket winnings. 414

Definition 5: τv is said to bewin if and only if the following 415

properties satisfy: 416

win =
{
τv
∣∣ VDF (h0 + v · µ) < D, v ∈ N

}
(9) 417

where v is the number of generations of τ , h0 is the block 418

height containing the escrow account and µ is the fixed 419

number specified in the escrow account ε. 420

The probability p is calculated using a simple Verifiable 421

Delay Function (VDF) [30]. The calculation can be done after 422

a certain period of time has elapsed from when the ticket 423

is transferred according to the number of generations. For 424

example, if a ticket with h0 = 100, µ = 5 and v = 3 is 425

received, the VDF value will be known when the block height 426

of 115 is confirmed. 427

If the ticket τ ∈ win has already been sent and the owner- 428

ship has been transferred, the user with the latest ownership 429

is considered eligible and can get the winning amount β. 430

Definition 6: τv is said to be eligible if and only if the 431

following properties satisfies: 432

eligible =
{
τv
∣∣ ∃τv′ ∈ win ∧ τv′ ≺≺ τv

}
(10) 433

eligible ticket will be considered as the final winning 434

ticket. Thus, the user who has the eligible ticket can get β 435

from the escrow account ε. 436

2) PROPORTIONAL FEE SCHEME 437

Proportional Fee Scheme is a payment scheme first intro- 438

duced by Takahashi and Otsuka [1]. This scheme is where 439

each time a payer transfers a ticket; the payer bears the fee 440

based on the number of generations of the ticket. 441

Definition 7 (Proportional Fee Scheme): Let q be the lot- 442

tery ticket transaction fee rate. Suppose a payer sends a ticket 443

τi, and the payee gives goods or services worth (1 − q)iβ to 444

the sender. The fee borne by each payment is (1− q)i−1qβ. 445

This scheme has the advantage that the payment fee can 446

be smaller than the blockchain transaction fee. The aver- 447

age transaction fee for cryptocurrencies, especially Bitcoin, 448

is approximate $2 [31]. By contrast, in our transferable 449

scheme, let β = $100, p = 1
100 and q = 1

10 , the fee for a 450

$1 transfer is about 10 cents. 451

Definition 8 (Condition of Proportional Fee Scheme): In 452

transferable payment, Proportional Fee Scheme is achieved 453

if and only if the ticket’s series of transactions from ε is 454

referenceable. 455

3) DOUBLE-SPENDING ATTACKS DETECTION METHODS 456

The security design requires the adversary to have an 457

expected value obtained from the attack that exceeds the cost 458

by breaking the tamper-proof device. 459

Fork detection is a method that perfectly detects double- 460

spending attacks. Fork implies that two tickets are assumed 461

to exist, and the resulting ticket prefixes are identical except 462

for k elements from both ends of the ticket. 463
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Definition 9 (Fork of Transferred Transactions): Given two464

series of transactions initiated with the same escrow account465

τ = {ε ≺ τ1 ≺ · · · ≺ τn}, and τ̃ = {ε̃ ≺ τ̃1 ≺ · · · ≺ τ̃n′},466

the series of transactions are said to be Fork if and only if it467

satisfies: ∃k ∈ Z≥0,468 
ε = ε̃

τ dk ≺≺ τ̃ ∧ τ̃ dk ≺≺ τ

τ dk−1 6≺≺ τ̃ ∨ τ̃ dk−1 6≺≺ τ.

(11)469

Lemma 1 (Fork Detection): Given two series of transac-470

tions (τ, τ̃ ) ∈ Fork, there exists an efficient fork detection471

algorithm that outputs the double-spending transactions.472

Every time one of the Fork transactions is published on473

the blockchain, players holding the other Fork transactions474

can identify the double-spending transaction perfectly using475

the above-described procedure. The adversary’s address will476

be revealed as the common spender of the two resulting477

transactions in Lemma 1.478

The following collision detection upper-bounds the adver-479

sary’s expected utility.480

Definition 10 (Collision of Transferred Transactions): Sup-481

pose each user has multiple addresses. It is said to be a482

collision if and only if there exists a user who receives two483

transactions τ and τ̃ such that (τ, τ̃ ) ∈ Fork in any of his484

addresses.485

Further, to work the collision detection effectively,486

we assume that the ticket transaction protocol is conducted487

in the three rounds: Round 1) The adversary sends the tickets488

to an honest payee. Round 2) The payee checks received489

tickets for the collisions. If the payee finds collision, he broad-490

casts the tickets, say τ and τ̃ , in the collision (or publishes491

them on the blockchain). Round 3) If the collision is not492

detected, the payee gives products or services to the payer in493

return. However, if the collision is detected, the adversary’s494

address is rejected and will never be accepted by all honest495

users.496

Theorem 4 (Collision Detection): Let u be the number497

of users participating in the transfer scheme, where each498

user has α (≥ 2) addresses. By collision detection in the499

round-based synchronous network, the expected utility of500

double-spending attackEd is upper-bounded by the following501

inequality:502

Ed ≤
√
u
e
β. (12)503

By the fork and collision detection methods, the adversary504

can not profit under the following conditions:505 √
u
e
β < 8 (13)506

where 8 is the cost of breaking κ-tamper proof wallet.507

As an example, consider the maximum expected utility508

value Ed with u = 1, 000, 000 and β = $100. Applying the509

equation (12) produces Ed / $60, 700.510

See formal definitions and proofs in Appendix D.511

V. ANONYMOUS PAYMENT SCHEMES 512

The results in the preceding section show that the cost of 513

breaking a κ-tamper proof wallet must exceed the expected 514

utility of an adversary. In this section, we follow the formal 515

abstraction of attested execution secure processors [6] with 516

adequate tamper-resistance (whose breaking cost exceeds8). 517

All previously proposed anonymous and transferable elec- 518

tronic cash schemes [4], [5], [16], [32], [33] assume that: 519

1) the existence of central authority (bank), and 520

2) only the bank can detect double-spending. 521

Our decentralized blockchain-based transferable payment 522

scheme is described in the previous section; however, every 523

player is eligible to set up an escrow account and initi- 524

ate offline transferable payments; hence no central author- 525

ity (bank) exists. Further, our collision-detection and fork- 526

detection techniques enable every recipient of transferable 527

payments to detect double-spending and publish the evidence 528

on the blockchain. That is, every player can potentially detect 529

double-spending. Finally, to capture the anonymity in these 530

decentralized settings, we will define generalized anonymity 531

notions in the following subsections. 532

ALGORITHMS (CG08) 533

A conventional transferable e-cash system generally involves 534

two types of players: a bank B and a user U . Whereas a 535

blockchain-based transferable e-cash system has no banks, 536

a blockchain C takes the role of a bank B. C can be regarded 537

as B that holds no secret information and publishes all of its 538

views and the deposited coin list L. 539

A coin is represented by an identifier id and some values 540

π needed to prove its validity. 541

• ParamGen(1λ) is a probabilistic algorithm that outputs 542

the system’s parameters param (including the security 543

parameter λ ). We assume all functions take param as 544

their inputs unless otherwise specified. 545

Note: param may contain the genesis block of the 546

blockchain C. For schemes assuming DAA-based 547

anonymous signature schemes with tamper-proof 548

devices, ParamGen generates the DAA public key and 549

secret key pair (gpk,gsk) and param contains gpk for 550

the verification of anonymous signatures. 551

• BKeyGen(param) (resp.UKeyGen(param)) is a prob- 552

abilistic algorithm executed by B(resp. U) that outputs 553

the key pair
(
skB,pkB

)
(resp.

(
skU ,pkU

)
). 554

Remark: Blockchain-based transferable e-cash systems 555

have the blockchain C in place of the bank B, and C has 556

no secret information. Thus, BKeyGen(param) outputs 557

nothing such that
(
skB,pkB

)
= (⊥,⊥). 558

Remark: For schemes assuming DAA-based anony- 559

mous signature schemes with a tamper-proof device, 560

UKeyGen(param) invokes Join(gpk) protocol with the 561

manufacturer who holds gsk, and stores ski securely in 562

the tamper-proof device within a platform Pi. Such sys- 563

tems share the group public key gpk, and no individual 564
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public key pki for the platform Pi exists. Hence,565 (
skU ,pkU

)
= (ski,⊥).566

• Withdraw
(
B
(
skB,pkB,pkU

)
,U

(
skU ,pkU ,pkB

))
is567

an interactive protocol where U withdraws from B one568

coin. At the end, U either gets a coin C = (id, π) and569

outputs OK, or outputs ⊥. The output of B is either its570

view VW
B of the protocol (including pkU ), or ⊥.571

Remark: VW
B including pkU is published on the572

blockchain C in blockchain-based systems. The same573

amount of the coin C is funded in an address ε on the574

blockchain C, where ε is related to the public key pkU575

and spendable using the secret key skU .576

• Spend
(
Uj(id, π,pkUi ),Ui

(
skUi ,pkB

))
is an interac-577

tive protocol where Uj gives a coin to Ui. At the end,578

either Ui outputs a coin C = (idC , πC ) or ⊥, and either579

Ui saves that C is a spent coin and outputs OK, or Ui580

outputs ⊥.581

• Deposit
(
U
(
id, π, skU ,pkU ,pkB

)
,582

B
(
skB,pkB,pkU ,L

))
is an interactive protocol where583

U deposits a coin (id, π) at the bank B. If (id, π) is not584

consistent/fresh, then B outputs ⊥1. Else, if id already585

belongs to the list of spent coins L, then there is an586

entry
(
id, π ′

)
andB outputs

(
⊥2, id, π, π ′

)
. Else,B adds587

(id, π) to its list L, credits U ’s account, and returns L.588

U ′ ’s output is OK or ⊥.589

Remark: Blockchain-based transferable e-cash systems590

have the blockchain C in place of the bank B. In these591

systems, Deposit is conducted as a transfer of money592

from the address ε to the address of U if the coin (id, π)593

is consistent and the money in the address ε has never594

spent.595

Remark: In the blockchain-based transferable e-cash596

systems, L is a part of the blockchain C. If id already597

belongs to the blockchain C, or its list of spent coin L,598

then there is an entry (id, π ′) and every user U ′ who599

received (id, π) can output (⊥2, id, π, π ′). Else, (id, π)600

is published on the blockchain C and added to its list of601

spent coins L. U’s output is OK or ⊥.602

• Identify
(
id, π, π ′

)
is a deterministic algorithm executed603

by B that outputs a public key pkU and a proof 5G.604

Remark: In the blockchain-based transferable e-cash605

systems, Identify
(
id, π, π ′

)
is a deterministic algo-606

rithm executed by every user U that outputs a double-607

spender’s secret key ski since DAA-based anonymous608

signature schemes have no individual public keys pki.609

The systems with such anonymous schemes can not610

output pkU of the double spender. Therefore, in such611

systems, Identify
(
id, π, π ′

)
outputs (⊥,5G). We con-612

sider that 5G includes the double-spenders secret keys613

ski and the following VerifyGuilt((id, π),5G) deter-614

mines whether the coin (id, π) is spent by a guilty user615

or not.616

• VerifyGuilt
(
pkU or (id, π),5G

)
is a deterministic algo-617

rithm that can be executed by any players. It outputs 1 if618

5G is correct and 0 otherwise.619

Remark: In the blockchain-based transferable e-cash 620

systems, we assume 5G is published on the blockchain. 621

A. ORACLES 622

Our security games use oracles. We adopt the oracle notions 623

from [4], [5]. 624

1) GLOBAL VARIABLES 625

We store all information about users in the user list UL 626

consisting of Ui = (pki, ski,udsi) where udsi indicates 627

how many times user Ui has performed the double-spending 628

attacks. The set of supplied coins by the oracles is denoted by 629

SC, and the set of all coins owned by the oracles is denoted 630

by OC. The set of deposited coins is denoted by DC. 631

If an error occurs during the execution of the oracles, the 632

oracles output⊥. Otherwise, the call of the oracles is assumed 633

to have succeeded. 634

a: REGISTRATION AND CORRUPTION USERS 635

The adversary can instruct the creation of honest users or 636

passively observe registration. It can moreover spy on users, 637

meaning that the adversary can learn the user’s secret key. 638

Note that the spy can not be performed on the challenge users. 639

• BRegist() plays the bank side of the key generation 640

algorithm BKeyGen and interacts with the adversary. 641

If successful, it adds (pk,⊥,uds = 0) to UL. 642

Remark: Since blockchain-based transferable e-cash 643

systems have the blockchain C in place of the bank and 644

BKeyGen outputs nothing, oracle BRegist() outputs 645

nothing. 646

• URegist() plays the user side of the key generation 647

algorithm UKeyGen when the adversary controls the 648

bank. Upon successful execution, it adds (pk, sk, 0) to 649

UL. 650

Remark: In the blockchain-based transferable e-cash 651

systems, URegist() plays when the issuer I of DAA- 652

based anonymous signature schemes are controlled 653

by the adversary. Upon successful execution, it adds 654

(⊥, sk, 0) to UL. 655

• Regist() plays both parties in the BKeyGen and 656

UKeyGen algorithm and adds (pk, sk, 0) to UL. 657

Remark: Since blockchain-based transferable e-cash 658

systems have the blockchain C in place of the bank 659

and BKeyGen outputs nothing, the oracle Regist() 660

outputs nothing. 661

• Spy(i), for i ≤ |UL|, returns the user i’s secret key ski. 662

b: WITHDRAWAL ORACLES 663

The adversary can withdraw a coin from the bank or passively 664

observe a withdrawal. 665

• BWith(i) plays the bank side of Withdraw(B,Ui) algo- 666

rithm. This oracle updatesSC by addingVW
B with bit 1 to 667

flag it as a corrupted coin. 668
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Remark: Since blockchain-based transferable e-cash669

systems have the blockchain C in place of the bank,670

oracle BWith(i) outputs nothing.671

• UWith(i) plays the user side Withdraw(B,Ui) when the672

adversary controls the bank. This oracle updates OC by673

adding the value (Ui, id, π).674

Remark: Since blockchain-based transferable e-cash675

systems have the blockchain C in place of the bank,676

UWith(i) plays with Withdraw(⊥,Ui) when the adver-677

sary controls the issuer. Then, it updates OC by adding678

the value (Ui, id, π).679

• With(i) simulates Withdraw protocol execution of both680

B and user Ui, and it updatesOC as for Withdraw(B,Ui)681

and SC by adding VW
B with flag 0.682

Remark: Since blockchain-based transferable e-cash683

systems have the blockchain C in place of the bank,684

oracle With(i) outputs nothing.685

c: SPEND AND DEPOSIT ORACLES686

• Spd(j) plays the role of user Uj by spending a coin in687

OC owned by user Uj. It uses and updates the entry688

(Uj, id, π) of OC as the Spend protocol.689

• Rcv(i) makes honest user i receive a coin from the690

adversary and updates the set of OC by adding a new691

entry (Ui, id, π).692

• S&R(j, i) plays the role of both Uj and Ui and it executes693

the spending of a coin owned by Uj to user Ui. It updates694

OC by adding the value (Ui, id, π) and by flagging the695

coin as spent by Uj.696

• BDepo() lets A deposit a coin. It runs Ui in Deposit697

using the bank’s secret key skB. If successful, it adds698

the received coin to DC or runs Identify and returns699

(pk,5G)← Identify(id, π, π ′).700

Remark: Since blockchain-based transferable e-cash701

systems have the blockchain C in place of the bank,702

oracle BDepo() outputs nothing.703

• Depo(j), the honest deposit oracle, runs Deposit704

between the j-th coin owner in OC and an honest bank.705

If successful, it adds the received coin to DC or runs706

Identify and returns (pk,5G)← Identify(id, π, π ′).707

Remark: Since blockchain-based transferable e-cash708

systems have the blockchain C in place of the bank,709

Depo(i) plays the role of the user Ui during a Deposit710

algorithm.711

B. SECURITY NOTIONS712

In this section, we discuss the security properties. To achieve713

anonymity in Takahashi and Otsuka [1], we need to satisfy714

two major properties.715

The first one is Security properties (Economic prop-716

erties and Security properties). For achieving anonymity,717

we borrow the definition of Transferable E-Cash from718

Bauer et al. [5].719

The second one is Double-spending attacks Detection720

methods and Proportional Fee Scheme. In addition to721

satisfying anonymity, we outline Double-spending attacks722

FIGURE 1. Game for soundness.

Detection methods, which are the core security design of [1], 723

and organize the conditions that must be satisfied. 724

Economic properties ensure that users do not incur eco- 725

nomic losses when they participate in the system. It consists 726

of soundness, unforgeability, and exculpability. 727

We define a negligible function negl if for every positive 728

polynomial function p there exists λ0 ∈ N such that for all 729

λ > λ0 the following holds: 730

negl(λ) <
1
p(λ)

. (14) 731

1) SOUNDNESS 732

Suppose an honest user issues or accepts a ticket during a 733

transfer; he should be guaranteed that others will accept the 734

ticket. In that case, either honest users when transferring or 735

the blockchain escrow account when claiming. 736

The game is formalized in Figure 1. The adversary issues 737

a ticket or sends the received ticket τ to the user i0. If the 738

result of sending the ticket to the user i1 or claiming to the 739

blockchain is false, the adversary wins. 740

Definition 11 (Soundness): An anonymous transferable 741

scheme is sound if for all PPT adversaries A, we have 742

AdvsoundA,5 (λ) = Pr
[
ExptsoundA,5 (λ) = 1

]
< negl(λ). (15) 743

2) UNFORGEABILITY 744

Unforgeability ensures that no user can spend more than 745

the number of tickets received or issued. Unforgeability also 746

guarantees that the adversary address is accused whenever a 747

ticket is double-spending. The game is formalized in Figure 2. 748

Definition 12 (Unforgeability): An anonymous transfer- 749

able scheme is unforgeable if for all PPT adversaries A, 750

we have 751

AdvUnforg
A,5 (λ) = Pr

[
ExptUnforg

A,5 (λ) = 1
]
< negl(λ). (16) 752

3) EXCULPABILITY 753

Exculpability ensures that an honest user can not wrongly be 754

accused of double-spending. Exculpability also guarantees 755

that the adversary’s address is accused whenever a ticket is 756

double-spending. Specifically, it guarantees that the adver- 757

sary can not produce double-spending coins that can output 758
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FIGURE 2. Game for unforgeability.

FIGURE 3. Game for exculpability.

the secret key of a user who has not committed double-759

spending attacks. The game is formalized in Figure 3.760

Definition 13: An anonymous transferable scheme is761

exculpable if for all PPT adversaries A, we have762

AdvexculA,5 (λ) = Pr
[
ExptexculA,5 (λ) = 1

]
< negl(λ). (17)763

C. ANONYMITY NOTIONS764

Anonymity notion for transferable electronic cash systems765

is first defined in Okamoto and Ohta [32]. Canard and766

Gouget [4] defined the four levels of anonymity for transfer-767

able electronic cash systems:768

• Weak anonymity satisfies the property that any PPT769

adversary can not link the withdrawal and the deposit770

views. Still, the adversary may link two independent771

payments by the same user.772

• Strong anonymity satisfies the weak anonymity, and the773

adversary can not link two payments by the same user.774

Still, the adversary may recognize the coin that he has775

previously observed.776

• Full anonymity satisfies strong anonymity, and the777

adversary can not recognize any coin that is transferred778

between honest users. Still, the adversary may recognize779

the coin he has previously owned.780

FIGURE 4. Game for coin anonymity.

• Perfect anonymity satisfies full anonymity, and the 781

adversary can not decide whether a coin is the one that 782

he has previously owned or not. 783

According to the above anonymity notion, the scheme pro- 784

vided by Okamoto and Ohta [32] satisfies weak anonymity. 785

Whereas, transferable electronic cash schemes proposed 786

by Chaum et al. [33] and Canard et al. [34] satisfy strong 787

anonymity. Perfect anonymity is proved to be impossible [4]. 788

Intuitively, this proof is conducted as follows: suppose that 789

a PPT adversary received coins c0 and c1 after spending a 790

coin c such that one of the coins is related to c. Given one 791

of the coins cb for b ∈ {0, 1}, the adversary can always 792

distinguish whether cb is related to c or not just by depositing 793

c0 together with c. b = 0 if the adversary is accused of 794

double-spending, b = 1 otherwise. Thus, the best achievable 795

anonymity notions are full anonymity and restricted variants 796

of perfect anonymity. More recently, Bauer et al. [5] intro- 797

duced new notions of user anonymity, coin anonymity and 798

coin transparency. As detailed later, all of these three notions 799

are restricted variants of perfect anonymity by Canard and 800

Gauget [4]. 801

1) COIN ANONYMITY (c-an) 802

Definition 14 (Coin Anonymity): For all PPT adversaries 803

A, there exists ∃λ0 ∈ N such that for all security parameter 804

λ ≥ λ0, the protocol of VeloCash, 5VC satisfies Coin 805

anonymity if the following holds: 806

Advc-anA,5 (λ) 807

=

∣∣∣Pr [Exptc-anA,5,1(λ) = 1
]
− Pr

[
Exptc-anA,5,0(λ) = 1

]∣∣∣ 808

< negl(λ). (18) 809

2) USER ANONYMITY (u-an) 810

We describeUser anonymity game in Figure 5. The adversary 811

issues or receives a ticket and sends it to one of two user 812
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FIGURE 5. Game for user anonymity.

groups. Then, the adversary receives the ticket again, which813

has been passed through between the users, and determines814

which of two user groups it has passed through.815

Definition 15 (User Anonymity): We define User816

anonymity if the following properties satisfy: For all PPT817

adversaries A, there exists ∃λ0 ∈ N such that for all security818

parameter λ ≥ λ0,819

Advu-anA,5 (λ)820

= Pr
[
Exptu-anA,5,1(λ) = 1

]
− Pr

[
Exptu-anA,5,0(λ) = 1

]
821

< negl(λ).822

3) COIN TRANSPARENCY (c-tr)823

The experiment is specified in Figure 6. We assume824

Exptc-trA,5,b(λ) aborts when challenge coins (c0, c1) are825

double-spent. For more details, see the original definition826

in [5]. This is a strong anonymity notion, meaning that the827

user who has transferred a coin will not be able to recognize828

it if she receives it again. The adversary issues or receives two829

tickets and sends them to the two user groups, respectively.830

Then, the adversary receives one of the tickets and determines831

which group the ticket has passed through.832

Definition 16 (Coin Transparency): We define Coin trans-833

parency if the following properties satisfy: For all PPT834

adversaries A,835

Advc-trA,5 (λ)836

=

∣∣∣Pr [Exptc-trA,5,1(λ) = 1
]
− Pr

[
Exptc-trA,5,0(λ) = 1

]∣∣∣837

< negl(λ). (19)838

Definition 17 (Anonymity): For x ∈ {c-an,u-an,c-tr},839

an anonymous transferable scheme satisfies x if it satisfies840

the following equations: For all PPT adversaries A,841

Advx
A,5(λ)842

=
∣∣Pr [ExptxA,5,1(λ) = 1

]
− Pr

[
ExptxA,5,0(λ) = 1

]∣∣843

< negl(λ). (20)844

FIGURE 6. Game for Coin transparency.

Note that in this paper, we assume that the winning amount 845

β is equal for all escrow accounts ε, because if the winning 846

amount β is very high, the winning ticket may not satisfy the 847

anonymity notions. Consider the case where a ticket returns 848

to the same sender again, and the ticket is won. The user can 849

identify the ticket from the amount spent and the number of 850

times the ticket has been transferred. 851

This is a trivial assumption and is a setting to simplify 852

the conditions for achieving anonymity. In Proportional Fee 853

Scheme, there is a concern that the high winning amount 854

causes the speed of payment to be slowed down since the 855

difference between the value of the ticket and the winning 856

amount is large. For example, if the winning amount is 857

$10, 000 and the ticket value is 1 cent, it is not surprising 858

that people would wait for the winning result before using it 859

to pay. For Proportional Fee Scheme to work practically, it is 860

ideal if the winning amount is not very high, i.e., β − γ is 861

negligibly small, where γ is the blockchain transaction fee. 862

D. ATTESTED EXECUTION SECURE PROCESSORS (AESP) 863

Tamper-proof is a property of a secure processor that prevents 864

the leakage of sensitive information such as cryptographic 865

keys and other confidential information against non-invasive 866

attacks such as side-channel attacks and invasive attacks such 867

as reverse engineering. There is no known theoretical imple- 868

mentation method. In many practical cases, the hardware 869

is referred to as ‘‘tamper-proof’’ that has passed exhaustive 870

penetration tests such as FIPS 140 and AVA_VAN.5 in CC 871

certification (ISO/IEC 15408). 872

Several methods have been proposed in academic and com- 873

mercial literature to achieve tamper-proof secure processors, 874

As a de facto standard, it is often referred to as Trusted Exe- 875

cution Environment (TEE). TEE allows any program to be 876

executed in secure processors. Furthermore, TEE also has the 877

‘‘attested execution’’ function of verifying that the program’s 878

output in the device is from a legitimate tamper-proof device 879
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FIGURE 7. The algorithms of Gatt[6, reg, gpk,AE].

by signing the output with the signing key unique to the880

tamper-proof device.881

From the above, if Gatt exists, we can achieve the882

followings:883

1) Any arbitrary programs can be installed in Gatt.884

2) The installed programs are obfuscated; thus, the adver-885

sary can not obtain any information more than input886

and output.887

3) Secure channel can be achieved with the installed pro-888

grams by Diffie–Hellman key exchange protocol, etc.889

4) Outputs from the installed programs are signed by890

Gatt; thus, a verifier can verify that the output is sent891

from Gatt.892

The signatures on outputs from the internal program by893

Gatt should be anonymous. Since even though the pro-894

grams exchange encrypted data through a secure channel,895

anonymity is lost if the signer’s identity is known. Anony- 896

mous cryptographic technology that can not determine from 897

which device the signature came is called ‘‘Anonymous 898

Attestation’’. 899

Realizing anonymous attestation is achieved using a dig- 900

ital signature scheme called Direct Anonymous Attestation 901

(DAA), similar to group signatures. DAA differs from group 902

signatures in that it has strong anonymity, in that even the 903

group manager can not identify which key was used to create 904

the signature. 905

E. AESP WITH DAA 906

Pass et al. have proposed formal abstractions for attested 907

execution secure processors as Attested Execution Secure 908

Processors (AESP) [6]. 909

The structure of AESP is shown in Figure 7,8. Pass et al. 910

have proposed an ideal function Gatt that abstractly captures 911

the essence of the wide range of attested execution proces- 912

sors. The most naive abstraction of Gatt has a public key 913

and a secret key pair (gpk,msk) for signing embedded by a 914

manufacturer. By sharing the same secret keys among all Gatt, 915

no one can distinguish the issuer of the attested signatures. 916

The signature onmessagemwith the signing key is denoted 917

as 6.Signsk(idx, eid,prog,m; r). 918

Gatt has four interfaces as follows: 919

1) Initialization: 920

Generates the key pair (mpk,msk) to be used 921

for attested execution and initializes the internal 922

memory T . 923

2) Obtaining the public key: 924

Outputs the public key mpk to be used for signature 925

verification of attested execution. 926

3) Registration of program: 927

Register a program prog in Gatt and allocate unique 928

memory space mem for the program. Enclave instance 929

is a pair of (idx,prog,mem) for idx, which is the 930

session ID when prog is registered. eid is the identifier 931

of the enclave instance and is recorded in T for each 932

platform P . 933

4) Execution of program: 934

Input inp to the prog specified by eid and P , and 935

output outp. Then, sign outp with msk and output the 936

signature σ for the attestation. 937

When Gatt is executed, the output outp is always signed 938

with the embedded signing key msk. Based on the output and 939

the signature, a verifier can verify that the output is sent from 940

a secure processor Gatt. 941

F. EXTENSION OF AESP 942

We propose the following extension to the original AESP to 943

revoke malicious platforms. We assume that AESP utilizes 944

any direct anonymous attestation (DAA) schemes with Fiat- 945

Shamir proof of knowledge for NP relation. The idea is 946

the following: When a platform P receives a transaction, 947

we force P to commit to a set of one-time randomness 948
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FIGURE 8. The algorithms of progw .
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(x,com) as the destination address of the transaction. Then,949

at the time when P transfers the transaction to other950

platforms, P must issue an anonymous attested signature951

committing to the randomness (x,com). As a result, the952

double-spending platformmust issue two different signatures953

using the same randomness (x,com) so that the witness will954

reveal and registered in the revocation list.955

In the following extension, we introduce Randomness Tape956

RT inside Gatt and give installed programs to specify random-957

ness index ridi.958

1) RANDOMNESS TAPE959

A randomness tape RT is a list of random numbers with each960

entry having large enough entropy.961

RT = {rid0, rid1, · · · , ridn} (21)962

When progw calls AESP’s commitment, Gatt returns963

(x,com). Next, when progw calls signwith the same rid on964

commitment, Gatt returns the signature σ from the random965

tape value corresponding to the eid .966

2) INTERNAL SIGNATURE967

Normally, Gatt’s EPID signature is applied to the output968

outp of progw when resume(eid, inp) is called. When the969

ticket is sent, the ticket is encrypted with the shared key970

of Diffie–Hellman key exchange, and the winning ticket is971

registered in the blockchain, including the EPID signature972

on each transmission. If the signature is performed on the973

ciphertext, anonymity can not be satisfied because the winner974

will post the ciphertext and the signature on the blockchain.975

We extend Gatt to provide internal operations that allow976

progw to request EPID signing on an arbitrary message to977

Gatt. The progw requests Gatt to sign(m; rid) to obtain an978

EPID signature on m.979

First, progw creates a plain-text (addrX → addrY ) indi-980

cating the transfer from X to Y , then obtains the signature as981

follows:982

σ = 6.Signsk

(
idx, eid,progw,

(
idx, eid,progw,983

(addrX → addrY ,Hash(τpre))
)
; r
)
.984

(22)985

Then, progw encrypts the above plain-text and the signa-986

ture, and Gatt applies an EPID signature on it and sends the987

following items to the payee’s AESP.988 
τ̂=AE.EncK

(
idx, eid,progw,(

addrX → addrY ,Hash(τpre)
)
, σ

)
σ̂ =

∑
.Signsk(idx, eid,progw, τ̂ ).

989

(23)990

The plain text and the EPID signature on it that will even-991

tually appear on the blockchain will be encrypted between992

AESPs so that nobody can track the history of transmission993

from outside the AESP.994

3) COMMON ID VALUES 995

In the original definition of AESP, at the end of the process of 996

resume, a signature is performed thatmakes it verifiable that 997

the output is from AESP. The signature input value consists 998

of (idx, eid,prog,outp). 999

In VeloCash, we make the input values idx and eid be 1000

specified in a hash of the prog. 1001

When the ticket is sent, idx and eid can be seen in 1002

rich environments. In the payment protocol described later, 1003

when a ticket is won, all transaction information, including 1004

past transactions, is registered in the blockchain, including 1005

the signatures. Since the winning ticket is registered in the 1006

blockchain, including idx and eid , it does not satisfy the coin 1007

transparency of the anonymity notion. By fixing idx and eid 1008

as the hash values of prog, it makes it impossible to identify 1009

from which AESP the ticket was sent. 1010

Fixing eid means single instantiation of prog. For prog 1011

to send and receive tickets, it only needs to be able to store 1012

previously received tickets and information associated with 1013

the tickets. Since thememory corresponding to prog can store 1014

the states, single instantiation does not affect sending and 1015

receiving. 1016

G. KEY EXTRACTOR AND REVOCATION 1017

In VeloCash, we would like to have a mechanism to revoke 1018

an adversary if he performs a double-spending attack. For 1019

revocation, we use the EPID revocation function. 1020

In this paper, we do not use the EPID’s signature based 1021

revocation. From the signature based revocation, the value to 1022

be registered in the revocation list is
(
B,K (= Bf )

)
where f 1023

is the secret key. In VeloCash, the signer takes a different 1024

value for B for each signature. Therefore, the signature based 1025

revocation list can not revoke the adversary. 1026

Instead, we adopt the secret key based revocation. Once 1027

the adversary performs a double-spending attack, we make 1028

the secret key f extractable and put the f into the secret key 1029

revocation list. 1030

We define Key Extractor, which is an extractor for extract- 1031

ing secret keys in non-interactive zero-knowledge proof using 1032

Fiat-Shamir heuristic [35], [36]. To construct the definition, 1033

we borrow the notion from Fischlin [37]. 1034

Definition 18 (Key Extractor): Suppose a Fiat-Shamir 1035

proof of knowledge for NP relation Rλ is a pair of probabilis- 1036

tic polynomial-time algorithms (P,V ) with special sound- 1037

ness [37]. Then, there exists a probabilistic polynomial-time 1038

algorithm KeyExtractor which holds (x, ω′) ∈ Rλ, for any 1039

security parameter λ satisfies the following: 1040

∀(x, ω) ∈ Rλ and
∀(x,com,ch,resp), (x,com,ch′,resp′)
s.t.V(x,com,ch,resp)

= V(x,com,ch′,resp′) = 1
with ch 6= ch′

ω′← KeyExtractor((x,com,ch,resp),
(x,com,ch′,resp′))

(24) 1041
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where com is a commitment, ch is a challenge, and resp is1042

a response.1043

Lemma 2: EPID signature has the Key Extractor defined1044

in Definition 18.1045

Proof: EPID signature has a form σ = (B,K ,T , c, sx , sf ,1046

sa, sb). Set the corresponding parameters in the Definition 181047

as1048

(x,com,ch,resp)1049

= ({B,K ,T }, {R1,R2}, c, {sx , sf , sa, sb}) (25)1050

where1051

R1 = Brf1052

R2 = e (T , g2)−rx · e (h1, g2)rf1053

· e (h2, g2)rb · e (h2, ω)ra (26)1054

and rx , rf , ra, rb are random parameters. Then, given two1055

valid signatures σ = (B,K ,T , c, sx , sf , sa, sb), σ ′ =1056

(B,K ,T , c′, s′x , s
′
f , s
′
a, s
′
b) on the same x = {B,K ,T } and the1057

commitment com = {R1,R2} where1058

R1 = Brf = Bsf K−c = Bs
′
f K−c

′

1059

R2 = e (T , g2)−rx · e (h1, g2)rf · e (h2, g2)rb · e (h2, ω)ra1060

= e (T , g2)−sx · e (h1, g2)sf · e (h2, g2)sb · e (h2, ω)sa1061

· (e (g1, g2) /e(T , ω))c1062

= e (T , g2)−s
′
x · e (h1, g2)

s′f · e (h2, g2)s
′
b · e (h2, ω)s

′
a1063

· (e (g1, g2) /e(T , ω))c
′

1064

with c 6= c′, which realizes the NIZKP of the witness1065

(x, f , a, b) by the Fiat-Shamir proof of knowledge for NP1066

relation Rλ as follows:1067 
sx = rx + c · x, s′x = rx + c′ · x
sf = rf + c · f , s′f = rf + c′ · f
sa = ra + c · a, s′a = ra + c′ · a
sb = rb + c · b, s′b = rb + c′ · b

(27)1068

By solving the above equations, the witness (x, f , a, b) is1069

extracted as follows:1070

KeyExtractor(σ, σ ′)→ (x, f , a, b)1071

=

(
sx − s′x
c− c′

,
sf − s′f
c− c′

,
sa − s′a
c− c′

,
sb − s′b
c− c′

)
. (28)1072

�1073

Further, we construct our scheme based on the EPID signa-1074

ture as a representative of DAA signature schemes. However,1075

the only DAA schemes that have the KeyExtractor are appli-1076

cable to our schemes.1077

Theorem 5: Given two series of Fork transactions with1078

EPID signatures, then the double-spender’s secret key can be1079

extractable perfectly.1080

Proof: Given (τ, τ̃ ) ∈ Fork, fork detection outputs the1081

double-spending tickets (τ ′, τ̃ ′). By inputting τ ′ and τ̃ ′ into1082

KeyExtractor, honest users can output the double-spender’s 1083

secret key f . 1084

KeyExtractor(τ ′, τ̃ ′)→ f . (29) 1085

� 1086

H. CONSTRUCTION 1087

This section introduces the protocol 5VC of VeloCash. The 1088

general framework of the protocol is the same as Taka- 1089

hashi and Otsuka [1]; however, it includes a mechanism to 1090

anonymise the sending and receiving of tickets. 1091

The protocol 5VC consists of three phases: 1) Escrow 1092

Setup, 2) Payment with Lottery Ticket, and 3) TicketWinning 1093

and Publication. 1094

1) SETTING 1095

The EPID’s secret key based revocation list Priv-RL and 1096

signature based revocation list Sig-RL referenced among all 1097

user’s AEPS shall be distributed in a blockchain and globally 1098

referenceable. 1099

In the construction section, we have omitted the verifica- 1100

tion method of blockchain data performed by AESP. In each 1101

phase, AESP must efficiently verify that the escrow is actu- 1102

ally registered in the blockchain and that there are no winners 1103

already by referring to the blockchain data provided by the 1104

wallet owner. 1105

To achieve the verification, we can use the notion of Proof 1106

of Publication for PoW blockchains from [38], [39], which 1107

allows AESP to verify that a blockchain transaction is valid 1108

from the blockchain fragment received from the wallet owner. 1109

In summary, it is an extension of standard transaction 1110

confirmation of the Proof-of-Work blockchain. More specif- 1111

ically, an AESP receives n blocks n-T = {Bi, · · · ,Bi+n} and 1112

evaluates whether the time to produce the blocks is less than 1113

the specified security parameter, as follows: 1114

|ti − ti+n| ≤ n · δ (30) 1115

where ti and ti+n are time stamps extracted from blocks Bi 1116

and Bi+n respectively, and δ is a security parameter. 1117

2) ParamGen(1λ) 1118

In our construction, we assume EPID as a DAA 1119

signature scheme with Fiat-Shamir proof of knowl- 1120

edge for NP relation. EPID consists of the five algo- 1121

rithms {Setup, Join,Sign,Verify,Revoke} as described in 1122

Appendix C. First, Issuer I invokes an EPID Setup protocol 1123

and generates a pair of group public/secret keys (gpk,gsk) 1124

as follows: 1125

(gpk,gsk)← Setup(1λ) 1126

where gpk = (p,G1,G2,G3, g1, g2, g3, h1, h2,w = gγ2 ) and 1127

gsk = γ . G1,G2,G3 are groups of order p. g1, h1, h2 ∈ G1, 1128

g2 ∈ G2, and g3 ∈ G3. It outputs param = {gpk}. 1129

93714 VOLUME 10, 2022



T. Takahashi et al.: VeloCash: Anonymous Decentralized Probabilistic Micropayments With Transferability

3) BKeyGen(param)1130

As described earlier, blockchain-based transferable e-cash1131

systems have the blockchain C in place of the bank B, and C1132

has no secret information. Thus, BKeyGen(param) outputs1133

nothing such that
(
skB,pkB

)
= (⊥,⊥).1134

4) UKeyGen(param)1135

Let Pi be the platform to perform UKeyGen and param =1136

{gpk}. Note that every Pi is equipped with Attested Exe-1137

cution Secure Processor denoted by Gatti[EPID, reg =1138

{Pi},gpk,AE] whereAE is any symmetric-key authenticated1139

encryption algorithm. First, Pi initializes Gatti by invoking1140

Gatti.initialize() that invokes EPID Join(gpk) protocol1141

with I.1142

ski = ((A, x, y), f )1143

where (A, x, y) is a BBS+ signature on f . More concretely,1144

let p be the group order of G1.1145

A = (g1Th
y′′

2 )
1

x+γ1146

x ← Zp1147

y = y′ + y′′ mod p1148

where y′← Zp is randomly chosen by Pi and T = hf1 · h
y′

2 is1149

sent to I. y′′ ← Zp is randomly chosen by I and the above1150

(A, x, y) is the BBS+ signature on f .1151

Next, Pi installs a program progw to Gatti. Pi ran-1152

domly choose a session id sid ∈ Z and sends a mes-1153

sage install(sid,progw) to Gatti and obtains eid from1154

Gatti. Then, Pi initializes progw by sending a message1155

resume(eid, ‘‘initialize’’) to Gatti.1156

It outputs (ski,⊥) as (ski,pki).1157

5) Withdraw
(
B
(
skB, pkB, pki

)
,U

(
ski , pki , pkB

))
1158

We only take param = {gpk}, ski as inputs and neglect1159

(skB,pkB,pki) and treat them as (⊥,⊥,⊥). First, Pi obtains1160

an address ε from Gatti. First, progw randomly chooses rid to1161

tell Gatti to use the randomness on the RandomTape specified1162

by rid .1163

(x,com) = Gatt.commitment(rid)1164

addr = Hash(x,com)1165

The address of escrow account ε = addr. The message flow1166

of the above process is complex. See Figure 9 for actual1167

operations between Gatt and progw.1168

Next, Pi creates a transaction (X → ε, β; (p, q, µ)) and1169

publish it to the blockchain C to send winning amount to1170

the escrow account ε, where X is a normal crypto address1171

controlled by the user i, p, q, µ are the parameters for the1172

probabilistic transferable payments. That is, p is the lottery1173

ticket winning probability, q is the ticket transaction fee rate,1174

µ is the fixed number used to specify the block height to1175

calculate VDF.1176

It outputs (ε,⊥) as a ticket (id, π).1177

6) Spend
(
Uj (id, π, pkUi

),Ui
(
skUi , pkB

))
1178

We only take id, π, skUi as inputs, and neglect pkUi ,pkB 1179

and treat them as (⊥,⊥). First, to establish a secure 1180

channel, Uj randomly choose sid and a, and sends ga 1181

and the attested signature σj to Ui by sending a message 1182

resume(sid, eid, ‘‘init keyex’’) to Gattj. Ui generates 1183

his temporary receiving address addri from the random- 1184

ness identifier rid and randomly choose b, and encrypts it 1185

with the shared secret key K
(
= (ga)b

)
and obtains âddri, 1186

and sends âddri and gb to Pj by sending a message 1187

resume(eid, (‘‘get addr’’, sid, ga, σj)) to Gattj. 1188

(x,com) = Gatt.commitment(rid) 1189

addr = Hash(x,com) 1190

âddr = AE.EncK(addr) 1191

Next, progw of Pj creates a transaction and calls 1192

Gattj.sign(τn+1; rid) and obtains the signature σj on 1193

(sid, eid,progw, τn+1). The transaction consists as follows: 1194

τn+1 =
(
addrj→ addri,Hash(τn), σUj

)
1195

such that 1196

ε ≺ τ1 ≺ . . . ≺ τn ≺ τn+1. 1197

Note that the rid specified here must be the same rid 1198

used to output the receiving address when receiving the 1199

ticket. Pj sends the encrypted address âddrj returned from 1200

resume(eid, (‘‘get addr’’, sid, ga, σj)) call to his Gattj 1201

when he received the ticket. Since âddr and rid are recorded 1202

within progw, the rid used when receiving the ticket can be 1203

reused when sending. 1204

After that, progw ofPj encrypts (sid, eid,progw, τn+1, σ ) 1205

with the shared secret key and obtains τ̂n+1. Finally, Pj sends 1206

τ̂n+1 with the attested signature τ̂ . 1207

It outputs 〈OK, τ̂ ∗〉 1208

The message flow of the above process is complex. See 1209

Figure 10 for actual operations between Gatt and progw. 1210

7) Deposit
(
U
(
id, π, skU , pkU , pkB

)
,B

(
skB, pkB, pkU ,L

))
1211

We only take id, π, skU as inputs, and neglect pkU , skB,pkB 1212

and treat them as (⊥,⊥). P send his crypto address pk to 1213

receive the winning money and the ticket receiving address 1214

âddr by sending a message 1215

resume(sid, eid, (‘‘check winning’’,pk, âddr)) 1216

toGatt. If the ticket satisfies the winning condition, progw cre- 1217

ates a blockchain transaction τ := (addr→ pk,Hash(τpre)) 1218

and sends it with the attested signature. 1219

It outputs 〈OK, τ̂ ∗〉 1220

The message flow of the above process is complex. See 1221

Figure 11 for actual operations between Gatt and progw. 1222
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8) Identify
(
id, π, π ′

)
1223

As described earlier, blockchain-based transferable e-cash1224

systems have the blockchain C in place of the bank B; this1225

algorithm is executed by any user U . The user receiving1226

the ticket will verify within Gatt that the ticket is a double-1227

spending one. Detection of double-spending attacks is pos-1228

sible if the winning ticket is registered in the blockchain1229

or if one user receives multiple double-spending tickets.1230

See the Definition 9 and 10. (id, π) corresponds to id =1231

Hash(x, com) and π = σ , respectively. Suppose there exists1232

double-spending tickets (id, π) and (id, π ′) such as1233

addri, (addrj→ addri, σj)1234

addri′ , (addrj→ addri′ , σ ′j )1235

where1236

σj = (B,K ,T , c, sx , sf , sa, sb),1237

σ ′j = (B′,K ′,T ′, c′, s′x , s
′
f , s
′
a, s
′
b)1238

respectively. Since EPID signature has the Key Extractor1239

from Lemma 2, the adversary’s secret key is extractable from1240

σj, σ
′
j . The extracted secret key f will be registered in the1241

secret key based revocation list Priv-RL.1242

It outputs (⊥,5G) as (⊥,Priv-RL ∪ {f }).1243

9) VerifyGuilt
(
(id, π),5G

)
1244

In blockchain-based transferable e-cash systems, this algo-1245

rithm is used to verify if a ticket is created from the secret1246

key f registered in the secret key revocation list Priv-RL. Let1247

id = (x, com) = Hash ((B,K ,T ), (R1,R2))1248

π =
(
B,K ,T , c, sx , sf , sa, sb

)
1249

and 5G = Priv-RL = {f1, f2, · · · , fn}. It outputs 1 iff1250 

R̂1 = Bsf · K−c

R̂2 = e (T , g2)−sx · e (h1, g2)sf · e (h2, g2)sb

·e (h2, ω)sa · (e(g1, g2)/e(T , ω))c

c = Hash(gpk,B,K ,T , R̂1, R̂2,m)
where m = (addrj→ addri)

∃f ′ ∈ Priv-RL,Bf
′

= K ,

(31)1251

otherwise outputs 0.1252

I. TICKET TRANSFER OVERVIEW1253

The actual operations of the algorithms described above are1254

processed within Gatt and progw, and the flow can be com-1255

plex. The following describes the operations between the1256

wallet owner (described as Wallet) and Gatt and progw for1257

setting up the escrow, making the payment, and processing1258

the winning ticket.1259

Step 1: The ticket issuer issues a smart contract escrow1260

account ε and confirms that ε has been registered in the1261

blockchain. Step 2: The payee sends the ticket τ to a payee.1262

The payee verifies that the ticket came from a legitimate1263

wallet and that the escrow account ε is registered correctly in1264

the blockchain. If there is no problem, the payee receives the 1265

ticket and returns the service or product to the payer. Then, the 1266

payee signs the ticket with his wallet and sends it to another 1267

user. Step 3: If the ticket received meets the requirements for 1268

lottery winning, The ticket owner can use the ticket to send 1269

the winning amount to their address. 1270

1) ESCROW SETUP 1271

Figure 9 shows the flow diagram. This process is part of 1272

Withdraw. It executes a deposit transaction τl on the output 1273

ε and registers τl to the blockchain network B. The issuer’s 1274

wallet WX requests an escrow account ε from Gatt. After 1275

the wallet obtains ε from Gatt, WX creates a transaction τl 1276

that transfer the winning amount β to ε and sends it to the 1277

blockchain network. 1278

2) PAYMENT WITH LOTTERY TICKET 1279

Figure 10 shows the flow diagram which shows sending a 1280

ticket from X to Y . Suppose that the X ’s wallet has a ticket τn 1281

and generates τn+1 or generates τ1 from the escrow account ε. 1282

First, the sender X ’s wallet WX resumes ‘‘init keyex’’ 1283

to perform Diffie-Hellman key exchange with the payer Y , 1284

and requests invoice to Y ’s wallet WY . Gatt in WY generates 1285

the receiving address and encrypts it with the DH shared 1286

secret key, then sends it toWX . 1287

Second, WX processes ticket transfers to the address sent 1288

by WY . WX passes to Gatt the address received from WY and 1289

the encrypted address âddrX used to receive the ticket or 1290

create an escrow account in the past. 1291

3) TICKET WINNING AND REVOCATION 1292

When the ticket satisfies the winning condition, the ticket 1293

owner sends the winning ticket to the blockchain network. 1294

See Figure 11. 1295

The ticket owner sends his address pkY and the encrypted 1296

address used to receive the ticket to Gatt. Inside Gatt, Gatt 1297

creates and returns the transaction to transfer to the address 1298

sent by the ticket owner. Then, the ticket owner receives the 1299

transaction and sends it to the blockchain network. 1300

If the winning ticket is a double-spending one, the adver- 1301

sary’s secret key is extracted by Fork and collision detection. 1302

VI. SECURITY ANALYSIS 1303

In this section, we analyze whether VeloCash satisfies eco- 1304

nomic and anonymity properties. 1305

Finally, we analyze whether the proportional fee scheme 1306

and double-spending attacks detection methods, a require- 1307

ment of the transferable micropayment scheme, can be 1308

achieved even if the anonymity is preserved. 1309

We construct the theorems under the following assump- 1310

tions. First, we assume that the tamper-proof hardware wallet 1311

and the collision-resistant hash function exist. 1312

Assumption 1: κ-tamper proof hardware defined in Defi- 1313

nition 23 exists. 1314
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FIGURE 9. Escrow Setup.

Assumption 2: For all PPT adversaries A there is a neg-1315

ligible function negl, collision resistant hash function Hash1316

exists that satisfies the following inequality:1317

Pr
[
Hash(x) = Hash(x ′)

]
< negl(n) (32)1318

where ∀n ∈ N>0, x, x ′ ∈ {0, 1}|n| and x 6= x ′.1319

Next, we describe the assumptions for ensuring EPID’s1320

anonymity and unforgeability.1321

Assumption 3: The q-SDH problem and the Decisional1322

Diffie-Hellman (DDH) problem are hard.1323

We assume that the blockchain network is agreed upon1324

among honest users to simplify the proof.1325

Assumption 4: A blockchain network is agreed upon by1326

honest users with a public parameter k satisfying the three1327

properties the common prefix property, the chain qual-1328

ity property and the common-prefix property proposed by1329

Garay et al. [29].1330

A. ECONOMIC PROPERTIES1331

In this section, we verify that the protocol of VeloCash,5VC1332

satisfies the economic properties.1333

Theorem 6 (Soundness): The protocol of VeloCash, 5VC1334

is sound. More formally, for all PPT adversaries A, there1335

exists ∃λ0 ∈ N such that for all security parameters λ ≥ λ0,1336

5VC satisfies the following inequality:1337

Asound
A,5VC

(λ) = Pr
[
ExptsoundA,5VC

(λ) = 1
]
< negl(λ). (33)1338

Proof: Suppose there exists an AESP A1 of wallet1339

W1 and another AESP A2 of wallet W2, and both of them1340

are honest. The adversary wins if A1 receives a ticket from1341

the adversary and spends it on A2, and A2 refuses. Due to1342

the tamper-proof assumption, the adversary can not break his1343

tamper-proof wallet and can not perform double-spending1344

attacks. Thus, to win the game, the adversary has to forge1345

the EPID secret key and creates a ticket with a valid EPID 1346

signature. However, since the probability of forging an EPID 1347

signature is negligible small from the EPID’s unforgeability 1348

in the Theorem 3, A1 refuses to receive it. � 1349

If the adversary can break his tamper-proof wallet, the 1350

adversary will perform double-spending attacks. Suppose the 1351

adversary performs double-spending attacks on A1 and other 1352

users, and the attack is detected. In that case, this must 1353

be a case where the adversary’s secret key is registered in 1354

Priv-RL, and A2 refuses payment from A1. Soundness is 1355

broken if skA /∈ Priv-RL when A1 receives the ticket from 1356

A, but skA ∈ Priv-RL when A2 received the ticket from A1. 1357

However, for an adversary to gain sufficient economic benefit 1358

from a double-spending attack, a large number of double- 1359

spending would be required. From Theorem 4, there exists 1360

an upper bound on the expected utility of the attack. For 1361

users who receive double-spending tickets, it is possible to 1362

compensate for the loss by setting an appropriate issuance. 1363

See the details in [1]. 1364

The temporal collapse of soundness is a universal issue 1365

that also exists in E-Cash due to the timing gap between the 1366

execution of the attack and disabling the adversary. 1367

Theorem 7 (Unforgeability): The protocol of VeloCash, 1368

5VC is unforgeable. More formally, for all PPT adversaries 1369

A, there exists ∃λ0 ∈ N such that for all security parameters 1370

λ ≥ λ0, 5VC satisfies the following inequality: 1371

AUnforg
A,5VC

(λ) = Pr
[
ExptUnforg

A,5VC
(λ) = 1

]
< negl(λ). (34) 1372

Proof: The adversary wins the unforgeability game 1373

ExptUnforg
A,5 (λ) if he succeeds in creating a new valid ticket 1374

(id, π) which is not included in the supplied coin list SC 1375

or to create multiple proofs π, π ′ for the same ticket id, id, 1376

which is included in SC, to get (id, π, π ′) but never identified 1377
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FIGURE 10. Anonymous Payment with Lottery Tickets (Payment from X to Y ).

as a double-spender by the Identify(id, π, π ′) algorithm.1378

The former case corresponds to the existential unforgeability1379

property of EPID in VeloCash 5VC. We focus on the latter 1380

case, which is further divided into three cases: 1381
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FIGURE 11. Ticket redemption.

Case 1: Identify(id, π, π ′) =⊥1382

This is the case that the adversary’s secret key is not1383

extractable from the double-spending tickets.1384

Suppose there exists1385 {
(x,com,ch,resp)
(x,com,ch′,resp′)

(35)1386

such that1387

V(x,com,ch,resp) = V(x,com,ch′,resp′)1388

= 1. (36)1389

Since KeyExtractor algorithm in VeloCash compute the1390

secret key f by the following equation:1391

f =
sf − s′f
c− c′

. (37)1392

The probability thatKeyExtractor can not output the secret1393

key f is equal to the probability of being ch = ch′ in1394

(x,com,ch,resp) and (x,com,ch′,resp′). In order to1395

be verified correctly, the two challenges ch,ch′ have to be1396

computed, that is, c and c′ in the EPID signatures have to be1397

computed by the following equations:1398

c = Hash
(
gpk,B,K ,T ,R1,R2,1399

(addrj→ addri,Hash(τpre))
)

1400

c′ = Hash
(
gpk,B,K ,T ,R1,R2, 1401

(addrj→ addri′ ,Hash(τpre))
)
. (38) 1402

The probability of c = c′ is upper bounded by the following 1403

inequality: 1404

Pr
[
c = c′

]
+ Pr

[
addri = addri′

]
< negl(λ) (39) 1405

by the collision resistant property Hash functions. Note that 1406

addri and addri′ are hash of randomly generated commit- 1407

ments (in the form of (x,com)) of honest recipients. 1408

Case 2: (⊥,5G)← Identify(id, π, π ′) ∧ 1409

VerifyGuilt((id, π),5G) = 0∧VerifyGuilt((id, π ′),5G) = 0 1410

This case does not happen unlessB = 1. Even if the adversary 1411

make id = (x,com) = ((B,K ,T ), (R1,R2)) with B = 1, this 1412

case is eliminated by the construction of VeloCash since the 1413

honest receiver does not accept the ticket as Verify algorithm 1414

fails by Equation (73). 1415

Case 3: Identify(id, π, π ′) = (⊥,5G 3 sk) ∧ sk /∈ UL 1416

This must be the case that the adversary succeeded in forg- 1417

ing the EPID secret key f . Since the EPID’s unforgeability 1418

property, the probability of succeeding is negligibly small in 1419

the security parameter λ. 1420

Next, consider the case where the different 1421

sk′A (= f ′) is extracted in Equation (36), that is, the 1422
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same two com (= (R1,R2)) are created with different secret1423

key f . �1424

The following lemma states that, once VerifyGuilt1425

outputs 1 on input one of the signature (idi, πi) with 5G for1426

some honest user i, then it outputs 1 for the other signatures1427

(id∗i , π
∗
i ) with 5G of the same user i.1428

Lemma 3: Let 5G = Priv-RL. Let (idi, πi) be the signa-1429

tures of a user i. Then, for all honest user i ∈ UL and for all1430

signature (id∗i , π
∗
i ) generated by i, the following holds:1431

VerifyGuilt((idi, πi),5G) = 11432

⇒ VerifyGuilt((id∗i , π
∗
i ),5G) = 1 (40)1433

Proof: Given the condition of the lemma, the signature1434

(idi, πi) is signed by an honest user i, hence correct. From the1435

given condition VerifyGuilt((idi, πi),5G) = 1, we see that1436

c = Hash(gpk,B,K ,T , R̂1, R̂2,m) in Equation (31) always1437

holds. Therefore, we focus on whether the last condition in1438

Equation (31) holds. Let f be a part of the secret key of the1439

user iwhich is used in signing the two signatures (idi, πi) and1440

(id∗i , π
∗
i ). We consider the following two cases:1441

Case 1: f ∈ 5G(= Priv-RL)1442

VerifyGuilt((id∗i , π
∗
i ),5G) = 1 always holds.1443

Case 2: f /∈ 5G(= Priv-RL)1444

This must be the case that B,K and B∗,K∗ in σ and σ ∗1445

respectively holds the relation Bf = K and B∗f = K∗ for the1446

honest user’s secret key f /∈ 5G, But, in order to satisfy the1447

condition in Equation (40), there must exist some f ′ ∈ 5G1448

different form f 6= f ′ satisfying Bf
′

= K .1449

Recall that B 6= 1 is randomly chosen generator in G3 of1450

prime order p. Therefore,1451

Bf = K and Bf
′

= K ⇒ f = f ′. (41)1452

This contradicts the assumption. Hence, the lemma. �1453

Theorem 8 (Exculpability): The protocol of VeloCash,1454

5VC is exculpable. More formally, for all PPT adversaries1455

A, there exists ∃λ0 ∈ N such that for all security parameters1456

λ ≥ λ0, 5VC satisfies the following inequality:1457

AdvexculA,5 (λ) = Pr
[
ExptexculA,5 (λ) = 1

]
< negl(λ). (42)1458

Proof (sketch):Assume that there exists a PPT adversary1459

Aex that can win the exculpability game and can output1460

(id, π,5G) such that VerifyGuilt((id, π),5G) = 1. We show1461

that A can win the EPID’s anonymity game by using Aex;1462

however, this contradicts the anonymity property of EPID1463

stated in Theorem 2. Therefore, there is no Aex that wins the1464

exculpability game. See the detailed proof in Appendix E. �1465

B. ANONYMITY PROPERTIES1466

In this section, we verify that the protocol of VeloCash,5VC1467

satisfies the anonymity properties.1468

Assumption 5 (INT-CTXT and IND-CPA): The symmetric-1469

key authenticated encryption scheme AE consists of three1470

algorithms (Gen,Enc,Dec)where key generation algorithm1471

Gen, encryption algorithm Enc, and decryption algorithm1472

Dec. AE is INT-CTXT and IND-CPA secure, for all PPT1473

adversaries A there exists a negligible function negl such 1474

that: 1475

AdvINT-CTXT
A,AE (λ) 1476

= Pr
[
ExptINT-CTXT

A,AE (λ) = 1
]
< negl(λ) 1477

AdvIND-CPA
A,AE (λ) 1478

= Pr
[
ExptIND-CPA

A,AE (λ) = 1
]
< negl(λ) (43) 1479

where ExptINT-CTXT
A,AE (λ) and ExptIND-CPA

A,AE (λ) corresponds 1480

to INT-CTXTASE and IND-CPAASE in Bellare et al. [40], 1481

respectively. 1482

From Assumption 5 and Bellare et al. [40], we see that the 1483

symmetric-key authenticated encryption scheme AE satisfies 1484

IND-CCA secure. 1485

Theorem 9 (IND-CCA): From Theorem 3.1 of [40], 1486

symmetric-key authenticated encryption scheme AE is IND- 1487

CCA secure, if for all PPT adversaries A there exists a 1488

negligible function negl such that: 1489

AdvIND-CCA
A,AE (λ) 1490

≤ 2 · AdvINT-CTXT
A,AE (λ)+AdvIND-CPA

A,AE (λ)<negl(λ) (44) 1491

where the probability is taken over all randomness used in the 1492

experiment. 1493

Theorem 10 (Coin Anonymity (c-an)): For any ε0 > 0, 1494

the protocol of VeloCash, 5VC satisfies coin anonymity if 1495

k0 <
ε0
2p − 1 where k0 is the number of challenge users per 1496

group and p is the winning probability. More formally, for 1497

all PPT adversaries A, there exists ∃λ0 ∈ N such that for 1498

all security parameters λ ≥ λ0, 5VC satisfies the following 1499

inequality: 1500

Advc-anA,5 (λ) 1501

=

∣∣∣Pr [Exptc-anA,5,1(λ) = 1
]
− Pr

[
Exptc-anA,5,0(λ) = 1

]∣∣∣ 1502

< negl(λ). (45) 1503

Proof: Consider the case where k0 = 0, that is, the case 1504

of a single challenge user. The adversary issues and spend the 1505

tickets such that 1506

τ̂
(0)
0 =

(
AE.EncK(0)

0

(
ε(0)→ i(0)0 , σ

(0)
A

)
, σ̂

(0)
A

)
, 1507

τ̂
(1)
0 =

(
AE.EncK(1)

0

(
ε(1)→ i(1)0 , σ

(1)
A

)
, σ̂

(1)
A

)
(46) 1508

where σ (·)
A is the adversary’s EPID signature on the message 1509

ε(·) → i(·)0 and σ̂ (·)
A is the adversary’s EPID signature on the 1510

ciphertext AE.EncK(·)
0
(·, ·). 1511

Then, the challenge users i(0)0 and i(1)0 return the adversary 1512

the following tickets: 1513

τ̂
(0)
1 =

(
AE.EncK(0)

1

((
ε(0)→ i(0)0 , σA

)
, 1514(

i(0)0 → A, σi(0)0

))
, σ̂i(0)0

)
, 1515

τ̂
(1)
1 =

(
AE.EncK(1)

1

((
ε(1)→ i(1)0 , σA

)
, 1516
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(
i(1)0 → A, σi(1)0

))
, σ̂i(1)0

)
. (47)1517

The adversary can infer two partial messages as follows:1518 {
m0 : (ε(0)→ i(0)0 , ·), (i

(0)
0 → A, ·)

m1 : (ε(1)→ i(1)0 , ·), (i
(1)
0 → A, ·)

(48)1519

such that whose signature parts are hidden from the adversary.1520

It is easy to see that the adversary who wins the IND-CCA1521

game with such partially hidden messages can always win1522

the standard full message IND-CCA game. Thus, given the1523

anonymity property of EPID signatures, we can reduce the1524

IND-CCA game of AE to the coin anonymity game.1525

The above argument holds regardless of the number of1526

challenge users k0 ≥ 1. This concludes the proof. �1527

1) OPEN PROBLEM OF COIN ANONYMITY (c-an)1528

If one of the challenge users wins and the ticket is registered1529

in the blockchain, that is when k0 ≥
σ0
2p − 1, the adversary1530

can win the game in the coin anonymity game. Since the1531

adversary issued and know the escrow account, he can see1532

the challenge user group from the plain-text winning ticket1533

output by progw registered in the blockchain. The reason for1534

this is that the blockchain does not preserve anonymity. Thus,1535

using a blockchain with anonymity, such as Confidential1536

Transaction or ZeroCash [41] may solve the problem.1537

Theorem 11 (User Anonymity (u-an)): The protocol of1538

VeloCash,5VC satisfies user anonymity. More formally, for1539

all PPT adversaries A, there exists ∃λ0 ∈ N such that for1540

all security parameters λ ≥ λ0, 5VC satisfies the following1541

inequality:1542

Advu-anA,5 (λ)1543

=

∣∣∣Pr [Exptu-anA,5,1(λ) = 1
]
− Pr

[
Exptu-anA,5,0(λ) = 1

]∣∣∣1544

< negl(λ).1545

Proof: Consider the case where k0 = 0, that is, the case1546

of a single challenge user. The adversary issues and spend the1547

ticket such that1548

τ̂
(b)
0 =

(
AE.EncK0

(
ε → i(b)0 , σA

)
, σ̂A

)
(49)1549

where b ∈ {0, 1}. Then, the challenge user returns the follow-1550

ing tickets to the adversary.1551

τ̂
(b)
1 =

(
AE.EncK1

((
ε → i(b)0 , σA

)
,1552 (

i(b)0 → A, σi(b)0

))
, σ̂i(b)0

)
. (50)1553

The adversary can infer two partial messages as follows:1554 {
m0 : (ε(0)→ i(0)0 , ·), (i

(0)
0 → A, ·)

m1 : (ε(1)→ i(1)0 , ·), (i
(1)
0 → A, ·)

(51)1555

such that whose signature parts are hidden from the adversary.1556

Similar to the coin anonymity game, it is easy to see that the1557

adversary who wins the IND-CCA game with such partially1558

hidden messages can always win the standard full message 1559

IND-CCA game. Thus, given the anonymity property of the 1560

EPID signature, we can reduce IND-CCA of AE to the user 1561

anonymity game. The above argument holds regardless of 1562

the number of challenge users k0 ≥ 1. This concludes the 1563

proof. � 1564

Theorem 12 (Coin Transparency (c-tr)): The protocol of 1565

VeloCash, 5VC satisfies coin transparency. More formally, 1566

for all PPT adversaries A, there exists ∃λ0 ∈ N such that for 1567

all security parameters λ ≥ λ0, 5VC satisfies the following 1568

inequality: 1569

Advc-trA,5 (λ) 1570

=

∣∣∣Pr [Exptc-trA,5,1(λ) = 1
]
− Pr

[
Exptc-trA,5,0(λ) = 1

]∣∣∣ 1571

< negl(λ). (52) 1572

Proof: The adversary receives the tickets as follows: 1573

τ̂ (0)n =

(
AE.EncKn−1

((
ε(0)→ i(0)1 , σi(0)0

)
, 1574(

i(0)1 → i(0)2 , σi(0)1

)
, · · · , 1575(

i(0)n−1→ A, σi(0)n−1

))
, σ̂i(0)n−1

)
, 1576

τ̂ (1)n =

(
AE.EncKn−1

((
ε(1)→ i(1)1 , σi(1)0

)
, 1577(

i(1)1 → i(1)2 , σi(1)1

)
, · · · , 1578(

i(1)n−1→ A, σi(1)n−1

))
, σ̂i(1)n−1

)
. (53) 1579

Next, the adversary sends to user i(0)n+1 and i
(0)
n+1 the following 1580

tickets respectively. 1581

τ̂ (0)n =

(
AE.EncKn

((
ε(0)→ i(0)1 , σi(0)0

)
, 1582(

i(0)1 → i(0)2 , σi(0)1

)
, · · · , 1583(

i(0)n−1→ A, σi(0)n−1

)
, 1584(

A→ i(0)n+1, σA
))
, σ̂A

)
, 1585

τ̂ (1)n =

(
AE.EncKn

((
ε(1)→ i(1)1 , σi(1)0

)
, 1586(

i(1)1 → i(1)2 , σi(1)1

)
, · · · , 1587(

i(1)n−1→ A, σi(1)n−1

)
, 1588(

A→ i(1)n+1, σA
))
, σ̂A

)
. (54) 1589

Then, the challenge user returns the following ticket to the 1590

adversary. 1591

τ̂
(b)
n+k0+1

1592

=

(
AE.EncKn+k0

((
ε(b)→ i(b)1 , σi(b)0

)
, 1593
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(
i(b)1 → i(b)2 , σi(b)1

)
, · · · ,1594 (

i(b)n−1→ A, σi(b)n−1

)
,1595 (

A→ i(b)n+1, σA
)
, · · · ,1596 (

i(b)n+k0 → A, σi(b)n+k0

))
, σ̂i(b)n+k0

)
(55)1597

where b ∈ {0, 1}. For the adversary, the n transactions until1598

the adversary receives and signature parts of the returned1599

ticket are hidden. Similar to the user anonymity and coin1600

anonymity game, it is easy to see that the adversary who wins1601

the IND-CCA game with such partially hidden messages can1602

always win the standard full message IND-CCA game. Thus,1603

given the anonymity property of the EPID signature, we can1604

reduce IND-CCA of AE to the coin transparency game. This1605

concludes the proof. �1606

Interestingly, in the coin transparency game, the adversary1607

can not win the game even if the ticket is won within the1608

challenge users. This is because the adversary does not issue1609

the tickets and does not know the escrow accounts. Hence, the1610

adversary has no clue to decide the group of challenge users1611

even from the plain-text tickets registered in the blockchain.1612

Even if the adversary breaks the tamper-proof wallet, or if1613

the winning ticket is registered in the blockchain and a series1614

of transactions become known in plain text, the plain text1615

reveals only temporary hashed values of (x, com) for each1616

transaction and an anonymous EPID signature.1617

C. DOUBLE-SPENDING ATTACKS DETECTION METHODS1618

For double-spending attacks, the attack can be detected1619

perfectly. Furthermore, the adversary can not profit unless1620

the cost of destroying the hardware exceeds the maximum1621

expected utility that he can obtain.1622

To achieve both Fork and Collision detection methods, two1623

or more tickets must be given, and the series of transactions1624

from the escrow account must be referenceable.1625

Definition 19 (Conditions of Detection Methods): Given1626

two series of transactions τ and τ̃ . Fork and Collision1627

Detection is achieved if and only if it satisfies the following1628

conditions:1629

1) By τ, τ̃ , a series of transactions from the escrow1630

account ε are referenceable.1631

2) If the attack is detected, the adversary’s secret key is1632

extracted and placed on the secret key based revocation1633

list. Thus, the adversary will not be able to transact with1634

honest users.1635

Theorem 13 (Fork and Collision Detection): Our anony-1636

mous transfer scheme achieves Fork and Collision detection1637

scheme perfectly.1638

Proof: Assume there exists forked ticket τ and τ̃ . Con-1639

sider the fork detection. Let τ be the eligible ticket and reg-1640

istered in the blockchain, and let τ̃ be the received ticket and1641

stored in the wallet’s progw. By comparing τ and τ̃ , the wallet1642

can figure out the adversary’s address from the forked point.1643

Consider the Collision detection. When the wallet receives1644

TABLE 1. A efficiency comparison between our VeloCash and
Bauer et al. [5]. The coin’s size is |cbstrap| + k|cstd| after k transfers.

τ and τ̃ , it can extract the adversary’s address by the fork 1645

detection and KeyExtractor. � 1646

Once the adversary’s address is detected from the forked 1647

point, the wallet sends τ and τ̃ to the EPID revocation man- 1648

ager R. Then, R registers the adversary’s secret key into the 1649

EPID’s secret key based revocation list Priv-RL. 1650

VII. EFFICIENCY ANALYSIS 1651

In this section, we present the size of each object in our 1652

proposed VeloCash and its comparison with Bauer et al. [5] 1653

in Table 1. 1654

The setting for cyclic groups G1,G2 and G3 and other 1655

elements are same as in Appendix C. Note that in Bauer 1656

et. [5]G1,G2 should be cyclic groups chosen that Symmetric 1657

External Diffie-Hellman assumption (SXDH) holds. On the 1658

other hand, in our VeloCash, G1,G2 should be the groups 1659

that q-Strong Diffie-Hellman (q-SDH) assumption holds, 1660

and G3 should be the group that decisional Diffie-Hellman 1661

assumption holds. 1662

Since our VeloCash is a decentralized scheme and there 1663

is no online and trusted party Bank as in [5], we still need to 1664

trust to some extent, the tamper-proof device manufacturer, 1665

which is also EPID’s group manager. Therefore, we compare 1666

skB and pkB with isk and gpk, respectively. 1667

At first glance, the ticket size (coin size) of Bauer et al. [5] 1668

appears much larger than of VeloCash. This is because 1669

VeloCash is based on the stronger assumption (but widely 1670

used in industry), such as the existence of tamper-proof 1671

devices, whereas [5] is based purely on cryptographic 1672

assumptions. 1673

VIII. CONCLUSION 1674

In this paper, we have proposed VeloCash, transferable 1675

decentralized probabilistic micropayments which preserve 1676

anonymity. For the construction of VeloCash, we utilized a 1677

tamper-proof wallet consisting of AESP. To achieve double- 1678

spending attack detection and preserve anonymity, we add 1679

extensions to AESP that allow for randomness tape and 1680

requesting EPID signatures from prog to Gatt. 1681

As discussed in Section VI, VeloCash satisfies the u-an 1682

property only for the bounded number of challenge users. 1683

This pitfall stems from the fact that blockchain accounts 1684

are not blinded. Constructing probabilistic anonymous 1685
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micropayments with transferability that satisfies the1686

anonymity notion in full is left as an open problem.1687

APPENDIX A1688

SPECIFICATION OF EPID1689

EPID consists of five polynomial-time algorithms:1690

5EPID =
(
Setup, Join,Sign,Com,Verify,Revoke

)
.1691

Setup :

(gpk, isk)← Setup(1λ) (56)1692

Issuer I takes the security parameter 1λ as input1693

and outputs a group public key gpk and an issuing1694

private key isk.1695

Join :

〈⊥, ski〉 ← JoinI,Pi〈(gpk, isk),gpk〉 (57)1696

Issuer I is given gpk and isk. Pi is given gpk and1697

outputs a secret key ski.1698

Sign :

σ/⊥← Sign(gpk, sk,m,Sig-RL) (58)1699

The above is a probabilistic signature algorithm1700

which on input gpk, sk, a message m and a signa-1701

ture based revocation list Sig-RL outputs a signa-1702

ture σ , or ⊥ if sk has been revoked in Sig-RL.1703

Here, we define the deterministic version of the1704

same signature algorithm:1705

σ/⊥← Sign(gpk, sk,m,Sig-RL; r) (59)1706

where r is a randomness. Thus, it always outputs the1707

same signature σ if all inputs are the same.1708

For simplicity, we sometimes omit public parame-1709

ters from expressions such that Signsk(m) for prob-1710

abilistic signature algorithms and Signsk(m; r) for1711

deterministic signature algorithms, respectively.1712

Com :

(x,com)← Com(gpk, sk; r) (60)1713

The probabilistic commitment generation algorithm1714

on input gpk, sk and r outputs x and com. This is1715

not defined in Brickwell and Li [7], [25]. We intro-1716

duce this function for technical reasons described1717

later in Definition 18. Assuming the signature1718

scheme uses Fiat-Shamir proof of knowledge for1719

NP relation (x, ω) ∈ Rλ, there exists a key extrac-1720

tor, as we will see in Definition 18. When used1721

together with the deterministic signature algorithm1722

Signsk(m; r) with the same randomness r, we can1723

utilize these functions to identify double-spenders.1724

Sometimes we also omit public parameters and1725

write as comsk(r) for simplicity.1726

Verify :

{0, 1} ← Verify(gpk,m,Priv-RL,Sig-RL, σ )1727

On input gpk, a secret key based revocation list 1728

Priv-RL, a signature based revocation list Sig-RL, 1729

a messagem and a signature σ , the function outputs 1730

either 1 if the signature is valid and 0 for invalid. 1731

Verify outputs 0 (invalid) when either case that σ 1732

is not a valid signature on m or that σ has been 1733

revoked. 1734

Further, EPID [7], [25] defined the two revocation algo- 1735

rithms: secret key based revocation and signature based revo- 1736

cation, where original DAA [8] only defines the former. 1737

Our scheme does not utilize the signature based revocation, 1738

and hence our construction does not depend on the EPID 1739

signature based revocation. The two revocation algorithms 1740

are defined as follows: 1741

Revoke - secret key based revocation

Priv-RL← Revoke(gpk,Priv-RL, sk) (61) 1742

Given gpk,Priv-RL, and sk,R updatesPriv-RL by 1743

adding sk into Priv-RL. 1744

Revoke - Signature based revocation

Sig-RL 1745

← Revoke(gpk,Priv-RL,Sig-RL,m, σ ) 1746

(62) 1747

Given gpk,Priv-RL,Sig-RL,m, and σ ,R updates 1748

Sig-RL by adding σ into Sig-RL after verifying σ . 1749

APPENDIX B 1750

SECURITY DEFINITION OF EPID 1751

An EPID scheme is secure if it satisfies the following three 1752

requirements: correctness, anonymity, unforgeability [7], [8]. 1753

The correctness requires that every signature generated by 1754

a platform is valid except when the platform is revoked by the 1755

secret key based revocation or the signature based revocation. 1756

1757

Definition 20 (Correctness): An EPID scheme is correct, 1758

for every probabilistic polynomial-time adversary A, if it 1759

satisfies the following equation: 1760{
σ ← Sign(gpk, sk,m,Sig-RL),
Verify

(
gpk,m,Priv-RL,Sig-RL, σ

)
= valid

1761

⇐⇒ (ski /∈ Priv-RL) ∧
(∑

i ∩ Sig-RL = �0
)

(63) 1762

where
∑

i is the set of all signatures generated by the platform 1763

Pi. 1764

Theorem 14 (Theorem 4 of [28]): The EPID scheme is 1765

correct. 1766

In the anonymity game, the adversary’s goal is to determine 1767

which one of two secret keys were used in generating the 1768

signature. The anonymity game between a challenger and an 1769

adversary A is described in Figure 12. 1770

Definition 21 (Anonymous): An EPID scheme is anony- 1771

mous, if for every probabilistic polynomial-time adversary 1772

A, the advantage in winning the anonymity game between 1773
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FIGURE 12. EPID game for Anonymity and Unforgeability.

a challenger is negligible as follows:1774

AdvAnon
A (λ)1775

=

∣∣∣2 · Pr [ExptAnon
A (λ) = 1

]
− 1

∣∣∣ < negl(λ) (64)1776

Theorem 15 (Theorem 5 of [28]): An EPID scheme is1777

anonymous in the random oracle model under the decisional1778

Diffie-Hellman assumption in G3.1779

Note that the adversaryA can not make corrupt queries on1780

the challenge users i0 and i1.1781

We say that the EPID scheme is unforgeable if no adversary1782

canwin the unforgeability game described in Figure 12. In the1783

unforgeability game, the adversary’s goal is to forge a valid1784

signature, given that all secret keys known to the adversary1785

have been revoked.1786

Definition 22 (Unforgeability): An EPID scheme is1787

unforgeable, if for every probabilistic polynomial-time adver-1788

sary A, the advantage in winning the unforgeability game1789

between a challenger is negligible as follows:1790

AdvUnforg
A (λ) = Pr

[
ExptUnforg

A (λ) = 1
]
< negl(λ) (65)1791

Theorem 16 (Theorem 6 of [28]): The EPID scheme is1792

unforgeable in the random oracle model under the strong1793

Diffie-Hellman assumption in (G1,G2).1794

APPENDIX C1795

CONSTRUCTION OF EPID1796

There are four types of entities in EPID: an issuer I, a revoca-1797

tion managerR, platformerP , and verifiers V . EPID consists1798

of the five algorithms:1799

5EPID =
{
Setup, Join,Sign,Verify,Revoke

}
.1800

A. SETUP1801

Given 1k , issuer I chooses a group pair (G1,G2) of prime1802

order p and let e : G1 × G2 → GT be a bilinear map func-1803

tion, and a cyclic group G3 of order p where the decisional1804

FIGURE 13. EPID Join protocol.

Diffie-Hellman problem is hard. Let g1, g2, g3 be the gener- 1805

ators of G1,G2,G3 respectively. I chooses h1, h2 ← G1, 1806

γ ← Z∗p, and ω := gγ2 . This algorithm outputs 1807

(gpk, isk) = ((p,G1,G2,G3, g1, g2, g3, h1, h2,w), γ ) . 1808

B. JOIN 1809

The Join protocol is performed interactively between issuer 1810

I and platformer P . The flow is described in Figure 13. 1811

I has (gpk, isk) and P takes gpk. Finally, P obtains 1812

sk = ((A, x, y), f ) where f is a unique membership key and 1813

(A, x, y) is a BBS+ signature [42] on f . 1814

C. SIGN 1815

Platformer P inputs gpk, sk := ((A, x, y), f ) ,m ∈ {0, 1}∗, 1816

and a signature based revocation list Sig-RL, then outputs the 1817

signature σ as follows: 1818

1) Chooses B← G3 such that B 6= 1 and computes 1819

K := Bf (66) 1820
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2) Chooses a← Zp and computes1821

b := y+ ax, T := A · ha2 (67)1822

3) It randomly picks1823

rx ← Zp, rf ← Zp, ra← Zp, rb← Zp (68)1824

4) Computes1825

R1 := Brf1826

R2 := e (T , g2)−rx · e (h1, g2)rf1827

· e (h2, g2)rb · e (h2, ω)ra (69)1828

5) Computes1829

c = Hash(gpk,B,K ,T ,R1,R2,m) (70)1830

6) Computes1831

sx = rx + c · x, sf = rf + c · f ,1832

sa = ra + c · a, sb = rb + c · b (71)1833

7) Sets σ0 := (B,K ,T , c, sx , sf , sa, sb)1834

Then,P verifies the above output values satisfy the follow-1835

ing signature of knowledge protocol as follows:1836

SPK
{
(x, f , a, b) : Bf = K ∧1837

e (T , g2)−x · e (h1, g2)f · e (h2, g2)b · e (h2,w)a1838

= e(T , ω)/e(g1, g2)
}
(m) (72)1839

D. VERIFY1840

Verifier V inputs gpk,m, a secret key based revocation list1841

Priv-RL, a signature-key based revocation list Sig-RL, and a1842

signature σ , then verifies the signature as follows:1843

1) Let σ = (σ0, σ1, . . . , σn2 ),1844

where σ0 = (B,K ,T , c, sx , sf , sa, sb)1845

2) Verifies1846

B,K
?
∈ G3 and B 6= 1,1847

T
?
∈ G1, sx , sf , sa, sb

?
∈ Zp (73)1848

3) Computes1849

R̂1 = Bsf · K−c1850

R̂2 = e (T , g2)−sx · e (h1, g2)sf · e (h2, g2)sb1851

· e (h2, ω)sa · (e(g1, g2)/e(T , ω))c (74)1852

4) Verifies1853

c ?
= H

(
gpk,B,K ,T , R̂1, R̂2,m

)
(75)1854

5) Let Priv-RL =
{
f1, . . . , fn1

}
. For i = 1, . . . , n1,1855

it checks that K
?
6= Bfi1856

6) Let Sig-RL =
{
(B1,K1), . . . , (Bn2 ,Kn2 )

}
. For i =1857

1, . . . , n2, it verifies that σi is a valid zero-knowledge1858

proof,1859

SPK
{
(f ) : K = Bf ∧ Ki 6= Bfi

}
(m). (76)1860

E. REVOKE 1861

1) SECRET KEY BASED REVOCATION 1862

Given gpk,Priv-RL, and sk = (A, x, y, f ) to be revoked, 1863

revocation managerR updates Priv-RL as follows: 1864

1) verify the correctness of sk, 1865

e(A, gx2ω) = e(g1h
f
1h
y
2, g2) (77) 1866

2) appends f in σ0 to Sig-RL 1867

2) SIGNATURE BASED REVOCATION 1868

Given gpk,Priv-RL,Sig-RL,m, and σ to be revoked, revo- 1869

cation managerR updates Sig-RL as follows: 1870

1) checks 1871

Verify(gpk,m,Priv-RL,∅, σ0) = valid (78) 1872

2) appends (B,K ) in σ0 to Sig-RL 1873

APPENDIX D 1874

DEFINITIONS OF PROBABILISTIC TRANSFER SCHEME 1875

1) TAMPER-PROOF WALLET 1876

In VeloCash, our premise is that all users participating in the 1877

transferable scheme have tamper-proof hardwarewallets. The 1878

wallet consists of AESP (tamper-proof device) manufactured 1879

by a trusted manufacturer. The obfuscated program that sends 1880

and receives tickets is installed in the wallet’s AESP. It does 1881

not accept any unauthorized operations that deviate from the 1882

protocol, such as double-spending tickets. 1883

For each tamper-proof wallet, the Gatt in the wallet has an 1884

EPID secret key manufactured and embedded by a trusted 1885

manufacturer. The role of EPID in VeloCash is to make 1886

it possible to verify that the ticket has been sent from a 1887

legitimate and genuine wallet. 1888

It also plays an essential role in excluding adversaries who 1889

have performed double-spending attacks. When the adver- 1890

sary performs the double-spending attacks, honest users will 1891

detect the attack and put the adversary’s secret key f into the 1892

secret key based revocation list Priv-RL. This will prevent 1893

the adversaries from sending and receiving the tickets with 1894

honest users; thus, the adversary will not be able to perform 1895

double-spending attacks again. 1896

Theoretically, a tamper-proof device is not destructive; 1897

however, the adversary can break it realistically. 1898

Definition 23 (κ-Tamper Proof): A device is called 1899

κ-tamper proof if it satisfies the following conditions: 1900

1) Tamper-proof hardware is the hardware that prevents 1901

an adversary from stealing and changing stored data. 1902

2) The device is either completely broken/tampered with 1903

or working perfectly with probability κ and (1 − κ), 1904

respectively.4 1905

3) Broken or tampered is a state in which all confidential 1906

information inside the device, including the secret key, 1907

has been leaked to the adversary. 1908

4In reality, the adversaries are biased, but we assume it can not be distin-
guishable from a legitimate user from outside.
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We assume each device is in a state either completely bro-1909

ken/tampered with or working perfectly. They occur with1910

probabilities κ and (1 − κ), respectively. As long as the1911

behaviour is observed from the outside, it is not possible to1912

distinguish between a device operating correctly and a device1913

that adversaries control the correct device that has access to1914

its internal key.1915

2) STRUCTURE OF THE TICKET1916

This section describes the structure of the lottery ticket and1917

the escrow account. The general framework is the same as [1],1918

but with anonymity.1919

We denote by σA a signature signed by A.1920

Definition 24: A lottery ticket τ consists of a four-tuple:1921 (
A,B, τpre, σ

)
(79)1922

where A and B are accounts of a sender and a receiver,1923

respectively. τpre is a reference to the previous ticket or the1924

escrow account ε. σ is the EPID digital signature on τ .1925

For readability, we write a ticket τ as:1926

τ =
(
A→ B, τpre

)
X . (80)1927

Let A and B both be the receiving addresses. Also, X is1928

the signature of the sender A, which indicates the signer’s1929

identity.1930

We define |τ | the ‘‘number of generations’’ of τ , which is1931

the length of the sequence from ε to τ . For example, |τ | = n1932

if there exists a sequence τ1, . . . , τn−1 such that τε ≺ τ1 ≺1933

τ2 ≺ · · · ≺ τn−1 ≺ τ . We define |τ | = ∞ if no such1934

sequence exists.5 To write compactly, we denote by τi the i-th1935

generation of τ .1936

Definition 25 (Transferred Transaction): Two tickets τi =1937 (
A→ B, τpre

)
X and τi+1 =

(
A′→ B′, τ ′pre

)
X ′
are said to be1938

transferred if and only if following properties satisfies:1939 
Hash(τi) = τ ′pre
A = X , B = A′ = X ′

σ is valid

(81)1940

Then, we write τi ≺ τi+1.1941

We write τi ≺≺ τi+n if there exists a sequence of ordered1942

lottery tickets τ ′1 ≺ . . . ≺ τ
′
n for n ≥ 1 and they satisfy τi ≺ τ ′11943

and τ ′n ≺ τi+n. If τ has no previous lottery tickets, the ticket1944

is called a ‘‘genesis’’ ticket. For the genesis tickets τ1 tied to1945

an escrow account ε, we specially denote by ε ≺ τ1, so that1946

lottery tickets are simply written as:1947

ε ≺ τ1 ≺ τ2 ≺ . . . ≺ τn. (82)1948

Definition 26: A lottery ticket τ is said to be valid with1949

respect to a blockchain C for some security parameter k if1950

and only if there exists an escrow account ε and a sequence1951

of transactions {τ1, . . . , τn} such that1952

ε ∈ Cdk and ε ≺ τ1 ≺ . . . ≺ τn ≺ τ. (83)1953

5For practical purposes, we assume that the height of τ can only be
measured when all tickets in the sequence from τε to τ are given. Even if
such a sequence exists, the height of τ is considered to be∞ unless the entire
sequence is specifically presented.

Cdk denotes the set of blocks that are k or more blocks 1954

before the beginning of the blockchain. This notion is bor- 1955

rowed from Garay et al. [29]. 1956

In order to specify the parameters of the transferable trans- 1957

action, the escrow account ε further contains: 1958

(β, p, q, µ) (84) 1959

where β is the ticket winning amount, p is the probability for 1960

determiningwinning a ticket, q is the lottery ticket transaction 1961

rate of proportional fee scheme ,6 and µ is a fixed value used 1962

to determine the winning ticket. 1963

We define an escrow as active when the ticket generated 1964

from the escrow is in the process of being distributed, but 1965

the ticket does not meet the condition for winning and is not 1966

registered in the blockchain. 1967

Definition 27 (Active Escrow): We define escrow account 1968

ε to be active if and only if the following conditions are met: 1969{
τ is valid
ε ∈ Cdk ∧ τ /∈ Cdk

(85) 1970

where τ is the sequence of transactions such as 1971

{ε ≺ τ1 ≺ · · · ≺ τn}. 1972

3) TICKET WINNING CONDITION 1973

This section describes the design of the ticket winnings. 1974

Definition 28: τv is said to bewin if and only if the follow- 1975

ing properties satisfy: 1976

win =
{
τv
∣∣ VDF (h0 + v · µ) < D, v ∈ N

}
(86) 1977

where v is the number of generations of τ , h0 is the block 1978

height containing the escrow account and µ is the fixed 1979

number specified in the escrow account ε. 1980

The probability p is calculated using a simple Verifiable 1981

Delay Function (VDF) [30]. The calculation can be done after 1982

a certain period of time has elapsed from when the ticket 1983

is transferred according to the number of generations. For 1984

example, if a ticket with h0 = 100, µ = 5 and v = 3 is 1985

received, the VDF value will be known when the block height 1986

of 115 is confirmed. 1987

If the ticket τ ∈ win has already been sent and the owner- 1988

ship has been transferred, the user with the latest ownership 1989

is considered eligible and can get the winning amount β. 1990

Definition 29: τv is said to be eligible if and only if the 1991

following properties satisfies: 1992

eligible =
{
τv
∣∣ ∃τv′ ∈ win ∧ τv′ ≺≺ τv

}
(87) 1993

eligible ticket will be considered as the final winning 1994

ticket. Thus, the user who has the eligible ticket can get β 1995

from the escrow account ε. 1996

4) PROPORTIONAL FEE SCHEME 1997

Proportional Fee Scheme is a payment scheme first intro- 1998

duced by Takahashi and Otsuka [1]. This scheme is where 1999

each time a payer transfers a ticket; the payer bears the fee 2000

based on the number of generations of the ticket. 2001

6See Appendix D-4.
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If the ticket is transferable, eventually, a transaction will2002

be registered on the blockchain to pay the winning amount to2003

the winner. When a very small amount of money is deposited2004

and transferred as a micropayment, there is no benefit for the2005

user to bear the blockchain transaction fee for the winning2006

amount. Therefore, the winning ticket will not be claimed and2007

in circulation forever.With the proportional fee scheme, if the2008

winning amount exceeds the blockchain fee, there will be a2009

motivation to claim, and the number of times a ticket can be2010

circulated will be capped.2011

Definition 30 (Proportional Fee Scheme): Let q be the lot-2012

tery ticket transaction fee rate. Suppose a payer sends a ticket2013

τi, and the payee gives goods or services worth (1 − q)iβ to2014

the sender. The fee borne by each payment is (1− q)i−1qβ.2015

Specifically, the fee for each payment is τi−1 − τi = (1 −2016

q)i−1qβ, and the profit (income − expenditure) when τi =2017

eligible is β −
(
τi + γ ) = (1− (1− q)i

)
β − γ where γ is2018

the blockchain transaction fee.2019

Suppose the ticket satisfies the win condition before the2020

accumulated fees exceed the blockchain transaction fee γ .2021

In this case, the user may decide whether to send it to the2022

blockchain network and get β or transfer the ticket to another2023

user as payment. Specifically, the user can profit from the2024

eligible ticket by getting the winning amount β under the2025

following condition:2026

(
1− (1− q)i

)
β > γ. (88)2027

If the ticket satisfies the win condition and is transferred2028

to another user, the ticket is distributed as eligible and can2029

be sent to the blockchain in any subsequent generation. Nat-2030

urally, the ticket will be sent to the blockchain network in the2031

generation that satisfies the equation 88.2032

This scheme has the advantage that the payment fee can2033

be smaller than the blockchain transaction fee. The aver-2034

age transaction fee for cryptocurrencies, especially Bitcoin,2035

is approximate $2 [31]. By contrast, in our transferable2036

scheme, let β = $100, p = 1
100 and q = 1

10 , the fee for a2037

$1 transfer is about 10 cents.2038

Both the existing Lottery scheme and our Transferable2039

scheme can aggregate blockchain transactions by the winning2040

probability p. The difference is that our transferable scheme2041

does not increase the gambling potential, even making the2042

winning probability p smaller. In the existing scheme, the2043

smaller p is, the lower the probability that the payee will win2044

the ticket, making the income more unstable for the payees.2045

In our transferable scheme, even if the ticket is not winning,2046

the payee can use it for payment by paying a smaller fee than2047

the blockchain transaction fee.2048

To achieve Proportional Fee Scheme, several conditions2049

need to be met.2050

Definition 31 (Condition of Proportional Fee Scheme):2051

In transferable payment, Proportional Fee Scheme is2052

achieved if and only if the ticket’s series of transactions from2053

ε is referenceable.2054

There is a concern that the sizeable winning amount β 2055

decreases the velocity of the ticket. Since if there is a large gap 2056

between the winning amount β and the value of the ticket, the 2057

profit of winning β − γ will be more significant. Therefore, 2058

recipients should decide whether to use the ticket for payment 2059

after confirming their winnings, which causes the velocity of 2060

the ticket to be slow. The solution is not to make the winning 2061

amount β too high. In addition, if we set the winning amount 2062

β to a value almost equal to the blockchain transaction fee γ , 2063

the profit of winning will be minimal; thus, the velocity of the 2064

ticket will not be affected. 2065

A. DOUBLE-SPENDING ATTACKS DETECTION METHODS 2066

We adopt tamper-proof devices for sending and receiving 2067

tickets and assume that double-spending attacks can not be 2068

performed under normal circumstances. However, in reality, 2069

the tamper-proof device can be broken, and the adversary can 2070

perform double-spending attacks. We propose two detection 2071

methods. One is Fork Detection which detects the attacks 2072

perfectly, and the other one isCollision Detectionwhich takes 2073

places an upper bound on the expected value by the attack. 2074

When both Fork and Collision detection detect an attack, 2075

honest users share the adversary’s address and revoke it so 2076

that the adversary can never participate in the payment system 2077

again. 2078

With the two methods, we force an adversary to compare 2079

the cost of breaking the tamper-proof wallet with the expected 2080

utility obtained. In order for the adversary to profit from the 2081

attack, he has to benefit from a single attack more than the 2082

cost of breaking the tamper-proof wallet. 2083

1) FORK DETECTION 2084

Fork detection is a detection method that detects double- 2085

spending attacks perfectly. Fork implies that two tickets are 2086

assumed to exist, and the resulting ticket prefixes are identical 2087

except for k elements from both ends of the ticket. 2088

Definition 32 (Fork of Transferred Transactions): Given 2089

two series of transactions initiated with the same escrow 2090

account τ = {ε ≺ τ1 ≺ · · · ≺ τn}, and τ̃ = {ε̃ ≺ τ̃1 ≺ 2091

· · · ≺ τ̃n′}, the series of transactions are said to be Fork if 2092

and only if it satisfies: ∃k ∈ Z≥0, 2093
ε = ε̃

τ dk ≺≺ τ̃ ∧ τ̃ dk ≺≺ τ

τ dk−1 6≺≺ τ̃ ∨ τ̃ dk−1 6≺≺ τ.

(89) 2094

Lemma 4 (Fork Detection): Given two series of transac- 2095

tions (τ, τ̃ ) ∈ Fork, there exists an efficient fork detection 2096

algorithm that outputs the double-spending transactions. 2097

Proof: Put the two transactions τ , τ̃ as τ = {ε ≺ 2098

τ1 ≺ · · · ≺ τn}, and τ̃ = {ε̃ ≺ τ̃1 ≺ · · · ≺ τ̃n′}. 2099

From the Definition 9, there exists k ≥ 0 that satisfies the 2100

condition (89). We assume n ≥ n′ without loss of generality. 2101

Then, τ ∗ = {ε ≺ τ1 ≺ · · · ≺ τn−k} is the longest com- 2102

mon prefix, and τn−k+1 and τ̃n−k+1 are the double spending 2103

transactions. � 2104
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Every time one of the Fork transactions is published on2105

the blockchain, players holding the other Fork transactions2106

can identify the double-spending transaction perfectly using2107

the above-described procedure. The adversary’s address will2108

be revealed as the common spender of the two resulting2109

transactions in Lemma 1.2110

2) COLLISION DETECTION2111

The following collision detection upper-bounds the adver-2112

sary’s expected utility.2113

Definition 30 (Collision of Transferred Transactions): Sup-2114

pose each user has multiple addresses. It is said to be a2115

collision if and only if there exists a user who receives two2116

transactions τ and τ̃ such that (τ, τ̃ ) ∈ Fork in any of his2117

addresses.2118

In the following analysis, we assume the round-based syn-2119

chronous network model, where every message submitted by2120

the users and the adversary is queued in the input tape of the2121

recipients. The order of the messages in the queue is arbitrary2122

permuted by the adversary. These queuedmessages cannot be2123

read out until the next round starts. In practice, the time period2124

for one round is set so that a broadcast message reaches every2125

honest user in the network within the time period. Further,2126

to work the collision detection effectively, we assume that the2127

ticket transaction protocol is conducted in the three rounds:2128

Round 1) The adversary sends the tickets to an honest payee.2129

Round 2) The payee checks received tickets for the collisions.2130

If the payee finds collision, he broadcasts the tickets, say τ2131

and τ̃ , in the collision (or publishes them on the blockchain).2132

Round 3) If the collision is not detected, the payee gives2133

products or services to the payer in return. However, if the2134

collision is detected, the adversary’s address is rejected and2135

will never be accepted by all honest users.2136

Theorem 17 (Collision Detection): Let u be the number of2137

users who participate in the transfer scheme, where each2138

user has α (≥ 2) addresses. By collision detection in the2139

round-based synchronous network, the expected utility of2140

double-spending attackEd is upper-bounded by the following2141

inequality:2142

Ed ≤
√
u
e
β. (90)2143

Proof: As stated in the Definition 10, we assume a2144

uniform distribution where each user has α addresses.7 This2145

must be the case where the adversary chooses uniformly l2146

different addresses from the total of α · u addresses. By the2147

round scheme, the adversary can not profit if a single user2148

address is chosen more than once.2149

Let p(l; u) be the probability that at least one user address2150

is chosen more than once. This probability is described as2151

follows:2152

p(l; u) ≈ 1− e−
l2
2u . (91)2153

7In reality, the number of addresses each user has is considered more
likely to follow an exponential distribution. Therefore, it is an unfavourable
assumption that all users have the same number of addresses α.

Assume that the adversary double-spending l tickets with a 2154

maximum value of β per ticket. The adversary’s expected 2155

utility value is 2156

Ed < max
l

{
lβ · (1− p(l; u))

}
. (92) 2157

Thus, Ed is at most
√

u
eβ when l =

√
u. � 2158

In our transferable scheme, a double-spending attack is 2159

perfectly detected, and the address used in the attack will be 2160

rejected by all users. Therefore, it is not profitable for the 2161

adversary unless the cost of breaking a single tamper-proof 2162

wallet exceeds the maximum expected value gained by the 2163

attack. Specifically, the adversary can not profit under the 2164

following conditions: 2165√
u
e
β < 8 (93) 2166

where 8 is the cost of breaking κ-tamper proof wallet. 2167

As an example, consider the maximum expected utility 2168

value Ed with u = 1, 000, 000 and β = $100. Applying the 2169

equation (90) produces Ed / $60, 700. 2170

APPENDIX E 2171

PROOF OF THEOREM 8 2172

To prove exculpability property stated in Theorem 8, 2173

we assume there exists a PPT adversary Aex that wins 2174

the exculpability game defined in Definition 13 with non- 2175

negligible probability, namely, that outputs (id, π,5G) such 2176

that VerifyGuilt((id, π),5G) = 1. 2177

We will show a reduction that we can construct a PPT 2178

adversaryAwhichwins the EPID anonymity game defined in 2179

Definition 21 with non-negligible probability provided oracle 2180

access to Aex is available. 2181

In order to share the same user list between A and Aex, 2182

we will not allow Aex access to Join; instead, A provide a 2183

sufficiently long list of users (i1, . . . , in) created by A and 2184

provide the list of users toAex. Note that this modification to 2185

the exculpability game does not affect the success probability 2186

of Aex. 2187

In the reduction, A generates the parameter param 2188

and skB, and it joins n users and creates the list 2189

of users (i1, . . . , in). Then, Aex is executed with input 2190

(param, skB, (i1, . . . , in)), and it outputs (id, π,5G) with 2191

non-negligible probability as follows: 2192

param← ParamGen(1λ); skB ← A(param) 2193

(i1, · · · , in)← AOJoin(·) 2194

(id, π,5G)← ASpy,UWith,Rcv,S&R,Depo
ex 2195

(param, skB, (i1, . . . , in)) 2196

such that VerifyGuilt((id, π),5G) = 1 2197

Note that the accused double-spender i∗ is con- 2198

tained in the user list (i1, . . . , in). Otherwise, given 2199

VerifyGuilt((id, π),5G) = 1,Aex must win the unforgeabil- 2200

ity game in Figure 2, and it contradicts with Theorem 7. 2201
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Then, we can easily find out the user i∗ who created2202

the signature (id, π) by iteratively ask all honest users to2203

produce signatures for a message in a form of randomly2204

chosen commitment, namely, m = (x, com). That is, for2205

i∗ ∈ {i1, · · · , in}, A queries to OSign(gpk, ski∗ ,m,Sig-RL)2206

and gets σij . By Lemma 3, there must exist i∗ ∈ (i1, . . . , in)2207

such that VerifyGuilt ((m, σi∗ ),5G) = 1. Then, A randomly2208

chooses ī∗ ∈ {i1, . . . , in} \ {i∗}. A outputs (5G, i∗, ī∗,m).2209

At step 5 in the Anonymity Game defined in Figure 12,2210

A outputs b′ = 0 if VerifyGuilt((m, σ ),5G) = 1 otherwise2211

b′ = 1.2212

By Lemma 3, the adversary A wins the Anonymity Game2213

with non-negligible probability if there exists Aex which2214

wins the Excupability Game defined in Figure 3 with non-2215

negligible probability. This contradicts the anonymity prop-2216

erty of EPID stated in Theorem 2, and this reduction is tight.2217

Therefore, there is no Aex that wins the exculpability game2218

with non-negligible probability. �2219
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