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ABSTRACT UAV remote identification is an emerging technology that allows ground observers to identify
a drone in the airspace and obtain information about it and its operator. The goal is to enhance safe operation
over people and at night and protect public privacy. Two modes are known for remote identification:
broadcast-based and network-based. Although bothmodes’ technical implementation seems straightforward,
remote identification is challenging because it includes multiple agents that follow different interests, such as
safety, security, privacy, and businesses. Currently, enormous efforts for regulation, standardization, design,
implementation, and testing are being made to put this technology forward. This paper aims to outline the
landscape of these activities as a survey and tutorial to inform regulators, standardization organizations,
industry, and researchers about the state of the art in this technology and to highlight its opportunities and
challenges.

INDEX TERMS Remote identification, UAV, UTM, RID regulations, RID standards.

I. LIST OF ABBREVIATIONS
• ACI: Airports Council International
• ADS-B: Automatic Dependent Surveillance-Broadcast
• ARC: Aviation Rulemaking Committee
• ASTM: American Society for Testing and Materials
• ATC: Air Traffic Control
• ATM: Air Traffic Management
• ATS: Air Traffic services
• BVLOS: Beyond Visual Line of Sight
• CAA: Civil Aviation Administration
• CTA: Consumer Technology Association
• DAE: Drone Alliance Europe
• DRIP: Drone Remote Identification Protocol
• EASA: European Union Aviation Safety Agency
• EIRP: effective isotropic radiation pattern
• ESN: Electronic Serial Number
• FAA: Federal Aviation Administration
• FIS-B: Flight Information Service-Broadcast
• FRIA: FAA-Recognized Identification Areas
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• GCS: Ground Control Station
• GNSS: Global Navigation Satellite System
• GTA: Government Telecommunication Authority
• GUTMA: Global UTM Association
• IETF: Internet Engineering Task Force
• IMSI: international mobile station identity
• ISM: Industrial Scientific and Medical
• LPWAN: Low-power Wide-Area Network
• MCS:Mobile Crowdsensing
• MNO: mobile network operator
• NAN: Neighbor Awareness Networking
• NAS: National Airspace
• NASA: National Airspace Agency
• NPRM: Notice of Proposed Rulemaking
• PSN: Physical Serial Number
• ReDroId: Remote Drone Identification
• RFID: Radio Frequency IDentification
• SIAM: Secure Integrated Airspace Management
• TIS-B: Traffic Information Service-Broadcast
• UACES: Unmanned Aircraft Cloud Exchange System
• UACS: Unmanned Aircraft Cloud System
• UAS: Unmanned Aircraft System
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• UAV: Unmanned Aerial Vehicle
• UTM: Unmanned Traffic Management
• USS: UAV service providers
• USSP: U-Space Service Provider
• VLOS: Visual Line of Sight

II. INTRODUCTION
The number of Unmanned aerial vehicles (UAVs) is growing
and will exceed five million this year and the sales of UAVs
will sur-pass 12$ billion, and the potential economic benefit
of integrated unmanned airborne systems will generate an
estimated $82 billion by 2025 [1]. UAVs, known as drones,
are becoming popular due to multiple features such as usage
flexibility and relatively low operating costs. Logistic ser-
vices [2], traffic monitoring [3], agriculture [4], military espi-
onage [5], and law enforcement surveillance [6] are examples
of applications that drive the research in this field. Manag-
ing the expected large volume of air traffic is the biggest
challenge for the wide adoption of this technology. Differ-
ent threats limit the public acceptance of drone technology,
like spying, physical collisions, and carrying explosives [7].
In addition, traditional air trafficmanagement (ATM) systems
are not suitable to meet the autonomy and mobility required
by unmanned air traffic [8]. Therefore, governments through
the world are striving to maintain a secure ATM system. This
system seeks to ensure a sufficient level of autonomy and
mobility of UAVs and simultaneously boost public accep-
tance of low-altitude urban air traffic [9].

The enforcement of regulations in low-altitude airspace has
been slightly addressed in the literature. Yet, the proposed
solutions suffer from serious shortcomings. For example,
using wireless networks, Rahman et al. [10] proposed a pol-
icy enforcement system for UAVs in low-altitude airspace.
The proposed method relies on logging the coordinates of
the UAV to a cloud server, where the logged path is com-
pared with the approved route of the mission. By this means,
the system determines whether the UAV is flying in its
allocated corridors or not. This solution is not only power
demanding, but also malicious UAV operators can easily
manipulate the coordinates to avoid tracking and penalties.
Yazdinejad et al. [11] employed a set of servers allocated
over a geographical area to address the issue of policy
enforcement. The servers are used to authenticate drones
when entering a specific corridor. The implementation of
this solution is costly and lacks scalability as it needs to
install numerous servers in each area to enforce the iden-
tification and authorization rules. [12] highlighted multiple
issues related to the capabilities of law enforcement and
national security agencies in detecting, locating, and identi-
fying unlawful drones. So, today’s main obstacle to adopting
UAV applications is the absence of an efficient monitoring
system that enforces the introduced rules and regulations in
the urban vicinity.

To overcome some of these challenges, civil aviation agen-
cies in many countries are mandating the deployment of
remote identification. In basic terms, remote identification

can be described as a digital license plate for UAVs. The
ultimate goal of RID is to provide real-time identification
and location information that can be used by the public and
authorities to monitor airspace and penalize unlawful activ-
ities. The European Union Aviation Safety Agency (EASA)
published amended regulations for remote identification in
April 2020 ((EU) 2020/1058). These regulations mandate
that all unmanned aircraft should be equipped with a remote
identification system [13]. The FAA in the USA published
a final rule for remote identification in January 2021 [14].
Remote ID regulations defined by aviation authorities are
typically performance-based without exact specifications of
supporting technologies. Instead, these regulations frequently
refer to technical standards as possible ways of compliance.
One of the standards is the American Society for Testing and
Materials (ASTM) Standard Specification for Remote ID and
Tracking [15]. ASTM defines two technologies for drones’
remote identification: network-based and broadcast-based.
The network-based method helps make remote identification
information available globally on dedicated servers via the
Internet. In the broadcast mode, the drone transmits its iden-
tification locally using one-way communication over Blue-
tooth or Wi-Fi without using the Internet protocol. A local
observer can receive the remote ID in real-time using any
handheld device that supports the proposed communication
links. This remote identification mechanism is presented as
a reliable way to detect, identify, track, and manage drones
within urban airspace.

Zihe and Tian described the architecture of broadcast and
network-based remote identification and reviewed the reg-
ulation status in the USA, Europe, Switzerland, Japan, and
China [16]. We are also unaware of any survey work about
this new technology. The literature lacks a comprehensive
review highlighting remote identification’s scope, opportuni-
ties, and challenges. This paper closes this gap by presenting
an in-depth survey of the emerging remote identification tech-
nology. Although its technical realization appears straightfor-
ward, the RID technology is highly sophisticated and involves
multiple stakeholders with different interests. Related activ-
ities in this field can be classified into four main categories
as depicted in Fig. 1. As a public asset, the safety of airspace
is the responsibility of governments in the first place. There-
fore, civil aviation authorities worldwide are leading remote
identification activities by issuing related regulations. These
regulations go hand in hand with standardization efforts by
multiple organizations. Regulations and standards seem to
affect each other to a considerable extent. On the other
hand, the technical capabilities have influenced regulations
and standardization activities. For example, the capability of
mobile devices and the lack of Internet connectivity have
affected the mandated mode of remote identification by civil
aviation authorities. The research on remote identification
is emerging, and there are just a few contributions in the
literature that we will review and discuss.

The paper is organized according to these categories
of activities. The following four sections will review
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related regulations, standards, technologies, and research.1

Section VII discusses the RID technology, outlines its oppor-
tunities and challenges, and provides some future directions.

III. REGULATIONS
The UAS industry is a diverse and innovative field with
enormous potential to enrich the job market. It was, thus,
vital for industrialized countries to introduce a set of policies
and regulations that paves the way for integrating UAVs into
their national airspace while maintaining high levels of safety,
privacy, and security for other airspace users as well as the
public. In most cases, governments of such countries have
already set general rules for commercial and recreational
UAS operators, such as obligatory drone registration, avoid-
ing operation in BeyondVisual Line of Sight (BVLOS)mode,
flying over no-fly zones, or at night. Some countries have
further developed a framework to manage the operation of
UAS in the airspace, such as the USA [17], the European
Union [18], Russia [19], and China [20]. A detailed review
of these frameworks and policies is provided in [21].

Despite these efforts, only few governments have recently
realized the significance of real-time UAS identification
for allowing security agencies and law enforcement to:
i) identify potential threats, ii) respond in real-time, and
iii) gather enough information for investigation and forensics.
This section, thus, surveys the current regulations related to
the RID technology highlighting technical and legal aspects.
Table 1 provides a brief overview of our survey.

A. USA
To keep up with the proliferation of recreational and com-
mercial drones, the FAA strives to ensure the safe and
secure operation of the airspace ecosystem by introduc-
ing standards and regulations. Several rulemakings have
been released since the initiation of the UTM project in
2016, which presented a collaboration between the National
Airspace Agency (NASA) and the FAA [29]. The four-year-
long project comprised several tests in multiple states to
demonstrate the required technology for realizing a safe and
secure UTM.

In June 2016, the FAA published the final rule for Oper-
ation and Certification of Small Unmanned Aircraft sys-
tems [30]. Since then, the FAA anticipated a need for another
rulemaking that fosters a safe and secure low-altitude opera-
tion. According to the FAA, remote identification is a cru-
cial prerequisite for fully integrating UAS in the national
airspace [22]. In the same year, the FAA established the
Aviation Rulemaking Committee (ARC) to prepare a federal
regulatory framework for the UAS operation over people,
which also provided recommendations regarding available
RID technologies [31].

In December 2019, the FAA released a Notice of Proposed
Rulemaking (NPRM) for Remote Identification [32], seeking

1These sections are relatively independent. Readers interested in specific
topics can jump directly to the corresponding section.

comments from the public to finalize the RID rules. Over
53k comments were received and reviewed by the FAA prior
to announcing the final rule in January 2021 [22]. This rule
defined the RID as a digital license plate that should be
broadcast by drones weighing more than 0.55 pounds while
airborne. Nonetheless, drones weighing less than 0.55 pounds
are also required to broadcast a RID if flown over people
or at night [33]. Moreover, the final rule identified the basic
information that comprises the RID: a unique identifier for
the drone, its location, the operator’s location, the drone’s
velocity, a timestamp, and an emergency flag. However, this
information may be received by any wireless devices within
the broadcast range. The final rule states that correlating
the drone’s ID with the operator’s personal information may
only be done by the FAA [34]. It ensures that the privacy of
airspace users is preserved.

Originally in the NPRM, the FAA proposed a networking-
based RID solution for existing (legacy) drones (this solution
will be detailed in Section VI). However, in response to the
public comments, this solution was eliminated and replaced
by a RID broadcast module that can be embedded into or
attached to existing drones [22]. As such, all eligible drones
flying under Part 107 [33] are required to broadcast their RID
via radio frequency that is receivable by existing personal
wireless devices. The operating frequency of the broadcasting
module is limited to the unlicensed spectrum, which means
900MHz, 2.4GHz, or 5.8GHz. The broadcastingmodule shall
be built into newly manufactured drones, while an add-on
module is permitted for legacy drones. Moreover, the final
rule emphasizes the importance of maximizing the broadcast
range of the RID. It further states that drones should be
manufactured to prevent the operator from disabling the RID
function.

In summary, the FAA’s final rule on RID requires operators
to register their drones and broadcast the defined RID either
by a built-in RID module or a stand-alone external module
that can be attached to the drone. The latter category does
not allow the operation beyond visual line-of-sight. A third
category allows operators to fly without broadcasting RID
within FAA-Recognized Identification Areas (FRIA) avail-
able to community-based organizations and educational insti-
tutions [34]. The operation within FRIAs is limited to visual
line-of-sight. Finally, the FAA prohibited using ADS-B out
and ATC transponders by UAS to limit possible interference
with manned aviation communication. These RID final rules
are set to be effective from September 2023 onward [22].

B. EUROPE
In Europe, multiple agencies and organizations have called
for establishing a common framework that paves the way
for drones’ safe and secure integration into the airspace.
As a result, several initiatives have been introduced. Per-
haps, the European Commission was the first to highlight
the necessity of remotely identifying drone pilots in the Riga
Declaration in March 2015. They envisioned this remote
identification framework as an ‘‘electronic identity chip’’ and
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FIGURE 1. Activities related to remote identification.

TABLE 1. Regulations of UAV remote identification in selected countries.

referred to it as IDrones. The Single European Sky ATM
Research (SESAR) Joint Undertaking (SJU) has also formal-
ized the UAS integration process into the European airspace.
They published multiple versions of the U-Space Concept of
Operation (ConOps) [18].

In December 2015, the EASA released a Technical Opin-
ion [35] on the ‘‘Introduction of a regulatory framework for
the operation of unmanned aircraft’’ Advanced Notice of Pro-
posedAmendment [36]. The document highlighted the role of
registration and identification in improving the enforcement

of airspace rules and regulations. The Technical Opinion
further envisioned the technical implementation of the UAS
identification system using existing technologies such as the
cellular network or the radio frequency identification (RFID)
technology.

Other organizations and committees have also realized the
necessity of registration and identification as a centripetal
requirement for safe and secure UAS integration into urban
airspace. Examples of these organizations are the Drone
Alliance Europe (DAE), the Airports Council International
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(ACI), and the Global UTM Association (GUTMA). The
DAE advocates that the UTM system shall be accompa-
nied by a reliable registration and identification system [37].
Besides UAS identification, the ACI recommends using a
dronemission identification number to facilitate a risk assess-
ment procedure [38]. On the other hand, several publica-
tions [39], [40] by theGUTMAemphasized the role of remote
identification in enabling a safe and secure UTM ecosystem.

In August 2016, EASA released a prototype ‘‘Commission
Regulation on Unmanned Aircraft Operations’’ [41] which
defined electronic identification as ‘‘the capability to identify
an unmanned aircraft in flight without direct physical access
to that aircraft.’’ It further detailed that ‘‘the system shall
transmit the following data as applicable according to stan-
dards acceptable by EASA: The registration of the operator;
the class of the UAS; the type of UAS operation; the status
of its geofencing; its position and height.’’ Later, a series
of rules [23], [42] have been published by EASA detailing
the requirements and specifications of the UAS electronic
identification. These eRules defined two main categories of
UAS, namely: the open category and the specific category.
The latter category is characterized by special features such
as the UAS’s ability to transport people and dangerous goods
and operate over crowds. Drones operating under this cate-
gory require special authorization from the National Airspace
Agency. On the other hand, the open category is further
divided into five classes depending on the UAS weight and
specifications. Additional two classes were added in the latest
eRule [23] published on September 2021. Operating in the
open category involves avoiding direct operation over people,
maintaining VLOS operation or using a UAS observer, flying
at a height of fewer than 120 meters, and carrying only non-
dangerous payloads. According to this rule, the remote pilot
must ensure that the remote identification system is active and
up-to-date.

The rule also lays down the requirements for designing
and manufacturing remote identification add-ons. Mainly,
it requires manufacturers of remote identification add-on
modules to assign a type and a serial number to the remote
identification module such that it complies with the require-
ments of the RID. A UAS operating in the specific cate-
gory at a height below 120 m is required to periodically
transmit a direct remote identification (DRID) using an
open and documented transmission protocol during flight.
The SESAR Joint Undertaking defined the DRID [18] as
an emitted ‘‘signal that can be received by a handheld
device directly giving identification, or using the data car-
ried by that signal to request further information from the
U-space e-Identification service.’’ The transmitted RID shall
at least constitute the UAS operator registration number
and a 3-digit verification code provided at the time of reg-
istration, the UAS unique physical serial number compli-
ant with standard ANSI/CTA-2063-A-2019, a timestamp,
the position and height of the UAS, the route course, the
ground speed, the remote pilot position, and an emergency
flag.

Further, a UAS operating in the open category and weigh-
ing less than 250 grams (class C0) is exempted from transmit-
ting a RID. On the other hand, a UAS operating in the open
category under classes C1-C3 are subject to the same DRID
requirements of the specific category. However, operating in
the open category allows another form of remote identifica-
tion: the network remote identification system (NRID). Both
schemes, the NRID and the DRID, require sharing the same
information as detailed above. The NRID involves sharing
this information through a network rather than through direct
transmission or broadcasting. Information about the applica-
bility of remote identification for classes C5 and C6 is not
provided in [23].

Like the FAA rules, EASA also recommends providing
tamper-resistant remote identification systems. EASA also
requires manufacturers to provide information in the instruc-
tion manual about the transmission protocol used for the
DRID emission. UAS operators in Europe are required to
abide by these rules by January 2023.

C. RUSSIA
The Ministry of Transport of the Russian Federation has
realized the inevitable gains of integrating UAS into urban
airspace. The Russian UTM (RUTM) operation concept has
been developed by Aeronet National Technological Initia-
tive [19]. However, the standards and technology for UAS
remote identification are yet to be finalized [43]. At the
initial stage, remote identification is expected to be based on
available technical solutions such as ADS-B 1090 ES. Other
means of identification, such as mobile data transmission
networks, will be considered in future phases.

D. CHINA
As a giant industrialized country, China has shown limitless
interest in commercial UAV applications [16]. As a result,
the Civil Aviation Administration of China (CAAC) released
four rulemakings to regulate UAVs in the urban environment.
The first rulemaking (AC-91-FS-2015-31) [44] was released
in 2015 and is still in effect despite the release of three
other rulemakings concerning the same subject. According
to this document, all UAVs expect micro (<1.5 kg) UAVs
are required to keep connected to the Unmanned Aircraft
Cloud Exchange System (UACES) in order to report their
current position and status during flight. It is, essentially,
similar to the NRID scheme. As of 2020, eleven certi-
fied Unmanned Aircraft Cloud Systems (UACS) were listed
in [45]. On the other hand, two standards released by indus-
trial partners [24], [46] specified the information exchange
requirements between the UACS and the UAVs. Further, var-
ious cybersecurity technologies, including digital signatures
and blockchain, were specified.

A recent rulemaking [24] which was released on the 8th
of March 2021, focused on the implementation of Remote ID
in a way that is more consistent with the FAA framework,
including requirements on RID message elements and trans-
mission technologies, namely: NRID and BRID.
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Finally, according to [47], the CAAC may require that
operational details be ‘‘periodically reported passively by
ADS-B, radar, without the need for pilot involvement to UAS
cloud systems.’’

E. JAPAN
The Japanese Civil Aeronautics Act was amended in June
2020 to make UAS registration mandatory in June 2022.
According to [25], the government is also planning to
introduce the DRID as a mandatory requirement to allow
the real-time identification of drones. In principle, four
DRID transmission technologies are proposed: Bluetooth
5.x, Bluetooth LE Long Range, Wi-Fi Neighbor Awareness
Networking, and Wi-Fi Beacon. Regardless of the transmis-
sion technology, the proposed frequency of RID broadcast
is at least once per second. Further, the Minister of Land,
Infrastructure, Transport, and Tourism specifies that the RID
signal must conform with the ASTM International F3411-19
standards and include information about the registration ID,
the UAS serial number, location, vector information of the
UAS, and authentication information.

F. INDIA
In August 2021, the Indian Civil Aviation announced a set of
rules to regulate drone operation in the urban airspace [26].
Under the mandatory safety features that are required for
the certification of UAS, the document states that the central
government may, in the future, require the operators to install
some safety features such as a ‘‘No Permission – No Takeoff
hardware and firmware’’ and a ‘‘Real-time tracking beacon
that communicates the unmanned aircraft system’s location,
altitude, speed, and unique identification number.’’

G. SINGAPORE
According to a recent document released by the Director-
General of Civil Aviation (DGCA) [27], UAS operating in
BVLOS must have visual or audio warning indicators to alert
nearby personnel when approaching landing zones. To our
knowledge, no further requirements for UAS identification
are found in the country’s official regulatory documents.

H. UAE
The UAE is adopting a national strategy that promotes the
country as a hub for cutting-edge technologies. In this con-
text, the General Civil Aviation Authority (GCAA) has devel-
oped a framework to regulate the use of UAVs in controlled
airspace [48]. Generally, the rules require UAV operators to
register their drones before flying, obtain a piloting certifi-
cate, avoid Beyond Visual-Line-Of-Sight BVLOS operation,
and avoid flying over no-fly zones. However, the requirement
for identifying the UAV while flying is not explicitly stated.
Rather, Article 70 of the same document defines a maximum
penalty of 100,000 AED for flying a drone ‘‘without bearing
the nationality and registration marks or displaying incorrect
or ineligible marks.’’ Another recent rulemaking concerning
the same topic was released in June 2020 by the Dubai Civil

Aviation Authority DCAA [28]. It provides a more detailed
framework for the operation of UAVs in controlled airspace.
Nonetheless, it lacks a clear description of the identifica-
tion required by drones during flight time. Particularly, the
rulemaking barely touches the remote identification issue in
Article 15 as follows: ‘‘No Person may use an Unmanned
Aircraft, or conduct Operation Tests thereof, unless its regis-
tration number or code, or any other identifying information
prescribed by the DCAA, is displayed thereon.’’ Moreover,
Raj et al. [49] reported that the fine for non-inclusion of
warning lights in UAV is around 5000 AED. On the other
hand, a Civil Aviation Regulation (CAR) document [50] did
not highlight any in-flight identification requirements for
UAVs. Despite these limited identification guidelines, the
current UAV regulation in the UAE suffers from the absence
of a fully regulated remote identification framework that
aligns with the best international practices.

IV. STANDARDS
As with any other field, setting an ensemble of rules to be
respected while developing and implementing new technolo-
gies is crucial. Ideologically, the standardization paradigm
involves multiple aspects such as product manufacturing and
maintenance, operations and procedures, trafficmanagement,
and subsystems. This section highlights the up-to-date stan-
dards that address the remote identification problem, such
as ASTM, 3GPP DRIP, and CTA. It is quite noteworthy
that many standards specific to remote identification are still
under development until writing this paper (e.g. ISO/DIS
23629-8).

A. CONSUMER TECHNOLOGY ASSOCIATION
The Consumer Technology Association (CTA) introduced
a standard related to remote ID, ANSI/CTA-2063, Small
Unmanned Aerial Systems Serial Numbers [51]. The
In-Vehicle Electronics Committee WG 23 Unmanned Aerial
Systems (UAS) and CTA R6 Portable Handheld developed
the standard. According to the CTA-2063 standard, two types
of serial numbers can be used to identify the UASs: physical
and electronic. The Physical Serial Number (PSN) is assigned
to all UASs by the stakeholders that hold the manufacturer
and UAS identities. On the other hand, the Electronic Serial
Number (ESN) indicates the identity of the international
mobile station equipped with the software version and the
performance characteristics [52]. In the following subsec-
tions, we explain the PSN and ESN components according
to the CTA-2063 standard.

1) PHYSICAL SERIAL NUMBER
PSN consists of three essential components as depicted in
figure 2: the Manufacturer’s Code (MFC), the Length Code
(LC), and a Unique Serial Number (USN) allocated by the
manufacturer. The CTA, with its stakeholders, is responsible
for developing and defining regulations for MFC. TheMFC’s
length is four characters, including any combination of digits
and uppercase letters, except the letters ’O’ and ’I.’ The LC
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FIGURE 2. The format of the PSN with an example.

is a single alphabetical character that reflects the number of
characters in the PSN’s serial number. Finally, the manufac-
turer is responsible for generating and assigning the USN
to each UAS product. The USN length ranges from 1 to 20
characters that can be conveyed through a single character
of LC using letters A to T, where A = 1 and T = 20.
The USN is an alphanumeric code that shall include any
combination of digits and uppercase letters except the letters
’O’ and ’I.’ The bottom rectangle in figure 2 represents an
example of a PSN = ‘‘DRN1M9876543210CBA’’, where
MFC = ‘‘DRN1’’, LC = ‘‘M’’ to represent a 13 USN char-
acters, and USN = ‘‘9876543210CBA’’.

2) ELECTRONIC SERIAL NUMBER
Figure 3 demonstrates the Electronic Serial Number (ESN)
format, which consists of four fields. The first two fields,
inherited from the PSN, are the MFC and USN. The other
two are the international mobile station identity (IMSI), fol-
lowed by the software version, and performative characteris-
tics (PC). Unlike the PSN, the ESN has a predefined length
of 47 ASCII code characters. According to the standard, if the
length of USN is less than 20 characters, the manufacturer
must append zeros at the beginning of the USN.

At the bottom of figure 3, we present the same example
addressed in subsection IV-A1. The LC is not included in
the ESN format. The IMSI with the software version is rep-
resented in 16 characters decimal digital code, defined by
3GPP TS 23.003 [53]. If the information on mobile station
equipment and software version is not used, the field shall be
filled with 16 bytes of 0 × 00 value. Finally, the PC field
is composed of seven characters reserved for performative
characteristics of the UAS. The first character indicates the
standards body where the CTA manages its assignment to
define the performative characteristics. If any of the seven
performative characteristics characters are not used, they
shall be padded with zeros.

FIGURE 3. The format of the ESN with an example.

B. AMERICAN SOCIETY FOR TESTING AND MATERIALS
American Society for Testing and Materials (ASTM) stan-
dard specification covers the performance requirement for

RID of the UAVs that operate at very low-altitude airspace
over diverse environments. It ensures the accountability of
the UAS operators by removing the anonymity factor while
conserving the operational privacy of their businesses and
customers. Furthermore, it defines the message format, trans-
mission methods, minimum performance standards, and test
requirements for the two broadcasting models [15].

1) CONCEPTUAL OVERVIEW
Figure 4 presents the general concept of the RID according
to the ASTM standard. The scope of the ASTM standard is
limited to the interface between the drone and the user appli-
cation and does not consider the broadcast receiver hardware.
In particular, the specification focuses on using the Bluetooth
andWi-Fi transmission protocols and covers the transmission
protocol provided by the available technology. No specific
technologies are used for the network RID since it requires
cellular network coverage for both UAVs and end-users.

2) PERFORMANCE REQUIREMENT
This subsection emphasizes the minimum performance
requirements and transport mechanisms for communicating
the RID messages. We summarized the critical information
that should be considered during the implementation of the
ASTM standard, and we highly recommend referring to the
ASTM standard for any details.

Two types of broadcasting messages exist according to
the ASTM standard, namely static and dynamic. The static
data, like the UAV’s identification number, is unchangeable
during flight. In contrast, the dynamic data changes, such as
its longitude and latitude. The dynamicmessages shall be sent
at least every second, whereas the static message shall be sent
every three seconds. The maximum potential time elapsed
since the time of applicability of the dynamic fields in the
Location/Vector Message shall be no older than one second.

The RID transceivers should provide sufficient power
emitted in an omnidirectional pattern. The Minimum trans-
mission effective isotropic radiation pattern (EIRP) is defined
as the minimum EIRP around all 360 degrees of the far-field
in the horizontal plane of the transmission pattern. The Min-
imum EIRP over this entire plane shall not be less than a
predefined threshold determined by the national wave law in
each country. For example, the Wi-Fi transceiver’s EIRP in
the USA should be at least 15 dBm.

The ASTM standard describes the transport mechanism by
focusing mainly on the Wi-Fi and Bluetooth media because
they are widely deployed in commonly handled devices.
Mainly, the implementation method utilizes the advertising
beacon messages used to declare a device available for pair-
ing. Bluetooth uses channels (37, 38, and 39) to broad-
cast messages to non-specific endpoints (connectionless),
whereas Wi-Fi reserves channel 6 for that purpose. ASTM
standard describes the usability of the Wi-Fi technology as a
connectionless broadcast mechanism to encapsulate the Open
Drone messages using the Wi-Fi management frames. Mes-
sages shall be encoded within the Service Discovery Frame,
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FIGURE 4. RID conceptual overview.

based on the Neighbor Awareness Networking (NAN),
to make data available for display without any necessity for
a wireless connection. NAN Discovery is operational only
in channels 6 and 149 when using 2.4 GHz and 5.745 GHz
bands, respectively. Furthermore, NAN is the underlying
specification used byWi-Fi Aware and incorporates capabili-
ties for enhancing peer-to-peer communication by enabling
devices to exchange services and information without net-
work infrastructure or setup process. Messages can be sent
together in a single pack or dynamic by dividing the message
into different packets.

3) MESSAGE FORMAT
Figure 5 illustrates the format and the values of packets used
during the broadcast by the BLE 4.x and BEL 5.x. The NAN
service discovery frame is the same at the low level, and the
main difference per rapport in the BLE packet is at the high
header level. Each broadcast message has a header coded in
one byte, where the four MSB bits are reserved for defining
the message type and the four LSB bits for determining the
protocol version. The message header is followed by 24 bytes
of data which should be encoded according to a predefined
format and using a standard data dictionary. Hence, the size
of each broadcast message is 25 bytes paddedwith nulls when
the broadcast data is less than 24 bytes.

The Bluetooth technology supports a broadcast frame to
transmit via the beacon channels with a custom message size
of 31 bytes, providing 25 bytes available for the broadcast
messaging protocol (Open Drone ID) and the other bytes for
extra header data. Bluetooth 5.x is an enhanced version of

BLE 4.x as it integrates new features, allowing long-range
communication and advertising extensions. The ‘‘preamble
byte’’ of the packet should be tuned to increase the advertise-
ment range by a factor of four. The extended advertisement
feature allows up to 255 bytes on non-beacon channels by
implementing a pointer in the primary beacons, directing the
receiver to read from the secondary channels.

C. INTERNET ENGINEERING TASK FORCE (IETF)
The Internet Engineering Task Force (IETF) has identified
a fundamental gap in current regulations and technical stan-
dards for remote identification. In particular, most of these
regulations and standards consider drone identification as an
end rather than a means to support other applications such
as air traffic control or drone-to-drone communication. For
instance, the current standards and regulations provide little
information about enabling an observer to communicate with
the pilot to obtain more information on the UAS operation or
request an exit from an airspace area in the case of an emer-
gency. The IETF asserts that remote identification should not
be used merely for identification, and its function should be
expanded to support relevant applications. To achieve this, the
IETF aims to leverage available Internet standards and infras-
tructure and business models for domain name registration to
develop necessary protocols that preserve operator privacy,
enable strong authentication, and enable authorized parties’
immediate use of information.

Towards this goal, the IETF has established a working
group to specify an open standard for Drone Remote Identifi-
cation Protocol (DRIP) in February 2020. The IETF working
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FIGURE 5. BLE frames diagram.

group aims to align the DRIP specifications with national
and international regulatory requirements, e.g., those pub-
lished by the International Civil Aviation Organization, the
European Union Aviation Safety Agency, and the US Federal
Aviation Administration. Also, DRIP builds upon the link
layers specified in the ASTM F3411-19 and enhances its
support for applications.

1) DRIP REQUIREMENT SPECIFICATION
The IETF has recently published a request-for-comment doc-
ument (RFC 9135) that defines terminology and requirements
for solutions produced by the DRIP working group [54].
This document highlights that when the drone identifier
is appropriately chosen, various Internet protocols and ser-
vices can be used to support different applications beyond
the basic security function of RID. Most Internet protocols
require some identifier, such as Network Access Identifier
(NAI), Digital Object Identifier (DOI), Uniform Resource
Identifier (URI), the domain name, or the public key. For
this, DRIP focuses on making information obtained via
UAS RID immediately usable by meeting the following
objectives:

1) Assure the trustworthiness of the RID
2) Enable verifying that a UAS is registered for RID and

registry to classify trusted operators based on known
registry vetting.

3) Facilitate independent reports of drone flight data such
as location and velocity to confirm or refute the opera-
tor self-reports used for UTM tracking

4) Allow authorized parties to establish secure communi-
cations with the Remote Pilot.

The RFC document classifies the DRIP requirements into
four groups: general requirements, identifier requirements,
registry requirements, and privacy requirements. For brevity,
Table 2 shows the labels of these requirements. For describing
these requirements and their rationales, the reader is referred
to [54].

2) DRIP ARCHITECTURE
Starting from the requirements specified in [54] the DRIP
working group is developing an architecture for remote iden-
tification [55]. The reference scenario shown in Fig. 6 is
used. This scenario shows multiple observers. Some of them
are members of the general public, and others are govern-
ment officers with public safety and security responsibilities.
Multiple drones are in flight within the observation range,
each controlled by its operator through a command and con-
trol link (C2). The drones use their IDs to communicate
through a vehicle-to-vehicle link (V2) and to ground services
through a vehicle-to-infrastructure connection (V2I). The
scenario assumes using at least one registry for the lookup
of public information and one for private details related to
drones and their operators. Finally, the domain name ser-
vice (DNS) resolves various identifiers and locators of the
entities involved.

The core architectural aspect of DRIP is using the Hier-
archical Host Identity Tags (HHITs) as self-asserting IPv6
addresses that work as trustworthy remote identifiers for
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TABLE 2. DRIP requirements according to RFC 9153.

FIGURE 6. DRIP reference scenario.

drones [56]. Self-asserting means that, given the Host Iden-
tity (HI), the HHIT Overlay Routable Cryptographic Hash
Identifier (ORCHID) construction, and a registry signature
on the HHIT, the HHIT can be verified by the receiver. The
DRIP builds the remote ID from an asymmetric key pair.
The proof of ID ownership is guaranteed by signing this ID
with the associated private key. In particular, drone ID is
generated cryptographically from hashing the HI public key.
The hash value thereof, which makes the drone ID, is called
the Host Identity Tag (HIT). The HIT is unique through
the second-preimage resistance property of the cryptographic
hash function [55].

A drone should be equipped with the HHIT, the public key
from which the HHIT was derived, and the corresponding
private key to enable message signature. An observer device
should contain either the public keys of the DRIP identifier
root registries or certificates for subordinate registries. A self-
attestation of an HHIT used as a drone ID can be done in as
little as 84 bytes when the Edwards-Curve Digital Signature
Algorithm (EdDSA) is used [57]. This attestation consists of
the HHIT, a timestamp, and the EdDSA signature [55].

A DRIP identifier can be assigned to a drone as a
static HHIT by its manufacturer, such as a single HI and
derived HHIT encoded as a hardware serial number per
CTA2063 [51], [55]. Such a static HHIT should only be used
to bind one-time use DRIP identifiers to the unique drone.
Depending upon the implementation, this may leave a HI
private key in possession of the manufacturer. In general,
observers may need Internet access to validate attestations
or certificates. The need for connectivity can be avoided
by reserving small caches on observer devices with registry
public keys and a chain of attestations or certificates, assum-
ing that all parties on the trust path use HHITs for their
identities [55].

D. 3rd GENERATION PARTNERSHIP PROJECT (3GPP)
3GPP has started several activities to address the connectiv-
ity needs of unmanned aerial systems through mobile net-
works, including the 5G system. Figure 7 shows a reference
model for UAS developed by the 3GPP working groups [58].
Accordingly, UAVs are connected over the cellular network.
A UAV operator can control one or more UAVs, and the
UAS exchanges application data traffic with a UTM system.
A command and control link (C2) that does not use the 3GPP
network is in the 3GPP scope.

1) 3GPP GENERAL REQUIREMENTS FOR UAS REMOTE
IDENTIFICATION
The Technical Specification TS 22.125 lists 17 general
requirements for the remote identification of UAS. Accord-
ingly, the 3GPP system should provide for the following [58]:

1) Enable UTM to associate the drone and its controller
and identify them as a UAS.

2) Provide UTM with the identities of the drone and its
controller.

3) Enable a UAS to send UTM data about the drone, such
as a unique identity, model, vendor, take-off weight,
position, owner identity, mission type, route data, and
operating status.

4) Enable a UAS to send UTM data about the drone
controller, such as the unique identity, position, owner
contact details, operator license, and flight plan.

5) Support different levels of authentication and autho-
rization for the data exchange between UAS and UTM.

6) Provide extendible data exchange to meet future appli-
cations of UTM.

7) Support different identifiers, including Interna-
tional Mobile Equipment Identity (IMEI), Mobile
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FIGURE 7. UAS reference model by 3GPP [58].

Station International Subscriber Directory Number
(MSISDN), International Mobile Subscriber Identity
(IMSI), or IP address.

8) Enable user equipment in a UAS to send any of these
identifiers to a UTM.

9) Enable a mobile network operator (MNO) to augment
the data sent to a UTM with the network-based posi-
tioning information of the drone and its controller.

10) Enable UTM to inform an MNO of the outcome of an
authorization to operate.

11) Enable an MNO to allow a UAS authorization request
only if appropriate subscription information is present.

12) Enable a UAS to update a UTM with the live location
information of a UAV and its UAV controller.

13) Provide supplement location information of UAV and
its controller to a UTM.

14) Support simultaneously connects a drone and its
controller to different public land mobile networks
(PLMNs).

15) Enable anMNO to obtain information about the drone’s
support of 3GPP communication capabilities.

16) Support the differentiation between drones with
UAS-capable user equipment and those with the non-
UAS-capable user equipment.

17) Support the UTM in detecting drones operatingwithout
authorization.

2) 3GPP REFERENCE ARCHITECTURE FOR UAV REMOTE
IDENTIFICATION
3GPP published a technical report containing a new 3GPP
UAS Network Function standard for UAV identification and
tracking to support Remote Identification [59]. This study
highlights seven key issues starting with drone identification
that raises the following questions:

1) What identities are assigned to a UAV and/or UAV
controller in the 3GPP system?

2) How are identities used by a drone or a controller in the
3GPP system?

3) What identities are exchanged with parties outside the
3GPP system?

4) How does the 3GPP system interact with the UTM to
enable UAV identification?

The study explores the different solutions to address the
reported key issues. One of the optimal solutions includes
mapping the network entities and interfaces in the UAV refer-
ence architecture to the 3GPP reference architecture. Figure 8
presents an overview of the 3GGP reference architecture for
UAV remote identification andmore details about the internal
architecture can be found in [59]. In summary, the drone
should have two identities:

a: CIVIL AVIATION ADMINISTRATION (CAA) LEVEL ID
(CAA-ID)
It is assigned to the drone during registration by an unmanned
service supplier (USS), and it includes information such as
the serial number of the UUID. CAA-ID is used to iden-
tify the drone by UTM actors and for remote identification
in the network and broadcast mode. The architecture supports
mechanisms available to entities outside the 3GPP system
(e.g., law enforcement) to resolve a CAA identification and
discover the USS for the respective drone. The 3GPP system
is provided the CAA-ID by the drone, and it may optionally
give this identity to the UTM/USS when providing mobile
network operator (MNO) services to the UTM/USS.

b: 3GPP ID
It is provided to the UAV by the MNO or to the UAS by
the Access andMobility Management Function (AMF) or the
Session Management Function (SMF). It is used to identify
the drone by the 3GPP system. The 3GPP ID includes infor-
mation about the subscription identity used, e.g., Generic
Public Subscription Identifier (GPSI) and Mobile Station
Integrated Services Digital Network (MSISDN), the IP
address allocated to the Protocol Data Unit (PDU) session,
or a 3GPP equipment identifier such as the Permanent Equip-
ment Identifier (PEI) and the International Mobile station
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Equipment Identity (IMEI). The USS uses the 3GPP ID to
invokeMNO services (e.g., exposure function or location ser-
vices) or during authorization. The 3GPP ID is in the format
of a GPSI, and at least the External Identifier is supported.
The 3GPP network allocates the External Identifier without
interaction with the USS/UTM and must be unique within the
geography (e.g., at least country) of the 3GPP network.

V. TECHNOLOGY AND INDUSTRY
A. OVERVIEW OF THE RID-TECHNOLOGY
This section reviews the prior RID technology to help com-
munities select the optimal technology for UAV-RID and for-
mulate requirements for the devices that performUAV remote
identification. As defined by the ASTM, RID-technology can
be categorized into two main groups, as depicted in Figure 9.
First, the direct broadcast technology transmits radio signals
from the UAV to the nearest ground receiver, as depicted
in Figure 9a. The other one, as presented in Figure 9b,
is based on the connection of the UAV with the Air Traffic
Services (ATS) system via the Internet, like 4G/5G. The
future Remote ID systems will undoubtedly be based on both
methods instead of just one because the two methods are
complementary [16], [60]. For example, ScaleFlyt Remote
ID offers direct broadcast and network channels (compliant
with ASTM and ASD - STAN) and provides secure com-
munication channels based on cryptography in tamper-proof
embedded eSIM [61].

1) BROADCAST TECHNOLOGY
Broadcast Remote ID consists of data transmission in one
direction only, with no specific destination or recipient. Any-
one within the broadcast range can receive data. The broad-
cast remote I.D. technology is helpful in areas where network
coverage is limited, disrupted, or unavailable. Maintaining a
signal between broadcaster and receiver over long distances
might not be possible, or there might be too many receivers
required to be a feasible solution [62].

a: AUTOMATIC DEPENDENT SURVEILLANCE-BROADCAST
(ADSB)
The significant avionics companies created the ADS-B in
1990, one of the most optimal and promising surveillance
tracking systems. It provides commercial andmilitary aircraft
with an updated communication scheme, extending the com-
munication range to support a radius of up to 370 Km [63].
The ADS-B allows broadcasting autonomously messages
containing the location obtained from the Global Naviga-
tion Satellite System (GNSS) and other information pro-
vided by on-board systems to other UAVs and ground base
stations with minimum latency [63], [64]. ADS-B is an
element of the U.S. Next Generation Air Transportation Sys-
tem and the UAV can use to detect other aircraft in the
national airspace [65]. There are two operation modes of the
ADS-B known as ADS-B In and ADS-B Out, as illustrated
in Figure 10. The UAV’s position, identification, and speed

are sent periodically to the ground station in the first mode
without requiring any external action. In the second mode,
the UAV exchanges such information between each other,
mainly related to Flight Information Service - Broadcast
(FIS-B), Traffic Information Service Broadcast (TIS-B) data,
and other ADS-B messages [63].

The existing ADS-B modules broadcast the message into
two main frequencies, which are 1090 MHz and 978 MHz
[66]. The 978 MHz is used only in the U.S. for testing
purposes and is known as the Universal Access Transceiver
(UAT). Many companies have developed low-power and
low-cost ADS-B modules, such as ping2020, developed by
UAvionics, TT-MC1, designed by Aerobits, and DDA by
Sagetech. Other companies like DJI integrate the ADS-B
module in all drones released after 2020, allowing notifi-
cation of any nearby UAV. Unfortunately, today there is no
commercial drone equipped with such a module because this
might cause unnecessary signal traffic, especially with the
growing number of drones. The FAA reported that the ADS-B
Out would generate undue signal saturation and create an
overall safety hazard for crewed aircraft due to the exponen-
tial increase of UAVs in the airspace. Furthermore, ADS-B
does not provide information regarding the location of a UAV
control station. Although the FAA hints that ADS-B is an
inappropriate solution to identify UAVs,many companies and
research labs still focus on developing and enhancing ADS-B
systems. The enhancement focuses mainly on optimizing the
power consumption, which is considered too high for a small
battery-powered UAV since the power consumption can go
up 20W [67]. A low-power ADS-B is proposed in [68]. The
power transmission of the proposed module is less than 1.3W
instead of 20W, and the throughput drops to one message
every three seconds, which is not enough for safe conflict
management. Moreover, due to the enormous transmission
power, the ADS-B receivers may suffer channel congestion
in high traffic conditions or be blinded by close transmitters
(≤ 50 km). Finally, the UAV’s ADS-B transceivers are much
more expensive than a small UAV [69].

b: RADIO FREQUENCY
Radio-frequency-based systems are overgrowing and repre-
sent a promising alternative that drones can use to broadcast
their ID. UAVs must integrate transceivers utilizing the right
and unlicensed radio frequencies to avoid harmful interfer-
ence to vital radio systems like emergency services, cellular
phones, and satellites. The most commonly used frequencies
for broadcasting are 433MHz/2.4GHz for remote control and
5.8 GHz for audio and video links [70]. The used frequencies
should primarily respect each country’s national and inter-
national regulations, such as the power levels, duty-cycles
modulation, and sub-channels. Radio-frequency transmitters
broadcast continuous messages to advertise their presence for
the associated devices. These advertisements usually carry a
payload and contain the broadcast Remote ID data. A hand-
held device does not need to establish a connection to receive
Remote ID data; instead, it needs only to receive and process
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FIGURE 8. 3GPP reference architecture UAV remote identification [59].

the advertisements [15]. The best radio frequency alternatives
to broadcast RID are Wi-Fi, Bluetooth, and low-power Wide-
Area Network (LPWAN) [71]. We briefly describe these
technologies in the remainder of this section.
• Wi-Fi: is a wireless Ethernet standard designed to sup-
port local area networks and is known as 802.11b.
This standard allows devices to share information using
radio frequencies in the gigahertz range [71]. The Wi-Fi
modules are available off-the-shelf and inexpensive.
No license is needed to operate a Wi-Fi access point
or Wi-Fi devices, unlike 5G/6G modules. The cover
range of some Wi-Fi modules does not exceed 300m,
whereas others can reach 2Km like the Wi-Fi Neigh-
bor Awareness Networking NAN) and Wi-Fi beacon
[72], [73]. The power consumption of Wi-Fi NAN and
Wi-Fi beacon is 100 mW. To the best of our knowledge,
no existing research work uses the Wi-Fi module in the
context of broadcasting RID. Some industrial companies
have demonstrated the feasibility of broadcasting the
RID usingWi-Fi to allow users to monitor nearby drones
like the DJI company. Information is transceived directly
from drones to off-the-shelf mobile phones, using an
existing Wi-Fi protocol, without completing a two-way
connection. The prototype is tested on smartphones in
areas without any telephone coverage because it does
not need to connect to a Wi-Fi base station or cellular
network. Furthermore, the smartphone receives Wi-Fi

signals from a distance of more than one kilometer away
from the transmitting drone.

• Bluetooth: is an excellent wireless standard for wireless
communication because it provides a secure connec-
tion while maintaining relatively low power consump-
tion. The Bluetooth modules are available off-the-shelf
and inexpensive, and there is no need for a license to
operate them. The adequate bandwidth of the BLE is
270 kbps and can reach 650 kbps in the new modules.
This technology is unsuitable for transmitting a large
amount of data, which is not the case with RID. There
are two Bluetooth versions: Bluetooth Legacy Adver-
tising (Bluetooth 4.x) and Bluetooth Long Range with
Extended Advertising (Bluetooth 5.x). The expected
range of the first version is 250m, whereas the range of
the second one can reach 1 Km in ideal conditions [73].
Themaximum transmission power of the twomodules is
about ten mW. For example, Unifly Company developed
a BLIP system that integrates a BLEmodule to broadcast
the flying and the operator information. The data is
accessible online to authorities via a secured application.
It can be captured within a distance of up to 200 m of the
observer. The consumed energy during the broadcasting
is less than ten mW.

• Low-power Wide-Area Network (LPWAN): is another
alternative that can address RID broadcasting. The
LPWAN communication technology is designed to
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FIGURE 9. Remote ID technologies.

FIGURE 10. Scenario of the ADS-B communication technology [63].

provide long-range at the expense of a low data rate
and a high latency, and it operates in the unlicensed
Industrial Scientific and Medical (ISM) band. Further-
more, it can operate at a lower cost and power than
legacy wireless technologies [74], [75]. Themost known
unlicensed LPWAN communication technologies are
LoRa and sigfox. Sigfox technology is the first IoT
network to listen to unlimited objects broadcasting data
without network connections. Sigfox is a program-based

communications system where all the network and
computing complexity is overseen within the cloud
instead of the devices. It transmits data within the unli-
censed sub-GHz ISM groups (e.g., 868 MHz in Europe,
915 MHz in North America, and 433 MHz in Asia). The
maximum data rate of Sigfox is 100 bps, which makes
this technology inappropriate for broadcasting the RID.
Contrariwise, the LoRa technology has attracted signifi-
cant attention from industries and academics in recent
years because it can reach a data rate of more than
270 kbps and offers long-distance connectivity. For
example, in [76], Omkar et al. show the feasibility of
the LoRa technology in broadcasting RID by study-
ing the reliability and coverage by considering vari-
ous SNRs, interference conditions, spreading factors,
coding rates, and deployment settings. The research
group evaluates the amount of degradation due to the
LoRa multi-user interference for different scenarios and
quantifies the performance gains obtained with different
coding rates and spreading factors. Table 3 summarizes
the specification of LoRa modules that can be used to
broadcast RID.

TABLE 3. Examples of LoRa modules and their specification.

Figure 11 presents a comparison between the previous
RID technologies. For example, the LPWAN represents the
optimal choice to broadcast the RID due to its low power
consumption for long-range distances. The disadvantage of
such technology is the low data rate and latency, which makes
it inappropriate to transfer big data.

FIGURE 11. Comparison of RID technologies.

2) NETWORKED ID
Network broadcasting consists of data transmission to the
internet or a federation of services. Clients can access dis-
tributed data to obtain UAV ID and tracking information [62].
The most known networked broadcasting technologies are
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the cellular and satellite network (SATCOM). Cellular tech-
nology can serve UAV RID by providing wide-area, cost-
effective, and reliable wireless connectivity [77]. SATCOM
is an attractive alternative to be used in the future to broad-
cast the UAV RID, and it is expected to be an integral part
of the future communication infrastructure [78]. Satellite
communication provides a significant latency and coverage
area, whereas the cellular network offers a medium latency
and coverage area. Satellite communications technology is
exclusive for emergencies when land-based communication
services are down and during natural disasters.

Furthermore, the current SATCOM technology has the
technical disadvantage of the inherent delay in transmis-
sion. To our best knowledge, until today, there is no imple-
mentation of the UAV RID using satellite communications.
Contrariwise, academia and industry have given particular
attention to the next generation of the cellular network to sup-
port flying UAVs and provide limitless connectivity because
the existing cellular infrastructure is optimized to serve user
equipment located on or close to the ground.

The network broadcasting model requires subscribing the
drone into the network of mobile service operators as it
relies mainly on the cellular network [79]. Figure 12 sum-
marizes the different steps to register the UAV in a cellular
network. The user must register to an embedded Subscriber
Identification Module (eSIM) service by sending a request
to the mobile network operator (MNO) to provide informa-
tion about the UAV. Once the information is verified, the
MNO communicates with the Government Telecommunica-
tion Authority (GTA), requesting the PIN and the activation
code shared with the user to complete the registration. The
user should install an application provided by the GTA to
manage the UAV connection. The user activates the eSIM
in the mobile application and installs the profile in the vehi-
cle using the activation code and the PIN. The application
securely sends the PIN and the activation code to the GTA to
store the user and the vehicle information in the database and
push the PIN code into the vehicle. The UAV confirms its
readiness to receive other information from the user, which
enters the vehicle’s activation code and PIN code. At this
stage, the drone and the operator share the secret PIN and
the activation code, allowing them to identify each other.

We briefly describe the last industrial networked RID tech-
nologies in the remainder of this section.

a: ScaleFlyt REMOTE ID
Is an intelligent solution introduced by Thales Group to
secure drone operation on the ground and in the air [61].
Figure 13a present a picture of the ScaleFlyt RID connected
to a drone. It comprises an add-on onboard devices, a web
server (cloud-based solution), and a back-end application
implemented on a mobile application. ScaleFlyt allows the
authorities to detect and identify the drone identification
number, the operator ID, and the flight authorization. Third
parties, such as UTM providers, UAV pilots, and ground
receivers, can receive such information via secure networked

FIGURE 12. UAV registration.

data communication (LTE). ScaleFlyt provides secure com-
munication channels based on cryptography in tamper-proof
embedded eSIM. The ScaleFlyt is easy to use, and its cellular
connectivity is global and compatible with any airspace man-
ager (UTM/USSP). The UAV operator has to register using
his registration number and QR code, configure the tracker,
and attach the remote ID device to the drone.

b: NETWORK REMOTE IDENTIFICATION (NET-RID)
Swiss U-Space Implementation (SUSI) members developed
NET-RID,which complies with theU-Space Regulation (EU)
2021/664 adopted by the European Commission [80]. NET-
RID provides information about those operations via the
internet and allows drone operators to easily share informa-
tion about their flights with airspace authorities, law enforce-
ment, other operators, and the general public. The necessary
information related to the operator and flight is shared using
a cellular network via an open-source platform that ensures
a U-Space Service Provider (USSP) has obtained all relevant
data from other USSPs. The NET-RID service complies with
the ASTM F3411 standard, which protects the operator’s
privacy.

c: BROADCAST LOCATION & IDENTIFICATION PLATFORM
(BLIP)
Unfily company designed and developed BLIP as an elec-
tronic plate, and UAV tracker [81]. Figure 13b presents a pic-
ture of the BLIP mounted on a drone. BLIP system provides
maximum tracking accuracy while minimizing latency and
securely stores the operator and flight information to Unifly’s
and other cloud services. It allows authorities and users to
access the details of drones flying within a distance of up to
200 meters using Bluetooth low-energy technology. Data are
transferred regularly, in compliance with the European legal
requirements, through LTE wireless broadband network to
the UTM backbone.
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d: SECURE INTEGRATED AIRSPACE MANAGEMENT (SIAM)
RelmaTech company recently launched SIAM solution as a
robust remote identification and traffic management applica-
tion to address the critical issues for ensuring the safety of
UAVs [82]. The operator and UAV are registered in a public
database to track the manned and unmanned vehicles, and
each has a digital identification. Besides the remote identi-
fication of drones, SIAM allows monitoring of no-fly zone
and live feeds to the appropriate third parties and has been
operating as a live UTM system for the active drones.

FIGURE 13. Examples of RID modules.

B. UAV INTEGRATING RID
With the introduction of Remote ID regulations for drones’
safe and secure operation, industrial drone manufacturers are
expected to comply with such guidelines as per deadlines
set by most aviation regulators worldwide. Otherwise, non-
complying drones will be prohibited in the long run, resulting
in business losses for such an industry. Several major drone
companies are trying to cope with the newly proposed regu-
lation by implementing multiple strategies. Minimal invasive
modifications for current running production lines of existing
models are proposed to mitigate such evolving risks. Current
platformsmay require firmware updates and add-on hardware
deployment to enable the RID feature. To redesign those
platforms for a complete built-in RID, suspending current
production lines will emerge a more extended cycle design
that drone manufacturers can find impractical and costly.
However, this is not an issue for the upcoming planned revi-
sions of the drone platform. Integrating the required hardware
and software to support RID into the autopilot or flight con-
troller subsystem will be part of the new design cycle. Table 4
presents the drones that are already Remote ID compatible
and the existing modules to be mounted in the drones that will
not comply with Remote ID. In the following subsections,
we summarize the activities of some major companies in this
area.

1) DJI
Da-Jiang Innovations, or DJI, established in 2006 in
Shenzhen, Guangdong, China, is one of the leading drone
manufacturers that shares around two-thirds of the world
drone market [83]. DJI claims that current drone platforms
only require a software update to their flight controller to
enable RID without additional hardware. DJI has planned to

support drone identification solutions since 2017 by
re-utilizing current wireless links within their platforms to
ground stations [84]. The software update implements broad-
casting identification information over the C2 link initially
used for video streaming. This link utilizes the frequency
of 2.4GHz or 5GHz, depending on the platform. Drones
that do not contain C2 or Wi-Fi NAN links will require
add-on modules to broadcast identification information, such
as Dronavia Beacon. After Jan 1, 2020, all newmodels will be
equipped with DJI AirSense, which uses ADS-B technology
for such applications. DJI implemented a remote identifica-
tion solution based on Wi-Fi technology into a Mavic Air
UAV. The experimental results show that drone identification
is performed accurately using a DeDrone Drone scanner
application installed on an Android operating system. The
detailed information of the operator and the done’s informa-
tion, such as the location, speed, and drone serial plate, are
reported in real-time on the phone’s screen.

The Dedrone DroneScanner is still under prototyping and
is not yet available publicly, but the application’s source
codes can be found on GitHub. The application can be
compiled easily using Android Studio. It continuously scans
and decodes Bluetooth, Wi-Fi, and Wi-Fi beacon signals
for android phones. If any matches the specifiers for Open-
DroneID signals, it adds that transmitter to a list to display
the drone’s location on a map and the detailed content of
the OpenDroneID data. The application reads the Android
feature flags to determine the supported technology (BLE 4.0
or BLE 5.0). It complies with the Bluetooth, Wi-Fi NAN,
and Wi-Fi Beacon parts of the ASTM F3411 Remote ID
standard and the ASD-STAN prEN 4709-002 Direct Remote
ID standard.

2) PARROT
Parrot is a multi-technological company specializing in man-
ufacturing different types of drones [85]. Parrot introduced
the support of Direct Remote Identification after the software
release FreeFlight 6.7 in June 2021 [86]. DRI implements the
message structure of the Open Drone ID protocol as ASTM
standard specifies. The broadcast is transmitted through a
Wi-Fi module equipped with Parrot platforms based onWi-Fi
beacon technology. The beacons frame are captured by cel-
lular phones as part of a standard channel scan operation that
is automatically applied within any operational client device.
The flight information is extracted from the beacon message
using a mobile application, which is shown in real-time as a
red line traces Parrot Anafi’s path. Figure 14 illustrates a print
screen of the Dedrone drone scanner application, where the
red line traces Parrot Anafi’s path while the flight information
details are available on the info screen.

3) YUNEEC
Another notable drone manufacturer based and founded in
Jiangsu, China, in 1999 is Yuneec International [87]. The
company announced in May 2021 the support of FAA
Remote ID to their flagship drones, H520 and H520E [88].
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TABLE 4. RID companies; NET ID: networked identification, BR ID: broadcast identification, NR: not reported.

Existing users of Yuneec drones are only required to update
the drone firmware with a Wi-Fi module to be integrated into
the platform. The updated firmware uses theWi-Fi module to
broadcast the identification information of the drone.

4) PIXHAWK
Open-source platforms are not exempt from complying with
RID regulations, and most are trying to engage RID within
their systems. For example, the Pixhawk autopilot hardware
is supported by the PX4 and Ardupilot autopilot software,
which do not integrate RID by default. For this reason, several
top-up software has been introduced to resolve this issue,
such as Auterion SDK for PX4 [89]. The SDK implements
the MAVlink protocol to transmit the identification informa-
tion to the ground station to forward later data to a server
through the internet. RID can also be enabled with Pixhawk
through a hardware add-on such as Aerobits idME, which
uses BLE technology for the broadcast RID [90]. Another
hardware module is cubepilot, adapted by Pixhawk company
to support broadcasting RID based on ADS-B IN receiver
from uAvionics.

C. RID MODULES
Today, most existing drones do not have an integrated remote
identification module. The research entities are developing
new remote identification devices to incorporate within the
current UAV to comply with the FAA regulation. For exam-
ple, Unifly and Czech companies offer two remote identifi-
cation modules that can be retrofitted on all existing drones
on the market. The two modules broadcast the required

information, such as the operator ID, drone identification,
location, etc. The Unifly module supports the 4.0 Bluetooth
technology, whereas the Czech module can simultaneously
broadcast using BLE 4.0 and BLE 5.0. Demonstrations of
the use of these two modules are reported on the company’s
website showing their efficiencies.

VI. RESEARCH
RID Research studies are too rare despite the acute need to
implement this technology in the shortest time. This section
reviews the research studies on google scholar by searching
the term ‘‘drone remote identification.’’ In addition to the
scarcity of information in this field, some research studies
address the remote identification problem well, unlike oth-
ers. Thus, we categorized this section into two subsections:
focused research studies that are axed very well with the phi-
losophy and regulation of RID; and joint RID-UAV research
that can help identify drones.

A. FOCUSED UAV-RID RESEARCH
1) SECURITY OF RID
Securely broadcasting UAV data is the key to success-
fully creating a modern automated UAS Traffic Manage-
ment (UTM) system. Many studies focus on security and
privacy concerns, including authentication threats and the
leakage of identity, location, and flying routes to enhance
UAV flying safety and service quality [91]. There are two
types of broadcasted data: public data and payload data which
are confidential and should be prevented from being exposed
to unauthorized entities. Previous works are conducted by
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FIGURE 14. Wi-Fi beacon remote-ID (Parrot) [73].

our team to mitigate the risks associated with drone flights
and to discriminate between cooperative and uncooperative
drones [92]. The suggested system is a counter-drone tech-
nology integrated into the UTM system allowing informa-
tion exchange and coordination using a set of clarification
protocols for accountable response to sighted drones. The
architecture allows the CUAS system to obtain informa-
tion about the registration status of the sighted drone and
whether it is authorized to perform the observed flight. The
system contains two databases: a database of the identities
of registered drones (ID-DB) and a database of authorized
missions (AUTH-DB) containing updated information about
drone registration and mission authorizations. The CUAS
system is simulated to analyze its performance under different
scenarios using multiple drones.

In [93], Tedeschi et al. proposed an Anonymous Remote
IDentification of Unmanned Aerial Vehicles (ARID) to
enable RemoteID-complaint anonymous remote identifica-
tion of drones. The suggested solution allows the broadcast-
ing of messages using ephemeral pseudonyms that only a
trusted authority can link to the long-term identifier of the

drone and its operator. Furthermore, ARID enforces mes-
sage authenticity to protect drones against impersonation and
spoofed reporting and generates negligible overhead on the
trusted authority. ARID is implemented and validated on
the 3DR-solo drone. The experimental results showed that the
most demanding configuration takes only about 11.23 ms to
generate a message and consumes 4.72 mJ of energy.

In [94], a decentralized UTM protocol is proposed to con-
trol airspace access to ensure high integrity, availability, and
confidentiality of airspace operations. The suggested system
addressed mainly the lack of a clear definition of protocols
that govern a secure interaction between authorities, service
providers, and end-users. The suggested solution is based on
blockchain, smart contract technologies, and a mobile crowd-
sensing (MCS) mechanism to seamlessly enforce airspace
rules and regulations governing UAV operations. The archi-
tecture is integrated with the Ethereum platform and veri-
fied using four innovative contract verification tools, Osiris,
Slither, Oyente, and SmartCheck. The simulation results
show the robustness of the code against many threats, such
as man-in-the-middle, denial-of-service, and replay attacks.
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Hashem et al. [95] proposed a novel drone ID architec-
ture based on the Hyperledger Iroha blockchain, which is a
block sequence. The administrator registers new drones to
the networks and stores the public keys and certificates. The
drone broadcasts the updated data directly to the blockchain
if the Internet is available. Otherwise, drones send data to
the connected ground control station, which will forward the
received information on behalf of the drone. The observers
receive messages via Bluetooth and Wi-Fi broadcast or poll
the blockchain, and they can fetch the public key associated
with a drone to validate the received messages. The authors
showed its proof-of-concept implementation with the Drone
remote identification protocol and the system’s invulnerabil-
ity against various attacks.

In [96], Xueping et al. proposed architecture for
blockchain-based drone systems called DroneChain to secure
drone communication during data collection and trans-
mission and to preserve the integrity of collected data.
DroneChain includes four main blocks: drones, a control
system, a cloud server, and a blockchain network. The drones
construct data as tuples: DeviceID, Time, Location, Data and
send them to the controller, which forwards the data to the
network block. The latter will hash the data and transform
them into aMerkle tree node. Since each record will be stored
in the cloud instantly, the data integrity can be verified at any
time.

Despite the ADS-B being one of the optimal and promising
solutions to broadcast the RID, this system does not contain
a security mechanism [97], [98]. The ASD-B is vulnerable to
attacks such as Eavesdropping, Jamming, and spoofing. Sud-
hindra et al. proposed a cryptography approach to overcome
issues related to the security and sensitivity of the drone’s
data [99]. The concept is demonstrated in a hardware plat-
form using a low-cost software-defined radio and an evalua-
tion board equipped with an ARM processor. The suggested
framework is based on the RTL-SDR library and integrates a
symmetric-key encryption algorithm to encrypt/decrypt data.
The architecture consumes one second to decode one ADS-B
packet. In the same context, the researcher in [97] addressed
the security failure of the ADS-B by proposing a new solu-
tion by exploiting some cryptographic primitives based on
FFX encryption and then adapting them to the air traffic-
monitoring scenario. The proposed solution is lightweight for
congested data links and resource-constraint avionics. It also
can tolerate package loss and disorders frequently occurring
in ADS-B wireless broadcast networks.

2) POWER, PERFORMANCE, AND OTHER ASPECTS
Current research also focuses on the technical enhancement
of the remote identificationmodules, such as the range, power
consumption, and bit rate. For example, the horizontal broad-
cast range should be maximized (≥ 1Km). Similarly, the
vertical range should be greater than 500 m even if the UAV
may not be flying this high [100]. Another design criterion is
to keep the probability of false alarms less than one error/hour

and the latency less than 3.5 s. Furthermore, the RIDmodules
should have a minimal battery size to make them lightweight,
which is one of the biggest challenges [101]. In [102],
Jae et al. proposed an energy harvesting-based UAV identi-
fication network in which the UAVs harvest energy through
radio frequency signals transmitted from ground control sta-
tions and then transfer their identification information to
the ground receiver station (GRS). The time and bandwidth
allocation balance the harvested energy and the achievable
rate of UAVs.

A research team at the National Research and Develop-
ment Corporation designed and developed a small RID trans-
mitter powered by a lightweight Lithium-ion battery (3.8V,
1670 mAh), allowing it to broadcast information continu-
ously for more than seven hours [103]. The evaluation was
carried out in three approaches ‘‘horizontal distance between
the transmitter and the evaluation receiver,’’ ‘‘altitude of the
transmitter,’’ and ‘‘position of the transmitter.’’ Bluetooth
5.0 technology is the wireless method used to broadcast RID
where the maximum distance reached is about 300 m with a
maximum communication success rate of 95%.

Omkar et al. present a study investigating the reliability
and range of the LoRa to broadcast the remote ID [76]. This
study quantifies the bit error rate performance and the spread-
ing factors caused by two different interference scenarios to
explore the impact on the reliability and coverage of the RID
system based on the LoRa technology. MATLAB simulations
show that lower spreading factors have limited range but have
an advantage of shorter time-on-air and an increasing bit rate.

Using LoRa technology, Ghubaish et al. proposed a pro-
totype based on low-cost LoRaWAN modules to identify
and locate the UAVs [104]. The study shows that the UAV
equipped with a LoRaWAN module that transmits the RID
can be easily localized using several ground stations. The
suggested architecture broadcasts the RID in a range of 600m
while consuming only 1w. It is important to note that LoRa
technology is considered an excellent candidate to transmit
RID because it can spread signals for up to 10km for line-of-
sight (LOS) conditions, using just a few watts [105], [106]
and can reach distance range of 60 Km with less than 5%
packet loss rate [71].

In [107], Chin et al. proposed an ADS-B based on
low-power communication modules LoRa and APRS. These
modules are tested in conjunction with the 4G network to
broadcast the position for tracking and the flight data in a
wide area using a quad-rotor to check the capability of the
proposed infrastructure at low altitudes. The reported perfor-
mance is encouraging and is verified with highly acceptable
conditions under the Technical Capability Level (TCL3).

uFly framework is proposed in [108] to guarantee regular
communication and optimize UAV flights. It allows the man-
agement of the drones’ ADS-B communication traffic con-
strained by the airplanes’ ADS-B. The uFly is implemented
and verifiedwithin theUAVflight airspaces in different cities,
and it ultimately revealed promising results in effectively
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managing UAVs and keeping the ADS-B communication
regular.

B. JOINT UAV-RID RESEARCH
In some studies, the term ‘‘remote identification’’ does not
reflect the identification of drones defined by most regula-
tions. However, it is used by some researchers to refer to
detecting and identifying drones in images. In this context,
some studies used different sources of information to identify
UAVs such as radiofrequency signals [109], [110], [111],
[112], [113], UAV sensors [114], [115], [116], acoustic fin-
gerprints [117], [118], [119], [120], [121], etc. Such works
are out of this review paper’s scope because they do not align
with the UAV-RID philosophy.

Other research studies use camera surveillance to
identify drones using machine learning algorithms [112],
[122], [123]. Such studies are considered because they rep-
resent an attractive joint alternative to remotely identify-
ing UAVs. For example, in the research project undertaken
in [124], Remote Drone Identification (ReDroId) is proposed
based on visual RSA SecurID Tokens. ReDroId implemented
an authentication scheme distinguishing between foe and
friend drones by optically modulating the RSA token using
flashing lights. A machine learning algorithm recognizes the
flashing lights using a video surveillance camera. It converts
the detected tokens to binary codes used to convert them to
binary code, permitting identifying drones.

VII. DISCUSSION
Drone remote identification is indeed an indispensable tech-
nology for public and airspace safety. The regulations, stan-
dards, industrial solutions, and research work described in
this paper build a framework to understand this technology’s
scope and inform related adoption, deployment, develop-
ment, and research activities. For example, aviation authori-
ties interested in making related rules can use this framework
not only to have an overview of other countries’ regulations
but also to understand the scope of available standards and
the capabilities of technical solutions to support a seam-
less rule-making process. Recall that the initially proposed
rule-making by the FAA faced resistance from industry and
users, which resulted in considerable changes and corre-
sponding delays in issuing the final rule. In this section,
we discuss the main opportunities and challenges of this
technology.

A. RID OPPORTUNITIES
The primary function of RID is to identify a drone in the
airspace and associate the drone with the operator by pro-
viding information about the location of the ground control
station. This function is a core requirement for operating
drones over people and at night. In addition to this primary
function, RID provides several opportunities for advanced
applications and services, airspace monitoring, and counter-
drone systems.

1) OPPORTUNITIES FOR SAFE AIRSPACE OPERATION
The RID technology can support multiple applications, such
as situational awareness and aircraft separation. Broadcast-
based RID cannot support such applications due to the lack of
a communication link to the drone. The FAA encourages –but
not mandates– drone operators to equip with ADS-B In
for increased traffic awareness if practicable [22]. On the
other hand, the Internet Engineering Task Force has recog-
nized the relevance of using remote identification to support
Internet-based applications such as control and command
(C2) beyond visual line-of-sight and detect & avoid (DAA).
IETF aims to leverage existing Internet resources (protocols,
standards, services, infrastructure, and business models) to
support such applications. Still, not all applications require
the user’s device to have Internet connectivity. For exam-
ple, an observer device can authenticate a remote identifi-
cation message if the device is equipped with the necessary
certificates.

2) OPPORTUNITIES FOR AIRSPACE MONITORING
In conjunction with public mobile devices, remote identifi-
cation technology can provide a cost-effective opportunity
to monitor airspace. The crowd’s mobile devices can con-
tinuously sense RID messages and forward them to a cen-
tral system for aggregation and evaluation. Such a solution
is considered ideal for broadcast-based RID as it does not
require the availability of an internet access point. However,
this solution should be enhanced by a security solution to
prevent false reports by the crowd. The amount of the received
reports depends on the crowdedness of the area over which
the drone is flying. In a crowded city center, for instance,
the central server can receive hundreds of reports of the same
drone, which is unneeded and can overload the system. From
this viewpoint, the monitoring system should implement a
periodic mechanism to treat a predefined number of reports
for each drone to avoid overloading.

3) OPPORTUNITIES FOR RELIABLE COUNTER-DRONE
OPERATIONS
Furthermore, remote identification presents an opportunity
for counter-drone systems toward reliable decision-making.
Currently, these systems support two main functions: detec-
tion and interdiction. Detection technologies include radar,
computer vision, acoustic systems, and radio-frequency
detectors [125], [126]. Interdiction solutions include jam-
ming, catching, or shooting [127], [128]. This two-function
concept of a counter-drone system is suited for sensitive
zones where any sighted drone should be classified as illegal.
Dividing the city airspace into sensitive and insensitive zones
can be problematic in urban areas. Remote identification can
mitigate this problem by allowing the counter-drone system
to identify drones and differentiate between legal and illegal
ones instead of classifying every drone as unwanted. Also,
RID allows for controlled drone operations in or close to
sensitive areas without being prevented by the counter-drone
system.
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B. RID LIMITATIONS AND CHALLENGES
Remote identification technology has several limitations and
challenges that arise from its conception, design, or imple-
mentation. We discuss these in the following subsections.

1) SECURITY AND PRIVACY
The remote identification technology is vulnerable to a wide
range of security attacks. The most critical issue is the ability
of malicious drones to transmit fake identities while per-
forming illegal missions. The fake identity can be arbitrary
or masqueraded. Masqueraded identities are easy to obtain
by intercepting remote identification messages from other
drones since identity data is supposed to be public. Mas-
querading a drone identity is especially critical because it
not only allows illegal operators to complete their missions
without raising observer concerns. Innocent owners of the
intercepted drone can also face prosecution because viola-
tions would be associated with their drones.

In addition to manipulating identities, an illegal drone
can change other data in the remote identification message.
For example, an operator can violate the approved mission
plan and hide this violation by manipulating the location or
velocity data in the remote identification message.

Remote identification requires compatibility with hand-
held devices such as mobile phones and tablets to allow
observers to identify drones in their proximity and report
annoying ones to authorities. Since drones can move at high
speeds and disappear from the scene quickly, it is important
to send reports with minimum delays using a system available
to the public. However, such a system can open the door to
various attacks. For example, malicious observers can send
fake or falsified reports to cause harm to innocent drone
operators or temporarily or indefinitely disrupt the service.

In large regions, multiple UTM service suppliers are
needed to provide the required coverage. In remote identifica-
tion, the ASTM standard differentiates between service and
display providers. These providers should exchange informa-
tion and communicate with other unmanned service suppliers
in the UTM ecosystem. This distributed model of services
adds additional risk to remote identification data, such as
interception, spoofing, and manipulation.

This snapshot of issues shows that remote identification
cannot be used without security enhancement. Indeed the
authentication of remote identification data and reports is of
high priority.

Operators’ privacy is another challenge for drone identi-
fication. Revealing mission data along with the true drone
identity and the operator’s location can pose a risk to the busi-
nesses of some commercial operators. Therefore, different
solutions, including encryption and anonymization, should be
considered to address the privacy challenges. Such solutions
would prevent the general public from knowing the true
identity of the drone and its operator. Still, ground observers
with special authorities such as law enforcement would have
access to decryption or deanonymization services that help
them find the true drone identity.

2) REMOTE IDENTIFICATION AMBIGUITY
Assume a ground observer who spots a drone in the near
airspace. The observer starts the RID application on the
mobile device. The application shows a drone at the expected
location. Can the observer be sure that the drone displayed in
the app is the same one seen in the sky? An illegal operator
could fly an unregistered drone on a malicious mission and
uses a ground transmitter to send fake RID to mislead ground
observers. So, RID has an inherent ambiguity issue similar to
car plates.Without further information, it is nearly impossible
to assure that a car plate belongs to the vehicle it is placed on.

Associating a received RID with a sighted drone becomes
more complex when multiple drones fly nearby, and the
ground observer receives fewer RIDs than the number of
the sighted drones. This ambiguity issue is hard to resolve.
One solution was proposed in [129], where the observer is
authorized to overtake control over the drone. In the case
of ambiguity, the observer sends a command to the drone
to perform a specific movement. When the drone responds
to this command, it is considered legal. The observer should
send the command securely to prevent other drones from imi-
tating the response. Computer vision-based methods should
be considered to disambiguate multiple and far drones. This
disambiguation solution requires the involvement of a human
observer, which can be error-prone and only deal with a
limited number of drones near the observer.

3) TECHNICAL FAILURES AND DATA ACCURACY
As a technical system, remote identification can fail due to
permanent or transient errors in the onboard RID module or
the communication link. Also, location data included in the
remote identification message be inaccurate or wrong due
to interference affecting the IMU or erroneous information
from the GPS modules [100]. Technical failures can be con-
fused with safety or security violations by a ground observer
who can make a wrong decision, e.g., to interdict the drone.
This indicates that remote identification systems should be
developed with high reliability using fault-tolerant systems
methods such as adding redundancy modules, e.g., a redun-
dant GPS device. Apart from this, ground observers should be
able to obtain more information about violating drones before
deciding to prevent them. For example, a dual system should
be fitted into the NextGen of ADS-B to validate the position
with the primary source.

4) RANGE LIMITATIONS
RID regulations and standards are driven by the requirement
of supporting mobile devices such as tablets and mobile
phones. This sets a significant constraint due to the limited
capabilities of the embedded communication technologies,
includingWLANandBluetooth. Specifically, these technolo-
gies have a shorter range than what many or most high-end
drones can fly in terms of altitude. Of course, flying above
400 feet (or whatever is specified by regulations) is already
a violation. However, malicious users’ interest is to remain
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undetected in the first place. So, aligning the RID specifica-
tionwith the capabilities of standardmobile devices is amajor
issue [100].

Regardless of the solution chosen to broadcast the required
information, there is a general desire for long-range identi-
fication. To overcome the lack of network connectivity and
to support RID broadcast in remote areas, it is essential to
complement the existing infrastructure with a non-terrestrial
network using high-altitude platform stations and satellite
technology [11]. Thus, the 6G network will be an excel-
lent alternative to broadcast UAV identification because it
is envisioned to provide integrated solutions with capabil-
ities allowing the use of terrestrial and satellite communi-
cation within a single modem. Finally, radiofrequency is a
reliable choice to broadcast remote identification, but it is
not receivable by most mobile devices without a hardware
upgrade.

5) ENERGY CONSTRAINTS
Another challenge to consider along the range question is
energy consumption. An insufficient energy resource will
cause the interruption of broadcasting data and mislead a
ground observer to classify the drone as illegal. An inde-
pendent energy source for the remote identification module
should be considered to mitigate this issue. Possible solutions
include solar panels or harvesting energy through radio fre-
quency signals transmitted from the ground control stations
as proposed in [102]. Another vital point to consider is power
level regulations by communication authorities such as the
FCC 47CFR15 and 47CFR18 by the International Telecom-
munication Union (ITU), which differ from one country
to another. For example, the Effective Isotropic Radiated
Power (EIRP) in Spain should not exceed 10Wagainst 400W
in the UK [130].

VIII. CONCLUSION
Drone remote identification will undoubtedly play an essen-
tial role in protecting the airspace against malicious and
reckless drone operations and supporting public safety and
privacy. This study has described the current activities in
this area and provided details on related regulations in dif-
ferent countries, primary standards, industrial solutions, and
research. Discussing the different opportunities and chal-
lenges provides hope in this technology and informs regula-
tors, standardization bodies, industry, and researchers about
what is still to do. The main lesson is that RID is an indis-
pensable technology for airspace safety. It is as important as
a car license plate for road traffic safety. However, associating
the digital RID with the physical drone is a major challenge
that should be overcome using advanced authentication and
disambiguation solutions.
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