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ABSTRACT Aviation safety has been an eternal theme, and safety assessment is taken as the important
method to assess the aircraft safety, but it is difficult to assess the safety of a heavy equipment airdrop
from a transport aircraft due to mission complexity and strong coupling. This study uses an improved
STPA-BN methodology to assess the safety of transport aircraft heavy equipment airdrop. To this purpose,
qualitative safety analysis is performed by STPA, and then quantitative safety assessment is performed
by BN. In contrast to the-state-of-the-art, the distinguishing feature of the proposed design lies in the
introduction of DS evidence theory, which makes the probability of nodes in BN a priori. More precisely,
best-worst multi-criteria decision-making method (BWM) is skillfully incorporated into the DS evidence
theory so as to tackle the conflict issue that exists in most existing designs. Importance analysis is utilized
to determine the importance of the different risk nodes. A case of transport aircraft heavy equipment airdrop
mission is used to test the effectiveness of the proposed method.

INDEX TERMS Heavy equipment airdrop, STPA-BN, BWM, safety assessment.

I. INTRODUCTION

Airdrops by military transport aircraft are used to deliver
items including weapons, equipment, or humanitarian aid
without requiring landing of the aircraft. The airdrop of large
equipment weighing one ton or more is considered a heavy
equipment airdrop, and this type of airdrop is frequently used
in military missions [1]. A heavy equipment airdrop is a
complex system with human-machine interaction, human-
human interaction, and high mission requirements, and any
problems related to the human-machine-environment may
adversely impact the safety of the airdrop mission. There
have been many accidents caused by the failure of airdrop
missions [2], [3]. For instance, in 2016, the Ukrainian Air
Force used an I1-76 aircraft to drop a BMD-2 paratrooper
chariot during a training. The parachute was separated due to
the accidental activation of the brake rocket on the parachute,
causing the BMD-2 to fall to the ground. In the same year, the
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U.S. Air Force used a C-130 transport aircraft for an airdrop
mission, and three Humvees were crashed due to improper
parachute rigging. In 2019, Russia crashed a BMD-2 dur-
ing heavy equipment airdrop training because the parachute
system did not turn on properly. Thus, there is significant
interest in improving the safety of heavy equipment airdrops
and developing methods to assess safety.

Methods focused on the risks of human contributions to the
stability domain of this human-machine-environment closed-
loop system were proposed to study problems during a heavy
equipment airdrop such as pilots operating too violently or
air-dropper’s inappropriate decision making [4], [5]. Focus-
ing on mechanical risks, control methods have been proposed
to study aircraft-cargo coupling characteristics, equipment
blocking failure, equipment sliding disturbance, equipment
stability under drastic changes during heavy equipment air-
drop, and constraints between the extraction parachute and
the equipment [6], [7], [8], [9], [10]. Focusing on risks posed
by the environment, methods have been developed to improve
the anti-interference of aircraft to ensure the robustness of
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heavy equipment airdrop to guard against effects of lateral
wind, disturbed wind, and atmospheric turbulence during a
heavy equipment airdrop [11]. All of the above-mentioned
approaches model the overall or separated body methods
or strategies for flight control during the heavy equipment
airdrop process, but rarely consider how to assess the safety of
the mission with a combination of qualitative and quantitative
aspects. Safety assessment is generally composed of both
safety analysis and assessment, but for a heavy equipment air-
drop, it is necessary to carry out safety analysis before safety
assessment. The risk factors affecting the heavy equipment
airdrop safety can be found by safety analysis, and then safety
assessment can be carried out based on risk factors.

Considering system and control theories, Leveson pro-
posed the System-Theoretic Accident Model and Process
(STAMP) in 2004, using control theory to address the safety
problem, and is regarded as the emergence of a model com-
plex system [12], [13], [17], [15], [16]. System safety can
be assessed by the imposition of constraints on the inter-
actions of components. System-Theoretic Process Analysis
(STPA) is a hazard analysis technique based on STAMP
that overcomes the shortcomings of traditional safety anal-
ysis methods such as fault tree [17], [18], Bow-Tie model
[19], [20], failure mode and effects analysis [21] that cannot
effectively analyze the interactions of human-environment-
software-hardware from a nonlinear perspective. STPA has
been widely used in chemical, nuclear power, railway, avi-
ation, and other industries. Heavy equipment airdrop is
a large-scale complex system with strong human-machine
interaction and coupling, so traditional linear safety analysis
methods are not appropriate. STPA can effectively analyze
the coupling effect of a system and the operation mechanism,
so seems like a reasonable choice for safety analysis of a
heavy equipment airdrop mission. STPA can use a hierar-
chical model to describe the relationships between compo-
nents of a system and this can be applied to analysis of
a heavy equipment airdrop to map safety constraints and
requirements that should be applied to improve overall safety.
Although STPA would allow qualitative safety analysis of
a heavy equipment airdrop, this method cannot be used
for quantitative assessment or probability calculation, so the
probability of risk and the scope of influence of risks cannot
be determined. Thus, STPA cannot be used for quantita-
tive assessment of the safety of a heavy equipment airdrop
mission.

Bayesian Network (BN) is often used in safety assess-
ment. A combination of graph theory and probability theory,
BN was proposed by Pearl in 1986 [22], [23], [24], [25].
BN can effectively express and describe uncertain knowl-
edge, making it suitable for safety assessment. Feng [26]
proposed and verified an aviation safety assessment method
based on fuzzy mathematics and BN to analyze risk factors
in complex models. Guo [27] applied fuzzy DBN to carry
out risk assessment for fire risk of a storage area, and solved
the problem of information distortion in the transmission pro-
cess under uncertain environment to ensure the accuracy and
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effectiveness of risk assessment results. Liu [28] established
a deep-water drilling risk assessment model based on fault
tree and DBN, and determined the influence of risk factors
through interaction and uncertainty analysis. Advances have
been made to overcome the shortcomings of BN, but there are
still many disadvantages in using BN for safety assessment.
For example, the probability description of nodes using DS
evidence theory can have a conflict problem and traditional
DS evidence theory [29], [30] is unable to conduct informa-
tion fusion, making it difficult to ensure accurate knowledge
reasoning. With different opinions of experts, the judgment
of results can differ, so the weighting of decisions by experts
is also a challenge. The use of simple “and” “or” gates to
measure the logical relationship of nodes can lead to infor-
mation distortion. The criterion to determine the importance
of the parent node is typically single, so it is unreasonable to
use it as a judgment basis for safety prevention. Considering
the shortcomings of using BN to assess the safety of heavy
equipment airdrop, the main contributions of this work are as
follows:

1) To the best of our knowledge, this is the study of
the safety of a heavy equipment airdrop from a trans-
port aircraft from a system perspective and using
an improved STPA-BN methodology. The improved
STPA-BN methodology can systematically carry out
safety analysis and assessment, ensuring the objectivity
and accuracy of the results. The success of heavy equip-
ment airdrop can be improved by taking measures to
minimize the risk presented by factors identified with
STPA-BN;

2) Expanding on existing safety assessment methods,
DS evidence theory was applied to the improved
STPA-BN methodology, allowing the consideration of
multi-source uncertain information, and ensuring the
accuracy of prior probabilities for the risk nodes in
Bayesian networks;

3) This improved STPA-BN methodology has improved
computational efficiency because of the utilization of
BWM. This methodology can effectively solve the
problem of expert reliability assignment to improve the
credibility of assessment results caused by cognitive
uncertainty.

The remaining text is organized as followed. Section II
presents the improved STPA-BN mechanism. Section III
describes the general process of safety analysis of a heavy
equipment airdrop mission. Section IV presents a safety
assessment for a specific airdrop mission, and makes sug-
gestions on strategies to reduce risk. Section V presents the
conclusions from this work.

Il. THE IMPROVED STPA-BN MECHANISM

With consideration of the strong information uncertainty,
high system complexity, and high safety requirements for a
heavy equipment airdrop, a safety assessment model based on
STPA-BN was established, as shown in Fig.1. This improved
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FIGURE 1. The procedure of safety assessment of heavy equipment airdrop.

STPA-BN model includes STPA, BN, BWM and improved
DS evidence theory. The utilization of Bayesian network for
safety assessment of heavy equipment airdrop is required to
carry out safety analysis based on STPA. After the identi-
fication of the risk factors for a heavy equipment airdrop
by STPA, the Bayesian network safety risk model can be
constructed based on the identified risk factors. The improve-
ments to STPA-BN are the introduction of BWM and DS
evidence theory to directly construct the model topology
based on expert opinion, allowing the determination of prob-
abilistic parameters and avoiding expert cognitive bias.

A. SAFETY ANALYSIS BASED ON STPA
STPA is a safety analysis method that is suitable for assess-
ment of each stage of a system life cycle. STPA mainly
describes the interactions between heavy equipment airdrop
system components through a control structure diagram, with
analysis of the potential hazards in each controller. STPA can
be divided into four steps.

Step 1: Define the purpose of the analysis

The purpose of STPA is to identify potential accidents and
hazards leading to the failure of heavy equipment airdrop
missions and to set the appropriate safety boundaries for
accident prevention. The details are as follows:
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FIGURE 2. Control feedback structure.

« Define system-level accidents;
o Define system-level hazards;
o Determine the safety boundaries of the system.

Step 2: Establish safety control structure

After identification of system-level accidents and system-
level hazards, STPA establishes a control feedback structure
diagram including controllers, actuators, controlled objects,
and sensors, as shown in Fig.2.

Step 3: Identify unsafe control actions (UCAs)

UCAs include the components of the system and the
interaction of the components. STPA provides four types
of UCAs:

VOLUME 10, 2022



J. Xu et al.: Safety Assessment of Transport Aircraft Heavy Equipment Airdrop

IEEE Access

« Not providing control action;

« Providing incorrect control action;

« Providing control action too early or too late;

« Providing control action too long or too short.

Step 4: Identify potential cause

Identifying causal factors that can lead to UCAs and haz-
ards. The causal factors can be identified by STPA, and then
a BN can be established to carry out safety assessment.

In summary, the purpose of the analysis is to identify
potential accidents and hazards that would cause the failure
of a heavy equipment airdrop to facilitate the systematic
establishment of a safety control structure, to understand
the operating mechanisms of the heavy equipment airdrop,
to identify UCAs and their causal factors, and ultimately
set the appropriate safety boundaries for heavy equipment
airdrop.

B. SAFETY ASSESSMENT BASED ON BN

1) BAYESIAN NETWORK

After identifying the risk factors of heavy equipment airdrop
based on STPA, a Bayesian network can be constructed
by determining the significant risk factors. BN can be rep-
resented by a two-tuple that is BN=(G,P). G represents
a directed acyclic graph (DAG), consisting of nodes and
directed links and representing a set of variables and the
dependences among variables. Nodes are divided into child
nodes X; and parent nodes pa (X;) that are connected by
directed links. A (X;) represents the set of non-descendant
nodes X;, and the directed links represent causal relationships
between variables. P represents a Conditional Probability
Table (CPT), which reflects the logical relationships between
nodes. When X; and pa (X;) are conditionally independent,
then

P (Xilpa (X)) , A (X;)) = P (Xilpa (X;)) ey

The joint probability distribution in BN can be expressed
as

n
P (X1, Xy, -+ X)) = [ [ P (Kilpa (X)) )

i=1
Due to the complexity and the uncertainty of a heavy
equipment airdrop process, the probabilities of nodes can-
not be accurately obtained. To address this, DS evidence
theory can be effectively used to determine the probabilities
of nodes. A limitation of traditional DS evidence theory,
however, is the conflict problem. Using evidence with signifi-
cant differences can produce results that differ from common
sense. To address this limitation, BWM can be applied by

determining expert weights to revise evidence.

2) BWM
In 2015, BWM was proposed by Rezaei to compare the best
and worst criteria with other criteria to determine the weight
of each criterion [31], [32], [33]. The steps of BWM are as
follows:
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Step 1: Construct a set of decision criteria C =
{Cy, Cy,---, Cy}, which includes n criteria;

Step 2: Identify the best criterion Cp and the worst
criterion Cy;

Step 3: Compare the best criterion Cp with other criteria in
pairs, using a number between 1 and 9. Construct a compar-
ison vector Ap = (a1, apz, - - , apy), Where ap; indicates
the preference of the best criterion Cp over other criteria,
apg = 1;

Step 4: Compare other criteria with the worst criterion
Cw in pairs, using a number between 1 and 9. Construct a
comparison vector Ay = (aiw, 2w, - - - ,anW)T, where a;w
indicates the preference of the other criteria over the worst
criterion Cy, aww = 1;

Step 5: Construct a mathematical minmax model to cal-
culate the optimal weight of each criterion, which @* =

(aff, w3, w,’;), with the objective function as follows:
. wp wj
min max —— —agj|, |/ — ajw
j wj oW
n
sty wj=1,0;>0,Vj 3)
j=1

Remark 1: BWM utilizes pairwise comparison and only
contains integers. The problem of fundamental distance can
be solved by the use of fractions. The efficiency of computa-
tion is improved greatly by BWM. Compared with analytic
hierarchy process (AHP), fewer pairwise comparisons are
required [34]. AHP needs pairwise comparison of # criteria,
i.e.,n(n — 1) /2 pairwise comparisons, but BWM only needs
2n — 3 pairwise comparisons.

3) IMPROVED DS EVIDENCE THEORY

DS evidence theory was proposed by Dempster and devel-
oped by Shafer as an uncertain reasoning method that can
effectively integrate multi-source information. The theory is
widely used in pattern classification [35], pattern recognition
[36], threat assessment [37], multi-attribute decision making
[38] and other fields [39], [40], [41], [42]. In DS evidence
theory, ® represents the identification frame, the subsets are
excluded in pairs, and 2© represents all the included iden-
tification objects in ®. VA C 0, if the function m satisfies
20 [0, 1], then

m (@) =0 )
> om@) =1 5)

ACO

where @ is the empty set, the function m is the basic proba-
bility assignment (BPA) in ®. m (A) represents the degree of
confidence in the proposition A of the evidence. If m (A) > 0,
A is the focal element in ®, commonly called a proposition.
The DS evidence theory combination rules are as follows:

0, A=0
(m @---@&mp) (A) = X I mi(4) (6)

NA;=A 1<i<n
—1x > A#9
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K = Z ]‘[ m; (4j), K €0, 1]

NA;=0 1<i<n

(N

where A; represents the j proposition, A; represents the set
that contains proposition A. K represents the conflict, and
a greater value of K correspond to greater conflict between
pieces of evidence.

We can determine the best and worst criteria through
several characteristics. Then, a comparison matrix can be
established to obtain each criterion weight based on BWM.
The prior probability of the parent node is determined by
experts, providing all evidence for DS evidence theory. The
BPA of each expert for assessment can be determined based
on each criterion weight coefficient, and then modified evi-
dence can be obtained.

m(A) = o*mA)",
m(A) = (my (A),ma (A) -+, my (A) ®)

There is a problem that the traditional Dempster combi-
nation method may lead to unreasonable results contrary to
people’s intuition. Particularly, when K = 1, the evidence
conflicts with each other, and 1 — K = 0 in Eq.(6), which
means Eq.(6) is meaningless. Therefore, the combination
rules need to be improved. Because traditional theories can-
not determine conflict, Yager proposed to assign conflict to
an unknown proposition k, which is expressed as [43]

m@) = Y [ miA)+k )

NA;=0 1<i<n

The Yager combination formula can solve conflict between
data. It is not entirely reasonable to put the probability com-
pletely into the unknown domain as this negates some evi-
dence and may lead to the final assessment result not meeting
the ideal requirements or an impractical combination result.
Therefore, the combination rules of Yager formula need to be
improved.

Supposing the conflict between m; and m; is Kj;, then

Kj= > miA)miA) (10)
AiﬂAjIQ
Defining the averageness of the change degree of inter-

evidence conflict is ¢, and K is the average value of the
conflict degree between each pair of evidence, then

e=eK (11)
- 1 -
K= > K (12)

i<j<n
n is the number of evidence. Based on the above definition,
the combination formula is expressed as:

m(A) = p(A) + K - ¢ - q(A) (13)
m@®) =p@) +K-e-q@®+K-(1—¢) (14
p@= > [T m) (15)

NA;=0@ 1<i<n
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1 n
qA) = ;;m,- (A) (16)

The value of ¢ represents the averageness level of conflict
changes among different pieces of evidence. The larger value
of ¢, the better of the averageness, indicating a relatively bal-
anced degree of conflict changes. Each piece of evidence can
be considered equally important, so the probability of inter-
evidence conflict can be assigned to the evidence source.
In contrast, the smaller value of &, the worse of the aver-
ageness, indicating a degree of conflict change that is not
balanced. This suggests significant disagreement between
pieces of evidence that may make it impossible to make
an effective judgment, so the assessment results are less
definitive. If the assessment is consistent or inconsistent with
people’s intuition, the support degree can be evenly divided,
and the high uncertainty of the results in low confidence in
the assessment.

C. IMPORTANCE ANALYSIS
To verify the dependence of the analysis results on the parent
nodes, importance analysis was conducted. The bidirectional
reasoning function of the BN is key to importance analysis.
By determining the prior probability of the parent nodes, the
failure probability of the mission can be calculated based on
reverse reasoning. In this work, the importance of the parent
nodes can be determined from the probability importance and
critical importance to determine key causal factors of failure
of a heavy equipment airdrop.

The probability importance represents the probability
change of the heavy equipment airdrop failure when the
parent nodes change. This can be expressed by IiP ",

1" = |P;(T|X) — P (T|X)| a7

P; (T'|X) represents the probability of mission failure when
the prior probability of the parent node X; does not change,
and P;~ (T'|X) represents the probability of mission failure
when the prior probability of the parent node X; changes.

The critical importance represents the probability change
rate of the heavy equipment airdrop failure when the parent
node X; changes. This can be expressed by Il.cr.

Jpr_ PLTIX) = Pi (TIX))
L P; (TIX)

(18)

The greater IZ.P "and [ l_Cr values, the more unstable the nodes
and the greater impact on the airdrop process. By comparing
the I,.P " and Il.C’ values of different nodes, the importance of
the nodes can be analyzed.

Ill. SAFETY ANALYSIS OF TRANSPORT AIRCARFT HEAVY
EQUIPMENT AIRDROP

Study of the profile of a heavy equipment airdrop is essential
to master operation. This process allows more effective safety
analysis and facilitates the determination of risk factors. For a
general heavy equipment airdrop mission, the safety analysis
can be developed as follows.
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FIGURE 3. Profile of a heavy equipment airdrop.

A. PROFILE ANALYSIS

The use of an aircraft to drop equipment weighing more
than 1 ton from the air to a designated location is con-
sidered a heavy equipment airdrop. The heavy equipment
airdrop system includes: an extraction parachute system,
main parachute system, hanging system, pallet system, moor-
ing and binding system, directional anti-overturning system,
landing release lock, buffer system, and other equipment.
The airdrop occurs in six main stages including the loading
of equipment, aircraft take off and arrive at the desig-
nated airspace, the moving of equipment out of the cargo
hold, equipment drop, equipment buffer to ground, and
return flight, as shown in Fig.3 and described in detail
below.

1) THE LOADING OF EQUIPMENT

The maintenance personnel must reliably attach the equip-
ment and parachute system on the pallet system, and then
use an electric crane to move the pallet and equipment to
the designated position of the cargo hold and fix it. Then,
an extraction parachute system is installed and the extraction
rope must be tightly connected with the pallet lock, with
emergency lanyard chains and parachute rope cutters in case
of emergency. When these tasks are complete, the workers
close the cargo door.

2) AIRCRAFT TAKE OFF AND ARRIVE AT THE

DESIGNATED AIRSPACE

The pilot flies the aircraft to the designated airspace, conducts
the descent list, and maintains a certain pitch angle to ensure
that the pallet and equipment can exit the cargo hold safely.
At this time, the cargo hold is depressurized, the auxiliary
mooring setting of the pallet is released, and the air-dropper
checks the status of the cargo hold before opening the cargo
door and boarding door.

3) THE MOVING OF EQUIPMENT OUT OF THE CARGO HOLD
The air-dropper presses the “Drop” button after contacting
the pilot, and the extraction parachute is detached and thrown
from the hook of the extraction parachute bag at the rear of
the cargo hold.
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TABLE 1. Heavy equipment airdrop system-level accidents.

Grade System-level accidents
A-1 Aircraft crash
A-2 Equipment damage
A-3 Equipment fails to land in designated area

4) EQUIPMENT DROP

When the equipment leaves the aircraft, the extraction
lock is opened, the extraction rope is straightened, and the
guide umbrella is lifted. After the guide parachute is fully
opened, the main parachute bag is lifted, and the deceleration
parachute and the main parachute are opened sequentially
to keep the main parachute and the deceleration parachute
stably inflated. At the same time, the closing rope on the
main parachute is stressed, so that the main parachute main-
tains a “‘bulb” shape. After the deceleration parachute is
fully stretched, the closing rope is cut by the cutter, and the
main parachute is fully expanded after secondary inflation to
ensure the stable descent of the pallet system.

5) EQUIPMENT BUFFER TO GROUND

After the landing of the pallet, the buffer system is inflated
by its own weight to achieve a buffering effect to protect the
equipment. At the same time, the landing lock that connect
the equipment to the parachute is released, and the equipment
and the parachute are disengaged, preventing the dragging
the equipment by the main parachute system. The directional
anti-overturning system can adjust the equipment as appro-
priate for wind resistance and the prevention of overturning.

6) RETURN FLIGHT

After equipment is released from the cargo hold, the air-
dropper closes the cargo door and boarding door after the
pilot’s orders, and the pilot flies the aircraft back safely.

B. DETERMINATION OF THE PURPOSE OF

SAFETY ANALYSIS

1) DETERMINATION OF SYSTEM-LEVEL ACCIDENTS
System-level accidents during a heavy equipment airdrop
were identified based on STPA, and mainly include aircraft
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TABLE 2. Heavy equipment airdrop system-level hazards.

Relevant system-

Grade System-level hazards level accidents
H-1 Pallet stuck in cargo hold A-1, A-3
H-2 Pallet moves on its own in cargo hold A-1,A-2, A-3
H-3 Aircraft out of control A-1,A-2, A-3
H-4 Equipment has poor performance after A2, A3

its drop

crash, equipment damage, or the failure of equipment to land
in the designated location, as shown in Table 1.

Occurrence of one of the above circumstances results in
mission failure, so these are considered system-level acci-
dents. Aircraft crash (A-1) is the crash of the aircraft and
the death of personnel in aircraft. Equipment damage (A-2) is
equipment damage during moving in the cargo hold or after
falling to the ground. The failure of equipment to land in the
designated location (A-3) means that the goal of the mission
has not been met.

2) DETERMINATION OF SYSTEM-LEVEL HAZARDS
After identifying potential system-level accidents, system-
level hazards were next investigated. Identified system-level

hazards include the pallet stuck in the cargo hold, pallet
moving on its own in the cargo hold, the aircraft out of
control, and poor performance of the equipment during its
drop, as listed in Table 2. The pallet stuck in cargo hold
(H-1) means the pallet does not move because the extraction
parachute does not fall off, moves slowly after the extraction
parachute, or the pallet gets stuck after moving for a certain
distance. This can cause the center of gravity to be unstable,
and the extraction parachute can interfere with the tail of the
aircraft, resulting in the equipment not being airdropped to
the designated location (A-2) or the aircraft crashing (A-1).
The movement of the pallet on its own in the cargo hold
(H-2) mainly includes the extraction parachute falling off
on its own too early, or auxiliary mooring device defects,
resulting in moving of the pallet, which will lead to the
occurrence of A-1, A-2, A-3. Aircraft out of control (H-3)
indicates a failure of the personnel to be able to operate
the aircraft correctly, resulting in A-1, A-2, A-3. Equipment
with poor performance resulting from the drop (H-4) is typ-
ically due to environmental factors or a defect of the main
parachute system, causing the pallet to interfere with the para-
cord and canopy. This can cause the mis-positioning of the
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FIGURE 4. Control feedback structure of heavy equipment airdrop.
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TABLE 3. Unsafe control actions OF heavy equipment airdrop.

Controller Control action

UCAs

UCA1: Auxiliary mooring device not assembled. [H-2,H-3]

Assemble equipment and

Maintenance personnel  auxiliary mooring devices

UCA2: Auxiliary mooring device assembled incorrectly. [H-1,H-2,H-3]
UCA3: Extraction parachute system assembled incorrectly. [H-1,H-3]
UCA4: Main parachute system assembled incorrectly. [H-4]

UCAD5: Pallet not assembled at designated location. [H-1,H-2,H-3]

Aircraft maintenance
Take off and arrive at the
designated airspace

UCAG6: Auxiliary mooring device not assembled. [H-2,H-3]
UCAT: Fail to descend in the designated airspace. [H-4]

UCAS: Fail to depressurize the cargo hold before the airdrop. [H-3]
UCAQ9: The airdrop order issued before the air-dropper checks the state of the cargo hold. [H-1]
UCA10: Maintain an incorrect pitch angle. [H-1, H-3, H-4]

Pilot UCA11: Do not change aircraft pitch angle. [H-3]

Conduct airdrop mission list

UCAI12: Issue airdrop order too early. [H-1]

UCA13: Issue airdrop order too late. [H-1]

UCAI14: Fly from designated airspace too early. [H-4]

UCA15: Change aircraft pitch angle too late. [H-3]

UCA16: Not enough time to maintain an aircraft pitch angle. [H-1,H-3,H-4]
UCAI17: Cargo hold condition not monitored before airdrop. [H-1,H-3,H-4]
UCA18: The boarding door is not opened before airdrop. [H-3]

Conduct airdrop mission list

UCA19: Airdrop button click faulty. [H-3]

UCA20: Close cargo door too early. [H-3]

Air-dropper

UCAZ21: Close cargo door too late. [H-3]

UCA22: An emergency occurs, don’t report to the pilot. [H-3]

Conduct emergency list

UCA23: An emergency occurs, continue conduct the airdrop mission. [H-3]
UCA24: An emergency occurs, report to the pilot too late. [H-3]

UCA25: An emergency occurs, response to emergency personnel too late. [H-3]
UCA26: Do not moor pallet urgently. [H-3]

Conduct emergency list (moor

Emergency personnel pallet)

UCA27: Conduct moor incorrectly. [H-3]
UCA28: Communicate with the air-dropper too late. [H-3]
UCA29: Conduct moor too late. [H-3]

UCA30: Conduct moor too long. [H-3]
UCA31: Do not cut extraction parachute rope. [H-3]

Conduct emergency list (cut

Umbrella cutter :
extraction parachute rope)

UCA32: Cut extraction parachute rope incorrectly. [H-3]
UCA33: Cut the extraction parachute rope too late [H-3]
UCA34: Communicate with the emergency personnel too late. [H-3]

UCA3S5: Cut the extraction parachute rope too long. [H-3]

equipment and interfere with stable descent, which will lead
to A-2, A-3.

3) DETERMINATION OF SAFETY BOUNDARY OF THE SYSTEM
The safety boundary for a heavy equipment airdrop includes
all elements involved in the mission. This includes all opera-
tors, such as pilots, air-dropper, emergency tethers, parachute
cutters, and maintenance personnel, as well as the system
components of the transport aircraft such as the electrome-
chanical management system, the hydraulic system, flight
control system, and the heavy airdrop system. The coor-
dinated operation of human and systems is required for a
successful equipment airdrop.

C. CONTROL FEEDBACK STRUCTURE

After identifying heavy equipment airdrop system-level acci-
dents and system-level hazards, the control feedback structure
of heavy equipment airdrop was established. Profile analysis
of the heavy equipment airdrop revealed that the controllers
include the pilot, air-dropper, maintenance personnel, emer-
gency personnel, and umbrella cutter. These controllers are
essential for the operation of various systems of the aircraft,
and monitor the state of the aircraft and equipment through
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various sensors to ensure smooth implementation of the air-
drop process. The control feedback structure of the heavy
equipment airdrop is shown in Fig.4.

1) CAUSES OF INCORRECT FEEDBACK INFORMATION OF
UNSAFE CONTROL ACTIONS
The causal factors of incorrect feedback information were
analyzed from the receiving and transmission stages of feed-
back information, as follows:

eThe receiving stage of incorrect feedback informa-
tion: airspeed head faulted; radio altimeter faulted; the
screen of pilot instrument panel has shadow or fault; cargo
hold monitor faulted; air-dropper display has shadow or
faulted; extraction parachute monitor faulted; airborne radar
faulted.

eThe transmission stage: fault in the transmission chan-
nel between the pitot tube and the instrument panel; fault
in the transmission channel between the radio altimeter
and the instrument panel; fault in the transmission channel
of the cargo hold monitoring signal and the airdrop display
screen; fault in the transmission channel of the extraction
parachute monitor and the airdrop display screen; mixed data
information.
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FIGURE 5. A situational map of the battlefield.

IV. SAFETY ASSESSMENT OF TRANSPORT AIRCARFT
HEAVY EQUIPMENT AIRDROP

A heavy equipment airdrop was selected as an example for
safety assessment before a mission. On November 4, 2019,
C-17 military aircrafts were used to transport M2 for fire
support by the United States during a military operation in
the Syrian war. The use of UAVs, fighters, and a satellite and
airborne warning and control system (AWACS) increase the
complexity of the battlefield environment. Heavy equipment
airdrop is required to send the M2 to the rear of the battlefield
to provide fire support, as shown in Fig.5. Risk prevention
is necessary for safety assessment of a heavy equipment
airdrop, allowing use of this process for missions in combat
scenarios.

A. CONSTRUCTION OF BN

Safety analysis of a heavy equipment airdrop was carried out
based on STPA, and the risk factors corresponding to active
control and incorrect feedback of UCAs were determined.
According to the safety analysis, many ‘‘human-machine-
environment” risk factors are involved in heavy equipment
airdrop operation, as ‘‘human-machine-environment™ fac-
tors. The use of STPA for heavy airdrop safety analysis is
for a general mission and the causal factors identified are
applicable to most airdrop scenarios. Therefore, this specific
safety assessment is required for accident prevention. Experts
reached consensus on the main risk factors affecting safety
based on the risk factors identified by STPA. Pilots, the
air-dropper and maintenance personnel perform most tasks
during heavy equipment airdrop, so their abilities and psy-
chological states are important for overall safety. Of course,
emergencies can occur during a heavy equipment airdrop.
The skills and psychological status of the pilot, the skills
and psychological status of the air-dropper, and the skills of
maintenance personnel are human factors that could affect
safety, especially during an emergency. Good communica-
tion and timely personnel interaction during a heavy equip-
ment airdrop mission resulted in no need to consider other
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FIGURE 6. Bayesian network of heavy equipment airdrop safety.

TABLE 4. Bayesian network node description.

Node Description of nodes
X pilot ability
X, psychological quality of pilot
X3 air-dropper ability
X4 psychological quality of air-dropper
Xs ability of the maintenance personnel
Xe main parachute system reliability
X7 flap reliability
X3 extraction parachute rope reliability
Xo cushion airbag reliability
X0 strong wind
X1 terrain threat
Y, human hazard
Y, transport aircraft and platform hazard
Y; environmental hazard
O heavy equipment airdrop mission

TABLE 5. Situation of experts.

research time

Expert whether participated

situation of airdrop in airdrop mission Education
theory
the 1* expert 15 years no PhD
the 2" expert 10 years Yes master
the 3" expert 5 years no specialist
the 4™ expert 15 years Yes bachelor
the 5" expert 20 years Yes master

personnel-related causal factors. Considering the transport
aircraft and equipment risk for BN, aircraft flap, extraction
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TABLE 6. Comparison mattrix.

the most authoritative expert the 5™ expert

the least authoritative expert

the 3 expert

the most authoritative

st nd rd th th
expert to others the 1* expert the 2"¢ expert the 3" expert the 4™ expert the 5™ expert
the 5™ expert 4 5 9 3 1
others to the least st nd d " "
authoritative expert the 1% expert the 2™ expert the 3™ expert the 4™ expert the 5" expert
the 3™ expert 6 6 1 7 9
TABLE 7. Prior probability of nodes. TABLE 8. CPT of Y1.
P(Y =11X,X0, X35, P(Y=0]X,,X5,X;,
Node Prior probability Node Prior probability X X X5 X X o Xl,Xls) o ( XL,)l(s) o

X 0.033 X7 0.027 1 1 1 1 1 1 0
X, 0.095 Xs 0.033 Lt 1 0 1 0
X; 0.08 Xy 0.047 1 1 L0 1 1 0
Xy 0.11 X1 0.053 1 1 10 0 1 0
Xs 0.094 Xii 0.015 1 o 1 1 1 0
1 1 0 1 0 1 0
1 1 0 0 1 1 0
1 1 0 o0 0 1 0
parachute rope, main parachute system, cushion airbag were 1 0 1 1 1 1 0
selected based on STPA. Additionally, the safety analysis } g i (1) (1) i g
suggested a need to consider the influence of environmen- 1 0 1 0 0 1 0
tal risk factors on the airdrop safety. Pre-survey revealed a Lo o L 1 1 0
. S . . I 0 o0 1 0 1 0
rugged terrain with wind in the airspace. Wind can lead to 1 o o0 o0 1 h 0
severe disturbance of the aircraft and affect the area where the 1 0 0 0 0 0 1
equipment lands. Bad terrain can cause damage to equipment. M MM M D " M
0 0 0 o0 0 0 0

Therefore, it is necessary to select wind and bad terrain as risk
nodes in the Bayesian network assessment. The motion state
of the transport aircraft, the operation process of the crew,
and the dynamic change of the environment can increase the
uncertainty of safe operation and can lead to the aggregation
and fission of risks. Therefore, these risk factors are con-
sidered child nodes for Bayesian network safety assessment,
as shown in Fig.6. The nodes of BN are described in Table 4.

B. PRIOR AND CONDITIONAL PROBABILITIES

There are many nodes involving human factors in the BN of
a heavy equipment airdrop, and it is impossible to objectively
grasp the status of X1, X», X3, X4, and X5. We can determine
the prior probability of parent nodes by means of expert
consultation. The experts are listed in Table 5.

Considering the length of time studying airdrops, par-
ticipation in an airdrop mission, and educational level,
we selected the 5™ expert as the most authoritative expert
and the 3™ expert as the least authoritative expert. The
weight of experts can be obtained by BWM based on
the establishment of a comparison matrix, as shown in
Table 6. The expert weight vector can be obtained: *
0.152,0.121, 0.040,0.202, 0.485.

Taking the parent node X; as an example, suppose that
the proposition A; represents the occurrence of X, where
A represents that X has not occurred, with the following
evidence: m; (0.46, 0.54), my (0.49,0.51), m3
(0.82, 0.18), mg = (0.57, 0.43), ms5 = (0.46, 0.54).

X1 © X2 = X3 = X4 = X5

X6

X7 X8 X9 X10 X11

Y 3%|
N97%]!

Y 10%|0 Y 8%]l Y 11%[l Y 9%[l
IN91%]E IN92%|F IN89%|! N91%])

Y 3%]|
N98%||

Y 3%| Y 3%| Y 5%
IN97%|E N97%|! IN95%]

I v 5%]l Y 2%
N95%|| N99%

NV

Y2

= Y3

YG%

Y 1%P
N94%|

IN99%

Y 7%l
N93%|

O

[0)

Y 0%
N100%|8

FIGURE 7. Bayesian network of heavy equipment airdrop.
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= X1 =] X3 =l X4 =] X5 < X6 =] X7 = X8 = X9 (=] X10 < X1
v 18%[l v44% Y 39%|[lE] v 49%|] v44v-] Y 9% Y 9%l ¥ 11%[l v 14%][l v 73% I | Y 21%]|ll
N 82% N 56% NG1% N51% NEG‘V N91% N91% N 89% N 86% N27% N79%
\ .
Y1 =] Y2 =] Y3
VEM%-] v 16%]0 [ 93% I |
N 9% N 84% N 7%
=] o]
v 700%] |
N 0% =
FIGURE 8. Posterior probability analysis of Bayesian network.
TABLE 9. Posterior probability of nodes. 0.00035+ - 0.08
] Probability importance |
B Critical import
0.000304 ritical importance L 0.07
Node Posterior probability Node Posterior probability i r
o
X, 0.178 X 0.093 £ 0.00025+ 3
X, 0.441 Xs 0.109 H 1 g
Xs 0.386 X 0.14 £ 0.00020+ 2
X4 0.489 X1 0.732 z ] £
Xs 0.438 X 0.207 Z 0000154 g
Xs 0.088 £ ] 5
A~
0.00010+
I .. oy ] i
0.7 B— Posteriori probability 107 0.00005
||—®— Prior probability | 1
oo
0.6 tierence - 0.6 X Xa X3 Xy X5 Xe X7 Xg X9 Xjpo Xy
] ] Node
057 703 FIGURE 10. Importance analysis.
- AN ]
0.41 \. 04 ) )
| the “2/5” voting gate. The CPT of Y} is shown as an example
0.3 =403 in Table 8.
024 [ B 102 C. SAFETY ASSESSMENT
. The BN of heavy equipment airdrop can be visualized using
0.1 MR —a—" ~ 0.1 Genie, as shown in Fig.7. The probability of the heavy
./ ____./I—-'\ equipment airdrop failure is 0.0045, experts all agree the
L . . oqs
0.0 {V R Y Y A R RS, 0.0 result is acceptable. The posterior probability of each node
S was obtained based on reverse reasoning of the BN, as shown

FIGURE 9. The difference between posterior and prior probability.

According to Eq. (8), we can obtain revised evidence
m = (0.087, 0.913). The probability of X; can be calculated
based on improved Yager combination rule as 0.033, with the
probability of not occurrence equal to 0.967.

The prior probabilities of other nodes can be similarly
obtained. Data collection allows the determination of the
prior probabilities of nodes related to mechanical reasons and
environmental reasons, as shown in Table 7.

Because of the great uncertainty of child nodes, it is dif-
ficult to determine the CPT. Here, the expert voting method
was adopted, and the “k/n” voting gate was introduced to
determine the CPT, in which Y} is the “2/5” voting gate, Y,
is the “2/4” voting gate, Y3 is the ““1/2” voting gate, and O is

87532

in Fig.8, and the data are shown in Table 9.

To study the impact of various risk factors on the heavy
equipment airdrop, posterior probability analysis is carried
out. The posterior and prior probabilities of nodes, and the
differences between these probabilities are shown in Fig.9.

The blue and red lines respectively represent the val-
ues of the prior and posterior probabilities, and the
orange bars represent differences between these probabili-
ties. A greater difference between the posterior probability
and the prior probability corresponds to a greater impact
of the node on the safety of the heavy equipment airdrop
mission. The results showed ranking of risk factors affect-
ing the safety of heavy airdrop missions in the order of
X10>Xy>Xo>X5>X3>X(1>X 1> Xg>Xg>X7>Xg. The
difference between the posterior probability and the prior
probability of wind is the largest, which means the windy
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weather has the greatest impact on the safety of the heavy
equipment airdrop, with less of an effect of terrain threat.
Compared with mechanical factors (main parachute system
reliability, flap reliability, extraction parachute rope reliabil-
ity, and cushion airbag reliability), there is a larger influence
of human factors, including the skills and psychological
qualities of pilots, the air-droppers, and the maintenance
personnel. Therefore, airdrop safety requires improved mon-
itoring of the environment, effective training of personnel,
and rigorous maintenance of transport aircraft and equipment
airdrop systems.

D. IMPORTANCE ANALYSIS

Differences between the posterior and the prior probabilities
of parent nodes are main determinants of the failure of a
heavy equipment airdrop. The stability of the parent nodes
is also a key factor for accident prevention. Assuming that
the instability of each risk factor is 10%, the relationship
between the instability of the risk factors and the safety of
the heavy equipment airdrop can be studied by importance
analysis to assess the stability of the parent nodes. The greater
the importance value, the greater the instability of the nodes.
The probability importance and critical importance results
were obtained, as shown in Fig.10.

From the importance analysis presented in Fig.10, the
results of the critical importance and probability impor-
tance analysis of the parent nodes are completely consistent
with the results of the differences between the posterior
and the prior probabilities, indicating the effectiveness of
this method. Xj¢ is the most unstable node, indicating that
the environment plays an important role in a heavy equip-
ment airdrop. Apart from the wind factor, the other instable
risk factors are mainly human-related. Other risk factors are
related to the stresses on the pilots and maintenance personnel
during the airdrop process. The integration of a massive
amount of information is required, with continued assessment
of information accuracy. The stress of the airdrop process
suggests the need to test the ability and psychological quality
of pilots and air-droppers. There are fewer accidents due
to mechanical causes and more frequent accidents caused
by human factors. Therefore, there is a significant need to
strengthen personnel quality to improve human performance
under the stressful conditions of a heavy equipment airdrop.
The success rate of heavy equipment airdrop can be improved
by eliminating the instability of risk factors.

V. CONCLUSION
The goal of this work was to establish STPA-BN method

for the safety assessment of a heavy equipment airdrop. The
results seem consistent with common sense, demonstrating
the effectiveness of the STPA-BN method. The results show
that human errors are key factors leading to the failure of
heavy equipment airdrop. Thus, it is necessary to strengthen
personnel training, with increased training of pilots and
assurances that pilots and air-droppers have the necessary
psychological qualities to ensure the safe implementation of
a heavy equipment airdrop.
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