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ABSTRACT In the current digital era, personal data storage on public platforms is a major cause of
concern with severe security and privacy ramifications. This is true especially in e-health data management
since patient’s health data must be managed following a slew of established standards. The Cloud Service
Providers (CSPs) primarily provide computing and storage resources. However, data security in the cloud is
still a major concern. In several instances, Blockchain technology rescues the CSPs by providing the robust
security to the underlying data by encrypting data using the unique and secret keys. Each network user in
Blockchain has its own unique and secret keys linked directly to the transaction keys as a digital signature
to protect the data. However, Blockchain technology suffers from the latency and throughput issues in high
workload scenarios. To overcome e-healthcare records privacy issues in a third-party cloud, we designed
a Patient’s E-Healthcare Records Management System (PRMS) that focuses on latency and throughput.
A comprehensive performance analysis of PRMS is carried out on different third-party clouds to validate
its applicability. Moreover, the proposed PRMS system is compared with Blockchain platforms such as
Hyperledger Fabric v0.6 and Etherium 1.5.8 against latency and throughput by adjusting the workload for
each platform up to 10,000 transactions per second. The proposed PRMS is compared to the Secure and
Robust Healthcare-Based Blockchain (SRHB) approach using Yahoo Cloud Serving Benchmark (YCSB)
and small bank datasets. The experimental results indicate that deploying PRMS on Amazon Web Services
decreases System Execution Time (SET) and the Average Delay (AD) time by 2.4%, 8.33%, and 25.15%,
15.26%, respectively. Additionally, deploying PRMS on the Google Cloud Platform decreases System
Execution Time (SET) and Average Delay (AD) by 2.27%, 2.4%, and 2.72%, 4.73% AD, respectively. The
experimental results confirm the superiority of the PRMS under the high workload scenario over SRHB and
its applicability in cloud data centers.

INDEX TERMS Cloud computing, e-health, privacy, information security, blockchain.

I. INTRODUCTION systems. Data generated from state-of-the-art applications
In the current era of digital communications, data are pre- such as Smart city, Internet of Medical Things (IoMT),
ferred to be stored in the cloud data centers over the local E-healthcare are stored and process on the cloud platforms

owned by Cloud Service Providers (CSPs). However, CSPs

The associate editor coordinating the review of this manuscript and merely provide the storage, and data processing infrastructure
approving it for publication was Dian Tjondronegoro . and do not provide comprehensive data security framework.
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In several instances, CSPs integrate the third-party secu-
rity framework for privacy preservation and data protection.
However, third-party security frameworks are subject to inte-
gration issues and expensive. On the contrary, Blockchain
technology provides confidence and transparency by deliv-
ering immutable blocks of chain. The Blockchain enabled
solutions make the most obvious answer for preventing data
tampering without relying on third parties in an environ-
ment where cloud security is easily accessible. However,
Blockchain enabled security has shortcomings while pro-
cessing multiple transactions such as latency and through-
put. In the proposed work, we have exclusively focused to
improvise the latency and throughput during the multiple
transactions scenarios arise during the access of E-healthcare
Records (EHRS).

Electronic records can integrate information from many
registered resources and provide a more comprehensive pic-
ture of exact patient details, even though this has proven
to be a challenging task [1]. Healthcare data is at great
risk due to the cloud, despite all of its advantages over
on-premises storage. The healthcare sector is undergoing a
change as paper-based records are being phased out and
replaced by computerized ones [2]. Personal Health Records
(PHR), Electronic Health Record (EHR), Electronic Medi-
cal Records (EMR), and Electronic Health Data (EHD) are
examples of digitalized electronic medical records that have
evolved from paper-based records. EHR and EMR refer to
patient health records maintained by healthcare professionals,
whereas PHR refers to regularly maintaining and monitor-
ing personal information by the patient or their relatives.
EHD, also known as electronic health records or comput-
erized patient records, is a type of smart health record that
is delivered to patients [3]. Medication, medical histories,
demographics, immunization records, laboratory test results,
and other confidential patient information are all contained
in these records. Traditional paper-based records have con-
siderable disadvantages when compared to EHD systems.
Compared to paper-based records, EHR involves less human
resources, time, and physical storage [4].

Due to data centralization on the cloud, consumers and
healthcare providers have several security and privacy issues.
(1) Provides an all-in-one honeypot for attackers to steal
information and exploit transmitted data, and (2) transfers
ownership rights to cloud service providers, allowing indi-
viduals and health care professionals to lose control of
confidential data [5]. Recent developments in virtualization
technology have enabled users to manage cloud data cen-
ter computing, and networking resources for e-healthcare
data [6], [7]. Cloud-assisted health care delivery system
is designed for patient’s health care records for efficiency,
scalability, and performance improvement [8]. Many pro-
posed Blockchain systems use privately owned Blockchain
and open-source platforms such as Ethereum. Blockchain
has huge potential for securing health care systems and
patient health records in a cloud environment [9]. Patients
today require a sophisticated and advanced smart healthcare
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framework suited to their health requirements due to new
technologies and the rapid advances in human life. In [10], the
authors have presented a summary of the general application
of IoT solutions in edge platforms for medical treatment
and healthcare. Furthermore, the current tendency is to use a
cloud environment to share and manage massive amounts of
distributed medical data, including EHR and lab test results,
throughout the e-health system. Cloud storage services offer
a viable and scalable solution to such massive data manage-
ment challenges [11], [12], [13], and [14].

Patients must be able to grant authorized individuals selec-
tive, partial, or total access to their data. This is known as
consent management, and it is a critical issue in e-Health [15].
Several method like the Least Significant Bit (LSB) method
of data steganography uses 8 pixels from the image to hide
one character of the secret message. Each binary bit from
the private message character is added to the least significant
bit of the corresponding pixel in the image. Steganography’s
Least Significant Bit (LSB) technique replaces an image’s
least important bit with a bit of data (a byte has 8 bits, and
the least significant bit number is 8) [16]. Using a physical
object or another piece of data to cover up data is known as
steganography [16]. New steganographic methods like null
ciphers, picture coding, audio, and video [16] is being used
in the advancement of technology. Blockchain is a technology
that revolutionizes the concept of trust in next-generation
systems. It promotes the idea of conducting any transaction
without a mediator.

Mediators, such as businesses and governments, are almost
always centralized entities that receive, process, and store
transactions. All of the faith that we, as users, place in a
system is placed in the mediators who are obligated to process
transactions using the correct business logic. The media-
tors have complete control over data security and privacy.
In Blockchain-based systems, trust is decentralized. Users
only need faith in the system and the shared smart code among
all participants. Thanks to Blockchain, data and transactions
are now stored and recorded in a completely new way. The
idea behind a Blockchain is to eliminate the middleman,
which is similar to a traditional database [17]. The first use
of Blockchain technology was in 2008 when proposed the
concept of a digital currency called Bitcoin.

Despite the numerous benefits of this technology, migrat-
ing to the cloud presents several challenges. In this
regard, security and privacy are the main hindrances to the
widespread adoption of medical records processing through
the use of cloud computing. The third-party provider has
complete control over the shared infrastructure model as
shown in Figure 1. The Cloud Service Providers (CSPs) are
the ones that control the services for this type of cloud system.
As Figure 1 depicts, Electronic Health Records (EHRs) are
often shared between different entities. Because EHRs are
kept on servers outside of the hospital controlled by CSPs,
they are very open to attacks and modification. We need good
cryptographic tools and fine-grained access control frame-
works in third-party clouds to get over this security problem.
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The research goal in this paper is to improve the security
of e-healthcare records in cloud computing environments and
keep their privacy by reducing the number of security and
privacy problems in cloud computing, such as information
loss, data modification, and data leaks. So, the following
points are the contribution and main focus of this study:

1) A presentation of a secured Patient’s Medical
e-healthcare Records Management System (PRMS)
hosted on the cloud provided by a third-party service
provider.

2) Implementation of a cloud-based, customized stegano-
graphic encryption system for storing electronic health-
care records using a web application prototype hosted
on a third-party cloud service provider.

3) Implementation of a cloud-based, customized stegano-
graphic encryption system for storing electronic health-
care records using a web application prototype hosted
on a third-party cloud service provider.

4) The proposed PRMS approach is compared to the
SRHB approach in terms of system execution time and
average delay.

5) Design a communication and data acquisition model
for distributed e-healthcare scenarios in a cloud envi-
ronment.

6) Etherum and Hyperledger Fabric have never been com-
pared to any other cloud platform.

7) Main performance matrices include user transactions
counted, latency, and throughput.

Both Electronic Medical Records (EMRs) and Electronic
Health Records (EHRs) are highly crucial to the long-term
vision of healthcare digitization for enhancing patient safety,
quality, and efficiency and lowering healthcare delivery costs.
Laboratory information systems, Electronic Health Records
(EHRs), pharmaceutical information systems, and medical
imaging can benefit from cloud storage, management, secu-
rity, sharing, and archiving. Overall, patients will receive
good care due to up-to-date health records and constant inter-
actions with numerous healthcare professionals. A third-party
cloud has several security challenges and concerns like any
IT program. Because it often operates in an open and shared
environment, it is prone to data loss, theft, and malicious
assaults. A scarcity of cloud security is one of the primary
roadblocks to complete cloud adoption in the healthcare busi-
ness. The difficulty in surrendering control over their medical
records is one of many reasons why healthcare professionals
fear the cloud. Cloud providers often preserve their data in
several different data centers around the globe. Data stored
around the globe is an obvious benefit because cloud data
storage would be redundant, multiple data centers will assist
in the event of a calamity, and disaster recovery is an enor-
mous advantage. On the other hand, this same benefit could
be a security risk because data kept in different places are
more likely to be stolen or lost. EHR is usually private and
confidential because they have patient identifiers and very
sensitive information. Users who use cloud computing ser-
vices, on the other hand, don’t have physical control over their
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FIGURE 1. High-level general overview of cloud-based electronic health
records.

data. Furthermore, cloud service providers cannot be trusted
entirely. Due to a lack of transparency, it is difficult to know
where, how, and when data is handled, making it difficult
to verify the service provider, resulting in catastrophic data
loss. So users cannot fully trust third-party cloud service
providers while storing health records. Double-layer security
is required to secure the privacy and security of e-health
records stored on a third-party cloud.

The remaining sections are as follows: Section 2 dis-
cusses the Related Work, Section 3 describes the proposed
PRMS System, Section 4 explains the PRMS system design
implementation, Section 5 presents the experiments setup
with results and discussion, and Section 6 ends with the
conclusion.

Il. RELATED WORK

This research examines a wide range of databases, including
IEEE, Google Scholar, Science Direct, Springer, Elsevier,
Scopus, and ACM to find alternatives to cloud-based EHRs
that preserve security and safety. Public, community, pri-
vate or hybrid cloud can be the e-health cloud architecture.
Depending on the personal data, access control methods are
necessary because EHR data is highly confidential, contains
sensitive patient information, and is stored on third-party
servers. Access control is a protective shield that restricts the
operation of the public health system and access to medical
records in order to preserve the privacy of that information.
Security measures in healthcare facilities are typically imple-
mented using Attribute-Based Access Control (ABAC) and
Role-Based Access Control (RBAC). ABAC [18] uses both
cryptographic and non-cryptographic approaches, whereas
Identity-Based Access Control (IBAC) uses Identity-Based
cryptographic methods that encrypt data using the user’s
identity. The author’s research in paper [19] resulted in a
patient-centered monitoring system that reduces the risk of
storing and retrieving electronic health data on the cloud.
This study develops a system that allows patients to choose
how and when their health data is retrieved, either directly
or indirectly. Public key encryption and hash values are used
to encrypt health records. In, paper [20] includes Universal
Designated Verifier Signatures (UDVS), which generate an
assigned verification signature and guarantee that patient data
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utilization is restricted to authorized entities. Since the health
data is generated directly by an issuer who fully understands
the details of the record, hash values, and signatures, the
method’s primary disadvantage is that the confidentiality of
the record is put at risk [20]. A personal health informa-
tion system which the author utilizes the system from vari-
ous angles to secure the Personal Health Information (PHI)
by employing asymmetric key cryptography and message
digest. Furthermore, the author uses attribute-based broad-
cast encryption [21]. A multi-layered accessing delegation,
including attribute revocation methods, is possible with this
technology. In smart health systems, an authentication algo-
rithm and RBAC are often used to secure patient privacy [22],
the health board, healthcare experts, and the information
consumer all are involved. The author presents a scheme for
recommending online medical services to e-healthcare users
while protecting their privacy to help them find an appropriate
physician [23]. Author [24] presented two RBAC strategies
for EHR, one for patients and the other for medical person-
nel. Patients are identifiable by their identities, while their
responsibilities define the medical staff, and access is pro-
vided according to access policies. This strategy also offers
revocation procedures for users. Blockchain technology [25]
can be utilized to enable this distributed ledger approach in
the cloud, an underlying access control tool. In the cloud,
a secure Blockchain-based EHR solution, smart permission
agreements, or written codes that validate data ownership,
permissions, and integrity are known as smart contracts.
As hash values are used to store all health transaction infor-
mation in the Blockchain, this method is tamper-proof. It has
significant potential to improve e-health data security, com-
plexity, confidentiality, availability, and integrity. With the
help of cryptographic features, this new technology makes it
safe and easy to store, transfer, and access electronic health
records in the cloud [26]. Because of its importance in over-
coming the interoperability and security challenges of EHR
and EMR systems in e-health, Blockchain technology has
experienced a massive boom in the health sector. There are
considerable challenges ahead before Blockchain can live
up to its potential and be used in medical care. The most
critical challenges are technology scalability and data access
control [27]. In the paper, [28] a system that only works
on the Bitcoin and Ethereum platforms for data analytics
is presented. The suggested model in a recent study inte-
grates comparative Blockchain data with data from differ-
ent sources. It can also assemble data in a database using
the framework. A recent paper studied quality concerns,
ideas, and needs for Blockchain deployment and identified
the quality characteristics of Blockchain technology [29].
Blockchain platforms need to be enhanced in various areas,
including security, flexibility, opacity and performance in
terms of latency, cost-effectiveness and other considerations,
according to the research [29]. The research in paper [30]
tries to forecast the latency of Blockchain-based systems
using a simulation system and performance modeling. The
relative error for the majority of the predicted results is less
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than 10%. This approach also aims to aid in the evaluation of
various Blockchain design alternatives. Although Blockchain
technology in e-health has many benefits, it also has some
drawbacks. Risks were classified into three categories in this
review: technological, cultural, and organizational threats.
Scalability, approval, security measures, high power and
energy consumption have been the main technological chal-
lenges. Scalability has become a significant challenge to
public Blockchain applications due to the lack of control
over the number of people entering the network [31]. Fur-
thermore, because the data created by these sensors develops
at an exponential volume, challenges arise when connect-
ing wearable devices to Blockchain networks challenging to
manage [32]. Moreover, the Blockchain network is vulnera-
ble to cyber-attacks that disrupt, halt, or reverse previously
authenticated transactions within the network, which can
result in disaster. Furthermore, because it is related to proof-
of-work-based Blockchain, this review identified excessive
energy consumption as a risk (public Blockchain). This min-
ing method requires a significant amount of energy. The
number of transactions per second has increased as more
people join the Blockchain network [33]. Another primary
social concern was the lack of judicially enacted Blockchain
technology legislation. These regulations have been ham-
pered by decentralization and the disconnection of trusted
third parties. Meanwhile, interoperability concerns, a lack of
technical expertise for integrating pharmaceutical suppliers,
installation, and transaction costs were the most common
organizational threats. Interoperability has been identified as
a significant barrier to Blockchain technology adoption in
healthcare, owing to a lack of confidence between healthcare
organizations and a scarcity of IT professionals available
to implement Blockchain technology. Insufficient technical
knowledge and competencies may be serious when it comes
to using Blockchain technology [31], [34]. Using a consor-
tium Blockchain, author [35] proposes an ABSE (Attribute-
Based Searchable Encryption) scheme for healthcare CCPS
(Cloud-based Cyber-Physical System) that is decentralized,
robust, and computationally efficient. A typical CCPS in
healthcare utilizes devices with limited resources. The author
describes the proposed cloud infrastructure and conducts an
analysis of it using mathematical models to produce signifi-
cant diagrams about a variety of metrics [36]. The author dis-
cusses an algorithm that can be used to improve Cloud Com-
puting security by using algorithms that can provide more
privacy in Big Data technology-related data [37]. Lightweight
architecture and the associated protocols for consortium
Blockchain-based identity management are proposed in this
paper. The aim of the paper [38] is to address issues relating
to privacy, security, and scalability in a centralized system
for the Internet of Things (IoT). Author [39] suggests a new
model in which a permission Blockchain would be used to
manage and store the Electronic Health Records (EHR) of
patients who have registered with the system. Transparency
and immutability are critical for secure administration and
storage, and this system assures that both doctors and patients
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can rely on it with confidence, thus restoring public con-
fidence in the health care system as a whole. This system
also provides secure management and storage of sensitive
information. The author [40] conducts a survey of the field of
brain tumor MRI image segmentation in this particular paper.
In addition, the author provides a summary of multi-modal
brain tumor MRI image segmentation methods. The author
discusses the cyber syndrome in this paper [41]. Cyber syn-
drome is a collection of physical, mental, and social disorders
that can occur when individuals excessively spend too much
time in cyberspace and connect to it. At this point, the focus
is on identifying future indicators of privacy and security
in Electronic Heath care Records (EHRs). Data stored on
third-party servers, such as EHRs, pose significant risks to
privacy and security because of the sensitive nature of the
information. Major research issues include the following:
1) The use of confidential health care data.
2) To protect data, what is the best encryption method?
3) Using data storage protection, how can we ensure the
security of our medical records?
4) How can patient’s health information be easily shared
among various medical practitioners?
5) In the event of a medical emergency, who will have
access to a patient’s medical record?
Various privacy and security concerns for e-health informa-
tion are brought to light in the preceding points. As a result,
we have analyzed and identified the need for e-health systems
to use security infrastructure protecting patient privacy and
trust over the third-party cloud.

Ill. PROPOSED PRMS SYSTEM

A. COMMUNICATION MODEL

The communication model of the proposed PRMS system is
shown in Figure 2. There are three entities in our cloud-based
communication model: patients, doctors, and relatives. Here,
patient records are considered as E-Health Care Records
(EHRs), which are stored in the third-party cloud platform
such as AWS(Amazon Web Service), and GCP(Google Cloud
Platform) and retrieved as per the requirement using a web-
based application. The cloud-based healthcare environment
is explained as follows. Let D be a set of n doctors denoted
as D = {d|,d»,...,d,}, where n > 0. Let P be a set of
m patients denoted as P = {p1,p2,...,pm} where m > O.
Let « be a set of m subsets denoted as x = {Ry, R>, ..., R;}.
Here, each subset R; € «, It represents the set of k relatives
associated with each patient p; € P. The set of relatives
associated with each patient p,, € P is represented as
R; = {ra,ria, ..., ri;}. For any patient p; € P there exist
a corresponding E; € E, where i = {1,2,3,...,n} and
E = {e1, e>...ep}. Doctors may have access to the patient’s
E-Healthcare Records given by the patient, let Zji denotes
the E-Healthcare Records access of p; € P to doctor di € D,
where e; € E, E denotes set of patient’s E-Health Care
Records. Access can be represented as Z]’ = {{12, ;22 cees g“ji}
where m = number of patient for access rights of i’ patient to
j™ doctor. To enhance quality of patient monitoring, the entire
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TABLE 1. Notations.

Notations| Meaning

EHR E-Healthcare Record

PRMS | Patient Records Management System

D Set of Doctors

P Set of Patient

Ry, Set of Relatives

VA Set of E-Health Records access rights of i*" patient to jt%
doctor

K Set of relative sets

E Set of E-Health records

C; Access rights of i*" patient to j*" doctor

d; 4" Doctor has access of 5" patient

p3 ith Patient associated with 5" doctor has EHR access.

T Time Frame for patient monitoring data in system

DCy Number of geo-distributed data centre located in cloud

DWW, Number of Gateways

c Frequency of consultation

w Window intervals

Pe Probabilities of patients consultation frequency

Pq Probabilities of patients consultation frequency to doctor

by Least value of patient consultation to doctor

P Number of different degree of different doctors registered in
PRMS in system

A Data computation

13 Data in size of mega bytes

nP Aggregated data generated by Patient p

Yo, Text Data of Patient p

s, Report of Patient p

g Text documents

z Image documents

o Rate of active server

© Data allocation types

Q Active Servers

Hy 4 Incoming rate of data from patient to gateway

o Short processing type data

go‘f\ Delay processing type data

pg,. Prioritised data

pga Posteriority data

P (w) Amount of data collected from a patient p

time span 7 is divided into multiple windows denoted as 7' =
{0, 1, 2....t}. Consider the underlying healthcar application,
the timeline are generalized as minute, hour, week, or year.
Accordingly P, = Patient and D,, = Doctors volume of data
generated collected data stored in different cloud data centre.
Let {DCy,DC;,....DC,} be the geographically distributed
cloud data centers, these data centres are linked via series
of x number of gateway G = {GW|, GW,...GW,}. In our
communication model P and D numbers of patient and doc-
tors linked with these y numbers of geographically distributed
cloud data centers through x numbers of gateways through
web-application [42]

B. DATA ACQUISITION MODEL

Traditional healthcare systems collect, store, and process
patient data, making it impossible to diagnose complex health
issues. In comparison, the proposed PRMS data acquisi-
tion model considers all stakeholders, as data generation
sources, based on a patient’s frequency of consultation (c),
whereas existing schemes only consider the number of
patients. To improve the effectiveness of patient monitoring,
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R1={r11,r12,rlx,“.,l'iki)
P1
RZ=(r11,r12,r11,4 ., Fiki}
P2
Ps3
){ Ri={r11,r12,113,...,riki}
Pm

FIGURE 2. Communication model for the proposed PRMS system.

a window-based temporary information gathering and moni-
toring methodology is applied. Depending on the health issue
or requirements, the size of the window could be adjusted.
Self-monitoring and time series patients are usually more
effective for those who have their state-monitored based
on health-related parameters. The number of patient-doctor
consultations must be analyzed, as data is collected during
each consultation via a cloud-based e-health application.
Let assume patient (p,,) consult doctor ¢ times through our
cloud-based PRMS e-health application within the w time-
lines. At the time of each patient’s consultation, let v, Vg
be the probability of the patient’s consultation frequency to
doctors in any window timeline w. It must be observed that
Y, is the least value of patients who consult doctors.

Theorem: Probability of consultation v, of a patient to
doctor is at least -—

Proof: Let us consider that ¢ is the frequency of consulta-
tion of patient with doctor p' to i patient to j” doctor.if there
are d be the number of doctors registered in PRMS system
and p be number of different degree of different doctors
registered in PRMS in system with in window w. Hence
probability of frequency of consultation and uploading EHRs
on cloud server is v of patient to doctor with in window w
can be expressed as <. Total Probability of cosultation can
be expressed as: ¥, = Y. X ¥p. if we proceed further v,
can be © x + . It should be observed

c
w
¥, becomes S —

that the hkehhood of consulting a doctor via the cloud and
uploading EHR grows monotonous with ¢ and w. In the
proposed model for the data acquisition scheme, we consider
both text and patient reports uploaded to a cloud server via
a PRMS e-health application hosted on a third-party cloud
server. In our data allocation model, data is assigned with
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respect to computation (A) and (£) megabytes represent the
size of each text and patient report uploaded on a cloud server
through an e-health application and »” represent the amount
of data generated by patient p during a single consultation.
Thus 5?” is aggregated amount of both text (n’,’ai) and patient
report (nfﬁj) EHR of patient p, which can be expressed in
given Eq. 1

n(w) = Z(ni’a,)(W) x A+ Z(nfﬁ w) x & (1)

i=1 j=1

where n? is data generated in window w, g and z are the
numbers of text and patient reports in the e-health applica-
tion system. For patient p in single consultation window w
considering consultation probability of patient, the amount of
data collected from the patient can be written as ¢”(w) can be
expressed in given Eq. 2.

P'(w) =nP(w) x Yu(w) @

C. MODEL FOR DATA ALLOCATION

Our data allocation model considers the active server compu-
tation rate (o) and data allocation types (g). It is considered
that data processing in data centers is rapid with no buffer-
ing or queuing delays. Prior to data execution, the data is
distributed with multiple replicas across many of the data
center’s active servers (£2) which used to reduce network
congestion, increase computational throughput, and enhance
network efficiency. Our designed system considers incoming
data in two stages from the patient to the gateway as well
as from the gateway towards the data center’s active servers,
let Hp ¢(w) be the data incoming rate fromp € Ptog € G
in window w, there is a gateway g € G towards the data
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center’s active server (£2). All receiving data from various
patients to active servers in cloud data centers via a gateway
is represented by the equation in Eq. 3.

p g Q
D Higw) =) Hjow) =Y ouw) 3)
i=1 j=1 =1

The data is divided into two categories based on processing
time and priority. Healthcare data, such as physician inquiries
and quick analysis, may require speedy processing. Other
data, such as backup, transfer, and synchronization, may
take longer to complete. Priority data is similarly defined as
questions that arise in emergencies, such as during surgery.

Let, pﬁ’ (w) and pj{ (w) be short and delay processing type
of of data during window w in doctor d € D. Similarly
p[‘f,(w) and ga;fo(w) be number of accessible prioritised and
posteriority data during window w for processing of doctor
d € D, where @sd = pg, + 501‘,10. The incoming rate of
H (w) is constrained by data g(w) during each window w is
represented in Eq. 4 and Eq. 5.

P
PIW) + P w) = D Hi g(w)
i=1

g Q
=Y Hiow) =Y ow)
j=1 =1

14
PO + 05 + 9y = D Higw)
i=1

g Q
=Y Hiaw) =Y ow) (5
j=1 =1

D. PRMS SYSTEM ARCHITECTURE

Figure 3 proposed PRMS system architecture is designed
and focuses entirely on the security of patient health records,
which will be stored in a third-party cloud database. The
following steps illustrate how the entire architecture will
function to secure patient health records and appropriately
grant doctors access rights.

1) Every user (Doctor/Patient/Relative) must register with
the system and provide reliable information.

2) The user management module validates user informa-
tion. User registration information is sent to the cryp-
tography module, which encrypts all data using the
AES-128 algorithm and stores it in images using the
steganography LSB technique.

3) Suppose a registered user, such as a patient, wants to
store sensitive data on the cloud. In that case, the patient
will send all of the data after logging in to the PRMS
system and using the steganography module, which
will hide all of the patient’s EHRs in a single image
after encrypting data with the AES-128 algorithm and
provide security to the patient’s EHR in a third-party
cloud.
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4) The patient will grant doctor/user access to their EHR
data through the access control module. A patient will
define some sensitive EHR that no one else in the
system will see, which the anonymization module will
protect.

5) If a registered doctor/user wants to access a patient’s
EHR, they must first login with their credentials
in PRMS cloud-based e-health application and then
request the patient’s EHR through the access control
module.

6) The access control module will verify the doc-
tor/relative/access user’s rights/privileges and contact
the stegano module (steganography) to provide the
requested EHR of the patient, stored in an Image in an
encrypted format.

7) The steganography module will reverse the process and
provide the patient’s EHR to the access control module.
The access control module will validate the EHR with
the anonymization module.

8) The anonymization module will hide defined sensitive
EHR of patients that cannot be disclosed to anyone,
while the rest of the EHR will be given to the access
control module.

9) Finally, the access control module will provide the
patient’s requested EHRs(E-Healthcare Records) to the
doctor/user.

The proposed system can be defined as a five-step data secu-
rity approach.

1) Authentication and authorization
2) Steganography to hide patient’s EHR in Image after
AES-128 encryption
3) Access control mechanism
4) Data hiding mechanism
5) Hybrid technique for combining AES-128 with
steganography
An additional layer of data protection, authenticity, and cloud
accessibility is proposed with the five-step process. The
above steps are elaborated below in detail.

1) AUTHENTICATION AND AUTHORIZATION USING
CRYPTOGRAPHIC ENCRYPTION

Cryptography encryption techniques can be used for safe-
guarding patient credentials in the cloud. New methods of
promoting health and lowering healthcare costs even though
data can be kept encrypted in servers, the user has no control
over whom the data is shared. This is technically related
to the issue of who owns the data encryption keys required
to decrypt the data. Currently, cloud service providers, not
users, have complete access to the key. In practice, users no
longer have full control over their data. Giving patients con-
trol over their data, typically stored in cloud-based services,
can increase trust and adoption of these applications [43].
We significantly contribute to a secure PRMS cloud-based
system that allows patients to share their data with doctors and
others while retaining full ownership. Encryption is critical
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in healthcare IT security, but not everyone understands how
it works. Users have many options when it comes to making
data unreadable. AES, Blowfish, RSA (Rivest, Shamir, Adle-
man), and 3DES (Triple Data Encryption Standard) are exam-
ples of encryption algorithms. Solid functions, truncation,
index tokens, and pads are used in one-way hashing. Encryp-
tion of high quality is essential, but it is only the initial step
in safeguarding your data. Specific data security and privacy
protection challenges in a cloud computing environment are
outlined, along with a method for providing various security
services, including authentication, authorization, and encryp-
tion, in a cloud computing environment. Advanced Encryp-
tion Standard (AES) encryption with a 128-bit key length is
often used to strengthen data security and privacy [15].

2) STEGANOGRAPHY TO HIDE PATIENT's EHR IN IMAGE
AFTER AES-128 ENCRYPTION

The art of hiding data within other data is known as steganog-
raphy. The LSB approach can hide secret information such as
messages, photos, audio, and video within the cover image.
Each bit of text or image is replaced with the least signifi-
cant bit of the original image using the least significant bit
technique [44]. Our idea is to use the LSB method and the
AES -128 algorithm to secure the secret information
contained within the cover picture for patient EHRs
(E-Healthcare Records) stored on a third-party cloud.

3) ACCESS CONTROL MECHANISM IN PRMS

The patient uses the access control mechanism to assign
privileges and rights for the patient’s EHR to doctors/users.
Any healthcare institution should be able to access a patient’s
electronic health record, ensuring that perhaps a patient
can be seen at any time. To assure data availability, health
care institutions depend on internet-accessible data reposi-
tories. This creates risk because unauthorized personnel can
access patient data [45]. Our system access control module
is designed where various roles and privileges have been
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set up. In addition to, the medical staff, relatives, doctors,
and patients, must be granted access to these access control
systems. The access control module is designed in such a way
that only part of the data report is to be given by a patient
to a doctor as per their request. Whole patient data will not
be available to the doctor. The system’s identified users are
separated into three categories: 1) Patient: A patient has all
control over their medical record over the cloud. A patient
can set up rights and give access rights to different users who
can see patient’s data over the cloud platform. Users who can
only access and set privileges to their individual information
are referred to as patients. 2) Doctor: All doctors, nurses,
and therapists are included. They can only view clinical data
from their assigned patients. They can consult online with the
assigned patient. They can request specific data from a patient
and schedule live consultations. 3) Relative: The person to
whom a patient will grant access to their medical records in
the event of an emergency.

4) DATA HIDING MECHANISM

e-healthcare allows for complete patient privacy while mak-
ing efficient use of Information and Communication Technol-
ogy (ICT) because patients have the right to approve or refuse
anyone access to their records. Patients will be able to control
who has what access to their EHR with patient-centric access
control. This not only meets privacy requirements, but it also
enables the e-healthcare system to earn patient trust, a vital
component for e-healthcare system success [46]. Anonymiza-
tion is employed in the proposed PRMS approach. Physicians
can have level access, which will allow them to observe
both the patient’s medical status and reports, diagnoses, and
treatments. The proposed PMRS e-healthcare system will
be more secure and efficient with this segregated approach.
Anonymization will let patient privatize their records from
showing in any user in the cloud other than the patient.
A patient can change their record access from specific doctor
public to private.
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5) HYBRID TECHNIQUE FOR COMBINING AES-128 WITH
STEGANOGRAPHY

The proposed technique integrates the Least Significant
Bit (LSB) matching steganography algorithm. To ensure two-
layer security of the e-health records in the third-party cloud
database, the Advanced Encryption Standard (AES) tech-
nique is used before applying the steganography technique.
As shown in Figure 4 how encryption, and steganography are
used to secure data before being stored in a third-party cloud
database.

1) Select a cover image.

2) If text, enter it into the system.

3) Use AES-128 algorithm to encrypt the text for

encryption.

4) Include the encrypted data in the cover proposed image

using the LSB technique.

5) The system saves the stegano image.

6) Store stegano Image in third-party cloud database.
Our plan is to safeguard the cover image’s secret information
using the AES method and the LSB approach. To begin,
examine the image on the cover and take note of any hidden
information. The next step is to use AES-128 to encrypt the
data. To keep the data safe from attackers, the result of the
encryption is hidden in the cover image. This is done with
the help of an LSB encoder, which scrambles each pixel and
stores the result in a cloud database. The components of LSB
substitution for steganography are as follows: 1. LSB Encoder
2. LSB Decoder

LSB encoder function is used to disguise each encrypted
text bit within the least significant bit of each §-pixel
value that forms the cover image for an encrypted message.
In order to obtain the stegano-image, the output that was
produced is first converted back to pixel values. Insert the
stegano image to retrieve the original message from the
stegano-image. LSB decoder separates the cover image and
the secret encrypted message. After that symmetric key is
used to get back the original message from the encrypted
message.
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E. PRMS SYSTEM FLOW
To ensure the confidentiality of medical data, we used a
combination of cryptography and steganography in proposed
Algorithm 1. Both AES cryptography and LSB steganog-
raphy were used in proposed PRMS approach. Encrypting
and decrypting sensitive health care data using the Advanced
Encryption Standard (AES) is the industry standard. The
Advanced Encryption Standard (AES) is a symmetric block
cipher that supports a block size of up to 128 bits. The number
of rounds in the encryption process is based on the length
of the key, the number of rounds for AES-128 is 10. The
following operations are carried out by the primary loop of
the AES:

o SubBytes()

o ShiftRows()

o MixColumns()

« AddRoundKey()
To begin the AES encryption process, the 16-byte input array
is copied into a 4 x 4 byte matrix called state. The input data
block, state, is XORed with the first 128 bits of the cipher
key. The resulting state is then transmitted through ten con-
secutive cycles. The previous round’s outcome was encrypted
data. The EHR data is symmetrically encrypted using the
AES algorithm key. In order to hide the encrypted data,
steganography is used for double layer protection. Patient’s
personal information such as their name, age, and patient
EHR are entered into the system as input. The AES algorithm
with 128-bit secret key used to encrypt the input data. The
LSB technique is used to conceal encrypted data within a
cover stegano image. The image is then sent to a third-party
cloud database for storage. The data is first extracted from
the stegano image by the receiver using the LSB technique
and then decrypted using the AES algorithm with the same
secret key of 128 bits. After that, the original data can be
retrieved. The proposed Algorithm 1 combines AES-128 with
LSB steganography techniques to store e-health records in a
third-party cloud environment as follows:

IV. PRMS SYSTEM DESIGN IMPLEMENTATION

This section represents a system implemented in third-party
cloud AWS (Amazon Web Service) and GCP (Google Cloud
Platform). A Complete system for handling the EHR of the
patient over the cloud. Some of the PRMS system design
is shown below in figure 5, 6, 7, 8, 9, 10. Patients, doctors,
and other family members use their unique ID and password
to access the system. Users have to enter valid information
for registration to use the PRMS e-health cloud-based web
application. A patient/doctor/relative will be registered with
their details. Registration detail is encrypted using AES-128
and stored in Image using the steganography LSB technique
in the database. A unique ID will be generated for further
login. As per role, the system will display a unique dash-
board for user features. If the user’s role is patient, after
successful login, the patient is redirected to its dashboard,
and the patient can access different system features from its
dashboard. A patient dashboard will have facilities for a live
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Algorithm 1 Combining AES — 128 Algorithm With

Steganography
Input: E-Health Records (EHR), Cipher Key K.
Output: Cipher Health Record (CHR) stored in

image over third-party cloud database
1 Create a key expansion of K that generates two lists
of all sub keys.
2 Consider Partition EHR into 16-byte blocks (B1, B,

B3,...Bp).

for B; block do

Divide B; into two arrays of 4 x 4 size

5 Perform Nine rounds manipulation following

steps shown from Step 6 to Step 9

6 Substitute bytes using predetermined e-healthcare

table.

Shift rows.

Mix columns.

Add round keys.

10 Array out the tenth and final round of state

manipulation.

11 Consider a copy of the final State array as the

encrypted information (ciphertext) CHR.

12 Convert the CHR from binary to decimal.

- W

13 Select cover image C1.

14 Apply LSB encoder to C1.

15 Calculate LSB of each pixels of cover image.

16 Replace LSB of cover image with each bit of
secret message one by one.

17 Write stegano image.

18 Return the stegno-ciphered image.

19 Store stegano image in third party cloud database.

20 end

consultation with a doctor, uploading various reports, doctor
access requests for EHR, and inserting medical records in
the cloud. The system ensures double-layer protection for
the patient’s EHR in a third-party cloud database. Patient
medical data will be stored privately in a third-party cloud
database, and permission is required to access it from the
patient. All patient reports will be kept private in the database.
A patient can assign access rights to different EHR reports to
a specific doctor. A patient can give access rights for EHR
to their relatives during emergencies if required through the
registration process in PRMS. If the user role is doctor, the
doctor is redirected to its dashboard. A doctor can access
various features given in the system. A doctor can search for a
patient in the system by its patient ID. The doctor dashboard
will have an appointment, search patient records, and request
patient reports and medical data from the patient. The doctor
can request patient text data and medical report access rights
from its dashboard. Patients can approve text medical records
and patient medical reports requested by the doctor from the
patient’s dashboard. A patient can send a request from their
dashboard to schedule an appointment with a specific doctor.
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A patient can schedule an appointment or see a doctor at any
available time. Doctors can view appointment schedules for
a particular patient for interaction.

V. EXPERIMENTAL SETUP

A. EXPERIMENT 1: COMPARING CLOUD BASED
CUSTOMIZED THIRD PARTY PLATFORMS WITH
BLOCKCHAIN PLATFORMS

This experiment focuses solely on comparing the per-
formance of cloud-based customized encryption AES-128
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TABLE 2. System configuration.

Parameter GCP AWS Etherium 1.5.8 Hyperledger 0.6
RAM 2 GB 1GB 64GB 64GB
oS Linux Amazon Linux Ubuntul6.04 Ubuntul6.04
Virtual CPU 1 1 8 8
Engine App Engine EC2 EC2 EC2
Apache2 2.4.38 2.4.52 24.3.8 24.3.8
MySQL Client-Server 5.7.36 7.4.27 — —
PHP version 7.4.25 7.4.27 7.4.25 7.4.25
Instance LAMP-1-vim t2micro c4.2xlarge c4.2xlarge
[T TS— Ex
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FIGURE 9. Doctor dashboard.

e E8

Status of Previous Request Sent

No reports requested!

FIGURE 10. Doctor dashboard request.

algorithm  using  steganography  with  Blockchain.
Hyperledger Fabric and Ethereum are tested in terms
of throughput and latency with up to 10,100,1000,10000
user transactions using AWS and GCP third-party cloud
providers with e-health care records integrated with encryp-
tion, steganography, and access control rights to the user in
order to assess their current status. To evaluate the platform’s
throughput and latency, paper [47] creates a synthetic appli-
cation for the experiments that functions as a cash transfer
application and allows a user account to be created (via
the function Create account) in Hyperledger and Ethereum
platforms. We have compared the work of [47] for creating
an account function with our application in a cloud envi-
ronment that inserts records from patients. To evaluate our
cloud encryption system with Ethereum and Hyperledger,
we hosted our system in third-party cloud providers AWS
(Amazon Web Service) and GCP (Google Cloud Platform).
For comparing the cloud-based health system, insert and
select e-health records of a patient, the experiments are
conducted on the GCP and AWS. HTTP requests in the
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FIGURE 11. Patient registration latency.

Node.js application are used to communicate between the
client and the Blockchain platform in the communication.
JSON RPC API calls are used to interact between web3.js
and a local node for Ethereum inquiries. In Hyperledger
Fabric, RESTful APIs are used to implement all queries [47].
JMeter tools are used in two experiments for cloud cus-
tomized encryption using steganography to protect patient’s
e-health records hosted on third-party cloud providers AWS
and GCP. Then we looked at [47]’s Hyperledger fabric 0.6
and Ethereum 1.5.8 performance. For the performance evo-
lution of two different cloud and Blockchain technologies,
we assessed latency and throughput by different loads, such
as the number of queries fired by the user on the GCP service
and AWS. The transaction is measured from the time the
transaction is submitted to the peers for consensus to the
time the transaction is added to a block. System configuration
for comparing Blockchain platforms and third-party cloud
platform system configuration is shown in Table 2.

B. EXPERIMENT 1: RESULTS AND DISCUSSION
Here in Results and Discussion of Experiment 1, we test
and compare the performance of the Blockchain platform
and e-health application hosted on third-party cloud platform
AWS and GCP with encryption and steganography in the
context of latency and throughput. Firstly, as per imple-
mented system architecture for the security experiment result
of patient registration and doctor registration measured by
JMeter. JMeter results of latency and throughput of GCP
and AWS is shown. For Blockchain technology, performance
analysis of Ethereum vs. Hyperledger is used as described in
the paper [47].

Based on the Jmeter result, we can deduce that GCP has
the edge over the AWS service with our custom encryp-
tion steganography system architecture. Here Figure 11 and
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FIGURE 15. Cloud platform vs blockchain platform latency comparison.

Figure 12 show the patient registration latency and through-
put result, and Figure 13, Figure 14 offers the doctor regis-
tration latency and throughput, which give GCP an edge by
reducing the latency over AWS.

In Figure 15 and Figure 16, we discovered a differ-
ence in latency when a different number of transactions
were checked with various platforms such as Google Cloud
Platform (GCP), Amazon Web Service (AWS), Ethereum
Blockchain, and Hyperledger Blockchain. Latency increases
with the increase in the number of transactions. The latency
value of a cloud-based platform is consistently lower than
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the latency value of a Blockchain platform. When a very
large number of transactions were used, the latency went
up a little bit in the Blockchain platform. When transactions
have fewer operations, they can support a very high number,
like 100,000, with a very low latency. It also depends on the
hardware chosen and the way the Blockchain network is set
up. When the number of simultaneous transactions goes up,
it has a big overall impact on how well the Blockchain net-
work works, especially the latency. Traditional Blockchains
have been affected by the issue of scalability. As a result,
maintaining multiple copies of e-healthcare data and ensuring
consistency is a burden that comes with decentralization.
In addition, Blockchain require a lot of computing power
and a lot of energy.The idea of using Blockchain to store
data in a decentralized manner is often widely regarded.
Blockchain storage, on the other hand, comes at a price. Anal-
ysis estimated that one megabyte of data on the Ethereum
network would cost in U.S dollars, whereas Amazon Simple
Storage Service would only charge a few cents (S3). Cloud
services trust, security policies and governance layers are
sufficiently accurate for most enterprise applications. In addi-
tion, there are numerous third-party data storage services that
can provide better governance and security for a relatively
lower price than a Blockchain.The overall decision to use
Blockchain technology in healthcare is heavily influenced by
the costs involved.

In Figure 17 & Figure 18 we discovered a difference in
throughput when a different number of transactions were
checked with various platforms such as Google Cloud Plat-
form, Amazon Web Service, Ethereum Blockchain, and
Hyperledger Blockchain. Throughput increases with the
increase in the number of transactions. The performance of
a network is directly impacted by the latency and throughput
it experiences. Packets will take longer to reach their destina-
tion if latency is too high. When packets take longer to reach
their final destination, network services and applications will
be slower to respond to requests. The lower the throughput,
the fewer packets can be processed in a given amount of time.
Because the PRMS approach uses encryption and steganogra-
phy to store data over a third-party cloud, it’s critical to opti-
mize to reduce causes of latency and to test PRMS hosted on
different third-party clouds to manage patient’s e-healthcare
records performance. The performance evaluation of the two
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platforms will be assessed in terms of latency, and through-
put, by varying the workload in each platform up to 10,000
transactions. With 10 user transactions, the average latency of
Hyperledger and Ethereum is 0.11 seconds and 0.24 seconds,
respectively, as in our cloud-based PRMS e-health applica-
tion, which is 0.24 seconds for GCP and 0.59 seconds for
AWS. Hyperledger’s average latency is 34.08 seconds, while
Ethereum’s is 484.87 seconds, and both are steadily increas-
ing when the number of transactions reaches 10,000. When
we compare with our cloud-based PRMS e-health application
hosted on GCP and AWS, the average latency for GCP is
23.55 seconds and the average latency for AWS is 38.32 sec-
onds. Let us look at the average throughput of Hyperledger
and Ethereum with 10 user transactions. It is 68.02 seconds
and 27.49 seconds, respectively, as in our cloud-based PRMS
e-health application, 8.6 seconds for GCP, and 6.6 seconds
for AWS. When the number of transactions reaches 10,000,
the average throughput of Hyperledger is 159.76 seconds, and
that of Ethereum is 29.6 seconds. The average throughput
for our cloud-based PRMS e-health application hosted on
GCP and AWS is 10.7 seconds and 10.5 seconds, respectively.
As it can be seen from the charts, cloud-based steganographic
encryption has comparable throughput and lower latency than
Ethereum. However, in the case of Hyperledger, its perfor-
mance is comparable to cloud encryption when the work-
load is varied up to 10,000 transactions. It can be observed
that even though lower system configuration compared to
Blockchain platforms, cloud encryption with steganography
performs better than Ethereum and Hyperledger in all met-
rics. Based on the above experiment result, we can make
a statement that the cloud with encryption logic gives the
lowest latency compared to the Blockchain platform. The
cost of a cloud-based platform is consistently lower than a
Blockchain platform. As this study is in its early stages, it has
several limitations. Research into the use of third-party cloud
in healthcare is still in its infancy, but we expect to contribute
to the adoption of an open-source framework for auditing
and monitoring electronic health data. We are looking into
using NoSQL-based databases to dynamically scale out the
database tier instead of statically allocating over-provisioned
resources for PRMS in the third-party cloud deployment.
It can help lower operational costs.

C. EXPERIMENT 2: COMPARISON OF PRMS WITH SRHB
APPROACH FOR SECURE TRANSMISSION OF
HEALTHCARE DATA

The proposed PRMS method employs customized steno-
graphic encryption to transmit healthcare information
securely deployed on AWS and the GCP platform. To eval-
uate the performance of the proposed mechanism, which
expresses the average delay and system execution, we have
compared the proposed PRMS with paper [48] containing
the average delay and system execution time of the Secure
and Robust Healthcare-based Blockchain (SRHB) approach.
The average delay is the difference between when the med-
ical records were sent and when they were received at

VOLUME 10, 2022

Throughput Result Comparison

350
300
250
200
150
100
50
0

Throuput in second

_1000 user _IDDDD user

W GCP cloud 8.6 14 3.7 107
aws cloud 6.6 2.8 7.3 105
Etherum 27.49 3893 344 206
hyperledger 68.02 29935 251.02 159.76

10 user 100 user

No. of user transaction

mGCP cloud aws cloud Etherum hyperledger
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FIGURE 18. Throughput line chart cloud platform vs Blockchain.

the moment. It shows a medical delay between the patient
and the doctor or relative and the other way around.The
estimated System Execution Time (SET) includes both the
total number of medical records as well as the average
retrieval time for those records. The Secure and Robust
Healthcare-based Blockchain (SRHB) solution, which lever-
ages Attribute-based Encryption to securely transport health-
care data, is described in this study [48]. The SRBH deploy-
ment was carried out using a laptop running Windows 8 64-
bit and an Intel i3 Core CPU. The application was devel-
oped using NetBeans 8.2, JDK 1.8, Apache Tomcat 8.0.15,
MYSQL 5.7, and the Jelastic cloud environment. AWS and
Google Cloud Platform (GCP) have been used for the imple-
mentation of PRMS. Google App Engine (LAMP VM -1
instance) with 1 core vCPU, 2 GB RAM, and Linux OS is
used for the experiments on GCP. EC2 (t2. micro instance)
with 1 core vCPU and 1 GB RAM is used for the experiments
on AWS, which uses Amazon Linux OS. The proposed
PRMS approach and SRHB approach both were analyzed
for Yahoo Cloud Serving Benchmark (YCSB) and the small
bank dataset. Comparison of the system configuration of
AWS, GCP for PRMS, and Jelastic cloud environment used
in SRHB approach is shown in Table 3.

D. EXPERIMENT 2: RESULTS AND DISCUSSION

The process of sharing medical records and retrieving med-
ical records from the storage web server takes the SRHB
approach [48] significantly takes more time. The PRMS
approach that has been proposed is reliable with a cloud
storage server, and it can work on its own to facilitate
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TABLE 3. System configuration.

Parameter AWS GCP Jelestic cloud
Approach PRMS PRMS SRHB

RAM 1GB 2GB 8 GB

OS AMAZON Linux Linux Windows 8
Virtual CPU 1 1 i3

Apache2 2.4.38 2.4.52 8.0.15

@ vcsB M small Bank

FIGURE 19. System execution time in seconds for YCSB and small bank
dataset.

@ vcsB M small Bank

YCSB
161

FIGURE 20. Average delay in seconds for YCSB and small bank dataset.

the secure sharing of information and the retrieval of the
information from the cloud storage server. The experimental
results of PRMS system execution time and average delay
compared to the SRBH approach, the SRHB approach sig-
nificantly slows down the process of sharing and retrieving
medical records from the storage web server in comparison
to PRMS approach. In AWS, the proposed PRMS reduces
1.61 AD and 2.47 AD (Average Delay) in seconds for YCSB
and small bank datasets, respectively, and 1.14 SET and
1.21 SET (System Execution Time) in seconds for YCSB
and small bank datasets, respectively. In Google Cloud Plat-
form (GCP), the proposed PRMS reduces 1.81 AD and
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3.21 (Average Delay) in seconds for YCSB and small bank
datasets, and 1.22 SET and 1.29 SET (System Execu-
tion Time) in seconds for YCSB and Small Bank datasets,
respectively. The proposed PRMS approach average delay
and system execution time are analyzed with the SRHB
approach for YCSB, and small bank datasets are shown
in Figure 19 and Figure 20.

VI. CONCLUSION

This paper examines the effectiveness of steganography
encryption in a cloud environment by comparing latency and
throughput with Ethereum and Hyperledger fabric platforms
with varying transaction numbers. It is a significant challenge
to ensure the security of patient’s e-health records in the
cloud. Additionally, the proposed PRMS (Patient Medical
Records Management System) is compared to the Secure
and Robust Healthcare-based Blockchain method (SRHB) in
terms of System Execution Time (SET) and Average Delay.
The efficiency of the proposed PRMS architecture has many
quality matrices like maintaining user privacy, effective med-
ical data sharing, and information hiding. PRMS is a security
architecture that uses cryptography and steganography to
protect patient health records in the third-party cloud from
unauthorized access while also allowing patients to control
their health records. The entire system was constructed, and
some of the system design of the PRMS cloud-based e-health
application was described in the paper. Each architecture
developed has room for improvement. Other hiding and cryp-
tographic techniques can be added to the PRMS in the future
for better results.

A. FUTURE WORK

Future work will include the addition of data encryption and
cloud storage security algorithms to the PRMS system in
order to further enhance the cloud security of patient data.
External access to e-healthcare data transferred across mul-
tiple networks will be the subject of additional data security
and privacy analyses in the near future.
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