IEEE Access

Multidisciplinary  Rapid Review : Open Access Journal

Received 8 July 2022, accepted 6 August 2022, date of publication 10 August 2022, date of current version 19 August 2022.

Digital Object Identifier 10.1109/ACCESS.2022.3197900

==l survey

QoS Provisioning: Key Drivers and Enablers
Toward the Tactile Internet in Beyond 5G Era

MUHAMMAD ZUBAIR ISLAM“, (Student Member, IEEE), RASHID ALI“’2, (Member, IEEE),
AMIR HAIDER"1, AND HYUNG SEOK KIM“, (Member, IEEE)

! Department of Intelligent Mechatronics Engineering, Sejong University, Seoul 05006, Republic of Korea
2Department of Information and Communication Technologies, Universitat Pompeu Fabra, 08018 Barcelona, Spain

Corresponding authors: Amir Haider (amirhaider@sejong.ac.kr) and Hyung Seok Kim (hyungkim@sejong.ac.kr)
This work was supported in part by the Institute of Information and Communications Technology Planning and Evaluation (IITP)
Grant by the Korean Government through the Ministry of Science and ICT (MSIT) under Grant 2022-0-00331, in part by the National

Research Foundation of Korea (NRF) Grant by the Korean Government through MSIT under Grant 2022R1F1A 1063662, and in part
by the Strengthening Research and Development Capability Program of Sejong University.

ABSTRACT The Tactile Internet has become a revolution for Internet technology, greatly improving
the transmission of skill sets (audio, video, text, and haptics) over communication channels compared
with traditional triple-play data (audio, video, text). It is a strong candidate to support next-generation
delay-sensitive and loss-intolerant smart applications. However, stringent requirements for the Tactile
Internet, including ultra-low latency, ultra-high reliability, high availability, and ultra-security, present critical
challenges to ensure Quality of Service (QoS). Consequently, several approaches have been proposed to
meet these QoS requirements. This article reviews QoS provisioning approaches for the Tactile Internet.
First, we present key concepts for the fifth-generation and beyond technologies, Tactile Internet, and haptic
communication. Second, we discuss the Tactile Internet use cases along with strict QoS requirements.
Third, we classify existing solutions, including haptic codecs, control system designs, hybrid schemes, and
intelligent prediction models; provide in-depth discussion regarding these approaches to improve QoS for the
Tactile Internet applications; and investigate strengths and weaknesses for each proposed solution. Finally,
we present open research challenges and discuss potential future research avenues to realize the Tactile
Internet services.

INDEX TERMS 5G/B5G, Tactile Internet, IoT, URLLC, teleoperations, machine learning, codecs, predic-
tion control.

I. INTRODUCTION Device-to-Device (D2D) communication, i.e., the Internet

The Internet has made tremendous achievements with
continuous information and communication technology rev-
olution in from First-Generation (1G) fixed Internet to Fifth-
Generation (5G), and Beyond 5G (B5G) mobile Internet [1],
[2], [3]. Mobile communication technologies are vital for
many different life sectors, including education, healthcare,
entertainment, transportation, etc.; and provide Human-to-
Human (H2H) communication to exchange data using mobil-
ity devices over the Internet. Innovation in these technologies
paves the way to provide Machine-to-Machine (M2M) or
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of Things (IoT) [4]. IoT means that anything in the world
can be connected anywhere and anytime, but it does not
cover Human-to-Machine (H2M) communication. To deal
with these limitations, IoT advancement provides a base to
transfer a sense of touch and actuation in real-time to ensure
successful interactions between humans and machines [5].
Fig. 1 shows communication technology evolution from H2H
content to H2M steering and control communication. Inter-
net technology from 1980s to 1990s provided simple H2H
communication. Multimedia services developments during
2000s enabled wireless multimedia applications, and various
researchers were developing advanced technologies, such as
IoT and wearable devices, to provide M2M communication.
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FIGURE 1. Technological evaluation of the Tactile Internet (abbreviations are defined in Table 2).

The recent technological trend is envisioning connecting
human sensation for the Internet to provide H2M, opening
the door for the Internet of Bio-Nano Things (IoBNT), i.e.,
Tactile Internet.

These technology advancements are paradigm shifts, trans-
forming the whole world from conventional content delivery
Internet to skill-set delivery Internet, introducing the Tactile
Internet concept [5]. Tactile Internet enables H2M commu-
nication, where a human can interact with machines and
remotely control and experience physical touching, includ-
ing traditional triple-play (audio, video, and text) data in
real-time over wireless channels. The concept was introduced
in 2014 by Fettweis [5], where he stated that “‘the Tactile
Internet is that communications are built for enabling steering
and control, a big shift from moving only content”. Thus,
Tactile Internet is envisioned as next-generation IoT with
various new features, including ultra-low latency, ultra-high
reliability, high availability, and ultra-security to enable real-
time haptic communication over SG/B5G networks. Mod-
ern communication and network technologies (5G, IoT, and
Tactile Internet) have different goals, but their requirements
and features partially overlap. Fig. 2 shows the International
Telecommunication Union (ITU) definitions for mobile net-
works (2G to BSG), 0T, and Tactile Internet [6] to help under-
stand the Tactile Internet concept and identify commonalities
between the technologies.

The Tactile Internet is considered the future Internet due to
its unique characteristics, including steering and controlling
physical and virtual objects in real-time via bilateral
communication. Therefore, several international standard
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organizations have been working to refine existing and devel-
oping suitable new communication network definitions to
carry haptic information with conventional traffic types.
Key standard organizations, including the 3" Generation
Partnership Project (3GPP), Society of Motion Picture and
Television Engineers (SMPTE), European Telecommunica-
tions Standards Institute (ETSI), Institute of Electrical and
Electronics Engineers (IEEE), and ITU, are working to
make the Tactile Internet a reality [7], [8], [9], [10], [11].
3GPP [7] and ITU [11] have already classified use cases
into three categories: massive Machine-Type Communication
(m-MTC), critical Machine-Type Communication (c-MTC),
and enhanced Mobile Broadband (eMBB), along with their
requirements. 3GPP defines ¢c-MTC as Ultra-Reliable and
Low Latency Communication (URLLC), providing Tactile
Internet services [7]. SMPTE [8] is working on incorporating
haptic information with audio-visual traffic, and ETSI is con-
sidering End-to-End (E2E) requirements and Tactile Internet
application performance [9].

In contrast to these standardizations, an IEEE Tactile Inter-
net standards Working Group (WG) [10] is investigating
missing 5G and other communication network aspects to real-
ize the Tactile Internet. Key developments and WG progress
towards standardization are designated as IEEE P1918.X.
The Tactile Internet baseline standard is defined as IEEE
P1918.1, providing the Tactile Internet framework, includ-
ing definitions, reference architecture, technical functions,
and various application scenarios. Other standards under
the IEEE P1918.1 scope (IEEE P1918.1.1, IEEE P1918.1.2,
and IEEE P1918.1.3) focus on haptic codecs, Artificial
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FIGURE 2. Overlapping features and differences among concepts and
technologies around 5G/B5G, loT, and Tactile Internet (abbreviations are
defined in Table 2).

Intelligence (AI), and Medium Access Control (MAC),
respectively. Standard architecture covers not only 5G, but
any other communication network that satisfies E2E Tactile
Internet use case requirements, including reliability, latency,
availability, and security.

Compared with conventional Internet services, Tactile
Internet use cases require higher Quality of Service (QoS)
and Quality of Experience (QoE). Even Tactile Internet ser-
vices have higher requirements, including high packet rate,
less packet loss, and low latency under variable time delay
to fulfill QoS and QoE requirements. Low data processing,
stability control, and intelligent prediction algorithms are
feasible solutions to tackle these challenges to realize the
Tactile Internet. Several review papers have considered Tac-
tile Internet, but most only consider communication network
solutions to enable the Tactile Internet, with few considering
data processing, stability control, and intelligent prediction
solutions to provide QoS and QoE for the Tactile Internet
services. This paper presents a comprehensive survey that
includes current feasible data processing, stability control
solutions, and intelligent prediction techniques for the Tactile
Internet applications.

A. RELATED WORK AND OUR KEY CONTRIBUTIONS

Communication technologies are continuously undergoing
swift evaluations to address new opportunities and chal-
lenges. As discussed in the above section, Tactile Internet is a
suitable aspirant technology, and many enabling technologies
offer promising candidates to realize it in practice, such as
5G/B5G, Wireless Local Area Networks, Wireless Body Area
Networks, and various combinations. Recent 5G advance-
ments towards supporting the Tactile Internet requirements
under URLLC mode have promoted the technology as a
critical key enabler for wireless Tactile Internet. Specifically,
the work in [25], [26] explored SG with URLLC services as
a suitable solution for the Tactile Internet. Software-Defined
Networking (SDN), Network Function Virtualization (NFV),
and Mobile Edge Computing (MEC) were combined with 5G
technology to provide suitable communication networks to
achieve E2E low latency and reliability requirements for the
Tactile Internet. Similarly, a brief discussion on SDN, NFV,
and MEC was presented in [27], [28], and [29], where the
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authors’ analyze the network functionalities and resources
management algorithms. A comprehensive survey on 5G
technological solutions and challenges were given in [30],
[31]. In [32], comparative simulation analyses have been
performed for Tactile Internet applications over existing tech-
nologies, such as Wireless Fidelity (Wi-Fi), WiMAX, and 3G.
The comparison of the related work and our proposed survey
is summarized in Table 1.

The study in [12] reviewed characteristics and compara-
tive analysis for IoT, 5G, and Tactile Internet; and recent
communication technology progress, such as long-term evo-
lution advanced (LTE-A) to realize the Tactile Internet.
The authors in [13] identify and review cutting-edge chal-
lenges and potential requirements for haptic communication
and networking design for 5G-enabled Tactile Internet. The
work in [14] reviewed emerging communication technolo-
gies, including SDN, NFV, and fog/edge computing, and
clarified how these technologies support SG communication
to improve latency and reliability and hence enable Tac-
tile Internet. They proposed a general network architecture
design incorporating SDN, NFV with fog computing for
Tactile Internet. Similarly, the study [33] proposed integrating
SDN with network coding techniques to realize less packet
retransmission and hence minimize network latency.

Key challenges for haptic communication over the Tactile
Internet have been variously considered [15], [16], [34]. The
article [34] included psychophysical and technical viewpoints
to introduce the haptic communication concept and also dis-
cussed integrating video and haptic data to improve percep-
tual performance during haptic communication. To continue
on a similar line as mentioned above, the authors in [15]
and [16] reviewed haptic communication over 5G technol-
ogy, while [15] focusing on strict requirements for haptic
communication and reviewing various challenges and cur-
rent solutions. The study in [16] explored various solutions
to address haptic communication reliability challenges over
5G network infrastructure, where authors categorized the
solutions into three groups: communication, data process-
ing, and stability control solutions. Emerging Tactile Inter-
net use cases for industrial communication were reviewed
by [17]; and recent progress, including Tactile Internet system
requirements, functional parameters, design challenges, and
future directions, were given in [18].

In [19] discussion on fog computing to meet QoS require-
ments for 5G-enabled Tactile Internet were presented along
with challenges and solutions for potential fog-based Tac-
tile Internet systems to provide low-latency, high reliability,
high availability, security, and privacy. They categorized the
survey paper into three groups: end-user, application, and
middle layer, to explore fog computing limitations for tactile
applications. The study in [20] reviewed various smart appli-
cations supported by Tactile Internet, including Healthcare
4.0, Industry 4.0, Augmented and Virtual Reality (AR/VR),
smart education, smart transportation, smart agriculture, etc.
The authors in [21] reviewed techniques to reduce latency,
focusing on resource allocation, Machine Learning (ML),
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TABLE 1. Summary of existing survey articles.

Scope
o 3 Comparative Analysis
£ 8 -
Survey Year 2w B 58 2 E§ 03 B g 3 _§ Major Contribution
o & 58 2% B8 £858 23
ang 22 3% 85 T
z < o3 TO OR é E
Maier et al. [12] 2016 X X % v x x % Dlscpssgd the recent a.dvancemeqt and enabling com-
munication technologies for Tactile Internet.
Explore the Tactile Internet realization over role of 5G
Aijaz et al. [13] 2016 v v X v X X X cellular networks along with technical requirements
and key challenges.
Highlights the critical latency requirements and
Bojkovic et al. [14] 2017 v X v v X X X presents the recent developed networking solutions to
meet these requirements.
Van Den Berg et al. [15] 2017 v/ X x v v x x Summanze _the requirements and challenges for hap-
tic communication.
Antonakoglou et al. [16] 2018 v v % % v v % Press:nt haptic data communication aspects of the
Tactile Internet.
Aijaz et al. [17] 2018 v/ X x v x x x Expl(_)red the Tac_tlleA Internet for next-generation in-
dustrial communication.
Investigate the different services of the Tactile Inter-
Ateya et al. [18] 2019 v X X v X X X net along with system parameters and design chal-
lenges.
Explore the fog computing based solutions for 5G-
Aggarwal et al. [19] 2019 v v X v X X X enabled Tactile Internet to meet the ultra-low latency
required of the Tactile Internet use cases.
Gupta et al. [20] 2019 v X % v % % % Presents Fhe review on Tacgle .Internet requirements
and solutions for smart application.
Discuss and summarize various techniques can be
Yu et al. [21] 2020 v X X v X X X employed at physical and application layer to achieve
latency and reliability challenges for Tactile Internet.
Provide a comprehensive overview of the wireless
Sharma et al. [22] 2020 v X X v X X X Internet in term of Tactile Internet, including security
and privacy challenges.
Present potential to integrate the deep learning models
She et al. [23] 2021 v X v v X X v into communication networks to improve URLLC
services.
Present an in-depth discussion on architecture and
Promwongsa ef al. [24] 2021 v/ X v v x x x algonthnpc aspects of_ Tactile Internet to overcome
communication, intelligence and computation chal-
lenges.
Haptic codecs, intelligent predictions and control
Our Survey 2021-22 v/ v v v v v mechanisms contribution in QoE and QoS provision-

ing in Tactile Internet.
Classify the Existing challenges and solution for QoE
and QoE provisioning in Tactile Internet.

MEC, and cognitive radio-based technologies in 5G wire-
less networks to realize the Tactile Internet services. Sim-
ilarly, [22] reviewed current work and proposed a wireless
Tactile Internet framework over 5G/B5SG communication
technology, covering physical, MAC, and network layers to
realize the Tactile Internet in detail.

Another recently published survey article [24] reviewed
several radio resource allocation algorithms focusing on the
Tactile Internet communication, intelligence, and compu-
tation challenges. They classify the exiting solutions into

VOLUME 10, 2022

four clusters; (1) standard architecture and communica-
tion protocols, (2) radio resource allocation algorithms, (3)
non-radio resource algorithms (lower layers), (4) non-radio
resource algorithms (upper layers). Moreover, they also
discuss intelligent prediction algorithms to tackle Tactile
Internet intelligence challenges. However, in-depth compar-
ative studies on intelligent prediction algorithms to guaran-
tee QoS and QoE requirements were not presented. In [23]
authors investigate the challenges and opportunities to com-
bine the domain knowledge (i.e., optimization algorithms
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and theoretical tools) with deep learning frameworks to
optimize URLLC. Moreover, they present numerous poten-
tial solutions on how to integrate supervised/unsupervised
deep learning-based approaches into domain knowledge
of communication networks in a cross-layer perspec-
tive. However, low-complexity algorithms that can be
employed in real-time systems for URLLC services are still
missing [35].

Although the survey papers discussed above consider
architecture, methodologies, and communication-based solu-
tions to realize the Tactile Internet; they ignored haptic
codecs, control design, and intelligent prediction schemes.
A more comprehensive and comparative analysis on hap-
tic codecs, control, and Al-based prediction schemes from
QoS and QoE perspectives is still missing in the literature.
These constraints motivate us to present a comprehensive
review of haptic codecs, control, and Al-based prediction
schemes to address haptic, intelligence, computation, and
communication challenges for the Tactile Internet services.
Particularly, we highlight the QoS and QoE provisioning
approaches that directly impact the communication network
from intelligent haptic encoding, stability control (guarantee
QoE) to prediction (control/feedback information). The main
objective was to comprehensively review existing data pro-
cessing algorithms, control designs, and prediction schemes
to achieve transparency and stability for the Tactile Internet
applications over the 5G/B5G communication network. The
in-depth discussion on emerging use cases of the Tactile
Internet in Healthcare 4.0, Industrial 4.0, Intelligent Auto-
motive, and Comparative Driving and Teleoperations is also
explored. The comparison tables are also presented to sum-
marize different aspects of the reviewed solutions and provide
insights into the provisioning approaches. Finally, we pro-
vide an empirical overview of the open research challenges
and latest research incorporating weaknesses and strengths
to improve QoS and QoE for tactile applications. Thus the
above-mentioned technical contributions make this survey
different from the existing survey articles in the literature.
The main contributions from this survey article can be sum-
marized as follows.

o« We present a holistic discussion on Tactile Internet
emerging use cases and classify them into five clusters,
namely, Healthcare 4.0, Industrial 4.0, Intelligent Auto-
motive, and Comparative Driving and Teleoperations,
to understand the corresponding QoS and QoE critical
technical requirements.

o We extensively discuss Tactile Internet fundamental
challenges including haptic, intelligence, communica-
tion, and computation need to tackle to provide SG/B5G
Tactile Internet services. Moreover, we classify the
existing quality assessment for Tactile Internet ser-
vices, termed as Haptic Quality Assessment (HQA)
metrics.

o An extensive review and in-depth discussion on the
existing solution are presented and classified into three
main domains, haptic codecs, control designs, and
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TABLE 2. Summary of important acronyms.

Acronym | Definition

H2H Human-to-Human

M2M Machine-to-Machine

IoT Internet of Things

H2M Human-to-Machine

m-MTC | massive Machine-Type Communication
c-MTC critical Machine-Type Communication
eMBB enhanced Mobile Broadband

URLLC | Ultra-Reliable and Low-Latency Communication
AR Augmented Reality

VR Virtual Reality

UHD Ultra High Definition

V2X Vehicle-to-Everything

IoD Internet of Drones

QoS Quality of Service

QoE Quality of Experience

UAV Unmanned Aerial Vehicle

V2v Vehicle-to-Vehicle

V2I Vehicle-to-Infrastructure

HIC Human Interpersonal Communication
HQA Haptic Quality Assessment

PDb Perceptual Deadband

PLR Packet Loss Ratio

PSNR Peak Signal-to-Noise Ratio

P-MSE Perceptual-Mean Square Error

SSIM Structural Similarity

ST-SIM Spectral Temporal Similarity

HSSIM Haptic Structural Similarity

CR Compression Ratio

WKNN Weighted K-Nearest Neighbors
GMM Gaussian Mixture Model

GMR Gaussian Mixture Regression

intelligent prediction schemes to improve QoS and QoE
for tactile services. The challenges and possible solu-
tions are highlighted and summarized, along with their
significant technical contributions.

« The haptic databases and testbeds to test and investigate
Tactile Internet stringent requirement QoS and QoE per-
spectives have been summarized and analyzed them and
enlist their pros and cons as well.

o We identify open research challenges for developing
and optimizing data processing, stability control, and
intelligent prediction algorithms and present possible
future avenues.

B. STRUCTURE OF THE SURVEY

Table 2 and 3 lists acronyms and notations used in this
paper and Fig. 3 shows the organization of this survey arti-
cle. Section II presents Tactile Internet preliminaries with a
standard architecture. Section III discussed various use cases,
along with principal technical requirements. Section IV dis-
cusses existing haptic codecs, control designs, and intelligent
prediction-based solutions in depth. In particular, we dis-
cuss contributions from ML-based solutions to improve QoS
and QoE for tactile applications. Section V discusses open
research challenges and possible future avenues. Finally,
Section VI summarizes the findings and concludes this
survey.
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TABLE 3. List of important notations.

Notation | Meaning
dppy Delay at Physical Layer
drr.c Delay at Logic Link Control

dyrac Delay at MAC Layer

de Processing Delay

dp Propagation Delay

Dt End-to-End Delay

fm Master Side Force

fs Force Feedback from Slave Side

Tom Master Side Position Parameters

T Slave Side Position Parameters

Um Master Side Velocity Parameters

Vs Slave Side Velocity Parameters

b Tuning Factor

D1 Communication Delay in Forward Channel

Do Communication Delay in Feedback Channel

U /s Forward Wave Transmission for Master and Slave
Wi/ Feedback Wave Transmission for Master and Slave

Ein Forward Channel Input Energy at Master Side
ElRecv Forward Channel Received Energy at Slave Side
Egut Forward Channel Energy Output at Slave Side
Ein Feedback Channel Input Energy at Slave Side
Ef?fc“ Feedback Channel Received Energy at Master Side
Egut Feedback Channel Energy Output at Master Side
a/pB Damping Elements

II. TACTILE INTERNET ARCHITECTURE

The Tactile Internet provides bilateral communication to
manage touch and actuation in real-time between local (mas-
ter) and remote (slave) devices with haptic and non-haptic
feedback over the communication network. Haptic communi-
cation enables the Tactile Internet system to provide real-time
steering and controlling objects in remote environments.
In most cases, a Tactile Internet system comprises three main
parts according to Fig. 4 as follows.

A. MASTER DOMAIN
The master domain comprises controllers, i.e., humans or
control algorithms, that use haptic devices. If the controller is
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Approach Approach

human, they interact with the device using a Human-System
Interface (HSI), which converts human input into control sig-
nals. These control signals are sent to the slave domain over
the network infrastructure, and the slave domain sends haptic
feedback to the master domain controller to provide feedback
for the human operator. Various haptic devices with multiple
Degrees of Freedom (DoF) are available in the market, the
comprehensive lists of the haptic devices along with vendors’
details are presented in [36], [37], and [38].

B. NETWORK DOMAIN

The network domain connects the master and slave domains
using different network elements to provide bi-directional
communication, including routers, base stations, tactile sup-
port engine, packets, and serving gateways. Networks require
high availability, high reliability, and ultra-low latency to
maintain real-time steering and control. 5G communication
technology is a key enabler to provide these requirements
and realize tactile services, with 5G-enabled Tactile Internet
architecture connecting 5G core infrastructure, e.g., base sta-
tions, with control and user plane entities.

C. SLAVE DOMAIN

The slave domain includes teleoperators or controller robots
directly controlled by the master domain through control
signals, hence it is also known as the controlled domain.
It provides feedback to the master domain, including haptic
and audio-visual signals. Master and slave domains comprise
a global control loop via the network.

Ill. TACTILE INTERNET USE CASES AND REQUIREMENTS
A. TACTILE INTERNET USE CASES

The Tactile Internet WG [10] defines some standard use
cases and their performance metrics, including teleoperation,
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FIGURE 4. High level basic architecture of the Tactile Internet.

automotive, immersive AR/VR, Internet of Drones (IoD),
interpersonal communication, live haptic broadcast, and
cooperative automated driving. The work in [30] and [39]
consider critical and non-critical Tactile Internet applications
following [16] defined applications based on 5G key per-
formance requirements. Fig. 5 shows the resultant use case
grouping for the Tactile Internet applications based on the
above-mentioned studies, where the light green circle refers
to the machine operator-machine, the light cyan circle refers
human operator-machine, and the light orange circle refers to
the human operator-human. An in-depth discussion of these
classifications technologies, along with overlapping features
and differences, has been shown in Fig. 2. To illustrate the
relationship between different emerging services of the Tac-
tile Internet, the use cases are categorized into three groups,
M2M (display in dark cyan), H2H (display in dark green),
and H2M (display in dark orange), communication based
on connectivity and interaction. The M2M part indicates
the applications that are used in the M2M environment.
The H2M section indicates the type of applications where
real-time interaction between H2M is performed. The H2H
section summarizes the emerging applications of the Tac-
tile Internet, where humans interact with other humans at a
distance via virtual environments. However, we classify the
Tactile Internet use cases into five main groups: Healthcare
4.0; Industry 4.0; Immersive AR/VR;Intelligent, Automotive,
and Cooperative Driving; and Teleoperations, as shown in
Table 4. The teleoperation use case mostly overlaps all other
use cases.
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1) HEALTHCARE 4.0

Healthcare applications strongly require low latency and
ultra-reliable Tactile Internet. The healthcare sector has
quickly evolved from Healthcare 1.0 to Healthcare 4.0,
also known as eHealthcare, which provides services
including telesurgery, tele-medicines, tele-diagnosis, and
tele-monitoring over the Tactile Internet that were not sup-
ported by traditional Internet structures. eHealthcare enables
medical experts to be available all over the world for physical
examinations, patient monitoring, or even perform compli-
cated surgery at a distance using the remote control and
telerobots. The study in [40] reviewed various telerobotic
technologies in the medical domain, including telerobotic
surgery and telerobotic rehabilitation; and [41] reviewed
telemedicine and eHealth studies, analyzing QoS, QoE, and
their corresponding clinical requirements to ensure health-
care system privacy, reliability, and stability.

2) INDUSTRIAL 4.0

Current industrial automation trends, commonly called
Industry 4.0, aim to provide real-time control for the
large connected systems with limited human interaction by
exchanging control information over a wireless network.
In contrast with traditional industry, the smart industry aims
to enhance product manufacturing rate and optimize pro-
duction lines by applying Cyber-Physical Systems (CPSs).
Industrial automation, process automation, and remote indus-
trial management require latency between 0.25-10 ms with
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FIGURE 5. Key use cases of the Tactile Internet (abbreviations are defined in Table 2).

maximum packet failure rate < 10~°. Therefore, E2E latency
and reliability for industrial automation can be achieved by
realizing the Tactile Internet. The work in [42] and [43]
introduced interesting applications, including smart grid and
smart logistics. Smart grid aims to distribute energy and
monitor power generation and transmission lines; whereas
smart logistics enables providing the right product quantity
at the right place, time, and cost; making intelligent decisions
by continuous tracking and monitoring the product supply
chain. Smart grids and logistics have stringent latency and
reliability requirements [44], since latency > 1 ms can cause
serious problems. Regarding teleoperation applications of the
smart grid and logistics, we are considering process monitor-
ing and maintenance. In the smart grid, it deals with power
line monitoring, diagnosis, fault detection, and reporting via
AR interaction to improve controllability. Similarly, in smart
logistics, distribution processing such as packaging, meter-
ing, sorting, and labeling of the dangerous item can be done
using tactile interaction [45].

3) IMMERSIVE AR/VR

Immersive AR/VR is an exciting Tactile Internet application
where information from physical objects is augmented as a
virtual entity in the human field. Users interact with virtual
objects using AR/VR devices and perceive physical world
interactions via haptic communications. This enables myr-
iad applications, including telemedicine; VR therapy; remote
education; and adaptive assistance for drivers, police, and
students. It is also used for Human Interpersonal Commu-
nication (HIC) and entertainment, such as normal or serious
gaming. Serious games provide motivation for learners, e.g.,
goal-oriented and problem-solving games. Latency < 30—
50 ms is required for most games, with some serious games
requiring millisecond latency, e.g., tele-soccer (< 1-10 ms).
Increased network latency degrades user QoE for specific
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haptic-enabled games. The work in [46] explored VR applica-
tions for the entertainment, medical, and retail sectors. Play-
ing music and enabling remote teaching with haptic feedback
requires a latency value around 5-10 ms [30].

4) INTELLIGENT, AUTOMOTIVE, AND COOPERATIVE
DRIVING

Intelligent transportation and mobility systems pave the way
for autonomous driving, tele-driving, platooning, etc.; and
provide services for automatic traffic flow, road safety man-
agement with the cooperative vehicle to vehicle, vehicle
to infrastructure, and vehicle to any communication. Tac-
tile vehicle to any communication provides a fast, reliable,
and secure mechanism to exchange multimodal information
between vehicles. Prevent accidents and making quick, com-
plex decisions requires latency &~ 1 ms with reliability >
99.999% for autonomous driving [87]; whereas real-time
traffic flow control based on local traffic and traffic light
status requires 10 — 100 ms latency with 10™2 — 10~ packet
failure range.

Unmanned Aerial Vehicle (UAV), also known as drones,
advancements have numerous real-world applications via
wireless communication systems. UAVs comprise sensors
connected via IoT to form the IoD. IoD low cost, high
mobility, and flexibility enables various smart applica-
tions, including tele-medicine, industrial inspection, tele-
monitoring, tele-rescue operations, and parcel delivery, and
haptic-enabled UAVs will significantly contribute to smart
city development. Reference [88] described a possible
UAV-enabled intelligent transportation system, and the study
in [79] proposed a UAV-assisted video surveillance system
that required maximum E2E latency < 1 ms with packet
loss rate < 1077, Similarly, the study in [83] and [86]
discussed using UAVs for smart cities and smart farming;
and [86] reviewed supply chain management challenges in
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the Industry 4.0 era and proposed a model for Farming 4.0 and
Agriculture 4.0.

5) TELEOPERATIONS

Teleoperation systems comprise a human operator, commu-
nication channel, and teleoperator, and allow the human
operator to interact with the teleoperator at a distance with
real or virtual environments to execute complex operations.
A bilateral teleoperation system with multimodal feedback,
including audio, video, and haptic, was shown in Fig. 4,
where the master device must receive feedback from a con-
trolled device over a communication network and forms a
global closed loop. Teleoperation systems can be divided
into three categories depending on their architecture and
topologies: unilateral, bilateral, and multilateral systems [89].
Another classification regime based on communication delay
and user interaction level divides it into two key groups:
mission-based and direct control systems [90], as shown in
Fig. 6. Haptic-enabled teleoperation systems, also known
as telehaptic systems, have various applications in medical,
industrial automation, education, transportation, etc., sectors.
Table 4 compares several examples of smart applications for
the Tactile Internet with corresponding use case categories
overlapping the teleoperation use case.

The Tactile Internet provides key network infrastructure
with stringent requirements to realize various applications
with real-time control. In contrast with traditional applica-
tions, haptic-enabled smart applications demand high QoS
and QoE. However, the communication delay is a critical
challenge to realize tactile applications and is sometimes
called the 1 ms challenge. These applications require haptic
sampling rates > 1 kHz to ensure QoE and system control
loop stability. QoS and QoE for the application degrade for
increased network communication delay and sampling rate
increases for highly dynamic environments. Moreover, each

TABLE 4. Applications of Tactile Internet.

Teleoperation
Systems
X
2 v
Topological
Structure based

v

Multilateral

Control based

Y g—"

Mission based
Control

—

Fully-
autonomous
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SM/MS MM/SS

Unilateral Direct Control

Low-delayed
Closed-Loop

Semi-

MM/MS autonomous

Time-delayed
Closed-Loop

FIGURE 6. A taxonomy of the teleopration systems based on topological
framework and control design: SM/MS indicates single master multiple
slaves, MM/SS is multiple Master single slaves, and MM/MS is multiple
master multiple slaves.

use case has demand unique key performance indicators.
In the next subsection we will discuss requirements and
challenges correspond to each Tactile Internet use cases.

B. TACTILE INTERNET REQUIREMENTS

Before presenting the key technical requirements, we discuss
quality assessments, i.e., QoS and QoE, we evaluate the
Tactile Internet applications. The stringent technical network

requirements for the Tactile Internet are listed below follow-
ing [17], [25].

1) QoS

QoS is defined as service quality performance and is strongly
related to network-centric communication. In terms of haptic
communications, QoS parameters characterized by latency,
reliability, and availability of the communication network are
translated as latency, jitter, packet loss, and synchronization,
respectively [91]. In a general way, QoS refers to a mecha-
nism used by the network at each network layer to support

Application Reference
Robotic tele-surgery [20], [40], [47]-[49]
Tele-health Tele-rehabilitation [50], [51]
Healthcare 4.0 Tele-medicines 411, 152]
Wearable tactile devices [53]-[55]
Smart manufacturing [56]-[58]
Smart grid (monitoring or maintenance) [42], [59]
Industry 4.0 Smart logistics (monitoring or maintenance) | [43], [45], [60]
§ Entertainment g?én 1ng Fg%’ [61]
Immersive virtual reality | 5 STart raming 5ystem [631168]
[ H |
8 Smart education Smart learning [69]-[71]
% Healthcare VR therapy [72]-[74]
& | Vehicle platooning [75]
Intelligent transportation [76]
Cooperative/Automated Autonomous/Tele-driving [77], [78]
Driving/IoD UAVs/V2V/V21 [79]
Tele-medicines [80]
Smart city [81]-[84]
Smart agriculture [85], [86]
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QoE. In the literature, there are various solutions like SDN,
routing techniques, cognitive radio, and queue management
from application to the physical layer to support QoS. The .
QoS demands of Tactile Internet use cases can vary from each
other depending on latency, reliability, availability, as are
defined below.

o Latency: Network E2E latency or Round Trip
Time (RTT) delay is defined as “the time taken to
transfer a packet from source to destination and receive
the acknowledgment information at the source” corre-
sponding to the detailed explanations below.

Dr ~ Ein:ldi +dp +de
= {dPHY + dyac +dric + 2,723071'}
+d, +d., (D

where Dr is total E2E delay; d; is delay in network .
layer i; dppy, dyac, and drc denote delay at phys-
ical, MAC, and logical link layers, respectively; d,
is propagation delay; d. is processing delay; and n
indicates the total number of layers in the protocol
stack model. For example, n = 7 for an Open Sys-
tem Interconnection (OSI) protocol stack because the
OSI model comprises seven different abstraction lay-
ers: physical, data link, network, transport, session, pre-
sentation, and application. The Tactile Internet system
requires ultra-low latency (1 — 10 ms), depending on the
application type and dynamic nature of the environ-
ment. The 5G URLLC service is a promising enabler
to provide ultra-low latency between master and slave
domains and experience haptic sensations in real-time.

The different approaches to achieve low latency for
5G-enabled Tactile Internet are compiled in Fig. 7.
Reliability: Reliability is defined as the number of data
packets successfully received at the destination relative
to the total number of data packets sent, i.e., Packet
Loss Ratio (PLR) or failure rate. Similar to latency,
Tactile Internet applications require a maximum failure
rate between 1073 — 107, Packet failure rate directly
impacts QoE and Quality of Task (QoT) for the Tactile
Internet system. It is a challenging task to achieve a
trade-off between ultra-high reliability under ultra-low
latency. Promising solution sets under 5G and B5G tech-
nology were given in [39], [92], [93], [94], [95], [96],
[971, [98], [99], [100], [101], [102], [103], [104], [105],
[106], [107], [108], [109], and [110] as illustrated in
Fig. 7.

Throughput: Throughput refers to the amount of data
transmission from source to destination over a time
interval. A next-generation application like autonomous
driving requires high data throughput, where multi-
ple sensors data are collected simultaneously. To deal
with such large data volume in real-time exposes var-
ious challenges of Tactile Internet. Similarly, a haptic-
enabled AR/VR application with 4K 360° video and
simple holographic communication demands a data rate
around 0.5 — 2 Gigabit per second (Gb/s). In Tactile
Internet services, data rate depends upon the type of
applications and their requirements. In the literature,
there are various promising solutions, including incre-
ment in transmission frequency as listed in Fig. 7.
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[931[94][97] [92][107] (10711061 108] [107][110] [33][104][105]
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FIGURE 7. Key enabling technologies to meet 5G/B5G-enabled Tactile In
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TABLE 5. Haptic quality assessment metrics (abbreviations are defined in
Table 2).

Evaluation Metrics
Latency
L | Jitter
< | PLR
Throughput
MUSHRT [112]
Subjective | MOS
VTQA [113]
PSNR
= HPW-PSNR [114]
<o P-MSE [115]
Objective HSSIM [116]
ST-SIM [117]
HPM [118]
Hybrid (SNR+SSIM) [112]

o Availability: The availability performance indicator
explains the amount of time for which the application
service remains available, and the availability of the
communication service can be calculated by the follow-
ing formulas [111]:

U= AL ?)
T

A=1-U 3)

where U is the unavailability of the service, T is the time
when the service is expected to run, and the A¢; is the
length of the i down time interval over 7. Finally, the
communication service availability A is calculated using
(3). Tactile Internet requires ultra-high availability for
tactile services, considerably better than 99%, depend-
ing on application type. It is challenging to provide avail-
ability for both locally and distant tactile systems while
simultaneously meeting ultra-low latency and ultra-high
reliability requirements. Various solutions have been
proposed to achieve the availability requirement and
improve tactile service performance [39], [98], [99],
[102], [106], [109].
In the literature, three main approaches have been proposed
to solve these challenges: communication, data processing,
and stability control solutions [16]. Fig. 7 summarizes previ-
ously proposed potential solutions improving communication
networks to realize haptic applications.

2) QoE

QoE is defined as user excitement or irritation level [119],
i.e., it expresses the user’s experience with service, and it
is more user-centric. QoE involves technical and nontech-
nical evaluation parameters as described in [120]. It brings
together users’ experiences, expectations for application, and
underlying communication system efficacy. It is worth men-
tioning that a finite association is required between QoS and
QoE to maintain QoE from QoS components [121]. QoE
is subcategorized into two ways, subjective and objective.
In the subjective test, some exports from the same domain
are invited to score the experienced results. One of the famous
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TABLE 6. Impact of the QoS metric on QoE.

QoS QoE
Delay PLR  Throughput MOS PSNR SSIM Quality
(s) (%) (kbs) (Score) (dB) (%) (Class)
<2 00~02 >500 > 37 > 0.90 Excellent

31-37 0.77-0.89 Good
0.5~20 >120 25-31 0.61-0.76 Acceptable
<15 20~4.0 >60 20-35 0.38-0.60 Poor
>15 >40 <60 1 <20 <0.38 Bad

5
<4 02~05 >250 4
3
2

QOoE subjective evaluation metrics is the mean opinion score
(MQOS). The MOS is an absolute category rating scale that
comprises a five-grade quality scale. The MOS scaling, along
with the corresponding quality class description, is presented
in Table 6 based on ITU-R M.1079-2 [122] and ITU-R
BT.500-14 [123]. It is worth mentioning that presented values
are the minimum QoS/QoE requirements; however, recent
emerging application demands minimal latency (< 1 ms) with
packet loss < 1077,

However, in the objective test, evaluation of the QoE
is carried out based on service-related different measure-
ment parameters (PLR, latency, jitter). Peak signal-to-noise
ratio (PSNR) is an objective quality assessment technique,
where maximum possible signal power and divided by the
power of the distorted signals. There is a small amount
of work in the literature on this type of evaluation metric
regarding haptic communication. The relationship between
QoS and QoE is depicted in Fig. 8, where it can be seen
clearly how the QoS technical parameters (latency, jitter,
PLR) impact QoE. Additionally, it shows that higher QoS
does not mean that we achieve the desired QoE, although
it also requires interactiveness with service and the ability
to serve the desired task to the users. The work in [124]
investigates the relation between QoE and E2E latency, where
the authors proposed a QoE model to maximize the tactile
users’ QoE by optimizing the E2E delay. We summarize the
existing QoS and QoE evaluation metrics in Table 5 and
named them as Haptic Quality Assessment (HQA) metrics.
Similarly, the impact of the QoS metric on QoE is listed in
Table 6 and adopted from [125].
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Table 4 shows teleoperation utilization for most haptic-
driven applications. The primary aims for teleoperation sys-
tems are stability and transparency during the interaction
between local and remote environments. Teleoperation trans-
parency is defined from the “human feeling” point of view,
where human operator impedance Z;, matches environmental
impedance Z,, i.e., Z; = Z,, where the impedance is the
ratio of force to velocity. Transparency can also be defined in
terms of user feelings: how well the human operator feels with
haptic sensations while directly interacting with the remote
environment. Teleoperation close-loop stability guarantees
stable transition contact between master and slave regardless
of their behavior. A critical challenge for teleoperation sys-
tems is to simultaneously ensure stability and transparency.
Teleoperation systems lose significant stability and trans-
parency for even small delay and/or packet loss, which will
ultimately degrade QoE, QoT, and Quality of Control (QoC).

Therefore, this paper included low-delay data processing,
control design, and intelligent prediction solutions to guaran-
tee bilateral teleoperation system stability and transparency
over various time-delayed communication networks. The fol-
lowing section explains the aforementioned challenges in-
depth, including potential solutions.

IV. QoS/QoE PROVISIONING IN TACTILE INTERNET:
CHALLENGES AND SOLUTIONS

Fig. 7 summarizes existing proposed solutions in the litera-
ture from the physical to application layer focusing on com-
munication challenges, including radio resource allocation,
protocols, multiplexing, and scheduling algorithms. Various
cloud (fog/edge) computing, latency/network fluctuation pre-
diction, and management schemes have also been proposed
to ensure QoS. This survey focused on haptic codec, control
design, and prediction-based solutions considering all critical
tactile information challenges, including tactile packet size,
packet loss, stability, transparency, etc. This section discusses
potential solutions and challenges for QoS and QoE provi-
sioning in Tactile Internet. First, we consider haptic codec
schemes and compare various proposed solutions. Second,
we review control design methods that enable human opera-
tors to manipulate teleoperation in a remote environment with
variable communication delay. Finally, we consider intelli-
gent predictive schemes to tackle remaining gaps to ensure
the Tactile Internet QoS and QoE requirements.

A. LOW-DELAYED HAPTIC CODEC

Haptic refers to exploring objects via touch sensation and
force feedback, comprises kinesthetic and tactile percep-
tions [126]. Kinesthetic perception is sensory information
from human muscles, joints, and tendons. Information gath-
ered from human skin using mechanoreceptors, such as
surface texture or friction, is called tactile perception.
An in-depth discussion on tactile and kinesthetic haptic
components was presented in [126]. Kinesthetic and tac-
tile information have quite different properties and latency
requirements. Therefore, distinct codec designs are proposed
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for each. The IEEE P1918.1 Tactile Internet WG initiated
haptic codec standardization under haptic codec task group
IEEE P1918.1.1 considering these haptic classifications, pro-
viding a standardized haptic codec structure, with require-
ment details [120]. The group aims to develop optimal data
compression schemes to exchange tactile and kinesthetic
information and enable services for human-in-the-loop Tac-
tile Internet. Therefore, it provides reference data traces, soft-
ware, and hardware framework to develop and test kinesthetic
and tactile codecs.

The haptic signal sampling rate must be >1 kHz to main-
tain global control loop stability and experience real-time
haptic sensations [120]. This high packet rate induces net-
work congestion, jitter and finally introduces an additional
delay in the communication network. Given this high packet
rate requirement, bilateral teleoperation systems require opti-
mal haptic data compression and reduction technologies to
stabilize communication. Table 7 compares and classifies
potential data reduction and compression techniques for
haptic-enabled bilateral teleoperations over the Tactile Inter-
net to ensure QoS and QoE, where Sig, Not Sig, and Mixed
indicate significance levels. Sig indicates the proposed coding
scheme was simulated from standard databases provided by
IEEE P1918.1.1 (haptic codec WG) and compared with one
or more baseline schemes; whereas Not Sig refers to schemes
where no standard databases were utilized, and performance
evaluation did not consider any baseline schemes. Mixed
indicates that although the proposed scheme did not utilize
any standard database, it substantially outperformed baseline
schemes.

1) KINESTHETIC CODEC

Kinesthetic data reduction techniques can be categorized as
statistical or perceptual approaches [127]. Statistical data
reduction algorithms are primarily based on lossy data com-
pression techniques, using Discrete Cosine Transformations
(DCT), Discrete Fourier Transformations (DFT), or wavelet
transformations for haptic data compression [16]. Statistical
data reduction focuses on compressing packet size for haptic
communication over the network, whereas perceptual-based
techniques reduce haptic data packet rate. Perceptual data
reduction is borrowed from psychophysics and relies on a
Just Noticeable Difference (JND) threshold approach. JND is
also known as difference threshold that, providing a minimum
threshold value where a human operator can perceive stimu-
lus intensity changes determined from Weber’s law [128],

AIJI =K

where Al is stimulation intensity difference, and / is stimulus
intensity. Weber’s fraction, k, also called Weber’s constant
or JND, provides the upper bound for calculating haptic
data sampling rate over the network. Weber’s law uses the
calculated threshold to reduce haptic data sampling rate over
the network. Weber’s law-based codec, also known as Per-
ceptual Deadband (PDb) or PDb based coding, are stan-
dard kinesthetic codecs [120]. Fig. 9 shows PDb codec for
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FIGURE 9. Overview of the perceptual deadband principle.

one-dimensional haptic data samples, where the black dots
indicate the output of the PDb codec scheme, and percep-
tual thresholds by PDb are displayed in blue zones. Haptic
samples that lie within PDb (blue zones) are dropped dur-
ing encoding, and only perceptually significant samples are
broadcast. This indicates that the change in the signals is
too small to be perceived by a human. The PDb can reduce
the packet rate up 80% to 90%. Other IND-based perceptual
schemes use predictive coding and are employed to predict
the haptic sample from haptic data [128]. Table 7 shows
kinesthetic codec classification and corresponding compres-
sion characteristics. Section IV-A2 describes the detailed
reason behind these classifications and Fig. 10 illustrates the
current haptic codec taxonomy.

Many approaches used transform coding for the kinesthetic
codec to tackle communication network impairments. Pre-
vious studies tended to focus on real-time or non-real-time
use cases to design the haptic codec. This paper focuses on
real-time haptic data compression schemes. The reason is
that haptic traffic compression in real time helps to reduce
the jitter disturbance effect from the communication network.
The authors in [129] proposed a quantization approach for
haptic data reduction in the communication network. DCT
transforms haptic information into the frequency domain,
then DCT coefficients are calculated and quantized, and
finally, Huffman coding was employed to reduce the haptic
data. A motion copying experiment was organized to validate
the proposed method. The work in [130] proposed Wave
Packet Transformation (WPT) coding from image compress-
ing for haptic data compression for teleoperation systems.
They showed the proposed codec scheme performed better
than DCT and DFT in terms of buffer size, compression
depth, and computational complexity. Despite the benefits,
analysis shows that buffer size affects the network latency
while adding extra processing delay. The authors suggest
using maximum compression depth and optimal buffer size
with minimum computation complexity for optimal data
compression.

However, applying WPT on input signals produces dis-
tortion [131], hence a selected-DCT algorithm (sDCT) was
proposed for the network control system to transmit hap-
tic data. A bubble sorting algorithm was used to select the
highest DCT coefficients based on high peak energy mea-
sures. Simulation results in the paper showed the proposed
sDCT approach outperformed existing DCT, DFT, and WPT
approaches. Computational efficiency using sDCT approach
for haptic-enabled teleoperation systems was also superior
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FIGURE 10. Taxonomy of the existing haptic codecs.

to the other compression approaches. The aforementioned
block-based compression techniques joined with transmis-
sion techniques have introduced additional delay due to the
processing of blocks of the signals. There is a need for
compression methods that tackle the high packet rate and
network load challenge with minimum processing delay.
In this regard, researchers have proposed perceptual predic-
tive coding and a hybrid of block-based and stream-based
approaches.

The authors in [132] proposed an E2E low delay Percep-
tion Lossless Codec (PLC) to meet haptic driven service
requirements. The proposed PLC used Run-Length Cod-
ing (RLC) after quantifying the frequency signals, where
RLC aims to remove redundant or identical values. They
used a reference database [120] for fair comparisons with
other strong baselines, including DCT and sDCT. The pro-
posed scheme demonstrated better efficiency in terms of
haptic structural similarity, Signal-to-Noise Ratio (SNR),
transmission rate, and delay. Analysis shows that the pro-
posed scheme achieves a 7ms encoding delay with the length
of 8 samples and a computational delay of around 0.1 ms.
The study in [127] analyzed different PDb approaches con-
sidering single and multidimensional kinesthetic data signals.
Reference [138] proposed an Opportunistic Adaptive Haptic
Sampling (OAHS) technique to achieve a high haptic packet
rate and dynamically adapt haptic data signal transmission
in a shared network. Parameters to tune the haptic sampling
rate in the proposed OAHS scheme were controlled based on
the Weber fraction to meet QoS requirements for the Tactile
Internet. The authors in [137] proposed a perceptual-based
adaptive sampling approach to estimate JND on real-time
telehaptic data and hence reduce packet rate over the com-
munication network. The primary objective was to update the
Weber threshold in real-time following individual perception
without prior knowledge and adaptively sample force signals
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TABLE 7. Haptic data reduction and compression techniques for Tactile Internet. In the effect column, SIG indicates that the reference follows standard
database and baseline comparison, NOT SIG indicates that the reference follows standard database without baseline comparison and mixed indicates
that the reference follows baseline comparison without standard database (abbreviations are defined in Table 2).

Codecs

Proposed Technique Kinesthetic | Tactile | factor(s)

Improved QoS/QoE

Effect | Major Contribution

DCT [129] v X SNR

Present a quatization technique with focus to improve haptic

Not Si .
ot Sig data compression rate.

sDCT [131] v X CR

Analysis different signal and multiple parameteric compres-
sion methods and present a novel haptic data compression
algorithm considering selection and integration of best feature
of wavelet and DCT.

Mixed

WPT [130] v X CR

Introduce a multiple parametric codec design to compress and
Not Sig | improve haptic data and with a focus to overcome the network
control challenges.

Transform Coding

PLC [132] v X SNR, HSSIM

Propose a E2E perceptual-lossless compression method to re-
Sig duce coding delay, coding loss, bit rate and improve perceived
quality for haptic-driven services.

VC-PWQ [133] X v

SNR, PSNR, ST-SIM

Present a highly scalable codec incorporating wavelet trans-
Sig formation with vibrotactile perceptual model considering both
scenarios online and offline .

SLP-based [134] X v ST-SIM

Propose a perceptual vibrotactile signal compression method
Sig incorporating DWT and sparse linear prediction coding to
guarantee low bit rate with negligible distortion.

BINBLISS [135] v X MSE

Propose a codec algorithm for real-time tactile data stream

Si . L2 Lo .
& compression to satisfying haptic-driven services.

Peak-Suppressing [136] | v/ X MSE

Extent the original PDb approach and propose a peak-
suppressing adaptive haptic packet rate control scheme to
reducing the network load.

Mixed

Adaptive Sampler [137] | v/ X MOS

Analysis-by-Synthesis

Propose a adaptive sampling scheme for kinesthetic samples

Not Si . . -
& | transmission to ensure QoS for telehaptic communication.

OAHS [138] v X SNR

Present a adaptive scheme for telehaptic system to deal with

Mixed . - . . .
network impairments by tuning PDb parameters in real-time.

PP Model [139] v X CR

Propose a predictive method based on autoregressive model
Not Sig | that integrate statistical and perceptual coding concepts to
improve haptic data reduction.

PVC-SLP [140] X v

Hybrid

SNR, PSNR, ST-SIM

Introduce the sparse linear prediction coding based vibrotac-
tile scheme exploiting the cutaneous sensitivity function to
minimize the imperceptible vibrotactile signals and improve
quality.

Sig

Data-driven Codec [141] | X v SSIM

Introduce a ultra-low delayed vibrotactile codec utilizing data-

Si . - .
& driven approach to meet Tactile Internet requirements.

EVA [142] X v PSNR/ST-SIM

Present a autoencoder design to develop compression method
Sig for haptic vibrotactile data utilizing deep NN approach with
focus to minimize rate-distortion cost.

to ensure QoE. Experimental results for the proposed frame-
work confirmed QoS and QoE improvement. However, their
proposed scheme only outperformed considering a fixed set
of QoS and QoE metrics, such as no communication delay
stability-ensured system with no transparency impairment.

The study in [136] explored the PDb approach for hap-
tic packet reduction and showed bursty haptic traffic prob-
lems during teleoperations, which maximized other network
impairments, such as transmission delay and packet loss.
They proposed a peak suppressing adaptive PDb scheme
to solve this problem, dynamically controlling haptic data
packet rate based on former packet transmission records and
reducing transmission burstiness. A rate control algorithm
was also proposed using a four-parameter logistic model to
exploit PDb to stabilize packet rate. The rate control algo-
rithm is responsible for adjusting the PDb and controlling the
additional transmission delay.

Simulation results indicated the proposed scheme
improved QoS compared with baseline PDb approaches for
subjective and objective quality measures. The work in [92]
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FIGURE 11. Predictive perceptive model design for haptic communication
in teleoperation system via predictive sampling.

and [128] reviewed predictive sampling for haptic signals
and several predictive algorithms, focusing on realizing the
Tactile Internet use cases. In [139], the authors proposed a
parallel strategy Predictive-Perceptive (PP) model to reduce
codec delay, as shown in Fig. 11. The PP model utilized
the autoregressive model to predict future outcomes based
on prior outcomes. The authors proved the proposed par-
allel strategy required less execution time and optimized
haptic data reduction compared with the sequential version.
The authors in [135] proposed a Binary Indicated Numbers
with Bit-level Integrated Scalability Support (BINBLISS)
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compression algorithm for real-time tactile data streaming
employing delta coding. The main aim was to compress tac-
tile data without delay. The authors argue that their proposed
method adjusts the processing within the defined standard
value for sensor processing (0.1 ms). BINBLISS algorithm
performance advantages were proved on two datasets in terms
of Mean Square Error (MSE).

2) TACTILE CODEC

Tactile codec techniques were also classified into two clus-
ters, similar to kinesthetic codec classification: transformer
coding and analysis-by-synthesis approaches [140]. These
approaches aim to reduce similarities among original tactile
signals. Transformer coding transforms tactile signals into
a domain representation using DCT or DFT, as discussed
in Section IV-A1l; whereas the latter approach obtains key
parameters during analysis, and tactile signals are subse-
quently synthesized based on these captured parameters.
These tactile codec classifications are similar to the grouping
for kinesthetic codec techniques. Therefore, we classified
kinesthetic and tactile codec techniques into three classes:
transformer coding, analysis-by-synthesis, and hybrid com-
bining both approaches. Table 7 compares current haptic data
reduction and compression approaches to improve QoS and
QoE provisioning for teleoperation systems.

Several previous studies considered kinesthetic cod-
ing schemes, with emphasis to enable stable haptic
communication in a teleoperation system in the presence of
network impairments. However, most approaches ignored
haptic communication tactile characteristics, and few stud-
ies considered tactile codecs. Most teleoperations demand
both kinesthetic and tactile haptic aspects, hence optimal
tactile codec schemes are essential. Therefore, we empirically
reviewed and summarized existing tactile codec approaches

Input vibrotactile
( SLP analysis

signals

to help make them informative for the haptic codecs design
community. Vibrotactile Codecs with Perceptual Wavelet
Quantization (VC-PWQ) have also been considered in [133].
First, a block unit split input signals into a block feed to
the DWT, which transformed each input block into a differ-
ent frequency spectrum. Second, the psychophysical model
measures perceptual thresholds to reduce signal correlations.
The proposed scheme achieved performance in terms of SNR
and PSNR with different compression ratio (CR) over a
standard data set with 280 vibrotactile samples.The results
also indicate low algorithmic delay.

A tactile codec based on Sparse Linear Prediction (SLP)
proposed in [134], with the main objective to optimize QoE
while guaranteeing a low bit rate without reducing signal
quality. They considered sparsity constraints on a predic-
tive algorithm to model individual sensitivity information
and proposed the perceptual quality assessment metric as
Spectral Temporal SIMilarity (ST-SIM) to evaluate tactile
coding schemes. Simulation results in terms of ST-SIM and
MSE confirmed the suggested tactile codec scheme had the
potential to compress vibrotactile signals. Similarly, the study
in [140] extended the model [134] and proposed a Perceptual
Vibrotactile Coding (PVC) based on SLP incorporating a
cutaneous sensitivity model to support tactile-driven services.
This hybrid approach first analyzed vibrotactile signals to
capture filter parameters and then employed those parameters
are to synthesize the signals. They then developed a tactile
sensitive model based on four channels for perceptual quan-
tization, as shown in Fig. 12. The proposed PCV-SLP scheme
was validated via simulation on two publicly available
databases, one with 280 vibrotactile signals from 9 different
samples [143], the other included 1001 vibrotactile signals
for 184 different sample classes [144]. Performance was
quantified on both subjective and objective HQA measures.
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FIGURE 12. Block diagram of PVC-SLP scheme design along with encoder and decoder details (abbreviations are defined in 2).
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In [141], the authors proposed a data-driven approach
to reduce haptic data rate within restricted communication
bandwidth to ensure QoS and QoE. The proposed coding
scheme was suggested as a tool to minimize computational
complexity, latency, and quality degradation. Thus, their pro-
posed scheme considers ultra-low latency communication
and computational complexity to support haptic-driven appli-
cations over 5G communication network. They experimen-
tally evaluated compression performance for the proposed
data-driven approach in terms of energy consumption. The
study in [142] proposed a deep neural network-based End-
to-End Vibrotactile Autoencoder (EVA) for the tactile codec
to improve Rate-Distortion (RD) performance and maximize
QoE. The proposed scheme aimed to optimize RD with
minimum cost and E2E low coding delay. The EVA model
was trained on standard data traces for vibrotactile data
compression with different compression levels. Experimental
results confirmed that the proposed EVA scheme outperforms
PVC-SLP for all data traces in terms of PSNR and STSIM and
improved RD performance.

Summary and Insights: This section presented haptic
codec schemes to support the Tactile Internet services. Highly
efficient and low delay codecs are essential to ensure QoS and
QoE provisioning. Considered existing coding techniques for
both kinesthetic and tactile feedback services included reduc-
ing packet size or packet rate and minimizing packet loss
to improve QoS. Considered studies focused on trade-offs
for RD and improving PSNR and other perceptual quality
measures to maximize QoE.

We first described different real-time coding techniques,
including lossy and lossless, and then classified existing
haptic coding techniques into transform coding, analysis-
by-synthesis, and hybrid approaches. We presented in-depth
comparisons for quite recently proposed solutions in Table 7.
The most significant insight was that previous studies focused
more on kinesthetic than tactile codecs, with few research
papers regarding tactile codecs compared with kinesthetic
codecs. Hence, there is substantial demand for techniques to
improve QoS and QoE for haptic-driven services. Moreover,
there is no standard objective assessment metric to mea-
sure perceptual quality; hence work in this direction is also
required.

B. HAPTIC CONTROL SYSTEM TECHNIQUES

Ever-increasing demand for teleoperations with haptic
information over communication networks has encouraged
researchers to investigate and focus on various stability ensur-
ing control designs. The main objective for teleoperation
system control design is to provide operator satisfaction in
the presence of both latency and haptic packet loss. There-
fore, designing an optimal controller with system model
complexities, disturbances, parametric uncertainties, com-
munication delay, high pack rate (> 1 kHz) and packet
loss (< 107?) is challenging. References [16], [40], [145],
[146], [147], and [148] reviewed various control schemes,
but none provided in-depth discussion on haptic enabled
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teleoperation system control solutions. The work in [16] pro-
vides an overview for different haptic-enabled teleoperation
system control designs, but they did not consider ML-based
control designs or intelligent prediction for haptic data. The
authors in [148] reviewed recently proposed control designs
but ignored haptic aspects for the communication network.
In [40], the authors reviewed control design methods for
medical teleoperation systems. However, they ignored control
design challenges to guarantee stability and transparency.
Therefore, in this paper, we present an extensive review and
comparative analysis for recently proposed approved control
design solutions focusing on QoS and QoE provisioning for
haptic-enabled teleoperation systems.

Bilateral Teleoperation Systems Control Architecture:
Section III-AS5 discussed teleoperation system objectives to
control remote environments and execute tasks according to
operator control signals. In particular, haptic communication
between master and slave manipulators requires a closed-loop
over the communication network. Consequently, the global
control loop makes teleoperation systems more sensitive to
communication delay and packet loss. Communication delay
is a critical factor for teleoperation system performance due
to trade-off between stability and transparency. These com-
munication related challenges degrade system stability and
transparency and eventually reduce operator QoE. There-
fore, an appropriate controller design is essential to improve
teleoperation system stability and transparency. The control
system aims to deliver adequate feedback on the remote
task and maintain overall system stability. Teleoperation sys-
tems utilize different control architectures based upon haptic
signal exchange between master and slave domains. These
control architectures have been classified by their ability to
compensate for communication delays and improve bilateral
teleoperation stability and transparency [149].

The most generic architecture design includes Two-
CHannel (2-CH) and Four-CHannel (4-CH) communication
architectures. The 2-CH architecture can be four-fold sub-
categorized [150]. Master and slave domains utilize only one
channel in 2-CH architecture to exchange bilateral commu-
nication.; whereas pairs of different channels are utilized in
4-CH architecture to exchange haptic information. Position
measurements utilize two other channels and force measure-
ments use two different channels to exchange data between
the master and slave. Position and force measurements are
used by both master and slave side local controllers to
compensate for time delay and ensure system stability and
transparency.

The study in [40], [89] introduced other possible con-
trol architectures for multilateral teleoperation systems in
time delay communication networks. The current paper
summarizes bilateral control teleoperation systems archi-
tectures to ensure QoS and QoE requirements, consider-
ing significant and already proven control schemes for
bilateral teleoperation systems under time-varying and
unknown delay to improve QoS and QoE as shown
in Table 8.
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FIGURE 13. Overview of the two-port network for bilateral teleoperation
system (notations are defined in Table 3).

1) PASSIVITY-BASED APPROACH

Bilateral teleoperation systems are generally modeled using
the two-port network model. Fig. 13 shows energy exchanges
between input and output terminals for the two-port model
teleoperation system. Previous haptic-enabled bilateral tele-
operation system studies has shown that communication
delay introduces extra energy, causing instability and discrep-
ancy in the closed-loop system [148]. Various approaches
have been proposed to design haptic control systems
over two-port networks to address instability and improve
transparency.

Most current controllers are based on Passivity Control
Theory (PCT) [151], which offers the vital benefit that
dynamic parameters for both master and slave environments
are not required to be known prior to modeling the bilat-
eral teleoperation systems. In particular, passivity-based con-
trollers can model unknown nonlinear and complex systems
with higher DoF and have been proposed for both linear and
nonlinear bilateral teleoperation systems. However, this paper
only considers control designs for nonlinear teleoperation
systems, since these are better related to real-world appli-
cations and complexities than linear environments. Building
bilateral teleoperation systems based on PCT imposes pas-
sivity conditions for all components, which are most easily
met by the bilateral teleoperation system only using passive
elements that do not produce extra energy. System passivity
can be expressed as

t
P(t) = / xTyd, >0, 4)
0

where X and Y are input and output energy for the passive
control system, respectively. This, total input energy must
exceed output energy for a passive system. All two-port ele-
ments must follow this passivity property to ensure teleopera-
tion system passivity. The work in [152] showed that bilateral
systems must be globally passive to guarantee stability.
Therefore, the human operator and remote environment
are assumed to behave as passive for bilateral teleoperation
systems, whereas the communication network is non-passive
due to communication delay. Communication delay not only
devastates transmitted haptic signals, but also produces extra
energy. Therefore, the bilateral control closed loop does not
maintain passivity and becomes unstable. The challenge is
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to deal with non-passivity (communication delay) to ensure
overall system passivity and stability. In literature, several
passivity control approaches have been proposed to overcome
these challenges, including Wave Variable (WVAs), Time-
Domain Passivity (TDPA), and model matching approaches.
The following section presents passivity-based control solu-
tions to improve QoS and QoE for haptic-enabled bilateral
teleoperation systems, and Table 8 compares the various out-
puts and parameters.

a: WAVE VARIABLE APPROACH

Some earlier concepts used scattering theory under the pas-
sivity framework [153], proposing a wave variable strategy
to encode velocity and force information into wave variables.
The wave variable strategy extends the passivity-based con-
troller to overcome delay problems and improve teleoperation
system stability. Fig. 14 shows the overall wave variable
strategy structure, which can be expressed as

- bxy + fin . bxs — fs
m \/ﬂ s VS @

where x,, and x; are the master and slave manipulator posi-
tion/velocity, respectively; f,;, and f; are operator and slave
manipulator force, respectively; u,, and w, are wave trans-
mission from master to slave and slave to master domains,
respectively; and b is a tuning factor to obtain suitable balance
between wave stiffness and reflected inertia (called wave
impedance). Various WVA variants have been proposed,
and comprehensive details on these are provided in [154].
Although WVA exhibits passivity under unknown constant
communication delay and maintains teleoperation system sta-
bility [154], it does not retain passivity under variable time
delay. Thus haptic signals that carry master domain informa-
tion, such as position and force on the slave domain, become
distorted during variable time delay, and generating more
challenges, such as position and velocity tracking and wave
reflection (force reflection) [155]. In particular, variable time
delay desynchronizes remote tasks, degrades position infor-
mation, and forces tracking performance, eventually reducing
overall teleoperation system transparency.

Many approaches have been proposed to deal with these
challenges to ensure haptic-enabled teleoperation system sta-
bility and transparency. The work in [156], [157] investi-
gated wave variables to incorporate master and slave position
errors, proposing joint position, velocity, and force signals
and transmitted them as wave integrals to compensate for
position tracking errors. However, they only considered con-
stant unknown communication time delay. Recent studies
have proposed WVA extensions to alleviate the challenge
with varying time delays for haptic teleoperation services.
Table 8 summarizes promising WVA based solutions for
haptic teleoperation systems.

In [78], the authors proposed a WVA variation control
design for tele-driving over time delayed communication
networks, dealing with surface slippage under constant time
delay in haptic-enabled tele-driving. They estimated real-time

&)
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FIGURE 14. Wave variable transformations strategy for teleoperation systems to compensate communication delay

under passivity framework (notations are defined in Table 3).

terrain parameters and improved control algorithm stability
and transparency for autonomous vehicles over slippery ter-
rain. The results show that the proposed scheme can compen-
sate for the time delay and slave side environment termination
non-passivity by employing wave transformation and guar-
anteeing conservative stability conditions to improve QoE.
However, the authors ignored variable time delay, which
is one of the critical QoS parameters. Control model per-
formance and guaranteed stability was demonstrated using
Llewellyn and passivity criterion.

The authors in [158] proposed a less conservative control
design called wave variable compensation. Significant con-
tributions for the proposed approach were improved tracking
performance for both position/velocity and force reflection to
advance telerobotic surgery. The proposed structure efficacy
was analyzed experimentally and by simulation. The pro-
posed wave variable compensation structure guaranteed the
whole system passivity while maintaining the system’s trans-
parency. Transparency, also known as telepresence, directly
impacts the QoE requirement. So, the analysis shows that
WVA under time delay can achieve stable tracking per-
formance while ensuring system QoE. However, the time
delay value in the communication channel is set around
200 ms, which is very high compared to emerging telehap-
tic applications. The study in [159] applied linear control
theory to optimize the WVA tuning parameter. However,
the linearized model does not consider variable time delay.
Subsequently, [160] proposed a WVA based wave predictor
incorporating the Kalman filter and an energy regulator. The
proposed method was applied on the master-side to predict
slave side wave variables. The wave predictor compensated
for communication variable time delay and improved system
stability. A recent comparative study considered Smith pre-
dictors and WVAs under passivity framework for bilateral
force feedback teleoperation systems [161].

The work [162], [163] extended WVAs by combin-
ing them with other strategies to optimize control design.
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Reference [162] proposed a control design for haptic-based
bilateral tele-rehabilitation systems for the human lower limb,
developing wave and phase-lead filters for the proposed con-
trol design to ensure patient side stability. The objective of the
proposed phase-lead filter is to stable the tele-rehabilitation
system in the presence of time delay and minimize the
position error as well. For the experimentation, they con-
sidered a constant time delay of 20 ms to compensate for
the stability effect. The authors in [163] incorporated Arti-
ficial Neural Networks (ANNs) with WVA to ensure stabil-
ity under time-varying communication delay. Experimental
results confirmed that the proposed hybrid control scheme
improved tracking performance for both position and force
feedback compared with the proportional-derivate controller.
Several other WVA variations have been proposed under the
passivity framework for bilateral teleoperation systems [164],
[165], [166], and control schemes for multilateral teleopera-
tion systems have also been discussed [167], [168], [169].

b: TIME-DOMAIN PASSIVITY APPROACH

The Time-Domain Passivity Approach (TDPA) is another
effective option under the passivity framework to stabilize
haptic bilateral teleoperation systems in the presence of
unknown and varying time delays in communication chan-
nels [185]. As discussed in Section IV-BI1, the passivity
framework provides a mechanism way to understand nonlin-
ear systems based on power flow and energy behavior. The
TPDA advantage is that it does not need to convert power
flow parameters into wave variables, and it is model-free,
i.e., it does not need prior knowledge about environment
dynamics and/or varied time delay effects. Reference [186]
compared WVA and TDPA performance for force feedback
bilateral teleoperation systems, where TDPA utilized Passiv-
ity Observer (PO) and Passivity Controller (PC) to guaran-
tee teleoperation system input/output stability. PO monitors
teleoperation energy flow each second, whereas PC dissipates
extra energy to ensure passivity system and acts as a damper
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FIGURE 15. Overview of the time-domain passivity approach for teleoperation systems to compensate varied time
communication delay under passivity framework (notations are defined in Table 3).

variable. Fig. 15 duplicates the TDPA for haptic bilateral tele-
operation system over variable-time delay communication
channels from [170]. The PC setting depends on controller
design and can be used in series or parallel configuration.
Adjustable damping elements (« and ) are used to dissipate
extra energy and maintain system passivity.

Conventional proposed TDPA [185], [187] was limited
to 1 DoF and faced tracking error challenges. These were
extended to tackle varying-time delay challenges [188],
[189], such as position tracking and synchronization error.
However, although these solutions address various challenges
under varying time delays with multi-DoF, transparency
remains an open problem. The study in [171] proposed
an NN based control design to examine power flow and
address position and force tracking problems. The pro-
posed TDPA improved position and force rendering under
extensive and fast time-varying delay, and was subsequently
compared against traditional PO, using the Lyapunov the-
orem to analyze system stability. The simulation results
indicate the proposed passivity controller does not disturb
the position and force tracking under the jitter effect. The
proposed control algorithm is capable of handling exter-
nal (human/environment) and internal parametric uncertainty
and guarantees the stability of the system. Contrary to the
stringent requirement of QoS and QoE for telehaptic sys-
tems, the time delay is set between 100 ms to 200 ms
during experiments. A Modulated Time-Domain Passivity
Controller (M-TDPC) was proposed [172] to exploit the oper-
ator’s hand biomechanics to ensure passivity and enhance
transparency for haptic-enabled bilateral rehabilitation sys-
tems. The modified four-channel Lawrence’s control scheme
was utilized under the passivity theorem to investigate system
stability and force-feedback transparency [190].

Reference [173] employed TDPA for asymmetrical multi-
DoF haptic-enabled teleoperation systems to find TDPA lim-
itations and proposed solutions to tackle them. The proposed
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control design combined previous studies [191] and [192],
where the PO was reset if there was no active energy output
and force feedback was less than a defined threshold. Exper-
imental results confirmed the proposed system promised
stability if the teleoperation system had an impedance type
master domain and admittance type slave domain. State-of-
the-art TDPA was extended with multi-DoF under randomly
varied time delay to address force fluctuation and posi-
tion tracking error [170], called Cross-Dimensional Artifacts
(CDAs). The authors argued their proposed projection-based
control design could eradicate system artifacts and maintain
a fair trade-off between stability and transparency in terms
of QoE. CDA aims to achieve good QoE under QoS latency
parameter value 100 ms.

In [174], the authors extended TDPA to address complex
bimanual teleoperations, where energy flow is exchanged
between two haptic-enabled telerobot arms. The authors eval-
uate the architecture in two real scenarios to experimentally
prove the proposed TDPA extension effectiveness. The effect
of delay and low control loop frequency on the system QoE
in terms of stability and transparency was investigated. They
simulate the system with RTT 50 ms in the network, and
the results show that it can achieve good performance under
constant delay. The system remained stable even if utilized
with multilateral teleoperation systems. Several TDPA exten-
sions for multilateral haptic teleoperation systems have been
proposed recently [193], [194]. The traditional TDPA block
diagram for multilateral teleoperation systems was converted
into a network portrait with energy flow to understand system
parameters [194], and an experiment was conducted with a
trilateral teleoperation system to analyze stability.

2) ADAPTIVE CONTROL APPROACH

As discussed in Section IV-A and IV-B1, packet loss and
communication delay disturb teleoperation system stability
and transparency, and many methods have been proposed
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TABLE 8. Comparison of the different control schemes.

Scope Reference

Improved QoS/QoE

Latency

Errors

Stability Analysis

Unknown

Variable
Parametric
Uncertainty

Position/Velocity
Force Feedback
Model Jump

Effect
Passivity
Theorem

Lyapunov

Theorem
Subjective
Experiment

Application

Major Contribution

Li et al. [78]

Tele-driving

Improve control algorithm via real-time estima-
tion of slippage-induced velocity error.

Guo et al. [158]

\

Tele-driving

Two energy reservoirs based controller are con-
structed to bound the wave variables under the
passivity framework.

WVA

Kawai et al. [162]

<
X

\

Tele-rehabilitation

Design the phase-lead filter to satisfy the patient
side stability.

D’Amore et al. [159]

Haptic teleoperation

Present a linear model to optimize the wave trans-
formation.

Yang et al. [163]

Haptic teleoperation

Focus on improving stability by combining NN
models and WVA.

Xu et al. [170]

Haptic teleoperation

Focus on eliminating force fluctuation and posi-
tion tracking error to maintain system passivity.

Sun et al. [171]

X | N X 5| X

Haptic teleoperation

Improve the position and force tracking perfor-
mance under fast varying delay.

Atashzar et al. [172]

TDPA

AN N N N
SN EENE NS BENE AENE RN
SN RN RN BN P

X| S| X 8] X

\

Tele-rehabilitation

Deal with non-passivity by delivering the user’s
hand passivity characteristics.

Buongiorno et al. [173]

X

Tele-rehabilitation

Integrate energy and time threshold to reset PO
with a focus to guarantee stability and trans-
parency.

Porcini et al. [174]

Tele-rehabilitation

Investigate delay and low control loop frequency
effect on the stability of the system.

Hashemzadeh et al. [175]

v

Haptic teleoperation

Focus on synchronizing the environment states to
ensure stability of the system.

Forbrigger et al. [176]

Surgical training

Deal to improve uncertain and delayed haptic
output virtual environment.

Naetal [177]

Adaptive

Haptic teleoperation

Improve the tracking performance along with
operator’s hands’ disturbance and sensors data
compensation.

Hu et al. [178]

Surgical training

Find the best tradeoff between stability and trans-
parency by applying the proposed maximum
force feedback controller.

Hao et al. [179]

Tele-surgery

Integrate SMC with disturbance observer to
tackle tracking error and stability issues.

Robust

Pediredla er al. [180]

v

Haptic teleoperation

Present multimodal adaptive algorithm to deal
tracking errors, nonlinearities, and environment
uncertainties under variable time delay with a
focus to ensure stability and transparency.

Guo et al. [181]

Tele-palpation

Present a model-based design integration Kevin-
Boltzmann model and self-perturbing recursive
least squares algorithm to improve both force
feedback and position/velocity tracking for tele-
palpation application.

Lia et al. [182]

Surgical applications

Propose a nonlinear MMT for surgical applica-
tions incorporating Hunt-Crossly, log linear and
recursive least squares techniques to ensure sta-
bility and transparency.

MMT

Song et al. [183]

Haptic teleoperation

Present a force-based updating model to reduce
the effects of model jumping such as force dis-
turbance.

Yazdankhoo et al. [184]

X

Haptic teleoperation

Present a control design introducing fully de-
coupling between master and slave side during
period of mismatch to ensure stability and high
level of transparency.

Beik et al. [51]

Haptic teleoperation

Present a framework integrating dynamic move-
ment primitives and RL technique to ensure sta-
bility in long-distance teleoperation with long
communication delay
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to tackle the challenges under the passivity framework.
However, several model parameter uncertainties degrade
teleoperation system stability and transparency in addi-
tion to network delays. These dynamic uncertainties arrive
from master and slave domain complexities and nonlin-
earities. Traditional mathematical techniques are inefficient
at dealing with these parametric uncertainties and commu-
nication delays, and hence several synchronization based
approaches have been proposed to tackle these uncertainties.
Synchronization-based techniques design parameter estima-
tion algorithms to eliminate external parametric disturbances
and uncertainties and synchronize local and remote envi-
ronment parameters. Adaptive controllers for teleoperation
systems are classified into four major research areas: esti-
mate master and slave environments, communication delay
compensation, disturbance rejection, and multiple function
adaptive control. Detailed descriptions for the different tele-
operation system adaptive controllers are available in [195].
Earlier studies on adaptive controllers proposed a state syn-
chronizing adaptive controller for haptic-enabled teleopera-
tion systems [175] designed to synchronize local and remote
environment parameters under unknown and varied commu-
nication delays. A similar approach designed the controller
based on feedback gain predictions [176] to address delayed
output in an uncertain virtual environment.The proposed
adaptive controller eliminated tracking error and maintained
stability during interaction with the virtual environment. The
authors investigate the sampling and delay effects induced by
computation during interaction with a remote environment.
The goal of the proposed is to provide the desired QoE to
the human operator while ensuring the stability of the close
loop in the presence of computational and sampling effects.
Reference [177] proposed an impedance force controller to
compensate for parametric disturbance and sensor noise and
hence improve tracking performance, and [178] proposed
predicting maximum output force for the system to maintain
passivity of the system. The proposed controller limited extra
forces to improve stability and provide maximum fidelity.

3) ROBUST CONTROL APPROACH

A control approach is robust if it addresses disturbance factors
such as model uncertainties, frictional and external interac-
tion forces, and parametric disturbance and ensures stability.
The fundamental goal for robust control approaches is to
tackle these disturbances, including unmodeled dynamics,
and guarantee stability while maintaining remote task per-
formance over distance communication. The robust control
approach observes the worst communication network condi-
tions that threaten system efficacy and degrade system trans-
parency and stability. The difference between adaptive and
robust controllers is that robust controllers have predefined
bounds on model uncertainties, and internal and external
disturbances, whereas adaptive controllers are not depen-
dent on prior system dynamics knowledge. Many advanced
controllers combine adaptive and robust controllers to pro-
vide system robustness, and many advanced robust control
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schemes have been utilized for haptic teleoperation systems,
including, Sliding Mode Control (SMC), u-synthesis, and
Hy. SMC moves system states on a well-defined sliding
surface, and comprises two parts: the sliding surface design,
and a control law that converges the signals.

An SMC incorporating Disturbance OBserver (SMC-DOB)
was proposed for surgical teleoperation systems [179]. The
DOB operates as feedforward and SMC as feedback con-
troller. The DOB estimates disturbance and uncertainties,
whereas SMC provides system robustness in the presence of
these challenges. The proposed SMC-DOB performance was
evaluated through simulation and experiment, confirming it
tackles the chattering problem and significantly improved
system tracking performance compared with traditional
SMC. The authors in [180] proposed a multimodal adaptive
robust control (MARC) algorithm for haptic teleoperated sys-
tems to enhance haptic feedback quality. The proposed SMC
ensured system stability and provided high-fidelity trans-
parency while handling varying time delay, position/velocity
error, parametric uncertainty, external forces, and environ-
ment nonlinearities. An adaptive algorithm was employed to
estimate environment parameters and was validated by sim-
ulation and experiment. The proposed MARC performance
was compared with baseline models for MSE.

4) MODEL-MEDIATED TELEOPERATION

Network impairments, such as communication delay and
packet loss, jeopardize teleoperation system stability and
transparency, as discussed above. However, the aforemen-
tioned control designs retain system stability but sacrifice
transparency [196]. Therefore, a Model-Mediated Teleopera-
tion (MMT) approach was introduced to trade-off between
stability and transparency in the presence of time-varying
communication delay and haptic packet loss over the com-
munication network, as shown in Fig. 16. The MMT scheme
uses a model for the slave domain to estimate environment
parameters and then sends these parameters to the local vir-
tual model for the master domain rather than sending the force
feedback directly to the master domain. The local virtual
model at the master domain is updated in real-time whenever
the slave environment changes. Force feedback is generated
from the local virtual model and transmitted to the teleoper-
ator at the master domain without delay. However, it is chal-
lenging to achieve modeling and defining the slave domain
environment structure, real-time estimation, and updating
parameters for the local virtual model simultaneously. One
difficult aspect is to develop an accurate interaction and
estimation model for the highly dynamic environment with
communication delay.

Early MMT studies [197], [198] have been reviewed pre-
viously [199], including considering potential challenges
and solutions, and exploring various MMT approach prop-
erties. However, they ignored critical haptic-driven aspects
for applications over the Tactile Internet, nor did they effec-
tively explore QoS and QoE provisioning to meet the Tactile
Internet requirements. Therefore, the current paper discusses
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FIGURE 16. Block diagram of model-mediation scheme design (notations are defined in Table 3).

integrating various strategies to improve QoS and QoE for
haptic-enabled smart applications for the Tactile Internet,
specifically teleoperation systems.

Reference [181] proposed a model-based teleoperation
design for robotic-assisted tele-palpation considering force
feedback and position/velocity tracking error under arbitrary
communication delay in a highly dynamic environment. They
employed a self-perturbing recursive least squares algorithm
to estimate environment parameters online and minimize
communication delay, with a viscoelastic model to charac-
terize soft tissue interaction. Simulation results confirmed
the proposed scheme improved perception for haptic-enabled
teleoperation systems, and QoE in terms stability and trans-
parency compared with baseline. However, the constant time
delay value is set at 500 ms, and for varying, it is around
400 - 600 ms.

The work in [182] proposed a nonlinear MMT for surgical
applications based on a nonlinear Hunt-Crossly predictor
log linearization method and recursive least squares. The
authors considered QoS challenges, including communica-
tion delay, and bandwidth for haptic-enabled bilateral teleop-
erations, etc., focusing on providing guaranteed stability and
transparency. Recursive least squares and linearization were
applied for the slave-side to estimate remote environment
parameters in real-time. Then Hunt-Crossly was employed
on the master-side to predict force feedback. Performance
metrics confirmed the proposed scheme’s robustness in a
highly dynamic and complex environment with time-varying
delays.

In [183], the authors proposed a control design to minimize
model jumping based on an adaptive impedance controller
and novel model updating algorithm. The adaptive impedance
controller was deployed on the slave-side to estimate physical
environment parameters with the ability to adjust its behavior
without state transition; and a force-based updating local con-
troller was employed on the master-side to update stiffness.
The authors focused on force-based rather than parameter-
based updating, and the proposed force-based schemes aimed
to provide force feedback from the master device with no
delay. The proposed scheme was evaluated experimentally
via a Geomagic Touch haptic device with 1 DoF and constant
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5 s delay. Their results confirmed the proposed method could
handle force disturbance and improve system QoE.

Similarly, the study in [184] proposed a model-based con-
trol design that decoupled master and slave during state tran-
sitions to ensure system stability and high transparency. The
authors overcame model jumping effects causing a mismatch
period, i.e., an interval when the master-side local model is
not informed about the new environment parameters. Hence
the local model can generate incorrect force feedback and
ultimately destabilize the whole teleoperation system. They
also fully decoupled master and slave when a new environ-
ment was encountered. Simulations on hard and soft envi-
ronments confirmed the proposed approach improved system
stability and transparency in the presence of large delays.
They considered the one-way communication channel delay
equivalent to 1 s.

The authors in [51] proposed an MMT design incorporat-
ing model-free Reinforcement Learning (RL) and dynamic
movement primitives for grasping and manipulation through
a haptic hand-arm exoskeleton system. Dynamic movement
primitives estimate slave site model changes and informs the
system to adjust model uncertainties. Finally, they proposed
actor-critic, a model-free RL-based algorithm, to explore the
feasible solution. Simulation results confirmed the proposed
framework improved and performed and could adjust to a new
environment under varying communication delays with high
environment and model uncertainties.

Summary and Insights: Haptic-enabled bidirectional
teleoperation systems are very delay sensitive, causing jit-
ter and packet loss in the communication network, even-
tually desynchronizing haptic data stream between master
and slave domain, and hence generating challenges with
tracking errors, instability, and low transparency. This section
reviewed proposed potential solutions from recent studies to
tackle these challenges, as summarized in Table 8. Optimal
control design can compensate for E2E delay and ensure QoE
for the Tactile Internet services.

C. HYBRID APPROACHES
This section discusses joint haptic codec and control schemes
to ensure stability and transparency, focusing on improving
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QoS and maximizing QoE. Table 9 compares current meth-
ods to integrate haptic codecs and stability-ensuring control
methods.

Reference [200] proposed a perception-based scheme
for point cloud-based Model-Mediated Teleoperation (pcb-
MMT), using three-dimensional sensors to capture point
clouds for the object in a remote environment then estimat-
ing the environment parameters in real-time. The proposed
pcbMMT strategy ensured teleoperation stability and trans-
parency for dynamic and complex environments with low
haptic packet rate and delayed communication channels. pcb-
MMT utilized a PDb approach to reduce transmission data up
to 90% with guaranteed QoE for teleoperation, while ensur-
ing stability and transparency with communication delay up
to approximately 1,000 ms.

Switching strategies can help explore optimal hybrid con-
trol schemes for teleoperation systems with different delay
ranges [201]. The authors proposed a dynamic switching
approach to exploit TDPA+PDb and MMT+PDb control
schemes to improve human operator QoE under differ-
ent communication delays. The proposed adaptive switch-
ing scheme considered three-dimensional trade-off between
QoE, delay, and control methods, and validated the proposed
method experimentally. A commercial haptic device (Phan-
tom Omni) was employed as the master and created a virtual
environment for the slave using the Chai3D library. Their
results confirmed the proposed method effectiveness in terms
of delay and PLR.

Incorporating a non-passive Input-to-State Stability (ISS)
method and PDb haptic data reduction achieved the best
QoS and QoE for tactile services [202]. The proposed hybrid
approach jointly reduced packet rate and minimized constant
communication delay effects. The authors experimentally
evaluated the proposed scheme performance: focusing on
verifying the PDb approach impacts; and comparing QoE for
ISS+PDb and TDPA+PDb approaches.

To provide a feasible solution for position drifts while
improving QoE under various network unreliability, such as
delay, jitter, packet loss, [203] considered cross-traffic data,

TABLE 9. Hybrid approaches (abbreviations are defined in Table 2).

stability, and transparency problems. They proposed a hybrid
solution coupling energy reflection-based TDPA [206] and
PDb to trade-off between haptic packet rate and teleoper-
ation quality. Their proposed time-triggered PDb approach
with energy-based TDPA dramatically reduced packet rate
from 1000 to 100 packet/second with 150 ms delay. Simu-
lation results for the proposed scheme achieved high com-
pression rate and QoE while maintaining system stability and
transparency with minimum delay, jitter, and PLR.

The authors of [204] investigate potential ML utilization
with MMT systems to forecast delayed feedback signals to
the master domain and subsequently improve QoE. They uti-
lized a gradient boosting decision tree algorithm to construct
motion and force feedback prediction models. The model
was trained on original position/velocity and force feed-
back data. The gradient boosting decision tree based MMT
system aimed to maximize perceptual transparency with a
low haptic packet rate. The proposed model was compared
with Hunt-Crossly based MMT in terms of force feedback
prediction.

Reference [205] proposed wave-based TDPA to overcome
model or environment parameter uncertainties using WVA
and hence improve force tracking and position error per-
formance, termed as wave-based TDPA. They presented
the extended prescribed performance control algorithm to
improve synchronization performance for position/velocity
and force for the master and slave. The proposed wave-based
TDPA aimed to ensure communication network passivity in
the presence of variable time delays.

Summary and Insights: This section investigated hybrid
control design solutions to achieve QoE in teleoperations
using the control model and haptic codec schemes to improve
QoS for the Tactile Internet smart applications. Most cur-
rent studies employed the PDb codec scheme with pas-
sivity and non-passivity based control design to maintain
QoS and QoE for haptic data stream in teleoperations.
Thus, TDPA and MMT were mainly employed with codec
schemes and were influential among the existing control
solution.

. Control Scheme Improved QoS/QoE| QoE Evaluation . .
Reference Haptic Codec yyoa TS TS| factor(e) Objective | Subjective | Maior Contribution
Propose a point cloud model to estimate the environ-
Xu et al. [200] PDb X X v | X delay, PLR v X ment properties (Physical geometry) to enable a stable
teleoperations.
Xu et al. [201] PDb x v v % delay, PLR v v E.’resent an adaptive switching strategy to explore op-
timal hybrid scheme.
Introduce a controller based on combining ISS and
Xuet al. [202] PDb X X X v delay, PLR v v PDb to maximizing QoS and user’s QoE. ¢
Propose a joint solution using power-based TDPA and
Xu et al. [203] PDb X v X | X delay, PLR v v PDb approach to improve stability of the teleopertion
under timely varying QoS.
Introduce a MMT approach utilizing gradient boost-
Dena et al. [204]| PDb + ML X X v X delay, MSE v X ing decision tree algorithm to provide the feedback
signals without delay.
Present a wave-based TDPA considering prescribed
Sun et al. [205] - v v X | X delay v X performance control algorithm to guarantee passivity
of the communication network.
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D. INTELLIGENT PREDICTION TECHNIQUES

Previous sections explored and discussed codec schemes and
control system designs to reduce packet size and packet rate
while improving QoE under arbitrary network QoS. This
section analyzes how ML-based models are trained on haptic
data and deployed on the master or slave side to predict
missing signals and compensate for communication delays.
We discuss intelligent prediction solutions to overcome pro-
cessing and propagation delays in the communication net-
work, including AI based predictive solutions to address
the speed of light limitations. The intelligent prediction
approaches can be utilized with any of the previously defined
control schemes. As we discussed in previous sections, haptic
traffic of both local and remote sides is orchestrated in real-
time, and with little delay, remote operations are performed
ineffectively due to delays in crucial feedback. Therefore,
a prediction-based model integrated with control schemes
helps ensure stability, reliability, and high fidelity during hap-
tic interaction while forecasting the missing/delayed signals.
ML-based solutions for the Tactile Internet have attracted
considerable research attention recently. Reference [207] pro-
posed ML-based algorithms to intelligently allocate band-
width to enhance latency performance, [208] proposed a
federated RL-based algorithm for resource allocation to min-
imize network latency, and [209], [210] proposed predic-
tion techniques to address transmission delay during haptic
communication.

The study in [223] reviewed Al-enabled edge caching and
computing solutions to ensure QoE and QoE requirements for
mission-critical smart applications over 5G communication
systems. They compared existing deep learning, deep RL,
and federated RL-based algorithms for caching and com-
puting. The authors in [224] discussed perception schemes,
control designs, robotic learning techniques, and Al methods
to ensure complex remote teleoperations. However, these
studies ignored haptic aspects of smart applications. There-
fore, we discuss these challenges considering haptic aspects
with feasible solutions. Table 10 classifies existing proposed
solutions into master, slave, and network side prediction
algorithms. Haptic traffic comprises two haptic interaction
parameter types: position/velocity and force.

o Master-side algorithms predict position/velocity to
determine operator motion and enhance system trans-
parency. However, this is somewhat more challenging
than predicting slave environment parameters because
human actions are unpredictable for some applications.

« Slave-side algorithms predict teleoperator feedback sig-
nals and provided them to the operator to compensate
for delayed signals.

« Network side algorithms predict network impairments
in advance, then adjust QoS parameters depending on
the haptic-enabled teleoperation type. Fig. 7 summarizes
recent network side studies, with further details available
in [207], [208], [223] and Table 10 summarizes the
master and slave side prediction algorithms.

VOLUME 10, 2022

The work in [211] proposed a predictive method to predict
human motion aiming to maximize QoE for teleoperation
systems, employing ANNSs to estimate human hand position
in real-time. Their proposed ANN based algorithm predicted
not only human movement but also uncertainty in the pre-
diction model. The algorithm collected initial data to train
the model, and then predicted operator hand movements. The
proposed approach does not require information regarding
human intention before training the model, and performance
metrics confirmed the proposed method could predict both
trained and untrained human hand motion without delay,
ensuring high transparency.

Similar to [211], the authors in [212] proposed an
ANN based adaptive online predictive model to predict
master-side movement and hence minimize network impair-
ments (unknown and variable latency) and ensure QoE
requirements for haptic-enabled teleoperation. In contrast
with [211], the proposed predictive model considered both
operator movement and network delay to enhance system
transparency. The authors used an ANN with three neuron
layers: the first layer takes master-side position and estimated
time delay inputs; whereas the second layer approximates
the output, and the final layer predicts future operator move-
ment. The proposed algorithm was evaluated by simulation
and experimentally. Performance metrics confirmed the pre-
sented algorithm effectively predicted master-side positions
and delay.

Reference [213] proposed a human trajectory prediction
algorithm to guide people in disaster areas and help visu-
ally impaired people avoid serious accidents. They uti-
lized a haptic-enabled robot to interact with humans and
human-robot interaction to realize behavioral patterns and
collect multimodal haptic data for human trajectories. The
haptic-enabled robot comprised a haptic device (Omega
7) and a camera to collect depth information for the
human interaction. They used recurrent neural networks with
double-layer gated recurrent unit to predict human future
trajectory without visual signals. Experimental results con-
firmed the proposed algorithm improved human-robot inter-
action to guide people and enhance social intelligence.

The work in [214] proposed a positional data predic-
tion algorithm to synchronize positions between both tele-
operation haptic peers under different network impairments,
including delay, jitter, and packet loss. They proposed a
network-adaptive Trust Strategy Prediction (TSP) to pre-
dict haptic data in real-time and hence minimize haptic
data stream desynchronization and improve operator QoE.
The proposed TSP algorithm efficacy was measured experi-
mentally for master and slave environments under different
delay, jitter, and packet loss. They compared TSP under
constant and variable delay = 0 — 200 ms and packet loss
= 10% - 40%, verifying indicate the proposed TSP out-
performed baseline in terms of delay and PLR. In [225]
an intelligent communication framework has been proposed
to consider the effects of prediction error on reliability in
Tactile Internet services. The proposed framework consists of
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two major parts, prediction algorithm, and decision making
algorithm. The former estimate the network condition and
operator/teleoperator’s behavior, while the later one utilizes
the output of the first block to maximize the reward and take
the possible best decision.

Reference [215] discussed a haptic-enabled bilateral tele-
operation system for beating-heart surgery that requires a
delay in milliseconds with PLR ~ 1077, focusing on com-
bining an ANN based heart motion prediction model with
impedance control design to compensate delayed heart posi-
tions and proving non-oscillator force feedback. Fig. 17
shows the impedance control approach and ultrasound image
based heart motion prediction models for master and slave-
side robots, respectively. The proposed teleoperation system
included a human operator, beating heart, master, and slave
robots. The human operator used the master robot to interact
and control the slave-side robot for telesurgery. An ANN
model was employed to predict beating heart motion utilizing
ultrasound images and deploy it on a slave robot to compen-
sate for time delay and synchronize heart and slave robot
motion. The impedance control model on the master-side
provided non-oscillatory force feedback to the human oper-
ator. The proposed system was evaluated experimentally and
compared with two baseline models.

The study in [216], [217] recently proposed an Al-enabled
approach to alleviating master-slave distance constraints. The
authors extended [216], [217] Event based HAptic Feedback
SAmple Forecast (EHASAF) to overcome E2E propagation
delay [218]. The EHASAF framework comprises an ANN
and RL module. The ANN classifies the control signals and
makes decisions when haptic feedback is required. The RL

unit ensures the proper haptic feedback signals are delivered
to the master domain. The authors deployed an Al- embedded
H2M server between master and slave to predict delayed
haptic feedback and deliver it directly to the operator. A VR
based teleoperation system was developed to examine the
proposed EHASAF, and haptic feedback data was collected
for further numerical analysis. They considered three cases
to capture the control and feedback traffic patterns: grabbing
virtual balls, cubes, and/or circular cubes. Collected control
data and feedback signals were used to train distribution
parameters to investigate E2E delay effects. The EHASAF
framework was evaluated over time division multiplexed pas-
sive optical network-based fiber backhaul infrastructure, and
EHASAF overcame delayed packet arrivals while facilitating
H2M applications.

In [74], the authors proposed a fog-based framework for
the Tactile Internet application called remote phobia therapy.
The proposed fog-based architecture enabled the therapist
to expose patient’s feared objects, including spiders, snakes,
cockroaches, scorpions, and mice, to cure their phobia via
a shared virtual environment. VR environment was used to
interact with each other and exchange haptic communication.
However, they did not consider E2E delay latency require-
ments (50 ms) for tactile applications for teletherapy treat-
ment. Moreover, QoS issues, such as packet loss and delay,
which would degrade both therapist and patient QoE were not
considered.

Reference [219] extended [74] to propose a cloud-based
predictive scheme for haptic-enabled tele-VR phobia
treatment. The proposed Edge Tactile Learner (ETL) aimed
to provide QoS and QoE requirements between the therapist

TABLE 10. Intelligent predictive techniques (abbreviations are defined in Table 2).

Reference ML Methods Impr(}ved QoS/QoE Application Major Contribution
actor(s)
Propose a predictive model to estimate the motion of the
Yazdankhoo et al. [211] ANN delay, MSE Haptic teleoperation |operator at master side to compensate the delayed network
effects on teleoperation.
Present an adaptive online prediction algorithm to predict the
. . . master side postion/velocity and time delay to the network
= Nikpour et al. [212] ANN delay, MSE Haptic teleoperation to ensure the high level of transparency of the teleoperation
n systems
§ Introduce an human trajectory prediction algorithm and de-
&|Moon et al. [213] Recurrent NN MSE Human guide ployed on haptic-enabled robot to guide the visually impaired
= peoples.
Present a network-adaptive algorithm to reduce the desynchro-
Yap et al. [214] - delay, PLR Haptic teleoperation |nization between master and slave position data to compensate
delay and packet loss effect.
Propose an control model integrating with NN-based model
Cheng et al. [215] ANN delay, MSE Beating-heart surgery | to predict beating heart motion and deliver the non-oscillatory
force feedback.
Mondal et al. [216]- Propose a two-pahse Al-enabled H2M server which utilized
218 ' ANN, RL delay VR teleoperation | ANN and RL to forecast delayed haptic feedback signals with
a focus to alleviating the master-slave distance limitation.
o|R . Propose a edge tactile learner based on weighted K-nearest
Z|Rasouli et al. [741.]  wrNN delay, MSE Phobia treatment | neighbors to achieve the requirement of the specific tactil
2l 219] elay, obia treatment | neighbors to achieve the requirement of the specific tactile
q, application, a tele-VR phobia treatment.
E Pérez-del-Pulear et al Introduce a GMM-based predictive model that utilized GMR
n [2201. [221] & "I GMM/GMR MSE Haptic teleoperation |to reproduce the haptic feedback profiles to support tele-
’ robotic operator guidance.
Boabang eral. [222] | HMM/GMR |  delay, PLR Needle insertion | Fresent an HHM/GMR-based model to predicting force feed-
back for needle insertion during tele-surgery application.
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FIGURE 17. The telerobotic beating-heart surgery system. (adopted
from [215] and notations are defined in Table 3).

and patient for haptic manipulation. The proposed framework
included three components: therapist, cloud based network,
and patient. The therapist and patient interacted each other
through a cloud based 5G network infrastructure, exchanging
bidirectional haptic information in addition to traditional
traffic. Under the proposed framework, the therapist first
touches the phobia object in his zone, and the corresponding
feedback is transmitted to both therapist and patient. If feed-
back was not received within a defined timeout, the proposed
ETL predicted the feedback and delivered it to the patient
with a timeout. The authors utilized Weighted K-Nearest

TABLE 11. Haptic databases.

Neighbors (WKNN) to train the ETL and predict feedback for
the selected phobia object. Performance results confirmed the
proposed ETL predicted and provided feedback to the patient
with a defined delay threshold = 50 ms.

The work in [220] proposed a predictive model using the
Learning from Demonstration (LfD) concept to perform a
peg-in-hole insertion experiment via telerobot. The authors
adopted a Gaussian Mixture Model (GMM) to encode the
force/torque profile and then used Gaussian Mixture Regres-
sion (GMR) to retrieve haptic feedback profiles online. The
GMM/GMR model achieved good accuracy for the limited
application but cannot be used for needle insertion during
telesurgery. They also did not consider that predicting haptic
feedback samples should reach the master operator before
generating the next slave-side feedback. An extended version
of this approach used GMM to haptically guide the operator
for telemanipulation [221].

Subsequently [222] applied the Hidden Markov Model
(HMM) rather than GMM to fit the force/torque profile along
with other parameters, and hence proposed an HMM/ GMR
based model. The GMR model predicts haptic feedback and
delivers it to the surgeon during telesurgery to replace lost or
delayed feedback. The HMM/GMR model considering the
stringent delay limitation and prediction accuracy. They used
the publicly available needle interaction dataset for simula-
tion analysis [230]. The dataset comprises 39 needle insertion
forces, recorded during needle insertion and retraction into
the liver. The authors showed the proposed model could

Database Type Samples | Capturing tool References
Penn haptic texture toolkit Various 100 6-DoF custom handheld device [226]
LMT haptic texture database Surface material 184 Haptic stylus [144], [227]
HapTex Fabric 120 Custom device (TexRecorder) [228]
- Various 100 Force sensors phantom premium device | [229]
Needle insertion Insertion and retraction forces | 39 Trocar needle [230]
- Various 100 Tactile sensor [231]
Technical university of munich database | Surface material 280 Custom device [143]
Open access haptic database various 18 Tactile skin sensor [232]
Open access haptic database Thermal sensing 69 Thermal sensor [233]
Open access haptic database Thermal sensing 69 Thermal sensor [233]
Haptic texture database Surface texture 43 Geomagic device with custom stylus tip | [234]
Universal haptic library Surface texture 84 Subjective selection [234]

TABLE 12. Testbeds for Tactile Internet.

Testbed Standard | Non-Standard | Major Contribution

NFV-Enabled 5G Tactile Internet plat- % v Present a NFV-enabled platform to support 5G Tactile Internet

form [56] delay-sensitive applications.

TCPSbed [235] % v Introduce' a planlorm of tactile CPSs employing ns-3 for
network simulations.

Adjustable instrumented multisensory % v Present a haptic testbed system to analysis and comparing the

stimuli (AIMS) [236] different cutaneous haptic cues.

Haptic system testbed [15] % v Propose a platform for he}ptlc communication considering cen-
tralized interface to provide latency assistance.

. . ] Propose an extensible testbed for Tactile Internet communi-
Tactile Internet ~ extensible  testbed |, X cation following the lines of IEEE P1918.1 Tactile Internet
(TIXT) [237] .

reference architecture.
Otto-von-guericke university-haptic v % Present a data-driven experiment design for haptic-driven ap-
communication (OVGU-HC) [238] plications with a focus on communication flow.
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predict missing or delayed force feedback signals in a shorter
time than the GMM/GMR-based model.

Summary and Insights: This subsection discussed intelli-
gent prediction techniques and summarized them in Table 10.
To overcome challenges due to lost/delayed control and/or
feedback signals during remote manipulation between the
master and slave over the communication channel, exiting
solutions were categorized into three classes: the master,
network, and slave-side. Fig. 7 shows studies with key contri-
butions on the network side, and Table 10 shows the remain-
ing systems. Thus, although AI assisted predictive strategies
can help to improve master-slave distance and processing
limitations, predicting human operator position/velocity at
the master-side is more challenging than predicting hap-
tic feedback signals. Considerable research has become
focused in this direction to meet the Tactile Internet services
requirements.

V. OPEN RESEARCH CHALLENGES AND FUTURE
DIRECTIONS

This section presents open research challenges and potential
future research directions to realize the Tactile Internet
stringent requirements. Despite significant existing litera-
ture on surveyed schemes, including haptic codecs, con-
trol, and intelligent prediction schemes, certain aspects of
these schemes are still facing challenges. As discussed in
Section IV-A, most existing research focused on kines-
thetic characteristics for haptic data, with little work ded-
icated to haptic tactile aspects. Similarly, haptic bilateral
control systems remain an open issue and require further
investigation to identify different feasible trade-off solutions
for energy-latency, latency-synchronization, and stability-
transparency. The QoS and QoE provisions for haptic-driven
and other delay sensitive Tactile Internet services require
optimal intelligent codecs, adaptive prediction, and control
design solutions to compensate for network impairments.
Fig. 18 summarizes open research issues and desirable future
study directions and is discussed as follows:

a) Automatic data rate mechanism: Challenges for tactile
codec with multiple interaction points in a wireless net-
work with latency limitations have not been properly
explored [22]. Advance ML-based models can provide
low data rate vibrotactile codecs while maintaining
required QoS, and QoE [239]. Specifically, RL tech-
niques should be explored to adjust the packet rate
mechanism for rate-sensitive network conditions.

b) Cross-model approach: Low-delay haptic coding
schemes are envisioned to minimize packet rate and
improving QoS without degrading perceptual qual-
ity. However, it is very challenging to deal with
both aspects (kinesthetic/ tactile) of haptic simul-
taneously, which requires investigating cross-modal
approaches [240], [241].

¢) Universal benchmark databases and standard evalu-
ation metrics: Most proposed haptic coding schemes
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were evaluated on publicly available databases or pro-
prietary collected data traces, with relatively simple
HQA metrics to measure reconstructed signal qual-
ity, and no standard testbed. It is vital to define stan-
dard HQAs to measure perceived signal quality and
develop testbed and standard databases for complex
environments, similar to [242]. Tables 5, 11, and 12
show existing available HQAs, databases, and testbeds,
respectively, in the research community, that can be
used to investigate and recommend reasonable solu-
tions, including academia and industries.

Generic control model: Many control methods have
been proposed in the exiting haptic teleoperation
studies to ensure stability and transparency tradeoff.
However, most achieve acceptable system stability by
dropping performance in terms of transparency and
tracking precision. The selection of a suitable control
scheme for delay sensitive haptic teleoperation systems
depend on network conditions (delay, packet loss);
environment complexity or dynamics (model uncer-
tainties), and understanding application aspects. There
is a strong desire for a generic model to capture the
dependencies highlighted above, which will also help
understand control performance and selection of the
proper control method [243]. The generic performance
model can configure network parameters to assist the
selected control method.

Intelligent state prediction model: One significant issue
for bilateral teleoperation systems is synchronization or
tracking performance error while considering variable
time delay. Potential solutions need further evalu-
ation and development, such as state synchroniza-
tion schemes [244], wave filter models [245], and
Al-enabled state predictive models [246].

Online learning capabilities in MMT : Several MMT
approaches have been proposed to ensure control sys-
tem stability and transparency. However, this approach
has several critical challenges, including updating
model parameters as rapid changes occur in remote
environments, and removing model jumping effects.
MMT cannot achieve good results in complex and
unknown environments due to shortcomings in exiting
online parameter estimation models. The current best
ML-based online estimation algorithms include [214],
[247] and the digital twins concept [248] can help to
optimize MMT schemes.

g) Adaptive switching strategies: Many hybrid approaches

integrating haptic data reduction and control schemes
have been proposed to improve QoS and maximize
QoE while ensuring system stability. Few, if any,
studies have reported hybrid approaches and they
were not well-explored. There is also potentially fruit-
ful future research on designing switching strate-
gies to adapt haptic codecs and control schemes
depending on network details and environmental
dynamicity [201], [205], [249].
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RL for prediction accuracy: Several Al assisted pre-
diction models have been proposed to predict haptic
data, including control commands and haptic feedback
in real-time and compensate for packet loss. How-
ever, the key challenge is maintaining prediction accu-
racy in teleoperations over unknown and time-varying
delay communication channels. Online RL-based mod-
els should be explored to improve prediction accu-
racy [51], [218].

Edge intelligence for haptic traffic prediction: Sev-
eral Al embedded fog/edge and cloudlets computing
paradigms have been proposed to support the Tactile
Internet services. Integrating Al with edge paradigms
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)

is a potential solution for predicting haptic traffic
in real-time. However, these models are computation
and memory intensive, hence there is strong need to
explore lightweight intelligent models, such as feder-
ated learning-aware approaches [39], for edge intelli-
gence [250], [251].

Error resilience algorithm for prediction error:
Although prediction algorithms are designed to com-
pensate for delay and packet losses, prediction errors
occur due to network fluctuations in real-time. The
Error Resilience Algorithm (ERA) is an efficient solu-
tion to compensate for prediction errors during haptic
traffic transmission in the teleoperation under network
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fluctuations. Conventional ERA for haptic commu-
nication applies linear prediction methods, such as
zero-order linear prediction and first-order linear pre-
diction. Reference [252] proposed using artifacts that
occur for perceptual-based approaches. Haptic traffic
is not simply linear data, hence it remains challenging
to enhance ERA performance and ensure algorithms
make the best predictions to realize haptic-driven ser-
vices. Few relevant studies have been reported [118],
[253], hence this is a clear area for future study.

k) Integration/Fusion of prediction and control schemes:
Prediction-based approaches have also been proposed
to reduce communication traffic for the haptic-enabled
control systems. Integrating prediction-based haptic
(control/feedback) traffic reduction model with control
system designs [254] can potentially improve haptic
data transmission within limited bandwidth without
degrading QoE.

VI. CONCLUSION

The Tactile Internet is an essential technology, providing
revolutions in every field of life. It not only provides inno-
vation in communication technology but also improves the
user experience during interaction with the object (physi-
cal/virtual) at remote locations. Major challenges, including
ultra-low latency, ultra-high reliability, high availability, and
ultra-security, must be addressed to realize the Tactile Inter-
net services. However, stringent QoS and QoE requirements
become more critical for mission-critical or delay-sensitive
Tactile Internet applications. This research area is still in its
initial phases. Therefore, we reviewed QoS and QoE pro-
visioning methods, including haptic codecs, haptic control
designs, hybrid approaches, and intelligent prediction tech-
niques. We investigated the various challenges and discussed
strengths and weaknesses for various feasible approaches
to ensure the Tactile Internet QoS and QoE requirements
for applications. We categorized existing solutions into dif-
ferent classes and enlisted comparative analysis with a
focus to guarantee system stability and transparency under
varying-time delay and packet loss. Finally, we summarized
the issues and presented insights for each section as open
research challenges and potential future study directions.
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