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ABSTRACT Structural Health Monitoring (SHM) systems have widely been used to guarantee the safe
functioning of electrical, mechanical, civil, and aerospace engineering assets. It is required to improve the
SHM systems from different aspects in terms of smartification, performance, beneficiation, sustainment,
automation, cost-effectivity, and safety using cutting-edge technologies. Blockchain is currently the most
revolutionary technology in computer science. Implementation of Blockchain in different fields of academia
and industry has recently given very good results. However, application of Blockchain in SHM is still
in the infancy stage. Therefore, many challenges are still ahead. One of the main potential applications
of Blockchain is to secure the sensor data. In this study, a local Blockchain approach is developed as a
secure storage using the extracted Principal Components (PCs) of Frequency Response Function (FRF) data
obtained from modal analysis of a plate-like structure. In general, Secure Hash Algorithm (SHA) is one of
the most practical hash functions with efficient performance which has been employed in Bitcoin. Therefore,
in this research, SHA-256 is considered to generate the hash for each block. To the best of our knowledge,
this is the first attempt to develop a secure storage for SHM data using Blockchain.

INDEX TERMS Blockchain, data security, frequency response function, industry 4.0, modal analysis,
principal component analysis, structural health monitoring, big data.

I. INTRODUCTION

The focus on damage detection systems have been on the rise
for engineering applications in order to evaluate the structural
integrity using SHM methods [1]. Therefore, effective and
reliable damage detection approaches are very significant
to monitor engineering assets for the occurrence, location
and severity of any damage [2]. To this end, there has
recently been a vast motivation on theoretical and experi-
mental condition assessment systems from small scale com-
ponents, (e.g. couplers [3], beam-like [4] and plate-like
structures [S5]) to large scale structures, (e.g. buildings [6],
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bridges [7], pipelines [8], oil and gas platforms [9], rail-
ways [10], tunnels [11], dams [12], transmission towers [13],
wind turbine structures [14], and offshore structures [15])
in order to make satisfactory decisions on structural main-
tenance, repair, and rehabilitation. SHM is the process of
applying a damage detection approach to evaluate the health
condition of civil, mechanical, and aerospace in-service
structures. In general, damage detection techniques can be
considered in two categories due to their detection abili-
ties which include local-based and global-based techniques
[16]. Non-destructive test approaches, e.g. visual inspec-
tions, ultrasonic, acoustic emissions, radiography, etc. are
local-based damage detection methods with various draw-
backs [17]. For instance, the aforesaid costly techniques
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normally necessitate prior knowledge of the damage location
which makes them inefficient, especially in big and compli-
cated structures. On the other hand, global-based methods,
e.g. vibration-based techniques are based on global structural
response and they have been developed to overcome the
aforementioned drawbacks [18], [19]. The basic concept
behind vibration-based approaches is that the damage-
induced changes in the physical properties such as stiffness,
mass, and damping will trigger measurable changes in modal
properties (mode shapes, modal damping, and natural fre-
quencies) [20], [21], [22]. Hence, it is intuitive that damage
can be detected through the investigation of the changes in
structural vibration characteristics [23].

Besides, different methods and models such as the appli-
cation of modal reduction and mode superposition technique
for efficient estimation of critical (highly stressed) areas in
civil structures [24], spatial incompatibility filters [25], data
mining [26], [27], artificial neural network [28], cluster-
ing analysis [8], genetic algorithm [29], deep learning [30],
fuzzy logic [31], principal component analysis [32], Bayesian
[33], support vector machine [34], particle swarm opti-
mization [35], decision tree [36], regression analysis [37],
remote sensing [38], unmanned aerial systems [39], [40], and
anomaly detection [41] have been also applied in SHM.

The traditional SHM is mainly based on visual inspec-
tions which is laborious, difficult to inspect the load-
carrying structural members, time-consuming, and requires
human judgment [42], [43]. Therefore, as mentioned before,
vibration-based methods have been developed to overcome
the above limitations [44]. Most of the vibration-based SHM
methods can be considered as some kind of pattern recogni-
tion due to their capability to discover the changes among two
data, (e.g. before and after damage) [45], [46]. For example,
modal analysis is a common vibration-based approach which
has been utilized to detect damage from any changes in
structural vibration characteristics with prior knowledge of
the undamaged state [47].

The term “industry” refers to the creation of products,
services, and facilities within an economy. Our world has
experienced four steps of industrialization (see Table 1).
The fourth industrial revolution (i.e. Industry 4.0) is a smart
technological platform along with digital innovations using
various contributions [48], [49], [50], [51], [52]. For example,
Big Data is one of the key contributions of Industry 4.0 that
refers to large databases [53]. With the development in the
application scope of computing tools, it is required to apply
more precise systematic solutions for Big Data problems
[54]. To this end, data-driven strategies based on data mining
have been employed to obtain useful patterns from recorded
sensor data [55]. Data mining is defined as ‘“the process of
exploring massive amounts of data (Big Data) to discover pat-
terns such as the rules of association or temporal sequences”’
[56]. Despite the above trends, in the 2020s, the world is
changing at an ever faster rate as the internet and digital
revolutions become the drivers of commerce today. This is
due to the fact that emerging Industry 4.0 technologies such
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as Blockchain [57] are reaching human-like precision and
reliability on high complexity tasks with the most signifi-
cant global impact across sectors [58]. It is because these
technologies are felt throughout our daily lives. For example,
Blockchain technology has recently attracted huge attention
from practitioners and academics in various fields such as
business [59], energy [60], manufacturing [61], smart cities
[62], smart grids [63], finance [64], healthcare [65], and trans-
portation [66]. In the same line, computer-based technolo-
gies and their applications pervade everywhere in real life,
especially in different fields of engineering. For instance, the
traditional SHM should be upgraded to Blockchain-based and
Internet of Things (IoT)-based SHM. As mentioned earlier,
it is because traditional approaches are challenged by real-
time, low-cost, and quality-guaranteed SHM. Besides, the
advantage of using new technologies is their automation,
intelligence, and specialization. Therefore, it is required to
integrate the application of emerging technologies and struc-
tural damage detection approaches to guarantee more reliable
SHM systems. It is worth noting that IoT is an emerging evo-
lutionary technology comprising billions of physical devices
around the world containing embedded sophisticated chips,
sensors and actuators which able to connect, collect, share,
interact, and exchange any type of data [67], [68], [69].

Blockchain technology is a growing reality of our modern
society [70]. Moreover, Big Data analytics can also extract
meaningful information from the oceans of data produced
by sensor devices [71]. The implementation of Blockchain-
based solutions could solve several issues, i.e. the high main-
tenance cost of centralized approaches [72]. In the era of
information technology (IT), every transaction made on a
Blockchain network has to be verified consensually by the
thousands of linked computers. Verified transactions are then
added as a block in the chain. A unique hash is assigned to
each block which cannot be edited or changed, making the
entire chain secure and impenetrable.

Based on the literature review, it is felt to improve the
smartification and security of SHM systems using the fourth
industrial revolution technologies due to the demanding com-
putational processes of physical signals. Therefore, by tak-
ing advantage of the recent advances in the IT field, the
current research offers a new way to compute recorded
sensor data for condition monitoring of structures which is
needed to address the limitations of SHM. Hence, in the
present study, an attempt is made to investigate the appli-
cability of Blockchain technology for improvement of SHM
systems. The rest of this paper comprises the following sec-
tions. A brief background of vibration-based SHM, FREF,
PCA, and Blockchain are described in Section 2. The
construction of PCA-FRF is performed in Section 3. The
details of experimental work are presented in Section 4.
Then, Section 5 introduces the developed Blockchain
algorithm. The implementation of the Blockchain is also
discussed in Section 5. Future work direction is addressed
in Section 6. Last but not least, Section 7 highlights the
conclusion.

VOLUME 10, 2022



M. Gordan et al.: Implementation of a Secure Storage Using Blockchain

IEEE Access

TABLE 1. Global industrial revolution and their contribution

Industrialization Steps Key Contributions

« Internet of Things (IoT)

« Smart factories / Smart Manufacturing / Robotics
« Circular economy / Product — Lifecycle — Management (PLM)
« Data mining / Big data analytics / Deep Learning

« Al / Machine learning
« Smart sensors / Remote sensing / Wireless sensor network / Online monitoring
« Cloud computing / Cognitive computing / Mobile computing

Fourth Industrial Revolution
(IR 4.0)

« Cybersecurity / Blockchain

« Digital twin / Smart tasks and diagnostics / Smartification

* Virtual reality / Augmented reality / Building Information Modelling (BIM)
« Unmanned Aerial Vehicles (UAVs) / Internet of Drone / Smart cities

* Smart environment / Sustainable development / Renewable energy

« Production Automation / Computer and Automation
« Information and Technology / Telecommunication

« Linear economy
Third Industrial Revolution
(IR 3.0)

« Leveraging Electrical Mechanization
« First programmable logic controller (PLC)

« Industrial Robotics / Electronic and nuclear industries
< Business Computers / Supercomputers / Business software
« Internet / World Wide Web

* Electrical Energy / Steam power and petroleum

« Skyscrapers

« Large scale iron and steel production

Second Industrial Revolution
(IR 2.0)

« Telephones and telegraphs, typewriter, phonograph, motion pictures
« Widespread use of machinery in manufacturing
« Automobile, airplanes, diesel engines, bicycles, railroads

« Chemical, Rubber, paper mills, fertilizers

« Applied Science

* New forms of business organizations

« Mechanical Production

* New Energy Resources / Water and Steam Power

First Industrial Revolution
(IR 1.0)

* The locomotive

« Expansion of world trade

* New raw materials / Iron, coal, textile, steam industries
* New machines / Spinning Jenny and the Power loom
« Factory system, division of labor, specialization

TABLE 2. Summary of possible factors for vibration-based parameter
identification.

Factors Opportunities

Linearity Linear versus nonlinear

Modelling range Local versus global

Mass distribution Discrete, continuous lumped-mass, etc.

Modelling Physical versus modal space, time- versus frequency-
domain domain

Inputs and Single-input, single-output versus multi-inputs, multi-
outputs outputs

Input availability Input-output systems, output-only forced vibration, ambient

Il. BACKGROUND AND OVERVIEW OF PRINCIPLES

A. VIBRATION-BASED DAMAGE DETECTION
Vibration-based damage detection comprises two signifi-
cant parts, i.e. modal parameter estimation methods such as
Experimental Modal Analysis (EMA), Operational Modal
Analysis (OMA) and Impact- Synchronous Modal Analy-
sis (ISMA) and detection / identification systems such as FRF
change, natural frequency change, mode shape change, modal
flexibility change, strain mode shape / mode shape curvature,
modal strain energy change, and matrix methods. The second
part uses the first component to quantify and detect damage.
Hence, they are highly influenced by each other [37]. It is
worth noting that the selection of a suitable identification /
detection strategy relies on several aspects, summarized in
Table 2 [73].
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OMA frequently employs the output-only measurements
while EMA operates with input and output measurements
to identify the modal parameters [74], [75]. OMA is gen-
erally applied in practical engineering. This is due to the
facts that (1) it is difficult to shut down the system while
the structure is in-service, or (2) the artificial excitation
source (i.e. impact hammer or shaker) is not able to excite
the structure. Consequently, real operating vibration envi-
ronment can be considered to implement the OMA method
[76]. However, the extraction of damping properties is not
an easy task using OMA [77]. On the other hand, EMA is
regularly conducted by means of artificial excitation [78].
ISMA is another modal analysis technique with de-noising
properties. This input—output model identification approach
can be described as applying EMA developments through
Impact-Synchronous Time Averaging strategy. For that rea-
son, ISMA is able to measure the FRF data of in-service
structures because of de-noising properties. Several develop-
ments and improvements on the ISMA technique have been
made over the decade [79], [80], [81], [82], with the recent
development method includes the scope of inertial sensor
based human behavior recognition using machine learning
approach, which enable semi-automated features for ISMA
modal testing [83]. Generally, the phase difference informa-
tion between acceleration response and cyclic load compo-
nent suppresses the non-synchronous components, enabling
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FIGURE 1. Concept of frequency response function.

ISMA to be conducted on a structure that is exposed to
noise or is in-operation without compromising the quality
of the modal parameters extracted [84], [85]. A comparison
between ISMA and OMA techniques was also conducted
by the authors of [86]. According to their research, the
OMA could generally provide a better performance for com-
plex and large structures, while the outputs of ISMA was
superior to OMA results for in-service structures. This is
due to the fact that an artificial excitation is required to
implement for the ISMA procedure, which is not applicable
for large structures. Hence, OMA and ISMA are suitable
tools for large static structures and in-operating structures,
respectively.

B. FREQUENCY RESPONSE FUNCTION (FRF)

Figure 1 shows the concept of FRF which is at the foundation
of modern system analysis. To explain this, when a linear
system, i.e. a Single Degree-of-Freedom (SDOF) or a Multi-
degree-of-freedom (MDOF) is excited by a dynamic force,
it will respond at the identical frequency along with its cor-
responding amplitude which is representing the frequency of
excitation. In general, the phase of the dynamic response is
not the same as the external force, i.e. excitation. Thus, this
phase difference can change the frequency. Hence, it is not
required to excite the system using a specific frequency at the
time. Therefore, the response signals and the excitation must
be subjected to the Fourier transform with the aim to achieve
how the system responds at different frequencies [87]. For
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this reason, FRF can be considered as one of the most signif-
icant measurements of modal analysis acquired from a data
analyzer. Fast Fourier Transform (FFT) is used to transform
the time-domain responses into the frequency domain. As it
can be seen from Figure 1, FRF (H(w)) is the ratio of the
Fourier transform of output responses (X(w)) to the Fourier
transform of input excitation (F(w)) [88].

C. PRINCIPAL COMPONENT ANALYSIS (PCA)

PCA is a commonly applied multivariate numerical method
to decrease the dimensionality of datasets [89]. This approach
is also known as Karhunen-Loeve Technique (KLT) which
is used to maximize the scatter of all projected samples by
selecting a dimensionality decreasing linear projection [90].
In addition, it is also applied to data exploration, prediction
assessment modeling, and online fault diagnosis [91], [92].
In other words, PCA can be used in a linearity form for rep-
resenting high-dimensional data into low-dimensional data
with minimum decrease of data [93], [94]. Accordingly, the
solution of an eigenvalue problem is produced from the PCA
method by using covariance matrix determination, eigenvec-
tor evaluation, and orthogonal projection. An orthogonal pro-
jection converts multidimensional data into lower dimensions
of independent data which is called “‘principal components”.
Figure 2 illustrates the architecture of PCA showing the
first principal components with maximum variance in several
dimensions. This figure also presents the definition as well as
the applications of PCA.
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FIGURE 3. Timeline for blockchain adoption in industries adapted from [97].

D. BLOCKCHAIN TECHNOLOGY

In the past few years, Blockchain has been the most impor-
tant development in IT field [95] and right now the most
revolutionary technology in computer science. It is only a
matter of time until Blockchain becomes just another normal
part of everyday life, like smartphones and the World Wide
Web”. In the IT world, ‘Blockchain’ is a self-explanatory
term which is able to store a database using blocks. A ‘block’

VOLUME 10, 2022

is referring to a storage unit or space for digital information,
and a ‘chain’ is representing the locations of stored databases.
The very first block in a chain is known as the ‘genesis’ block.
Blockchain as a decentralized ledger increases accuracy in
transactions along with several benefits, i.e. economic effi-
ciency, data security, and time efficiency [96]. Data security is
the main focus of current study. According to a report by [97],
Blockchain has achieved major breakthrough and adoptions
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FIGURE 4. (a) Evolution of blockchain, and (b) Potential applications of blockchain and future blockchain [100].

in industries. In this regard, Figure 3 shows a timeline for
Blockchain adoption.

With using Blockchain, reliable and secure information
can be transferred across private and public sectors auto-
matically. Therefore, it is possible to securely store, con-
trol and verify the databases using Blockchain. With bet-
ter data comes better decision-making [98]. Don Tapscott,
Executive Chairperson, Blockchain Research Institute and
Co-author of Blockchain Revolution: How the Technology
Behind Bitcoin is Changing Money, Business, and the World
[99] said: “The digital revolution’s first era failed to solve
pressing social, economic and environmental challenges.
Blockchain offers a once-in-a-generation opportunity to get
it right. Blockchain skillfully champions the opportunities
offered by a new internet of value.” Figure 4(a) illustrates
the evolution of Blockchain from 2008 until now. Like-
wise, Figure 4(b) presents the potential applications of future
Blockchain.

In Blockchain, a “Block™ holds a number of elements,
i.e. index, data, hash, previous hash and timestamp. Figure 5
presents the typical structure of a Blockchain. To know
Blockchain, it is important to understand what a “hash” is.
A ““hash” is a sequence of random characters in the ““block”
which representing a digital fingerprint of digital data. Each
hash value is connected to its particular input. Therefore,
it is not possible to generate a unique hash value by adding
dissimilar data [101]. In the same way, the Blockchain will
constantly expand as blocks (including files along with data)
as more data are linked to the previous block using a hash.
This hash can be created by proceeding subjects of the block
using a hash function.

A Blockchain-based conceptual framework was proposed
by the authors of [102] to improve the efficiency of
SHM-related technologies for civil structures through mak-
ing connection between hardware and software components
(see Figure 6). In this regard, the authors of this study
aimed to develop the reliability of current damage detection
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platforms through the integration of vibration-based methods
and Blockchain. As it can be observed from Figure 6, SHM
process of the in-service structure starts with data measure-
ment. In most cases, the input excitation and output response
are measured in time domain. However, it is difficult to
study damage identification in such manner. Hereupon, time
domain data can be transformed to frequency domain using
modal analysis and modal domain data can be extracted from
frequency domain. Consequently, the modal domain methods
play a significant role in structural damage identification and
their popularity is much more than time domain or frequency
domain approach. This is due to the fact that, the modal prop-
erties such as natural frequencies, modal damping and mode
shapes have their physical meaning and they are easier to
interpret in compare to mathematical features obtained from
time or frequency domain. Then, Blockchain technology is
utilized to increase the reliability of the recorded database.
The Blockchain algorithm will validate all sensor data base
on these blocks to determine that the sensor is giving genuine
signals for further processing. In the next step, applicable
vibration-based damage detection algorithm using artificial
intelligence and machine learning is suggested to be applied
for training the database in order to generate the test design,
and patterns creation. Last but not least, pattern validation
is also detailed to determine the severity and location of
damage.

IIl. CONSTRUCTION OF THE PCA-FRF
In this study, the correlated variables of FRF sensor data

are extracted using PCA to construct the uncorrelated vari-
ables, i.e. PCs. To aid the aim, the original sensor data in an
N-dimensional space can be transformed by an orthogonal
projection to a lower space, i.e. P-dimensional space (P < N).
A Matrix with M spectral lines and N measurement points
represents the raw FRFs, as follows [103]:

H = [hj(@)]mxn ey
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The “auto-scaling” of FRF matrix (H) is conducted to cre-
ate zero mean variables. It also helps to generate a unit vari-
ance by standard deviation. The following equations present
the theoretical formulation of PCA-FRF construction through
the corresponding references [104], [105], [106].

The mean response of the j-th column is stated as:
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1 M
HJZA—,I_X]:hij
i=

@)

The corresponding standard deviation S; is:

3

. _ \/ S hy @) = )
T M

An element A;j(w) of the FRF matrix can be substituted

by the following Equation in order to achieve a response
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variation matrix H.

hij — Hj
Sj
The covariance matrix [Clyxny can be defined by the

response variation matrix, as follows:

[Clarxn = [H Ty ar [Harxn )

The PCs comprise the eigenvalues and correlated eigenvec-
tors (A;, ¥;) of the covariance matrix:

[C1{Wi} = A; (Wi} (6)

hj (w) = )

The projection matrix [A]y xy of the response variation
matrix H on the N PCs is also defined as:

[Alvxn = [H(@)prxn[YInxn 7

The projection and eigenvector matrices, i.e. [A], [V], are
divided into two sub-matrices with K and (N-K) principal
components. K and (N-K) are related to the important features
and uncertainties, respectively.

[Hg] = [A][w]"
= A1l [A2lxv—k) ]

X (W1 rxk - (W2l v—i)]"
= [Arlyxk [W1lk oy 8)

The first PC (i.e. maximum eigenvalue along with its cor-
responding eigenvector) indicates the direction and amount
of highest variability in the original raw FRF data. The sec-
ond PC shows the second most significant contribution from
the original raw FRF data. It is worth nothing that PC1 is
orthogonal to PC2. According to [107], it is proven that the
first two PCs are sufficient to represent the multiple FRFs.
Therefore, PC1 and PC2 are considered in this study to plot
the PCA-FRF sensor data.

IV. EXPERIMENTAL WORK

Figure 7 shows the experimental setup for this study which
was conducted by the Advanced Shock and Vibration
Research (ASVR) Group of University of Malaya. A Perspex
plate with the dimensions of 48 cm x 20 cm x 0.9 cm and
mass of 1.1 kg was used as the test structure. Table 2 briefly
explains the representation of the components for this study.
Each of the four corners of the plate was ground-supported
using screws to simulate an automobile chassis with wheel
suspensions, where the supports represent the suspension
components. The vibration modes of the test rig were heav-
ing, rolling, pitching and bending, which were similar to the
modes of a vehicle chassis.

Figure 8 shows a schematic view of the test setup.
EMA using the roving accelerometer technique was con-
ducted to acquire the FRFs of the five measurement points.
Five Wilcoxon Research model S100C accelerometers with
built-in charge amplifiers were mounted below the plate by
cyanoacrylate adhesive. The impact location was fixed at
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TABLE 3. Representation of components.

Component of actual automobile Component of experimental

test rig
Chassis Perspex plate
Wheel Aluminum support
Suspension/spring components of wheel Steel plates

a point near Edge 4 of the plate to simulate actual impact
on the wheel when the vehicle passes a road bump or pot-
hole. PCB model 086C03 impact hammer was used. For
data acquisition, the National Instrument-Universal Serial
Bus (NI-USB 9234) signal acquisition module was used to
acquire the dynamic signals from the five accelerometers
and the impact hammer before post-processing the FRFs in
LabVIEW software. The frequency range for this study was
OHz to 120Hz with 241 frequency points. PCA algorithm was
then applied on the FRFs to build the PCA-FRF for damage
assessment.

Stiffness reduction at the suspension/spring is a com-
mon automobile fault. To simulate the fault, the tightness
of the screws that connect the steel plates with the plate
were adjusted according to the desired damage severity.
The accelerometers were also mounted at the plate instead
of mounting them directly at the supports to simulate the
actual conditions, where it is difficult to mount sensors at the
wheel/suspensions area. Therefore, the measurement points
were located away from the four edges and were labeled as
Point 1, 2, 3, 4 and 5 to reflect the real-life condition.

Table 4 indicates the detailed description of damage cases
simulated on the plate-like structure. Overall, twenty-four
damage conditions were simulated. At each of the four edges,
single damage with six damage levels were simulated, where
DLI1 indicates the lowest damage severity and DL6 indicates
the highest damage severity. Stiffness reduction was simu-
lated by adjusting the tightness of the screw. The tightening
force of the screws was measured by FlexiForce A201 force
sensors, which were placed between the two thin steel plates
of the supports. Table 3 also lists the tightening force of
the screws at each of the edges for all simulated conditions.
For healthy state or undamaged condition, all screws were
tightened to 150N. The screws at the damage location were
then loosened to 113N, 75N, 38N and ON for damage levels
of DL1, DL2, DL3, and DL4, respectively. For DL5 damage
cases, one screw was removed and the other screw was loos-
ened to ON at the damage location. Both screws at the damage
location were removed for DL6 damage cases.

V. RESULTS AND DISCUSSIONS

FRF measurements of the intact and damaged cases of the test
specimen were collected from EMA. Curve fitting was car-
ried out on each set of FRFs to construct the data structures.
The curve fitting tool used in this study was the LabVIEW
FDPI fit algorithm. It was a frequency domain multiple
degrees of freedom modal analysis method to estimate modes
in a narrow frequency band. Then, PCA was applied to
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FIGURE 7. Laboratory test setup: (a) Impact hammer PCB 086C03, (b) FlexiForce sensor A201, (c) Signal acquisition
module NI-USB9234, and (d) Accelerometer Wilcoxon Snap model S100CS.

FIGURE 8. Schematic view of the test setup.

build the PCA-FRF for damage assessment. Figure 9 shows
the constructed PCA-FRF data for undamaged and damaged
states. More information about the conducted feature extrac-
tion process can be found in [107] which has been carried out
by the co-authors of current study. In this work, the PCA-FRF
has been used as the input to develop a secure storage scheme
using Blockchain technology.

In this paper a SHM-based approach is presented, utilizing
the technical principles of private Blockchains. Blockchain
works on a network by many different participants (or nodes)
based on transparency. To this end, in Blockchain, a pre-
developed interaction is generated by a transaction which
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Point 5

is called a block. Information can be exchanged between
nodes using this interaction. Then, all nodes are continually
synchronized using transactions to grow as blocks. Besides,
each block is chained to another using a hash. It should be
noted that a cryptographic hash function can produce the hash
through running contents of the block [108]. Consequently,
the hash of the previous block can be maintained in each
block. As a result, any unmatched data or any modification
is obviously detectable in the following block. Eventually,
a secure network is created using valid data amongst all
participants including trusted and untrusted nodes. The only
data, which acknowledged by the majority, can consider
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TABLE 4. The detailed description of damage cases in the plate-like structure.

Specification
Tightening Force (N)
Damage Case Damage Scenario Il? amage Edge Edge [Edge Edge
ocation
1 2 3 4
Healthy State (HS) All screws tightened 4 No 150 150 150 150
amage
Edge 1 113 150 150 150
Damage Level 1 . . . Edge 2 150 113 150 150
(DLI) Both screws at its respective damage Location loosened Edee 3 150 150 113 150
Edge 4 150 150 150 113
Edge 1 75 150 150 150
Damage Level 2 . . . Edge 2 150 75 150 150
(DL2) Both screws at its respective damage location loosened Edge 3 150 150 75 150
Edge 4 150 150 150 75
Edge 1 38 150 150 150
Damage Level 3 . . . Edge 2 150 38 150 150
(DL3) Both screws at its respective damage location loosened Edec 3 150 150 38 150
Edge 4 150 150 150 38
Edge 1 0 150 150 150
Damage Level 4 . . . Edge 2 150 0 150 150
(DL4) Both screws at its respective damage location loosened Edge 3 150 150 0 150
Edge 4 150 150 150 0
Edge 1 0 150 150 150
Damage Level 5 One screw removed, the other screw loosened at its Edge 2 150 0 150 150
(DLS) respective damage location Edge 3 150 150 0 150
Edge 4 150 150 150 0
Edge 1 0 150 150 150
Damage Level 6 . . . Edge 2 150 0 150 150
(DL6) Both screws removed at their respective damage location Edee 3 150 150 0 150
Edge 4 150 150 150 0

PCA-FRF-HS PCA-FRF - HS
~ 05 — PCA-FRF-DLI Edge 1 o 054 PCA-FRF-DLI Edge 2
SR PCA-FRF—DL2 Edge | z PCA-FRE-DL2 Edgo 2
5 0 ] PCA-FRF - DL3 Edge 1 s U ] PCA-FRF-DL3 Edge 2
g o PCA-FRF - DL4 Edge 1 S 05 PCAFRF - DL4 Edge 2
E ’ PCA-FRF - DL5 Edge 1 g ["] PCA-FRF - DLS Edge 2
3 ] PCA-FRF - DL6 Edge 1 S - ] PCA-FRF - DL6 Edge 2
= -1.5- S -1.5-
R=] Elry
g 2 £
=)
2.5
& s
R s s B B S S R S s =70 -60 -50 -40 -30-20-10 0 10 20 30 40 50 60 70
-70 -60 -50 -40 -30 ‘-20.-10 0 10 20 30 40 50 60 70 Principal Component 1
Principal Component 1
(a) (b)
1 1
PCA-FRF - HS PCA-FRF—HS

o 05 PCA-FRF-DLI Edge 3 o~ 054 ) PCA-FRF-DLI Edge 4
2 PCA-FRF - DL2 Edge 3 = PCA-FRF - DL2 Edge 4
5 0 PCA-FRF—DL3 Edge 3 ) 0- [ ] PCA-FRF - DL3 Edge 4
5 05 PCA-FRF - DL4 Edge 3 305 CA-FRF - DL4 Edge 4
g CA-FRF - DL5 Edge 3 IS PCA-FRF —DL5 Edge 4
S [] PCA-FRF - DL6 Edge 3 S -1 [] PCA-FRF - DL6 Edge 4
2 2 £ 2
g z
s 25

=37 — T T T T T T T T T T T
-70 -60 -50-40 -30-20-10 0 10 20 30 40 50 60 70
Principal Component 1

370 60 5040 -30-30-10 0 10 20 30 40 50 60 70
Principal Component 1
(c) (d)
FIGURE 9. PCA-FRF of healthy case and all damage cases in (a) Edge 1, (b) Edge 2, (c) Edge 3, and (d) Edge 4.

valid. Hence, according to the Blockchain strategy, any
entrance of data to the Blockchain cannot be done due to

accessibility of all nodes. Therefore, the agreement from the
majority is required for any entry in the Blockchain.
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TABLE 5. Block hash results of Blockchain implementation.

Block No. Block Data Block Hash Previous Block Hash
Genesis Block ~ Undamaged 5dba0392669¢3930245034£870726ac51057116d4a2277dcce7c1baf2568802 _

Block #1 DL1 Edge 1 ~ 65835187¢c58885d37929759¢a9274e223d39b3£6c026501282590096243a4ed  5dba0392669e3930245034f870726ac51057116d4a2277dcce7c1baf2568802
Block #2 DL1 Edge2  36e84e9ba51beca843199a6a21a058760833b57dc699ff00b5a9d64b265b5364  65835187¢58885d37929759ca9274e223d319b3f6c02650f28a590096243a4ed
Block #3 DL1 Edge 3 86cdf721c940f1757bSe74fccff0da535b64973dd64098f089d774¢3950cce56 36e84e9ba51becal43199a6a21a058760833b57dc699f00b5a9d64b265b5364
Block #4 DLI1 Edge 4 c37e8acal 82bb1199¢7626cffoabeb64ead426fd42f64ceba522601ad21e723e 86¢df721c940f1757bSe74fccff0da535b64973dd640981089d774¢3950cce56

Block #5 DL2 Edge 1 5838e8718832eac1253e¢5¢84004ba2a0754d4404d3bd10b316f1cce9cda09aba c37e8aeal82bb1199e7626cffoabeb6o4ea4426fd42f64ceba522601ad21e723e

Block #6 DL2 Edge 2 ae5a85f5bf584556415e3a1b91¢3a27b7f0e8263¢f8081eb0e9debl 1188c7114 5838e8718832¢ac1253e5¢84004ba2a0754d4404d3bd10b316f1cce9cda09aba
Block #7 DL2 Edge3  0c8ea9ef609c3ed211686561a139fe379bf454b947603ee03bb130c546932483 ae5a85f5bf584556415e3a1b91c3a27b7f0e8263¢f8081eb0e9debl 1188c7114

Block #8 DL2 Edge4  db0891038a7c970bd4b3761471339f9086f4ae5d404b2bf72d7c373abf89e2c3 0c8ea%ef609c3ed211686561a139fe379bf454b947603ee03bb130c546932483
Block #9 DL3 Edge 1  64010597f13d51cebe2a3139cd93495babe5bef91720ee04c0b571041291bcOe db0891038a7¢970bd4b376147133919086f4ae5d404b2bf72d7c373abf89e2c3
Block #10 DL3 Edge2  02aa8ecdb5b6b41efdb29a33435e41d21876f56651992ba484e780fc193cb89c 64010597f13d51cebe2a3139¢d93495babeSbef91720ee04c0b571041291bcOe
Block #11 DL3 Edge 3 29d5b6b04185876a817772fa98aec15204d5bdf3 1deec351780b712f6e6fe20 02aa8ecdb5b6b41efdb29a33435¢41d21876f5665f992ba484¢780fc193cb89¢
Block #12 DL3 Edge4  710ca949851d164¢1283273ddd41fd79275d0c745236bb772d3f480ea5309¢17 29d5b6b04185876a8f7772fa98aec15204d5bdf3 1deec351£780b712f6e6fe20

Block #13 DL4 Edge 1 cfd7b7767e1241c8ac1e6606592fc4c39¢84b5al93abeel fea45505¢c1ea3bd3s 710ca949851d164¢1283273ddd41£d79275d0c745236bb772d3f480ea5309¢17
Block #14 DL4 Edge2  6¢36dff31a4135¢e5bea3fe6b07e¢06d9bf364306c4db49662257¢c215ba4881a31 cfd7b7767¢1241c8ac1€6606592fc4c39e¢84b5al93abeel fead5505¢c1ea3bd3s

Block #15 DL4 Edge3  81706b341f03df0146878e43bef96de0a4d192911671a014a55¢94a7cb7c05ed 6¢36dff31a4135e5beal3fe6b07¢06d9bf364306c4db49662257c215bad881a31

Block #16 DL4 Edge4  593e8c552cdbab712a434cab4090cd3d5c221d4bdbafc787f44b7902417572b2 81706b341f03df0146878e43bef96de0ad4d192911671a014a55¢94a7cb7c05ed
Block #17 DL5 Edge 1~ d12e45b2a395eb53582af6876825553cfbb8279a663de8c154a910438187840  593e8c552cdbab712a434cab4090cd3d5¢c221d4bdbafc787f44b7902417572b2
Block #18 DL5 Edge 2 04651e4da49e¢a056caba8f6095ffb8a6e59b74e1dcad4112aa085ed2fb3dd338 d12e45b2a395eb53582af6876825553¢cfbb8279a663de8c154a910438187840
Block #19 DL5 Edge 3 92389f155¢57¢80362027ca76522cd58664670770355619fd6396cc864f2cad 04651e4da49ea056caba8f6095ffb8a6e59b74e1dcad4112aa085ed2fb3dd338

Block #20 DL5 Edge 4 0714f1dc0175f8e6e88df0b28de70e4b5be01220aa75197cc29d628a3cd1da0d 92389f155¢57¢80362027¢a76522cd58664670770f3556f9fd6396cc864f2cad

Block #21 DL6 Edge 1 18419ec5d3e88c61e22f617207a5e5a30c6d4a456dd0dcabe39bed7c54351e9¢ 0714£f1dc0175f8e6e88df0b28de70e4b5be01220aa75197cc29d628a3cd1dald

Block #22 DL6 Edge2  ¢5d09¢553¢5¢2501d14723970b8bf058ffc36b07ca2ee73d78998¢2351029339 18419ec5d3e88c61e22f617207a5e5a30c6d4a456dd0dcabe39bed7c54351e9¢
Block #23 DL6 Edge 3 148e3118beaf1439dd2535128¢43600b20f5b2f6ef7105f6969a0e10a567b2f2 €5d09¢553¢5¢2501d14723970b8bf058ffc36b07ca2ee73d78998¢2351029339
Block #24 DL6 Edge4  bb631ead3761{8ba2870b576ebfl660al8bad4d65¢81217cef27732b0241efbd 148e3118beaf1439dd2535128c43600b20f5b2f6ef7105fb969a0e10a567b2f2

1. Import a module to work with dates as well as times.
Begin Definition

End Definition

Repeat

Return

2. Define a Block by making an object class.

# Block is initialized the attributes of the class using its instance by providing several variables, i.e. an index, a timestamp,
some transactions (data), the self-hash (key), and the hash of the previous block.
3. Import a module to implement common interface to different message digests.

# Blocks are connected through hashing;

# Unique digital fingerprint: transaction + previous blocks fingerprint;

#Hashing method: ‘SHA-256’

4. Create Genesis Block

# Return Block (Previous Block Hash = None)
5. Add a new Block to the chain

# Create a hash value for an input of any type;
# Next Index = Length of Blockchain + 1;

# Add inner and outer hash.

6. Validate the chain

# If is Valid Chain (new block), received Blockchain is valid. Replacing current Blockchain with received Blockchain.
# Else received Blockchain invalid.

End

FIGURE 10. Framework of the developed blockchain algorithm.

For implementation of the Blockchain, a local algo-
rithm was developed to secure the recorded database. The
simulation was implemented in Python (Version 3.8.3)
using Visual Studio Code (Version 1.47.1) 2020 in 64-bit.
Hash functions are key components of Blockchain [109].

VOLUME 10, 2022

The hash value was generated by executing the crypto-
graphic hash function [110]. Nowadays, various hash func-
tions exist, such as Message Digest (MD) family (e.g.
MD2, MD4, MDS5) designed and developed by Ronald
Rivest [111] at Massachusetts Institute of Technology from
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4. Sensor Data Diagnostic Information - x

Inputs
Import Sensor Data

Excel Workbook (*.xlsx Selsct. .

Blockehain Type: ® Private () Public () Consortium

Block Number: ~ Hash Function: | SHA256 ~

Block Data

MD5
RIPEMD-160

Qutputs

Previous Block Hash Block Hash

Create Apply Reset

FIGURE 11. Proposed visual interface.

1989 until 1991, Race Integrity Primitive Evaluation Message
Digest (RIPEMD) family, (e.g. RIPEMD-128, RIPEMD-160,
RIPEMD-320) introduced in 1992 and developed in 1996
[112], [113], Whirlpool stemmed from the revised edition of
Advanced Encryption Standard (AES) developed by Vincent
Rijmen and Paulo Barreto in 2000 [114], and Secure hash
algorithm (SHA) family (e.g. SHA-O, SHA-1, SHA-256,
SHA-384, SHA-512) developed by the National Institute
of Standards and Technology (NIST) and National Security
Agency (NSA) in the USA from 1993 until 2014 [115], [116],
[117], [118]. In SHA, the performance of hash operations
depends on the length of the hashed message. SHA-2 is one
of the most powerful, practical, and secure standards in the
hash functions families with efficient performance and good
resistance for attacks [117], [119]. For example, SHA-256 as
an ideal cryptographic hash function has been employed in
Bitcoin. SHA-256 is a kind of SHA that generates a 256 bits
output from any input [108], [120]. Based on the above
descriptions, SHA-256 was considered in this research to
generate the hash for each new block. Figure 10 and Table 5
present the framework of the developed Blockchain algorithm
and the simulation results, respectively.

VI. FUTURE WORK DIRECTION

In the past few years, close to 90% of real-world data has
been generated because of 10T technology [67], [69]. As a
matter of fact, this new generation of digital networks has
made lots of contributions to our daily life. Other computer-
based knowledge discovery technologies such as Blockchain
and data mining have also recently gained growing attention
in SHM because of their potential ability to be combined
with diagnostic systems. However, at the beginning of the
new decade, it is time for industrial and academic structural
assessment markets to take the next step using the aforesaid
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emerging technologies. Besides, what all of these technolo-
gies have in common is their connection with wireless sensors
network (WSN), which eventually could be considered as a
practical tool in SHM. Therefore, WSN data can be diagnosed
by the emergence of new technologies which has inspired
a paradigm shift for the fourth industrial revolution. In this
regard, a software interface is proposed to use for future
research work, as indicated in Figure 11. The main idea
behind the proposed Blockchain-based WSN data diagnostic
concept comes from the fact that the emerging technologies
are changing the physical world with traditional societies and
industries to a huge database system that can support real-
time applications.

VIl. CONCLUSION

Damage detection using FRF data is one to most significant
SHM techniques which has been widely performed in the
last decades. The PCA has been also employed by many
researchers to improve the practicability of FRFs in dam-
age detection. Therefore, the co-authors of this work have
recently developed a novel PCA-reduction method on raw
FRFs to build the PCA-FRF. In addition, advanced compu-
tational techniques such as Blockchain and data mining have
also recently gained growing attention in SHM due to their
potential capacity to be integrated with diagnostic systems.
To this end, in this research, the constructed PCA-FRF data
has been used to develop a Blockchain algorithm. As a result,
data security which is one of the main factors in Blockchain
technology has been addressed as the main focus of current
study. To the best of our knowledge, this is the first attempt to
implement a secure storage for SHM data using Blockchain.
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