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ABSTRACT Internet Protocol version 6 (IPv6) is envisioned as the cornerstone for future internet connec-
tivity and information technology (IT) expansion. Due to its enormous address pool, extendable headers,
high level of security, and mobility, IPv6 is positioned as the next-generation Internet Protocol. NDP is an
integral component of IPv6 since it resolves addresses, locates routers, and finds duplicated addresses in a
local-link network. Because NDP is based on the premise that all nodes in the network are trustworthy, it is
subject to a variety of attacks, including Denial of Service (DoS) on Duplicate Address Detection (DAD)
attacks (aka. DoS-on-DAD), Address Resolution-based attacks, Router Advertisement (RA) based attacks,
and Redirect attacks. This paper proposes an NDP security (NDPsec) mechanism based on the Ed25519
digital signature to authenticate IPv6 hosts to prevent unauthorized devices from joining the network. The
proposed NDPsec mechanism is evaluated and compared to Secure NDP (SeND), Match-Prevention, and
Trust-ND mechanisms. The performance is measured in terms of processing time, traffic overhead, and
resilience against network-based attacks. The results obtained from the experiments showed that NDPsec
successfully prevented cyberattacks, with approximately 144% less processing time and over 50% less traffic
overhead compared to SeND (the default security mechanism for NDP protocol). The proposed NDPsec
mechanism has remarkable superiority in terms of resilience against attacks compared to Match-Prevention
and Trust-ND mechanisms.

INDEX TERMS IPv6, NDP, denial of service, RA flooding, security, authentication, MITM.

I. INTRODUCTION
The rise of the digital-world enabled by cutting-edge tech-
nologies such as 5G networks, the Internet of Things (IoT),
and Cloud Computing has resulted in a massive increase
in the number of devices connected to the Internet [1].
The projected expansion of IoT devices is increasing, and
Cisco research indicates that there will be 27.1 billion net-
worked devices in 2021, equating to 3.5 networked devices
per person worldwide [2]. The Internet Protocol version 4
(IPv4) barely provides enough address space to connect the
Internet’s approximately 4.3 Billion devices, which has long
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been recognized as being depleted and in need of replacement
with a protocol that provides a larger pool of address space to
meet the demands of today’s digital world [3]. The Internet
Protocol version 6 (IPv6) is the next generation of the Internet
Protocol that will supersede the IPv4 protocol [4]. The per-
centage of devices accessing Google via IPv6 has exceeded
33 percent, according to Google data [5]. Compared to IPv4,
IPv6 offers a modest improvement in network security as
well as in service quality. IPv6 does, however, continue to
face a number of security problems, including Denial of
Service (DoS) and Man-in-the-middle (MITM) attacks [6].

In order to mitigate security problems in a link-local
network, IPv6 introduces a new protocol, known as the
Neighbor Discovery Protocol (NDP), which is defined in
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RFC 4861 [7]. NDP is a critical protocol in the IPv6 net-
work, and it performs a variety of tasks, including Address
Resolution (AR), Neighbor Unreachability Detection (NUD),
router discovery, and Duplicate Address Detection (DAD).
IPv6 was designed on the premise that devices connected to
a Local Area Network (LAN) are trustworthy and reliable.
As a consequence, the NDP treats every device connected
to the LAN as trustworthy and lacks security measures for
situations in which a malicious host enters the network and
initiates network attacks. This situation renders the network
vulnerable to a variety of attacks, including DoS and MITM,
which is the most severe attack on an IPv6 link-local network.
Given the importance of NDP’s processes and its susceptibil-
ity to attacks, a plethora of techniques have been proposed
to protect these processes from being compromised. In this
article, the most commonly used techniques are presented
and assessed in terms of processing time, bandwidth usage,
and effectiveness in preventing attacks on NDP [8]. Thus,
this paper introduces a new mechanism called NDPsec that
enables authentication for NDP communications in an IPv6
link-local network.

The paper is organized as follows: Section II offers context
for the NDP process and elaborates on the threat model.
Section III discusses the security threats posed to NDP,
and Section IV presents IPv6 address privacy concerns, while
Section V summarizes related studies. Section VI discusses
the design of NDPsec. Section VII covers the implementation
details of the NDPsec protocol. The experiments, as well as
the evaluation of the proposed mechanism, are presented in
Section VIII. Section IX discusses the findings. Section X
discusses the conclusion and recommendations for future
research.

II. BACKGROUND
NDP is used in combination with IPv6 and performs a variety
of functions formerly performed by different IPv4 protocols.
For instance, it supersedes IPv4-specific protocols such as
router discovery, Address Resolution Protocol (ARP), Inter-
net Control Message Protocol (ICMP), and ICMP redirec-
tion [9]. NDP enables nodes to discover and notify their
neighbors on the same LAN of their presence. Additionally,
NDP consolidates critical network management operations
such as router discovery, AR, and DAD [10]. NDP is a
collection of messages and procedures used to establish com-
munication between nodes, routers, and hosts in a single
IPv6 network. NDP makes use of the following five ICMPv6
messages:
• Router Solicitation (RS) – type 133: RS messages are
used by the hosts to determine the presence of routers
connected to the link. Routers immediately generate
RA messages upon receiving packets not addressed to
them; thus, avoid delaying advertisement for the next
scheduled timer.

• Router Advertisement (RA) – type 134: Routers adver-
tise is used to distribute link-specific parameters such as
hop count limits, configuration flag, network prefixes,

etc., and it is multicast periodically or in response to RS
messages.

• Neighbor Solicitation (NS) – type 135: NS messages
are sent when a host needs to know the medium access
control (MAC) address of another host on the same
network.

• Neighbor Advertisement (NA) – type 136: NA is trans-
mitted to change the host MAC address, announce IP
addresses or respond to NS messages through the AR,
DAD or NUD processes.

• Redirect (R) – type 137: R message is sent from routers
to redirect user traffic from one path to another signifi-
cant path.

While the NDP is considered to be the core protocol of
IPv6, it lacks a suitable security mechanism for verifying and
authenticating messages exchanged between hosts connected
through the same connection. Additionally, the abovemen-
tioned messages are not protected by design; as a result,
an attacker who enters the network may interfere with any
NDP process (e.g., AR, DAD, Router Discovery, etc.) by
altering the messages (i.e., five NDP messages) and launch-
ing DoS and MITM attacks.

III. NDP THREATS
Despite the fact that the NDP is often regarded as the most
significant and vital protocol in IPv6, it lacks a suitable secu-
rity mechanism for verifying and authenticating messages
sent between hosts that are connected by the same network.
An attacker with access to the same network may participate
in any of the NDP processes and cause disruption by altering
the messages exchanged between the hosts and may launch
DoS and MITM attacks whenever desired [9]. Thus, cyber-
attacks on NDP functions and processes are possible, and
attack actors may jeopardize network security. The detailed
discussion on various potential attacks that can be carried out
against NDP processes is listed in the following sub-sections.
The following sub-sections provide a more in-depth insight
into the different types of cyberattacks that may be launched
against NDP processes.

A. DUPLICATE ADDRESS DETECTION THREAT
To participate in the IPv6 network, all the participating hosts
must have a unique IP address. In contrast to IPv4, IPv6 does
not need DHCP to get a unique IP address prior to joining
the network. In an IPv6 network, hosts may self-assign an
IP address without the need for a DHCP server. However,
since it is unknown if the selected IP address is unique in the
network, it is necessary to query the whole network about
the chosen IP address’s uniqueness. Thus, before initiating
communications with the network, the host that wishes to join
must start the DAD procedure.

Typically, in an IPv6 link-local network, two types of NDP
messages are utilized during the DAD: NS and NA. Verify-
ing the uniqueness of an IPv6 local-link network address is
necessary when the host joins an IPv6 local-link network,
the host creates a tentative IP address. As a result, the host
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FIGURE 1. DoS-on-DAD process.

multicasts NSmessages to all the hosts connected to the same
link-local network to check the tentative IPv6 address is not
used by another host in the network. In the event that the
tentative IP address has already been allocated to another host
on the same network, the current host that uses the tentative
IP, should send a NAmessage in response to the NS message,
indicating that the produced tentative IP address is not unique
and that the tentative IP address should be changed. Later,
the target host must create a new tentative IP address and
repeat the DAD process in order to ensure that the newly
produced address is unique until no more NA messages are
received [11].

In an IPv6 link-local network, the DAD procedure pre-
supposes that all neighboring hosts are reliable. When a
host receives a NA message from other neighboring hosts
as part of the address verification procedure, it replies to
the message in accordance with the requirements, unaware
that the message was sent by a legitimate host or an attack
actor. In this case, an attacker might reply to an NS message
by returning a bogus NA response stating that the produced
tentative IP address has already been taken; thus, it is not
unique and cannot be used by the requesting host. Although
the IP address is unique, the reply received from themalicious
host would prohibit requesting IPv6 host from self-assigning
this unique IP address. As a result, the host is unable to join
the network and communicate with other hosts. As exhibited
in previous studies, this kind of attack is referred to as Denial
of Service (DoS) on Duplicate Address Detection (DAD)
attacks (DoS-on-DAD) since it prevents hosts from self-
assigning IP addresses in an IPv6 link-local network [12].
Figure 1 depicts a scenario wherein Host A has self-assigned
a tentative IP address; however, the attacker has responded
that the requested IP is already taken and cannot be used to
join the network.

FIGURE 2. Attack on neighbor discovery.

B. ADDRESS RESOLUTION THREAT
In an IPv6 network, the host does not obtain theMAC address
of another host using the ARP protocol but rather via NDP.
When an IPv6 host requires to perform the AR process,
it multicasts NS message in the link-local network. The NS
message payload contains the target IPv6 address. The host
that owns the target IPv6 address replies with a NA message
containing its MAC address in the payload. By doing so, the
host can get the MAC address of the IPv6 address [13].

From the preceding description, it appears that NDP
authenticates neither the requestor (sends the NS) nor the
responder (sends the NA). Thus, NDP for IPv6 is performing
similarly to how ARP does for IPv4. The attacker can reply
to an NS instead of the real host, as shown in Figure 2. So, the
victim will send its packets to the attacker instead of the real
host. The attack can be even worse when the spoofed node is
the default router, which allows a MITM attack for sniffing,
altering, and dropping all packets leaving the subnet.

C. RA MESSAGE THREAT
In the IPv6 network, a router located on the link sends RA
messages frequently, and based on the RAmessages, the host
will configure itself with network configuration parameters
such as Local prefixes, Router link-layer address, Maximum
transmission unit (MTU), etc. The NDP does not have a
mechanism to verify the source of the RAmessage; therefore,
the attacker can spoof the RAmessage and configure the host
with the attacker parameter, which can cause DoS, MITM
attacks. Further, the attacker can send thousands of RA mes-
sages to all hosts in the IPv6 network, making hosts configure
themself with RA messages again and again to exhaust the
hosts’ resources which eventually leads to a DoS attack on
the entire IPv6 link-local network. This type of attack is called
an RA flooding attack. Figure 3 illustrates how the scenario
wherein the attacker replies with the RA message [13].

D. REDIRECT THREAT
Redirection is a straightforward process that is based on
the NDP, enabling a router to suggest a better route to a
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FIGURE 3. RA flooding attack.

FIGURE 4. NDP redirect message.

destination host, if available, in an IPv6 link-local network.
The R message is required for the Redirection procedure to
function properly. Figure 4 shows a situation in which Host-A
has a default route to Host-B via Router-A; however, there
is a better route through Router-B that Host-A is unaware
of, as shown in the example below. To communicate with
another network host, a host send a packet to the default
Router’s MAC address, which in this case is Router-B. When
Router-B receives packets from the host, it checks its own
forwarding table and determines that there is a better route
available for the packet; as a result, Router-B will immedi-
ately send an NDP R message to the source of the packet
(i.e., Host-A) informing it that there is a better route available
through Router-A. The Host-A will react accordingly and
will update its routing table with the information provided
by Router-B, which will eventually allow Host-A to commu-
nicate with Host-B via a shorter path than that which was
previously available [14].

Because the NDP redirect process does not have any
authentication mechanism in place to verify the authenticity
of the sender of themessages, it is obvious that an attacker can
easily spoof the NDP’s R messages in order to launch attacks
such as DoS and MITM attacks in the link-local networks.

IV. IPv6 ADDRESS PRIVACY CONCERNS
In the IPv6 network, hosts use stateless address autoconfig-
uration (SLAAC) to generate an IP address and configure
itself after checking the DAD process. The host generates

FIGURE 5. Formation of IPv6 address as network prefix and IID.

an IPv6 address using a combination of link-local-prefix or
network-prefix, which is locally available information adver-
tised by the router, with addresses or interface identifiers
(IIDs), as shown in Figure 5. IPv6 hosts use IEEE identi-
fiers for generating IIDs, they allow correlation and location
tracking for the lifetime of the device since IEEE identifiers
last long, and their structure makes address scanning and
device exploits possible. The IID remains the same regardless
of the subnet it connects to in the SLAAC method. The
default addressing scheme of IEEE identifiers referred to as
the 64-bit extended unique identifier (EUI-64), uses theMAC
address as the IID. This would result in a huge exposure to
the attacker, who would know the list of subnets and the host
MAC addresses. This would also mean that the addresses and
hosts are vulnerable to tracking and easy targets for attacks
from anywhere worldwide. Several studies address the issue
of using the IEEE Identifiers mechanism and the effect of
using the same IIDs with different subnet networks [15].

Therefore, Internet Engineering Task Force (IETF) pro-
posed Privacy Extensions mechanism to generate IPv6. The
working mechanism of Privacy Extensions is explained in
RFC 4941 [16]. This mechanism attends to generate tem-
porary addresses every time the IPv6 host connect to the
network, thus the attack cannot track the host, and exploit the
IPv6 to threat the host privacy. However, this mechanism was
not designed to prevent spoofing IPv6 address.

V. RELATED WORK
Researchers have proposed several mechanisms to secure
NDP in order to protect it from threats such as DAD threat,
AR threat, RA message threat, and redirect threat. Some
of the mechanisms proposed to address security concerns
in NDP use a monitoring strategy in which network traf-
fic is monitored, and administrators are immediately noti-
fied of any suspicious behavior detected. NDP monitoring
(NDPmon) and Intelligent NDP monitoring (INDPmon) are
two such methods (INDPmon) used to overcome secu-
rity issues found in NDP. NDPmon, developed by Beck
in 2007 [17], is a program that is functionally identical to
Arpwatch for IPv4 but has additional attack detection capa-
bilities. NDPmon is often deployed on a centralized server
on a LAN, and network hosts utilize it to monitor NDP
processes for suspicious activities. When NDPmon detects
unusual behavior on the network, it notifies administrators
through email or by writing logs to storage devices. NDP-
mon is a three-phase process that includes training, learn-
ing, and monitoring. NDPmon makes the assumption that
all nodes and network actions are legit during the training
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phase, due to which the reporting function is disabled during
this phase. According to studies [18], the drawbacks of this
default behavior include the possibility of a compromised
node causing a complete detection failure if it joins the net-
work during the training phase. Additionally, NDPmon may
generate false positive alerts when modifications are made
to the Network Interface Card (NIC) of a legitimate com-
puter on the network. Furthermore, detection methods may
be circumvented when attacker nodes intercept the ICMPv6
packets carrying NDP data [19]. Although NDPmon prevents
attacks launched by unauthorized users, it completely ignores
the possibilities of attacks launched by legitimate users,
which are very difficult to detect. Song and Ji [20] demon-
strated that although NDPmon can detect threats and issue
alerts for regular network activities, it fails to prevent these
attacks.

INDPmon is yet another security mechanism proposed in
2015 [21] for monitoring network traffic in order to detect
attacks launched on NDP processes. This mechanism mod-
els the major NDP processes using an extended finite state
machine (EFSM) and identifies aberrant behavior by employ-
ing strict anomaly detection. Since the abnormality behaviors
vary from conventional behavior, additional failure states
are created to thwart unauthorized activities or transactions.
Strict anomaly detection enables the defining of failure states
in EFSM and the reporting of any protocol fundamental
violation. These violations often occur as a consequence
of protocol misconfiguration or an attack. INDPmon may
also alert the network to potential NDP attacks, as most
of these attacks violate protocol rules. INDPmon can only
detect NDP attacks that break basic protocols, according to
previous research [14]. Other violations, on the other hand,
such as spoofed IP addresses or MAC addresses, are more
challenging to detect. For example, attackers may flood a
network with NDP messages using a spoofed IP address,
preventing INDPmon from differentiating between legitimate
and spoofed IP addresses. In summary, INDPmon cannot
secure NDP messages.

Some researchers have attempted to secure the NDP pro-
cess in an IPv6 link-local network by mapping the MAC
address to the IP address. For example, Source Address Vali-
dation Architecture (SAVA) has been proposed by different
researchers from Tsinghua University to address security
issues in the NDP processes [22]. SAVA aims to authenti-
cate the source IP address of a packet whilst considering
the aspects of authorization, uniqueness, and traceability.
In SAVA, validation occurs at the first hop of a local network.
Local network validation aims to prevent spoofing from
another host with the same IPv6 prefix. This is accomplished
by adding a switch port and a legitimate source IPv6 address
or by linking the link-layer address to the IP address and
switch port. The study [22] argued that SAVA is an ideal way
to stop receiving spoofed packets frommany network scopes,
but their study did not examine other NDP vulnerabilities,
such as DoS attack on DAD, Address Resolution, RA threats,
etc.

Another study by [23] has proposed an improved version
of SAVA known as Source Address Validation Improve-
ment (SAVI) to secure the link-local communication from
source address spoofing. SAVI establishes associations
amongst the link-layer address, source IPv6 address, and
switch port. SAVI also introduces a filtering policy that
forwards and filters identical packets that may have been
abandoned [24]. SAVI has limitations as stated in [25], for
instance, dynamic address arrangement problems, such as
SLAAC and DHCPv6, may also occur in the access network
when implementing SAVI, given the difficulty of binding
creation (anchor information) when an IP address is changed.
Additionally, the binding process in SAVI is also prone to vul-
nerabilities when LAN devices have multiple IPv6 addresses
(e.g., router and multi-LAN hosts and firewalls). Another
limitation highlighted by [23] is the presence of several SAVI
devices in a network, where each SAVI device operates sep-
arately and does not exchange information with other SAVI
devices, exposing other devices to traffic spoofing. Therefore,
SAVI cannot effectively prevent attacks on theNDP processes
in an IPv6 link-local network.

Researchers have explored other venues in order to secure
NDP messages in IPv6 link-local networks. Some of these
studies have proposed that higher security can be achieved by
adding new NDP header options. Among these mechanisms,
the most common mechanisms are Secure NDP (SeND) and
Trust-ND. SeND [24] adds several new options to NDP,
including the cryptographically generated address (CGA)
option to verify CGA senders. SeND uses CGAs to gen-
erate IPv6 and ensure the ownership of the claimed IPv6
address, as defined in RFC 3972 [25]. Other options include
the Rivest–Shamir–Adleman (RSA) cryptosystem signature
option, which attaches a public key-based signature, and the
Nonce option, which validates unsolicited advertisements,
redirects all unanswered messages and validates advertise-
ment messages sent as responses to solicited messages to pre-
vent replay attacks. SeND also introduces two new ICMPv6
message types, including certificate path solicitation and cer-
tificate path advertisement. SeND aims to secure all NDP
messages [26]. However, several studies [27] show that SeND
mechanism introduces a considerable processing overhead
because of its design. With CGA and RSA as the main
components of SeND, this mechanism requires additional
processing time and consumes CPU resources and network
bandwidth, thereby increasing its complexity [28]. Further,
Generating IPv6 using CGA requires high processing time;
therefore, the SeNDdoes change IP address which can expose
the privacy of hosts in the network. Given these drawbacks of
SeND, especially its complexity, malicious hosts can launch
DoS attacks, such as flooding attacks, during NDP processes
in an IPv6 link-local network.

Praptodiyono et al. proposed a new mechanism called
Trust-ND for protecting NDP messages and securing the
exchange of NDP messages amongst hosts in an IPv6 link-
local network. Trust-ND has a light design and uses the
SHA-1 hash algorithm to achieve the required security [29].

83654 VOLUME 10, 2022



A. Al-Ani et al.: NDPsec: Neighbor Discovery Protocol Security Mechanism

It also uses a new security option called the trust-option
attached to NDP messages to guarantee secure communi-
cation amongst hosts. Trust-ND depends on the concept of
trust; it requires the host to verify NDP messages upon their
receipt. This mechanism performs address verification much
faster than SeND because it is based on the SHA-1 hash
function. Some researchers claimed that Trust-ND is a light
security method for NDP [30]. However, the attacker can
spoof the hash value and evade the securitymechanism; there-
fore, Trust-ND mechanism is still vulnerable to various types
of NDP threats in an IPv6 link-local network. Therefore,
by design, Trust-ND is unsuitable for securingNDPmessages
in the IPv6 network [29].

[31] proposed a mechanism called Match-Prevention to
secure NDP processes (DAD and AR processes) by utilizing
SHA-3 to hash a part of the tentative IP address (the node’s IP
address) and appending the hash value to a verification option
termed match-option. In this mechanism, the host performs
verification on both messages (NS and NA messages). The
sender must first generate the NS-match message with the
match-option and related fields when performing AR and
DAD. In order to transform this message into an NS-match
message, the match-option must be appended to each NS
message. The match-option containing the NS-match mes-
sage is sent using a multicast address in a network. The
received hostsmust verify theNS-matchmessage. If hash val-
ues are valid, hosts conduct AR or DAD and reply by sending
an NA-match message. The sender host receives NA-match
as a response to the NS-match request. The sender host
should verify the match-option. If the hash result matches, the
NA-match message is from a legal host; otherwise, the sender
host deems it illegitimate. Match-Prevention is not designed
to secure all NDP messages, and it cannot secure the AR
process if the attackers know the sender IPv6 address.

After outlining the security issues associated with NDP
processes and identifying shortcomings in existing mecha-
nisms, it is necessary to build an effective mechanism for
securing NDP processes in an IPv6 link-local network to
prevent DoS attacks.

VI. PROPOSED NDPsec
The mechanisms discussed in the preceding section to solve
security problems with NDP processes require an excessive
amount of time to process NDP messages, which attackers
may use to flood the network with these messages and launch
a DoS and MITM attacks in the link-local network. Thus,
the main goal of this study is to propose a new mechanism
(NDPsec) that, by using digital signatures, overcomes the
shortcomings of prior mechanisms and offers increased secu-
rity for NDP messages in an IPv6 link-local network.

A. GENERATING IPv6 ADDRESS (STEP ONE)
This step aims to generate IPv6 address for the host in the
link-local network. In IPv6 network, SLAAC is used to gen-
erate an IP address and configure itself after checking the
DAD process. In general, there are two possible methods to

generate IID addresses: utilizing the EUI-64 mechanism or
the Privacy Extensions mechanism. As stated in the previ-
ous sections (section IV), the problem with EUI-64 is the
IPv6-driven MAC, which will raise privacy issues for many
users, as node packets may be tracked back to a physical
machine, and nodes can easily be recognized across several
networks or renumbering. The second method, i.e., the Pri-
vacy Extensions mechanism, is intended to preserve IPv6
host privacy. However, the NDPsec cannot leverage these two
approaches for generating IPv6 addresses since none of these
approaches can be used to verify that the host really owns the
IPv6 address.

Other scheme (e.g. SeND) generating IPv6 addresses
employ both RSA and CGA, which are considered
computation-intensive; as a result, SeND do not generate new
IPv6 addresses frequently when a host joins the network;
instead, it retains the generated IPv6 address for an extended
period of time [14].

In general, an IPv6 address is composed of two compo-
nents: a link-local prefix or network prefix assigned by a
router and an IID. The NDPsec algorithm derives the IID
for a particular host using the public key of a digital sig-
nature. Each IPv6 host that joins the network through the
proposed NDPsec mechanism is required to generate pub-
lic and private key pair using a digital signature algorithm.
The Ed25519 digital signature algorithm is selected for this
research because it generates the public and private key pair
fast and has a smaller public key size than other digital
signature algorithms. Additionally, the Ed25519 algorithm is
a digital signature technique that employs a twisted Edwards
curve variant of the Schnarr signature. It is designed to be
faster than existing digital signature schemes while maintain-
ing the same level of security [32].

Once the IPv6 host generates the key pair, which consists
of a public-key and a private key pair, the IPv6 host stores
the private key for the signing process, while the public key
is split into two segments of 8 bytes and 24 bytes, referred
to as Left-Fragment (LF) and Right-Fragment (RF), respec-
tively. IPv6 addresses of the host are composed of a series of
16-byte hexadecimal numbers, with the left-most eight bytes
representing the link-local or network prefixes with the right-
most 8 bytes representing the IID. The NDPsec mechanism
takes advantage of this by treating LF as an IID and uses it as
an IPv6 address for the host intending to join the network. The
RF is subsequently used in conjunction with the IID (i.e., LF)
to reconstruct the public key on the receiving hosts, which
is used to validate the integrity of the message. Thus, the
IPv6 address will associate the public key with the host’s IP
address. Additionally, since the Ed25529 key pair is fast to
generate, the host may utilize it to generate an IID without
depleting host resources. When connecting to the same net-
work, the host uses the same IID and only produces a new IID
when connecting to a new network. Thus, the host is neither
overwhelmed nor are its computing resources squandered.
Figure 6 illustrates the process of generating the key pair, IID
(i.e., LF) and RF.
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FIGURE 6. Generating the key pair, IID and RF.

B. SECURE-OPTION (STEP TWO)
The step aim to append NDPsec parameters with NDP mes-
sages without compromising the original structure of NDP
messages. NDPsec uses a digital signature to sign the NDP
messages and hence, achieves authentication and integrity
required to protect NDP messages from being attacked. Each
NDPmessage is required to carry additional information such
as a digital signature, the public key, etc., which is usually not
seen in standard NDP messages.

The standard NDP messages have the option field, which
can be used to append other useful information. Therefore,
this study proposes to utilize this option (the option is named
Secure-option) to convey the digital signature and the LF.
Secure-option consists of four main fields, namely, RDM,
RDM-Info, LF, and DS. The primary objective of proposing
this option is to differentiate legitimate NDP messages from
invalid ones. Figure 7 illustrates the structure and format of
the Secure-option and its associated fields.

FIGURE 7. Secure-option and its fields.

To maintain the original structure of NDP messages, the
NDP-option design (Figure 6) follows the option format of
RFC 4861 [7]. Given that all NDP options should include
the type and length fields, the proposed Secure-option also
contains these fields. The Secure-option comprises 68 bytes
divided into five fields as follows:
â Type: 1-byte identifier that indicates the option type

carried by the NDP message. The Secure-option type is
253 because this option is used for experimentation.

â Length: 1-byte field that indicates the total length of the
Secure-option, including the type and length fields in an
8-byte unit (64 bits). Given that the total length of the
Secure-option is 68 bytes, the value of the Length field
is set to 8.

â RDM: 2-bytes field that indicates to replay detection
method used in this Secure-option.

â RDM-Info: 4-bytes field that indicates replay info for
the Replay Mode.

â RF: This is a 24-bytes field that holds RF generated
during step one, which will be combined with IPv6
address.

â DS: This is a 32-bytes field that carries the signature
value, which results from the network layer.

The Secure-option must be appended into all NDP mes-
sages (i.e., NS, RA, RS, etc.) to validate the NDPsec mes-
sages, and messages without the secure-option field must be
discarded.

C. SINGING NDP MESSAGES (STEP THREE)
This step aims to explain how the sender of the IPv6 host signs
the NDP message. The NDPsec messages must be digitally
signed with the private key generated in step one to prevent
them from being altered in transit or spoofed by threat actors
in order to launch cyber-attacks.

In NDPsec mechanism, when the IPv6 host generates
the NDP message, the mechanism generates Secure-option,
which is then appended to the NDP message. The RDM
and RDM-Info fields should be configured as explained in
step five. The RF field of Secure-option contains 24 bytes
of RF that was generated in step one. The signature field is
filled with zeros during the initialization process. The sending
host then signs the entire message using the sender’s private
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key (this includes information about the data link layer, the
network layer, the NDP message contents, and the NDPsec
fields). Consequently, the signature field is replaced with the
resultant signature, which was previously filled with zeros.
The signature is used to protect the integrity of the NDP
message; since attackers are unaware of the target host’s
private key, they cannot generate the NDP message on behalf
of the victim host and claim ownership of the address.

D. VERIFYING NDP MESSAGES (STEP FOUR)
This step attempts to verify the NDP message by validating
the digital signature that was included in the message. Upon
receiving the NDP messages, the receiving host must first
verify that the NDPsec option field is present in the NDP
message; otherwise, the message must be regarded as an
attack initiated by the threat actors and must be rejected
immediately.

To validate received NDP messages, the receiving host
must first extract the public key from the message. NDPsec
achieves this by combining IID with the RF value contained
within the message. The successful extraction and construc-
tion of the public key from the received IPv6message ensures
that the message is sent by the legitimate owner of the IPv6
address. Afterwords, as stated in step five, the receiving host
checks for the replay attack by inspecting the RDM and
RDM-Info fields. Following that, the receiving host checks
the digital signature that was attached to the message for
authenticity by using the constructed public key. If the mes-
sage fails the verification, it indicates that the message is sus-
picious and may have been sent by an attacker and must thus
be rejected. Once the message has passed all of these checks
and is deemed genuine, it will be processed in accordance
with RFC 4861 [7].

E. PREVENTING REPLAY ATTACK (STEP FIVE)
Replay attacks are one of the most common types of
attacks against authentication security mechanisms. In replay
attacks, the attacker uses an old authentication message to
configure the victimwith old configuration information, lead-
ing to a DoS attack or MITM. NDPsec makes use of the
RDM and RDM-Info fields (as shown in Figure 7) of the
Secure-option to prevent replay attacks. Nonce and times-
tamp are the two prevalent ways of preventing replay attacks.
When transmitting and receiving NA and NS messages, the
nonce mode is used. While sending an NA or NS message,
the host sets the Replay mode to 1 and the Replay Info to
a random integer number. The receiver should first check
if the nonce has been received from the same sender (i.e.,
indicate themessage has been re-sent by the attacker), and if it
has, the message should be discarded; otherwise, the message
should be retained. The host then sends a response message
to the sender using the same nonce; the sender should also
check to see whether the sender nonce is the same as the
received nonce. If equal, the message is accepted; otherwise,
the message is discarded.

FIGURE 8. Network topology and device specification.

FIGURE 9. Processing time for generating IPv6 address.

On the other hand, the timestamp mode is employed for
sending and receiving RA, RS, and R messages. The sender
should set the Replay mode to 2 (i.e., Timestamp mode) and
set the Replay Info to timestamp. Each host in the NDPsec
mechanism must keep a copy of the timestamp of the last
message it received from any other host in the network. This
is important because, in order to prevent replay attacks, the
receiving host must check that the timestamp in the received
message is greater than the previous timestamp it saved;
failure to comply with this check will result in the rejection
of the message because it is obvious that the attacker has sent
the same message which has previously been received. There
is one exception to this rule, and that is when a message is
received for the first time from a host. Because there is no
copy of the previous timestamp associated with this host, the
message will be accepted, and the timestamp will be stored
for future use.

VII. IMPLEMENTATION OF THE PROPOSED MECHANISM
NDPsec
Experiments on a local network were conducted to evaluate
the functioning and performance of the proposed NDPsec
mechanism. The network topology, which comprises two
hosts, one router, and one attacker, is shown in Figure 8.

Figure 9 depicts the network topology wherein all devices
are connected directly to the switch. The hosts and router
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TABLE 1. Hardware and software requirements for the testbed
environment.

were modified to use NDPsec. The NDPsec is devel-
oped by using the python programming language [33].
The Python-based cryptography library is utilized for the
Ed25519 digital signature algorithm [34]. The attacker runs
on Kali Linux, which is used for Penetration Testing. IPv6
attacks are carried out using Scapy and flood_router26.c,
whereasWireshark is used to monitor network activities [35].
In order to protect the RA message, the router’s public key is
pre-configured on all hosts in the network as the proposed
mechanism does not provide a mechanism to distribute the
public key of the router. The specifications of the hardware
and software used for deploying the testbed environment are
presented in Table 1.

VIII. EXPERIMENTS AND EVALUATION
The proposed NDPsec is designed to authenticate NDP mes-
sages. Accordingly, the NDPsec is evaluated and compared
against Standard NDP, SeND, Match-Prevention, and Trust-
ND mechanisms in terms of (i) performance which includes
processing time for generating IPv6 address, verifying and
generating NDP messages, and (ii) penetration test. This
section shows the NDPsec experiments.

A. PROCESSING TIME FOR GENERATING IPv6 ADDRESS
(PERFORMANCE)
This experiment aims to measure the processing time of
generating an IPv6 address. The experiment has been applied
to Standard NDP, SeND, Match-Prevention, Trust-ND, and
NDPsec. The processing time has been calculated by sub-
tracting the ending time of generation IPv6 from starting
time of the verification process. Due to the possibility that
other processes running on the operating system may have an
effect on the processing time, the experiments are repeated
25 times to ensure the findings are reliable. Figure 9 shows
a line chart for generating an IPv6 address. Based on the
results, the SeND has the highest processing time since it
makes use of the RSA digital signature and CGA, both of
which are considered compute-intensive operations. In con-
trast, Standard NDP, Match-Prevention, and Trust-ND have

almost the same processing time because they use the Privacy
Extensionsmechanism. NDPsec has slightly more processing
time because it uses Ed25519 for generating the IPv6.

B. PROCESSING TIME FOR GENERATING AND VERIFYING
NDP MESSAGES (PERFORMANCE)
This experiment aims to measure the total process time while
generating and verifying NDP messages. The experiment
has been applied for Standard NDP, SeND, Trust-ND, and
NDPsec messages which are NA, NS, RA, RS, R messages.
Additionally, because the Match-Prevention mechanism is
proposed to secure only the DAD and Address Resolu-
tion processes, only NS and NA were calculated, while the
remaining NDP messages (i.e., RS, RA, and R) were left
unprotected and handled in the same way as the Standard
NDP. The total processing time (Pt) between a sender and
a receiver is calculated by subtracting the starting time (St)
from the ending time (Et) of the generating process (Gp) and
verifying process (Vp) for the NDP messages, followed by
the summation of the generating and verifying processes for
the NDP messages, as shown in Equation (1):

PT =
(
Et(Gp)i − St(Gp)i + Et(Vp)i − St(Vp)i

)
(1)

Sometimes, the processing time is influenced by other
operating system activities, whichmay affect the results; thus,
the experiments are repeated 25 times to verify the reliability
of the results. The mean, standard deviation (STDVE), and
overhead for generating and validating NDP messages are
shown in Table 1. The overhead is calculated by using the
total Standard NDP message size as a baseline. The experi-
ments (results from Table 2) show that the overall processing
time of SeND is higher than NDPsec. This is because the
SeND method utilizes both RSA digital signatures and CGA,
while NDPsec uses only the Ed25519 digital signature, which
requires less processing time for generating and verifying
NDP messages. Besides, SeND appends four options to the
NDP messages, thereby extending the time required for pro-
cessing to generate and verify the messages.

Additionally, the Match-Prevention and Trust-ND mecha-
nisms outperformed both the SeND and NDPsec mechanisms
since these mechanisms employ hashing, which is signifi-
cantly faster than signature-based mechanisms and consumes
less processing time. Moreover, Due to the lack of an authen-
tication mechanism, standard NDP has the lowest total pro-
cessing time of all the tested security mechanisms.

C. TRAFFIC OVERHEAD (PERFORMANCE)
This experiment aims to measure the traffic overhead associ-
ated with Standard NDP, SeND, Trust-ND, and the proposed
NDPsec mechanism. The total message size for NDP mes-
sages has been calculated by summing the message sizes for
the different mechanisms, which include NA, NS, RS, RA,
and R. The traffic overhead is calculated by comparing it to
the total size of Standard NDP messages (i.e., baseline).

Table shows that a larger message size can signifi-
cantly influence network traffic. Therefore, using a small
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TABLE 2. Total processing time (NANOSECOND).

TABLE 3. Message size and traffic overhead (in Bytes).

message size can improve the performance of the network.
The existing mechanisms have large message sizes due to
their designs. For example, SeND employs four options:
CGA, Timestamp, Nonce, and RSA Signature. Each of these
options increases the size of NDP messages, resulting in
an increase in traffic overhead that is 1840 bytes greater
than the traffic overhead for all other mechanisms. Mean-
while, Trust-ND uses SHA-1 as a hash-function algorithm
(lightweight compared to the digital signature algorithm)
for hashing NDP messages. This significantly decreases the
message size and reduces the traffic overhead to 160 bytes.
Besides, Match-Prevention got less overhead than the other
mechanisms due to the used hash method, and RA, RS, and
R messages were not considered/secured by the abovemen-
tioned mechanism; thus, it was the same as the Standard
NDPmessage size. For the proposed NDPsecmechanism, the
traffic overhead is 340 bytes due to the mechanism design.
NDPsec uses only one option instead of four options com-
pared to SeND; however, employing a digital signature led to
more traffic overhead than Trust-ND and Match-Prevention
mechanisms.

TABLE 4. DoS-on-DAD experiment results.

D. DUPLICATE ADDRESS DETECTION (PENETRATION TEST)
The purpose of this experiment is to determine the abil-
ity of various preventing mechanisms studied in this study
(i.e., StandardNDP, SeND,Match-Prevention, Trust-ND, and
NDPsec) to prevent DOS attacks on the DAD process. This
experiment is performedwhen host A connects to the network
and tries to configure itself with a new IPv6 address by
using the DAD process. The attacker attempts to prevent
the new host from obtaining an IPv6 address, resulting in
the host being unable to gain access to the network. This
experiment has been repeated ten times to ensure the robust-
ness of the proposed mechanism. If the IPv6 host could not
configure itself with an IPv6 address, the attack is considered
successful; otherwise, the attack was regarded as a failure.
The success rate of the attacks has been calculated based on
Equation (2).

SR =
Sn
n
∗ 100 (2)

where SR refers to success rate, Sn represents Successful
number, and n is the number of experiments. Table shows the
results of the experiment.

As results indicate, Standard NDP failed to prevent the
DoS-on-DAD attack because Standard NDP lacks a security
mechanism to prevent the attacks. Trust-ND is based on a
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TABLE 5. Address resolution attack results.

trust mechanism, enabling an attacker to evade the Trust-
ND security mechanism by simply hashing NDP messages
without requiring a key. Match-Prevention succeeds in secur-
ing the DAD process due to hashing the tentative IP address
during the exchange of NS and NA via the entire process.
NDPsec successfully prevented attacks on the DoS-on-DAD
process because the attacker cannot claim ownership of the
IPv6 address since the attacker does not have the private key
of the IPv6 host. Further, SeND can also prevent the DoS-on-
DAD attack because it uses RSA digital signature and CGA.

E. ADDRESS RESOLUTION (PENETRATION TEST)
In an AR spoofing attack, the attacker aims to spoof the
NS message to inject the attacker’s MAC address. If Host
A saves the attack’s MAC address in the neighbor cache
table, the attack is deemed successful; otherwise, the attack
is considered unsuccessful, and the message is discarded.
The experiments are repeated ten times, and the success rate
is calculated using Equation (2). Table 5 summarizes the
outcome of the experiments.

The attack success rate for Standard NDP Match-
Prevention, and Trust-ND is 70% 60% and 60%, respec-
tively. The attacks sometimes fail because both mechanisms
(Standard NDPMatch-Prevention, and Trust-ND) cannot dis-
tinguish between messages sent by a legitimate host and
those sent by an attacker, in consequence, the host configures
itself with a legitimate message. Furthermore, the SeND
and NDPsec successfully thwarted AR attacks because an
attacker cannot spoof IPv6 addresses without having a valid
key to sign the messages.

F. REDIRECT ATTACK (PENETRATION TEST)
This experiment aims to test secure Redirect attacks. Redi-
rection is a simple mechanism based on NDP that allows a
router to suggest a better route to an IPv6 host. The attacker
can exploit the redirect mechanism by spoofing the Redirect
message and redirecting the host traffic from a router to a
specific address in order to launch a DoS or MITM attack.
The victim host will accept the Redirect message because
it lacks a mechanism to validate the origin of the received
message. The attack is considered successful if host A con-

FIGURE 10. CPU utilization during the RA flooding attack.

figures redirect the traffic to the attacker; otherwise, the attack
will be considered as failed. Likewise, to other experiments,
the experiment was repeated ten times, and Equation (2) is
used to compute the success rate of the attacks. Table shows
the experiment results.

The results show that both NDPsec and SeNDmechanisms
can prevent the DoS attack. In contrast, the Trust-ND can-
not prevent the DoS attack, and that is due to the attacker
in the Trust-ND can authenticate any Redirect message by
just hashing the message; therefore, the victim host will be
accepted. On the other hand, NDPsec and SeNDmechanisms
both provide the authentication for the IPv6 address; thus,
the attacker cannot spoof the source of the IPv6 address.
The Match-Prevention has failed to secure this kind of attack
because the R message was not secure/addressed by the
mechanism.

G. RA FLOODING (PENETRATION TEST)
This experiment aims to verify the immunity of the different
mechanisms against the RA flooding attacks. Aside from
being a RA flooding that can cause DoS to the IPv6 host,
it is also considered fatal to the entire IPv6 link-local network.
In this experiment, we measured the CPU consumption under
the RA flooding attack and system failure. IPv6 attacks were
launched using the toolkit flood_router26.c tool and Scapy.
Figure 10 shows the CPU utilization during the RA flooding
attack.

All mechanisms compared in this study have a processing
time of 100%, with the exception of the proposed NDPsec
mechanism, which has a processing time of around 82%. The
standard NDP is affected by the RA message flooding attack
because the client has to configure itself with attacker RA
messages. Every RA message has around 12 prefixes, which
is required to perform 12 DAD processes. Furthermore, the
Trust-ND that relies on a trust mechanism, the Trust-ND host
accepted all the RAflooding attacks because all the RAflood-
ing Trusted NDP option with a hash value. On the other hand,
the SeNDmechanism does not accept the RAflooding attack;
instead, it verifies the CGA and RSA signature, considered
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TABLE 6. Redirect attack results.

compute-intensive operations. Meanwhile, the CPU utiliza-
tion for the proposed NDPsec mechanism is recorded at
82% because the IPv6 host can prevent the RA flooding
attacks, as it is required to verify only the Ed25519 signature.
Also,Match-Preventionmechanism could not prevent the RA
flooding attack as it is not designed for it. Accordingly, the
NDPsec can mitigate the RA flooding attack impact on the
IPv6 host.

IX. DISCUSSION
The proposed NDPsec mechanism has almost the same pro-
cessing time for generating IPv6 addresses as compared to
other mechanisms, including the Standard NDP, Trust NDP
and Match-Prevention mechanisms. The SeND requires a
high processing time for generating IP addresses because it
employs RSA and CGA algorithms. The NDPsec’s IP gen-
eration process relies on the Ed25519 digital signature key-
pairs, which is considerably faster than the SeND’s RSA and
CGA.

Based on the experiments, it is clear that NDPsec can
reduce the complexity of the process while generating and
verifying NDP messages compared with SeND mechanism.
The NDPsec is around five times faster than SeND. Conse-
quently, this leads to limitations for using SeND in mobile
or IoT devices with limited resources. Besides reducing the
complexity, the NDPsec also reduced the traffic overhead by
around 57.08% compared to the SeND mechanism. Hence,
NDPsec significantly reduces communication cost and band-
width utilization. Furthermore, the Standard NDP, Match-
Prevention, and Trust-ND mechanisms have less processing
time when generating and verifying messages and generate
less traffic size. However, the Trust-ND failed to prevent all
NDP attacks, and Match-Prevention was only able to secure
DAD but not the rest of the NDP processes. On the other
hand, the SeND prevents DoS-on-DAD, Address Resolution,
and Redirect attacks, like the proposed mechanism. However,
SeND failed to prevent RA flooding attacks. Although SeND
prevents the attacker from injecting RA messages into the
IPv6 host, the attacker consumes the host’s CPU, causing the
host to stop responding to any valid incoming message while
under attack. In contrast, the proposed NDPsec mechanism

TABLE 7. Experiment results summary and comparison.

is immune against all the NDP attacks, including the RA
flooding attack, as it is designed to be a lightweight process
and preserve security; accordingly, using NDPsec can pro-
vide authentication for the NDP messages. The summary of
the penetration experiments, as well as the comparisons, are
provided in Table 7.

X. CONCLUSION AND FUTURE WORK
Securing NDP messages is essential for IPv6 link-local net-
works. The Standard NDP protocol does not have any verifi-
cation mechanism to validate incoming messages, therefore
any attacker that exists on the network can exploit the NDP
message to lunch its attacks. Thus, the NDPsec is considered
a sophisticated and modern mechanism to secure NDP mes-
sages in the IPv6 network. It is designed and implemented to
overcome the issues of other mechanisms. It is designed by
using the Ed25519 digital signature to generate IPv6 and pro-
vide authentication. The experiments show clear superiority
in NDPsec in most of the experiments as compared to SeND
Match-Prevention, and Trust-ND. Therefore, NDPsec is con-
sidered a better alternative than SeND Match-Prevention,
and Trust-ND. Some potential future works include; mak-
ing the proposed mechanism work with stateful mode (i.e
DHCPv6) [36], [37] and proposing a mechanism to distribute
the router’s public key in the link-local network.
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